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u.s. Immigration and Customs Enforcement (ICE), a componen l agency within the Department 
of Homeland Security (DHS), is establ ishi ng a consolidated information management system called 
FALCON Search & Analysis System (hereafter, FALCON-SA). This system enables ICE law 
enforcement and homeland security personnel to search, analyze and visualize volumes of ex isting 
information in support of ICE 's mission to enforce and investigate violations of U.S. criminal and 
admini strative laws. ICE agents, criminal research spec iali sts. and intell igence analysts use FALCON-SA 
to cond uct research that support the production of law enforcement intelligence prod ucts, provide lead 
information for investigative inquiry and fo llow-up, assist in the conduct of ICE criminal and 
admini strati ve investigat ions, ass ist in the disruption of terrori st or other criminal activity, and discover 
previously unknown connections among exist ing ICE investigations. ICE's use of the system is always 
pred icated on homeland sec urity, law enforcement , and intell igence activities. FALCON-SA is an 
internal system used only by ICE. 

In order to mitigate privacy and security ri sks associated with the deployment of FALCON-SA, 
ICE has built technical safeguards into the system and developed a governance process that includes the 
operational components of ICE Homeland Security Investigations, the oversight functions of the ICE 
Privacy Office, Office Principal Legal Adv isor, and Office of the Chief Information Officer. 

This Privacy Impact Assessment (PIA) is necessary because FALCON-SA accesses and stores 
personally identifiable informat ion (pn) retrieved from DHS, other government agencies, and 
commerc ially available databases. It is also necessary to provide public notice of the existence of 
FALCON-SA and to publicly document the privacy protections that arc in place for the system. 

Overview 

ICE developed FALCON-SA to enhance ICE's ability to identify, apprehend, and prosecute 
individuals who violate cri mi nal and adm inistrative laws enforced by ICE. I FALCON-SA augments 
ICE's ability to review and develop information about persons, organizations, events, and locations by 
ingesting and creating an index of the data from other existing operational government data systems and 
providing ICE agents, criminal research speciali sts, and intell igence analysts with different tools that 
visualize the data to help identify relationships. FALCON-SA supports the investigative work of ICE 
Homeland Security In vestigations (HSI) agents and criminal research specialists by allowing them to 
search, review, upload, and analyze data pertinent to an investigative lead or an ongoing case. Examples 
of the outcomes of an HSI agent's work in FALCON-SA may be to find or val idate a new investi gative 
lead, to ident ify a connection between two previously unconnected ICE investigat ions, or to create a chart 
that visualizes the connections and relationships among various persons and enterprises in a complex 
criminal case. FALCON-SA also allows ICE intelligence analysts to conduct analysis in support of ICE's 
mission. FALCON-SA is a tool th at allows users to search and analyze the ingested data and to identify 
connections. ICE analysts use the results of their analys is in FALCON-SA to generate tactical, 

1 FALCON-SA is ulti mately intended to replace ICE's Law Enforcement Intelligence Fusion System (IFS). PIA: 
DHSIICEIPIA-007 (Nov. 17,2(08). 
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operational, and strategic law enforcement intelligence products (hereinafter referred to as "finished 
intelligence products"). Occasionall y the visuali zations will be exported from FALCON-SA to a fini shed 
intell igence product, but only with supervisory approval. Finished intell igence products better inform the 

consumers of these products, which include DHS and ICE leadership, agents, officers, and employees, 
about the overall impact of ICE law enforcement operations, criminal trends and tactics, emerging threats, 
resource needs, and strategic goals and objecti ves. 

FALCON-SA assists the human evaluation and decision-making process and helps reduce human 
error and analytic uncertainty by presenting information already available to the user in a common sense 
fashion. The data that the system contains is obtained from various DHS databases, as well as other 
sources that are appropriate and lawful sources of information for HSI' s investi gati ve and law 
enforcement miss ion. The Append ix to thi s PIA describes the data thai is avai lable in FALCON-SA, the 
specifi c sources, and how it is ingested and updated. FALCON-SA is being designed and developed in an 
iterati ve, incremental fashion. As the system evolves to include new classes of data and new 
functionality, this PIA and it s Appendix will be updated. 

System Functions, Data, and Structure 

FALCON-SA aggregates data from various sources and allows users to visualize and share the 
data in analytically useful ways . For example, the system can organize information temporall y or 
geographically or it can presen t a chari showing relational links between individuals and/or organizations 
whose data is stored in the system. These visualizations reflect the content of the underlying source data 
and allow the user to identify links or connections that may have been previously unknown or to quickly 
search data that previously was difficult to access because, for example, in the source system it was in a 
free form text fie ld but in FALCON-SA it is in a searchable index. The visualizations are only 
main tained so long as the data in the ingested source system remains. If the source system deletes a 
record, the record wi ll no longer be avail able to the user for a particular visualization . Users can also 
share the analyti cal data and results with limited numbers of other users, or with the FALCON-SA 
community as a whole . 

Every FALCON-SA user has private "space" within the system where they conduct their 
analysis. This space is called a virtual domain, and essentiall y consists of a home page for the user where 
they create a project in support of an in vestigation or other assignment. Users are likely to have multiple 
projects open at the same time to support the various ass ignments and cases they are working. Users must 
name the project and, by policy, users are required to use the relevant ICE case number if one has been 
ass igned . After creating the project, the user may perform the following actions: 

• Upload records or input data relevant to the project (referred to as ad hoc data); 

• Create, conduct, and save searches of any records/data stored in the project and other data 
published in FALCON-SA to which the user has access pri vileges; 

• Conduct analysis of the data using the visuali zation tools in FALCON-SA; 

• Save visuali zations created using the system tools; 
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• Grant other users rights to view the project, including the uploaded records/data. saved 
searches, and visualizat ions; 

• Publish the uploaded records/data or visual izations to other users in FALCON-SA; and 

• Extract visuali zations into anot her program, such as Microsoft PowerPoint. 

As described in more detail below, the system or ICE policy may require users to obtain supervi sory 
review and/or approval for some or all of these actions. 

System Data 

Through its source systems, FALCON-SA contains information on individuals who have had 
previous encounters with DHS of a law enforcement nature, such as during a DHS in vestigation or during 
the inspection process at a port of entry. As FALCON-SA evolves, the population of individuals on 
whom data is maintai ned wi ll change and this PiA will be updated accordingly. The addition of future 
datasets and populations of individuals is overseen by an internal ICE governance process (described in 
more detail below), wh ich will cons ider the legal and privacy issues raised by the inclusion of other 
populations into this system given its purpose and ICE's legal authorities. The spec ific PH elements in 
FALCON-SA concerning any particular individ ual vary depending on the source records about the 
individual that have been ingested. Generally, FALCON-SA records (whether from routine or ad hoc 
sources, or both) may include some or all of the following types of prl: ident ify ing and biographic data, 
citizenship and immigration data, customs import-export hi story, criminal hi story, contact information, 
criminal associations, fami ly relationships, employment, military service, educat ion and other background 
information. This PH is necessary to accompli sh the primary purpose of the system, which is to search, 
analyze, and visualize volumes of existing information in support of ICE 's mission to enforce and 
investigate violations of U.S. criminal and administrative laws. The system's tools use the PH to conduct 
the analysis and visualize for the system user how individuals , event s, or entit ies might be connected. 

FALCON-SA contains a database consisting of data ingested on a routine or ad hoc basis from 
other ex isting sources, and an index created from that data. The system routinely ingests data from other 
ICE, DHS, or government data systems whose data is owned by ICE or has been identified by ICE as 
relevant and necessary to the ICE mission. FALCON-SA also permits users to upload data on an ad hoc 
basis in accordance wi th ICE policy. Users are authorized to upload records and information which are 
pertinent to the particular project in FALCON-SA they are working in, e.g. , an invest igation or an 
analysis project. Users are not permitted to upload extraneous material s or records that are not related to 
their official duties and assignments. Supervisory oversight of the ad hoc upload process helps to ensure 
users do not upload inappropriate or non-pertinent material. These routine and ad hoc ingests are further 
described in the Appendix to this PIA. 

The FALCON-SA index is a numerical and alphabetical li st of every word or string of 
numbers/characters in the FALCON-SA database with a reference to the electronic location where the 

corresponding source record in FALCON-SA is stored. FALCON-SA uses the index to conduct efficient 
searches, and identify relationshi ps and links between records and data, and to generate visualizat ions of 
the data for analytical purposes. 
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FALCON-SA also captures metadala (Le., data about data) for the data that is routinely ingested 

by it. Users are required to create mctadatu on data ingested into the database on an ad hoc bas is. 
Metadata is used by the system to apply access and other system rules to records and data. Metadata is 

also used by the FALCON-SA users to assess the quality of the data they are viewing by providing the 
user more conlex t about when the information was included in the system and the source of the 

information. 

Visualizations arc created and used to illustrate how individuals, ent ities, groups, incidents or 

activities relevant to the investigation or analysis are connected. In circumstances defined by ICE policy, 
FALCON-SA users may extract the visualizat ions from FALCON-SA and place them in another 

application, such as PowerPoint , for authorized use outside the system. Visualizations may need to be 

ex tracted during the course of an investigation or project for various purposes, such as to attach to reports 

or presentat ions, and for case management to incl ude in case files, but can only be done with supervisory 
approval. When a visual ization is ex tracted, the underlying source records are not extracted. Users may 

al so create and save complex search queries within the FALCON-SA system. Thi s prevents the user from 

having to re-enter search queries each time they logon to FALCON-SA. This is particularly useful for 
longer-term analytical projects and investigations, when the results of the query are expected to be 

valuable for ongoing analys is or incorporation into visualizations. 

Sharing of Data and Visualizations Within the System 

FALCON-SA facil itates the sharing of data and visual izat ions with other users to help improve 

and expedite the analytical and investigative process . A key system function that facilitates sharing is the 

ability of users to upload data and records on an ad hoc basis. This allows users to identify relevant 

materiaito an investigat ion or analys is and, with supervisory approval, include it in a project within their 
virtual domain . Ad hoc data is input into FALCON-SA in two ways: by a user's upload of an electronic 

copy of a record, or by a user's man ual entry of a part icul ar piece of data, such as a date of birth or known 
ali as for an ind ividual. Because of the broad-ranging nature of law enforcement investigations and law 

en forcement intelli gence work, it is not possible or advisable for every potentially use ful data source to be 

ingested into FALCON-SA to support ICE's work. By allowing user-driven ad hoc uploads of data, with 

appropriate oversigh t and controls, the effic iency of investigations and analyses is greatly improved and 
collect ion of PIT is minimized. 

For example, during the course of a criminal investigation, HSI agen ts may obtain records and 
information from various outside sources during interviews and searches, or in response to subpoenas. 

Information that is pertinent to the investigation is appropriate to be uploaded into the corresponding 
project for that case in FALCON-SA,2 Including this data in FALCON-SA will allow the agents to easily 

access, analyze, and share the data with each other, other members of their unit, and their supervisor(s). 

When data is uploaded into the FALCON-SA system by an HSI agent, the user is required to assign the 
appropriate case number to that data, thereby connect ing it in the system to hi slher investigat ion. A 

supervi sor must always approve the upload of ad hoc data into FALCON-SA, to ensure the data is 

permitted by policy and otherwise appropriate to include in the system. 

2 Uploading a copy of these records and information into FALCON-SA does not negate the requirement that the 
agents include the information in other appropriate ICE recordkeeping systems, such as the official case file. 
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Visualizations created in or ad hoc dala that is uploaded to a project in a user's virtual domain 
may be shared with other FALCON-SA users in two ways. First, the project owner may grant any other 
user privileges to view the data/v isuali zation in the project. Those priv ileges are limited to view-only and 

do not permit other users to search, modify, or analyze that data using the FALCON-SA visualization 
tools. Second, the user may elect to publi sh the data to the system. The user can publish the data to one, 
several, or all FALCON-SA users. Once published, any users that have privi leges to the data can search, 
modify, or analyze the data in FALCON-SA. Publicat ion of any data or visualizations must be approved 
by a supervisor in advance. 

System Users 

FALCON-SA will be used by ICE HSI agents, criminal research specialists, and analysts in HSI 
headquarters and field offices, as well as HSI offices in U.S. embassies and consul ates abroad. Other 
government agency personnel assigned to ICE HSI or to an ICE-led task force may also be granted 
access, as well as HSI contractors with a documented need to know. ICE grants access only to those who 
requ ire access to the funct ionality and data in FALCON-SA in the performance of their offic ial dut ies. 

Based on their supervi sory or non-supervisory status, individuals will be assigned one of two 
basic user roles: General User and Supervisor. General Users have the abili ty to search , rev iew, upload, 
and analyze data; create and store searches and visualizations; and grant other users access privileges to 
data they upload and searches/visualizations they create. Supervisors have all privileges of a General 
User, plus additional privileges related to overseeing the use of the system by General Users to ensure 
compliance with relevant laws and policies, and thi s PIA. Supervisors will , for example, have privi leges 
to view the system audit trails for General Users, to review and approve uploads of ad hoc data, to access 
the virt ual domains and projects of their staff, and to approve publication of any data, searches, or 
visualizations to the system. 

User privileges are customized beyond the user role initially assigned at account creation. For 
example, as a member of an invest igative task force an ICE agent may be given privileges to access 
uploaded records seized during a search conducted by the task force. Because of investigative 
sensitivities related to the ongoing case, the task force does not make these records widely available to 
other FALCON-SA users. Privileges to access these types of records would be assigned on a user-by
user basis by the upload ing user or a supervisor. A user can al so control the abi lity of other users to 
access projects and materials (data/visualizations) within projects in the user's virtual domain. 

Governance, Auditing, and Other Privacy Controls 

To ens ure the system is maintained and used consistent with the authorities of the Department, 
ICE HSI created a governance process to monitor the ongoing operations of FALCON-SA, to decide 
requests to add new data sources to the system, and to establi sh policies and procedures that govern 
system operat ion and user behavior. The governance process is staffed by HSI leadership and seni or 
managers, and advisory services are provided by the Office of Principal Legal Advisor, the ICE Privacy 
Office, and the ICE Office of Chief Information Officer. This governance process helps ensure that new 
data sources are appropriately vetted for legal and privacy ri sks, as well as compliance with the DHS Fair 
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Information Practice Princi ples . In addi tion, the routine ingestion of data from any new data source will 
require an update to the Appendix of th is PIA and approval from the DHS Chief Privacy Officer. For ad 
hoc data uploads, the ex istence of supervisory overs ight and review hel ps to ensure that new data will 

conform to ICE policy requ irements that define what information is appropriate to include the system. 

To address the risk that FALCON-SA users will have access to data unrelated to their official 
duties, ICE policy requires that FALCON-SA data-access restrictions be based on need to know and job 
responsibili ties . FALCON-SA's underlying technology supports thi s requirement by providing the 
system owner and indi vidual users with the abi li ty to finely tune access to information on a data-point-by
data-point basis (i.e., at the sub-record level). For data routinely ingested into FALCON-SA from another 
source, the system permits access based on the users' original access privileges in the source system.3 

This prevents users from accessing data in FALCON-SA that they cannot access in the source system. 
For ad hoc uploads of data, the uploading user must affirmat ively grant access to others ei ther by granting 
view-only access to the data stored in the user's project, or by publi shing the data. Adjustments to access 
permissions are reflected throughout the enterprise in a matter of minutes, and when permission to access 
data is withdrawn any user acti vely working with that data is logged out of the system. Addit ionall y, the 
system is aware if any part of a shared or published search query or visuali zat ion contains information 
that a user is not authorized to access, and blocks that user's access to the entire search or visuali zation. 

To mitigate the risk of authorized users conducting searches for inappropriate purposes, 
FALCON-SA implements extensive audi ting of user actions in the system. User actions are recorded and 
stored in audi t logs accessible only to supervisors and ICE IT security personnel, which are searched and 
analyzed to ensure proper usage of the system. Audit data is also available to ICE Office of Professional 
Responsibil ity (OPR) investigators if there is an investigation into poss ible wrongdoing by a FALCON
SA user. 

To combat the risk of authorized users uploading data the system is not authorized to hold, ICE 
policy requires that users grant the ir supervisors access pri vi leges to all projects and data in their 
FALCON-SA virtual domains . This permits supervisors to view how their staff members are using the 
system, including the specific data they are import ing and working with and the types of investigations 
and/or analyses they are conducting. When ad hoc data is imported into FALCON-SA, supervisors are 
responsible for identifying and deleti ng any data imported in contravention of ICE policy . Users are also 
required to enter information describing the data being uploaded, such as source name/category and date 
retrieved, which helps the supervisor evaluate whether the upload complies with ICE poli cy and helps 
other users better understand and evaluate the data. Finall y, FALCON-SA audits all ad hoc uploads by 
recording user name and date/ti me of upload. 

The publication of vi sual izations and ad hoc data to the system is also controll ed by supervisors 
to ensure an appropriate level of dissemination , and all publication activities are full y audited by the 
system. If the user leaves the unit or HSI, the supervisor will control access privileges to the user's 
visualizations. Users must also receive supervisory approval prior to ex tracting visualizations from 
FALCON-SA. FALCON-SA also records al l extracts by recording the user name, date, and time of the 

3 In some circumstances. access to a routinely ingested data source may be provided via FALCON rather than by 
granting the user access to the source system. This determination is made by HSI on a ease by ease basis. afler il has 
been determined that the user has a need-Io-know and with the authorization of the dala owner. 

2018-ICLI -00009 3080 

003080epic.org EPIC-17-08-14-ICE-FOIA-20180821-6thInterim-Production-pt5



Homeland 
Security 

Privacy Impact Assessment 
ICE. FALCON-SA 

Page 7 

ex tracted visualization , as well as which visualization was extracted. The extracted visuali zation does nol 

include the source records, but parts of the records that created the particular visuali zation . 

Section 1.0 Authorities and Other Requirements 

1.1 What specific legal authorities and/or agreements permit and 
define the collection of information by the project in question? 

ICE is authorized to collect this informat ion pursuant to 8 USc. § 1103 and § 1105; 8 USc. § 

1225(d)(3); 8 USc. § 1 324(b)(3); 8 U.S.c. § 1357(0); 8 U.S.c. § 1 360(b); 19 USc. § I ; and 19 USc. 
§ 1509. These authorities authorize ICE to collect and maintain information relevant to its immigration 
and customs investi gations and other law enforcement responsibil ities. 

1.2 What Privacy Act System of Records Notice(s) (SORN(s)) apply 
to the information? 

The DHSflCE-006 ICE Intelligence Records System (IIRS) System of Records Notice (March I, 
2010.75 Fed. Reg. 9233) applies to the informa tion maintai ned in FALCON-SA. 

1.3 Has a system security plan been completed for the information 
system(s) supporting the project? 

A System Security Plan (SS P) has been completed for FALCON-SA. The Security Aut horization 
(SA) was completed and the Authori ty to Operate (ATO) was granted on January 30, 2012. 

1.4 Does a records retention schedule approved by the National 
Archives and Records Administration (NARA) exist? 

No. ICE is in the process of draft ing a records retention schedule for NARA review. It will 
propose the retent ion periods for FALCON-SA records as described in Section 5 below. 

1.5 If the information is covered by the Paperwork Reduction Act 
(PRA), provide the OMB Control number and the agency number 
for the collection. If there are multiple forms, include a list in an 
appendix. 

This system does not conduct information coll ections from the public and therefore it is not 
subject to the requ irements of the Paperwork Reduction Act. 

Section 2.0 Characterization of the Information 
The followi ng questions are intended to define the scope of the information requested and/or collected, as 

well as reasons for its collection. 
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2.1 Identify the information the project collects, uses, disseminates, or 
maintains. 

Source Data 

FALCON-SA assists the human evaluation and decision-making process and helps reduce human 

error and analytic uncertainty by presenting information already available to the user in a common sense 

fashioll. FALCON-SA accompli shes this by storing and organizing data that is ingested into the 
FALCON-SA database on a rout ine or ad hoc basis from other ex ist ing sources, described in the 
Appendix to Ihis PIA. 

FALCON-SA conta ins informat ion on indi viduals who have had previous encounters with DHS 
of a law enforcement nature, such as during a DHS investigation or during the inspection process at a port 
of entry. As FALCON-SA evolves, the population of indi viduals on whom data is maintained will 

change and this PiA will be updated accordingly. The addition of future datasets and populations of 
individuals is overseen by an in ternal ICE governance process (descri bed in more detail below), wh ich 

will consider the legal and pri vacy issues raised by the inclusion of other populations into this system 

given its purpose and ICE's legal authorities. The specific PI! elements in FALCON-SA concerning any 

particular individual vary depending on what data the source records contain. Generally, FALCON-SA 
records may include some or all of the following types of PII : name, photograph, aliases, date of birth, 

c itizenship and immigration status, nationality, immigration benefits, immigration history, admission 

information, customs import-export history, criminal arrest and conviction records, Alien Registration 
Number (A-Number), investigative case numbers, phone numbers, emai l addresses, res idential and work 

addresses, identiticat ion document numbers, Social Security numbers, criminal associations, family 

relationships, employment, military service, education and other background information. 

Index 

FALCON-SA indexes and stores a table of the source data (routine and ad hoc) to make data 

searches more effic ient. The index numericall y and alphabeticall y li sts every word or string of 

numbers/characters in the FALCON-SA database with a reference to the electronic location of the source 

record in FALCON-SA where that information is stored. The index may include any PlI element s that 

are present in the source records, however, the index does not link together the PII elements for a single 
person. The index transfonns data that may be difficult to search in the source systems because it is in a 

free form field into data that ICE users can find quickly and eas ily . 

M efadafa 

FALCON-SA also captures metadata (i.e., data about data) about the various documents and 

other data ingested into the database on a routine basis or requires the user to create metadata on data 

ingested on an ad hoc basis. Metadata includes, but is not limited to, the name/title of the document , the 

specific source of the document or data, and the import date. If ad hoc data, metadata also consists of the 

user responsible fo r the import, the source name, the source category of the data imported (e.g., 
commerc ial data, fi ni shed intell igence reports, etc.), the date retrieved from the source, and associated 

ICE case number(s) (if any). PlI may be contained in the file name of the imported data as well as in the 

identification of the ICE user responsible for the import. 
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The system uses visualization tools to present information in the database to the user in 
analytically useful ways. For example, the system can organize the information temporally or 
geographically or it can present a chart showing relational links between individuals and/or organizations. 
These visuali zations retlect the content of the underlying source data and allow the user to identify links 

or connections thai may have been previously unknown or to quickly search data that previously was 
difficu lt to access because, for example, in the source system it was in a free form text field but in 
FALCON-SA it is in a searchable index. The visualizations are only maintained so long as the data in the 
ingested source system remains. If the source system deletes a record, the record will no longer be 
available to the user for a particular visualization . Using these visualization tools, FALCON-SA users 
work with data in their own virtual domains within FALCON-SA. 

In circumstances defi ned by ICE policy, FALCON-SA users may also extract the visualizations 
from FALCON-SA and place them in another application, such as PowerPoint, for authorized use outside 
the system. Extractions can only be done with supervi sory approval. When a visual ization is ex tracted, 
the underlying source records are not extracted . Data may be extracted when necessary during the course 
of an in vestigat ion for visualizations, such as report s or presentations, fo r case managemen t to include in 
case Files, and for infonnation sharing purposes. 4 The visual izat ions are used to illustrate how 
individuals, enti ties, groups, incidents or activities relevant to the investigation or analys is are connected. 

Users may also create and save complex search queries with in the FALCON-SA system. This 
prevents the user from having to re-en ter search queries each time they logon to FALCON-SA. This is 
particularly useful for longer-term analytical projects and investigat ions, when the results of the query are 
ex pected to be valuable fo r ongoing analysis or incorporation into visualizations. 

2.2 What are the sources ofthe information and how is the 
information collected for the project? 

FALCON-SA does not collect in forma tion directly from indi viduals, but rather accesses 
information collected, generated, and stored by and in other systems or from other information sources. 
FALCON-SA maintains a database containing information ingested on a routine or ad hoc basis from 
government databases, commercial data providers, and other sources. These data sources and the 
collection methods are listed in the Appendix to this PIA. 5 

Routine ingests of data from the sources li sted in Section I of the Appendix occur by means of an 
automated "resyncing" process . FALCON-SA software periodically scans the source database to detect 
additions, mod ifications, or deletions to the records contained in the source system. The FALCON-SA 
database is then updated to reflect these changes. 

4 FALCON visualizations that contain data supplied by non-DHS agencies are not shared outside of DHS unless 
such sharing complies with the Third Agency Rule or is authorized under the terms of information sharing 
agreements with the data owner. See Question 6.3. 
5 As new datasets are added to this system. the Append ix to this PIA will be updated. 
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Ad hoc ingests of dala from the sources categories li sted the Appendix occur either by users 
en tering data man ually or import ing electronic fi les into the system via a data import application . The 
source of ad hoc ingests varies depending on the circumstances, but may include a particular user's 
knowledge, manual queries of other databases, reference materials, news reports, or other open source 
dala. When importing electronic files to perform an ad hoc ingest, FALCON-SA requires the users to 
identify the category of the data source as defined in Section [J of the Appendi x. 

The FALCON-SA system generates the index and visuali zations described in Question 2.1 uSing 
the source data. 

2.3 Does the project use information from commercial sources or 
publicly available data? If so, explain why and how this 
information is used. 

Commerc ially available data and public (i .e., open source) dala may be entered into FALCON
SA on an ad hoc basis by FALCON-SA users, but the system does not query or ingest data from these 
sources directly. FALCON-SA users have access to commercial or public sources outside the FALCON
SA system as part of their official duties, regardless of the existence and operation of FALCON-SA. 
Users may manually upload relevant records into FALCON-SA if they are deemed relevant to an 
investigation or ongoing project. 

FALCON-SA users may use the commercial or public data as a way to verify or update 
information already in the system from other sources (e.g., a current residential address), or to add other 
information about an individual that not available in FALCON-SA, such as iden tifying data (e.g., date of 
birth), geospat ial data, or public record data (e.g., civil litigations, criminal history, incorporation 
records) . This data is used to cross-check, confirm, and broaden the scope of information available 
within DHS and users understanding of a particular matter. The geospatial data is also used to support 
visual ization of the data on maps. 

When users upload commercial or public data to FALCON-SA, they are required by ICE policy 
to input the foll owing information into FALCON-SA: source category (either commercial or public); 
source name; the date retrieved; and the ICE case number for the invest igation or analysis with which the 
uploaded data is associated . Users must also obtain supervisory approval for the upload. This 
information is then linked to the uploaded data, along with metadata identifying the time of upload and 
the name of the user. Th is metadata is then visible to the other FALCON-SA users if and when the 
uploaded data is published to other users. Users who do not enter the informalion required by policy are 
identified and held accountable for any non-compliance during the supervisory review as well as through 
FALCON-SA aud it logs. 

2.4 Discuss how accuracy of the data is ensured. 

FALCON-SA only assists the human evaluation and dec ision making processes assoc iated with 
data retrieved from other systems; it does not collect information from the public or any other primary 
data source. Therefore, FALCON-SA relies on the system(s) and/or program(s) performing the original 
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collection to provide accurate data. FALCON-SA users refer to a variety of data sources available 

through FALCON-SA and other systems to verify and correlate the avail able information to the greatest 

ex tent possible. Where incorrect in forma tion is identified, it is corrected either in FALCON-SA itself or 

in the source system, which then pushes the corrected data to FALCON-SA. 

The accuracy of DHS-owned data, other government agency data, and commercial and public 

source data is dependent on the original source . Because of the law enforcement context in wh ich 

FALCON-SA is used, there are often signi ficant impediment s to directly verifying the accuracy of 

information with the individual to whom the speci fi c information pertains. For example, prior to an 
arrest, the agency may not have any communication with the subject because of the risk of alerting the 

subj ect that to the agency's in vestigation, which could result in the subject neeing or altering hi s or her 

behavior in ways that impede the investigation. Since users have separate access to FALCON-SA source 
databases, as well as other databases and data sources, FALCON-SA users can actually assist in 

identifying and correcti ng inaccurate in forma tion by providing a basis for users to compare exist ing 

information and determine it s context. FALCON-SA users arc required by policy to make changes to the 

data in the underlying DHS system if they identify inaccurate data in FALCON-SA, or to otherwise notify 
the government data owner of inaccurate data. 

For data sources routi nely ingested into FALCON-SA (described in Section I of the Appendix), 
data is generally updated no less than every 48 hours to ensure that it is as complete and accurate as 

possible. The FALCON-SA index is updated on a daily basis. As the source system data is corrected, the 

data in FALCON-SA will be automatically updated and corrected as well. This automated data update 

process helps to ensure the data in FALCON-SA is as current and accurate as possi ble . 

For ad hoc data uploads (descri bed in Sect ion 11 of the Appendix), in the event uploaded data is 

later identified as inaccurate, FALCON-SA users are required to modify their own ad hoc uploads to 

correct the data. If the user who uploaded the data no longer has access privileges to FALCON-SA, it is 
the respons ibil ity of a supervisor or systems administrator to make the appropri ate changes to the 

incorrect data. FALCON-SA users are trained how to modify ad hoc data for accuracy and correctness in 

the FALCON-SA system. In addit ion, data quality is strengthened by the policy requirement that all 
FALCON-SA users attach a case number to the uploaded ad hoc data, where one is avai lable. Attaching 

a case number li nks the data to a particular in vestigation or analysis project, thereby helping to ensure the 

inclusion of the data in FALCON-SA is appropriate for in vesti gative or analytical purposes. In addit ion, 

any ad hoc upload to the FALCON-SA system is reviewed and approved by a supervisor to ensure it is 
appropriate and in compliance wi th ICE policy.1> 

FALCON-SA users are able to review source documents for spec ific data points in the system, 

all owing them to evaluate the origin of the records and data. Users also have access to complete data 

histories th at reflect additions and edi ts to the data, all owing them to identify when and by whom 
modifi cations were made. During the analytical process, users also use metadata in the system to identify 

the source of data, when the data was uploaded (and therefore how current it is), and in the case of 

published visuali zat ions by another FALCON-SA user, what li nks other users made, who the users are, 

6 See Question 8.1 below for discussion of the ad hoc upload review process and other controls to ensure proper use 
of the system. 
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and why the links were made. Users can validate the in forma tion in FALCON-SA wit h the source to 

ensure it is accurate, complete, and current, and thereby develop more accurate and useful analytical 
products. Because the data in the system ident ities the ICE personnel responsible for entering ad hoc 
dala, other users with access to that dala can review and challenge its accuracy wi th thai individual where 

appropriate. 

FALCON-SA users receive lraining on the importance of verifying information from FALCON

SA before including it in any anal ytical report or using it as the basis fo r any formal law enforcement 

action, such as opening an investigation on an individual or arresting an individual for a crime. 

2.5 Privacy Impact Analysis: Related to Characterization of the 
Information 

In addition to the risks accumulated by the underlying systems which FALCON-SA accesses or 

obtains data from (see Appendix), the fo ll ow ing risks related to FALCON-SA's collection of data have 

been identified: 

Privacy Risk: Because FALCON-SA permits users to upl oad in fo rmation o n an ad hoc basis, it 

is possible for a user to, accidentally or purposefull y, input incorrect or biased information in the system. 

Mitigation: FALCON-SA automatically captures the identi ty of the user who uploads the 

information, resulting in full attribution to the user who provided it. By policy, ICE requires users to 
input the source name and category and the date of data retrieval, which helps other users assess data 

quality. Users are authorized to upload records and information which are pertinent to the particular 

project in FALCON-SA they are working, e.g., an investigation or an analysis project. Users are not 

permitted to upload ex traneous materials or records that are not related to their official dut ies and 
ass ign ments. FALCON-SA also requires supervisors to review and approve ad hoc upl oads, thereby 

ensuring the data is reviewed for flaws or non-compliance wi th ICE policy before it is used or made 

avai lable in the system. If a user provides incorrect or biased information, the information can be 

corrected and remed ial or d isciplinary action taken against the user, if appropriate. 

Privacy Risk: Because FALCON-SA is a data aggregation and analysis system, it is poss ible 

that information will be incl uded in the system that is not necessary and relevant to accomplish the 

system's purpose. 

Mitigation: ICE established safeguards to prevent the inclusion of data that does not serve 
FALCON-SA's intended purpose to support ICE HSI law enforcement investigat ions and analytical 

activities . HSI created a governance process to monitor the ongoing operations of FALCON-SA, to 

decide requests to add new data sources to the system, and to establish policies and procedures that 

govern system operation and user behavior. The governance process is staffed by HSI leadership and 
seni or managers, and advisory services are provided by the Office of Principal Legal Adv isor and the ICE 

Privacy Office. The ex istence of this governance process will help to ensure that new data sources are 

appropriately vetted for lega l and privacy risks, as well as compliance with the DHS Fair Information 

Practice Principles. In addition, the rout ine ingestion of data from any new data source wi ll require an 
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update to the Appendix of this PIA and approval from the DHS Chief Privacy Officer. For ad hoc data 
uploads, the existence of supervisory oversight and review helps to ensure that new data wi ll conform to 
ICE policy requirements that define what information is appropriate to include the system. 

Section 3.0 Uses of the Information 

The following questions require a clear description of the project's use of information. 

3.1 Describe how and why the project uses the information. 

FALCON-SA assists the human evaluation and decision making process and helps reduce human 
error and analytic uncertainty by present ing informat ion already available to the user in a common sense 

fash ion. FALCON-SA is used by ICE HSI agents, criminal research specialists, and analysts to enforce 
and investigate violations of U.S. criminal and admini strative laws administered or enforced by ICE, and 
to produce law enforcement inte ll igence supporting the same. FALCON-SA also allows ICE to increase 
the efficiency of multiple data source searches and identitication of si milar, ident ical, or related 
information from existing but disparate datasels. FALCON-SA-assisled research is used to produce law 
enforcement intelli gence products, provide lead information for investigat ive inquiry and follow-up, to 
ass ist in the disrupt ion of terrori st or other criminal act ivity, and to di scover previously unknown 
connections among exist ing ICE investigations. 

FALCON-SA ass ists ICE personnel in the analytical process that ult imately leads to the 
generation of law enforcement intelli gence products, which are analytical reports that better inform ICE 
leadership and law enforcement personnel about cri minal tactics, trends, and other developments . These 
analytical products help inform a variety of agency goals, dec isions or strategies, such as how ICE 
resources are distributed among geographic areas, what the agency's operational priorities are, and what 
countermeasures or tactics are likely to be effective in disrupting spec ific types of criminal act ivity . ICE 
personnel use FALCON-SA to obtain a more comprehensive view of available data, and then analyze and 
interpret it using FALCON-SA 's visualization and collaboration tools. 

FALCON-SA source data is used to identify individuals, associations, relationships, or trends that 
relate to ICE's authorities and mission and may assist ICE in iden ti fying or preventing criminal activi ty. 
Search queries are performed against the system's index. Index data facilitates effic ient searching of 
large datasets for terms that occur in structured or free-text data fields. By allowing users to perform a 
single query across multiple datasets, FALCON-SA reduces the time users would have spent searching 
each individual system and reduces the load placed on those systems through repeated queries. User
provided information and other ad hoc uploads of data are used to complement or clarify data al ready in 
FALCON-SA. The mapping/imagery data allows users to view information in a geographic context. 

FALCON-SA's metadata provides users with in fo rmat ion about a particular record or piece of 
data, such as its source, date and ti me of ingest, the user who uploaded it (for ad hoc uploads), case 
numbers, and the name of the record. This system uses the metadata to apply rules that govern the record 
or data, such as access control lists that determi ne which users are permitted to search, view, and analyze 
it. The metadata also help FALCON-SA users to gain a more complete understanding of the data. For 
example, a user may use the identity of the data source as a way to assess the likely reliability of the 
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information, or view the date the record was uploaded and know that more recent information is likely 
avai lable in another system. The metadata al so all ows users to validate the information in FALCON-SA 
with the source to ensure it is accurate, complete, and current. 

FALCON-SA al so enhances how ICE uses data it already collects by permitting visuali zation of 
the data. FALCON-SA's vi sualizat ion tools help users di scover connections among indi viduals, groups, 
incidents, or acti vities. The tools also allow users to organi ze and view the data in a variety of ways . The 
visuali zation tools include: 

• Link charts representing relationships between different entiti es (people, addresses, 
organizations, etc.); 

• Various graphical depictions of the chronology in which events occurred; and 

• Geospatial placement of entities or events on a map . 

These tool s assist the user in conducting anal ysis to assist with investigations or to create analytical 
products. HSI users will use these tools to identify trends, develop investigati ve leads, discover 
connections among investigations and targets, and enhance the overall investi gative and analytic process. 
Users may extract visualizations from the system for a variety of law enforcement purposes, for example, 
to use as attachments to anal ytical products or presentations, or as reference material s for investigative 
teams and task forces. The users maintain the vi sualizations they create wi thi n their own virtual domain 
in FALCON-SA, but they may elect to publi sh the visualization in the system, which then shares it with 
all or a select list of FALCON-SA users. Publication of visualizat ions must be approved by a supervi sor 
in advance. 

3.2 Does the project use technology to conduct electronic searches, 
queries, or analyses in an electronic database to discover or locate 
a predictive pattern or an anomaly? If so, state how DHS plans to 
use such results. 

In response to user-specified queries, FALCON-SA uses technology to ass ist its users in 
recognizing relationships among persons, resolving commonalities, and identifyi ng differences in ex isting 
information holdings . This helps the user to better understand individual and organizational relat ionships. 
FALCON-SA presents information in the database to the user in analyticall y useful ways. For example, 
the system can organize the information temporall y or geographicall y or it can presen t a chart showing 
relat ional links between individuals and/or organi zations. These vi sualizations retlect the content of the 
underl ying data and serve to assist the human evaluation and decision making process. They help reduce 
human error and analytic uncertainty by presenti ng information already available to the user in a common 
sense fashion . 

FALCON-SA's tool s assist users in recogni zing relationships, using data (e.g. , names, ident ifying 
numbers, addresses) to resolve entities wi th similar propert ies into a single identity, understanding 
organi zational relationships, and develop ing timely, actionable leads needed to accompli sh law 
enforcement and law enforcement intelligence objecti ves, and the admini strat ion of immigration laws and 
other laws administered or enforced by ICE. When a user resolves an entity, i.e., determines that 
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information from two sources pertains to the same individual, FALCON-SA retains a history of bot h 
resolved entities. This hi story permits a user to undo the resolut ion of the en tity at a later time if it is 
discovered that the enti ty resolution was done in error. All FALCON-SA users have access to the 
information in the entity resolution hislOry and can view the process by which another user determined 
that two or more entit ies were a single entity. 

FALCON-SA users can create and share persistent searches that regularl y search the database fo r 
new information matching the user-defined search criteria. FALCON-SA users can also create and share 

complex search queries that have been shown to return useful results. Users can also export data in 
various formats that can be saved by the user on their workstation. Any such exports are approved by 
supervi sors, then recorded and retained in the FALCON-SA audit logs. 

3.3 Are there other components with assigned roles and 
responsibilities within the system? 

No. At this time, the only indi vidual s authorized to access FALCON-SA are ICE personnel and 
supporting contractors, other federal personnel assigned to ICE, and ot her federal personnel who are 
ass igned to an ICE task force . 

3.4 Privacy Impact Analysis: Related to the Uses of Information 

Privacy Risk: Because FALCON-SA aggregates data from multiple data systems, it is possible 
that its users may be able access records in FALCON-SA that they otherwise could not view in the source 
system and are inappropriate for them to access. 

Mitigation: For data sets routinely ingested into FALCON-SA, ICE has established tech nical 
rules to ensure that the user privileges of the source system carry forward and apply to that user in 
FALCON-SA. As a result , a user's access privileges to the data stored in FALCON-SA are ident ical to 
their access privileges to that same data in the source system. This prevents FALCON-SA from being 
used, intentionall y or un intentional ly, to undermine or defeat the role-based access controls established by 
the source system. 

In some cases, however, ICE may use FALCON-SA to facilitate new access to a particular 
dataset in FALCON-SA by certain individual users or user groups. These types of except ions are only 
made on a case-by-case basis after a determinat ion Ihal the new users have a demonstrated need-to-know, 
and with the authorizat ion of the data owner. These controls mitigate the risk that data will be shared 
with FALCON-SA users who lack a need-to-know. 

Privacy Risk: There is a risk that FALCON-SA users will use the system tools and data for 
purposes beyond what is described in thi s PIA. 

Mitigation: FALCON-SA has a robust auditing feature that helps to identify and support 
accountability for user misconduct. User activity is audited heavil y, including actions such as uploading 
records or data, extracting in formation from the system, resolving entities, searches, and viewi ng records. 
ICE has established controls that are based in policy and where possible enforced by technology, that 
provides clear instruction on what the authorize uses of the system are. Disciplinary action for violations 
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of ICE policies regarding the system is taken where warranted. Before they receive access to the system, 
all users are trained on system use and other policies governing the system. In addition, FALCON-SA's 
access control s are h ighl y customizable and can be set at the record or even data field level. Th is ensures 
that users wi thout a need to know are technically barred from accessing that information. Question 8.1 
contains an in-depth discussion of all controls that help to ensure the system and ils in formation are used 
in accordance with the practices stated in thi s PIA. 

Privacy Risk: There is a ri sk that information that was not readily access ible prior to the index 
will now be accessible and link ind ividuals inappropriately. 

Mitigation: Users are trained to review the linkages and to determine whether the linkage is 
appropriate. 

Section 4.0 Notice 

The following questions seek information about the project's notice to the indi vidual about the in formation 
collected, the right to consent to uses of said information. and the right to decline to provide information. 

4.1 How does the project provide individuals notice prior to the 
collection of information? If notice is not provided, explain why 
not. 

FALCON-SA does not directly collect information from indi viduals. FALCON-SA simply 
all ows authorized ICE age nts, investi gators, officers, and analysts to increase the efficiency of multiple 
data source searches and to identify similar, identical, or related in forma tion from existing but disparate 
datasets to which the user already has access. General notice of the existence, contents, and uses of this 
system and the systems that it routinely derives its data from are provided by the publication of this PIA 
and the associated SORNs. Because FALCON-SA is a data aggregation system that operates for law 
enforcement purposes, it is not feasible or advisable to provide not ice to all individuals at the time thei r 
information is collected or input into FALCON-SA. With respect to informat ion obtained from 
individuals through federal government forms or other means, such as informa tion collected pursuant to 
seizures of property, notices on any such forms state that their information may be shared with law 
enforcement entities. As part of this PIA process, DHS reviewed the appl icable SORNs to ensure that the 
uses were appropriate given the notice provided. 

4.2 What opportunities are available for individuals to consent to 
uses, decline to provide information, or opt out of the project? 

Because FALCON-SA does not directly collect information from individuals, opportunities for 
the indi vidual to consent, decline, or Opl out are li mited or non-existent. The agency or program that 
actually coll ected the information from the individual is best posi tioned to provide them wi th the 
opportun ity to consent, decl ine to provide informat ion, or opt out. 
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4.3 Privacy Impact Analysis: Related to Notice 

Privacy Risk: Because FALCON-SA does not collect information from individuals d irectly, 

individuals are unlikely to know at the time of collection that their dala will reside in FALCON-SA. 
There is a risk that these individuals are unaware of the system and the purposes for which their dala will 

be used. 

Mitigation: The publication of this PIA helps to mitigate the lack of direct notice to the 

individual whose information is placed into FALCON-SA. This PIA provides a description of the types 
of records that will be placed into FALCON-SA on a routine or ad hoc basis, the purposes for which the 

information will be used by ICE, and the tools that will be used to analyze the data. In addition, 

individuals who suspect information about them is stored in FALCON-SA may seek to access the 

information by following the procedures descri bed in Section 7, Redress. Although not all information 
may be avai lable upon request due to law enforcement sensi ti vit ies , ICE will provide access to the extent 

that it does not interfere wi th an ongoing investigation or analys is, or reveal investigati ve techniques and 

sources . 

Privacy Risk: Because indi vidual s are not provided with not ice, an opportunity to consent, opt

out, or decli ne to have their information included in FALCON-SA, there is a risk that inappropriate data 
will be placed in FALCON-SA. 

Mitigation: ICE establ ished safeguards to prevent the inclusion of data thaI does nOI serve 

FALCON-SA's intended purpose of supporting ICE HSl law enforcement in vestigations and analytical 

activities. HSI created a governance board to monitor the ongoing operations of FALCON-SA, to decide 
requests to add new data sources to the system, and to establish policies and procedures that govern 

system operation and user behavior. The governance board is staffed by HSI leadership and senior 

managers, and advisory services are provided by the Office of Principal Legal Advisor, and the ICE 

Pri vacy Office. The ex istence of th is governance process will help to ensure that new data sources are 
appropriately vetted for legal and privacy risks, as well as compliance with the DHS Fair Information 

Practice Principles. In addition, the routine ingestion of data from any new data source will require an 

update to the Appendix of this PIA and approval from the DHS Chief Privacy Officer. For ad hoc data 
uploads, the existence of supervisory oversight and review helps to ensure that new data will conform to 

ICE policy requirements that define what information is appropriate for uploading into the system. 

Section 5.0 Data Retention by the project 

The following questions are intended to outline how long the project retains the informat ion after the initial 
collection. 

5.1 Explain how long and for what reason the information is retained. 

The retention period for the information contained in FALCON-SA varies depending on the type 
of data. Routinel y ingested OHS-owned data is retained in accordance with the approved record retention 

schedule and SORN of the source system. Once an underlying source system deletes or changes the data, 

FALCON-SA will delete or change its data during it s next refresh from that system. Any records input 
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into FALCON-SA (emailed zip fi les, CD-ROMs, elc.) will be destroyed after upload and verification to 
FALCON-SA, or retumed to the source. 

FALCON-SA data uploaded in an ad hoc manner are retained in the system fo r the same lengt h 

of lime as the associated ICE case file ( if an associated ICE case exists , ICE policy requires the user to 
enter the ICE case number when upload ing into FALCON-SA, or at any appropriate time thereafter) . If 

there is not an ICE case nu mber associated with the uploaded data, the retention period is twenty (20) 

years. 

FALCON-SA meladata and index data are retained for the same length of time as the record or 

data element they describe or originate from. FALCON-SA account ing fo r disclosure forms arc retained 
for five (5) years and then purged. FALCON-SA's user-created visualizations and search queries that 

have an associated ICE case number are maintained for the same retent ion period as appl ies to that case. 

If no case number is ass igned, visualizations and search queries are maintained in the user's virtual 

domain for twenty (20) years or unt il the user deletes them, assigns a case number (which wi ll then apply 
that case' s retention period), or the user's account is terminated, whichever comes first. Visualizations 

and search queries containing PII but without an associated case number must be recertified annually by 

the user or supervisor, or the information is purged from the system. 

Once a FALCON-SA source record or item of data is deleted From the system because the 

retent ion period has expired , that data will also be deleted from the metadata, index, and any user-created 

visual izations and search queries. 

5.2 Privacy Impact Analysis: Related to Retention 

Privacy Risk: There is a ri sk that informatio n in FALCON-SA will be retained for longer than 

necessary and appropriate given the purpose of the system and the original reason the information was 

collected . 

Mitigation: In the case of rout inely ingested data, FALCON-SA retains the information for the 

same length of time as the source DHS system. Thi s ensures data is not retained longer than necessary or 
in a way that is inconsistent with the original purpose of collection, as the original program or agency was 

in the best position to determine the appropriate length of retention given the purpose . For ad hoc 
uploads of data, if the user associates it with an ICE case by adding a case number, the retention period 

for that case will be appl ied. This ensures that these records are treated in the same manner as other case
related records, and is consistent with the law enforcement investi gative or analytical purpose for which 

the record was uploaded . Any ad hoc uploads that are not associated with a case are retained for a default 

period of twenty (20) years, unless otherwise spec ified in Appendix A. In any case, ad hoc data obtained 

from other federal systems of records will not be retained longer than the original retent ion period unless 
that data is associated in FALCON-SA with an ICE case number. 

Visualizations and search queries are also retained for the associated case retention period, if a 
case number is assigned; otherwise, they are retained for a maximum of thirty (30) years provided any 

with PII are recertified at least ann ually . Th is policy ensures that user-created visualizations and searches 

are onl y retained as long as needed for a related ICE case, or that the user or supervisor has specifically 
certified an ongoi ng law enforcement need for retent ion. 
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The following questions are intended to describe the scope of the project informat ion sharing external to 
the Department External sharing encompasses sharing with other federal, state and local govern ment, and private 
sector entities. 

6.1 Is information shared outside of DHS as part of the normal 
agency operations? If so, identify the organization(s) and how the 
information is accessed and how it is to be used. 

Access to FALCON-SA is li mited to ICE users onl y (including contractors, task fo rce members, 
and persons assigned to ICE from other agencies). ICE rout inely shares ICE-generated intell igence 
reports and invest igati ve information w ith law enforcement or intelli gence agencies that demo nstrate a 

need to know the information in the performance of their missions. These reports and investigative data 
may contain visualizations created within and ex tracted from the FALCON-SA system. Thi s sharing 
occurs if it will further HSI's own law enforcement analyses or investigations, and provided that 
disclosure is cons istent with appli cable law and the IIRS SORN. These agencies can include federal, 
state, tribal, local and foreign law enforcement agencies, as well as relevant fusion centers, FBI Joint 
Terrorism Task Forces, and international organizations such as INTERPOL. 

6.2 Describe how the external sharing noted in 6.1 is compatible with 
the SORN noted in 1.2. 

The sharing of PlI with law enforcement or intelligence agencies outside of the Depart ment is 
compatible with the law enforcement purposes of the original collections listed in the SORNs of the 
underl ying data sources, as well as the law enforcement intell igence purpose described in the IIRS SORN. 

6.3 Does the project place limitations on re·dissemination? 

Users of FALCON-SA will use the processes and procedures already establ ished wi th in DHS and 
ICE about the sharing of data intemall y with in DHS and extern al to the Department. Users will observe 
the third agency rule, which encourages that prior to sharing another agency's data with a third agency 
(not involved in the original sharing agreement) the agency that intends to share will acquire consent from 
the agency that provided the data. However, by agreement with certain agenc ies that provide data to ICE, 
ICE received advance authorization to share their informat ion with specified th ird parties and/or for 
specified purposes . 

6.4 Describe how the project maintains a record of any disclosures 
outside of the Department. 

By policy and via user training, users are instructed to record any disclos ure of information from 
FALCON-SA outside of DHS by completing an account ing for disclosure form in FALCON-SA. The 
form captures the date, nature, and purpose of the di sc losure and the recipient's information. 
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6.5 Privacy Impact Analysis: Related to Information Sharing 

Privacy Risk: There is a risk that data will be shared with external parties lacking a need to 

know, and that external sharing will not be properly recorded as required by the Privacy Acl. 

Mitigation: FALCON-SA users are required by law and policy, which is reinforced by user 
training, to share inrormation from FALCON-SA with only those external partners who have a law 

enforcement , intelligence, or national security need-Io-know. Th is requirement is in keeping with the law 

enforcement purpose of the system and the scope of ICE' s mission as a law enforcement agency. Users 
are requ ired to complete an onli ne form in the system when making an external disclosure to comply with 

the provis ions of the Pri vacy Act, 5 U.S.c. § 552a(c). 

Section 7.0 Redress 

The following questions seek information about processes in place for individuals to seek redress which 
may include access to records about themselves, ensuring the accuracy of the information collected about them, 
and/or filing complaints. 

7.1 What are the procedures that allow individuals to access their 
information? 

Individuals seeking notification of and access to any record contai ned in FALCON-SA, or 
seeking to contest its content, may submit a request in writing to ICE FOTA Officer, by mail or facsimile: 

U.S. Immigration and Customs Enforcemen t 
Freedom of Information Act Office 

500 12th Street SW, Stop 5009 

Washi ngton, D.C. 20536-5009 
(202) 732-0660 

htl p: Ilwww. ice .gov/fo iaJ 

All or some of the req uested information may be exempt from access pursuant to the Privacy Act 
in order to prevent harm to law enforcement in vestigat ions or interests. Providing individual access to 

records contained in FALCON-SA could inform the subject of an actual or potential criminal, civil, or 

regulatory violation investigation or reveal in vestigative interest on the part of DHS or another agency. 

Access to the records could also permit the individual who is the subject of a record to impede the 
invest igat ion, to tamper with witnesses or evidence, and to avo id detection or apprehens ion. See 75 Fed. 

Reg. 12437 (Mar. 16.20 10). 

7.2 What procedures are in place to allow the subject individual to 
correct inaccurate or erroneous information? 

The correction procedures are identical to those described in Question 7 .1 above. All or some of 

the requested information may be exempt from correction pursuant to the Privacy Act in order to prevent 
harm to law enforcement investigations or interests. Providing individual access to records contained in 
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FALCON-SA cou ld inform the subject of an actual or potent ial criminal, civil, or regulatory violation 
investigation or reveal investigative interest on the part of DHS or another agency. Access to the records 

cauld also perm it the ind ividual who is the subject of a record to impede the investigat ion, to tamper wi th 

witnesses or evidence, and to avoid detection or apprehension. See 75 Fed. Reg. 12437 (Mar. 16, 20 10) . 

7.3 How does the project notify individuals about the procedures for 
correcting their information? 

The information about correction is made available through the publication of thi s PIA and the 

associated SORNs. Because FALCON-SA contains copies of datascts owned by DHS components and 
offices or other agencies, individuals may also have the option to seek access to and correction of their 

data directl y From those agencies or offices that originally collected it. Information that is corrected in the 

original source system wi ll be updated in the FALCON-SA data repository during routine refreshes 

thereby ensuring accurate and current information. 

7.4 Privacy Impact Analysis: Related to Redress 

Privacy Risk: There is a ri sk that ind ividuals wi ll be unable to meaningfully participate in the 
use of the ir data as maintained in thi s system, or determ ine whether the system maintains records about 

them. 

Mitigation: Because the data in thi s system originates from other systems of records with a law 

enforcement purpose, individuals' rights to be notified o f the existence of data about them, and to direct 

how that data may be used by ICE, are li mited. Notification to affected individuals could compromise the 
existence of ongoing law enforcemen t act ivities and alert ind ividuals to previously unknown 

invest igat io ns of cri minal or otherw ise illegal acti vity. Thi s could cause individuals to alter their behavior 

in such a way that certain investigati ve tools, such as wiretaps or survei llance, will no longer be useful. 

Permitt ing individuals to direct the agency's use o f their information will similarly interfere with the 

intended law enforcemen t use of the system. 

Section 8.0 Auditing and Accountability 

The following questions are intended to describe technical and policy based safeguards and security 
measures. 

8.1 How does the project ensure that the information is used in 
accordance with stated practices in this PIA? 

FALCON-SA uses various technological and policy-based controls descri bed below to help 

ensure that FALCON-SA information is used in accordance with the stated practices in this PIA. 

Robust Access Controls. ICE policy requires that FALCON-SA access restrict ions be based on 

users' need to know and job responsib ilities . FALCON-SA's underlying technology provides the system 

owner and individual users wit h the abili ty to finely tune access to information on a data-point-by-data
point basis (i.e. , at the sub-record level). Access to each data poi nt is controlled by access control li sts 
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created at the system and user level in FALCON-SA. For data routi nely ingested into FALCON-SA from 
another source, the access control li sts are based on the users' original access privileges in the source 
system. 7 This is accompli shed by passing individual user credent ials to the orig in ating system or through 

a previously approved certification process in another system. This safeguard prevents a user From being 
able to access dala in FALCON-SA that they are unable to access in the source system. For ad hoc 
uploads of data, the user that performed the upload must affirmatively grant access to others either by 
granting view-onl y access to the data within the uploading user's virtual domain or by publi shing the data 
to the system. 

Adjustments to access permissions are reflected throughout the enterpri se in a matter of minutes, 
and when permiss ion to access data is withdrawn any user actively working with that data will be logged 
out of the system. Additionally, the system prevents users from indirectly accessing records or data they 
are not authorized to view via another user's search query or visualization. If any part of a shared or 
published search query or visualization contains information that a user is not authorized to access, the 
system blocks that user's access to the query or visual ization. 

Robust and Accessible User Auditing. FALCON-SA also implements ex tensive auditing of user 
actions in the system. User actions are recorded and stored in audit logs accessible only to authorized 
personnel. The audit logs are protected from unauthorized access, modification, and destruction that 
would negate their value. User audit ing captures the following activities : logon and logoff, search query 
strings, records viewed by the user, changes in access permiss ions, records/reports extracted from the 
system, and records/reports printed by the system. The system also keeps a complete record of all 
additions, mod ifications, and deletions of informa tion in the system, the date/time, and user who 
performed the act ion. This information is readily accessible by supervi sors and ICE IT security 
personnel, and can be searched and analyzed to ensure proper usage of the system. This information is 
al so available to ICE Office of Professional Responsibility (OPR) investigators if there is an investigation 
into possible wrongdoing by a FALCON-SA user. 

General Supervisory Oversight and Monitoring. ICE policy requires that users grant their 
supervisors access rights to all work they are performing in their FALCON-SA virtual domains. This 
enables supervisors to view how their staff are using the system, including the specific data they are 
import ing and working with and the types of in vestigations and/or analyses they are conducting. This 
policy helps to deter and identify users who are using the system or its data for unauthorized purposes, 
and to identify users who may be misusing the system due to inadequate training, so corrective action can 
be taken. 

Tagging, Supervisory MonilOring, and System Auditing of Ad Hoc Data Uploads. When ad hoc 
data is imported into FALCON-SA, users are required by poli cy to electronically share thi s data with their 
supervi sors for review. Supervisors are alerted when new data has been shared with them and are 
responsible fo r identi fying any data imported in contravention of ICE policy. Superv isors may request 
that any such data be deleted from the system, with the approval of the HSI unit chief that serves as the 
system owner. Users are also required to en ter information describing the data being uploaded, such as 

7 In some circumstances, access to a routinely ingested data source may be provided via FALCON rather than by 
granting the user access to the source system. Thi s determination is made by HSI on a case by case basis, afler il has 
been determined that the user has a need-Io-know and with the authorization of the dala owner. 
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source namelcategory and date retrieved, which helps the supervIsor evaluate whether the upload 

complies with ICE policy and helps other users better understand and evaluate the data. Fi nally, 
FALCON-SA audits all ad hoc uploads by recording user name and date/time of upload. 

Supervisory Control and System AudiTing of Publication of Dara to the System. The publication 

of visuali zations and ad hoc data to the system is controll ed by supervi sors, and fu ll y audi ted by the 

system. Publication permits visualizations and ad hoc data to be made generall y accessible to other 

FALCON-SA users for search and analysis purposes. Publication can be tailored to just a group of users 

or to the entire FALCON-SA user community. Before a user may publi sh anything to the system, a 
supervi sor must fir st approve to ensure the data is appropriate for the proposed di ssemination. If the user 

leaves the unit or HSl, the supervisor will control access privileges to the user's visualizations. The 

supervisor would have the authority to maintain the information, delete the data, or transfer the data to 
another user who has taken over the in itial user's investigation or analys is. FALCON-SA also audits all 

publications of visualizations by record ing user name and date/time of upload. 

Supervisory Colllrof alld System AudiTing of Extracts from the SYSTem. Users must receive 

supervi sory approval prior to ex tracting visualizations from FALCON-SA. FALCON-SA also records all 
ex tracts by recording the user name, date, and time of the extracted visualization, as well as which 

visuali zation was extracted. 

8.2 Describe what privacy training is provided to users either 
generally or specifically relevant to the project. 

All users wi ll complete FALCON-SA training to include rules of behavior, appropriate uses of 

system data, uploadi ng and tagging records, disclosure and dissemination of records, and system security. 
Users must complete training in order to rece ive authorization to access FALCON-SA. All personnel 

who have access to the ICE Network are also required to take annual privacy and security training, wh ich 

emphasizes the DHS Rules of Behavior and other legal and policy restrictions on user behavior. 

8.3 What procedures are in place to determine which users may 
access the information and how does the project determine who 
has access? 

Only ICE personnel who require access to the functionality and data in FALCON-SA as a part of 

the performance of their official dut ies will be granted access. Initial requests for access to the system are 
routed from the user to a supervisor, who validates that the user has a job related need-to-know and 

determines what user role should be ass igned. Supervisors subm it access requests to des ignated po ints of 

contact (POC) who will val idate that the user meets all requirements for access to the system, such as the 

appropriate level of background check. Once thi s is verified, the POC notifies a system admini strator to 

create the user account, and the assoc iated job-related user role that should be assigned. For personnel 
ass igned to ICE on a task force or from other agenc ies, the same process is followed. However, in 

addition , any appl icable agreement governing the task force or assignment is reviewed to ensure 

compli ance. 
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User roles determine what specific functions users are authorized to perform in FALCON-SA. 
The basic FALCON-SA user roles are General User, Supervisor, and System Administrator. The General 
User is the most basic role and will permit the individual to do all the search and analysis functions in 

FALCON-SA. All General Users are permitted to enter/upload datu and records subject to the restrictions 
describe elsewhere in this PIA. Each General User has his or her own virtual domain in the system. ICE 
agents, analysIs, and research speciali sts will be assigned General User roles in FALCON-SA. 

The Supervisor role has the same basic privil eges of General Users, plus additional pri vileges that 
all ow them to monitor and in some cases approve the activities of General Users in the system. For 
example, with in the system, ICE intends to create a workflow process in the future whereby a General 
User that wants to publish a visualization to the system can request authorization from the Supervisor, and 
the Supervisor wi ll have privileges in the system to authorize such publication. Supervisors will also 
eventuall y be able to view and query General User aud it data, which captures the logon, search , upload, 
and publ ication actions of General Users in the system. As the system develops further, ICE expects to 
develop additional pri vileges for the Supervisor role. Only ICE supervisors will be permitted to hold a 
Supervisor user role in FALCON-SA. 

The System Admi ni strator role is assigned to those users who admini ster the system, and grants 
privileges to create accounts, change passwords, and perform other system support functions, including 
hard deletion of data where approved by HSI management. System Adm inistrators may revoke a user's 
access when no longer needed or permitted. 

User privileges may be customized beyond the user role in itiall y assigned at account creation. 
For example, a particular ICE agent working on an in vesti gative task force may be given privileges to 
access uploaded records seized during a search, along wit h other members of the task force. Because of 
investigati ve sensitivities related to the ongoing case, the task force may decide not to make these records 
widely avail able to other FALCON-SA users. Privileges to access these records would be assigned on a 
user-by-user basis by the user that uploaded those records or a supervisor. Appendix A describes in 
further detail the specific data that different categories of users may access in FALCON-SA. The user 
can also control the ability of other users to access data within the user's virtual domain (e.g. , unpubli shed 

visuali zations, ad hoc uploads, and search queries). 

8.4 How does the project review and approve information sharing 
agreements, MOUs, new uses of the information, new access to the 
system by organizations within DHS and outside? 

ICE established a governance process to monitor the ongoing operations of FALCON-SA, to 
decide requests to add new data sources to the system, to expand FALCON-SA user privileges to other 
DHS components or other agencies, and to establi sh policies and procedures that govern system operation 
and user behavior. The governance process is staffed by HSI leadership and senior managers, and 
advisory services are provided by the Office of Principal Legal Advisor and the ICE Privacy Office. The 
existence of this governance process will help to ensure that any proposals for new data sharing 
arrangements are appropriately vetted for legal and privacy risks, as well as compl iance with the DHS 
Fair In formation Practice Principles. In addition, formal written agreements between ICE and other 
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agencies to share data or provide access to FALCON-SA would be reviewed by the ICE Privacy Office 

and Office of Principal Legal Advisor as a matter of routine. Also, the routine ingestion of data from any 
new source will requ ire an update to the Appendix of thi s PIA and approval from the OHS Ch ief Privacy 

Officer. 

Responsible Officials 

Lyn Rahill y, Privacy Officer 

U.S. Immigration & Customs Enforcement 

Depart ment of Homeland Security 

Approval Signature 

Original signed copy on fil e with the DHS Pri vacy Office 

Jonathan R. Cantor 
Acting Chief Privacy Officer 

Department of Homeland Security 
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FALCON-SA ingests and permits users to query and analyze certain data from the following 
Privacy Act Systems of Records: 

I) DHSIlCE-006 ICE Intelligence Records System (IlRS) SORN and DHSIlCE-009 External 
In vestigations SORN.8 

From these systems of records, FALCON-SA receives law enforcement, intelligence, crime, and 
incident reports, and reports of suspicious acti vities, threats, or other incidents generated by ICE and other 
agencies. The ingest occurs at least once every 48 hours. All FALCON-SA users are able to view, query, 
and analyze this data maintained in FALCON-SA. 

2) DHS/ICE-OOS Search, Arrest, and Seizure Records SORN and DHS/CBP-O 13 Seized Assets 
and Case Tracking System (SEACATS) SORN.9 

From these systems of records, FALCON-SA receives ICE and CBP fines, penalties and 
forfeitures case records, seizure incidents, seized goods records, property information, and subject record 
data. The ingest occurs at least once every 48 hours. All FALCON-SA users will be able to view, query, 
and analyze thi s data maintained in FALCON-SA. 

3) DHS/CBP-006 TECS SORN and DHS/ICE-009 External Investigations SORN. lO (updated 
via DHS(ICEIPIA-032b) 

From these systems of records, FALCON-SA receives lookout records created by ICE and CBP 
which are used for border screening. FALCON-SA also receives records concerning current or previous 
law enforcement investigations into violat ions of U.S. customs and immigration laws, as well as other 
laws and regulations withi n ICE's jurisdict ion, includ ing investigations led by other domest ic or foreign 
agencies where ICE is providing support and ass istance. FALCON-SA also receives records of 

8 DHS/ICE/PI A-023 Significant Event Notification (SEN) System, July 26, 2010: 
http: //www.dhs.gov/xlibrary/assets/privacy/privacy pia ice sen.pdf. The DHSflCE-006 11RS SORN was last 
published March 1, 2010 (75 Fed. Reg. 9233) and the DHS/ICE-009 External In vest igations SORN was last 
published January 5, 2010 (75 Fed. Reg. 404). 

9 The DHS/ICE-008 Search Arrest and Seizure Records SORN was last published December 9, 2008 (73 Fed. Reg. 
74732) and the DHS/CB P-0 13 Seized Assets and Case Tracking System SORN was last publ ished December 19. 
2008 (73 Fed. Reg. 77764), 

10 DHS/CBPfPIA-009 TECS Systcm: CBP Primary and Secondary Processing, Deccmber 23, 2010: 
hup:llwww.dhs.gov/xlibrary/asscts/pri vacy/privacy-pia-cbp-tccs.pdf. The DHS/CBP-Oll TECS SORN was last 
published December 19, 2008 (73 Fed. Rcg. 77778). The DHS/ICE-009 External Investigations SORN was last 
published January 5, 2010 (75 Fed. Reg. 404). 
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telecommunications informat ion (i.c. , records of call transactions and subscriber information) about 
subjects of ICE criminal investigations (targets), potent ial targets. associates of targets, or any individuals 
or entities who call or receive calls from these indi viduals. The ingest occurs at least once every 48 

hours. All FALCON-SA users are able to view, query, and analyze this information maintained in 

FALCON-SA. 

4) DHSIlCE-O II Immigration and Enforcement Operational Records System (ENFORCE) 
SORN. l1 (updated via DHS/ICFJPIA-032b) 

From this system of records. FALCON-SA receives records of law enforcement agency 

applications for continued presence parole for victims and wit nesses o f human trafficking. FALCON-SA 
also receives arrest, detention and removal records documenting the arrests, booki ng, detention and 

removal of persons encountered during immigration and criminal law enforcement investigations and 
operations conducted by ICE, U.S. Customs and Border Protection (CBP) , and U.S. Cit izenship and 

immigration Services (USClS) . The ingest of continued presence parole data occurred once. The ingest 
of the arrest, detention and removal data occurs at least once every 48 hours. Only FALCON-SA users 

who are assigned to the Human Smuggling and Trafficking Center (HSTC) or to the ICE HSI Law 

Enforcement Parolee Unit are able to view, query, and analyze the cont inued presence parole data in 
FALCON-SA. All FALCON-SA users are able to view, query, and analyze the arrest, detention, and 
removal data. 

5) FALCON Tipfine (FALCON-TL): DHSfICEIPIA-033 FALCON Tipline; DHSIICE-007 Alien 
Cri minal Response Information Management (ACR IMe) SORN. 12 (added via update DHS/ICFJPIA-
032a) 

FALCON-TL contains reports of SUSpICIOUS activi ty or suspected illegal activity made by 
members of the publi c and other law enforcement agenc ies to the ICE Homeland Security Investigations 

(HSI) Tipline Unit. The tips describe various suspected ill egal activities including drug smuggling, 

illegal exports, document and benefit fraud, alien smuggli ng, bulk cash smuggling, child 
pornography/exploitation, human rights violations, and tips as to the suspected location of alien fugitives. 

FALCON-TL is a new system designed to replace the Alien Criminal Response Information Managemen t 
System (ACRIMe) Tipline Module, which is currentl y used by the HSI Tipline Unit to record tips. With 

the launch of FALCON-TL, ex isting tip records will be imported from the ACRIMe Tipli ne Module into 
the FALCON-SA system o n a one-time basis. Thereafter, new tip records will be created in FALCON

TL and, once cleared by a Tipline Unit supervisor, published in FALCON-SA. The tip records contain 
PrI about the indi viduals alleged to be involved with the suspicious or illegal act ivity or event and about 

the indi viduals reporting the tip. 

ICE collect s the data in connect ion wi th the HSI Tipline Unit 's purpose of taking and respond ing 

11 The DHSIICE-OII ENFORCE SORN was lasl published May 3. 3010 (75 Fed. Reg. 23274). 
12 The PIA for DHS/PIA-033 FALCON Tipline (November 2, 20 12) is localed here: 
www.dhs.gov/siles/defaull/files/publicat ions/privacylPI As/privacy pia ice falcon%20t ipl ine november20 I 2. pdf. 
The DHS/ICE-007-ACRLMe SORN was last published February 14.2013 (78 Fed. Reg. 10623). 
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to report s of suspicious activity or suspected ill egal activity made by members of the public and other law 
enfo rcement agenc ies. Because of the nature of law enfo rcement activities, ICE may gather PH in these 

records direct ly from the individual reporting the tip or from other government, open source, and 
commerc ial databases which HSI T ipline Unit specialists search to identify add itional information related 
to lips . 

All FALCON-SA users have privileges to view, query. and anal yze FALCON-TL dala 
maintained in FALCON-SA. 

II. Data Ingested on an Ad Hoc Basis into FALCON-SA 

FALCON-SA contains records or data obtained from various data sources that are manually 

entered or uploaded by authorized FALCON-SA users . The entry of these records and/or data into 
FALCON-SA occ urs on an ad hoc basis and is governed by ICE policy. Users are required by poli cy to 

obtain supervisory approval before ad hoc data is made avai lable in FALCON-SA. Users who upload ad 
hoc data into FALCON-SA have the ability to restrict access to the data and allow access to those 
FALCON-SA users to view, query, and analyze this data on a need-to-know basis. 

When uploading ad hoc data into FALCON-SA, users are prompted to select the appropriate 
source category that describes the source of the data. Ad hoc data is retained for the retention period of 
the ICE case it is associated with in the system (via entry of an ICE case number) . If there is no 

associated ICE case, retention is twenty (20) years, unless otherwise specified below. 

The source categories of ad hoc data are: 

I) Commercially available data: Public and proprietary records available on people and 
businesses in commerc ial (subscription-based access) databases (e.g., CLEAR and Dunn & Bradstreet). 

2) Open source data: News articles and reporting on various topics (e .g ., Associated Press and 

the Open Source Center). 

3) CBP cargo and border crossing data: In bound/outbound shipment records and border 

cross ing information from CBP's Automated Target ing System (ATS). Passenger Name Record (PNR) 
data obtained from ATS may not be uploaded or entered into FALCON-SA. These records wi ll be 

retained in FALCON-SA for no longer than 15 years from the calendar year in which the border crossing 

or shipment occurred. 

4) Criminal information: Criminal hi story information and warrant or other lookout records 

from domestic and foreign law enforcement sources, including the FBI' s National Crime Information 
Center (NC IC) and on-going investigative information and data provided by local , state and other federal 

law enforcement agencies . 

5) IlIfelligellce reports: Finished intelligence reports generated by ICE, DHS, and other law 
enfo rcement or intelli gence agencies . These reports will onl y be uploaded with the authorization of the 

agency that generated the report. 
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6) Foreign government ill/ormation: Information or reports supplied by foreign governments 

and multinational organi zations such as EUROPOL and INTERPOL relating to criminal hi story ; 
immigration records; passenger, veh icle, vessel entry and ex it hi story ; passport information; vehicle, 
vessel and li censing records; shipment records; telephone records; intelligence reports; investigative leads 

and requests; and wants, warrants and lookouts . 

7) Evidemiary information: In the context of in vesti gations only, records concerning evidence 

seized or otherwise lawfull y obtained during the course of an HSI in vestigation. This may incl ude 

business records, records from other agencies, publ ic court records, transcripts of interviews or 

depositions, or copies of records returned in response to a subpoena or seized duri ng a search . 

2018-ICLI -00009 3103 

003103epic.org EPIC-17-08-14-ICE-FOIA-20180821-6thInterim-Production-pt5



u.s. Immigration 
and Customs 
Enforcement 

Proposal and Justification : Bi-Lateral Amendment to Accelerate Work and 

Transition Funds Between Contract Years for Palantir-FALCON 
HSCETC 15COOOO I, Keeping Total Contract Value Stable 

Background: According to Performance Work Statement Appendix B, Statement of Outcomes, Palantir 

Technologies is responsible for perfonning the work (requirements gathering, planning, coding, 

debugging and testing, and user acceptance verification) invol ved in six listed outcomes (additions and 

enhancements to the FALCON system) during the base period of performance, which extends from 

5/28/2015 to 5127/20 16. HSI management and the FALCON Program Management Office (PMO) have 

identified an additional outcome of urgent importance that they wish to have accomp li shed within the 

base POP. 

Within both legacy b){7)( E) and its upcoming successod b)(7)( I 
(b){7)( E) a featu re exists whereby a query notification is se nt to the Case 

Owner Agent Cty ieally the Special Agent who initiated the case in quest ion) whenever another user of 
legac (b){7)( E) ccesses any records connected with that case. The reason for this fea ture is to 

promote collaboration between SAC Offices (by making Special Agents and intelligence analysts aware 

of occasions when they are working connected incidents or the same persons of interest) and to deter or 

reveal unauthorized accessing of case records. 

FALCON, which al lows users to access legac; b)(7){§-ecords and, in the near future¥b)(7)lreeords, does 

not currently have a query notification feature. Thus, althoug* b){7)( E) lusers would be deterred from 

accessing records fo r which they lack a legitimate "need to know" by the query notification feature, those 

same users can do so in FALCON, due to the lack of such a safeguard against misuse . HSI management 

wishes to close thi s privacy risk at the earliest possible date. 

b)(5) 
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b)(5) 
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Request for OAQ Authorization to Proceed 

For FALCON Cloud Migration 

(Amazon Web Services GovCloud, Layered with Palantir PCloud Controls, Pa ra llel Insta llation to ICM) 

Background 

(b)(7)(E) 

• Sole Source Justif icat ion deta ils are provided below. 

• OAQ Authorization to Proceed is required by the program due to Palantir Technologies' 

requirement for adequate lead-time to technically prepare the solution to make the mid

December, 2016 deadline for vacating the PCN server facility mandated by OCiO. Managing and 

technically preparing for FALCON's migration to a Cfoud environment is one of the five Outcomes 

stipulated in the 2016-17 Palantir-FALCON contract year. 

Analysi s of Alternative Potentia l Technica l Solutions 

(b)(7)(E);(b )(5) 
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(b )(5);(b )(7)(E) 

Sole Source Just ification for Utilizing the Pa la ntir PCloud/Amazon AWS GovCloud So lution 

• Cloud systems listed under the FedRAMP P-ATO path which have undergone a rigorous technical 

review by the Fed RAMP PMO, been assessed by a FedRAMP accredited 3PAO, and received a P

ATO from the DHS, DOD, and GSA elOs include three vendors: Amazon Web Services, 

Autonomic Resources, and Microsoft-Azure. These are currently the only three vendors 

authorized to host High-High-High government IT systems such as FALCON. 

• AWS is considered, in the industry and by Palanti r, to be the most sophisticated Cloud provider 

on the market today. In Palantir's evaluation, AWS offers the most comprehensive range of 

features and services to meet technica l, enterprise-grade account administration, and security 

and compliance reauirements. 
(b)(7)(E) 
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b)(7)(E) 

• According to the 2016-17 Outcomes, Palantir Technologies is responsible for migrating FALCON 

to a Cloud environment. For Palantir, moving to an underlying Cloud provider other than 

Amazon AWS wou ld result in an unacceptable delay in fulfilling the agency's requirements (see 

FAR 6.302-1(')(ii)(6)). 

o Palantir has been building its Cloud securit y, management, and accreditation 

infrastructure on top of AWS for over 3 years. Achieving the same level of infrastructure 

and tooling on top of another Cloud provider could take an additional 3 years . 

o First, Palantir would have to rebuild and customize its existing operational infrastructure 

and securit y frameworks. 

o Second, Palanti r would have to add additional staff and provide them additional 

training. 

o Third, an evaluation of feature and compliance parity would be required. 

o Fourth, because Palantir cannot guarantee that another underlying provider would 

meet Palantir's technical and compliance requirements, Palantir wou ld need to seek 

additiona l accreditation for the new Cloud environment, which could add an additiona l 

1 to 2 years delay in addit ion to the lengthy build-out period. 
b)(7)(E) 

• The benefits of the Palantir PCloud Inctude: 

o 24/7/365 system support and monitoring; security patching and vulnerability 

monitoring; 
b)(7)(E) 
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Anticipated Costs of the Preferred Solution 

(b )(5);(b )(7)(E) 

2018-ICLI -00009 3109 

003109epic.org EPIC-17-08-14-ICE-FOIA-20180821-6thInterim-Production-pt5



Source Selection Sensitive 

Acquisition Review Decision 

Request 10 : HQA2014-915 Date SubmiHed : 8/28/20 14 Due: 09/02/2014 

Request Title: Homeland Security Invesitgations (HSI) FALCON Option Year 1 (Was ITAR 898) 

Background Information 

Summary: FALCON provides HSl's agents and analysts with a key investigative tool which 
performs combined search, analytics, geospatial referencing and reporting. The information is 
derived from different source environments specifically law enforcement databases. This is the 
exercise of OYI 

Component: ICE 

Investment: ICE · LESIM Systems Enforcement 

IT Portfolio: Law Enforcement 

PR Type: Firm Fixed Price 

Period of Performance: 3/14/2014 to 3/13/2015 

Contract Vehicle : GSA IT Schedule 70 

Contract Action : Exercise of Option - No Scope Change 

Vendor(s): Palantir 

b)(5) 

Evaluation History (before and after the review) 

GEO EA ITP CISO ESDO CHCO Green ICAM JPMO 

Initial: 

Final : 
1----+-

• Approved Pre-ConditionlCondrtionally ApprOVed . Awaiting Response . Disapproved . No Response Review Not Required 

09/02/2014 Source Selection Sensitive Page 1 of 2 
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Source Selection Sensitive 

Acquisition Review Decision 
Reviewer Evaluations 

OAST Final Review On: 8/29/20 14 

Approved due to NSE. 

PR Final Review On: 8/28/20 14 

Dashboard score: None - non-major The Component is responsible to ensure compliance with all 
appropriation and procurement laws, regulations, and policies during the acquisition of this program. 

Post Conditions 

DHS CIO Response 

Approved: OCIO has no additional conditions. 

D 

D 

Conditionally Approved: Additional conditions may be defined here or in attachments prepared by 
EBMO. All conditions so defined must be resolved . 

Disapproved 

I(b )(6);(b )(7)(C) 

Department of Homeland Security, Chief Information Officer Dale 

DHS Overall Condition 
The Directorate I Component Chief Information Officer (CIO) is responsible for ensuring that a copy of this 
Acquisition Review Decision (A RD) document and any attachments are provided to the respective 
Contracting Officer who will award this requirement. If the DHS CIO ''Approved or Conditionally Approved" 
the ITAR request, the acquisition is approved for the Procurement Office to proceed. The Contracting 
Officer is responsible to ensure that all conditions that modify the contract/statement of work as identified in 
the ARD document are fuffy executed in the resultant award. If any such condition cannot be met, the 
requirements must be resubmitted to the DHS Chief Information Officer through the Acquisition Review 
Board (ARB). 

09/02/2014 Source Selection Sensitive Page 2 of 2 
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Statement of Outcomes - FALCON OPERATIONS & MAINTENANCE 

SUPPORT & SYSTEM ENHANCEMENT Contract 

(Appendix B) 

Period of Performance - 5/28/2015-5/27/2016 

1.0 BACKGROUND 

Appendix B shall be considered an addendum to Section 5.8 of the Performance Work 
Statement: Additional Work to Be Performed During the Initial POP, Option Years 1-2, 
and the Optional Six-Month Extension. 

During the twelve-month period 5/28/2015 to 5/27/2016, or longer if mutually agreed to by the 
parti es, the Contractor shall perfonn development, integration, and training services for the 
following projects, which are not presented in priority order. The parties shall mutually agree to 
the li st prioriti es and project time lines. 

2.0 PROJECT PLANS AND SCHEDULES 

The Contractor shall submit to the FALCON Program Manager and the FALCON CORIACOR 
no later than tcn work days a fte r the beginning ofa contract year a dra ft Schedule of Outcomes, 
li sting the planned start dates of each planned outcome·based project. Based upon thi s Schedule 
of Outcomes, the Contractor shall submit to the FALCON Program Manager and the FALCON 
CORIACOR no later than ten working days prior to the initiation of work on a particular 
outcome· based project a Project Plan and a Project Schedule. The one exception shall be for the 
firs t of the planned outcome· based projects, for which a Project Plan and a Project Schedule shall 
be delivered by the Contractor concurrently with deli very of the draft Schedule of Outcomes. 

Project Plans, mutually agreed to by HSI and the Contractor, shall identi fy specific user groups, 
workflows and di screte tasks. The Project Plans will define the agreed upon scope of each 
outcome - any and all changes to the Project Plans must be mutually agreed upon by the parties 
and documented in weekl y and/or monthl y reports. Specifica lly, any addition of a new task 
within the Project Plan must be mutually agreed upon by the parties, and counterbalanced with 
the deletion or delay of an ex isting task of equal effort, as documented in weekl y and/or monthly 
reports. Project Schedules shall li st high. level tasks for a spec ified outcome· based project. 
Project Plans and Schedules may be amended by the two parties ' mutual agreement. 

3.0 PROJECT MANAGEMENT 

As part of the Draft Project Plan for each planned outcome-based project, Contractor shall 
identi fy a project lead, who will (a) coordinate all Contractor work on that parti cular outcome
based project; (b) manage the Project Plan and Project Schedule; and (c) report on progress and 
achievement of project milestones at weekl y meetings with the FALCON PMO Team and to 

92 
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inquiries made by the FALCON Program Manager or other HSI authorities. At the Contractor' s 
di scretion, a parti cular employee may be ass igned as project lead for more than one outcome· 
based project. 

In addition to weekly progress meetings, the Contractor shall provide (a) quarterly briefings at 
the Unit Chief level and (b) twice yearl y briefings to the Executive Steering Committee on 
progress and achievement of project milestones across all outcomes. 

The FALCON Program Manager shall identi fy a governmental project lead for each planned 
outcome· based project. This governmental project lead will (a) identify governmental Subject 
Matter Experts (SMEs) as necessary for requirements gathering, user feedback, and user testing; 
(b) fac ilitate meetings between governmental SMEs and Contractor staff; (c) coordi nate 
agreements between the FALCON PMO and other bodies within ICE or other governmental 
agencies required fo r exchanges of data necessary for the accomplishment of the outcome· based 
project; (d) review/approve all changes to the Project Plan and/or Project Schedule proposed by 
the Contractor; and (d) alert the FALCON Program Manager and the FALCON CORIACOR 
whenever schedule breeches are anticipated to occur or other problems ari se which may 
adverse ly impact either project quality or the achievement of project deadlines. 

All training acti vities conducted in support of these outcomes must be coordi nated, in advance, 
with the FALCON Program Management Office (PMO). 

4.0 LIST OF O UTCOME-BASED PROJECTS 

(b )(7)(E);(b)(5) 

201 8-ICLI -00009 3114 
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(b)(5); (b)(7)(E) 

94 
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(b)(5);(b)(7)(E) 

5.0 ESCALATION 

95 
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At the beginning of each year of contract perfo rmance, the AD and DAD over the FALCON 
program, with the input of the ESC and of the Contractor will agree upon the addition of up 
to five outcomes to be completed during the upcoming year (the number of outcomes may 

be higher ifboth parties agree). IflCE and the Contractor are unable to agree upon the scope 
of a given outcome or set of outcomes, the Contractor will provide a detailed technical 
rationale as to why the outcome fall s outside the scope of PWS. This written rationale shall 
include the level of effort and why this level of effort is not attainable and shall be presented 
to the ICE FALCON Program Manager and CORIACOR within fi ve (5) business days of 

the Contractor's initial announcement of lack of agreement on the Statement of Outcomes. 
In thi s scenario, HSI management and the Contractor's management will use thi s 
information to reach a final agreement on the Statement of Outcomes. Contractor will 
provide the implementation support for all tasks listed in an annual outcomes statement to 
which both HSI and the Contractor agree. 

Should the provision by the Contractor of a technical rationale for the non· feasibility of an 
outcome fa il to result in agreement between HSI management and the Contractor's 
management on the contents of the Statement of Outcomes, either party may request 
adjudication from the assigned ICE Contracting Officer (CO), who shall make a determination 
within five (5) business days of receipt of the adjudication request as to whether or not the 
di sputed outcome(s) shall be included in the Statement of Outcomes. In the event that HSI's 

priorities change during the period of time covered by a Statement of Outcomes and HSI 
requests that the Statement of Outcomes be amended, and the Contractor determines that thi s 
new request fo r work does not clearly fa ll within the scope of the existing Statement of 
Outcomes, the Contractor may present the change request to the CO, who shall review the 
request to determine whether HSI's request fall s within the scope of that document. Such 
determinations must be made within fi ve (5) business days of the escalation request. The 
Contractor will not be obligated to take any action on the new request fo r work unless and 
until the CO, in coordination with the Contractor, approves the request and determines that 
such request fall s within the scope of an existing Statement of Outcomes or otherwise amends 

such document to include the new request for work. In the event the CO and Contractor are 
unable to reach an agreement, the matter will be referred to ICE's Head of Contracting 
Authority (HCA) for final adjudication. For any priority tasks outside the scope of the existing 
Statement of Outcomes, HSI may request a level of effo rt from Contractor; Contractor shall 
not be obligated to perform such tasks unless ( i) the task consists of high priority case work 
and is specifica lly requested by the Executive Ass istant Director of HSI (or his/her des ignee); 
and (ii) a required task of a comparable level of effo rt is explicitly postponed or eliminated. 

Changes to the annual Statement of Outcomes shall be incorporated into the contract through 
bilateral modification. 

96 
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Statement of Outcomes - FALCON OPERATIONS & MAINTENANCE 

SUPPORT & SYSTEM ENHANCEMENT Contract 

(Appendix B) 

Period of Performance - 5/14/2015-5/13/2016 

1.0 BACKGROUND 

Appendix B shall be considered an addendum to Section 5.8 of the Performance Work 
Statement: Additional Work to Be Performed During the Initial POP, Option Years 1-2, 
and the Optional Six-Month Extension. 

During the twelve-month period 5/ 14/2015 to 5/13/2016, or longer if mutually agreed to by the 
parties, the Contractor shall perfonn development, integration, and training services for the 
following projects, which are not presented in priority order. The parties shall mutually agree to 
the li st prioriti es and project time lines. 

2.0 PROJECT PLANS AND SCHEDULES 

The Contractor shall submit to the FALCON Program Manager and the FALCON CORIACOR 
no later than tcn work days a fte r the beginning of a contract year a dra ft Schedule of Outcomes, 
li sting the planned start dates of each planned outcome·based project. Based upon thi s Schedule 
of Outcomes, the Contractor shall submit to the FALCON Program Manager and the FALCON 
CORIACOR no later than ten working days prior to the initiation of work on a particular 
outcome· based project a Project Plan and a Project Schedule. The one exception shall be for the 
firs t of the planned outcome· based projects, for which a Project Plan and a Project Schedule shall 
be delivered by the Contractor concurrently with deli very of the draft Schedule of Outcomes. 

Project Plans, mutually agreed to by HSI and the Contractor, shall identi fy specific user groups, 
workflows and di screte tasks. The Project Plans will define the agreed upon scope of each 
outcome - any and all changes to the Project Plans must be mutually agreed upon by the parties 
and documented in weekl y and/or monthl y reports. Specifica lly, any addition of a new task 
within the Project Plan must be mutually agreed upon by the parties, and counterbalanced with 
the deletion or delay of an ex isting task of equal effort, as documented in weekl y and/or monthly 
reports. Project Schedules shall li st high. level tasks for a spec ified outcome· based project. 
Project Plans and Schedules may be amended by the two parties ' mutual agreement. 

3.0 PROJECT MANAGEMENT 

As part of the Draft Project Plan for each planned outcome-based project, Contractor shall 
identi fy a project lead, who will (a) coordinate all Contractor work on that parti cular outcome
based project; (b) manage the Project Plan and Project Schedule; and (c) report on progress and 
achievement of project milestones at weekl y meetings with the FALCON PMO Team and to 

92 

2018-ICLI -00009 311 9 

003119epic.org EPIC-17-08-14-ICE-FOIA-20180821-6thInterim-Production-pt5



inquiries made by the FALCON Program Manager or other HSI authorities. At the Contractor' s 
di scretion, a parti cular employee may be ass igned as project lead for more than one outcome· 
based project. 

In addition to weekly progress meetings, the Contractor shall provide (a) quarterly briefings at 
the Unit Chief level and (b) twice yearl y briefings to the Executive Steering Committee on 
progress and achievement of project milestones across all outcomes. 

The FALCON Program Manager shall identi fy a governmental project lead for each planned 
outcome· based project. This governmental project lead will (a) identify governmental Subject 
Matter Experts (SMEs) as necessary for requirements gathering, user feedback, and user testing; 
(b) fac ilitate meetings between governmental SMEs and Contractor staff; (c) coordi nate 
agreements between the FALCON PMO and other bodies within ICE or other governmental 
agencies required fo r exchanges of data necessary for the accomplishment of the outcome· based 
project; (d) review/approve all changes to the Project Plan and/or Project Schedule proposed by 
the Contractor; and (d) alert the FALCON Program Manager and the FALCON CORIACOR 
whenever schedule breeches are anticipated to occur or other problems ari se which may 
adverse ly impact either project quality or the achievement of project deadlines. 

All training acti vities conducted in support of these outcomes must be coordi nated, in advance, 
with the FALCON Program Management Office (PMO). 

4.0 LIST OF O UTCOME-BASED PROJECTS 

b)(5); (b)(7)(E) 
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b )(5);(b )(7)(E) 
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(b )(5);(b )(7)(E) 

5.0 ESCALATION 

At the beginning of each year of contract performance, the AD and DAD over the FALCON 

program, with the input of the ESC and of the Contractor wi ll agree upon the addition of up 

to five outcomes to be completed during the upcoming year (the number of outcomes may 

be higher ifboth parties agree). If ICE and the Contractor are unable to agree upon the scope 
of a given outcome or set of outcomes, the Contractor will provide a detailed technical 

rationale as to why the outcome falls outside the scope ofPWS. This written rationale shall 

include the level of effort and why thi s level of effort is not attainable and shall be presented 

to the ICE FALCON Program Manager and CORIACOR within five (5) business days of 

the Contractor 's initial announcement of lack of agreement on the Statement of Outcomes. 

In thi s scenario, HSI management and the Contractor's management will use thi s 

information to reach a final agreement on the Statement of Outcomes. Contractor will 

provide the implementation support for all tasks listed in an annua l outcomes statement to 

2018-ICLI-00009 3122 
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which both HSI and the Contractor agree. 

Should the provision by the Contractor of a technical rationale for the non· feasibility of an 
outcome fa il to result in agreement between HSI management and the Contractor's 

management on the contents of the Statement of Outcomes, either party may request 
adjudication from the assigned ICE Contracting Officer (CO), who shall make a determination 
with in five (5) business days of receipt of the adj udication request as to whether or not the 
di sputed outcome(s) shall be included in the Statement of Outcomes. In the event that HSI' s 

priorities change during the period of time covered by a Statement of Outcomes and HSI 
requests that the Statement of Outcomes be amended, and the Contractor determines that thi s 
new request fo r work does not clearl y fa ll within the scope of the existing Statement of 

Outcomes, the Contractor may present the change request to the CO, who shall review the 
request to determine whether HSI' s request fall s within the scope of that document. Such 
determinations must be made within fi ve (5) business days of the escalation request. The 
Contractor will not be obligated to take any action on the new request for work unless and 
until the CO, in coordination with the Contractor, approves the request and determines that 
such request falls within the scope of an existing Statement of Outcomes or othelWise amends 
such document to include the new request for work. In the event the CO and Contractor are 
unable to reach an agreement, the matter will be referred to ICE's Head of Contracting 
Authority (HCA) for final adjudication. For any priority tasks outside the scope of the existing 
Statement of Outcomes, HSI may request a level of effo rt from Contractor; Contractor shall 
not be obligated to perform such tasks unless (i) the task consists of high priority case work 
and is specifically requested by the Executive Assistant Director of HSI (or hi s/her designee); 
and (ii) a required task of a comparable level of effo rt is explicitly postponed or eliminated. 

Changes to the annual Statement of Outcomes shall be incorporated into the contract through 
bilateral modi fication. 
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Statement of Outcomes - FALCON OPERATIONS & MAINTENANCE 

SUPPORT & SYSTEM ENHANCEMENT Contract 

(Appendix B) 

Period of Performance - 5/14/2015-5/13/2016 

1.0 BACKGROUND 

Appendix B shall be considered an addendum to Section 5.8 of the Performance Work 
Statement: Additional Work to Be Performed During the Initial POP, Option Years 1-2, 
and the Optional Six-Month Extension. 

During the twelve-month period 5/ 14/2015 to 5/13/2016, or longer if mutually agreed to by the 
parties, the Contractor shall perfonn development, integration, and training services for the 
following projects, which are not presented in priority order. The parties shall mutually agree to 
the li st prioriti es and project time lines. 

2.0 PROJECT PLANS AND SCHEDULES 

The Contractor shall submit to the FALCON Program Manager and the FALCON CORIACOR 
no later than tcn work days a fte r the beginning of a contract year a dra ft Schedule of Outcomes, 
li sting the planned start dates of each planned outcome·based project. Based upon thi s Schedule 
of Outcomes, the Contractor shall submit to the FALCON Program Manager and the FALCON 
CORIACOR no later than ten working days prior to the initiation of work on a particular 
outcome· based project a Project Plan and a Project Schedule. The one exception shall be for the 
firs t of the planned outcome· based projects, for which a Project Plan and a Project Schedule shall 
be delivered by the Contractor concurrently with deli very of the draft Schedule of Outcomes. 

Project Plans, mutually agreed to by HSI and the Contractor, shall identi fy specific user groups, 
workflows and di screte tasks. The Project Plans will define the agreed upon scope of each 
outcome - any and all changes to the Project Plans must be mutually agreed upon by the parties 
and documented in weekl y and/or monthl y reports. Specifica lly, any addition of a new task 
within the Project Plan must be mutually agreed upon by the parties, and counterbalanced with 
the deletion or delay of an ex isting task of equal effort, as documented in weekl y and/or monthly 
reports. Project Schedules shall li st high. level tasks for a spec ified outcome· based project. 
Project Plans and Schedules may be amended by the two parties ' mutual agreement. 

3.0 PROJECT MANAGEMENT 

As part of the Draft Project Plan for each planned outcome-based project, Contractor shall 
identi fy a project lead, who will (a) coordinate all Contractor work on that parti cular outcome
based project; (b) manage the Project Plan and Project Schedule; and (c) report on progress and 
achievement of project milestones at weekl y meetings with the FALCON PMO Team and to 
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inquiries made by the FALCON Program Manager or other HSI authorities. At the Contractor' s 
di scretion, a parti cular employee may be ass igned as project lead for more than one outcome· 
based project. 

In addition to weekly progress meetings, the Contractor shall provide (a) quarterly briefings at 
the Unit Chief level and (b) twice yearl y briefings to the Executive Steering Committee on 
progress and achievement of project milestones across all outcomes. 

The FALCON Program Manager shall identi fy a governmental project lead for each planned 
outcome· based project. This governmental project lead will (a) identify governmental Subject 
Matter Experts (SMEs) as necessary for requirements gathering, user feedback, and user testing; 
(b) fac ilitate meetings between governmental SMEs and Contractor staff; (c) coordi nate 
agreements between the FALCON PMO and other bodies within ICE or other governmental 
agencies required fo r exchanges of data necessary for the accomplishment of the outcome· based 
project; (d) review/approve all changes to the Project Plan and/or Project Schedule proposed by 
the Contractor; and (d) alert the FALCON Program Manager and the FALCON CORIACOR 
whenever schedule breeches are anticipated to occur or other problems ari se which may 
adverse ly impact either project quality or the achievement of project deadlines. 

All training acti vities conducted in support of these outcomes must be coordi nated, in advance, 
with the FALCON Program Management Office (PMO). 

4.0 LIST OF O UTCOME-BASED PROJECTS 

(b)(5) 
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(b)(5);(b )(7)(E) 
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b)(5);(b)(7)(E) 

5.0 ESCALATION 

At the beginning of each year of contract performance, the AD and DAD over the FALCON 

program, with the input of the ESC and of the Contractor wi ll agree upon the addition of up 

to five outcomes to be completed during the upcoming year (the number of outcomes may 

be higher ifboth parties agree). If ICE and the Contractor are unable to agree upon the scope 
of a given outcome or set of outcomes, the Contractor will provide a detailed technical 

rationale as to why the outcome falls outside the scope ofPWS. This written rationale shall 

include the level of effort and why thi s level of effort is not attainable and shall be presented 

to the ICE FALCON Program Manager and CORIACOR within five (5) business days of 

the Contractor 's initial announcement of lack of agreement on the Statement of Outcomes. 

In thi s scenario, HSI management and the Contractor's management will use thi s 

information to reach a final agreement on the Statement of Outcomes. Contractor will 

provide the implementation support for all tasks listed in an annua l outcomes statement to 
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which both HSI and the Contractor agree. 

Should the provision by the Contractor of a technical rationale for the non· feasibility of an 
outcome fa il to result in agreement between HSI management and the Contractor's 

management on the contents of the Statement of Outcomes, either party may request 
adjudication from the assigned ICE Contracting Officer (CO), who shall make a determination 
with in five (5) business days of receipt of the adj udication request as to whether or not the 
di sputed outcome(s) shall be included in the Statement of Outcomes. In the event that HSI' s 

priorities change during the period of time covered by a Statement of Outcomes and HSI 
requests that the Statement of Outcomes be amended, and the Contractor determines that thi s 
new request fo r work does not clearl y fa ll within the scope of the existing Statement of 

Outcomes, the Contractor may present the change request to the CO, who shall review the 
request to determine whether HSI' s request fall s within the scope of that document. Such 
determinations must be made within fi ve (5) business days of the escalation request. The 
Contractor will not be obligated to take any action on the new request for work unless and 
until the CO, in coordination with the Contractor, approves the request and determines that 
such request falls within the scope of an existing Statement of Outcomes or othelWise amends 
such document to include the new request for work. For any priority tasks outside the scope of 
the existing Statement of Outcomes, HSI may request a level of effo rt from 
Contractor; Contractor shall not be obligated to perfonn such tasks unless (i) the task consists 
of high priori ty case work and is specifically requested by the Executive Assistant Director of 
HSI (or hislher des ignee); and (ii) a required task of a comparable level of effort is explicitly 

postponed or eliminated. 

Changes to the annual Statement of Outcomes shall be incorporated into the contract through 
bilateral modification. 
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•• • •• •• • • • • • 
Palantir Change Order Proposal to Task Order 
HSCETE-13-F-00030 
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Intent of Change Proposal 2 

(b)(5) 
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Comparison: Steady-State vs. Exercise of 8 Core Expansion Option 
Option Year 

(b)(5) 

HSCETE-13-F-00030 

FALCON, EID, DARTTS 
@ Steady-State 

Steady-State + User! 
Data Growth 
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Change Proposal : Palantir Gotham FFP License 

HSCETE-13-F-00030 

Palantir Gotham FFP 
license 
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PWS Deliverable Comparison : Palantir Gotham FFP License vs. Core-base 5 
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/I For Di5cu55ion II 

(b)(5) 
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II For Discussion II 

b)(5) 
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/ / For Discussion / / 
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Office of Information Governance and Privacy (lGP) 
Procurement Review Form 

Project Name: FALCON Palantir Contract Bi-Lateral Modification 

Contract Number: HSCETC-15-C-0000I 

IGP Reviewer: tb)(6);(b)(7)(C) 

lAD Reviewer: NA 

Date: September 29, 2016 

POTS Ref: 16-10043 

High Risk Assessmellt: 

181 This contract has been evaluated as high risk. 

IGP Summary: 

This review is for a bi-lateral contract modification. Palantir will provide cloud infrastructure 
including Combined GovCloud Instances, A WS support package, and SaaS Palantir Cloud from 
9/30/2016 - 5/27/2017. 

This contract was previously reviewed by ICE Privacy and lAD in 2015. The review detennined 
that some of the required clauses were present and requested all of the li sted clauses be included 
in the final procurement. 

The option year contract was approved by OAQ in May 20 J 6. However, the option year contract 
was not submitted to IGP for review. 

IGP Comments: 

Please ensure that ALL PRIV and REC clauses are included in the final PWS submitted to 
Palantir. In addition, an executed contract should be sent t q(~b,,),,(7-,),,( E,,) ______ -,1 as soon as it 
is available. 

"PRIV 2.5: Requirement for Privacy Lead," listed below, is optional to include in the contract 

but recommended. 

*C1auses with a .J next to them are present in the sol icitation package submilled for pri vacy rev iew. 
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Please ensure the following language is included in the solicitation and final contract. If the 
language in any of these clauses is edited, the ICE Office of Information Governance and 
Privacy must be notified before the solicitation and final contract are issued. 

(I) FAR Clauses 
52.224-1: Privacy Act Notification (APR 1984)'1 
52.224-2: Privacy Act (APR 1984) ~ 
52.239-1: Privacy or Securit y Safeguards (AUG 1996) (lAD Required Clause) 

(2) HSAR Clauses (lAD Required Clauses) 
Safeguarding of Sensitive Informat ion (MAR 2015) .J 
lnfomlation Technology Security and Privacy Training (MAR 2015) .J 

3052.204-7 1 Contractor employee access (SEP 2012), and Alternate 1-./ 

(3) ICE IGP Clauses 
PRIV 1.4: Separation Checklist for Contractor Employees 
PRIV 1.7 : Privacy Act Information 

PRIV 2. 1: Restrictions on Testing Us ing Real Data Containing PH 
PRIV 2.2: Restrictions on Training Us ing Real Data Containing PH 
PRlV 2.5: Requirement for Privacy Lead 

REC 1.1: Required DHS Basic Records Management Tra ining 
REC 1.2: Deliverables are the Property of the U.S. Government 
REC 1.3: Contractor Shall Not Create or Maintain Unauthorized Records 
REC 1.4: Agency Owns Rights to Electronic Information 
REC 1.5: Comply With All Records Management Policies 
REC 1.6: No Disposition of Documents without Prior Written Consent 
REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors 

PRIV 1.4: Separation Checklist for Contractor Employees: Contractors shall enact a protocol 
to use a separation checkli st before its employees, Subcontractor employees, or independent 
Contractors tenninate working on the contract. The separation checkli st must cover areas such 
as: (1 ) return of any Government-furnished equipment ; (2) return or proper disposal of Sensitive 
PH (paper or electronic) in the custody of the Contractor/Subcontractor employee or independent 
Contractor, including the sanitization of data on any computer systems or media as appropriate ; 
and (3) termination of any technological access to the Contractor's facilities or systems that 
would pennit the terminated employee's access to Sensitive PIl. 

In the event of adverse job actions resulting in the di smissal of an employee, Subcontractor 
employee, or independent Contractor, the Contractor shall notify the Contract Officer's 
Representat ive (COR) within 24 hours. For normal separations, the Contractor shall submit the 
checklist on the last day of employment or work on the contract. 
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As requested, contractors shall assist the ICE Point of Contact (lCE/POC), Contracting Officer, 
or COR with completing ICE Fonn 50-005/Contractor Employee Separation Clearance CheckJist 
by returning all Government-furni shed property including but not limited to computer 
equipment , media, credentials and passports, smart cards, mobile devices, PlY cards, calling 
cards, and keys and terminating access to all user accounts and systems. 
(End of clause) 

PRIV 1.7: Privacy Act Information : In accordance with FAR 52.224-1 , PRIY ACY ACT 
NOTIFICATION (APR 1984), and FAR 52.224-2, PRIVACY ACT (APR 1984), thi s contract 
requires Contractor personnel to have access to infonnation protected by the Privacy Act of 
1974. The Agency advises that the relevant system of records notices (SORNs) applicable to this 
Privacy Act infonnation are as follows: 

(b)(7)(E) 

These SORNs may be updated at any time. The most current DHS versions are publicl y avail able 
at www.dhs.gov/privacy. SORNs of other agencies may be accessed through the agencies' 
websites or by searching FDsys, the Federal Digital System of the Government Publishing 
Office, available at http ://www.gpo.gov/ fdsys/ . 
(End of clause) 

PRIV 2.1: Restrictions on Testing Using Real Data Containing PH: The use of real data 
containing Sensitive PH from any source for testing purposes is generall y prohibited. The 
Contractor shall use synthetic or de-identified real data for testing whenever feasible. ICE policy 
requires that any proposal to use real data or de- identi fied data for IT system testing be approved 
by the ICE Privacy Officer and Chief Information Security Officer (CISO) in advance. In the 
event performance of the contract requires or necessitates the use of real data for system-testing 
purposes, the Contractor in coordination with the Contract ing Officer or Contracting Officer 's 
Representat ive and Government program manager shall obta in approval from the ICE Privacy 
Office and CISO and complete any required documentation. 
(End of clause) 

PRIV 2.2: Restrictions on Training Using Real Data Containing PH: The use ofreal data 
containing Sensitive PH from any source for training purposes is generall y prohibited. The 
Contractor shall use synthetic or de-identified real data for training whenever feas ible. ICE 
policy requires that any proposal to use real data or de-identified data for IT system training be 
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approved by the ICE Privacy Officer and Chief Information Security Officer in advance. In the 
event performance of the contract requires or necessitates the use of real data for training 
purposes, the Contractor in coordination with the Contracting Offi cer or Contracting Officer 's 
Representati ve and Agency program manager shall obtain approval from OCIO and the ICE 
Pri vacy Office and complete any required documentation. 
(End of clause) 

PRIV 2.5 : Requirement for Privacy Lead : T he Contractor shall ass ign or procure a Privacy 
Lead, to be listed under "Key Personnel" . The Pri vacy Lead shall be responsible for prov iding 
adequate support to DHS to ensure DHS can complete any requ ired PTA, PIA, SORN, or other 
supporting documentation to support privacy compliance. The Privacy Lead shall work with 
personnel from the program office, the ICE Pri vacy Offi ce, the Office of the Chief In formation 
Officer, and the Records Management Branch to ensure that the privacy documentation is kept 
on schedule, that the answers to questions in the PIA are thorough and complete, and that 
questions asked by the ICE Pri vacy Office and other offices are answered in a ti mely fashion. 
The Pri vacy Lead: 

• Must have excell ent writing skill s, the abili ty to explain technology clearl y for 
a non-technical aud ience, and the ability to synthesize information from a 
variety of sources. 

• Must have excell ent verbal communication and organizational skill s. 
• Must have experience writing PLAs. Ideally the candidate would have 

experi ence writing PIAs for DHS. 
• Must be knowledgeable about the Privacy Act of 1974 and the E-Government 

Act of 2002. 
• Must be able to work well with others. 

(End of clause) 

REC: 1.1: Required DHS Basic Records Management T raining: The Contractor shall 
provide DHS basic records management training for all employees and Subcontractors that have 
access to Sensitive PIl as well as the creation, use, di ssemination and/or destruction of Sensitive 
PH at the outset of the Subcontractor ' slemployee's work on the contract and every year 
thereafter. This training can be obtained via links on the ICE intranet site. The Agency may also 
make the training avail ab le through other means (e.g., CD or online). The Contractor shall 
maintain copies of certificates as a record of compliance. The Contractor must submit an annual 
e-ma il noti fication to the Contracting Officer 's Representati ve that the required training has been 
completed for all the Contractor 's employees. 
(End of clause) 

REC 1.2: Deliverables are the Property of the U.S. Government: The Contractor shall treat all 
deliverables under the contract as the property of the U.S. Government fo r which the Agency 
shall have unlimited ri ghts to use, di spose of, or di sclose such data contained therein . The 

4 
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Contractor shall not retain , use, sell , or di sseminate copies of any deliverable without the 
expressed permiss ion of the Contracting Officer or Contracting Officer' s Representative. The 
Contractor shall certify in writing the destruction or return of all Government data at the 
conclusion of the contract or at a time otherwise specified in the contract. The Agency owns the 
rights to all data/records produced as part of thi s contract. 
(End of clause) 

REC 1.3: Contractor Shall Not Create or Maintain Unauthorized Records: The Contractor 
shall not create or maintain any records that are not specifically tied to or authori zed by the 
contract using Government IT equipment and/or Government records. The Contractor shall not 
create or maintain any records containing any Government Agency data that are not specifically 
ti ed to or authorized by the contract. 
(End of clause) 

REC 1.4: Agency Owns Rights to Electronic Information: The Government Agency owns the 
rights to all electronic information (electronic data, electronic information systems or electronic 
databases) and all supporting documentation created as part of thi s contract. The Contractor must 
deliver sufficient technical documentation with all data deliverables to permit the Agency to use 
the data. 
(End of clause) 

REC 1.5: Comply With All Records Management Policies: The Contractor agrees to comply 
with Federal and Agency records management policies, including those policies associated with 
the safeguarding of records covered by the Privacy Act of 1974. These policies include the 
preservation of all records created or received regardless of format, mode of transmiss ion, or 
state of completion. 
(End of clause) 

REC 1.6: No Disposition of Documents without Prior Written Consent: No di sposition of 
documents will be allowed without the prior written consent of the Contracting Officer. The 
Agency and its contractors are responsible for preventing the alienation or unauthorized 
destruction of records, including all forms of mutilation. Willful and unlawful destruction, 
damage or alienation of Federal records is subject to the fines and penalties imposed by 18 
U.S.c. 270 1. Records may not be removed from the legal custody of the Agency or destroyed 
without regard to the provisions of the Agency records schedules. 
(End of clause) 
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REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors: The 
Contractor is required to obtain the Contracting Officer's approval prior to engaging in any 
contractual relationship (Subcontractor) in support of thi s contract requiring the di sclosure of 
infornlation, documentary material and/or records generated under or relating to this contract. 
The Contractor (and any Subcontractor) is required to abide by Government and Agency 
guidance for protecting sensitive and proprietary information. 
(End of clause) 
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Immigration and Customs Enforcement 
Office of Acquisition Management 

ICE Privacy Checklist 
ICE Privacy Branch Emai ~ (b)(7)( E) F E Privacy Branch Main Number: (202) 132 -3300 

Name of Procurment Act ion- FALCON Program poc: (b ){6 );(b ) 

, 

2 

3 

N .. d<d fO( follow up q"""ion. 

Please provide a description of the good and service. 

FALCON pro.ide. HSI'. agents 0'" .nalysts ,.,;u, • ""y .,.e.tig.awft .... 0<" "": a """"'Y int&g<ate<l. conoolidate<l plalfom\ perlorming _r8U>d ... arch . • natylics, 
(IftOSpatial refe ... ncing . ... po<ting 0'" situational ."" ... ""ss capa_ across 8 broadly d .. ",..., un .. " ,..., of . tructurtld and unslruClurtld law enforcftment data 
... siding in numerou •. dispa ... lfI SOUroo en'~""mflnt!I. FALCON is baofld upon a COTS product, Palantir Gotham. This procurement wiI acquire a Gotn. m 
Unlimited perpetuallicftn ... and OpfIration .nd rnainlenanctt .upflOl'l from Polant~ TecMoIog"" ThfIlicftn ... 0'" ... ",ices wiI ba firm fu<fld prioft. ThfI P.lantir 
Gotham Unlimitfld Licen ... indudfI. at no _ .1 <>:>st 1M hardwa ... """"'""""I !or ... ",er corti add ilioto., a perpetuallicftn ... !or Gotham ""_ .... unlirnile<l 

rations and rnaintenance su of the FAL • tern a'" "".elo nl of"'e ""w featu re. and/or data ..,t addition. &nnua a.!toe artie. rna 

POC Phone: 1202-422-KQl.(§J I poc Emal b )(6 ):(b )(7 )(C ) 

PleaSe answer Yes or No to the following questions. Include a brief explanation when requested. 

Does the requireme n t involve the capture , s torage, access, o r processing of Personally Identifiable Information 

(PII)? 
~ 

NOTE: P ... onally ldentib blo lnformat;"" IPlll, Pll is any informati<>n lIIat permits the identity cA an individual to be d~ectly 0< ind~ectly ",f_, incOJding any 
in!orrnati<>n -.!>ich is "~ed 0< I01l<able !O that ind .. idual regardle .. of the ind .. iduars cilizen.nip 0< immigf8tion stalus. SUd> ",'""""tion irIcIIJdes a: name, Sodal 
Se<:urity Numbef. dale and place of b4r1tI. mother's rnaidoo name. Alien Regisvation Numbef, accounl 00_, Iice<> ... 00_, .ehicle ide<>!iliernumbe<.licftn ... 
plat ........ mbef. de.ice ide<>tiIie< 0< _ I numbe<, inlemet PfO\<><>:>I add ...... biometnc ide<>tiIie< ~e,g .. facial recogniti<>n ~"""". f~t. iris scan. \IOiee pmt), 
8<I"""t_ ",'''''''''tion. fV1ancial information. medical ",formation, cr'o:IW1al '" employment in!O<rnati<>n. 0< ",fo<mation crea!ed spe<:ificaly to identity 0< aUIMnticale 
an individual ~e,g .. a random lI&_aled number). Info<mation about an ind" idual rnay be considered PI! e.en aner 1M indio.tiduafs name ~as been ... """"ed 0< 

masked. 

Please provide a description of the PII ••• 

FAlCON·SA contain. Significant Incident Report; ~S IR.). Operation Predator Significant Incident AmoS! Report; (OPPRED), Signlfocanl Pro.pect"e Enforcftment 
Activity Report; (SPEARs), law EnforcemonlAgftl'lC)l Request !orAssistar'lCfl (l EARAlI). SPOT R~. ERO Intelligencft Report; (ERO LEADs), arid ERO Thinj 

AgftI'lC)l Visit Report; (ERO TAV. ) pulled ' rom SEN. ThfI puling OCCYrS at Iea.t """" e,,,ry 48 hourS. ThfIstI mcords contain PI! About individUAls """ are 
"",otv",. '" significant incidents at ICE, such as !hi! subjo!o<:ts of ICE "'rM ts. ftmploY""" who a ....... ufled during O\>ftration • . etc .. law Mforcftmflnl 0""",'" names 

and continue to question 2 . 

Is the requireme n t limited to for en s ic data capturing and processin g (e.g. , a DIE, applica t ion, or service that ~ 
collects or processes forens ic data)? 

NOTE: Foronoi< D. ta Capturing and Proc . .. ing, E.g. , g.a!hl!r • • idenctt from a particula r~ dlJ\lice, ca ptu ... !hI! data a.ailol>leon a de.ice. ootoin 
!orensic copies of 1M compuler nard drNe, duplicate nard drives. capture p/>olog.raph'" and .ideo data. aUlOfnated ... arctling and rtICOf<ting of potential e.idenooe. 
retain copies !or analysis. transfer copies into "", .. .. ""pO-Ig. ma"'to", copies u ...... r Witt control. autt>enticat .. !orensic data. perform CO<I1!>Uler !oronsics ~i , ... 
coIect. anatyze. and repo<t digital data), acquire reaHime !orons", e.idenooe. perform !oronsic ima.gr.g ~_sic biI-<>y-billsecto<-<>y' secto< duplication). captu ... ~e 

data !oronsic imaging . perform ""_ ' ", .. nsics ~ i ,e .. monitor and anatyze ne_ data 3oC1ivity), u ...... rta .... !orensic analys's. etc. 

Continue to question 3. 

Does the requirement include the vendor access to agency data, re cords, or sys tems that contain PII? ~ 
Enter a description of the PII records , or PII systems, to which the vendor will have access and why ••• 

[bl(7)(EI n 
and then conllnue to question 4 . 

4 Is the requireme n t for the purchase (or maintenance) of a de vice o r equ ipment (DIE) that s tores PII? ~ 
NOTE: ThfI PII . tored by !hi! DIE and the pro<:e •• ing of tile . tored PII ,...,01 be ".al.la!ed to delermine ~ a Privacy ... view'" be requ~ed Ans....,ring YES to lIIis 
question and COIl1!>Ieting 1M rerna",ing portions of lIIis cl>e<*1isI wiI in.ur .. 1IIat 1M appropriale e.al.lation is u ...... rta~en. Also • • !!lis acquiWoo irIcIIJdes any OIMr 
requirements indIJding as example 1M ... ",ice and/", rnainlenanQI of a DIE. IMn pI&a ... an ...... r YES to lIIis question ar><! proceed !O tile ""'" _ ti<>n. 

PLEASE SKIP TO QUESTION 8. 

2018-ICLI-00009 3159 

003159epic.org EPIC-17-08-14-ICE-FOIA-20180821-6thInterim-Production-pt5



, 
Does the requlremenl lnclude a DIE that will connecllo a non-U.S. 

I 

6 Will the device or equipment store unencrypted PII? 

I 

1 Will the device or equipment be returned to the vendor? 

I 

8 Is the requiremenllor any of the following special cases? 
al License Plate Reader Cameras or Services 

Government (USG) network or device? 

You are finished with this checklist . Review the Instruetions below for this procurement. 

Instruction based on answers provided 

1 ICE Privacy Review is NOT Required for this Procurement. 

2 Save this document as a PDF file , then apply manual or Adobe electronic signature. 

3 Inc lude the signed ICE Privacy Checklist in the acquisi tion package you submit to OAC. 

c=J 

I 

c=J 

I 

c=J 

I 

PrOQram 51 nature Space ,PO'O"",.,,,,-,,,,,, '""'"'""'"'C'''''~'''~''-___________ , 
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Reset Fotm 

Version 4.0 

Determination Template 

DETERMINA nON - ASSESSMENT OF CONTRACTOR SUPPORT SERVICES 
COM PONENT NAME: ICE 

I. Name of Program Office: Homeland Security Investigations Mission Support 

2 Product Servicc Codc & PSC Description: 0319 

3. Brief Description of Pro' ect: Operation and Maintenance Support 

4. Projcct Name: FALCON 

5. Contractffask O rder/IAA/Order Number: TBO 

6. Contracting Officc: Tech World Bldg, 801 1St. sw 

7. Peri od of Performance: June 14, 2013 to March 13, 2014 

8. Total Valuc (i.e. , base plus option ycars)~b)(7 )( E) I 
9. Estimated Annual Value: Kb)(7)( E) 

10. Advance Acqui sition Plan (AAP) Number: 201301723 

11. Acquisition Plan Number (acq uisitions> $ IOM): HSICE·13·26 

12. Cost Compari son Summary: (b)(7)(E) I ~stimated Government Cost to perfonn the work 
Estimated Contractor Cost to perform the work 

See Attachment E for full details, If Sufficient Internal Capacity ex ists, state "N/A" for Estimated Government Cost. 

13. Program Office Dctennination: 
On the basis of the find ings, I hereby deternline that: 
a. ( ...... ) Th is requirement does not incl ude inherently governmental functions. See Attachment A. 

b. ( ) Thi s requirement does not include functions that are closely associated with inherently governmental 
functions; or 

( ...... ) This requirement docs include functions that arc closcly associated with inhercntly governmental functions. 
Specia l consideration has been given to usi ng federal government employees. See block 14 & Attachment B. 

c. ( ...... ) This requirement does not incl ude unauthorized persona l services either in the way the work statement is 
written o r in the way the contract operates. See Attachme nt C; or 

( ) Th is requirement does include authorized personal services pursuant to 

d. ( ...... ) Thi s requirement does not include critical functions; or 
( ) This requirement docs include critica l functions. Sec block 14 and Attachmcnt D. 

Andrew J. Fox 05/15/2013 COR/Mgm1 & Program Analyst 
Na me of Requiring Official Signature of Req uirin g Official Date Title 

Reviewed by aGe (Print name) Date 
Lega l Comments: 

aGC Signal! 

14. 
Critical & Closely Associated with Inherently Governmental Functions: 
(V ) "'Sufficient number of positions filled by federal employees with appropriate training, experience, and expertise 
to maintain control over mission and operations and to oversee and manage contractors used to support the federal 
workforce . Ifnot, a mitigation stratcgy is attachcd. A numcrical value must be entered below including 0 (zero). 

~ Number of federal employees perfonning the function (# of FTEs) 

8 Number offederal employees providing oversight of the function (# ofFTEs) 

20 Number of contractors performing the function (# of Contractor Work-Year Equivalents - CWYE) 

Percentage of Federal Employees 10 Toral (Federal and COrl/melOr Employees) 

'"To deten11ine whelher there is a sufficient number of posilions filled by federal employees. sec comparison of minimum percentage needed and 
current percenlage at OOl1om of Al1achment D. Al1achment D must be completed first to sec the comparison/calculations. 
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Version 4.0 

ATTACHMENT A -INHERENTLY GOVERNMENTAL FUNCTIONS 

This Attachment must be prepared and included in the contract fi le fo r all service acqui stions pursuant to HSAM 3007.5. 

For reeompetes, if a prior assessment of contractor support services has been performed, requiring officia ls may submit the 

prior written determinati on (completed written determination template and attac hments) and/or BWS Sourcing Document to 
the Contracting Officer. The prior assessment must clearly document the analysis for inherent ly governmental func tions, 
closely assoc iated with inherently governmental functions, critical funtions, and unauthorized personal services. However, if 
the contract action is a re-compete and no prior assessment has been conducted, an assessment is required. 

The fo llowing functions consti tute inherently governmental functions and may not legally be contracted out. The list is not 
all inclusive; therefo re, fo r funct ions not listed, agency personnel should apply the "nature of the function" test and "exercise 
of di scretion" test. For detailed infonnation, see Federal Acquisition Regulation (FAR) Pan 7.5; Office of Federal 
Procurement Policy (OFPP) Poli cy Letter 11 -0 I, Performance of Inherently Governmental Functions dated 

September 12, 20 II ; Acquisition Alert 11-29; and, HSAM 3007.5 Inherently Governmental Functions. 

~TLY GOVERi\i"ENTAL FUNC1 tUNS Fl 
Answer "YES" or "NO" to the questions below based on the Statement of Work (SOW), 
Performance Work Statement (PWS), Statement of Objectives (SOO), Federal Position Description, 
or the way the contract is anticipated or has been !:' .... , ' VI " ' .... U previously. A "YES" response to a Yes No 

fir below indicates the function must be 1 I by Federal Does the function: 

I. Involve the direct conduct of criminal 0 I2<l 
2. 

Involve the control of prosecutions and performance of adjudicatory functions other than those D lEI to arbitration or other methods of alternative resolution? 

3. 
in volve the command of military forces, especially the leadership of military personnel who D I2<l are members of the combat , or combat service role? 

4. Combat D I2<l 
15. .. , I undel any of the' I set out . i'hls; not be 

interpreted to preclude contractors taking action in self-defense or defense of others against the 
imminent threat of death or serious inj ury. D I2<l 
(a) Security operations performed in di rect support of combat as part of a larger integrated 
armed fo rce. 

~b)d I rii ~PI h . . 'r, I In, . I" hi whele, In the I . I of;he . ~ 
e era o · ICta , t ere IS slgm lCant potentta or t e secunty operatIOns to evo ve mto com at. D I2<l Where the U.S. military is present, the j udgment of the military commander should be sought 

. . I fo(, ;to , ; Into · 

(c) ', ~]that ent~i~~h~;; i or i "S othoes I' P "] contractors, D I2<l civilians, or military I • that ha~e become in combat. 

6. In volve the conduct of foreign relations and the determination of foreign policy? D I2<l 
7. 

Involve the determination of age ncy poli cy, such as determining the content and application of D I2<l 
8. In volve the determination of budget policy, guidance, and strategy? % 9. ' the , of I program t-' I 01 bUdget 

10. 
In volve the selection or non-selection of ind ividuals fo r Federal Government employmenl, D I2<l 

I of individuals 

2 
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Ve rsion 4.0 

INH ERENTLV GOVERMENTAL FUNCTIONS FINDINGS 
Answcr "YES" or "NO" to the qucstions bclow bascd on thc Statemcnt of Work (SOW), 
Perfornlance Work Statement (PWS), Statement of Objectives (SOO), Federal Position Description, 
or the way the contract is anticipated or has been performed previously. A "YES" response to a Ves No 

I question bclow indicatcs thc func tion must be pcrformed by Fcdcral cmployecs. Docs the function: 

I\. Involve the direction and control of Federal employees? D 181 
12. Involve the dircction and control of intel ligence and countcr-intelligcncc opcrations? D 181 
13. 

Involve the approval of position descriptions and performance standards fo r Federa l D 181 employees? 
14. In volve the determination of what Government property is to be disposed of and on what terms 

(although an agency may give contractors authority to dispose of property at prices within D 181 specified ranges and subject to other reasonab lc conditions deemed appropriate by the 
agency)? 

15. In Federal procurement activities with respect to prime contracts: 
(a) detennining what supplies or services are to be acquired by the government (although an D 181 agency may give contractors authority to acquire supplies at pri ces with in specified ranges and 
subiect to othcr rcasonablc conditions decmed appropriate by thc agency); 

(b) participating as a voting member on any source selection boards; D 181 
(c) approving of any contractual documents, incl uding documents defining requirements, D 181 incentive plans, and evaluation criteria; 

(d) dctermining that priccs are fair and reasonablc; D 181 
(e) awarding contracts; D 181 
(0 administering contracts (i ncluding ordering changes in contract performance or contract 
quantities, making fina l detenninations about a contractor's perfornlance, incl uding approving D 181 award fee determinations or past performance evaluations and taking action based on those 
evaluations, and accepting or rejecting contractor products or services); 

(g) terminating contracts; D 181 
(h) determining whether contract costs are reasonable, allocable, and allowable; D 181 
(i) partic ipating as a voting member on performance evaluation boards. D 181 

16. The selection of grant and cooperative agreement recipients including: D 181 (a) approval of agreement activitics, 

(b) negotiating scope of work to be conducted under grants/cooperative agreements, D 181 
(c) approval of modifications to grant/cooperati ve agreement budgets & activi ties, and D 181 
(d) performance mon itoring. D 181 

17. The approval of agency responses to Freedom of Infornlation Act req uests (other than routine 
responses that, because of statute, regulation, or agency policy, do not require the exerc ise of 
judgment in detcrmining whethcr documents arc to be rcleased or withhcld), and the approva l D 181 
of agency responses to the admini strative appeals of denials of Freedom of Infonnation Act 
requests. 

18. Thc conduct of administrativc hcarings to detcrmine thc e ligibility of any person for a sccurity 
clearance, or involving actions that affect matters of personal reputation or el igibility to D 181 
participate in government programs. 

19. The approval of Federal licensing actions and inspections. D 181 

3 
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Ve rsion 4.0 

INH ER ENTLV GOVERMENTAL FUNCTIONS FINDI NGS 
Answcr "YES" or "NO" to the qucstions bclow bascd on thc Statemcnt of Work (SOW), 
Perfornlance Work Statement (PWS), Statement of Objectives (SOO), Federal Position Description, 
or the way the contract is anticipated or has been perfonned previously. A "YES" response to a Ves 

I question bclow indicatcs thc func tion must be pcrformed by Fcdcral cmployecs. Docs the function: 

20. The collection, contro l, and di sbursement of fees, royalties, duties, fines, taxes and other public 
funds, unless authorized by statute, such as title 3 1 U.S.c. 952 (relating to private collection 
contractors) and title 31 U.S.c. 37 18 (relating to private attorney collection services). This 
does NOT include: 

(aJ collcction of fees, fines, penalties, costs or othcr charges from visitors to or 
patrons of mess halls, post or base exchange concessions, national parks, and IDI 
si milar entities or activities, or from other persons, where the amount to be 
collcctcd is prcdctermined or can bc rcadil y calculatcd and the funds collectcd can 
be readi ly controlled using standard cash management techniques, and 

Idl (b) routine voucher and in voice examination. 

21. The control of the Treasury accounts. !dJ 
22. The admini stration of public tmsts. D 
23 . Thc drafting of officia l agcncy proposals for legislation, Congrcssional tcstimony, responses to 

Congressional correspondence, or responses to aud it reports from an inspector general, the Dl 
Government Accountability Office, or other Federal audit entity. 

24 . Representation of the government before administrat ive and judicial tribunals, unless a statute ID expressly authori zes the use of attorneys whose services are procured through contract. 

Use the space below to identi fy any additional Inherently Governmental functions when applying the 
"Exerc ise of Discretion Test" and/or "Nature of the Funct ion Test" to functions described in the 

No 

§] 

~ 

0 
~ 

18 

~ 

SOW /PWS/SOO. If no add itional Inherently Governmental functions found, please state that the Exercise 
of Discret ion Test and the Nature of the Function Test have been applied and no Inherently Governmental 
functions are included in this acq ui sition for services. 

N/A 

4 

2018-ICLI -00009 3164 

003164epic.org EPIC-17-08-14-ICE-FOIA-20180821-6thInterim-Production-pt5



Version 4.0 

ATTACHMENT B - C LOSELY ASSOCIATED WITH INHERENTLY * 2 9( 510 ( 1 7$/ ~81 &7,216 

Services in support of inherently governmental functions are considered closely associated with inherently governmental 
functions. Section 736 requires that special consideration be given to using Federal employees to perfornl work considered 
closely associated with inherently governmental functions. If the agency detennines that contractor perfonnance of a function 
closely associated with an inherently governmental function is appropriate, the agency must address specific safeguards and 
monitoring systems (i .e., mitigation strategy) in place to ensure that work being perfonned by contractors wi ll not change or 
expand during perfonnance to become an inherently governmental function. 

Answer "YES" or "NO" to any functions below that apply based on the tasks described in the SOW/PWS/SOO. Consideration 
SOW/PWS/SOO. Consideration must also be given to the way/manner in which the contract is perfonned or will be performed. 
A "YES" response indicates that special consideration must be given to perfonnance by Federal employees. Services in support 
of inherently governmental functions include, but are not limited to; 

CLOSELY ASSOCIATED WITH INH ERENTLY GOVERNMENTAL FUNCTIONS Ves No 

1. (a) pcrforming budgct preparation activities, such as workload model ing, fact finding, efficiency D IBI studies, and should-cost analyses. 

(b) undertaking activities to support agency planning and rcorganization D IBI 
(e) providing support for developing polic ies, including drafting documents, and conducting D IBI analyses, feasibility studies, and strategy options . 
(d) providing services to support the development of regulations and legislative proposa ls pursuant to D IBI specific policy direction . 
(e) supporting acquisition, ineluding in the areas of: 

i) acquisition plann ing, such as by - D IBI 
I) conducting market research, 
II) developing inputs for government cost estimates, D IBI 
II I) drafting statements of work & other pre-award documents; D IBI 

ii) source selection , such as by - D IBI I) preparing a technical evaluation and associated documentation; 
II) partic ipating as a technical advisor to a source selection board or as a nonvoting D IBI member of a source selection evaluation board; and 
III) drafting the price negotiations memorandum; and D I8J 

iii) contract management, such as by 
I) assisting in the evaluation ofa contractor's perfornlance (e.g., by collecting D I8J information perfonning an analysis, or making a recommendation for a proposed 
perfonnance rating), and 
II) providing support for assessing contract claims and preparing termination D I8J sett lement documents. 

(f) Preparation of responses to Freedom of Information Act requests. D IBI 
Work in a situation that pennits or might pcnni t access to confidential business infonnation or other 

2. sensitive in formation (other than situations covered by the National Industrial Security Program I8J D 
described in FAR 4.402(b)). 

3. 
Dissemination of information regarding agency policies or regulations, such as conducting D IBI community relations campaigns, or conducting agency training courses. 

5 
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Version 4.0 

CLOSELV ASSOCIATED WITH INHERENT LV GOVERNMENTAL FUNCTIONS Ves No 

4. 
Participation in a situation where it might be assumed that participants are agency employees or D Il1l representatives, such as attending conferences on beha lf of an agency. 

5. Service as arbitrators or provision of alternati ve dispute resolution (A DR) services. D Il1l 
6. 

Construction of bu ildings or structures intended to be secure from electronic eavesdropping or other D Il1l penetration by foreign gove rnments. 

7. Provision of inspection services. D Il1l 
8. Provision of legal advice & interpretat ions of regulations and statutes to government officials . D Il1l 
9. 

Provision of non-law-enforcement security activities that do not directly in volve criminal D Il1l investi gations, such as prisoner detention or transport and non-military national security details. 

Use the space below to address any Component-identified functions considered closely associated with 
inherentl y governmental functions. If no additional closely associated with inherentl y governmenta l func tions 
are found , please state that the SOW/PWS/SOO has been rev iewed and no additional closely assoc iated w ith 
inherentl y governmental functions are included in thi s acqui sition for services . 

The FALCON system ingests or accesses bodies of data from law enforcement-sensitive databases; thus, the contractors 
who maintain the system and ingest data into it have access to law enforcement-sensiti ve data. 

If yes is indicated for any of the items on the above checkli st of closely associated with inherentl y governmental 
functions and/or additional tasks in the SOW /PWS/SOO are considered closely associated with inherentl y 
governmental, use the space below to document any mitigation strateg ies to ensure special management 
attenti on and enhanced oversight of closely associated with inherentl y governmental functions occurs 
throughout the li fe of thi s acqui sition. 

Contractors who till out ICE Non-Disc losure Agreements and who are authori zed to access in forma tion at the Tier I level 
are permitted to access data which is law enforcement sensi ti ve. No secret or top secret info rmation is contained within 
the records ingested by or accessed by the FALCON system; however, the FALCON system does ingest or access data 
having law enforcement sensitivity from such source systems as TECS, SEACATS, SENS, TLS, pe TS, and EID. The 
provision of Non-Disclosure Agreements and appropriate security clearances assures that law enforcement sensitive data 
will not be compromised by contractors. All contractors must comply with taking ICE Virtual University courses 
regarding securi ty of Personally Identi fiable Info rmation (PIT), data security, and ethics. 
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Version 4.0 

ATTACHMENT C - PERSONAL SERVICES 

Pursuant to FAR Part 37.104, a personal services contract is characterized by "the employer-employee relationship it creates 
between the Government and the contractor's personnel. The Government is nonnally required to obtain its employees by 
direct hire under competitive appointment or other procedures required by the Civi l Service laws. Obtaining personal services 
by contract rather than by direct hire under competitive appointment, ci rcumve nts those laws unless ITongress has spec ifically 
authorized acquisition of those services." The following elements are only a guide to assess whether a proposed service 
contract is personal in nature. The presence of one or more elements does NOT necessarily make the service contract 
unauthorized personal services. However, it does mean that care must be taken to avoid creating an employer-employee 
relationship. 

3 5621$/ B 59 &(6~.1' 1 * 6 Yes No 

I. 
The contractor personnel are subject to relatively continuous supervision and 0 ~ control of a Governmental officer or employee. 

2. Contractor is perfonning on Government site & using Government equipment. iEl D 
3. Need for the service reasonably can be expected to last beyond I year. 181 0 

4. 
Services are applied directly to the integral effort of agencies or an D I!8J organizational subpart in furtherance of assigned function or mission. 

5. 
Comparable services meeting comparable needs are perfonned in the same or !d I!8l similar agencies using civil service personnel. 

6. The inherent nature of the service, or the manner in which it is provided, 
reasonably requires directly or indirectly, Government direction or 
supervision of contractor employees in order to: D ~ 

(a) Adequately protect the Government's interest; 

(b) Retain control of the function involved; or ICl Ii1J 
(c) Retain full personal responsibility for the function supported in a duly 

D Ii1J authori zed Federal officer or empl oyee. 

7. Does the contract require the services of individual experts or consulta nts, 
which is limited by the Classification Act? D lEI (a) If so, has the Program Office reviewed the Office of Personal 

Management (O PM) requirements been reviewed? 

(b) And, has the Component coordinated the request with DHS !·Iuman 
!d I!El Capital/Human Resources office? 

If personal services are a uthori zed, cite the statutory authority: 

N/A 

Below, provide any mitigation strategies to ensure the work does not evolve into unauthori zed personal 
services. 

N/A 
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Version 4.0 
ATTACHMENT D - C RITICAL FUNCTIONS & SUFFIC IENT INT ERN AL CAPAC lTV 

Pursuant to section 743 of Division C, of the FY 2010 Consolidated Appropriations Act, Public Law 111-117, agencies must 
identi fy their "critical functions" in order to ensure they have sufficient internal capability to maintain control over their 
mission and operations . Components must ensure that an adequate number of positions are filled by federal employees with 
the appropriate training, experience, and expertise to understand the agency's requirements, formula te alternatives, manage 
work products, and monitor any contractors used to support the fede ral workforce . Answer "YES" or "NO" to the fi rst 3 
questions; rate on a scale of 1-10 questions 4- 11; and follow the instructions in blocks 12-14 to estimate the percentage of 
federa l employees needed to perfoml critica l functions. Services listed on the Exemption List are not critical functions and 
do not requi re this analysis (Attachment D - Critical Functions and Suffic ient Internal Capac ity). 

CRITICA L FUNCTIONS CONSIDERATIONS Ves No 

Is the function on the Mission Essential Function (MEF) list or Continuity of Operations (COOP) 
I. li st? Note: If YES, your criticality score is one of the fo llowing two - whichever is greatest 7.5 or ID ~ 

Criticalitv Score shown in block 12 below. 

2. 
Does the program office currently lack a sufficient number of COTRs to manage its IJ 10 contractors? 

3 
Does the program office plan to hire additional Federal employees to provide contract oversight in [l] ~ support of this function in the future? 

Ra te the questions 4 t hrough J I , using a sca le from I to 10. Ra ting 

4 
To what degree does accomplishing the function have a direct impact on your Component's 7.00 critical mission(s)? {l = "low impact" and 10 = "hif!,h impact,,! 

5. How complex is the function? [l "low complexity" alld 10 "high complexity "} 8.00 

6. 
To what extent arc persons with the skill set to accompl ish this function avai lable in the 
marketplace? [1 = "widely available" alld 10 = "scarcefJ!. available'] 6.00 
If contractors were unavai lable, to what ex tent would the Component have the in-house technical 

7. skills and expertise needed to successfully accomplish this function? [I = "expertise is abundanr" 9.00 
alld 10 = "expertise is very limited or abseil!"! 

8. 
How much oversight is necessary to ensure successful perfonnance of the funct ion or 

5.00 req uireme nt? fJ = "little oversif!,ht" and 10 = "continuolls and substantive oversif{ht"l 

9. 
To what extent is the acquisition workforce available to oversee the func tion? [1 "highly 3.00 
capable and well staffed" alld 10 = lackillf{ capability and staff,! 

10. If all contractors defaulted, how difficult would it be to accomplish the function with the existi ng 
Federal staff for 30 days? [/ = "no difficulty" and 10 = high difficult"} 

7.00 

II. 
What is the ri sk that the function will evolve into restricted work (i.e. , "scope creep")? 

2.00 [1 = "low risk alld 10 = "high risk"! 

12. &riticality 5Core. This field auto calc ul ates by averaging your ratings from blocks 4 through 11 . 5.88 
13. !i1Gjusted &Uticality. This fie ld converts your criticali ty score in block 12 into a percentage. 58.75% 
14. Sufficient Internal Capacity: Minimum Percentage of Federal Employees Needed. Based on the 
Criticality Score from block 12, this field selects the appropri ate Variance Percentage from the chart belo\\-
and subtracts it from the Adj usted Criticality to get the recommended minimum percentage of Federal 
employees needed to perfonn the function . Thi s percentage must be compared to the percentage of existing 43.75% 
Federal employees either performing the function and/or perfonning oversight of the function to determine 
the appropriate balance of Federal employees to contractors. Sec block 14, page I summary. 

Vari ance Percentage 1.0 .2.4 2.5 4.9 5.0 7.4 7.5 10 
C ritica lity Score N/A -20% - 15% - 10% -

Minimum Percentage of Feds 

8 Current Percentage of Feds 
, ...... _----. 
Diffe rence (Current - Minimum) 

1 43.75% II 
1 28.57% I 
1 -15.18% 1 
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Sufficient Internal Capability Continued - Address Training/Experience and Oversight Requirements: 

15. Does thi s service requirement have an adequate number or percentage of Federal employees with 
the appropriate training, experience, and expertise to understand the agency's requirements, formulate Yes No 

alternatives, take other appropriate actions to properl y manage and be accountable for the work D lxl 
product, and continue critical operations with in-house resources, another contractor, or a combination 
of the two in the event of contractor default? Explain: 

ICE does not employee individuals possessing the technical expertise necessary to update and maintain 
Palantir's Gotham sohware product, the foundation of the FALCON system. Palantir Technologies has 
not authorized any third-party vendors to provide operations and maintenance support services for their 
Palantir Gotham software product. Software updates to the Gotham product can only be provided by 
Palantir Technologies. Some of the less technically sophisticated O&M support services, such as Tier 1 
Help Desk support, can be provided either by a third-party commercial vendor or by in-house ICE 
resources (currently, Tier 1 Help Desk support is bundled within Palantir Technology's annual O&M 
service agreements, provided in provision with Tier 2 and Tier 3 Help Desk support and sohware 
patches and updates). 

Mitigation Strategies for Critical Functions - Use the space below to provide any mitigation strategies to ensure the 
agency has control over its mission and operations. If the Sufficient Internal Capacity test reveals a workforce 
imbalance and the need to hire additional Federal employees with the appropriate training, etc., but e ither 
budgetary constraints or FfE constraints ex ist, provide a brief statement regarding the constraints and then address 
mitigation strategies. 

Budgetary constraints and FTE restrictions prevent ICE HSI from hiring additional full-time federal 
employees to support the FALCON system. Also, due to the nature of Palantir Gotham as a proprietary 
sohware product, only Palantir Technologies can provide software patches and updates to Gotham, and 
their software engineers are the most knowledgeable and effective at customizing the Gotham software 
to meet ICE HSI's unique needs. The primary mitigation strategy is to secure long-term stable pricing 
and service availability from Palantir Technologies through a contract having a nine-month base period 
of performance and four option years. A long-term mitigation strategy would need to involve ICE or, 
ideally, the larger DHS enterprise moving towards an open, shared-source, non-proprietary data 
analysis and intelligence linking automated information system. However, the development of such a 
department-wide standard is above the authority of the owners of the FALCON system. 
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ATTACHMENT E - COST COMPARISON AND ESTIMATE WORKSHEET 

Attachment E is on ly required when perfomlance of the function by either Federal employees and contractors is 
appropriate and Federal employees are being considered to perform the work (proposed insourcing of the contract 
work). OFPP Policy Letter 11-01 states "if an agency has sufficient internal capability to control its miss ion and 
operations, the extent to wh ich add itional work is perfonned by Federa l employees should be based on cost 
cons iderations. " 

While minimizing ri sk and ensuring mission delivery are the Department's paramount considerations, cost is an 

important element of any analys is that invo lves work that can be provided by either the public or private sector. 

Cons istent with the OFPP Policy Letter 11-01 and BWS Guidance, you are required to perfonn a Comparison Cost 
Analysis to determine which work sector is more cost effective. This analysis requires you to make two determinations: 
separately calculating the cost of Federal employee and cost of contractor performance and then comparing the two. 

Federal Workforce 
To ensure a like comparison, when calcul ating the cost of the Federal workforce, you are required to use the DHS 
Modular Cost Spreadsheet , a Department-wide budget tool for estimating the direct and attributable costs of hiring 
and performance by Federal employees. Leveraging thi s budget tool , managers will be able to use the DHS Cost 
Modular Cost Standards as the basis for any basic cost analysis completed as part of the BWS. 

The DH S Modular Cost Standards reflect all of the costs of performing the work in house. They were developed to 
enab le program managers to calcul ate the true cost ofa new Federal position. These standards can be used to identify 
salaries and expenses as well as one-time and recurring costs associated establi shing new positions. 

The spreadsheet is located on the DHS Office of the Chief Human Capital Officer BWS Program Office website at: 

http: // dhsconnect. dh s. gov I org! com p/mgmtl dhshrl m gr/Pages/B WF .asp x 

C li ck on the link ca lled "FY 2012 DHS Modular Cost Spreadsheet" under Other Links, OCFO. 

Contractor Workforce 
Contractor performance should be measured using contract values, contract rates, contractor proposals, 
hi storical pricing, independent government cost estimates (IGCE), and other availab le information related to the 
contract being rev iewed. When anal yzing an existing contract, cost estimates may be calculated using existing 
contract prices. To determine the costs associated with contractor performance where a contract is not currently 
in place, comparisons to other contracts that are of a similar size and scope may be used to adequately estimate 
the cost of performance. Market research information may also be used, including GSA Federal Supply 
Schedules. For lndefinite Delivery Indefinite Quanitity contracts , use the IGCE to estimate the annual 
number of labor hours based on the maximum contract value or ceiling price. Divide the annual number of labor 
hours by 1,920 to get an estimate on the number of contract employees needed to perform the work. 

Furthermore, in order to ensure a like comparison when calcu lat ing the cost of contractor performance, you are 
required to add to the ex isting contract price those costs li sted above in the calculation of Federal Performance. 
This includes and is not limited to estimates of all ind irect costs (i. e. , the costs of Federal contract oversight, 
potential contract tennination and other procurement costs). 

You must also ensure that estimates of all ind irect costs are included in your analysis. This includes but is not 
limited to: the costs of Federal contract oversight, potential termination, and other procurement costs. 
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You may use this space to provide any additional information. 

II 
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