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Abstract

U.S. Immigration and Customs Enforcement (ICE), a component agency within the Department
of Homeland Security (DHS), is establishing a consolidated information management system called
FALCON Search & Analysis System (hereafter, FALCON-SA). This system enables ICE law
enforcement and homeland security personnel to search, analyze and visualize volumes of existing
information in support of ICE’s mission to enforce and investigate violations of U.S. criminal and
administrative laws. ICE agents, criminal research specialists, and intelligence analysts use FALCON-SA
to conduct research that support the production of law enforcement intelligence products, provide lead
information for investigative inquiry and follow-up, assist in the conduct of ICE criminal and
administrative investigations, assist in the disruption of terrorist or other criminal activity, and discover
previously unknown connections among existing ICE investigations. ICE’s use of the system is always
predicated on homeland security, law enforcement, and intelligence activities. FALCON-SA is an
internal system used only by ICE.

In order to mitigate privacy and security risks associated with the deployment of FALCON-SA,
ICE has built technical safeguards into the system and developed a governance process that includes the
operational components of ICE Homeland Security Investigations, the oversight functions of the ICE
Privacy Office, Office Principal Legal Advisor, and Office of the Chief Information Officer.

This Privacy Impact Assessment (PIA) is necessary because FALCON-SA accesses and stores
personally identifiable information (PII) retrieved from DHS, other government agencies, and
commercially available databases. It is also necessary to provide public notice of the existence of
FALCON-SA and to publicly document the privacy protections that are in place for the system.

Overview

ICE developed FALCON-SA to enhance ICE’s ability to identify, apprehend, and prosecute
individuals who violate criminal and administrative laws enforced by ICE.'! FALCON-SA augments
ICE’s ability to review and develop information about persons, organizations, events, and locations by
ingesting and creating an index of the data from other existing operational government data systems and
providing ICE agents, criminal research specialists, and intelligence analysts with different tools that
visualize the data to help identify relationships. FALCON-SA supports the investigative work of ICE
Homeland Security Investigations (HSI) agents and criminal research specialists by allowing them to
search, review, upload, and analyze data pertinent to an investigative lead or an ongoing case. Examples
of the outcomes of an HSI agent’s work in FALCON-SA may be to find or validate a new investigative
lead, to identify a connection between two previously unconnected ICE investigations, or to create a chart
that visualizes the connections and relationships among various persons and enterprises in a complex
criminal case. FALCON-SA also allows ICE intelligence analysts to conduct analysis in support of ICE’s
mission. FALCON-SA is a tool that allows users to search and analyze the ingested data and to identify
connections. ICE analysts use the results of their analysis in FALCON-SA to generate tactical,

' FALCON-SA is ultimately intended to replace ICE’s Law Enforcement Intelligence Fusion System (IFS). PIA:
DHS/ICE/PIA-007 (Nov. 17, 2008).
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operational, and strategic law enforcement intelligence products (hereinafter referred to as “finished
intelligence products™). Occasionally the visualizations will be exported from FALCON-SA to a finished
intelligence product, but only with supervisory approval. Finished intelligence products better inform the
consumers of these products, which include DHS and ICE leadership, agents, officers, and employees,
about the overall impact of ICE law enforcement operations, criminal trends and tactics, emerging threats,
resource needs, and strategic goals and objectives.

FALCON-SA assists the human evaluation and decision-making process and helps reduce human
error and analytic uncertainty by presenting information already available to the user in a common sense
fashion. The data that the system contains is obtained from various DHS databases, as well as other
sources that are appropriate and lawful sources of information for HSI's investigative and law
enforcement mission. The Appendix to this PIA describes the data that is available in FALCON-SA, the
specific sources, and how it is ingested and updated. FALCON-SA is being designed and developed in an
iterative, incremental fashion. As the system evolves to include new classes of data and new
functionality, this PIA and its Appendix will be updated.

Svstem Functions, Data, and Structure

FALCON-SA aggregates data from various sources and allows users to visualize and share the
data in analytically useful ways. For example, the system can organize information temporally or
geographically or it can present a chart showing relational links between individuals and/or organizations
whose data is stored in the system. These visualizations reflect the content of the underlying source data
and allow the user to identify links or connections that may have been previously unknown or to quickly
search data that previously was difficult to access because, for example, in the source system it was in a
free form text field but in FALCON-SA it is in a searchable index. The visualizations are only
maintained so long as the data in the ingested source system remains. If the source system deletes a
record, the record will no longer be available to the user for a particular visualization. Users can also
share the analytical data and results with limited numbers of other users, or with the FALCON-SA
community as a whole.

Every FALCON-SA user has private “space” within the system where they conduct their
analysis. This space is called a virtual domain, and essentially consists of a home page for the user where
they create a project in support of an investigation or other assignment. Users are likely to have multiple
projects open at the same time to support the various assignments and cases they are working. Users must
name the project and, by policy, users are required to use the relevant ICE case number if one has been
assigned. After creating the project, the user may perform the following actions:

e Upload records or input data relevant to the project (referred to as ad hoc data);

e Create, conduct, and save searches of any records/data stored in the project and other data
published in FALCON-SA to which the user has access privileges;

e Conduct analysis of the data using the visualization tools in FALCON-SA;

e Save visualizations created using the system tools;
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e Grant other users rights to view the project, including the uploaded records/data, saved
searches, and visualizations;

e Publish the uploaded records/data or visualizations to other users in FALCON-SA; and
e Extract visualizations into another program, such as Microsoft PowerPoint.

As described in more detail below, the system or ICE policy may require users to obtain supervisory
review and/or approval for some or all of these actions.

System Data

Through its source systems, FALCON-SA contains information on individuals who have had
previous encounters with DHS of a law enforcement nature, such as during a DHS investigation or during
the inspection process at a port of entry. As FALCON-SA evolves, the population of individuals on
whom data is maintained will change and this PIA will be updated accordingly. The addition of future
datasets and populations of individuals is overseen by an internal ICE governance process (described in
more detail below), which will consider the legal and privacy issues raised by the inclusion of other
populations into this system given its purpose and ICE’s legal authorities. The specific PII elements in
FALCON-SA concerning any particular individual vary depending on the source records about the
individual that have been ingested. Generally, FALCON-SA records (whether from routine or ad hoc
sources, or both) may include some or all of the following types of PII: identifying and biographic data,
citizenship and immigration data, customs import-export history, criminal history, contact information,
criminal associations, family relationships, employment, military service, education and other background
information. This PII is necessary to accomplish the primary purpose of the system, which is to search,
analyze, and visualize volumes of existing information in support of ICE’s mission to enforce and
investigate violations of U.S. criminal and administrative laws. The system’s tools use the PII to conduct
the analysis and visualize for the system user how individuals, events, or entities might be connected.

FALCON-SA contains a database consisting of data ingested on a routine or ad hoc basis from
other existing sources, and an index created from that data. The system routinely ingests data from other
ICE, DHS, or government data systems whose data is owned by ICE or has been identified by ICE as
relevant and necessary to the ICE mission. FALCON-SA also permits users to upload data on an ad hoc
basis in accordance with ICE policy. Users are authorized to upload records and information which are
pertinent to the particular project in FALCON-SA they are working in, e.g., an investigation or an
analysis project. Users are not permitted to upload extraneous materials or records that are not related to
their official duties and assignments. Supervisory oversight of the ad hoc upload process helps to ensure
users do not upload inappropriate or non-pertinent material. These routine and ad hoc ingests are further
described in the Appendix to this PIA.

The FALCON-SA index is a numerical and alphabetical list of every word or string of
numbers/characters in the FALCON-SA database with a reference to the electronic location where the
corresponding source record in FALCON-SA is stored. FALCON-SA uses the index to conduct efficient
searches, and identify relationships and links between records and data, and to generate visualizations of
the data for analytical purposes.
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FALCON-SA also captures metadata (i.e., data about data) for the data that is routinely ingested
by it. Users are required to create metadata on data ingested into the database on an ad hoc basis.
Metadata is used by the system to apply access and other system rules to records and data. Metadata is
also used by the FALCON-SA users to assess the quality of the data they are viewing by providing the
user more context about when the information was included in the system and the source of the
information.

Visualizations are created and used to illustrate how individuals, entities, groups, incidents or
activities relevant to the investigation or analysis are connected. In circumstances defined by ICE policy,
FALCON-SA users may extract the visualizations from FALCON-SA and place them in another
application, such as PowerPoint, for authorized use outside the system. Visualizations may need to be
extracted during the course of an investigation or project for various purposes, such as to attach to reports
or presentations, and for case management to include in case files, but can only be done with supervisory
approval. When a visualization is extracted, the underlying source records are not extracted. Users may
also create and save complex search queries within the FALCON-SA system. This prevents the user from
having to re-enter search queries each time they logon to FALCON-SA. This is particularly useful for
longer-term analytical projects and investigations, when the results of the query are expected to be
valuable for ongoing analysis or incorporation into visualizations.

Sharing of Data and Visualizations Within the System

FALCON-SA facilitates the sharing of data and visualizations with other users to help improve
and expedite the analytical and investigative process. A key system function that facilitates sharing is the
ability of users to upload data and records on an ad hoc basis. This allows users to identify relevant
material to an investigation or analysis and, with supervisory approval, include it in a project within their
virtual domain. Ad hoc data is input into FALCON-SA in two ways: by a user’s upload of an electronic
copy of a record, or by a user’s manual entry of a particular piece of data, such as a date of birth or known
alias for an individual. Because of the broad-ranging nature of law enforcement investigations and law
enforcement intelligence work, it is not possible or advisable for every potentially useful data source to be
ingested into FALCON-SA to support ICE’s work. By allowing user-driven ad hoc uploads of data, with
appropriate oversight and controls, the efficiency of investigations and analyses is greatly improved and
collection of PII is minimized.

For example, during the course of a criminal investigation, HSI agents may obtain records and
information from various outside sources during interviews and searches, or in response to subpoenas.
Information that is pertinent to the investigation is appropriate to be uploaded into the corresponding
project for that case in FALCON-SA.? Including this data in FALCON-SA will allow the agents to easily
access, analyze, and share the data with each other, other members of their unit, and their supervisor(s).
When data is uploaded into the FALCON-SA system by an HSI agent, the user is required to assign the
appropriate case number to that data, thereby connecting it in the system to his/her investigation. A
supervisor must always approve the upload of ad hoc data into FALCON-SA, to ensure the data is
permitted by policy and otherwise appropriate to include in the system.

2 Uploading a copy of these records and information into FALCON-SA does not negate the requirement that the
agents include the information in other appropriate ICE recordkeeping systems, such as the official case file.
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Visualizations created in or ad hoc data that is uploaded to a project in a user’s virtual domain
may be shared with other FALCON-SA users in two ways. First, the project owner may grant any other
user privileges to view the data/visualization in the project. Those privileges are limited to view-only and
do not permit other users to search, modify, or analyze that data using the FALCON-SA visualization
tools. Second, the user may elect to publish the data to the system. The user can publish the data to one,
several, or all FALCON-SA users. Once published, any users that have privileges to the data can search,
modify, or analyze the data in FALCON-SA. Publication of any data or visualizations must be approved
by a supervisor in advance.

System Users

FALCON-SA will be used by ICE HSI agents, criminal research specialists, and analysts in HSI
headquarters and field offices, as well as HSI offices in U.S. embassies and consulates abroad. Other
government agency personnel assigned to ICE HSI or to an ICE-led task force may also be granted
access, as well as HSI contractors with a documented need to know. ICE grants access only to those who
require access to the functionality and data in FALCON-SA in the performance of their official duties.

Based on their supervisory or non-supervisory status, individuals will be assigned one of two
basic user roles: General User and Supervisor. General Users have the ability to search, review, upload,
and analyze data; create and store searches and visualizations; and grant other users access privileges to
data they upload and searches/visualizations they create. Supervisors have all privileges of a General
User, plus additional privileges related to overseeing the use of the system by General Users to ensure
compliance with relevant laws and policies, and this PIA. Supervisors will, for example, have privileges
to view the system audit trails for General Users, to review and approve uploads of ad hoc data, to access
the virtual domains and projects of their staff, and to approve publication of any data, searches, or
visualizations to the system.

User privileges are customized beyond the user role initially assigned at account creation. For
example, as a member of an investigative task force an ICE agent may be given privileges to access
uploaded records seized during a search conducted by the task force. Because of investigative
sensitivities related to the ongoing case, the task force does not make these records widely available to
other FALCON-SA users. Privileges to access these types of records would be assigned on a user-by-
user basis by the uploading user or a supervisor. A user can also control the ability of other users to
access projects and materials (data/visualizations) within projects in the user’s virtual domain.

Governance, Auditing, and Other Privacy Controls

To ensure the system is maintained and used consistent with the authorities of the Department,
ICE HSI created a governance process to monitor the ongoing operations of FALCON-SA, to decide
requests to add new data sources to the system, and to establish policies and procedures that govern
system operation and user behavior. The governance process is staffed by HSI leadership and senior
managers, and advisory services are provided by the Office of Principal Legal Advisor, the ICE Privacy
Office, and the ICE Office of Chief Information Officer. This governance process helps ensure that new
data sources are appropriately vetted for legal and privacy risks, as well as compliance with the DHS Fair
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Information Practice Principles. In addition, the routine ingestion of data from any new data source will
require an update to the Appendix of this PIA and approval from the DHS Chief Privacy Officer. For ad
hoc data uploads, the existence of supervisory oversight and review helps to ensure that new data will
conform to ICE policy requirements that define what information is appropriate to include the system.

To address the risk that FALCON-SA users will have access to data unrelated to their official
duties, ICE policy requires that FALCON-SA data-access restrictions be based on need to know and job
responsibilities. FALCON-SA’s underlying technology supports this requirement by providing the
system owner and individual users with the ability to finely tune access to information on a data-point-by-
data-point basis (i.e., at the sub-record level). For data routinely ingested into FALCON-SA from another
source, the system permits access based on the users’ original access privileges in the source system.’
This prevents users from accessing data in FALCON-SA that they cannot access in the source system.
For ad hoc uploads of data, the uploading user must affirmatively grant access to others either by granting
view-only access to the data stored in the user’s project, or by publishing the data. Adjustments to access
permissions are reflected throughout the enterprise in a matter of minutes, and when permission to access
data is withdrawn any user actively working with that data is logged out of the system. Additionally, the
system is aware if any part of a shared or published search query or visualization contains information
that a user is not authorized to access, and blocks that user’s access to the entire search or visualization.

To mitigate the risk of authorized users conducting searches for inappropriate purposes,
FALCON-SA implements extensive auditing of user actions in the system. User actions are recorded and
stored in audit logs accessible only to supervisors and ICE IT security personnel, which are searched and
analyzed to ensure proper usage of the system. Audit data is also available to ICE Office of Professional
Responsibility (OPR) investigators if there is an investigation into possible wrongdoing by a FALCON-
SA user.

To combat the risk of authorized users uploading data the system is not authorized to hold, ICE
policy requires that users grant their supervisors access privileges to all projects and data in their
FALCON-SA virtual domains. This permits supervisors to view how their staff members are using the
system, including the specific data they are importing and working with and the types of investigations
and/or analyses they are conducting. When ad hoc data is imported into FALCON-SA, supervisors are
responsible for identifying and deleting any data imported in contravention of ICE policy. Users are also
required to enter information describing the data being uploaded, such as source name/category and date
retrieved, which helps the supervisor evaluate whether the upload complies with ICE policy and helps
other users better understand and evaluate the data. Finally, FALCON-SA audits all ad hoc uploads by
recording user name and date/time of upload.

The publication of visualizations and ad hoc data to the system is also controlled by supervisors
to ensure an appropriate level of dissemination, and all publication activities are fully audited by the
system. If the user leaves the unit or HSI, the supervisor will control access privileges to the user’s
visualizations. Users must also receive supervisory approval prior to extracting visualizations from
FALCON-SA. FALCON-SA also records all extracts by recording the user name, date, and time of the

* In some circumstances, access to a routinely ingested data source may be provided via FALCON rather than by
granting the user access to the source system. This determination is made by HSI on a case by case basis, after it has
been determined that the user has a need-to-know and with the authorization of the data owner.

epic.org EPIC-17-08-14-ICE-FOIA-20180821-6thInterim-Production-pt5 003080
2018-ICLI-00008 3080



G Privacy Impact Assessment

2 40 Home]and ICE, FALCON-SA

-

44¥Np ggﬁ;g Security Page 7

Q}ao\‘\ U.i,‘

extracted visualization, as well as which visualization was extracted. The extracted visualization does not
include the source records, but parts of the records that created the particular visualization.

Section 1.0 Authorities and Other Requirements

1.1 What specific legal authorities and/or agreements permit and
define the collection of information by the project in question?

ICE is authorized to collect this information pursuant to 8 U.S.C. § 1103 and § 1105; 8 U.S.C. §
1225(d)(3); 8 U.S.C. § 1324(b)(3); 8 U.S.C. § 1357(a); 8 U.S.C. § 1360(b); 19 U.S.C. § 1; and 19 U.S.C.
§ 1509. These authorities authorize ICE to collect and maintain information relevant to its immigration
and customs investigations and other law enforcement responsibilities.

1.2 What Privacy Act System of Records Notice(s) (SORN(s)) apply
to the information?

The DHS/ICE-006 ICE Intelligence Records System (IIRS) System of Records Notice (March 1,
2010, 75 Fed. Reg. 9233) applies to the information maintained in FALCON-SA.
1.3 Has a system security plan been completed for the information
system(s) supporting the project?

A System Security Plan (SSP) has been completed for FALCON-SA. The Security Authorization
(SA) was completed and the Authority to Operate (ATO) was granted on January 30, 2012.

1.4 Does a records retention schedule approved by the National
Archives and Records Administration (NARA) exist?

No. ICE is in the process of drafting a records retention schedule for NARA review. It will
propose the retention periods for FALCON-SA records as described in Section 5 below.

1.5 If the information is covered by the Paperwork Reduction Act
(PRA), provide the OMB Control number and the agency number
for the collection. If there are multiple forms, include a list in an
appendix.

This system does not conduct information collections from the public and therefore it is not
subject to the requirements of the Paperwork Reduction Act.

Section 2.0 Characterization of the Information

The following questions are intended to define the scope of the information requested and/or collected, as
well as reasons for its collection.
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2.1 Identify the information the project collects, uses, disseminates, or
maintains.

Source Data

FALCON-SA assists the human evaluation and decision-making process and helps reduce human
error and analytic uncertainty by presenting information already available to the user in a common sense
fashion. FALCON-SA accomplishes this by storing and organizing data that is ingested into the
FALCON-SA database on a routine or ad hoc basis from other existing sources, described in the
Appendix to this PIA.

FALCON-SA contains information on individuals who have had previous encounters with DHS
of a law enforcement nature, such as during a DHS investigation or during the inspection process at a port
of entry. As FALCON-SA evolves, the population of individuals on whom data is maintained will
change and this PIA will be updated accordingly. The addition of future datasets and populations of
individuals is overseen by an internal ICE governance process (described in more detail below), which
will consider the legal and privacy issues raised by the inclusion of other populations into this system
given its purpose and ICE’s legal authorities. The specific PII elements in FALCON-SA concerning any
particular individual vary depending on what data the source records contain. Generally, FALCON-SA
records may include some or all of the following types of PII: name, photograph, aliases, date of birth,
citizenship and immigration status, nationality, immigration benefits, immigration history, admission
information, customs import-export history, criminal arrest and conviction records, Alien Registration
Number (A-Number), investigative case numbers, phone numbers, email addresses, residential and work
addresses, identification document numbers, Social Security numbers, criminal associations, family
relationships, employment, military service, education and other background information.

Index

FALCON-SA indexes and stores a table of the source data (routine and ad hoc) to make data
searches more efficient. The index numerically and alphabetically lists every word or string of
numbers/characters in the FALCON-SA database with a reference to the electronic location of the source
record in FALCON-SA where that information is stored. The index may include any PII elements that
are present in the source records, however, the index does not link together the PII elements for a single
person. The index transforms data that may be difficult to search in the source systems because it is in a
free form field into data that ICE users can find quickly and easily.

Metadata

FALCON-SA also captures metadata (i.e., data about data) about the various documents and
other data ingested into the database on a routine basis or requires the user to create metadata on data
ingested on an ad hoc basis. Metadata includes, but is not limited to, the name/title of the document, the
specific source of the document or data, and the import date. If ad hoc data, metadata also consists of the
user responsible for the import, the source name, the source category of the data imported (e.g.,
commercial data, finished intelligence reports, etc.), the date retrieved from the source, and associated
ICE case number(s) (if any). PII may be contained in the file name of the imported data as well as in the
identification of the ICE user responsible for the import.
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Visualizations and Queries

The system uses visualization tools to present information in the database to the user in
analytically useful ways. For example, the system can organize the information temporally or
geographically or it can present a chart showing relational links between individuals and/or organizations.
These visualizations reflect the content of the underlying source data and allow the user to identify links
or connections that may have been previously unknown or to quickly search data that previously was
difficult to access because, for example, in the source system it was in a free form text field but in
FALCON-SA it is in a searchable index. The visualizations are only maintained so long as the data in the
ingested source system remains. If the source system deletes a record, the record will no longer be
available to the user for a particular visualization. Using these visualization tools, FALCON-SA users
work with data in their own virtual domains within FALCON-SA.

In circumstances defined by ICE policy, FALCON-SA users may also extract the visualizations
from FALCON-SA and place them in another application, such as PowerPoint, for authorized use outside
the system. Extractions can only be done with supervisory approval. When a visualization is extracted,
the underlying source records are not extracted. Data may be extracted when necessary during the course
of an investigation for visualizations, such as reports or presentations, for case management to include in
case files, and for information sharing purposes.’ The visualizations are used to illustrate how
individuals, entities, groups, incidents or activities relevant to the investigation or analysis are connected.

Users may also create and save complex search queries within the FALCON-SA system. This
prevents the user from having to re-enter search queries each time they logon to FALCON-SA. This is
particularly useful for longer-term analytical projects and investigations, when the results of the query are
expected to be valuable for ongoing analysis or incorporation into visualizations.

2.2  What are the sources of the information and how is the
information collected for the project?

FALCON-SA does not collect information directly from individuals, but rather accesses
information collected, generated, and stored by and in other systems or from other information sources.
FALCON-SA maintains a database containing information ingested on a routine or ad hoc basis from
government databases, commercial data providers, and other sources. These data sources and the
collection methods are listed in the Appendix to this PIA.’

Routine ingests of data from the sources listed in Section I of the Appendix occur by means of an
automated “resyncing” process. FALCON-SA software periodically scans the source database to detect
additions, modifications, or deletions to the records contained in the source system. The FALCON-SA
database is then updated to reflect these changes.

* FALCON visualizations that contain data supplied by non-DHS agencies are not shared outside of DHS unless
such sharing complies with the Third Agency Rule or is authorized under the terms of information sharing
agreements with the data owner. See Question 6.3.

3 As new datasets are added to this system, the Appendix to this PIA will be updated.
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Ad hoc ingests of data from the sources categories listed the Appendix occur either by users
entering data manually or importing electronic files into the system via a data import application. The
source of ad hoc ingests varies depending on the circumstances, but may include a particular user’s
knowledge, manual queries of other databases, reference materials, news reports, or other open source
data. When importing electronic files to perform an ad hoc ingest, FALCON-SA requires the users to
identify the category of the data source as defined in Section II of the Appendix.

The FALCON-SA system generates the index and visualizations described in Question 2.1 using
the source data.

2.3  Does the project use information from commercial sources or
publicly available data? If so, explain why and how this
information is used.

Commercially available data and public (i.e., open source) data may be entered into FALCON-
SA on an ad hoc basis by FALCON-SA users, but the system does not query or ingest data from these
sources directly. FALCON-SA users have access to commercial or public sources outside the FALCON-
SA system as part of their official duties, regardless of the existence and operation of FALCON-SA.
Users may manually upload relevant records into FALCON-SA if they are deemed relevant to an
investigation or ongoing project.

FALCON-SA users may use the commercial or public data as a way to verify or update
information already in the system from other sources (e.g., a current residential address), or to add other
information about an individual that not available in FALCON-SA, such as identifying data (e.g., date of
birth), geospatial data, or public record data (e.g., civil litigations, criminal history, incorporation
records). This data is used to cross-check, confirm, and broaden the scope of information available
within DHS and users understanding of a particular matter. The geospatial data is also used to support
visualization of the data on maps.

When users upload commercial or public data to FALCON-SA, they are required by ICE policy
to input the following information into FALCON-SA: source category (either commercial or public);
source name; the date retrieved; and the ICE case number for the investigation or analysis with which the
uploaded data is associated. Users must also obtain supervisory approval for the upload. This
information is then linked to the uploaded data, along with metadata identifying the time of upload and
the name of the user. This metadata is then visible to the other FALCON-SA users if and when the
uploaded data is published to other users. Users who do not enter the information required by policy are
identified and held accountable for any non-compliance during the supervisory review as well as through
FALCON-SA audit logs.

2.4 Discuss how accuracy of the data is ensured.

FALCON-SA only assists the human evaluation and decision making processes associated with
data retrieved from other systems; it does not collect information from the public or any other primary
data source. Therefore, FALCON-SA relies on the system(s) and/or program(s) performing the original
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collection to provide accurate data. FALCON-SA users refer to a variety of data sources available
through FALCON-SA and other systems to verify and correlate the available information to the greatest
extent possible. Where incorrect information is identified, it is corrected either in FALCON-SA itself or
in the source system, which then pushes the corrected data to FALCON-SA.

The accuracy of DHS-owned data, other government agency data, and commercial and public
source data is dependent on the original source. Because of the law enforcement context in which
FALCON-SA is used, there are often significant impediments to directly verifying the accuracy of
information with the individual to whom the specific information pertains. For example, prior to an
arrest, the agency may not have any communication with the subject because of the risk of alerting the
subject that to the agency’s investigation, which could result in the subject fleeing or altering his or her
behavior in ways that impede the investigation. Since users have separate access to FALCON-SA source
databases, as well as other databases and data sources, FALCON-SA users can actually assist in
identifying and correcting inaccurate information by providing a basis for users to compare existing
information and determine its context. FALCON-SA users are required by policy to make changes to the
data in the underlying DHS system if they identify inaccurate data in FALCON-SA, or to otherwise notify
the government data owner of inaccurate data.

For data sources routinely ingested into FALCON-SA (described in Section I of the Appendix),
data is generally updated no less than every 48 hours to ensure that it is as complete and accurate as
possible. The FALCON-SA index is updated on a daily basis. As the source system data is corrected, the
data in FALCON-SA will be automatically updated and corrected as well. This automated data update
process helps to ensure the data in FALCON-SA is as current and accurate as possible.

For ad hoce data uploads (described in Section II of the Appendix), in the event uploaded data is
later identified as inaccurate, FALCON-SA users are required to modify their own ad hoc uploads to
correct the data. If the user who uploaded the data no longer has access privileges to FALCON-SA, it is
the responsibility of a supervisor or systems administrator to make the appropriate changes to the
incorrect data. FALCON-SA users are trained how to modify ad hoc data for accuracy and correctness in
the FALCON-SA system. In addition, data quality is strengthened by the policy requirement that all
FALCON-SA users attach a case number to the uploaded ad hoc data, where one is available. Attaching
a case number links the data to a particular investigation or analysis project, thereby helping to ensure the
inclusion of the data in FALCON-SA is appropriate for investigative or analytical purposes. In addition,
any ad hoc upload to the FALCON-SA system is reviewed and approved by a supervisor to ensure it is
appropriate and in compliance with ICE policy.”

FALCON-SA users are able to review source documents for specific data points in the system,
allowing them to evaluate the origin of the records and data. Users also have access to complete data
histories that reflect additions and edits to the data, allowing them to identify when and by whom
modifications were made. During the analytical process, users also use metadata in the system to identify
the source of data, when the data was uploaded (and therefore how current it is), and in the case of
published visualizations by another FALCON-SA user, what links other users made, who the users are,

% See Question 8.1 below for discussion of the ad hoc upload review process and other controls to ensure proper use
of the system.
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and why the links were made. Users can validate the information in FALCON-SA with the source to
ensure if is accurate, complete, and current, and thereby develop more accurate and useful analytical
products. Because the data in the system identifies the ICE personnel responsible for entering ad hoc
data, other users with access to that data can review and challenge its accuracy with that individual where
appropriate.

FALCON-SA users receive training on the importance of verifying information from FALCON-
SA before including it in any analytical report or using it as the basis for any formal law enforcement
action, such as opening an investigation on an individual or arresting an individual for a crime.

2.5 Privacy Impact Analysis: Related to Characterization of the
Information

In addition to the risks accumulated by the underlying systems which FALCON-SA accesses or
obtains data from (see Appendix), the following risks related to FALCON-SA’s collection of data have
been identified:

Privacy Risk: Because FALCON-SA permits users to upload information on an ad hoc basis, it
is possible for a user to, accidentally or purposefully, input incorrect or biased information in the system.

Mitigation: FALCON-SA automatically captures the identity of the user who uploads the
information, resulting in full attribution to the user who provided it. By policy, ICE requires users to
input the source name and category and the date of data retrieval, which helps other users assess data
quality. Users are authorized to upload records and information which are pertinent to the particular
project in FALCON-SA they are working, e.g., an investigation or an analysis project. Users are not
permitted to upload extraneous materials or records that are not related to their official duties and
assignments. FALCON-SA also requires supervisors to review and approve ad hoc uploads, thereby
ensuring the data is reviewed for flaws or non-compliance with ICE policy before it is used or made
available in the system. If a user provides incorrect or biased information, the information can be
corrected and remedial or disciplinary action taken against the user, if appropriate.

Privacy Risk: Because FALCON-SA is a data aggregation and analysis system, it is possible
that information will be included in the system that is not necessary and relevant to accomplish the
system’s purpose.

Mitigation: ICE established safeguards to prevent the inclusion of data that does not serve
FALCON-SA’s intended purpose to support ICE HSI law enforcement investigations and analytical
activities. HSI created a governance process to monitor the ongoing operations of FALCON-SA, to
decide requests to add new data sources to the system, and to establish policies and procedures that
govern system operation and user behavior. The governance process is staffed by HSI leadership and
senior managers, and advisory services are provided by the Office of Principal Legal Advisor and the ICE
Privacy Office. The existence of this governance process will help to ensure that new data sources are
appropriately vetted for legal and privacy risks, as well as compliance with the DHS Fair Information
Practice Principles. In addition, the routine ingestion of data from any new data source will require an
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update to the Appendix of this PIA and approval from the DHS Chief Privacy Officer. For ad hoc data
uploads, the existence of supervisory oversight and review helps to ensure that new data will conform to
ICE policy requirements that define what information is appropriate to include the system.

Section 3.0 Uses of the Information

The following questions require a clear description of the project’s use of information.

3.1 Describe how and why the project uses the information.

FALCON-SA assists the human evaluation and decision making process and helps reduce human
error and analytic uncertainty by presenting information already available to the user in a common sense
fashion. FALCON-SA is used by ICE HSI agents, criminal research specialists, and analysts to enforce
and investigate violations of U.S. criminal and administrative laws administered or enforced by ICE, and
to produce law enforcement intelligence supporting the same. FALCON-SA also allows ICE to increase
the efficiency of multiple data source searches and identification of similar, identical, or related
information from existing but disparate datasets. FALCON-SA-assisted research is used to produce law
enforcement intelligence products, provide lead information for investigative inquiry and follow-up, to
assist in the disruption of terrorist or other criminal activity, and to discover previously unknown
connections among existing ICE investigations.

FALCON-SA assists ICE personnel in the analytical process that ultimately leads to the
generation of law enforcement intelligence products, which are analytical reports that better inform ICE
leadership and law enforcement personnel about criminal tactics, trends, and other developments. These
analytical products help inform a variety of agency goals, decisions or strategies, such as how ICE
resources are distributed among geographic areas, what the agency’s operational priorities are, and what
countermeasures or tactics are likely to be effective in disrupting specific types of criminal activity. ICE
personnel use FALCON-SA to obtain a more comprehensive view of available data, and then analyze and
interpret it using FALCON-SA’s visualization and collaboration tools.

FALCON-SA source data is used to identify individuals, associations, relationships, or trends that
relate to ICE’s authorities and mission and may assist ICE in identifying or preventing criminal activity.
Search queries are performed against the system’s index. Index data facilitates efficient searching of
large datasets for terms that occur in structured or free-text data fields. By allowing users to perform a
single query across multiple datasets, FALCON-SA reduces the time users would have spent searching
each individual system and reduces the load placed on those systems through repeated queries. User-
provided information and other ad hoc uploads of data are used to complement or clarify data already in
FALCON-SA. The mapping/imagery data allows users to view information in a geographic context.

FALCON-SA’s metadata provides users with information about a particular record or piece of
data, such as its source, date and time of ingest, the user who uploaded it (for ad hoc uploads), case
numbers, and the name of the record. This system uses the metadata to apply rules that govern the record
or data, such as access control lists that determine which users are permitted to search, view, and analyze
it. The metadata also help FALCON-SA users to gain a more complete understanding of the data. For
example, a user may use the identity of the data source as a way to assess the likely reliability of the
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information, or view the date the record was uploaded and know that more recent information is likely
available in another system. The metadata also allows users to validate the information in FALCON-SA
with the source to ensure it is accurate, complete, and current.

FALCON-SA also enhances how ICE uses data it already collects by permitting visualization of
the data. FALCON-SA’s visualization tools help users discover connections among individuals, groups,
incidents, or activities. The tools also allow users to organize and view the data in a variety of ways. The
visualization tools include:

e Link charts representing relationships between different entities (people, addresses,
organizations, etc.);

e Various graphical depictions of the chronology in which events occurred; and
e Geospatial placement of entities or events on a map.

These tools assist the user in conducting analysis to assist with investigations or to create analytical
products. HSI users will use these tools to identify trends, develop investigative leads, discover
connections among investigations and targets, and enhance the overall investigative and analytic process.
Users may extract visualizations from the system for a variety of law enforcement purposes, for example,
to use as attachments to analytical products or presentations, or as reference materials for investigative
teams and task forces. The users maintain the visualizations they create within their own virtual domain
in FALCON-SA, but they may elect to publish the visualization in the system, which then shares it with
all or a select list of FALCON-SA users. Publication of visualizations must be approved by a supervisor
in advance.

3.2  Does the project use technology to conduct electronic searches,
queries, or analyses in an electronic database to discover or locate
a predictive pattern or an anomaly? If so, state how DHS plans to
use such results.

In response to user-specified queries, FALCON-SA uses technology to assist its users in
recognizing relationships among persons, resolving commonalities, and identifying differences in existing
information holdings. This helps the user to better understand individual and organizational relationships.
FALCON-SA presents information in the database to the user in analytically useful ways. For example,
the system can organize the information temporally or geographically or it can present a chart showing
relational links between individuals and/or organizations. These visualizations reflect the content of the
underlying data and serve to assist the human evaluation and decision making process. They help reduce
human error and analytic uncertainty by presenting information already available to the user in a common
sense fashion.

FALCON-SA’s tools assist users in recognizing relationships, using data (e.g., names, identifying
numbers, addresses) to resolve entities with similar properties into a single identity, understanding
organizational relationships, and developing timely, actionable leads needed to accomplish law
enforcement and law enforcement intelligence objectives, and the administration of immigration laws and
other laws administered or enforced by ICE. When a user resolves an entity, i.e., determines that
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information from two sources pertains to the same individual, FALCON-SA retains a history of both
resolved entities. This history permits a user to undo the resolution of the entity at a later time if it is
discovered that the entity resolution was done in error. All FALCON-SA users have access to the
information in the entity resolution history and can view the process by which another user determined
that two or more entities were a single entity.

FALCON-SA users can create and share persistent searches that regularly search the database for
new information matching the user-defined search criteria. FALCON-SA users can also create and share
complex search queries that have been shown to return useful results. Users can also export data in
various formats that can be saved by the user on their workstation. Any such exports are approved by
supervisors, then recorded and retained in the FALCON-SA audit logs.

3.3 Are there other components with assigned roles and
responsibilities within the system?

No. At this time, the only individuals authorized to access FALCON-SA are ICE personnel and
supporting contractors, other federal personnel assigned to ICE, and other federal personnel who are
assigned to an ICE task force.

3.4 Privacy Impact Analysis: Related to the Uses of Information

Privacy Risk: Because FALCON-SA aggregates data from multiple data systems, it is possible
that its users may be able access records in FALCON-SA that they otherwise could not view in the source
system and are inappropriate for them to access.

Mitigation: For data sets routinely ingested into FALCON-SA, ICE has established technical
rules to ensure that the user privileges of the source system carry forward and apply to that user in
FALCON-SA. As a result, a user’s access privileges to the data stored in FALCON-SA are identical to
their access privileges to that same data in the source system. This prevents FALCON-SA from being
used, intentionally or unintentionally, to undermine or defeat the role-based access controls established by
the source system.

In some cases, however, ICE may use FALCON-SA to facilitate new access to a particular
dataset in FALCON-SA by certain individual users or user groups. These types of exceptions are only
made on a case-by-case basis after a determination that the new users have a demonstrated need-to-know,
and with the authorization of the data owner. These controls mitigate the risk that data will be shared
with FALCON-SA users who lack a need-to-know.

Privacy Risk: There is a risk that FALCON-SA users will use the system tools and data for
purposes beyond what is described in this PIA.

Mitigation: FALCON-SA has a robust auditing feature that helps to identify and support
accountability for user misconduct. User activity is audited heavily, including actions such as uploading
records or data, extracting information from the system, resolving entities, searches, and viewing records.
ICE has established controls that are based in policy and where possible enforced by technology, that
provides clear instruction on what the authorize uses of the system are. Disciplinary action for violations
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of ICE policies regarding the system is taken where warranted. Before they receive access to the system,
all users are trained on system use and other policies governing the system. In addition, FALCON-SA’s
access controls are highly customizable and can be set at the record or even data field level. This ensures
that users without a need to know are technically barred from accessing that information. Question 8.1
contains an in-depth discussion of all controls that help to ensure the system and its information are used
in accordance with the practices stated in this PIA.

Privacy Risk: There is a risk that information that was not readily accessible prior to the index
will now be accessible and link individuals inappropriately.

Mitigation: Users are trained to review the linkages and to determine whether the linkage is
appropriate.

Section 4.0 Notice

The following questions seek information about the project’s notice to the individual about the information
collected, the right to consent to uses of said information, and the right to decline to provide information.

4.1 How does the project provide individuals notice prior to the
collection of information? If notice is not provided, explain why
not.

FALCON-SA does not directly collect information from individuals. FALCON-SA simply
allows authorized ICE agents, investigators, officers, and analysts to increase the efficiency of multiple
data source searches and to identify similar, identical, or related information from existing but disparate
datasets to which the user already has access. General notice of the existence, contents, and uses of this
system and the systems that it routinely derives its data from are provided by the publication of this PIA
and the associated SORNs. Because FALCON-SA is a data aggregation system that operates for law
enforcement purposes, it is not feasible or advisable to provide notice to all individuals at the time their
information is collected or input into FALCON-SA. With respect to information obtained from
individuals through federal government forms or other means, such as information collected pursuant to
seizures of property, notices on any such forms state that their information may be shared with law
enforcement entities. As part of this PIA process, DHS reviewed the applicable SORNs to ensure that the
uses were appropriate given the notice provided.

4.2 What opportunities are available for individuals to consent to
uses, decline to provide information, or opt out of the project?

Because FALCON-SA does not directly collect information from individuals, opportunities for
the individual to consent, decline, or opt out are limited or non-existent. The agency or program that
actually collected the information from the individual is best positioned to provide them with the
opportunity to consent, decline to provide information, or opt out.
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4.3 Privacy Impact Analysis: Related to Notice

Privacy Risk: Because FALCON-SA does not collect information from individuals directly,
individuals are unlikely to know at the time of collection that their data will reside in FALCON-SA.
There is a risk that these individuals are unaware of the system and the purposes for which their data will
be used.

Mitigation: The publication of this PIA helps to mitigate the lack of direct notice to the
individual whose information is placed into FALCON-SA. This PIA provides a description of the types
of records that will be placed into FALCON-SA on a routine or ad hoc basis, the purposes for which the
information will be used by ICE, and the tools that will be used to analyze the data. In addition,
individuals who suspect information about them is stored in FALCON-SA may seek to access the
information by following the procedures described in Section 7, Redress. Although not all information
may be available upon request due to law enforcement sensitivities, ICE will provide access to the extent
that it does not interfere with an ongoing investigation or analysis, or reveal investigative techniques and
sources.

Privacy Risk: Because individuals are not provided with notice, an opportunity to consent, opt-
out, or decline to have their information included in FALCON-SA, there is a risk that inappropriate data
will be placed in FALCON-SA.

Mitigation: ICE established safeguards to prevent the inclusion of data that does not serve
FALCON-SA’s intended purpose of supporting ICE HSI law enforcement investigations and analytical
activities. HSI created a governance board to monitor the ongoing operations of FALCON-SA, to decide
requests to add new data sources to the system, and to establish policies and procedures that govern
system operation and user behavior. The governance board is staffed by HSI leadership and senior
managers, and advisory services are provided by the Office of Principal Legal Advisor, and the ICE
Privacy Office. The existence of this governance process will help to ensure that new data sources are
appropriately vetted for legal and privacy risks, as well as compliance with the DHS Fair Information
Practice Principles. In addition, the routine ingestion of data from any new data source will require an
update to the Appendix of this PIA and approval from the DHS Chief Privacy Officer. For ad hoc data
uploads, the existence of supervisory oversight and review helps to ensure that new data will conform to
ICE policy requirements that define what information is appropriate for uploading into the system.

Section 5.0 Data Retention by the project

The following questions are intended to outline how long the project retains the information after the initial
collection.

5.1 Explain how long and for what reason the information is retained.

The retention period for the information contained in FALCON-SA varies depending on the type
of data. Routinely ingested DHS-owned data is retained in accordance with the approved record retention
schedule and SORN of the source system. Once an underlying source system deletes or changes the data,
FALCON-SA will delete or change its data during its next refresh from that system. Any records input
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into FALCON-SA (emailed zip files, CD-ROMs, etc.) will be destroyed after upload and verification to
FALCON-SA, or returned to the source.

FALCON-SA data uploaded in an ad hoc manner are retained in the system for the same length
of time as the associated ICE case file (if an associated ICE case exists, ICE policy requires the user to
enter the ICE case number when uploading into FALCON-SA, or at any appropriate time thereafter). If
there is not an ICE case number associated with the uploaded data, the retention period is twenty (20)
years.

FALCON-SA metadata and index data are retained for the same length of time as the record or
data element they describe or originate from. FALCON-SA accounting for disclosure forms are retained
for five (5) years and then purged. FALCON-SA’s user-created visualizations and search queries that
have an associated ICE case number are maintained for the same retention period as applies to that case.
If no case number is assigned, visualizations and search queries are maintained in the user’s virtual
domain for twenty (20) years or until the user deletes them, assigns a case number (which will then apply
that case’s retention period), or the user’s account is terminated, whichever comes first. Visualizations
and search queries containing PII but without an associated case number must be recertified annually by
the user or supervisor, or the information is purged from the system.

Once a FALCON-SA source record or item of data is deleted from the system because the
retention period has expired, that data will also be deleted from the metadata, index, and any user-created
visualizations and search queries.

5.2 Privacy Impact Analysis: Related to Retention

Privacy Risk: There is a risk that information in FALCON-SA will be retained for longer than
necessary and appropriate given the purpose of the system and the original reason the information was
collected.

Mitigation: In the case of routinely ingested data, FALCON-SA retains the information for the
same length of time as the source DHS system. This ensures data is not retained longer than necessary or
in a way that is inconsistent with the original purpose of collection, as the original program or agency was
in the best position to determine the appropriate length of retention given the purpose. For ad hoc
uploads of data, if the user associates it with an ICE case by adding a case number, the retention period
for that case will be applied. This ensures that these records are treated in the same manner as other case-
related records, and is consistent with the law enforcement investigative or analytical purpose for which
the record was uploaded. Any ad hoc uploads that are not associated with a case are retained for a default
period of twenty (20) years, unless otherwise specified in Appendix A. In any case, ad hoc data obtained
from other federal systems of records will not be retained longer than the original retention period unless
that data is associated in FALCON-SA with an ICE case number.

Visualizations and search queries are also retained for the associated case retention period, if a
case number is assigned; otherwise, they are retained for a maximum of thirty (30) years provided any
with PII are recertified at least annually. This policy ensures that user-created visualizations and searches
are only retained as long as needed for a related ICE case, or that the user or supervisor has specifically
certified an ongoing law enforcement need for retention.
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Section 6.0 Information Sharing

The following questions are intended to describe the scope of the project information sharing external to
the Department. External sharing encompasses sharing with other federal, state and local government, and private
sector entities.

6.1 Isinformation shared outside of DHS as part of the normal
agency operations? If so, identify the organization(s) and how the
information is accessed and how it is to be used.

Access to FALCON-SA is limited to ICE users only (including contractors, task force members,
and persons assigned to ICE from other agencies). ICE routinely shares ICE-generated intelligence
reports and investigative information with law enforcement or intelligence agencies that demonstrate a
need to know the information in the performance of their missions. These reports and investigative data
may contain visualizations created within and extracted from the FALCON-SA system. This sharing
occurs if it will further HSI's own law enforcement analyses or investigations, and provided that
disclosure is consistent with applicable law and the IIRS SORN. These agencies can include federal,
state, tribal, local and foreign law enforcement agencies, as well as relevant fusion centers, FBI Joint
Terrorism Task Forces, and international organizations such as INTERPOL.

6.2 Describe how the external sharing noted in 6.1 is compatible with
the SORN noted in 1.2.

The sharing of PII with law enforcement or intelligence agencies outside of the Department is
compatible with the law enforcement purposes of the original collections listed in the SORNs of the
underlying data sources, as well as the law enforcement intelligence purpose described in the IIRS SORN.

6.3 Does the project place limitations on re-dissemination?

Users of FALCON-SA will use the processes and procedures already established within DHS and
ICE about the sharing of data internally within DHS and external to the Department. Users will observe
the third agency rule, which encourages that prior to sharing another agency’s data with a third agency
(not involved in the original sharing agreement) the agency that intends to share will acquire consent from
the agency that provided the data. However, by agreement with certain agencies that provide data to ICE,
ICE received advance authorization to share their information with specified third parties and/or for
specified purposes.

6.4 Describe how the project maintains a record of any disclosures
outside of the Department.

By policy and via user training, users are instructed to record any disclosure of information from
FALCON-SA outside of DHS by completing an accounting for disclosure form in FALCON-SA. The
form captures the date, nature, and purpose of the disclosure and the recipient’s information.
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6.5 Privacy Impact Analysis: Related to Information Sharing

Privacy Risk: There is a risk that data will be shared with external parties lacking a need to
know, and that external sharing will not be properly recorded as required by the Privacy Act.

Mitigation: FALCON-SA users are required by law and policy, which is reinforced by user
training, to share information from FALCON-SA with only those external partners who have a law
enforcement, intelligence, or national security need-to-know. This requirement is in keeping with the law
enforcement purpose of the system and the scope of ICE’s mission as a law enforcement agency. Users
are required to complete an online form in the system when making an external disclosure to comply with
the provisions of the Privacy Act, 5 U.S.C. § 552a(c).

Section 7.0 Redress

The following questions seek information about processes in place for individuals to seek redress which
may include access to records about themselves, ensuring the accuracy of the information collected about them,
and/or filing complaints.

7.1 What are the procedures that allow individuals to access their
information?

Individuals seeking notification of and access to any record contained in FALCON-SA, or
seeking to contest its content, may submit a request in writing to ICE FOIA Officer, by mail or facsimile:

U.S. Immigration and Customs Enforcement
Freedom of Information Act Office

500 12th Street SW, Stop 5009

Washington, D.C. 20536-5009

(202) 732-0660

http://www.ice.gov/foia/

All or some of the requested information may be exempt from access pursuant to the Privacy Act
in order to prevent harm to law enforcement investigations or interests. Providing individual access to
records contained in FALCON-SA could inform the subject of an actual or potential criminal, civil, or
regulatory violation investigation or reveal investigative interest on the part of DHS or another agency.
Access to the records could also permit the individual who is the subject of a record to impede the
investigation, to tamper with witnesses or evidence, and to avoid detection or apprehension. See 75 Fed.
Reg. 12437 (Mar. 16, 2010).

7.2 What procedures are in place to allow the subject individual to
correct inaccurate or erroneous information?

The correction procedures are identical to those described in Question 7.1 above. All or some of
the requested information may be exempt from correction pursuant to the Privacy Act in order to prevent
harm to law enforcement investigations or interests. Providing individual access to records contained in
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FALCON-SA could inform the subject of an actual or potential criminal, civil, or regulatory violation
investigation or reveal investigative interest on the part of DHS or another agency. Access to the records
could also permit the individual who is the subject of a record to impede the investigation, to tamper with
witnesses or evidence, and to avoid detection or apprehension. See 75 Fed. Reg. 12437 (Mar. 16, 2010).

7.3 How does the project notify individuals about the procedures for
correcting their information?

The information about correction is made available through the publication of this PIA and the
associated SORNs. Because FALCON-SA contains copies of datasets owned by DHS components and
offices or other agencies, individuals may also have the option to seek access to and correction of their
data directly from those agencies or offices that originally collected it. Information that is corrected in the
original source system will be updated in the FALCON-SA data repository during routine refreshes
thereby ensuring accurate and current information.

7.4 Privacy Impact Analysis: Related to Redress

Privacy Risk: There is a risk that individuals will be unable to meaningfully participate in the
use of their data as maintained in this system, or determine whether the system maintains records about
them.

Mitigation: Because the data in this system originates from other systems of records with a law
enforcement purpose, individuals’ rights to be notified of the existence of data about them, and to direct
how that data may be used by ICE, are limited. Notification to affected individuals could compromise the
existence of ongoing law enforcement activities and alert individuals to previously unknown
investigations of criminal or otherwise illegal activity. This could cause individuals to alter their behavior
in such a way that certain investigative tools, such as wiretaps or surveillance, will no longer be useful.
Permitting individuals to direct the agency’s use of their information will similarly interfere with the
intended law enforcement use of the system.

Section 8.0 Auditing and Accountability

The following questions are intended to describe technical and policy based safeguards and security
measures.

8.1 How does the project ensure that the information is used in
accordance with stated practices in this PIA?

FALCON-SA uses various technological and policy-based controls described below to help
ensure that FALCON-SA information is used in accordance with the stated practices in this PIA.

Robust Access Controls. 1CE policy requires that FALCON-SA access restrictions be based on
users’ need to know and job responsibilities. FALCON-SA’s underlying technology provides the system
owner and individual users with the ability to finely tune access to information on a data-point-by-data-
point basis (i.e., at the sub-record level). Access to each data point is controlled by access control lists
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created at the system and user level in FALCON-SA. For data routinely ingested into FALCON-SA from
another source, the access control lists are based on the users’ original access privileges in the source
system.” This is accomplished by passing individual user credentials to the originating system or through
a previously approved certification process in another system. This safeguard prevents a user from being
able to access data in FALCON-SA that they are unable to access in the source system. For ad hoc
uploads of data, the user that performed the upload must affirmatively grant access to others either by
granting view-only access to the data within the uploading user’s virtual domain or by publishing the data
to the system.

Adjustments to access permissions are reflected throughout the enterprise in a matter of minutes,
and when permission to access data is withdrawn any user actively working with that data will be logged
out of the system. Additionally, the system prevents users from indirectly accessing records or data they
are not authorized to view via another user’s search query or visualization. If any part of a shared or
published search query or visualization contains information that a user is not authorized to access, the
system blocks that user’s access to the query or visualization.

Robust and Accessible User Auditing. FALCON-SA also implements extensive auditing of user
actions in the system. User actions are recorded and stored in audit logs accessible only to authorized
personnel. The audit logs are protected from unauthorized access, modification, and destruction that
would negate their value. User auditing captures the following activities: logon and logoft, search query
strings, records viewed by the user, changes in access permissions, records/reports extracted from the
system, and records/reports printed by the system. The system also keeps a complete record of all
additions, modifications, and deletions of information in the system, the date/time, and user who
performed the action. This information is readily accessible by supervisors and ICE IT security
personnel, and can be searched and analyzed to ensure proper usage of the system. This information is
also available to ICE Office of Professional Responsibility (OPR) investigators if there is an investigation
into possible wrongdoing by a FALCON-SA user.

General Supervisory Oversight and Monitoring. ICE policy requires that users grant their
supervisors access rights to all work they are performing in their FALCON-SA virtual domains. This
enables supervisors to view how their staff are using the system, including the specific data they are
importing and working with and the types of investigations and/or analyses they are conducting. This
policy helps to deter and identify users who are using the system or its data for unauthorized purposes,
and to identify users who may be misusing the system due to inadequate training, so corrective action can
be taken.

Tagging, Supervisory Monitoring, and System Auditing of Ad Hoc Data Uploads. When ad hoc
data is imported into FALCON-SA, users are required by policy to electronically share this data with their
supervisors for review. Supervisors are alerted when new data has been shared with them and are
responsible for identifying any data imported in contravention of ICE policy. Supervisors may request
that any such data be deleted from the system, with the approval of the HSI unit chief that serves as the
system owner. Users are also required to enter information describing the data being uploaded, such as

" In some circumstances, access to a routinely ingested data source may be provided via FALCON rather than by
granting the user access to the source system. This determination is made by HSI on a case by case basis, after it has
been determined that the user has a need-to-know and with the authorization of the data owner.
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source name/category and date retrieved, which helps the supervisor evaluate whether the upload
complies with ICE policy and helps other users better understand and evaluate the data. Finally,
FALCON-SA audits all ad hoc uploads by recording user name and date/time of upload.

Supervisory Control and System Auditing of Publication of Data to the System. The publication
of visualizations and ad hoc data to the system is controlled by supervisors, and fully audited by the
system. Publication permits visualizations and ad hoc data to be made generally accessible to other
FALCON-SA users for search and analysis purposes. Publication can be tailored to just a group of users
or to the entire FALCON-SA user community. Before a user may publish anything to the system, a
supervisor must first approve to ensure the data is appropriate for the proposed dissemination. If the user
leaves the unit or HSI, the supervisor will control access privileges to the user’s visualizations. The
supervisor would have the authority to maintain the information, delete the data, or transfer the data to
another user who has taken over the initial user’s investigation or analysis. FALCON-SA also audits all
publications of visualizations by recording user name and date/time of upload.

Supervisory Control and System Auditing of Extracts from the System. Users must receive
supervisory approval prior to extracting visualizations from FALCON-SA. FALCON-SA also records all
extracts by recording the user name, date, and time of the extracted visualization, as well as which
visualization was extracted.

8.2  Describe what privacy training is provided to users either
generally or specifically relevant to the project.

All users will complete FALCON-SA training to include rules of behavior, appropriate uses of
system data, uploading and tagging records, disclosure and dissemination of records, and system security.
Users must complete training in order to receive authorization to access FALCON-SA. All personnel
who have access to the ICE Network are also required to take annual privacy and security training, which
emphasizes the DHS Rules of Behavior and other legal and policy restrictions on user behavior.

8.3 What procedures are in place to determine which users may
access the information and how does the project determine who
has access?

Only ICE personnel who require access to the functionality and data in FALCON-SA as a part of
the performance of their official duties will be granted access. Initial requests for access to the system are
routed from the user to a supervisor, who validates that the user has a job related need-to-know and
determines what user role should be assigned. Supervisors submit access requests to designated points of
contact (POC) who will validate that the user meets all requirements for access to the system, such as the
appropriate level of background check. Once this is verified, the POC notifies a system administrator to
create the user account, and the associated job-related user role that should be assigned. For personnel
assigned to ICE on a task force or from other agencies, the same process is followed. However, in
addition, any applicable agreement governing the task force or assignment is reviewed to ensure
compliance.
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User roles determine what specific functions users are authorized to perform in FALCON-SA.
The basic FALCON-SA user roles are General User, Supervisor, and System Administrator. The General
User is the most basic role and will permit the individual to do all the search and analysis functions in
FALCON-SA. All General Users are permitted to enter/upload data and records subject to the restrictions
describe elsewhere in this PIA. Each General User has his or her own virtual domain in the system. ICE
agents, analysts, and research specialists will be assigned General User roles in FALCON-SA.

The Supervisor role has the same basic privileges of General Users, plus additional privileges that
allow them to monitor and in some cases approve the activities of General Users in the system. For
example, within the system, ICE intends to create a workflow process in the future whereby a General
User that wants to publish a visualization to the system can request authorization from the Supervisor, and
the Supervisor will have privileges in the system to authorize such publication. Supervisors will also
eventually be able to view and query General User audit data, which captures the logon, search, upload,
and publication actions of General Users in the system. As the system develops further, ICE expects to
develop additional privileges for the Supervisor role. Only ICE supervisors will be permitted to hold a
Supervisor user role in FALCON-SA.

The System Administrator role is assigned to those users who administer the system, and grants
privileges to create accounts, change passwords, and perform other system support functions, including
hard deletion of data where approved by HSI management. System Administrators may revoke a user’s
access when no longer needed or permitted.

User privileges may be customized beyond the user role initially assigned at account creation.
For example, a particular ICE agent working on an investigative task force may be given privileges to
access uploaded records seized during a search, along with other members of the task force. Because of
investigative sensitivities related to the ongoing case, the task force may decide not to make these records
widely available to other FALCON-SA users. Privileges to access these records would be assigned on a
user-by-user basis by the user that uploaded those records or a supervisor. Appendix A describes in
further detail the specific data that different categories of users may access in FALCON-SA. The user
can also control the ability of other users to access data within the user’s virtual domain (e.g., unpublished
visualizations, ad hoc uploads, and search queries).

8.4 How does the project review and approve information sharing
agreements, MOUs, new uses of the information, new access to the
system by organizations within DHS and outside?

ICE established a governance process to monitor the ongoing operations of FALCON-SA, to
decide requests to add new data sources to the system, to expand FALCON-SA user privileges to other
DHS components or other agencies, and to establish policies and procedures that govern system operation
and user behavior. The governance process is staffed by HSI leadership and senior managers, and
advisory services are provided by the Office of Principal Legal Advisor and the ICE Privacy Office. The
existence of this governance process will help to ensure that any proposals for new data sharing
arrangements are appropriately vetted for legal and privacy risks, as well as compliance with the DHS
Fair Information Practice Principles. In addition, formal written agreements between ICE and other
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agencies to share data or provide access to FALCON-SA would be reviewed by the ICE Privacy Office
and Office of Principal Legal Advisor as a matter of routine. Also, the routine ingestion of data from any
new source will require an update to the Appendix of this PIA and approval from the DHS Chief Privacy

Officer.

Responsible Officials
Lyn Rabhilly, Privacy Officer

U.S. Immigration & Customs Enforcement
Department of Homeland Security

Approval Signature

Original signed copy on file with the DHS Privacy Office

Jonathan R. Cantor
Acting Chief Privacy Officer

Department of Homeland Security

epic.org EPIC-17-08-14-ICE-FOIA-20180821-6thInterim-Production-pt5 003099
2018-ICLI-00008 308S



Privacy Impact Assessment
ICE, FALCON-SA
Page 26

APPENDIX

L Data Routinely Ingested into FALCON-SA

FALCON-SA ingests and permits users to query and analyze certain data from the following
Privacy Act Systems of Records:

1) DHS/ICE-006 ICE Intelligence Records System (IIRS) SORN and DHS/ICE-009 External
Investigations SORN."

From these systems of records, FALCON-SA receives law enforcement, intelligence, crime, and
incident reports, and reports of suspicious activities, threats, or other incidents generated by ICE and other
agencies. The ingest occurs at least once every 48 hours. All FALCON-SA users are able to view, query,
and analyze this data maintained in FALCON-SA.

2) DHS/ICE-008 Search, Arrest, and Seizure Records SORN and DHS/CBP-013 Seized Assets
and Case Tracking System (SEACATS) SORN.’

From these systems of records, FALCON-SA receives ICE and CBP fines, penalties and
forfeitures case records, seizure incidents, seized goods records, property information, and subject record
data. The ingest occurs at least once every 48 hours. All FALCON-SA users will be able to view, query,
and analyze this data maintained in FALCON-SA.

3) DHS/CBP-006 TECS SORN and DHS/ICE-009 External Investigations SORN.'’ (updated
via DHS/ICE/PIA-032b)

From these systems of records, FALCON-SA receives lookout records created by ICE and CBP
which are used for border screening. FALCON-SA also receives records concerning current or previous
law enforcement investigations into violations of U.S. customs and immigration laws, as well as other
laws and regulations within ICE’s jurisdiction, including investigations led by other domestic or foreign
agencies where ICE is providing support and assistance. FALCON-SA also receives records of

® DHS/ICE/PIA-023 Significant Event Notification (SEN) System, July 26, 2010:
http://www.dhs.gov/xlibrary/assets/privacy/privacy_pia_ice_sen.pdf. The DHS/ICE-006 IIRS SORN was last
published March 1, 2010 (75 Fed. Reg. 9233) and the DHS/ICE-009 External Investigations SORN was last
published January 5, 2010 (75 Fed. Reg. 404).

” The DHS/ICE-008 Search Arrest and Seizure Records SORN was last published December 9, 2008 (73 Fed. Reg.
74732) and the DHS/CBP-013 Seized Assets and Case Tracking System SORN was last published December 19,
2008 (73 Fed. Reg. 77764).

' DHS/CBP/PIA-009 TECS System: CBP Primary and Secondary Processing, December 23, 2010:
http://www.dhs.gov/xlibrary/assets/privacy/privacy-pia-cbp-tecs.pdf. The DHS/CBP-011 TECS SORN was last
published December 19, 2008 (73 Fed. Reg. 77778). The DHS/ICE-009 External Investigations SORN was last
published January 5, 2010 (75 Fed. Reg. 404).
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telecommunications information (i.e., records of call transactions and subscriber information) about
subjects of ICE criminal investigations (targets), potential targets, associates of targets, or any individuals
or entities who call or receive calls from these individuals. The ingest occurs at least once every 48
hours. All FALCON-SA users are able to view, query, and analyze this information maintained in
FALCON-SA.

4) DHS/ICE-O11 Immigration and Enforcement Operational Records System (ENFORCE)
SORN."" (updated via DHS/ICE/PIA-032b)

From this system of records, FALCON-SA receives records of law enforcement agency
applications for continued presence parole for victims and witnesses of human trafficking. FALCON-SA
also receives arrest, detention and removal records documenting the arrests, booking, detention and
removal of persons encountered during immigration and criminal law enforcement investigations and
operations conducted by ICE, U.S. Customs and Border Protection (CBP), and U.S. Citizenship and
Immigration Services (USCIS). The ingest of continued presence parole data occurred once. The ingest
of the arrest, detention and removal data occurs at least once every 48 hours. Only FALCON-SA users
who are assigned to the Human Smuggling and Trafficking Center (HSTC) or to the ICE HSI Law
Enforcement Parolee Unit are able to view, query, and analyze the continued presence parole data in
FALCON-SA. All FALCON-SA users are able to view, query, and analyze the arrest, detention, and
removal data.

5) FALCON Tipline (FALCON-TL): DHS/ICE/PIA-033 FALCON Tipline; DHS/ICE-007 Alien
Criminal Response Information Management (ACRIMe) SORN." (added via update DHS/ICE/PIA-
032a)

FALCON-TL contains reports of suspicious activity or suspected illegal activity made by
members of the public and other law enforcement agencies to the ICE Homeland Security Investigations
(HSI) Tipline Unit. The tips describe various suspected illegal activities including drug smuggling,
illegal exports, document and benefit fraud, alien smuggling, bulk cash smuggling, child
pornography/exploitation, human rights violations, and tips as to the suspected location of alien fugitives.
FALCON-TL is a new system designed to replace the Alien Criminal Response Information Management
System (ACRIMe) Tipline Module, which is currently used by the HSI Tipline Unit to record tips. With
the launch of FALCON-TL, existing tip records will be imported from the ACRIMe Tipline Module into
the FALCON-SA system on a one-time basis. Thereafter, new tip records will be created in FALCON-
TL and, once cleared by a Tipline Unit supervisor, published in FALCON-SA. The tip records contain
PII about the individuals alleged to be involved with the suspicious or illegal activity or event and about
the individuals reporting the tip.

ICE collects the data in connection with the HSI Tipline Unit’s purpose of taking and responding

" The DHS/ICE-011 ENFORCE SORN was last published May 3, 3010 (75 Fed. Reg. 23274).

"> The PIA for DHS/PIA-033 FALCON Tipline (November 2, 2012) is located here:
www.dhs.gov/sites/default/files/publications/privacy/PIAs/privacy pia ice_falcon%20tipline november2012.pdf.
The DHS/ICE-007-ACRIMe SORN was last published February 14, 2013 (78 Fed. Reg. 10623).
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to reports of suspicious activity or suspected illegal activity made by members of the public and other law
enforcement agencies. Because of the nature of law enforcement activities, ICE may gather PII in these
records directly from the individual reporting the tip or from other government, open source, and
commercial databases which HSI Tipline Unit specialists search to identify additional information related
to tips.

All FALCON-SA users have privileges to view, query, and analyze FALCON-TL data
maintained in FALCON-SA.

II.  Data Ingested on an Ad Hoc Basis into FALCON-SA

FALCON-SA contains records or data obtained from various data sources that are manually
entered or uploaded by authorized FALCON-SA users. The entry of these records and/or data into
FALCON-SA occurs on an ad hoc basis and is governed by ICE policy. Users are required by policy to
obtain supervisory approval before ad hoc data is made available in FALCON-SA. Users who upload ad
hoc data into FALCON-SA have the ability to restrict access to the data and allow access to those
FALCON-SA users to view, query, and analyze this data on a need-to-know basis.

When uploading ad hoc data into FALCON-SA, users are prompted to select the appropriate
source category that describes the source of the data. Ad hoc data is retained for the retention period of
the ICE case it is associated with in the system (via entry of an ICE case number). If there is no
associated ICE case, retention is twenty (20) years, unless otherwise specified below.

The source categories of ad hoc data are:

1) Commercially available data: Public and proprietary records available on people and
businesses in commercial (subscription-based access) databases (e.g., CLEAR and Dunn & Bradstreet).

2) Open source data: News articles and reporting on various topics (e.g., Associated Press and
the Open Source Center).

3) CBP cargo and border crossing data: Inbound/outbound shipment records and border
crossing information from CBP’s Automated Targeting System (ATS). Passenger Name Record (PNR)
data obtained from ATS may not be uploaded or entered into FALCON-SA. These records will be
retained in FALCON-SA for no longer than 15 years from the calendar year in which the border crossing
or shipment occurred.

4)  Criminal information: Criminal history information and warrant or other lookout records
from domestic and foreign law enforcement sources, including the FBI's National Crime Information
Center (NCIC) and on-going investigative information and data provided by local, state and other federal
law enforcement agencies.

5) Intelligence reports: Finished intelligence reports generated by ICE, DHS, and other law
enforcement or intelligence agencies. These reports will only be uploaded with the authorization of the
agency that generated the report.

epic.org EPIC-17-08-14-ICE-FOIA-20180821-6thInterim-Production-pt5 003102
2018-ICLI-00008 3102



Page 29

S 1 d Privacy Impact Assessment
TXEWr HOIIle aI ICE, FALCON-SA

6) Foreign government information: Information or reports supplied by foreign governments
and multinational organizations such as EUROPOL and INTERPOL relating to criminal history;
immigration records; passenger, vehicle, vessel entry and exit history; passport information; vehicle,
vessel and licensing records; shipment records; telephone records; intelligence reports; investigative leads
and requests; and wants, warrants and lookouts.

7y  Evidentiary information: In the context of investigations only, records concerning evidence
seized or otherwise lawfully obtained during the course of an HSI investigation. This may include
business records, records from other agencies, public court records, transcripts of interviews or
depositions, or copies of records returned in response to a subpoena or seized during a search.
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Proposal and Justification: Bi-Lateral Amendment to Accelerate Work and
Transition Funds Between Contract Years for Palantir-FALCON
HSCETCI15C00001, Keeping Total Contract Value Stable

Background: According to Performance Work Statement Appendix B, Statement of Outcomes, Palantir
Technologies is responsible for performing the work (requirements gathering, planning, coding,
debugging and testing, and user acceptance verification) involved in six listed outcomes (additions and
enhancements to the FALCON system) during the base period of performance, which extends from
5/28/2015 to 5/27/2016. HSI management and the FALCON Program Management Office (PMO) have
identified an additional outcome of urgent importance that they wish to have accomplished within the
base POP.

Within both legacy|(b-"(7-}(E} and its upcoming successor(0)(7)(
|('b}(7}(E) | a feature exists whereby a query notification is sent to the Case
Owner Agent (typically the Special Agent who initiated the case in question) whenever another user of
legacy|(P)(7)(E)  hccesses any records connected with that case. The reason for this feature is to

promote collaboration between SAC Offices (by making Special Agents and intelligence analysts aware
of occasions when they are working connected incidents or the same persons of interest) and to deter or
reveal unauthorized accessing of case records.

FALCON, which allows users to access legac (0)(7)(Erecords and, in the near futuremrecords, does
not currently have a query notification feature. Thus, althougusers would be deterred from
accessing records for which they lack a legitimate “need to know” by the query notification feature, those
same users can do so in FALCON, due to the lack of such a safeguard against misuse. HSI management
wishes to close this privacy risk at the earliest possible date.

(b)(5)
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Request for OAQ Authorization to Proceed
For FALCON Cloud Migration

(Amazon Web Services GovCloud, Layered with Palantir PCloud Controls, Parallel Installation to ICM)

Background

(b)(7)(E)

e Sole Source Justification details are provided below.

e (OAQ Authorization to Proceed is required by the program due to Palantir Technologies’
requirement for adequate lead-time to technically prepare the solution to make the mid-
December, 2016 deadline for vacating the PCN server facility mandated by OCIO. Managing and
technically preparing for FALCON’s migration to a Cloud environment is one of the five Outcomes
stipulated in the 2016-17 Palantir-FALCON contract year.

Analysis of Alternative Potential Technical Solutions

(L)(7)E)(R)(3)
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(b)(3);(b)(7)(E)

Sole Source Justification for Utilizing the Palantir PCloud/Amazon AWS GovCloud Solution

e Cloud systems listed under the FedRAMP P-ATO path which have undergone a rigorous technical
review by the FedRAMP PMO, been assessed by a FedRAMP accredited 3PAQ, and received a P-
ATO from the DHS, DOD, and GSA ClOs include three vendors: Amazon Web Services,
Autonomic Resources, and Microsoft-Azure. These are currently the only three vendors
authorized to host High-High-High government IT systems such as FALCON.

e AWS is considered, in the industry and by Palantir, to be the most sophisticated Cloud provider
on the market today. In Palantir's evaluation, AWS offers the most comprehensive range of
features and services to meet technical, enterprise-grade account administration, and security

and compliance requirements.
(b)(7)(E)
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e According to the 2016-17 Outcomes, Palantir Technologies is responsible for migrating FALCON
to a Cloud environment. For Palantir, moving to an underlying Cloud provider other than
Amazon AWS would result in an unacceptable delay in fulfilling the agency’s requirements (see
FAR 6.302-1(a)(ii)(B)).

o Palantir has been building its Cloud security, management, and accreditation
infrastructure on top of AWS for over 3 years. Achieving the same level of infrastructure
and tooling on top of another Cloud provider could take an additional 3 years.

o First, Palantir would have to rebuild and customize its existing operational infrastructure
and security frameworks.

o Second, Palantir would have to add additional staff and provide them additional
training.

Third, an evaluation of feature and compliance parity would be required.

Fourth, because Palantir cannot guarantee that another underlying provider would
meet Palantir's technical and compliance requirements, Palantir would need to seek
additional accreditation for the new Cloud environment, which could add an additional
1 to 2 years delay in addition to the lengthy build-out period.

(b)(7)(E)

e The benefits of the Palantir PCloud include:
o 24/7/365 system support and monitoring; security patching and vulnerability
monitoring;

(B)(7)E)
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Anticipated Costs of the Preferred Solution

(b)(3):(b)7)(E)
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Acquisition Review Decision

Request ID: HQA2014-915 Date Submitted: 8/28/2014 Due: 09/02/2014
Request Title: Homeland Security Invesitgations (HS1) FALCON Option Year 1 (Was ITAR 898)

Background Information

Summary: FALCON provides HSI's agents and analysts with a key investigative tool which
performs combined search, analytics, geospatial referencing and reporting. The information is
derived from different source environments specifically law enforcement databases. This is the
exercise of OY1

Component: ICE
Investment: ICE - LESIM Systems Enforcement

IT Portfolio: Law Enforcement

PR Type: Firm Fixed Price
Period of Performance: 3/14/2014 to 3/13/2015
Contract Vehicle: GSA IT Schedule 70

Contract Action: Exercise of Option - No Scope Change

Vendor(s): Palantir
(b)(5)

Evaluation History (before and after the review)

GEO EA |OAST| ITP | CISO PR | ESDO | CHCO | Green | ICAM | JPMO

Initial:

Final:

. Approved Pre-Condition/Conditionally Approved Awaiting Response . Disapproved . No Response Review Not Required

09/02/2014 Source Selection Sensitive Page 1 of 2
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Source Selection Sensitive

Acquisition Review Decision

Reviewer Evaluations

OAST Final Review On: 8/29/2014
Approved due to NSE.
PR Final Review On: 8/28/2014

Dashboard score: None - non-major The Component is responsible to ensure compliance with all
appropriation and procurement laws, regulations, and policies during the acquisition of this program.

Post Conditions

DHS CIO Response
Approved: OCIO has no additional conditions.
O] Conditionally Approved: Additional conditions may be defined here or in attachments prepared by

EBMO. All conditions so defined must be resolved.
[] Disapproved

(b)(6);(b)7)(C)

Department of Homeland Security, Chief Information Officer Date

DHS Overall Condition

The Directorate / Component Chief Information Officer (CIO) is responsible for ensuring that a copy of this
Acquisition Review Decision (ARD) document and any attachments are provided to the respective
Contracting Officer who will award this requirement. If the DHS CIO “Approved or Conditionally Approved”
the ITAR request, the acquisition is approved for the Procurement Office to proceed. The Contracting
Officer is responsible to ensure that all conditions that modify the contract/statement of work as identified in
the ARD document are fully executed in the resultant award. If any such condition cannot be met, the
requirements must be resubmitted to the DHS Chief Information Officer through the Acquisition Review
Board (ARB).

09/02/2014 Source Selection Sensitive Page 2 of 2
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Statement of Outcomes — FALCON OPERATIONS & MAINTENANCE
SUPPORT & SYSTEM ENHANCEMENT Contract

(Appendix B)

Period of Performance - 5/28/2015-5/27/2016

1.0 BACKGROUND

Appendix B shall be considered an addendum to Section 5.8 of the Performance Work
Statement: Additional Work to Be Performed During the Initial POP, Option Years 1-2,
and the Optional Six-Month Extension.

During the twelve-month period 5/28/2015 to 5/27/2016, or longer if mutually agreed to by the
parties, the Contractor shall perform development, integration, and training services for the
following projects, which are not presented in priority order. The parties shall mutually agree to
the list priorities and project timelines.

2.0  PROJECT PLANS AND SCHEDULES

The Contractor shall submit to the FALCON Program Manager and the FALCON COR/ACOR
no later than ten work days after the beginning of a contract year a draft Schedule of Outcomes,
listing the planned start dates of each planned outcome-based project. Based upon this Schedule
of Outcomes, the Contractor shall submit to the FALCON Program Manager and the FALCON
COR/ACOR no later than ten working days prior to the initiation of work on a particular
outcome-based project a Project Plan and a Project Schedule. The one exception shall be for the
first of the planned outcome-based projects, for which a Project Plan and a Project Schedule shall
be delivered by the Contractor concurrently with delivery of the draft Schedule of Outcomes.

Project Plans, mutually agreed to by HSI and the Contractor, shall identify specific user groups,
workflows and discrete tasks. The Project Plans will define the agreed upon scope of each
outcome — any and all changes to the Project Plans must be mutually agreed upon by the parties
and documented in weekly and/or monthly reports. Specifically, any addition of a new task
within the Project Plan must be mutually agreed upon by the parties, and counterbalanced with
the deletion or delay of an existing task of equal effort, as documented in weekly and/or monthly
reports. Project Schedules shall list high-level tasks for a specified outcome-based project.
Project Plans and Schedules may be amended by the two parties’ mutual agreement.

3.0 PROJECT MANAGEMENT

As part of the Draft Project Plan for each planned outcome-based project, Contractor shall
identify a project lead, who will (a) coordinate all Contractor work on that particular outcome-
based project; (b) manage the Project Plan and Project Schedule; and (c) report on progress and
achievement of project milestones at weekly meetings with the FALCON PMO Team and to
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inquiries made by the FALCON Program Manager or other HSI authorities. At the Contractor’s
discretion, a particular employee may be assigned as project lead for more than one outcome-
based project.

In addition to weekly progress meetings, the Contractor shall provide (a) quarterly briefings at
the Unit Chief level and (b) twice yearly briefings to the Executive Steering Committee on
progress and achievement of project milestones across all outcomes.

The FALCON Program Manager shall identify a governmental project lead for each planned
outcome-based project. This governmental project lead will (a) identify governmental Subject
Matter Experts (SMEs) as necessary for requirements gathering, user feedback, and user testing;
(b) facilitate meetings between governmental SMEs and Contractor staff; (c) coordinate
agreements between the FALCON PMO and other bodies within ICE or other governmental
agencies required for exchanges of data necessary for the accomplishment of the outcome-based
project; (d) review/approve all changes to the Project Plan and/or Project Schedule proposed by
the Contractor; and (d) alert the FALCON Program Manager and the FALCON COR/ACOR
whenever schedule breeches are anticipated to occur or other problems arise which may
adversely impact either project quality or the achievement of project deadlines.

All training activities conducted in support of these outcomes must be coordinated, in advance,
with the FALCON Program Management Office (PMO).

4.0 LIST OF OUTCOME-BASED PROJECTS

(b)(7)(E); (b))

AWK
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At the beginning of each year of contract performance, the AD and DAD over the FALCON
program, with the input of the ESC and of the Contractor will agree upon the addition of up
to five outcomes to be completed during the upcoming year (the number of outcomes may
be higher if both parties agree). If ICE and the Contractor are unable to agree upon the scope
of a given outcome or set of outcomes, the Contractor will provide a detailed technical
rationale as to why the outcome falls outside the scope of PWS. This written rationale shall
include the level of effort and why this level of effort is not attainable and shall be presented
to the ICE FALCON Program Manager and COR/ACOR within five (5) business days of
the Contractor’s initial announcement of lack of agreement on the Statement of Outcomes.
In this scenario, HSI management and the Contractor’s management will use this
information to reach a final agreement on the Statement of Outcomes. Contractor will
provide the implementation support for all tasks listed in an annual outcomes statement to
which both HSI and the Contractor agree.

Should the provision by the Contractor of a technical rationale for the non-feasibility of an
outcome fail to result in agreement between HSI management and the Contractor’s
management on the contents of the Statement of Outcomes, either party may request
adjudication from the assigned ICE Contracting Officer (CO), who shall make a determination
within five (5) business days of receipt of the adjudication request as to whether or not the
disputed outcome(s) shall be included in the Statement of Outcomes. In the event that HSI’s
priorities change during the period of time covered by a Statement of Outcomes and HSI
requests that the Statement of Outcomes be amended, and the Contractor determines that this
new request for work does not clearly fall within the scope of the existing Statement of
Outcomes, the Contractor may present the change request to the CO, who shall review the
request to determine whether HSI’s request falls within the scope of that document. Such
determinations must be made within five (5) business days of the escalation request. The
Contractor will not be obligated to take any action on the new request for work unless and
until the CO, in coordination with the Contractor, approves the request and determines that
such request falls within the scope of an existing Statement of Outcomes or otherwise amends
such document to include the new request for work. In the event the CO and Contractor are
unable to reach an agreement, the matter will be referred to ICE’s Head of Contracting
Authority (HCA) for final adjudication. For any priority tasks outside the scope of the existing
Statement of Outcomes, HSI may request a level of effort from Contractor; Contractor shall
not be obligated to perform such tasks unless (1) the task consists of high priority case work
and 1s specifically requested by the Executive Assistant Director of HSI (or his/her designee);
and (ii) a required task of a comparable level of effort is explicitly postponed or eliminated.

Changes to the annual Statement of Outcomes shall be incorporated into the contract through
bilateral modification.
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Statement of Outcomes — FALCON OPERATIONS & MAINTENANCE
SUPPORT & SYSTEM ENHANCEMENT Contract

(Appendix B)

Period of Performance - 5/14/2015-5/13/2016

1.0 BACKGROUND

Appendix B shall be considered an addendum to Section 5.8 of the Performance Work
Statement: Additional Work to Be Performed During the Initial POP, Option Years 1-2,
and the Optional Six-Month Extension.

During the twelve-month period 5/14/2015 to 5/13/2016, or longer if mutually agreed to by the
parties, the Contractor shall perform development, integration, and training services for the
following projects, which are not presented in priority order. The parties shall mutually agree to
the list priorities and project timelines.

2.0  PROJECT PLANS AND SCHEDULES

The Contractor shall submit to the FALCON Program Manager and the FALCON COR/ACOR
no later than ten work days after the beginning of a contract year a draft Schedule of Outcomes,
listing the planned start dates of each planned outcome-based project. Based upon this Schedule
of Outcomes, the Contractor shall submit to the FALCON Program Manager and the FALCON
COR/ACOR no later than ten working days prior to the initiation of work on a particular
outcome-based project a Project Plan and a Project Schedule. The one exception shall be for the
first of the planned outcome-based projects, for which a Project Plan and a Project Schedule shall
be delivered by the Contractor concurrently with delivery of the draft Schedule of Outcomes.

Project Plans, mutually agreed to by HSI and the Contractor, shall identify specific user groups,
workflows and discrete tasks. The Project Plans will define the agreed upon scope of each
outcome — any and all changes to the Project Plans must be mutually agreed upon by the parties
and documented in weekly and/or monthly reports. Specifically, any addition of a new task
within the Project Plan must be mutually agreed upon by the parties, and counterbalanced with
the deletion or delay of an existing task of equal effort, as documented in weekly and/or monthly
reports. Project Schedules shall list high-level tasks for a specified outcome-based project.
Project Plans and Schedules may be amended by the two parties’ mutual agreement.

3.0 PROJECT MANAGEMENT

As part of the Draft Project Plan for each planned outcome-based project, Contractor shall
identify a project lead, who will (a) coordinate all Contractor work on that particular outcome-
based project; (b) manage the Project Plan and Project Schedule; and (c) report on progress and
achievement of project milestones at weekly meetings with the FALCON PMO Team and to
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inquiries made by the FALCON Program Manager or other HSI authorities. At the Contractor’s
discretion, a particular employee may be assigned as project lead for more than one outcome-
based project.

In addition to weekly progress meetings, the Contractor shall provide (a) quarterly briefings at
the Unit Chief level and (b) twice yearly briefings to the Executive Steering Committee on
progress and achievement of project milestones across all outcomes.

The FALCON Program Manager shall identify a governmental project lead for each planned
outcome-based project. This governmental project lead will (a) identify governmental Subject
Matter Experts (SMEs) as necessary for requirements gathering, user feedback, and user testing;
(b) facilitate meetings between governmental SMEs and Contractor staff; (c) coordinate
agreements between the FALCON PMO and other bodies within ICE or other governmental
agencies required for exchanges of data necessary for the accomplishment of the outcome-based
project; (d) review/approve all changes to the Project Plan and/or Project Schedule proposed by
the Contractor; and (d) alert the FALCON Program Manager and the FALCON COR/ACOR
whenever schedule breeches are anticipated to occur or other problems arise which may
adversely impact either project quality or the achievement of project deadlines.

All training activities conducted in support of these outcomes must be coordinated, in advance,
with the FALCON Program Management Office (PMO).

4.0 LIST OF OUTCOME-BASED PROJECTS

(b)(5);(b)(7)(E)
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(b)(5);(b)(7)(E)

5.0 ESCALATION

At the beginning of each year of contract performance, the AD and DAD over the FALCON
program, with the input of the ESC and of the Contractor will agree upon the addition of up
to five outcomes to be completed during the upcoming year (the number of outcomes may
be higher if both parties agree). If ICE and the Contractor are unable to agree upon the scope
of a given outcome or set of outcomes, the Contractor will provide a detailed technical
rationale as to why the outcome falls outside the scope of PWS. This written rationale shall
include the level of effort and why this level of effort is not attainable and shall be presented
to the ICE FALCON Program Manager and COR/ACOR within five (5) business days of
the Contractor’s initial announcement of lack of agreement on the Statement of Outcomes.
In this scenario, HSI management and the Contractor’s management will use this
information to reach a final agreement on the Statement of Outcomes. Contractor will
provide the implementation support for all tasks listed in an annual outcomes statement to

95

epic.org EPIC-17-08-14-ICE-FOIA-20180821-6thInterim-Production-pt5 003122
2018-ICLI-00008 3122



which both HSI and the Contractor agree.

Should the provision by the Contractor of a technical rationale for the non-feasibility of an
outcome fail to result in agreement between HSI management and the Contractor’s
management on the contents of the Statement of Outcomes, either party may request
adjudication from the assigned ICE Contracting Officer (CO), who shall make a determination
within five (5) business days of receipt of the adjudication request as to whether or not the
disputed outcome(s) shall be included in the Statement of Outcomes. In the event that HSI’s
priorities change during the period of time covered by a Statement of Outcomes and HSI
requests that the Statement of Outcomes be amended, and the Contractor determines that this
new request for work does not clearly fall within the scope of the existing Statement of
Outcomes, the Contractor may present the change request to the CO, who shall review the
request to determine whether HSI's request falls within the scope of that document. Such
determinations must be made within five (5) business days of the escalation request. The
Contractor will not be obligated to take any action on the new request for work unless and
until the CO, in coordination with the Contractor, approves the request and determines that
such request falls within the scope of an existing Statement of Outcomes or otherwise amends
such document to include the new request for work. In the event the CO and Contractor are
unable to reach an agreement, the matter will be referred to ICE’s Head of Contracting
Authority (HCA) for final adjudication. For any priority tasks outside the scope of the existing
Statement of Outcomes, HSI may request a level of effort from Contractor; Contractor shall
not be obligated to perform such tasks unless (i) the task consists of high priority case work
and is specifically requested by the Executive Assistant Director of HSI (or his/her designee);
and (ii) a required task of a comparable level of effort is explicitly postponed or eliminated.

Changes to the annual Statement of Outcomes shall be incorporated into the contract through
bilateral modification.
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Statement of Outcomes — FALCON OPERATIONS & MAINTENANCE
SUPPORT & SYSTEM ENHANCEMENT Contract

(Appendix B)

Period of Performance - 5/14/2015-5/13/2016

1.0 BACKGROUND

Appendix B shall be considered an addendum to Section 5.8 of the Performance Work
Statement: Additional Work to Be Performed During the Initial POP, Option Years 1-2,
and the Optional Six-Month Extension.

During the twelve-month period 5/14/2015 to 5/13/2016, or longer if mutually agreed to by the
parties, the Contractor shall perform development, integration, and training services for the
following projects, which are not presented in priority order. The parties shall mutually agree to
the list priorities and project timelines.

2.0  PROJECT PLANS AND SCHEDULES

The Contractor shall submit to the FALCON Program Manager and the FALCON COR/ACOR
no later than ten work days after the beginning of a contract year a draft Schedule of Outcomes,
listing the planned start dates of each planned outcome-based project. Based upon this Schedule
of Outcomes, the Contractor shall submit to the FALCON Program Manager and the FALCON
COR/ACOR no later than ten working days prior to the initiation of work on a particular
outcome-based project a Project Plan and a Project Schedule. The one exception shall be for the
first of the planned outcome-based projects, for which a Project Plan and a Project Schedule shall
be delivered by the Contractor concurrently with delivery of the draft Schedule of Outcomes.

Project Plans, mutually agreed to by HSI and the Contractor, shall identify specific user groups,
workflows and discrete tasks. The Project Plans will define the agreed upon scope of each
outcome — any and all changes to the Project Plans must be mutually agreed upon by the parties
and documented in weekly and/or monthly reports. Specifically, any addition of a new task
within the Project Plan must be mutually agreed upon by the parties, and counterbalanced with
the deletion or delay of an existing task of equal effort, as documented in weekly and/or monthly
reports. Project Schedules shall list high-level tasks for a specified outcome-based project.
Project Plans and Schedules may be amended by the two parties’ mutual agreement.

3.0 PROJECT MANAGEMENT

As part of the Draft Project Plan for each planned outcome-based project, Contractor shall
identify a project lead, who will (a) coordinate all Contractor work on that particular outcome-
based project; (b) manage the Project Plan and Project Schedule; and (c) report on progress and
achievement of project milestones at weekly meetings with the FALCON PMO Team and to
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inquiries made by the FALCON Program Manager or other HSI authorities. At the Contractor’s
discretion, a particular employee may be assigned as project lead for more than one outcome-
based project.

In addition to weekly progress meetings, the Contractor shall provide (a) quarterly briefings at
the Unit Chief level and (b) twice yearly briefings to the Executive Steering Committee on
progress and achievement of project milestones across all outcomes.

The FALCON Program Manager shall identify a governmental project lead for each planned
outcome-based project. This governmental project lead will (a) identify governmental Subject
Matter Experts (SMEs) as necessary for requirements gathering, user feedback, and user testing;
(b) facilitate meetings between governmental SMEs and Contractor staff; (c) coordinate
agreements between the FALCON PMO and other bodies within ICE or other governmental
agencies required for exchanges of data necessary for the accomplishment of the outcome-based
project; (d) review/approve all changes to the Project Plan and/or Project Schedule proposed by
the Contractor; and (d) alert the FALCON Program Manager and the FALCON COR/ACOR
whenever schedule breeches are anticipated to occur or other problems arise which may
adversely impact either project quality or the achievement of project deadlines.

All training activities conducted in support of these outcomes must be coordinated, in advance,
with the FALCON Program Management Office (PMO).

4.0 LIST OF OUTCOME-BASED PROJECTS

(b)(5)
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5.0 ESCALATION

At the beginning of each year of contract performance, the AD and DAD over the FALCON
program, with the input of the ESC and of the Contractor will agree upon the addition of up
to five outcomes to be completed during the upcoming year (the number of outcomes may
be higher if both parties agree). If ICE and the Contractor are unable to agree upon the scope
of a given outcome or set of outcomes, the Contractor will provide a detailed technical
rationale as to why the outcome falls outside the scope of PWS. This written rationale shall
include the level of effort and why this level of effort is not attainable and shall be presented
to the ICE FALCON Program Manager and COR/ACOR within five (5) business days of
the Contractor’s initial announcement of lack of agreement on the Statement of Outcomes.
In this scenario, HSI management and the Contractor’s management will use this
information to reach a final agreement on the Statement of Outcomes. Contractor will
provide the implementation support for all tasks listed in an annual outcomes statement to
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which both HSI and the Contractor agree.

Should the provision by the Contractor of a technical rationale for the non-feasibility of an
outcome fail to result in agreement between HSI management and the Contractor’s
management on the contents of the Statement of Outcomes, either party may request
adjudication from the assigned ICE Contracting Officer (CO), who shall make a determination
within five (5) business days of receipt of the adjudication request as to whether or not the
disputed outcome(s) shall be included in the Statement of Outcomes. In the event that HSI’s
priorities change during the period of time covered by a Statement of Outcomes and HSI
requests that the Statement of Outcomes be amended, and the Contractor determines that this
new request for work does not clearly fall within the scope of the existing Statement of
Outcomes, the Contractor may present the change request to the CO, who shall review the
request to determine whether HSI's request falls within the scope of that document. Such
determinations must be made within five (5) business days of the escalation request. The
Contractor will not be obligated to take any action on the new request for work unless and
until the CO, in coordination with the Contractor, approves the request and determines that
such request falls within the scope of an existing Statement of Outcomes or otherwise amends
such document to include the new request for work. For any priority tasks outside the scope of
the existing Statement of Outcomes, HSI may request a level of effort from

Contractor; Contractor shall not be obligated to perform such tasks unless (1) the task consists
of high priority case work and is specifically requested by the Executive Assistant Director of
HSI (or his/her designee); and (ii) a required task of a comparable level of effort is explicitly
postponed or eliminated.

Changes to the annual Statement of Outcomes shall be incorporated into the contract through
bilateral modification.
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Comparison: Steady-State vs. Exercise of 8 Core Expansion Option

Option Year FALCON, EID, DARTTS Steady-State + User/
@ Steady-State Data Growth
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Change Proposal: Palantir Gotham FFP License

Option Years Palantir Gotham FFP
License
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PWS Deliverable Comparison: Palantir Gotham FFP License vs. Core-base

Option Year

(b)(5);(b)(7)(E)

PWS Deliverable (Notional Roll-out) Approx. Palantir Gotham
perpetual licenses, per
server core (PT-

PG-000001); Annual
Support & Maintenance
(PT-PG-100001)

Palantir Gotham FFP
License: Steady State +
User/Data Growth and
Emergent Requirements
of PWS
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// For Discussion //
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" Does the requirement include a O/E that will connect o a nen-U.8. Gevernment {USG) network or device?

& Will the device or equipment slore unencrypted PII7

7 Will the device or equipmeni be roturned lto the vendor?

5 |s the requirement for any of the lollowing special cases?
a) License Plate Reader Cameras or Services
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Instruction tased on answers provirad

1 ICE Privacy Review is NOT Roquired for this Procurement.

2 Save this documont as a PDF filo, then apply manual or Adobe electronic signatura.

3 Include the signed ICE Privacy Checklist in the acquisition package you submit to DAQ.

Program Signature Space

(b)(8);(b)(7)C)

Privacy Signature Space
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Office of Information Governance and Privacy (IGP)
Procurement Review Form

Project Name: FALCON Palantir Contract Bi-Lateral Modification
Contract Number: HSCETC-15-C-00001

IGP Reviewer: (b)(8);(b)(7)(C)

TAD Reviewer: NA

Date: September 29, 2016
POTS Ref: 16-10043
High Risk Assessment:

X This contract has been evaluated as high risk.

IGP Summary:

This review is for a bi-lateral contract modification. Palantir will provide cloud infrastructure
including Combined GovCloud Instances, AWS support package, and SaaS Palantir Cloud from
9/30/2016 — 5/27/2017.

This contract was previously reviewed by ICE Privacy and IAD in 2015. The review determined
that some of the required clauses were present and requested all of the listed clauses be included
in the final procurement.

The option year contract was approved by OAQ in May 2016. However, the option year contract
was not submitted to IGP for review.

IGP Comments:

Please ensure that ALL PRIV and REC clauses are included in the final PWS submitted to
Palantir. In addition, an executed contract should be sent tofb)(7)(E) | as soon as it
1s available.

“PRIV 2.5: Requirement for Privacy Lead,” listed below, is optional to include in the contract
but recommended.

*Clauses with a 4/ next to them are present in the solicitation package submitted for privacy review.

1
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Please ensure the following language is included in the solicitation and final contract. If the
language in any of these clauses is edited, the ICE Office of Information Governance and
Privacy must be notified before the solicitation and final contract are issued.

(1) FAR Clauses
52.224-1: Privacy Act Notification (APR 1984) v
52.224-2: Privacy Act (APR 1984)
52.239-1: Privacy or Security Safeguards (AUG 1996) (IAD Required Clause)

(2) HSAR Clauses (IAD Required Clauses)
Safeguarding of Sensitive Information (MAR 2015) y
Information Technology Security and Privacy Training (MAR 2015) v

3052.204-71 Contractor employee access (SEP 2012), and Alternate I/

(3) ICE 1IGP Clauses
PRIV 1.4: Separation Checklist for Contractor Employees
PRIV 1.7: Privacy Act Information

PRIV 2.1: Restrictions on Testing Using Real Data Containing PII
PRIV 2.2: Restrictions on Training Using Real Data Containing PII
PRIV 2.5: Requirement for Privacy Lead

REC 1.1: Required DHS Basic Records Management Training

REC 1.2: Deliverables are the Property of the U.S. Government

REC 1.3: Contractor Shall Not Create or Maintain Unauthorized Records
REC 1.4: Agency Owns Rights to Electronic Information

REC 1.5: Comply With All Records Management Policies

REC 1.6: No Disposition of Documents without Prior Written Consent

REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors

PRIV 1.4: Separation Checklist for Contractor Employees: Contractors shall enact a protocol
to use a separation checklist before its employees, Subcontractor employees, or independent
Contractors terminate working on the contract. The separation checklist must cover areas such
as: (1) return of any Government-furnished equipment; (2) return or proper disposal of Sensitive
PII (paper or electronic) in the custody of the Contractor/Subcontractor employee or independent
Contractor, including the sanitization of data on any computer systems or media as appropriate;
and (3) termination of any technological access to the Contractor’s facilities or systems that
would permit the terminated employee’s access to Sensitive PIL

In the event of adverse job actions resulting in the dismissal of an employee, Subcontractor
employee, or independent Contractor, the Contractor shall notify the Contract Officer’s
Representative (COR) within 24 hours. For normal separations, the Contractor shall submit the
checklist on the last day of employment or work on the contract.

2
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As requested, contractors shall assist the ICE Point of Contact (ICE/POC), Contracting Officer,
or COR with completing ICE Form 50-005/Contractor Employee Separation Clearance Checklist
by returning all Government-furnished property including but not limited to computer
equipment, media, credentials and passports, smart cards, mobile devices, PIV cards, calling
cards, and keys and terminating access to all user accounts and systems.

(End of clause)

PRIV 1.7: Privacy Act Information: In accordance with FAR 52.224-1, PRIVACY ACT
NOTIFICATION (APR 1984), and FAR 52.224-2, PRIVACY ACT (APR 1984), this contract
requires Contractor personnel to have access to information protected by the Privacy Act of
1974. The Agency advises that the relevant system of records notices (SORNs) applicable to this
Privacy Act information are as follows:

(B)(7)E)

These SORNs may be updated at any time. The most current DHS versions are publicly available
at www.dhs.gov/privacy. SORNs of other agencies may be accessed through the agencies’
websites or by searching FDsys, the Federal Digital System of the Government Publishing
Office, available at http://www.gpo.gov/fdsys/.

(End of clause)

PRIV 2.1: Restrictions on Testing Using Real Data Containing PII: The use of real data
containing Sensitive PII from any source for testing purposes is generally prohibited. The
Contractor shall use synthetic or de-identified real data for testing whenever feasible. ICE policy
requires that any proposal to use real data or de-identified data for IT system testing be approved
by the ICE Privacy Officer and Chief Information Security Officer (CISO) in advance. In the
event performance of the contract requires or necessitates the use of real data for system-testing
purposes, the Contractor in coordination with the Contracting Officer or Contracting Officer’s
Representative and Government program manager shall obtain approval from the ICE Privacy
Office and CISO and complete any required documentation.

(End of clause)

PRIV 2.2: Restrictions on Training Using Real Data Containing PII: The use of real data
containing Sensitive PII from any source for training purposes is generally prohibited. The
Contractor shall use synthetic or de-identified real data for training whenever feasible. ICE
policy requires that any proposal to use real data or de-identified data for IT system training be

3
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approved by the ICE Privacy Officer and Chief Information Security Officer in advance. In the
event performance of the contract requires or necessitates the use of real data for training
purposes, the Contractor in coordination with the Contracting Officer or Contracting Officer’s
Representative and Agency program manager shall obtain approval from OCIO and the ICE
Privacy Office and complete any required documentation.

(End of clause)

PRIV 2.5: Requirement for Privacy Lead: The Contractor shall assign or procure a Privacy
Lead, to be listed under “Key Personnel”. The Privacy Lead shall be responsible for providing
adequate support to DHS to ensure DHS can complete any required PTA, PIA, SORN, or other
supporting documentation to support privacy compliance. The Privacy Lead shall work with
personnel from the program office, the ICE Privacy Office, the Office of the Chief Information
Officer, and the Records Management Branch to ensure that the privacy documentation is kept
on schedule, that the answers to questions in the PIA are thorough and complete, and that
questions asked by the ICE Privacy Office and other offices are answered in a timely fashion.
The Privacy Lead:
e Must have excellent writing skills, the ability to explain technology clearly for
a non-technical audience, and the ability to synthesize information from a
variety of sources.
e Must have excellent verbal communication and organizational skills.
e Must have experience writing PIAs. Ideally the candidate would have
experience writing PIAs for DHS.
e Must be knowledgeable about the Privacy Act of 1974 and the E-Government

Act of 2002.
e Must be able to work well with others.
(End of clause)

REC: 1.1: Required DHS Basic Records Management Training: The Contractor shall
provide DHS basic records management training for all employees and Subcontractors that have
access to Sensitive PII as well as the creation, use, dissemination and/or destruction of Sensitive
PII at the outset of the Subcontractor’s/employee’s work on the contract and every year
thereafter. This training can be obtained via links on the ICE intranet site. The Agency may also
make the training available through other means (e.g., CD or online). The Contractor shall
maintain copies of certificates as a record of compliance. The Contractor must submit an annual
e-mail notification to the Contracting Officer’s Representative that the required training has been
completed for all the Contractor’s employees.

(End of clause)

REC 1.2: Deliverables are the Property of the U.S. Government: The Contractor shall treat all
deliverables under the contract as the property of the U.S. Government for which the Agency
shall have unlimited rights to use, dispose of, or disclose such data contained therein. The

4
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Contractor shall not retain, use, sell, or disseminate copies of any deliverable without the
expressed permission of the Contracting Officer or Contracting Officer’s Representative. The
Contractor shall certify in writing the destruction or return of all Government data at the
conclusion of the contract or at a time otherwise specified in the contract. The Agency owns the
rights to all data/records produced as part of this contract.

(End of clause)

REC 1.3: Contractor Shall Not Create or Maintain Unauthorized Records: The Contractor
shall not create or maintain any records that are not specifically tied to or authorized by the
contract using Government IT equipment and/or Government records. The Contractor shall not
create or maintain any records containing any Government Agency data that are not specifically
tied to or authorized by the contract.

(End of clause)

REC 1.4: Agency Owns Rights to Electronic Information: The Government Agency owns the
rights to all electronic information (electronic data, electronic information systems or electronic
databases) and all supporting documentation created as part of this contract. The Contractor must
deliver sufficient technical documentation with all data deliverables to permit the Agency to use
the data.

(End of clause)

REC 1.5: Comply With All Records Management Policies: The Contractor agrees to comply
with Federal and Agency records management policies, including those policies associated with
the safeguarding of records covered by the Privacy Act of 1974. These policies include the
preservation of all records created or received regardless of format, mode of transmission, or
state of completion.

(End of clause)

REC 1.6: No Disposition of Documents without Prior Written Consent: No disposition of
documents will be allowed without the prior written consent of the Contracting Officer. The
Agency and its contractors are responsible for preventing the alienation or unauthorized
destruction of records, including all forms of mutilation. Willful and unlawful destruction,
damage or alienation of Federal records is subject to the fines and penalties imposed by 18
U.S.C. 2701. Records may not be removed from the legal custody of the Agency or destroyed
without regard to the provisions of the Agency records schedules.

(End of clause)

3
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REC 1.7: Contractor Must Obtain Approval Prior to Engaging Subcontractors: The
Contractor is required to obtain the Contracting Officer's approval prior to engaging in any
contractual relationship (Subcontractor) in support of this contract requiring the disclosure of
information, documentary material and/or records generated under or relating to this contract.
The Contractor (and any Subcontractor) is required to abide by Government and Agency
guidance for protecting sensitive and proprietary information.

(End of clause)

6
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Immigration and Customs Enforcement
Office of Acquisition Management

ICE Privacy Checklist
ICE Privacy Branch Emai‘{b)(?)fE} kE Privacy Branch Main Number: {202) 732-3300

Name of Procurment Action- FALCON l Program POC:I( b)(6);( b)l

Needed for follow up questions

Please provide a description of the good and service.

FALCON provides HSI's agents and analysts with a key investigative resource: a wholly integrated, consolidated platform performing federated search. analytics,
geospatial referencing, reporting and situational awareness capabilities across a broadly diverse universe of structured and unstructured law enforcement data
residing in numerous, disparate source environments. FALCON is based upon a COTS product, Palantir Gotham. This procurement will acquire a Gotham
Unlimited perpetual license and operation and maintenance support from Palantir Technologies. The license and services will be firm fixed price. The Palantir
Gotham Unlimited License includes at no additional cost the hardware necessary for server core additions, a perpetual license for Gotham software. unlimited

POC Email([r)(6):(b)(7)(C)

Needed for follow up guestions Needed for follow up guestions

Please answer Yes or No to the following questions. Include a brief explanation when requested.

=

Does the requirement involve the capture, storage, access, or processing of Personally Identifiable Information
(PI)?

NOTE: Personally Identifiable Information (Pll). Pllis any information that permits the identity of an individual to be diractly or indirectly infarred, including any
information which is linked or linkable to that individual regardless of the individual's citizenship or immigration status. Such information includes a: name, Social
Security Number, date and place of birth, mother's maiden name, Alien Registration Number, account number, license number, vehicle identifier number, license
plate number, device identifier or serial number, internet protocol address, biometric identifier (e.q., facial recognition photograph, fingerprint, iris scan, voice print},
educational information, financial information, medical information, criminal or employment information, or information created specifically to identify or authenticate
an individual (e.g,, a random generated number). Information about an individual may be considered Pl even after the individual's name has been removed or
masked

Please provide a description of the PII...

FALCON-SA contains Significant Incident Reports (SIRs), Operation Predator Significant Incident Arrest Reports (OPPRED), Significant Prospective Enforcement
Activity Reports (SPEARs), Law Enforcement Agency Request for Assistance (LEARAs), SPOT Reports, ERO Intelligence Reports (ERO LEADs), and ERO Third
Agency Visit Reports (ERO TAVs) pulled from SEN. The pulling occurs at least once every 48 hours. These records contain Pll about individuals who are
involved in significant incidents at ICE, such as the subjects of ICE arrests. employees who are assaulted during operations, etc.; law enforcement officers’ names
and contact information at ICE and other saosocies: subiects of IGF threat such a5 suspected oang members: aod ICE detai that ather law

and continue to question 2.

Is the requirement limited to forensic data capturing and processing (e.g., a D/E, application, or service that
collects or processes forensic data)?

N

NOTE: Forensic Data Capturing and Processing. E.g., gather evidence from a particular computing device, capture the data available on a device, obtain
forensic copies of the computer hard drive, duplicate hard drives, capture photographic and video data, automated searching and recording of potential evidence,
retain copies for analysis, transfer copies into safe keeping, maintain copies under strict control, authenticate forensic data, perform computer forensics (i.e.,
collect, analyze, and report digital data), acquire real-time forensic evidence, perform forensic imaging (forensic bit-by-bit'sector-by-sector duplication), capture live
data forensic imaging, perform network forensics (i.e., monitor and analyze network data activity), undertake forensic analysis, etc.

Continue to question 3.

Does the requirement include the vendor access to agency data, records, or systems that contain PII?

w

Enter a description of the Pll records, or Pll systems, to which the vendor will have access and why...

(b)(7)(E)

and then continue to question 4.

F=3

NOTE: The Pl stored by the D/E and the processing of the stored Pl must be evaluated to determine if a Privacy review will be required. Answering YES to this
question and completing the remaining portions of this checklist will insure that the appropriate evaluation is undertaken. Also, if this acquisition includes any other
requirements including as example the service and/or maintenance of a D/E, then please answer YES to this question and proceed to the next question.

PLEASE SKIP TO QUESTION 8.

Is the requirement for the purchase (or maintenance) of a device or equipment (D/E) that stores PII?
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5
Does the requirement include a D/E that will connect to a non-U.S. Government (USG) network or device? |:]

& Will the device or equipment store unencrypted PII? |:|
7 Will the device or equipment be returned to the vendor? |:|
8 Is the requirement for any of the following special cases?

a) License Plate Reader Cameras or Services

You are finished with this checklist. Review the instructions below for this procurement.

Instruction based on answers provided

1 ICE Privacy Review is NOT Required for this Procurement.
2 Save this document as a PDF file, then apply manual or Adobe electronic signature.

3 Include the signed ICE Privacy Checklist in the acquisition package you submit to OAQ.

Program Signature Space Privacy Signature Space
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Reset Form

Version 4.0

Determination Template

DETERMINATION - ASSESSMENT OF CONTRACTOR SUPPORT SERVICES

COMPONENT NAME: ICE

1. Name of Program Office: Homeland Security Investigations Mission Support
2 Product Service Code & PSC Description: D319
3. Brief DCSCl'iptiOn ofProject: Operation and Maintenance Support
4. Project Name: FALCON
5. | Contract/Task Order/TAA/Order Number: T8D
6. Contracting Office: Tech World Bidg, 801 | St. SW
7. | Period of Performance:  June 14, 2013 to March 13, 2014
8. | Total Value (i.e., base plus option years)|(2)(7)(E)
9. | Estimated Annual Value: |(b)(7)(E) |
10. | Advance Acquisition Plan (AAP) Number: 201301723
11. | Acquisition Plan Number (acquisitions > $10M):  HSICE-13-26
12. | Cost Comparison Summary:|(b)(7)(E) Estimated Government Cost to perform the work
Estimated Contractor Cost to perform the work
See Attachment E for full details. If Sufficient Internal Capacity exists, state "N/A" for Estimated Government Cost.
13. | Program Office Determination:
On the basis of the findings, | hereby determine that:
a. (v) This requirement does not include inherently governmental functions. See Attachment A.
b. ( ) This requirement does not include functions that are closely associated with inherently governmental
functions; or
(v) This requirement does include functions that are closely associated with inherently governmental functions.
Special consideration has been given to using federal government employees. See block 14 & Attachment B.
¢. (v) This requirement does not include unauthorized personal services either in the way the work statement is
written or in the way the contract operates. See Attachment C; or
() This requirement does include authorized personal services pursuant to
d. (v) This requirement does not include critical functions; or
() This requirement does include critical functions. See block 14 and Attachment D.
Andrew J. Fox 05/15/2013 COR/Mgmt & Program Analyst
Name of Requiring Official Signature of Requiring Official Date Title
- - Legal Comments:
Reviewed by OGC (Print name) Date
OGC Signati
Critical & Closely Associated with Inherently Governmental Functions:
14.

() *Sufficient number of positions filled by federal employees with appropriate training, experience, and expertise
to maintain control over mission and operations and to oversee and manage contractors used to support the federal
workforce. If not, a mitigation strategy is attached. A numerical value must be entered below including 0 (zero).

O Number of federal employees performing the function (# of FTEs)
8  Number of federal employees providing oversight of the function (# of FTEs)
20 Number of contractors performing the function (# of Contractor Work-Year Equivalents - CWYE)

Percentage of Federal Employees to Total (Federal and Contractor Employees)

*To dete % ahcthcr there is a sufficient %y]rt{) Cég‘%'n Esr_tgll dﬂ% W Bm{gp{&c& &u%?g}l '?%son of minimum pcramagabagqgcid and
; : mplete

current pe CCnld

e at bottom of Attachment

mcm must C CO 1I\I o see T ¢ compe rison/calculations.
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Version 4.0

ATTACHMENT A -- INHERENTLY GOVERNMENTAL FUNCTIONS

This Attachment must be prepared and included in the contract file for all service acquistions pursuant to HSAM 3007.5.

For recompetes, if a prior assessment of contractor support services has been performed, requiring officials may submit the
prior written determination (completed written determination template and attachments) and/or BWS Sourcing Document to
the Contracting Officer. The prior assessment must clearly document the analysis for inherently governmental functions,
closely associated with inherently governmental functions, critical funtions, and unauthorized personal services. However, if
the contract action is a re-compete and no prior assessment has been conducted, an assessment is required.

The following functions constitute inherently governmental functions and may not legally be contracted out. The list is not
all inclusive; therefore, for functions not listed, agency personnel should apply the "nature of the function" test and "exercise
of discretion" test. For detailed information, see Federal Acquisition Regulation (FAR) Part 7.5; Office of Federal
Procurement Policy (OFPP) Policy Letter 11-01, Performance of Inherently Governmental Functions dated

September 12, 2011; Acquisition Alert 11-29; and, HSAM 3007.5 Inherently Governmental Functions.

INHERENTLY GOVERMENTAL FUNCTIONS FINDINGS
Answer "YES" or "NO" to the questions below based on the Statement of Work (SOW),
Performance Work Statement (PWS), Statement of Objectives (SOO), Federal Position Description,

or the way the contract is anticipated or has been performed previously. A "YES" response to a Yes | No
question below indicates the function must be performed by Federal employees. Does the function: |
1. | Involve the direct conduct of criminal investigations? ]
) Involve the control of prosecutions and performance of adjudicatory functions other than those n
" | relating to arbitration or other methods of alternative dispute resolution?
3 Involve the command of military forces, especially the leadership of military personnel who n
" | are members of the combat, combat support, or combat service support role?
Combat O

5. | Security provided under any of the circumstances set out below. This provision should not be
interpreted to preclude contractors taking action in self-defense or defense of others against the
imminent threat of death or serious injury.

(a) Security operations performed in direct support of combat as part of a larger integrated
armed force.

O
X

(b) Security operations performed in environments where, in the judgment of the responsible

Federal official, there is significant potential for the security operations to evolve into combat.
Where the U.S. military is present, the judgment of the military commander should be sought
regarding potential for operations to evolve into combat.

(c) Security that entails augmenting or reinforcing others (whether private security contractors,

O
X1

civilians, or military units) that have become engaged in combat. O

6. | Involve the conduct of foreign relations and the determination of foreign policy? ]
Involve the determination of agency policy, such as determining the content and application of

7. it O
regulations’

8. | Involve the determination of budget policy, guidance, and strategy? ]

9. | Involve the determination of Federal program priorities or budget requests? ]
Involve the selection or non-selection of individuals for Federal Government employment,

[0 |G e = 0| X
including interviewing of individuals for employment?

2
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Version 4.0

INHERENTLY GOVERMENTAL FUNCTIONS FINDINGS
Answer "YES" or "NO" to the questions below based on the Statement of Work (SOW),
Performance Work Statement (PWS), Statement of Objectives (SOO), Federal Position Description,

or the way the contract is anticipated or has been performed previously. A "YES" response to a Yes | No
question below indicates the function must be performed by Federal employees. Does the function:
11. | Involve the direction and control of Federal employees? ]
12. | Involve the direction and control of intelligence and counter-intelligence operations? |
13 Involve the approval of position descriptions and performance standards for Federal M Xl
" | employees?
14. | Involve the determination of what Government property is to be disposed of and on what terms
(although an agency may give contractors authority to dispose of property at prices within M
specified ranges and subject to other reasonable conditions deemed appropriate by the
agency)?
15. | In Federal procurement activities with respect to prime contracts:
(a) determining what supplies or services are to be acquired by the government (although an n
agency may give contractors authority to acquire supplies at prices within specified ranges and
subject to other reasonable conditions deemed appropriate by the agency);
(b) participating as a voting member on any source selection boards; O
(c) approving of any contractual documents, including documents defining requirements, O
incentive plans, and evaluation criteria;
(d) determining that prices are fair and reasonable; ]
(e) awarding contracts; n
(f) administering contracts (including ordering changes in contract performance or contract
quantities, making final determinations about a contractor’s performance, including approving M
award fee determinations or past performance evaluations and taking action based on those
evaluations, and accepting or rejecting contractor products or services);
(g) terminating contracts; O
(h) determining whether contract costs are reasonable, allocable, and allowable; ]
(1) participating as a voting member on performance evaluation boards. |
16. | The selection of grant and cooperative agreement recipients including: M
(a) approval of agreement activities, '
(b) negotiating scope of work to be conducted under grants/cooperative agreements, ]
(c) approval of modifications to grant/cooperative agreement budgets & activities, and |
(d) performance monitoring. ]
17. | The approval of agency responses to Freedom of Information Act requests (other than routine
responses that, because of statute, regulation, or agency policy, do not require the exercise of
judgment in determining whether documents are to be released or withheld), and the approval | []
of agency responses to the administrative appeals of denials of Freedom of Information Act
requests.
18. | The conduct of administrative hearings to determine the eligibility of any person for a security
clearance, or involving actions that affect matters of personal reputation or eligibility to O x]
participate in government programs.
19. | The approval of Federal licensing actions and inspections. |
3
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INHERENTLY GOVERMENTAL FUNCTIONS FINDINGS

Answer "YES" or "NO" to the questions below based on the Statement of Work (SOW),
Performance Work Statement (PWS), Statement of Objectives (SOO), Federal Position Description,
or the way the contract is anticipated or has been performed previously. A "YES" response to a Yes | No
question below indicates the function must be performed by Federal employees. Does the function:

20. | The collection, control, and disbursement of fees, royalties, duties, fines, taxes and other public
funds, unless authorized by statute, such as title 31 U.S.C. 952 (relating to private collection
contractors) and title 31 U.S.C. 3718 (relating to private attorney collection services). This
does NOT include:

(a) collection of fees, fines, penalties, costs or other charges from visitors to or
patrons of mess halls, post or base exchange concessions, national parks, and
similar entities or activities, or from other persons, where the amount to be
collected is predetermined or can be readily calculated and the funds collected can
be readily controlled using standard cash management techniques, and

O
X

(b) routine voucher and invoice examination. D [x]
21. | The control of the Treasury accounts. L]
22. | The administration of public trusts. O
23. | The drafting of official agency proposals for legislation, Congressional testimony, responses to
Congressional correspondence, or responses to audit reports from an inspector general, the ]
Government Accountability Office, or other Federal audit entity.
24. | Representation of the government before administrative and judicial tribunals, unless a statute E

expressly authorizes the use of attorneys whose services are procured through contract.

Use the space below to identify any additional Inherently Governmental functions when applying the
"Exercise of Discretion Test" and/or "Nature of the Function Test" to functions described in the
SOW/PWS/SOO. If no additional Inherently Governmental functions found, please state that the Exercise
of Discretion Test and the Nature of the Function Test have been applied and no Inherently Governmental
functions are included in this acquisition for services.

N/A

4

epic.org EPIC-17-08-14-ICE-FOIA-20180821-6thInterim-Production-pt5 003164
2018-ICLI-00008 3164



Version 4.0

ATTACHMENT B - CLOSELY ASSOCIATED WITH INHERENTLY *29( 510 (17%$/ 81&7,216

Services in support of inherently governmental functions are considered closely associated with inherently governmental
functions. Section 736 requires that special consideration be given to using Federal employees to perform work considered
closely associated with inherently governmental functions. If the agency determines that contractor performance of a function
closely associated with an inherently governmental function is appropriate, the agency must address specific safeguards and
monitoring systems (i.e., mitigation strategy) in place to ensure that work being performed by contractors will not change or
expand during performance to become an inherently governmental function.

Answer "YES" or "NO" to any functions below that apply based on the tasks described in the SOW/PWS/SOO. Consideration
SOW/PWS/SOO. Consideration must also be given to the way/manner in which the contract is performed or will be performed.
A "YES" response indicates that special consideration must be given to performance by Federal employees. Services in support
of inherently governmental functions include, but are not limited to:

CLOSELY ASSOCIATED WITH INHERENTLY GOVERNMENTAL FUNCTIONS Yes | No
1. | (a) performing budget preparation activities, such as workload modeling, fact finding, efficiency |
studies, and should-cost analyses.
(b) undertaking activities to support agency planning and reorganization [
(c) providing support for developing policies, including drafting documents, and conducting X
analyses, feasibility studies, and strategy options.
(d) providing services to support the development of regulations and legislative proposals pursuant to =
specific policy direction.
(e) supporting acquisition, including in the areas of:
1) acquisition planning, such as by - X
I) conducting market research,
IT) developing inputs for government cost estimates, X
[IT) drafting statements of work & other pre-award documents; X
ii) source selection, such as by - X
I) preparing a technical evaluation and associated documentation; — | -
IT) participating as a technical advisor to a source selection board or as a nonvoting M|
member of a source selection evaluation board; and
ITI) drafting the price negotiations memorandum; and X
iii) contract management, such as by —
I) assisting in the evaluation of a contractor’s performance (e.g., by collecting | x
information performing an analysis, or making a recommendation for a proposed
performance rating), and
IT) providing support for assessing contract claims and preparing termination — | x
settlement documents.
(f) Preparation of responses to Freedom of Information Act requests. .
Work in a situation that permits or might permit access to confidential business information or other
2. | sensitive information (other than situations covered by the National Industrial Security Program X | O
described in FAR 4.402(b)).

3 Dissemination of information regarding agency policies or regulations, such as conducting | =
" | community relations campaigns, or conducting agency training courses.
5
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CLOSELY ASSOCIATED WITH INHERENTLY GOVERNMENTAL FUNCTIONS Yes | No
4 Participation in a situation where it might be assumed that participants are agency employees or u
" | representatives, such as attending conferences on behalf of an agency.
5. | Service as arbitrators or provision of alternative dispute resolution (ADR) services. J
6 Construction of buildings or structures intended to be secure from electronic eavesdropping or other O | x
" | penetration by foreign governments.
7. | Provision of inspection services. ]
8. | Provision of legal advice & interpretations of regulations and statutes to government officials. O
9 Provision of non-law-enforcement security activities that do not directly involve criminal ]
" | investigations, such as prisoner detention or transport and non-military national security details.

Use the space below to address any Component-identified functions considered closely associated with
inherently governmental functions. If no additional closely associated with inherently governmental functions
are found, please state that the SOW/PWS/SOO has been reviewed and no additional closely associated with
inherently governmental functions are included in this acquisition for services.

The FALCON system ingests or accesses bodies of data from law enforcement-sensitive databases; thus, the contractors
who maintain the system and ingest data into it have access to law enforcement-sensitive data.

If yes is indicated for any of the items on the above checklist of closely associated with inherently governmental
functions and/or additional tasks in the SOW/PWS/SOO are considered closely associated with inherently
governmental, use the space below to document any mitigation strategies to ensure special management
attention and enhanced oversight of closely associated with inherently governmental functions occurs
throughout the life of this acquisition.

Contractors who fill out ICE Non-Disclosure Agreements and who are authorized to access information at the Tier 1 level
are permitted to access data which is law enforcement sensitive. No secret or top secret information is contained within
the records ingested by or accessed by the FALCON system; however, the FALCON system does ingest or access data
having law enforcement sensitivity from such source systems as TECS, SEACATS, SENS, TLS, PCTS, and EID. The
provision of Non-Disclosure Agreements and appropriate security clearances assures that law enforcement sensitive data
will not be compromised by contractors. All contractors must comply with taking ICE Virtual University courses
regarding security of Personally Identifiable Information (PII), data security, and ethics.

6
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Pursuant to FAR Part 37.104, a personal services contract is characterized by "the employer-employee relationship it creates
between the Government and the contractor's personnel. The Government is normally required to obtain its employees by
direct hire under competitive appointment or other procedures required by the Civil Service laws. Obtaining personal services
by contract rather than by direct hire under competitive appointment, circumvents those lawsunless QCongress has specifically
authorized acquisition of those services." The following elements are only a guide to assess whether a proposed service
contract is personal in nature. The presence of one or more elements does NOT necessarily make the service contract
unauthorized personal services. However, it does mean that care must be taken to avoid creating an employer-employee

relationship.

ATTACHMENT C - PERSONAL SERVICES

Version 4.0

3(5621%$/ B(59,&6N,1',1*6

The contractor personnel are subject to relatively continuous supervision and
control of a Governmental officer or employee.

Contractor is performing on Government site & using Government equipment.

Need for the service reasonably can be expected to last beyond 1 year.

Services are applied directly to the integral effort of agencies or an
organizational subpart in furtherance of assigned function or mission.

X (0|0 = |2

Comparable services meeting comparable needs are performed in the same or
similar agencies using civil service personnel.

Of0O|x|x| M |5

[X]

The inherent nature of the service, or the manner in which it is provided,
reasonably requires directly or indirectly, Government direction or
supervision of contractor employees in order to:

(a) Adequately protect the Government's interest;

]

(b) Retain control of the function involved; or

(c) Retain full personal responsibility for the function supported in a duly
authorized Federal officer or employee.

O (O] O

X (X

Does the contract require the services of individual experts or consultants,
which is limited by the Classification Act?
(a) If so, has the Program Office reviewed the Office of Personal
Management (OPM) requirements been reviewed?

Hl

X]

(b) And, has the Component coordinated the request with DHS Human
Capital/Human Resources office?

O

X]

If personal services are authorized, cite the statutory authority:

N/A

Below, provide any mitigation strategies to ensure the work does not evolve into unauthorized personal

services.

N/A
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ATTACHMENT D - CRITICAL FUNCTIONS & SUFFICIENT INTERNAL CAPACITY

Pursuant to section 743 of Division C, of the FY 2010 Consolidated Appropriations Act, Public Law 111-117, agencies must
identify their “critical functions™ in order to ensure they have sufficient internal capability to maintain control over their
mission and operations. Components must ensure that an adequate number of positions are filled by federal employees with
the appropriate training, experience, and expertise to understand the agency’s requirements, formulate alternatives, manage
work products, and monitor any contractors used to support the federal workforce. Answer “YES” or “NO” to the first 3
questions; rate on a scale of 1-10 questions 4-11; and follow the instructions in blocks 12-14 to estimate the percentage of
federal employees needed to perform critical functions. Services listed on the Exemption List are not critical functions and
do not require this analysis (Attachment D - Critical Functions and Sufficient Internal Capacity).

CRITICAL FUNCTIONS CONSIDERATIONS Yes | No
Is the function on the Mission Essential Function (MEF) list or Continuity of Operations (COOP)
1. list? Note: If YES, your criticality score is one of the following two - whichever is greatest: 7.5 or | [J
Criticality Score shown in block 12 below.
Does the program office currently lack a sufficient number of COTRs to manage its
% contractors?
3 Does the program office plan to hire additional Federal employees to provide contract oversight in
suggort of this function in the future?
Rate the questions 4 through 11, using a scale from 1 to 10. Rating
i To what degree does accomplishing the function have a direct impact on your Component's 7.00
critical mission(s)? /1 = "low impact"” and 10 = "high impact"] )
5. How complex is the function? [/ = "low complexity" and 10 = "high complexity"] 8.00
6 To what extent are persons with the skill set to accomplish this function available in the
' marketplace? /I = "widely available” and 10 = "scarcely available"] 6.00
If contractors were unavailable, to what extent would the Component have the in-house technical
T skills and expertise needed to successfully accomplish this function? /1 = "expertise is abundant” 9.00
and 10 = "expertise is very limited or absent"]
P How much oversight is necessary to ensure successful performance of the function or 500
' requirement? /1 = "little oversight” and 10 = "continuous and substantive oversight"] '
9 To what extent is the acquisition workforce available to oversee the function? /1 = "highly 3.00
' capable and well staffed” and 10 = lacking capability and staff"'] '
10 If all contractors defaulted, how difﬁcplt would it be to accomplish the function with the existing 7.00
' Federal staff for 30 days? /1 = "no difficulty” and 10 = high difficult"] '
1 What is the risk that the function will evolve into restricted work (i.e., "scope creep")? 200
' [1 = "low risk and 10 = "high risk"] '
12. &riticality Score. This field auto calculates by averaging your ratings from blocks 4 through 11. 5.88
13. AGjusted &Uticality. This field converts your criticality score in block 12 into a percentage. 58.75%

14. Sufficient Internal Capacity: Minimum Percentage of Federal Employees Needed. Based on the
Criticality Score from block 12, this field selects the appropriate Variance Percentage from the chart below
and subtracts it from the Adjusted Criticality to get the recommended minimum percentage of Federal
employees needed to perform the function. This percentage must be compared to the percentage of existing | 43,759
Federal employees either performing the function and/or performing oversight of the function to determine
the appropriate balance of Federal employees to contractors. See block 14, page 1 summary.

Variance Percentage 1.0 — 2.4 25-49 50-74 7.5-10
Criticality Score N/A -20% -15% -10%
Minimum Percentage of Feds 43.75%
s 28.57%
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Sufficient Internal Capability Continued - Address Training/Experience and Oversight Requirements:

15. Does this service requirement have an adequate number or percentage of Federal employees with

the appropriate training, experience, and expertise to understand the agency’s requirements, formulate  ves No
alternatives, take other appropriate actions to properly manage and be accountable for the work r &
product, and continue critical operations with in-house resources, another contractor, or a combination

of the two in the event of contractor default? Explain:

ICE does not employee individuals possessing the technical expertise necessary to update and maintain
Palantir's Gotham software product, the foundation of the FALCON system. Palantir Technologies has
not authorized any third-party vendors to provide operations and maintenance support services for their
Palantir Gotham software product. Software updates to the Gotham product can only be provided by
Palantir Technologies. Some of the less technically sophisticated O&M support services, such as Tier 1
Help Desk support, can be provided either by a third-party commercial vendor or by in-house ICE
resources (currently, Tier 1 Help Desk support is bundled within Palantir Technology's annual O&M
service agreements, provided in provision with Tier 2 and Tier 3 Help Desk support and software
patches and updates).

Mitigation Strategies for Critical Functions — Use the space below to provide any mitigation strategies to ensure the
agency has control over its mission and operations. If the Sufficient Internal Capacity test reveals a workforce
imbalance and the need to hire additional Federal employees with the appropriate training, etc., but either
budgetary constraints or FTE constraints exist, provide a brief statement regarding the constraints and then address
mitigation strategies.

Budgetary constraints and FTE restrictions prevent ICE HSI from hiring additional full-time federal
employees to support the FALCON system. Also, due to the nature of Palantir Gotham as a proprietary
software product, only Palantir Technologies can provide software patches and updates to Gotham, and
their software engineers are the most knowledgeable and effective at customizing the Gotham software
to meet ICE HSI's unique needs. The primary mitigation strategy is to secure long-term stable pricing
and service availability from Palantir Technologies through a contract having a nine-month base period
of performance and four option years. A long-term mitigation strategy would need to involve ICE or,
ideally, the larger DHS enterprise moving towards an open, shared-source, non-proprietary data
analysis and intelligence linking automated information system. However, the development of such a
department-wide standard is above the authority of the owners of the FALCON system.
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ATTACHMENT E — COST COMPARISON AND ESTIMATE WORKSHEET

Attachment E is only required when performance of the function by either Federal employees and contractors is
appropriate and Federal employees are being considered to perform the work (proposed insourcing of the contract
work). OFPP Policy Letter 11-01 states "if an agency has sufficient internal capability to control its mission and
operations, the extent to which additional work is performed by Federal employees should be based on cost
considerations."

While minimizing risk and ensuring mission delivery are the Department's paramount considerations, cost is an
important element of any analysis that involves work that can be provided by either the public or private sector.

Consistent with the OFPP Policy Letter 11-01 and BWS Guidance, you are required to perform a Comparison Cost
Analysis to determine which work sector is more cost effective. This analysis requires you to make two determinations:
separately calculating the cost of Federal employee and cost of contractor performance and then comparing the two.

Federal Workforce
To ensure a like comparison, when calculating the cost of the Federal workforce, you are required to use the DHS

Modular Cost Spreadsheet, a Department-wide budget tool for estimating the direct and attributable costs of hiring
and performance by Federal employees. Leveraging this budget tool, managers will be able to use the DHS Cost
Modular Cost Standards as the basis for any basic cost analysis completed as part of the BWS.

The DHS Modular Cost Standards reflect all of the costs of performing the work in house. They were developed to
enable program managers to calculate the true cost of a new Federal position. These standards can be used to identify
salaries and expenses as well as one-time and recurring costs associated establishing new positions.

The spreadsheet is located on the DHS Office of the Chief Human Capital Officer BWS Program Office website at:

http://dhsconnect.dhs.gov/org/comp/mgmt/dhshr/mgr/Pages/BWF .aspx

Click on the link called "FY 2012 DHS Modular Cost Spreadsheet" under Other Links, OCFO.

Contractor Workforce

Contractor performance should be measured using contract values, contract rates, contractor proposals,

historical pricing, independent government cost estimates (IGCE), and other available information related to the
contract being reviewed. When analyzing an existing contract, cost estimates may be calculated using existing
contract prices. To determine the costs associated with contractor performance where a contract is not currently
in place, comparisons to other contracts that are of a similar size and scope may be used to adequately estimate
the cost of performance. Market research information may also be used, including GSA Federal Supply
Schedules. For Indefinite Delivery Indefinite Quanitity contracts, use the IGCE to estimate the annual

number of labor hours based on the maximum contract value or ceiling price. Divide the annual number of labor
hours by 1,920 to get an estimate on the number of contract employees needed to perform the work.

Furthermore, in order to ensure a like comparison when calculating the cost of contractor performance, you are
required to add to the existing contract price those costs listed above in the calculation of Federal Performance.

This includes and is not limited to estimates of all indirect costs (i.e., the costs of Federal contract oversight,
potential contract termination and other procurement costs).

You must also ensure that estimates of all indirect costs are included in your analysis. This includes but is not
limited to: the costs of Federal contract oversight, potential termination, and other procurement costs.
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You may use this space to provide any additional information.
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