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License) 

1.0 PROJECT TITLE 

Performance Work Statement (PWS) for FALCON System Operations and Maintenance 
Support Services (Conversion to Unlimited Gotham License) 

2.0 BACKGROUND 

United States Immigration and Customs Enforcement (ICE) is the largest investigative branch of 
the Department of Homeland Security (DHS). As part of ICE, Homeland Security Investigations 

(HSI) is a critical asset in accomplishing the ICE mission and is responsible for investigating a 
wide range of domestic and international activities arising from the illegal movement of people 
and goods into, within and out of the United States. For this acquisition, the Contractor shall be 
responsible for the overall management, planning, development, operation, maintenance, 

coordination, and support of one ofHSI Infonnation Sharing and Infrastructure Management's (lSIM) 
technology platforms and software assets, FALCON. FALCON provides HSI's agents and 

analysts with a key investigative resource: a wholly integrated, consolidated platfonn performing 
federated search, ana1ytics, geospatial referencing, reporting and situational awareness capabilities 
across a broadly diverse universe of structured and unstructured law enforcement data residing in 
numerous, disparate source environments. 

The FALCON system is comprised of several sub-components. The largest of these is FALCON
SA (Search and Analysis)/Workspace. used by the entire conununity of FALCON users. Users of 
FALCON-SNWorkspacelDARTTS have access to the following data sets: 

",)(7XE) 
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3.0 SCOPE 

FALCON is a version of a Commercially Available, Off the Shelf (COTS) product sold by 
Palantir Technologies, Inc ., called Palantir Gotham, configured for ICE. Current and future 
releases of FALCON are required to have System Maintenance and Services support for the 
purpose of applying adaptive, perfective and corrective maintenance to the application as well as 
operating and maintaining the FALCON infrastructure. authoring and delivering training, 
supporting the end user community, and delivering small-to medium-scale enhancements to the 
existing application. 

b}(7)(E) 

4.0 APPLICABLE DOCUMENTS 

All ICE systems shall comply with the following guidelines and regulations: 

• DHS Acquisition Management Directive 102-01 Handbook 
• ICE Enterprise Systems Assurance Plan 
• ICE System Lifecycle Management (SLM) Handbook, Version 1.4, January, 2012 
• ICE Technical Architecture Guidebook 
• ICE Technical Reference Model (TRM) (Standards Profile) 

• The Offeror shall identify any hardware, software, and/or licenses 
required for its proposed solution. The Government is prepared to 
provide any hardware and software items that are included within 
the ICE Technical Reference Model (TRM) that would reasonably 
be utilized by Offerors for the system development. Test and 
evaluation tools listed within the TRM are not provided as 
Government Furnished Equipment CGFE). 
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• 4300A DHS Information Security Policy 
• 4300A Sensitive Systems Handbook 

The following documents are applicable to understanding the target ICE/HSI systems: 

• International Information Systems Security Certification Consortium (ISC2) Standards 
National Industrial Security Program Operating Manual (NISPOM), February 28, 2006 • 

• National Institute of Standards and Technology (NIST) Computer Security Resource 
Center (CSRC) 

o Guidelines 
o Special Publications 
o Standards 

• NIST Special Publication 800-37, Guide for the Certification and Accreditation of 
Federal Information Systems 

• Federal Information Processing Standard (FIPS) 199 
• Federal Information Security Management Act (FISMA), November 22, 2002 
• Federal Information Technology Security Assessment Framework (FITSAF), November 

28,2000 
• Federal OMB Circular A-130, Management of Federal Information Resources 
• Federal Privacy Act of 1974 (As Amended) 
• Federal Records Act 
• DHS 4300A, Sensitive Systems Policy Directive, Version 6.1.1, October 3 1, 2008 
• DHS Management Directive (MO) 4300, 1, Information Technology Systems Security, 

November 03, 2008 
• DHS MD Volume 11000 - Security 
• DHS Office of Chief Information Officer (OCIO) E-Government Act Report 2008 

Please note that ifnewer versions of these documents are officially released, the Contractor shall 
comply with the updated versions within the time frame established by the Government, 

5.0 TASKS 

The Contractor shall provide qualified, experienced personnel to deliver support for the continued 
System Maintenance and Services tasks associated with FALCON, This task order purchase 
includes the tasks described in the following sections: 

5.1 Tier 1 - Help Desk Support 

Help Desk Support consists of the following responsibilities: 

• Receiving and recording accurately all inquiries from End Users regarding application 
functionality and services and assigning tasks as needed to the appropriate 
Software Maintenance Tier 2 or Tier 3 Support group for resolution; 

• Dealing directly with: 
o simple requests such as password resets and account unlocks 
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o basic network and application troubleshooting 
o application usage and operational feature questions and issues; 

-Monitoring the tickets created to ensure users are updated on tickets' status and progress; 
• Providing reports to ICE management and System / Application Program Management as 

required or requested. 

Tier I hours of operation shall be from 0900 to 1700 Eastern Time (ET) Monday thru Friday 
with support response times during these hours being immediate for telephonic inquiries and 
within one hour for emai l reports. Non-emergency, off-hours inquiries/ticket submissions will be 
addressed as soon as is practical and serviced no later than one hour after the commencement of 
nonnal operating hours. 

At the government's discretion Tier 1 - Help Desk Support may be ultimately transitioned to the 
ICE Enterprise Help Desk at the EOC. The contractor will be required to support such a 
transition by providing ' How Tos,' F AQ responses, scripted tutorials, etc. consistent with the 
provision of this level of customer support and problem resolution. 

Tier 2 System Maintenance and Support 

All items that cannot be reso lved at the Tier 1 Support level shall be automatically turned 
over to Tier 2 System Maintenance and Support; 

• The Contractor shall report the status of the ticket using Atlassian lira 
tracking software; 

• Typical Tier 2 activities wou ld include patching systems, running scripts, 
effecting minor fixes, etc.; 

• Tier 2 System Maintenance and Support shall be operational in accordance with 
the service level agreements (SLA); 

• The Contractor shall respond to all Tier 2 System Maintenance tickets in 
accordance with the SLA; 

• The Contractor shall develop an application feedback loop, whereas systemic 
issues identified during common Tier 1, 2, and 3 escalation procedures are 
routinely evaluated and reviewed with the appropriate Project Manager to assess 
the need for a System Change Request (SCR) for a future release. 

• If Tier 2 System Maintenance Support cannot resolve the assigned ticket or 
perform the required tasks then the ticket shall be referred to the Tier 3 - System 
Maintenance and Support. 

Tier 3 - System Maintenance and Support 

The Contractor shall identify and correct software, performance, and implementation fai lures for 
the application software as well as evaluate and estimate the level of effort associated with requests for 
system modification. Corrective work includes performing System Change Requests (SCRs) that 
reflect a change to requirements or technical specifications, as well as updating and maintaining 
the required Systems Lifecycle Methodology (SLM) documentation as necessary. Contractor staff 
and the COR will come to mutual agreement over which changes to the system constitute SCRs, 
as opposed to every day System Tuning (Section 5.2.3) and System Administration (Section 
5.2.4) actions not requiring the SCR process. 
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• All maintenance activities that reach thi s level shall have an SCR opened and be 
reported using Atlassian Jira; 

• SCRs wil l be prioritized and agreed to by the authorized government personnel 
and entered into the ICE approved management tracking tool. SCRs will be 
approved in writing by the government; 

• Prior to commencing a system modification, the Contractor and the Office of the 
Chief Infonnat ion Officer (OCIO) Information Technology (IT) project 
manager shall agree on the degree of the modification as minor, moderate, or 
major (see table below for classification); 

• The Contractor shall develop an application feedback loop, whereas systemic 
issues identified during common Tier 1, 2, and 3 escalat ion procedures are 
routinely evaluated and re viewed with the IT Project Manager to assess the need 
for a System Change Request (SCR) in future release. 

• The Contractor shall respond to all Tier 3 System Maintenance Support tickets in 
accordance with service level agreements (SLA's); 

• Software changes to applications are based upon the submission of an SCR, 
and are classified as minor, moderate, or major changes, where: 

Table I: Change Requests 

~CJwoae E,odno.ted Eft'ort 
. lteqalred 

Minor Change 1-40 Hours 

Moderate Change 1- 250 Hours 

Major Change 5 1-1000 Hours 

"'Development is any enhancement that is estimated to exceed 250 lIours. 

The Contractor shall provide Software Maintenance Ticr 2 and Tier 3 Support. Software 
Maintenance Tier 2 and Tier 3 Support hours of operation shall be Monday through Friday 8am-
6pm, ET, excluding holidays and weekends. 

For emergency situations both during and outside of the normal support business hours that 
involve a system outage or a widespread intcmJption in user access to FALCON, the Contractor 
sha ll notify the FALCON Program Manager or designate within 30 minutes of occurrence. 
Emergencies will be further defined as part of the Software Tier 3 Support procedures, but in 
general an emergency is when the system is down or when multiple users are unable to access 
FALCON. It is ant icipated that these calls wi ll occur no more than to times a year and can most 
likely be addressed via telephone and/or remote access to the FALCON operating infrastructure. 
The Cont racto r shall document al l user problem notifications and solutions. 

For Tier 3 Software Maintenance and Support, the number of anticipated SCRs is listed in the 
matrix below: 

Estimated Elfort Estimated Dumber of 
CbaDge C .... ific.tioD 

Required SCRo to B. CODducted -
Per Year 
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I - 40 Hours 20 

41 - 250 Hours 12 

251 1000 Hours 2 

SCRs for FALCON may include requirements analysis for which the contracting officer 
anticipates no reasonable expectation of organizationaJ conflicts of interest, design, 
enhancement, development (in the case of a major SCR), integration & testing, and 
implementation, including any updates needed to product documentation. Typically, these 
activities involve the delivery of helper applications to assist end users with automating 
common, repetitive tasks in the system (such as importing and exporting various types of 
data and fonnatting that data), interfacing programs communicating with FALCON via the 
cornmon operating APIs and the mapping and integration of additional data sources. 

ICE reserves the right to request FAR 52.227-14 (Alt IV) ror any software 
development/modification/enhancement that is mutually detennined a major SCR under this 
perfonnance work statement. 

5.2 Operational Support 

The Contractor shall provide Operational Support for the FALCON system. Table 2 and 
Table 3 detail the hardware and software infrastructure currently in place for FALCON. 
The hardware and software listed below is subject to change based on future expansion 
requirements and datacenter moves as requested by FALCON PMO. 
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Table 3. FALCON System Software 
Operatin2 Information System I Location I Remarks 

b}(7)(E) 

PCN·Potomac Center North, 50012' St SW, Washington, DC 20536 

Table 4. FALCON System Firmware 
Hardware Device I Firmware T Remarks 
b}(7)(E) 

Operational support shall include the activities below: 

5.2.1 Operational Support - Interfaces and Data Sources 

b}(7)(E) 

5.2.2 Operational Support - Database 

The Contractor shall support all management and updates to the FALCON data stores and 
indices. This includes all database structural changes and ontology updates to support system 
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enhancements and defect corrections and the writing of database scripts to update or query 
information in the database as required. The Contractor shall support ad-hoc queries as 
requested by the HSI FALCON program management office (PMO) and/or perform data 
analysis as requested. 

5.2.3 Operational Support - System Tuning 

The Contractor shaU conduct performance tuning of the FALCON system as a result of findings 
during regular system monitoring and/or as operational needs arise. The Contractor shall provide 
the FALCON PMO with recommendations regarding system performance improvements to foster 
a more stable and robust operational system. 

5.2.4 Operational Support- System Administration 

The Contractor shall provide system administration activities to include regular monitoring of 
system resource utilization, disk storage utilization, identification of corrupt files or processes, 
system archiving, data archiving, installing operating system/software updates/versions and 
performing application backups; correcting flaws in software applications that escaped 
detection during testing of the system, or that have been introduced during previous 
maintenance activities; and improving software attributes such as performance, memory 
usage, and documentation. 

5.3 Configuration Management 

The Contractor shall conduct application-level configuration management for all Software 
Operation and Maintenance (O&M) changes made to the system. The Contractor shall handle all 
requests for changes to established baselines and configuration management thereof via the ICE 
approved SCR process, including the chartering and conducting of a system specific Change 
Control Board (CCB) as required. The Contractor shall assign proper identification of all 
configuration items in accordance with agreed upon naming and numbering conventions. 

5.4 Training Support Included in Operations and Maintenance Services 

The Contractor shall maintain and update training materials to include User Guides, Training 
Plans, and System Administration and Operations Manuals when an enhancement, or other 
significant Software O&M release, occurs. The Contractor shall provide an e lectronic copy of 
all training material. The Contractor shall also coordinate with the FALCON PMO and IPT to 
insure that all members understand the updates to the application. The Contractor shall provide 
training to Special agents and analyst groups meeting the established, written criteria for 
successful Strategic training classes as approved by the FALCON PMO and agreed to by the 
Contractor. to include such services as classroom training, desk-side support of individual ICE 
Agents, Special Agents, Group Supervisors, or other employees involved in directly supporting 
active investigations, or small groups of such employees (6 or fewer), with desk-side support 
training pursued on a strategic basis targeting only users with a clear, operational use for the 
FALCON system. Additionally, Contractor staff will work with the Office of Training 
Development (OTD) and Federal Law Enforcement Training Center (FLETC) stalfto 
productively include FALCON training in their regular programs as requested. There is no 
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explicit training goal by user count. While the above specified training is included in O&M, any 
significant expansion beyond the Strategic Training program, or any broad solicitation of new 
training requests across substantially the whole ofICE's organization must be discussed and 
agreed to with the Contractor staff to avoid logistically, or financially prohibitive training 
commitments. 

5.5 Optional Classroom Training 

Contingent upon requests from the FALCON PMO and Contractor agreement that these requests 
may be included under Section 5.4 on an individual basis, the Contractor shall arrange for and 
provide classroom training of the types and for the numbers of ICE employees and/or contractors, 
as well as classroom locations, specified in the individual service call. The Contractor shall be 
responsible for collecting all necessary pennission forms and feedback forms from attending ICE 
employees and returning these forms to the FALCON PMO. 

5.6 Support of FALCON Mobile Technology 

Contractor support for the FALCON Mobile system on the Apple iOS operating system utilized 
for the iPhone shall include support for the following features: 

• Ability to track team movements on map for operational and officer safety 
• Ability to coordinate movements of entire teams by communicating across mobile devices 
• Ability to create charts, structured dossiers with mugshots, and other complex intelligence 

products and relay them directly to mobile devices in the field 
• Ability to plot target locations to show clusters of activity 
• Simple, quick searches of both ingested and remotely accessible data; searches can be performed 

from remote locations 
• Ability to access user-published ad hoc data 
• Deconfliction of data elements (persons, places, objects, events) 
• Ability to send text messages and photos to command center 

Under the Gotham Unl imited License, contractor shall ensure the FALCON infrastructure 
incorporates adequate server cores and processing power to enable the entire contingent of HSI 
Special Agents (approximately 7,000 employees) to have access to FALCON Mobile by March 
13, 2016 and shall ensure there will be no degradation of overall system perfonnance from 
current levels. This expansion of the FALCON Mobile user base will begin during Option 
Year 1 of the existing, modified contract and will continue on follow-on contract. 

5.7 Inclusion of EID Data Set in FALCON during Option Year 1 

The Contractor shall analyze and gain a full understanding of the existing Enforcement 
Integrated Database (EID), its functionalities, its data sets, and the interrelations between these 
various data sets. Regarding the schedule of completion of tasks, Contractor shall perfonn 
data modeling and feature development iteratively in a Staging environment from the 
conclusion of work on the initial Production v~fion of the EID data set through October 3 t, 

201B-ICLl-00009 3352 



epic.org EPIC-17-08-14-ICE-FOIA-20180920-7thInterim-Production-pt2 003353

FALCON Operations & Maintenance Support 
Performance Work Statement 

2014. Contractor shall make the EID data set available for testing in a Production environment 
no later than November 30, 2014. Contractor shall ensure that the EID data set is made 
available live to end users before December 31, 2014, on the condition that all ICE and DHS 
approvals have been granted by that date . 

S.8 Migration of Telecommunications Linking System from TEeS Mainframe to 
FALCON 

HSI has decided to migrate the Telecommunications Linking System (TLS) from the TECS 
mainframe to FALCON-SA/Workspace analytics platfonn to enhance information sharing and 
data analysis. TLS is currently a TECS mainframe system that is ICE's national repository for 
telephone infonnation collected by field offices during investigations. TLS provides ICE users 
with the ability to collect, analyze, store, retrieve, and link investigations nationwide through 
telephone data. TLS has proved to be a valuable resource for HSI by linking seemingly 
unrelated seizures and cases through the analysis of telephone records obtained during the 
course of ICE investigations. By using the FALCON-SA platfonn, agents and Intelligence 
Research Specialists can more efficiently analyze TLS data. Currently, FALCON-SA utilizes a 
Call Data Record (CDR) helper to search toll records stored in TLS. 

The Contractor shall analyze and gain a full understanding of the existing TLS, its 
functionalities, its data sets, and the interrelations between these various data sets (this data set 
currently resides within TECS mainframe, which is due to be decommissioned as of September, 
2015). Regarding the schedule of completion of tasks, Contractor shall perfonn data modeling 
and feature enhancement iteratively in a Staging environment from the conclusion of work on the 
initial Production version of the TLS data set through August, 2015 (this work and subsequent 
work on TLS shall extend into the base year and Option Year One of the follow-on contract) .. 
Contractor shall make the TLS data set available for testing in a Production environment no later 
than August 31, 2015. Contractor shall ensure that the TLS data set is made available live to end 
users before September 30, 2015, on the condition that all ICE and DHS approvals have been 

granted by that date and the approval of the follow-on contract. Work shall proceed under the 
Gotham Unlimited License. In accordance with previous ICE purchases of Gotham perpetual 
licenses, Contractor will provide all Palantir-recommended hardware for Staging and Production. 

5.9 Addition of Three EnhancementslNew Features to F ALCON-DARTTS 

Contractor shall add to the existing FALCON-DARTTS sub-component the following three 
new features: the Cross Platform Automated Search and Alert (CAPSA), the Geographic 
Analytic Mapping Module (GAMM), and the lllicit Activity Pattern Analysis (lAPA). 

Regarding the schedule of completion of tasks, Contractor shall perfonn data modeling and 
feature development iteratively in a Staging environment from the conclusion of work on the 

initial Production version of these three new features through August 31 , 2015 (this work shall 
12 
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be initiated in Option Year One of the current, modified contract, with work extending into the 
base period of perfonnance for the follow-on contract,). Contractor shall make the three new 
features available for testing in a Production environment no later than August 31, 2015. 
Contractor shall ensure that the three new features are made available live to end users before 
September 30, 2015, on the condition that all ICE and DHS approvals have been granted by 
that date and the follow-on contract has been approved. Work shall proceed under the Gotham 
Unlimited License. In accordance with previous ICE purchases of Gotham perpetual licenses, 
Contractor wi ll provide all Palantir-recommended hardware for Staging and Production. 

The three new features are described below: 

5,9,1 Cross Platform Automated Search & Alert (CAPSA) 

To support a more dynamic investigative environment, F ALCON-DARTTS will offer an 
automated search and analysis capability that will alert users to records matching specific 

criteria in new data that is ingested. New data regularly imponed into FALCON DARTTS 
currently includes domestic and foreign trade infonnation, as well as BSA data from FinCen. 
Contractor Shall: 

• Meet with current system users to bener understand pain points associated with persistent 
searching against F ALCON-DARTfS data sets. 

• Integrate FALCON-DARTTS, FALCON-SA, and other FALCON Platforms as 
appropriate based on user feedback 

• Implement an alerting capabi lity to notify users when a record matches some defined 
criteria 

5.9.2 Geographic Analytic Mapping Module (GAMM) 

The existing F ALCON-DARITS system analyzes data for discrepancies in the movement of goods and 
money around the world . One key area that is not currently addressed, but which contains cnonnous analytic 
value, is the use of specific geographic tags to allow a "geographic hot-spot analysis" wh ich will enable 
analysts to see patterns by producing a targeting map. In order to address this gap, FALCON-OARTfS will 
offer a web-based map application that will place selected transactions in a geographic context. Contractor 
Sha ll " 

• Meet with current system users to better understand geographic ana lysis use cases associated 
with FALCON-OARTIS data sets. 

• Integrate FALCON-DARns data with a web-based mapping application to allow for a geographic 
representation of the information 

• Implement geographic heatmap/clustering functionality to allow for the visualization of bulk 
trade/ financial data. 

13 
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5.9.3 Illicit Activity Pattern Analysis (IAPA) 

IAPA provides invest igators and analysts the ability to track changes in activity over time periods to assist in 
identifying changing patterns. In order to detect changes in patterns of the movement of goods, the GAMM 
wil l include funct ionality to show macro trends in location of transactions over time. Contractor Shall : 

• Meet with current system users to better understand pain points associated with identifying large 
scale changes in movements of goods over time. 

• Implement new functionality with in GAMM to facil itate the investigation of large scale trends in 
movement of goods 

• Implement functional ity to export ana lysis in an open standard format for consumption by parties 
without access to the system. 

6.0 PERFORMANCE STANDARDS 

The following table defines the performance standards to be adhered to for the FALCON System 
Maintenance and Services effort. 

Table 5 Performance Standards . 
Tasks Metric 

Senrice Level How it wW be 
AgreemeDt measured 

Tier I - Help Desk Response Time for The end of the Time the email is 
Support incoming emails during current day received in the Help 

business hours M-F Desk Inbox until time 
09:00·17:00pm EST the request is accessec 

for action. 

Tier I - Help Desk Response Time for The end of the Time the email is 
Support incoming emails after following day received in the Help 

help desk hours Desk Inbox until time 
the request is accessec 
for action. 

1 Any enhancements, corrective maintenance, or other code changes t o FALCON should not negatively impact system 
performance. Specifically, system performance will be basel1ned at the beginning of the contract and will be re
basel1ned at the completion of any major releases. This baseline will serve as the minimum for acceptable system 
performance. 14 
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Tier 1 - Help Desk 
Support 

Tier 2 
Software Support 

Tier 2 
Software Support 

Tier 2 
Software Support 

Tier 2 
Software Support 

Resolution Time for 
incoming emails that 
have been accessed for 
action during 09:00-
17 :OOprn EST and after 
hours. 

Response time for 
Tier 2 tickets 

received during 
defined business 

hours 

Average resolution 

time of Tier 2 tickets 

Response time for 
Tier 2 tickets, after 

hours 

Average resolution 
time for Tier 2 

tickets, received 
after defined 

business hours 
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No More than 24 hours from the 
24 hours, or time when the email 

when the user is accessed for action 
stops until it is resolved or 

responding moved to Tier 2 or 3. 

The end of the Time the ticket is 
current day assigned to Tier 2 

until the time the 

ticket is accessed for 

action. 

8 business Time the ticket is 
days placed in the Tier 2 

queue for action to 

the time it appears 

as closed or 

referred, divided by 

the total number of 

tickets. 

The end of the Time the ticket is 
following day assigned until the 

time the ticket is 

picked up for action. 

8 business days Time the ticket is 
placed in the Tier 2 

queue for action to 

the time it appears 

as closed or 

referred, system, 

divided by the total 

number of tickets. 

15 
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Tier 3 Software 
Support 

Tier 3 

Software Support 

Tier 3 

Software Support 

Tier 3 

Software Support 

T • • ks 

Response time for 
Tier 3 tickets during 
specified business 
hours not involving a 
system outage or denial 
of access to substantial 
numbers of users 

Average resolution 

t ime of 
Tier 3 tickets not 
involving a system 
outage or denial of 
access to substantial 
numbers of users 

Response time for 
Emergency tickets, 
either during specified 
business hours or after 
hours, that involve a 
system outage or 
denial of access to 
substantial numbers of 
users 

Average reso lution 
time for Emergency 
tickets, either during 
specified business 
hours o r after hours 

Metri~ 

FALCON Operations & Maintenance Support 
Performance Work Statement 

No more than 4 Time the ticket is 
hours assigned to Tier 3 

until the time the 

ticket is accessed 

for action. 

8 business Time the ticket is 
days placed in the Tier 3 

queue for action to 

the time it appears 

as closed or 

referred, system, 

divided by the total 

number of tickets 

FALCON Time the ticket is 
Program assigned as an 

Manager or Emergency until the 
designate shall 

time the ticket is 
be alerted no 
more than 30 picked up for action. 

minutes after 
occurrence 

No more than 8 Time the ticket is 
hours placed in the Tier 3 

queue for action to 

the time it appears 

as closed or 

referred, system, 

divided by the total 

number of tickets 

Service Level How ilwlU be 
AgreemeDt mealured 

16 

2018-ICU-00009 3357 



epic.org EPIC-17-08-14-ICE-FOIA-20180920-7thInterim-Production-pt2 003358

FALCON Operations & Maintenance Support 
Performance Work Statement 

Operational Uptime Rate - 98% or higher Cumulative uptime 
Support Percentage of time per month divided by 

that the application is the total time per 

available to users in month that FALCON 

fully-functioning is scheduled 

mode2 available, 

Configuration All SCR level changes 100% No changes will he 
Management will he made to the baseline 

tracked without an associated 

SCR. 

Training Training and Training 100% on time Delivery date versus 
Material Delivery scheduled delivery 

date, 

Transition Out Transition Out Plan 90 calendar days Delivery date 

prior to end of POP 

7.0 DELIVERABLES AND DELIVERY SCHEDULE 

Specific deliverables related to each activity are outlined below, 

7.1 Sy.tem Life.yde Management (SLM) Deliverable. 

The Contractor shall provide SLM deliverables as required for System Maintenance 
Services projects. All appropriate documentation shall be prepared in accordance with the 
guidelines specified by the SLM and the approved Project Tailoring Plan. 

7.2 Quarterly Progress Report 

The Contractor shall prepare a quarterly progress report to be briefed at the Unit Chieflevel. The 
initial report is due forty-five calendar days after start of the task and shall cover the ftfst calendar 
month of performance, Subsequent reports shall be provided quarterly y within five calendar days 
of the end of each quarter until the last quarter of performance. The fmal delivery shall occur ten 
days before the end of the fmal option period and shall summarize perfonnance during the period 
of performance and provide the status of any planned transition activity. The quarterly reports can 
be delivered via email and shall contain the following; 

1 The uptime rate refers to specific application outages-not external/network issues, Additionally, uptime rate will 
not include outages for scheduled maintenance and enha~'Fments. 
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Description of work accomplished (Accomplishments) 
Work planned for the following month (Planned Activities) 
Deviations from planned act ivities 
Open risks and issues 

7.3 Certification and Accreditation (C&A) Documentation 

The Contractor shall be responsible for maintaining and updating existing C&A artifacts to stay 
current with DHS/ICE and Federal requirements. These C&A updates will be required every 
three years unless a major change impacts security. The Contractor shall also be responsible for 
supporting the Infonnation Systems Security Officer (ISSO) for any annual C&A activities, 
which may be requested (Le. se lf-assessments, contingency plan tests, vulnerability scans, etc.). 

7.4 Quality Assurance SUn'eiUance Plan 

The Quality Assurance Surveillance Plan (QASP) is the document used by the Government to 
evaluate Contractor actions while implementing the PWS. It is designed to provide an effective 
surveillance method of monitoring Contractor performance for each listed task in the PWS. 

The QASP provides a systematic method to evaluate the services the Contractor is required to 
furnish. The Contractor, and not the Government, is responsible fo r management and quality 
control actions to meet the terms of this task order. The role o f the Government is quality 
assurance monitoring to ensure that the task order standards are achieved. 

The Contractor shall be required to develop a comprehensive program of inspections and 
monitoring actions. Once the quality control program is approved by the Government, careful 
application of the process and standards presented in the QASP document will ensure a robust 
quality assurance program. The QASP below was developed by ICE and is indicative of the 
type of metrics that apply to the deliverables. The offeror may propose other melrics they 
determine upon the uniqueness and relevance of their own technical approach in meeting the 
task order objectives. The QASP is subject to discussions/negotiations. 

18 
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FALCON Operations & Maintenance Support 
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FALCON Operations and Maintenance (O&M) Support Services Contract Quality Assurance Surveillance 
Plan (QASP) Attachment 1 

Ta.ks Metrics Service Level How it will be Exceptional Very Good Satisfactory Marginal Unsatisfactory 
Agreement measured RatiDg RatiDg RatiDg Rating Rating 

, , 

Tier I Help Response Time he end of the Time the email is Meets SLA Meets SLA Meets SLA 90 Meets Meets SLA less 
Desk Support for incoming urrent day received in the 98-100% of 95-97.9% 0 94.9% of SLA 85- than 85% of 

emails Help Desk Inbox instances instances instances 89.9% of instances 
until time the instances 
request is accesse 
for action. 

Tier 2 Software Response time [The end of the Time the ticket is Meets SLA Meets SLA Meets SLA 90 Meets Meets SLA less 
Support for Tier 2 FUlTent day assigned to Tier 2 98-100% of 95-97.9% 0 94.9% of SLA 85- than 85% of 

until the time the instances instances instances 89.9% of instances 
ticket is accessed instances 
for action. 

Tier 3 Response time No more than Time the ticket is Meets SLA Meets SLA Meets SLA 90 Meets Meets SLA less 

Software for Tier 3 hours assigned to Tier 3 98-100% of 95-97.9% 0 94.9% of SLA 85- than 85% of 

Support tickets not until the time the instances instances instances 89.9% of instances 
involving ticket is accessed instances 
system outage for action. 
or denial of 
service to 
substantial 
nwnbers of 
users 
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\A&reement 

Tier 2 and Tier 3 Average 8 business 
Software Suppor resolution f:tays 

time of Tier 2 
and Tier 3 
tickets 

FALCON Operations & Maintenance Support 
Performance Work Statement 

How jt will be Exceptional Very Good 
measured Ratln. Rating 

Time the ticket is Average of5 Average of 
placed in the Tier or fewer 6 to 7 
2 or Tier 3 queue business days business 
for action to the days 
time it appears as 
closed or referred, 
system, divided by 
the total nwnher 0 

tickets. 

2018-ICLl-00009 3361 

Satisfactory Marginal Unsatisfactory 
Ratln, Rating Rating 

Meets SLAof Average Average of 
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days 



ep
ic

.o
rg

E
P

IC
-1

7-
08

-1
4-

IC
E

-F
O

IA
-2

01
80

92
0-

7t
hI

nt
er

im
-P

ro
du

ct
io

n-
pt

2
00

33
62

Tasks Metrics Service 
Level 

Agreement 
Tier 3 Response time for No more 
Software Suppor Emergency than 30 

tickets, during minutes 
business hours or 
after hours, 
involving system 
outage or denial 
of service to 
substantial 
numbers of users 

Tier 3 Average !No more 
Software Suppor resolution han 8 hours 

time for 

Emergency 
tickets, during 
business hours 
or after hours, 
involving 
system outage 

or denial of 
service to 

substantial 
nwnbersof 

users 

FALCON Operations & Maintenance Support 
Performance Work Statement 

How it will be Eueptional Very Good 
Dlea5Ured Rating Rating 

Time the Meets SLA Meets SLA 
FALCON PM or 98-100% of 95-97.9% of 
designate is instances instances 
informed of 
situation. 

Time the ticket is Average is Average is 
assigned as an less than 6.5 6.5 to 7.49 
Emergency until hours hours 
the time the ticket 
is closed. 
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Satisfactory Marginal U nsatisfactof) 
Rating Rating Rating 

Meets SLA Meets Meets SLA less 
90-94.9% of SLA 85- than 85% of 
instances 89.9% of instances 

instances 

Average is Average i Average is 9.5 
7.5 to 8.49 8.5 to 9.4~ hours or longer 
hours hours 
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Support Percentage of 
time that the 
application is 
available to 
users in fully-
functioning mode 

Configuration All changes will 
Management be tracked 

Training Training and 
Training 
Material 
Delivery 

FALCON Operations & Maintenance Support 
Performance Work Statement 

98% or higher Cumulative uptim 99.5-100% 98.5-99.49% 
per month divided available available 
by the total time 
per month that 
FALCON is 
scheduled as 
available. 

100% No changes will tx 100% 98-99.9% 
made to the 
baseline without 
an associated SCR 

100% on time Delivery 99-100% of 95-98.9% of 

date versus instances on instances on 

scheduled time time 

delivery 
date . 
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available 97.49% available 
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instances on of of instances on 
time instances time 

on time 
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ICE Employee Rating on 
Satisfaction with Feedback Form 
Training Received from 

Trained ICE 
Employees 
Following 
Training 
(Ratings of 
Very Satisfied, 
Satisfied, 
Partially 
Satisfied, or 
Not Satisfied) 

FALCON Operations & Maintenance Support 
Performance Work Statement 

0% or more of Feedback fonns 98% or more 93-97.9% of 
espondents turned in from of respondents 

report being ICE employees respondents report being 
Satisfied or Very who received report being Satisfied or 
Satisfied classroom or Satisfied or Very 

desk-side Very Satisfied 
training Satisfied 
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Satisfied or ts report Satisfied or Very 
Very being Satisfied 
Satisfied Satisfied 

or Very 
Satisfied 
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• Measurements will be performed quarterly. 

• Measurements will be carried out by Contractor. 

• QASP measurement report will be turned in quarterly to the government Contracting Officer's 
Representative (COR) within fifteen calendar days after the end of the quarter under review. 

• An overall quarterly QASP Rating will be computed for the Contractor by the COR, according 
to the following methodology: 

o For each of the QASP Tasks listed above, the Contractor will be assigned the fo llowing 

number of points: 

• Exceptional: 4 points 

• Very Good: 3.5 points 

• Satisfactory: 2.75 points 

• Marginal: 1.75 points 

• Unsatisfactory: 0 points 

o The points ror the 10 QASP Tasks will be averaged (the sum total divided by 10). The 
overall quarterly QASP Rating will be assigned as fo llows (CPARS is the Contractor 
Perfonnance Assessment Reporting System): 

QASPRatiaR Point Level Consequence 
Exceptional 3.7 - 4.0 Exceptional rating for quarter 

entered into CPARS at end of 
I performance period 

Very Good 3.2 - 3.69 Very Good rating for quarter 
entered into CP ARS at end of 

I performance period 
Satisfactory 2.7-3.19 Satisfactory rating for quarter 

entered into CPARS at end of 
I performance period 

Marginal 1.7 - 2.69 Marginal rating for quarter 
entered into CPARS at end of 
performance period. 

Unsatisfactory < 1.7 Unsatisfactory rating for quarter 
entered into CPARS at end of 
performance period. 

7.S Deliverables Table 
24 
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The Contractor shall provide the following deliverables via email to the COR, unless noted 
otherwise: 

Deliveral!le Freguenc): ReciRi!imt~ 

SLM Deliverables (Doc) & As Required Electronic copy - PM, Electronic 
Software (SW) (Software Library Management System 
includes updates/new (ELMS) 

versions of the primary 
Software (SW): ICE source Gotham platform; new 

workflow applications and control repository (Subversion); 
updated versions of existing DCID representative on 
workflow applications; data FALCON PMO (either Walter 
ingestions; and customized Wagner or alternative OClO 
versions of Gotham Mobile representative) 
and the Phoenix and Raptor 
plug-ins) 
Project Schedule (SLM As Required Electronic copy - PM, ELMS, 
Deliverable) Contracting Officer 

Quarterly Progress Report Quarterly, within 15 Electronic copy: PM, Contracting 
calendar days of the Officer, COR 
end of the quarter 
being reviewed 

Certification and As Required 
Electronic copy: PM, ELMS, 

Accreditation 
Documentation 

COR 

Transition In Plan- Final 15 calendar days Electronic copy: PM, Contracting 
after award Officer, COR 

Transition Out Plan 120 calendar days 
Electronic copy: PM, Contracting 

before the end of the 
POP 

Officer, COR 

QASP- Final 15 calendar days Electronic copy: PM, Contracting 
after award Officer, COR 

7.6 Delivery Instructions 

The Contractor shall provide electronic copies of each deliverable. Electronic copies shall be 
delivered via email attachment. The electronic copies shall be compatible with MS Office 2010 
or other applications as appropriate and mutually agreed to by the parties. The documents shall 
be considered final upon receiving Government approval. All deliverables shall be delivered 
electronically (unless a hardcopy is requested) t~She COR. If a hardcopy is requested, it will be 
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delivered to the designated COR, not later than 4:00 PM ET on the deliverable's due date. Once 
created, deliverables and work products are considered the property of the Federal Government. 
Any work that deviates from this task order and the approved deliverables listed herein shall not 
be accepted without prior approval from the COR. 

7.7 Draft Deliverables 
The Government will provide written acceptance, comments andlor change requests, if any, 
within 15 working days from receipt by the Government of each draft deliverable. 
Upon receipt of the Government comments, the Contractor shall have 15 working days to 
incorporate the Government's comments and/or change requests and to resubmit the deliverable 
in its final form. 

7.8 Written AcceptancefRejection by the Government 

The Government shall provide written notification of acceptance or rejection of all fmal 
deliverables within fifteen (15) calendar days. All notifications of rejection will be accompanied 
with an explanation oflhe specific deficiencies causing the rejection. 

Items must be approved by the COR and/or the appropriate Government authority to be 
considered "accepted." The Government will provide written acceptance, comments, or change 
requests within fifteen (15) calendar days from receipt by the Government, of all required 
deliverables. 

7.9 Non~CoDrorming Products or Services 

Non~confonning products or services will be rejected. The Government will provide written 
notification of non-conforming products or services within fifteen (15) calendar days. 
Deficiencies shall be corrected within 30 days of the rejection notice. If the deficiencies calUlot be 
corrected within 30 calendar days, the Contractor shall immediately notify the COR of the reason 
for the delay and provide a proposed corrective action plan within ten (10) calendar days. 

7.10 Notice Regarding Late Delivery 

The Contractor shall notify the COR as soon as it becomes apparent to the Contractor that a 
scheduled delivery will be late. The Contractor shall include in the notification the rationale for 
late delivery, the expected date for the delivery, and the impact of the late delivery on the project. 
The COR will review the new schedule with the PM and provide guidance to the Contractor. 

8.0 CONSTRAINTS 

8.1 General Constraints 

The following project constraints are applicable to the FALCON System Maintenance and Services 

task frder: 
)(7)(E) 

26 
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FALCON Operations & Maintenance Support 
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8.2 DHS Enterprise Architecture Compliance 

All solutions and services shall meet DHS Enterprise Architecture policies, standards. and 
procedures. Specifically. the contractor shall comply with the following HLS EA requirements: 
• All developed solutions and requirements shall be compliant with the HLS EA. 
• All IT hardware and software shall be compliant with the HLS EA Technical Reference Model 
(TRM) Standards and Products Profile. 
• Description infonnation for all data assets, infonnation exchanges and data standards, whether 
adopted or developed, shall be submitted to the Enterprise Data Management Office (EDMO) for 
review, approval and insertion into the DHS Data Reference Model and Enterprise Architecture 
Infonnation Repository. 
• Development of data assets, infonnation exchanges and data standards will comply with the 
DHS Data Management Policy MD 103-01 and all data-related artifacts will be developed and 
validated according to DHS data management architectural guidelines. 
• Applicability of Internet Protocol Version 6 (IPv6) to DHS-related components (networks, 
infrastructure, and applications) specific to individual acquisitions shall be in accordance with 
the DHS Enterprise Architecture (per OMB Memorandum M-05-22, August 2, 2005) regard less 
of whether the acquisition is for modification, upgrade, or replacement. All EA-related 
component acquisitions shall be IPv6 compliant as defined in the U.S. Government Version 6 
(USGv6) Profile National Institute of Standards and Technology (NIST) Special 8 lTAR Quick 
Essentials Guide 2011 v2.0 Publication 500-267) and the corresponding declarations of 
confonnance defined in the USGv6 Test Program. 

8.3 Maintenance of Existing FALCON System Functionality 

Contractor shall ensure that all new work perfonned under this contract will adhere to the 
following stipulations. 

27 
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8.3.1 Continuation of Existing FALCON System Functionality 

New work performed under this contract shall not adversely affect the ease of operation of the 
following existing FALCON Search and Analysis system features , which shall retain their 
existing " look and feel" unless changes are mutually agreed to: 

• Simple, quick searches of both ingested and remotely accessible data 
• Filtered and advanced searches of both ingested and remotely accessible data 
• Ability for users to monitor and be alerted to the addition, modification, or removal of objects of 

interest 
• Performing link and network analysis to find connections to subjects, locations, events, etc. 
• Performing statistical and geospatial analysis providing actionable intelligence and uncovering 

patterns of activities and trends 
• Geosearch types to include Radius, Polygon, Route, and Multi-part, plus determination of the 

distance between any two points 
• Ability to publish uploaded ad hoc data for sharing with entire user base or subsets of the user 

base, subject to user controls 
• Ability to overlay maps with ICE HSI SAC Office Areas of Responsibility (AORs) 
• Ability for users to share charts, graphs, and other created documents and to collaborate on the 

creation of such documents within restricted access groups 
• Ability to identify links between external and internal data sources 
• Ability to create new charts and visualizations with manually created objects, timeline diagrams, 

custom icons, and other presentation focused features 
• Ability to create target work-up sheets and charts on subjects, targets, and locations 
• Ability to plot target locations to show clusters of activity 
• Ability to show activity clusters with geo-density analysis 
• Deconfliction of data elements (persons, places, objects, events) 
• Ability to utilize CLEAR and Pen-link importers to import reports 

New work performed under this contract shall not adversely affect the ease of operation of the 
following existing FALCON Web Access features , which shall retain their existing "look and 
feel: " 

• Simple, quick searches of both ingested and remotely accessible data 
• Filtered and advanced searches of both ingested and remotely accessible data 
• Ability for users to monitor and be alerted to the addition, modification, or removal of objects of 

interest 
• Ability to access user-published ad hoc data 

8.3.2 Compatibility of New Work with Existio2 FALCON Features and Data Sets 
b}(7)(E) 
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8.4 Level of Service 

Contractor shall ensure that the FALCON system shall be able to accommodate the following 
minimum levels of service, with no diminishment of performance levels from performance levels 
met by the system prior to the initiation of this contract. 

Start of Initial Period of Performance 
Individual Data Records Accessible by FALCON: 
FALCON-SA User Base: 
FALCON-SA Concurrent Users: 
FALCON Web Access User Base: 
FALCON Web Access Concurrent Users: 
FALCON Mobile User Base: 
FALCON Mobile Concurrent Users: 

Upon Deployment of FALCON-DARTTS 
Individual Data Records Accessible by FALCON: 
FALCON-SA User Base: 

29 

300 million 
2,000 
700 
5,000 
1,000 
NA 
NA 

3.5 billion 
2,500 
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FALCON-SA Concurrent Users: 
FALCON Web Access User Base: 
FALCON Web Access Concurrent Users: 
FALCON Mobile User Base: 
FALCON Mobile Concurrent Users: 

FALCON Operations & Maintenance Support 
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1,200 
5,000 
2,000 
50 
30 

From the initiation of the contract modification instituting the Gotham Unlimited License. the 
following levels of service will apply (the speed of the ramping up of service levels from existing 
levels to the levels listed below will be contingent upon the installation of additional hardware 
and software): 

Individual Data Records Accessible by FALCON: as many as are required by data sets 
HSI Enterprise-wide FALCON-SA User Base: 

FALCON-SA Concurrent Users: 
FALCON Web Access User Base: 

Based upon growth of usage 
HSI Enterprise-wide 

FALCON Web Access Concurrent Users: Based upon growth of usage 
7,000 (by March 13,2016) 
Based upon growth of usage 

FALCON Mobile User Base: 
FALCON Mobile Concurrent Users: 

9.0 GOVERNMENT FURNISHED EQUIPMENT AND INFORMATION 

The Contractor shall keep an inventory of Government-furnished equipment (GFE). which 
shall be made available to the COR, Assistant COR, and Government Call Monitor upon 
request. The Government will provide basic equipment (e.g., laptops, desktops, VPN tokens, 
and aircards) in accordance with the contract. All GFE shall be entered into ICE's Property 
Inventory System (Sunflower) within 48 hours of receipt. The Contractor shall provide their 
own network connectivity capability with a minimum connection speed of IOMbps. 

Items of GFE which are inventoried and tracked in Sunflower include the following seventeen 
laptops and four i-Phone handheld devices: 

Model Number Serial LaptopNPN/i-Phone 
Number 

b)(7XE) 
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10.0 OTHER DIRECT COSTS (ODCs) 
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-

-

I-

I-

I-

I-

I-

l
I-

I-

I-

I-

I-

Travel outside the local metropolitan Washington, DC area may be expected during performance 
of the resulting task order. Therefore, travel will be undertaken following the General Services 
Administration Field Travel Regulation. Reimbursement for allowable costs will be made. Any 
travel and training expenditures shall be pre-approved by the COR. Costs for transportation, 
lodging, meals and incidental expenses incurred by Contractor personnel on official company 
business are allowable subject to FAR 31.205-46, Travel Costs. These costs will be considered 
to be reasonable and allowable only to the extent that they do not exceed on a daily basis the 
maximum per diem rates in effect "at the time of travel as set forth in the Federal Travel 
Regulations. The Contractor wiH not be reimbursed for travel and per diem within a 50-mile 
radius of the worksite where a Contractor has an office. Local travel expenses within the 
Washington Metropolitan area will not be reimlJlrsed (this includes parking). All travel outside 
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the Washington Metropolitan area must be approved by the COR in advance. No travel will be 
reimbursed without prior approval from the COR. 

11.0 PLACE OF PERFORMANCE 

Work, meetings, and briefings will be performed primarily at Contractor facilities. Frequent 
travel to ICE offices located at 8011 Street NW, Washington, D.C. , or 500 12th St SW, 
Washington, D.C., or to the Tech Ops facility in Lorton, VA will be required. Additionally, 
travel to the Law Enforcement Support Center (LESe) facility located in Williston, VT may be 
required. Due to regular interaction with a multitude of program stakeholders, the Contractor's 
staff shall be located in the Greater Washington Area (GW A). 

12.0 PERIOD OF PERFORMANCE 

The period of performance of the FALCON System Maintenance and Services contract will 
consist of a base period of nine (9) months plus one (I) twelve (12) month option period. A 
FAR 52.217-8 6-month optional extension allows for an additional six months ' worth of 
Operations and Maintenance Support Services to be purchased after the end of Option Year 1. 

13.0 SECURITY 

Contractor persoIU1el performing work under this PWS will not be dealing with classified 
infonnation, but will be Sensitive but Unclassified (SBU) data. If it is detennined that a higher 
security classification is necessary, based on a change to the scope of work of this PWS, 
required documentation from the contractor will be requested by the contracting officer prior 
to any modification adding classified work to this task order. 

13.1 Section 508 Compliance 

The DHS Office of Accessible Systems and Technology has detennined that for the purposes of 
compliance with Section 508 of the Rehabilitation Act (29 U.S.C. 794d), as amended by the 
Workforce Investment Act of 1998 (P.L. 105·220), August 7, 1998, a National Security 
Exception applies. ICE received a National Security Exemption (ICE-20120201.001) on 
2/0 1/2012. 

13.2 General Clause 

To ensure the security of the DHS/ICE infonnation in their charge, ICE Contractors and Sub
contractors shall adhere to the same computer security rules and regulations as Federal 
Government employees unless an exception to policy is agreed to by the prime Contractors. ICE 
Infonnation Systems Security Manager (ISSM) and Contracting Officer and detailed in the 
contract. Non-DHS Federal employees or Contractors who fail to comply with DHS/ICE security 
policies are subject to having their access to DHSnCE IT systems and facilities tenninated, 

32 
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whether or not the failure results in criminal prosecution. The DHS Rules of Behavior document 
applies to DHS/ICE support Contractors and Sub-contractors. 

13.3 Security Policy References Clause 

The following primary DHS/ICE IT Security documents are applicable to ContractorlSub
contractor operations supporting Sensitive But Unclassified (SBU) based contracts. Additionally, 
ICE and its Contractors shall conform to other DHS Management Directives (MD) (Note: these 
additional MD documents appear on DHS-Online in the Management Directives Section. Volume 
11000 "Security and Volume 4000 "IT Systems" are of particular importance in the support of 
computer security practices): 
o DHS 4300A, Sensitive Systems Policy Directive 
o DHS 4300A, IT Security Sensitive Systems Handbook 
o ICE Directive, IT Security Policy for SBU Systems 

13.3.1 
Clause 

Contractor Information Systems Security Officer (ISSO) Point of Contact 

The Contractor shall appoint and submit a name to ICE ISSM for approval, via the ICE COR, of a 
qualified individual to act as [SSO to interact with ICE personnel on any IT security matters. 

13.3.2 Protection of Sensitive Information 

The Contractor shall protect all DHSIICE "sensitive information" to which the Contractor is 
granted physical or electronic access by adhering to the specific IT security requirements of this 
contract and the DHSIICE security policies specified in the Reference Section above. The 
Contractor shall ensure that their systems containing DHSIICE information and data be protected 
from unauthorized access, modification and denial of service. Further, the data shall be protected 
in order to ensure the privacy of individual's personal information. 

13.3.3 Information Technology Security Program 

If perfonnance of the contract requires that DHS/ICE data be stored or processed on Contractor
owned infonnation systems, the Contractor shall establish and maintain an IT Security Program. 
This program shall be consistent with the referenced DHSIICE IT security policy documents and 
at a minimum contain and address the following elements: 

13.3.4 

• Handling of DHS/ICE sensitive infonnation and IT resources to include media 
protection, access control, auditing, network security, and rules of behavior 

• Certification and Accreditation (C&A) and FISMA compliance of Systems 
containing, processing or transmitting of DHSIICE data 

• Training and Awareness for Contractor personnel 
• Security Incident Reporting 
• Contingency Planning 
• Security Reviews 
• Contract Closeout Actions 

Handling of Sensitive Information and IT Resources 
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The Contractor shall protect DHS/ICE sensitive information and all government provided and 
Contractor-owned IT systems used to store or process DHS/ICE sensitive information. The 
Contractor shall adhere to the following requirements for handling sensitive information: 

• Media Protection. The Contractor shall ensure that all hardcopy and electronic media 
(including backup and removable media) that contain DHS sensitive information are 
appropriately marked and secured when not in usc. Any sensitive information stored on 
media to be surplused, transferred to another individual, or returned to the manufacturer 
shall be purged from the media before disposal. Disposal shall be performed using 
DHS/ICE approved sanitization methods. The Contractor shall establish and implement 
procedures to ensure sensitive information cannot be accessed or stolen. These 
procedures shall address the handling and protection of paper and electronic outputs 
from systems (computers, printers, faxes, copiers) and the transportation and mailing of 
sensitive media.) 

• Access Control. The Contractor shall control user access to DHS/ICE sensitive 
information based on positive user identification, authentication, and authorization 
(Roles and Rules based) mechanisms. Access control measures employed shall provide 
protection from unauthorized alternation, loss, unavailability, or disclosure of 
information. The Contractor shall ensure its personnel are granted the most restrictive 
set of access privileges needed for performance of authorized tasks. The Contractor 
shall divide and separate duties and responsibilities of critical IT functions to different 
individuals so that no individual has all necessary authority or systems access privileges 
needed to disrupt or corrupt a critical process. 

• Auditing. The Contractor shall ensure that it's Contractor-owned IT systems used to 
store or process DHS/ICE sensitive information maintain an audit trail sufficient to 
reconstruct security relevant events. Audit trails shall include the identity of each 
person and device accessing or attempting to access the system, the time and date of the 
access and the log-off time, activities that might modify, bypass, or negate security 
safeguards, and security-relevant actions associated with processing. The Contractor 
shall periodically review audit logs and ensure that audit trails are protected from 
modification, authorized access, or destruction and are retained and regularly backed up. 

• Network Security. The Contractor shall monitor its networks for security events and 
employ intrusion detection systems capable of detecting inappropriate, incorrect, or 
malicious activity. Any interconnections between Contractor-owned IT systems that 
process or store DHS/ICE sensitive information and IT systems not controlled by 
DHS/ICE shall be established through controlled interfaces and documented through 
formal Interconnection Security Agreements (ISA). The Contractor shall employ 
boundary protection devices to enforce access control between networks, including 
Internet and extranet access. The Contractor shall ensure its e-mail systems are secure, 
properly configured, and that network protection mechanisms implemented in 
accordance with DHS/ICE requirements. The Contractor shall conduct periodic 
vulnerability assessments and tests on its IT systems containing DHSIICE sensitive 
information to identify security vulnerabilities. The results, of this information, will be 
provided to the fCE OCID for review and to coordinate remediation plans and actions. 

• DHS employees and Contractors shall not transmit sensitive DHS/ICE information to 
any personal e-mail account that is not authorized to receive it. 

• Rules of Behavior. The Contractor shall develop and enforce Rules of Behavior for 
34 

2018-ICLI -00009 3375 



epic.org EPIC-17-08-14-ICE-FOIA-20180920-7thInterim-Production-pt2 003376

FALCON Operations & Maintenance Support 
Performance Work Statement 

Contractor-owned IT systems that process or store DHS/ICE sensitive information. 
These Rules of Behavior shall meet or exceed the DHS/ICE rules of behavior. 

• The Contractor shall adhere to the policy and guidance contained in the DHSIICE 
reference documents. 

13.3.S Training and Awareness 

The Contractor shall ensure that all Contractor personnel (including Sub-contractor personnel) 
who are involved in the management, use, or operation of any IT systems that handle DHSfICE 
sensitive infonnation, receive annual training in security awareness, accepted security practices, 
and system rules of behavior. If the Contractor does not use the ICE-provided annual awareness 
training, then they shall submit to the ICE ISSM their awareness training for approval. Should 
Contractor Training be approved for use, the Contractor shall provide proof of training completed 
to the ICE ISSM when requested. 

The Contractor shall ensure that all Contractor personnel, including Sub-contractor personnel, with 
IT security responsibilities, receive specialized DHS/ICE annual training tailored to their specific 
security responsibilities. If the Contractor does not use the ICE-provided special training, then 
they shall submit to the ICE ISSM their awareness training for approval. Should Contractor 
training be approved for use, the Contractor shall provide proof of training completed to the ICE 
ISSM when requested . 

Any Contractor personnel who are appointed as ISSO, Assistant ISSOs, or other position with IT 
security responsibilities, i.e., System/LAN Database administrators, system analyst and 
programmers may be required to attend and participate in the annual DHS Security Conference. 

13.3.6 Certification and Accreditation (C&A) and FISMA compliance 

The Contractor shall ensure that any Contractor-owned systems that process, store, transmit or 
access DHSIICE infonnation shall comply with the DHS/ICE C&A and FISMA requirements. 

Any work on developing, maintaining or modifying DHSIICE systems shall be done to ensure that 
DHSI1CE systems are in compliance with the C&A and FISMA requirements. The Contractor 
shall ensure that the necessary C&A and FISMA compliance requirements are being effectively 
met prior to the System or application's release into Production (this also includes pilots). The 
Contractor shall use the DHS provided tools for C&A and FISMA compliance and reporting 
requirements. 

\3.3.7 Security Incident Reporting 

The Contractor shall establish and maintain a computer incident response capability that reports all 
incidents to the ICE Computer Security Incident Response Center (CSIRe) in accordance with the 
guidance and procedures contained in the referenced documents. 

\3.3.8 Contingency Planning 

35 

2018-ICLI-00009 3376 



epic.org EPIC-17-08-14-ICE-FOIA-20180920-7thInterim-Production-pt2 003377

FALCON Operations & Maintenance Support 
Performance Work Statemenl 

If performance of the contract requires that DHS/ICE data be stored or processed on Contractor
owned information systems, the Contractor shall develop and maintain contingency plans to be 
implemented in the event normal operations are disrupted. All Contractor personnel involved with 
contingency planning efforts shall be identified and trained in the procedures and logistics needed 
to implement these plans. The Contractor shall conduct periodic tests to evaluate the effectiveness 
of these contingency plans. The plans shall at a minimum address emergency response, backup 
operations, and post-disaster recovery. 

13.3.9 Security Review and Reporting 

The Contractor shall include security as an integral element in the management of this contract. 
The Contractor shall conduct reviews and report the status of the implementation and enforcement 
of the security requirements contained in this contract and identified references. 

The Government may elect to conduct periodic reviews to ensure that the security requirements 
contained in this contract are being implemented and enforced. The Contractor shall afford 
DHS/ICE, including the Office of Inspector General, ICE ISSM, and other government oversight 
organizations, access to the Contractor' s and Sub-contractors' facilities, installations, operations, 
documentation, databases, and personnel used in the perfonnance of this contract. Access shall be 
provided to the extent necessary for the Government to carry out a program of inspection, 
investigation, and audit to safeguard against threats and hazards to the integrity, availability, and 
confidentiality of DHSIICE data or the function of computer systems operated on behalf of 
DHSIlCE, and to preserve evidence of computer crime. 

13.3.10 Use of Government Equipment 

Contractors are not authorized to use Government office equipment (IT systems/computers) for 
personal use under any circumstances, unless limited personal use is specifically permitted by the 
contract. When so authorized, Contractors shall be governed by the limited personal use policies 
in the referenced documents. 

13.3.11 Contract Closeout 

At the expiration of this contract, the Contractor shall return all sensitive DHSIlCE information 
and IT resources provided during the life of this contract. The Contractor shall certify that all 
DHSIICE information has been purged from any Contractor-owned system used to store or 
process DHS/ICE infonnation. Electronic media shall be sanitized (overwritten or degaussed) in 
accordance with the sanitation guidance and procedures contained in reference documents and 
with DHSINISTlNationai Security Agency (NSA) approved hardware and software. Note that 
these procedures may be wavied by the COR, contingent upon approval of the follow-on contract 
with the current Contractor. 

13.3.\2 Personnel Security 

DHS/ICE does not permit the use of non U.S. Citizens in the performance of this contract or to 
access DHSIICE systems or information. 
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All Contractor personnel (including Sub-contractor personnel) shall have favorably adjudicated 
background investigations commensurate with the sensitivity level of the position held before 
being granted access to DHSIICE sensitive information. 

The Contractor shall ensure all Contractor personnel are properly submitted for appropriate 
clearances. 

The Contractor shall ensure appropriate controls have been implemented to prevent Contractor 
personnel from obtaining access to DHSIICE sensitive information before a favorably adjudicated 
background investigation has been completed and appropriate clearances have been issued. At the 
option of the Government, interim access may be granted pending completion of a pre
employment check. Final access may be granted only upon favorable completion of an 
appropriate background investigation based on the risk level assigned to this contract by the 
Contracting Officer. 

The Contractor shall ensure its personnel have a validated need to access DHSIICE sensitive 
information and are granted the most restrictive set of access privileges needed for performance of 
authorized tasks. 

The Contractor shall ensure that its personnel comply with applicable Rules of Behavior for all 
DHSflCE and Contractor-owned IT systems to which its personnel have been granted access 
privileges. 

The Contractor shall implement procedures to ensure that system access privileges are revoked for 
Contractor personnel whose employment is terminated or who are reassigned to other duties and 
no longer require access to DHSIICE sensitive information. 

The Contractor shall conduct exit interviews to ensure that Contractor personnel who no longer 
require access to DHSIICE sensitive information understand their obligation not to discuss or 
disclose DHS/ICE sensitive information to which they were granted access under this contract. 

13.3. 13 Physical Security 

The Contractor shall ensure that access to Contractor buildings, rooms, work areas and spaces, and 
structures that house DHS/ICE sensitive information or IT systems through which DHSIICE 
sensitive information can be accessed, is limited to authorized personnel. The Contractor shall 
ensure that controls are implemented to deter, detect, monitor, restrict, and regulate access to 
controlled areas at all times. Controls shall be sufficient to safeguard IT assets and DHSIICE 
sensitive information against loss, theft, destruction, accidental damage, hazardous conditions, 
fire , malicious actions, and natural disasters. Physical security controls shall be implemented in 
accordance with the policy and guidance contained in the referenced documents. 

14.4 CONTRACTOR PERSONNEL SECURITY REQUIREMENTS 

14.4.1 General 
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The United States Immigration and Customs Enforcement (ICE) has determined that performance 

of the tasks as described in ContractHSCTE-13-F-0001 0 requires that the Contractor, 

subcontractor(s), vendor(s), etc. (herein known as Contractor) have access to sensitive DHS 

information, and that the Contractor will adhere to the following. 

14.4.2 Fitness Determination 

ICE will exercise full control over granting; denying, withholding or terminating unescorted 
government facility and/or sensitive Government information access for Contractor employees, 

based upon the results ofa background investigation. ICE may, as it deems appropriate, authorize 

and make a favorable expedited pre-employment determination based on preliminary security 

checks. The expedited pre-employment determination will allow the employees to commence 

work temporarily prior to the completion of the full investigation. The granting ofa favorable pre

employment determination shall not be considered as assurance that a favorable full employment 

determination will follow as a result thereof. The granting of a favorable pre-employment 
determination or a full employment determination shall in no way prevent, preclude, or bar the 

withdrawal or termination of any such access by ICE, at any time during the tenn of the contract. 
No employee of the Contractor shall be allowed to enter on duty and/or access sensitive 

information or systems without a favorable preliminary fitness determination or final fitness 

determination by the Office of Professional Responsibility, Personnel Security Unit (OPR-PSU). 

No employee of the Contractor shall be allowed unescorted access to a Government facility 
without a favorable pre-employment determination or full employment determination by the OPR

PSU. Contract employees are processed under the DRS Management Directive 6-8.0. The 

contractor shall comply with the pre-screening requirements specified in the DHS Special Security 

Requirement - Contractor Pre-Screening paragraph located in this contract, ifHSAR clauses 

3052.204-70, Security Requirements for Unclassified Information Technology (IT) Resources; 

and/or 3052.204-71, Contractor Employee Access are included in the Clause section of this 

contract. 

14.4.3 Background Investigations 

Contractor employees (to include applicants, temporaries, part-time and replacement employees) 

under the contract, needing access to sensitive information, shall undergo a position sensitivity 

analysis based on the duties each individual will perform on the contract. The results of the 

position sensitivity analysis shall identify the appropriate background investigation to be 

conducted. Background investigations will be processed through the Personnel Security Unit. 

Prospective Contractor employees shall submit the following completed forms to the Personnel 

Security Unit through the Contracting Offices Representative (COR), no less than 35 days before 

the starting date of the contract or 5 days prior to the expected entry on duty of any employees, 

whether a replacement, addition, subcontractor employee, or vendor: 
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I. Standard Form 85P (SF 85P) "Questionnaire for Public Trust Positions" Form shall 
be submitted via e-QIP (electronic Questionnaires for Investigation Processing) (Original 
and One Copy) 

2. Three signed eQip Signature forms: Signature Page, Release of Information and 
Release of Medical Information (Originals and One Copy) 

3. Two FD 258, "Fingerprint Card" 

4. Foreign National Relatives or Associates Statement (Original and One Copy) 

5. DHS 11000-9, "Disclosure and Authorization Pertaining to Consumer Reports 
Pursuant to the Fair Credit Reporting Act" (Original and One Copy) 

6. Optional Form 306 Declaration for Federal Employment (applies to contractors as 
well) (Original and One Copy) 

Prospective Contractor employees who currently have an adequate current investigation and 
security clearance issued by the Defense Industrial Security Clearance Office (DISCO) or by 
another Federal Agency may not be required to submit complete security packages, and the 
investigation will be accepted for adjudication under reciprocity. 

An adequate and current investigation is one where the investigation is not more than five years 
old and the subject has not had a break in service of more than two years. 

Required forms will be provided by ICE at the time of award of the contract. Only complete 
packages will be accepted by the OPR-PSU. Specific instructions on submission of packages will 
be provided upon award of the contract. 

Be advised that unless an applicant requiring access to sensitive information has resided in the US 
for three of the past five years, the Government may not be able to complete a satisfactory 
background investigation. In such cases, OHS retains the right to deem an applicant as ineligible 
due to insufficient background information. 

The use of Non-U.S. citizens, including Lawful Permanent Residents (LPRs), is not permitted in 
the performance of this contract for any position that involves access to OHS lICE IT systems and 
the information contained therein, to include, the development and I or maintenance of DHS/ICE 
IT systems; or access to information contained in and I or derived from any DHS/ICE IT system. 

14.4.4 Transfers From Otber DUS Contracts 
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Personnel may transfer from other DHS Contracts provided they have an adequate and current 

investigation (see above). If the prospective employee does not have an adequate and current 

investigation, an eQip Worksheet shall be submitted to the Intake Team to initiate a new 

investigation. 

Transfers will be submitted on the COR Transfer Fonn, which will be provided by the Dallas PSU 

Office along with other fonns and instructions. 

14.4.5 Continued Eligibility 

If a prospective employee is found to be ineligible for access to Government facilities or 

infonnation, the COR will advise the Contractor that the employee shall not continue to work or to 

be assigned to work under the contract. 

The OPR-PSU may require drug screening for probable cause at any time andl or when the 

contractor independently identifies, circumstances where probable cause exists. 

The OPR-PSU may require reinvestigations when derogatory information is received andlor every 

5 years. 

ICE reserves the right and prerogative to deny andl or restrict the facility and information access 

of any Contractor employee whose actions are in conflict with the standards of conduct, 5 CFR 

2635 and 5 CFR 3801, or whom ICE detennines to present a risk of compromising sensitive 

Government information to which he or she would have access under this contract. 

14.4.6 Required Reports 

The Contractor shall notify OPR-PSU of all terminations! resignations within five days of 

occurrence. The Contractor shall return any expired ICE issued identification cards and building 

passes, or those of terminated employees to the COR. If an identification card or building pass is 

not available to be returned, a report must be submitted to the COR, referencing the pass or card 

number, name of individual to whom issued, the last known location and disposition of the pass or 

card. The COR will return the identification cards and building passes to the responsible 1D Unit. 

The Contractor shall provide, through the COR, a Quarterly Report containing the names of 

personnel who are active, pending hire, have departed within the quarter or have had a legal name 

change (Submitted with documentation). The list shall include the Name, Position and SSN (Last 

Four) and should be derived from system(s) used for contractor payrolUvoucher processing to 

ensure accuracy. 

Submit reports to the email addressl<""b")("6)",; (b"X,,,7),,,(c:!.)~,~o _______ --" 

2018-ICLI -00009 3381 



epic.org EPIC-17-08-14-ICE-FOIA-20180920-7thInterim-Production-pt2 003382

14.4.7 Employment Eligibility 

FALCON Operations & Maintenance Support 
Performance Work Statement 

The contractor shall agree that each employee working on this contract will successfully pass the 
DHS Employment Eligibility Verification (E-Verif'y) program operated by USC1S to establish 

work authorization. 

The E-Verify system, formerly known as the Basic PilotlEmployment Eligibility verification 
Program, is an Internet-based system operated by DHS USCIS, in partnership with the Social 
Security Administration (SSA) that allows participating employers to electronically verify the 
employment eligibility of their newly hired employees. E-Verify represents the best means 
available for employers to verify the work authorization of their employees. 

The Contractor shall agree that each employee working on this contract will have a Social Security 
Card issued and approved by the Social Security Administration. The Contractor shall be 
responsible to the Government for acts and omissions of his own employees and for any 
Subcontractor(s) and their employees. 

Subject to existing law, regulations and! or other provisions of this contract, illegal or 
undocumented aliens will not be employed by the Contractor, or with this contract. The 
Contractor shall ensure that this provision is expressly incorporated into any and all Subcontracts 

or subordinate agreements issued in support of this contract. 

14.4.8 Security Management 

The Contractor shall appoint a senior official to act as the Corporate Security Officer. The 
individual will interface with the OPR-PSU through the COR on all security matters, to include 
physical, personnel, and protection of all Government infonnation and data accessed by the 
Contractor. 

The COR and the OPR-PSU shall have the right to inspect the procedures, methods, and facilities 
utilized by the Contractor in complying with the security requirements under this contract. Should 
the COR detennine that the Contractor is not complying with the security requirements of this 
contract, the Contractor will be infonned in writing by the Contracting Officer of the proper action 
to be taken in order to effect compliance with such requirements. 

The following computer security requirements apply to both Department of Homeland Security 

(DHS) U.S. Immigration and Customs Enforcement (ICE) operations and to the former 
Immigration and Naturalization Service operations (FINS). These entities arc hereafter referred to 
as the Department. 
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Information Tecbnology Security Clearance 

When sensitive government information is processed on Department telecommunications and 
automated information systems, the Contractor agrees to provide for the administrative control of 
sensitive data being processed and to adhere to the procedures governing such data as outlined in 
DHS IT Security Program Publication DHS MD 4300. Pub. or its replacement. Contractor 
personnel must have favorably adjudicated background investigations commensurate with the 
defmed sensitivity level . 

Contractors who fail to comply with Department security policy are subject to having their access 
to Department IT systems and facilities terminated, whether or not the failure results in criminal 
prosecution. Any person who improperly discloses sensitive information is subject to criminal and 
civil penalties and sanctions under a variety of laws (e.g. , Privacy Act). 

14.4.10 Information Tecbnology Security Training and Oversight 

All contractor employees using Department automated systems or processing Department 
sensitive data shal l be required to receive Security Awareness Training. This training will be 
provided by the appropriate component agency of DHS. 

Contractors involved with management, use, or operation of any IT systems that handle sensitive 
information within or under the supervision of the Department, shall receive periodic training at 
least annually in security awareness and accepted security practices and systems rules of behavior. 
Department contractors, with significant security responsibilities, shall receive specialized training 
specific to their security responsibilities annually. The level of training shall be commensurate 
with the individual 's duties and responsibilities and is intended to promote a consistent 

understanding of the principles and concepts of telecommunications and IT systems security. 

All personnel who access Department information systems will be continually evaluated while 
performing these duties. Supervisors should be aware of any unusual or inappropriate behavior by 
personnel accessing systems. Any unauthorized access, sharing of passwords, or other 
questionable security procedures should be reported to the local Security Office or Information 
System Security Officer (lSSO). 

14.4.11 Non-Disclosure Agreement 

Contractors are required to sign DHS 11 000-6, Attachment 9 - Non-Disclosure Agreement, due to 
access to a sensitive ICE system. Non-Disclosure Agreements shall be provided to the COR and 
CO prior to the commencement of work on this task order. 

15.0 LIST OF ACRONYMS 
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The list of acronyms in connection to this PWS is attached as Appendix A. 
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AHS 

ADIS 
AIDW 

AJAX 

API 

ATS 
C&A 

CCB 

CCDI 

CFR 

CLAIMS 

CO 

COB 

COR 

COTR 

COTS 

CPIC 

CPU 

CSIRC 

CSRC 

DARTTS 
DC 

DCID 

DHS 

DISCO 

DoJ 

E3 
EA 

EADM 

EARM 

EID 
EIT 

EIU 
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PWS Appendix A: List of Acronyms 

Application Hosting Services 
Arrival and Departure Information System 

Automated Information Data Warehouse 

Asynchronous Java and XML 

Application Programming Interface 

Automated Targeting System 

Certification and Accreditation 

Change Control Board 

Consular Consolidated Database 

Code of Federal Regulation 
Computer Linked Application Information Management System 

Contracting Officer 

Close of Business 
Contracting Officer's Representative 

Contracting Officer's Technical Representative (same as COR) 

Commercial Off-The-Shel f 

Capital Planning and Investment Control 

Central Processing Units 

Computer Security Incident Response Center 

Computer Security Resource Center 

Data Analysis and Research for Trade Transparency System 

District of Columbia 

Director of Central Intelligence Directive 

Department of Homeland Security 

Defense Industrial Security Clearance Office 

Department of Justice 

Next Generation of ENFORCE 

Enterprise Architecture 

Enforcement Alien Detention Module 

Enforcement Alien Removal Module 

Enforcement Integrated Database 
Electronic and Information Technology 

Executive Information Unit 

44 

2018-ICLI -00009 3385 



epic.org EPIC-17-08-14-ICE-FOIA-20180920-7thInterim-Production-pt2 003386

ELMS 

ENFORCE 

EOO 

ETL 

E-VERIFY 

FAR 

FINS 

FIPS 

FISMA 

FITSAF 

FRD 

FTR 

GFE 

GFI 

GFP 

GNR 

GOTS 

GWA 

HSI 

HSTC 

12MS 

IBM 

ICE 

ICEPIC 

ICE/SAC 

ID 

IPT 

IRRIS 

ISA 

ISS 

ISC2 

ISSM 

ISSO 

IT 

ITCR 

KITE 
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Electronic Library Management System 

Enforcement Case Tracking System 

Entry on Duty 

Extract, Transfer and Load 

Eligibility Verification 

Federal Acquisition Regulations 

Former Immigration Naturalization Service 
Federal Information Processing Standard 

Federal Information Security Management Act 

Federal Information Technology Security Assessment Framework 

Functional Requirements Document 

Federal Travel Regulations 

Government Furnished Equipment 

Government Furnished Information 

Government Furnished Property 

Global Name Recognition 

Government Off-The-Shelf 

Greater Washington, DC Area 

Homeland Security Investigations 
Human Smuggling and Trafficking Center 

Investigative Information Management System 

International Business Machines 
Immigration and Customs Enforcement 

ICE Pattern Analysis Information Collection Tool 

ICE Special Agent in Charge 

Identification Card 

Integrated Project Team 

Investigation Records Review for Information Sharing 

lnterconnection Security Agreements 

Investigative Systems Branch 
International Info Systems Security Certification Consortium 

Information Systems Security Manager 

Information Systems Security Officer 

Information Technology 

Information Technology Change Request 

Palantir Data Ingestion 
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LECAD 

LEISS 

LESC 

LPR 

MCC 

MD 

MS 

NCIC 

NISPOM 

NIST 

NSA 

NSEERs 

O&M 

OAST 

OCIO 

OCONUS 

ODC 

01 

OIT 

OMB 

OPR 

PCN 

PCTS 

PHOENIX 

PM 

PMO 

PMP 

POP 

PSU 

QAP 

QASP 

QCP 

RAPTOR 

RELRES 

RFD 

ROI 
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Law Enforcement Centralized Access Development 

Law Enforcement Information Sharing System 

Law Enforcement Support Center 

Lawful Pennanent Residents 

Mobile Command Center 

Management Directive 

Microsoft 

National Crime Information Center 
National Industrial Security Program Operating Manual 

National Institute of Standards and Technology 

National Security Agency 
National Security Entry and Exit Registration System 

Operations and Maintenance 

Office on Accessible Systems and Technology 

Office of the Chief Infonnation Officer 

Outside of the Continental United States 

Other Direct Cost 

Office of Investigations 

Office of Information and Technology 

Office of Management and Budget 

Office of Professional Responsibili ty 

Potomac Center North 

Parole Case Tracking System 

Palantir Big Data Platrorm 

Program Manager 

Program Management Office 

Project Management Professional 

Period of Perfonnance 

Personnel Security Unit 

Quality Assurance Plan 

Quality Assurance Survei llance Plan 

Quality Control Plan 

Palantir Data Index Tool 

Relationship Resolution 

Request for Deviation 

Records of Investigation 
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SBU 

SCI 

SCR 

SDA 

SDD 

SEACATS 

SELC 

SEN 

SEVIS 

SLA 

SLM 

SOP 

SOW 

SRD 

SW 

TAIS 

TLS 

TMP 

TO 

TRM 

TS 

TTU 

UAT 

USCIS 

US-VISIT 

VPN 
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Sensitive But Unclassified 

Sensitive Compartmented Information 

System Change Request 

System Design Alternative 

Systems Development Division 

Seized Asset and Case Tracking System 

System Enterprise Lifecycle 

Significant Event Notification 

Student Exchange Visitor Information System 

Service Level Agreement 

System Lifecycle Management 

Standard Operating Procedure 
Statement of Work 

System Requirements Document 

Software 
Telecommunications and Automated Information Systems 

Telephone Linking System 

Transition Management Plan 

Task Order 

Technical Reference Model 

Top Secret 

Trade Transparency Unit 

User Acceptance Testing 
United States Citizenship and Immigration Services 

United States Visitor and Immigrant Status Indicator Technology 

Virtual Private Network 
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000000 

?c riod of Pcrfom,ance : 06/:4/2013 t o 03/13/7.014 

t! ase Year (6/14/13 to 3/13/14) 

000 : 132- 34-PT- PG- IO OOOI :al ant ir Opera t ions a ::d 9 MO 

Ma ':' nlenilLce Sup?or l: Services. Thi s i s a X4) 

fi rm-I.i xed pri ce CJ..!.N fo r .;;unual s uppor t a nd 

ma:'n t e n<:lr;ce or " pa lanti:: Cothau_ Licenses . Thi s 

CL:N includes l-'a lllnt ir l-'hoer:.ix and Pal anti r 

Mob i le ,t no addi Li Ofl il l co ~ t t o the Gove r nment . 

Opl.ion Yeil r 1 (3/ 14 / 14 to 3/ 13/1 5) 

]OO! 1 32-34-~-PG-IO OC Ol pa l ant. ir Operat ions .nd " EJ\ f b)(4) Option 

Ma':'nle nance Supporl. Se::vices . Thi s is • 
fi rm-lixed p rice cp t ion;;.:' CLIN f or annual suppo r t. 

and mainLena:-.ce or " l-'a:'a nt:'r Gotham Licenses . 

Th:' :; eLI:' incl udes Pa l iln t ir l-'hoel: i x and Pa1antir 

Mobile at no addi t iona l (.;Qs L Lo Lhe Gove rnment. 

(Op-: i on Li ne I-:em) 
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I as required. 

(Option Line Itcrr.) 
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p tion Ye~r 1 (3/ 1 ~/1 4 to 3/13/l ~ ) 

T;~.:"3 .i.::; a 
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to E.x ~eed (NTE) kbX41 I It" t his op:; i o:;:a l 
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pprova l f ron the Contracting Of:L .. cer. If the I 
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,:heir own risk . 
t::',e contractor dc es so at [ 

20:)1 
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l 32-3 4 - PT -?~-l OO~Cl Palantir Ope-ati ons nnd 
Maince:'lance Support Services. This is a 
C.i. rm- :~x ed price opt io~al CLiN for a nnU3: s upport 
~nd rra~ntenance o f 64 Pa l antir Got ham Lic.~n~~~. 
rrhis CLIN I nc:udes ?a lan~ir Phoen ix anti Paian:;ir 
~obi 1e aL no additional cos t to ::hc Govecnmer.:; . 
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--------------------1:u~ .. :· :,:~~,c"':c.~o,c~:O~. ,:~:.:.C""O:,O, .. ::Oo---------------------------' 
CONTINUATION SHEET s- 3~F-OOfj 6(J /HSCETC- 1]- F - cOO:W 

PALAKT I R TF~HNOLOGIES INC 

nE'II >10 

( A ) 

20:)2 

20C3 

2004 

2C05 

3001 

Opt i on Year 2 (3/ 14/1 5 to 3/ 13/16 ) 

132-:!)-PT-PG-O :lOOOl Pa':'ant ':" r GothalT. Pl'-r?At nAl 
l'his is a tirm-tixed Llce~ses, y~ r ~~ rver cor e. 

r ice opt i ona l C:I N fo r an aodi-tional S Pal an:: ir 
~otham Licenses to i nclude server hardware at no 
addlLi onal co~t to t he Gov€ rnment to support : he 
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: (Opt ion Lir.e Item) 
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132- 50 - ?8T ?a l antir ~oo-:camp Training. '1'hi3 is <l 

fi~-~:xed p~~ce optional CLIN for t raining fo ~ 

:up to kb\(4\ I as required . , 
i (Opt i o:. Line It~m) 

I 
ption Year 2 :3/14/15 :'0 3 / 13 /16) 

132-50-P>4':' ?aian t i r t~or kshop ':'ra ir'.inq. T~.is is a 
f irm- fixed p=ice opLio~~l CLI N [or Lr<l l ni~9 (oc 
~ p to 100 errployees as re~Ji~ed . 

(Opt i on Line Item) 

t ion Year 2 (3/14/1 5 to 3/13/1 6 ) 

Tavel . ':'his i, a:,. opt ionaJ CLIN f o, ::rave. l Not 
0 Exceed (NTE l ~bX4 ) I If thlS aptiona l 
'LIN i , exe r c i ::.e:::l , the contractor is ncL 
uthori zed to exceed t:~.is arr.ount without prior 
pproval fro:n the Cont ract i ng Off'--cer. : f the 

NTE amount i, exceeded, the contracto r does '0 a t 
t heir o\~n risk. 
(Op:t ion Li ne It.fl:n) 

ptio!". Year 3 (3/14/1 6 to 3/1 3/17 ) 

132- 34 - PT - PG - IO OOO : I.>a':'ant':'r Operat io:' . .::! dna. 
.aintenance Support , SerVi Cp.3 . Th i.o:; is 11. 

firm-f ixed price opt i ona i CLI~ t or a n:mal suppa:::t 
nd ~aintena nco of 72 Pa la~tir Gotha~ l i ccc-scs. 
h ~5 CLI~ i nclude s Pa l ant ir Phoenix ane Pa:1I.nti= 
obile at no addi t ional co::>t t o the Governn e nt . 
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--------------------1:':c'C,:':"<OC,:OC.~~C>X:O~UM.ENT 8:'".:':~::~,,:,~~O'---------------------------
CONTINUATION SHEET 

S-35F-C086!J/HSCETC- 13-'F'-Q003C 

WMI!' 0, OFFEROR ORCONTl't'.CTOR 

PALANTB .. TECHNOT,OGIES r"c 

ITEM NO. 

IA) 

3J02 

3003 

3004 

3005 

4001 

Sl.PPlESlSERV'CES 

IB) 

(Op~ion Line Item) 

Opti~~ Year 3 (3/14/16 ~o 3/13/17) 

132-33-P?-PG-OOOOO~ P~lantir Go~han Perpetual 
Licenses, pe r ~e I: ver core. This is a firm-fixed 
price optio:'.al C:::' I N f or an addi~io'_ill 8 P<llau ti r
Gotham L-=-ce:-_ses to include serve.X" :.ard .... ' a re at no 
addi Lianal ccs t to -:he Government to s'.1pport the 
addi tional licenses. 
(Option Line Item) 

-:ioo Year 3 (3/l-1/l6 to 3/13/17) 

132-50-PBT Palantir BootCillllP 'l'L:aining. ':'his is a 
fi:r::::n-fixf>d pri ce optional CLIN fo r :::;:?ining fo r 
;.;.p to ~:JO employees as required. 
(Option Line item) 

pt i on Year 3 ~3;14/16 to 3/13/17) 

132-~O-PWT Palantir Workshop Traininq. This i s a 
f i rm-fixed price op'~lonal CLI)f for t r "in i ng t o:::: 
:p to k hliAI I as requi::::ed. 
(Option Line Itemj 

ption ~ear 3 ~3;14/16 to 3/13/17) 

r avel. T~is is an oDtional CLIN for travel Not 
to Exceed (NTE) kb}(4) . I If t~'1is opti onal 

LIN is exercised, Lhe c:::>nLractol: is not 
8utr.ori 7ed -:::0 exceed this amoun;:: witho-c:.t pr i o r 
approval =rom the Contractinq Off i cer. I f the 
NT!:: amounL 1s exceeded, t he corctractor does so at 
-:::he':'r own r i sk. 
(Option Li~e I te~) 

pt':'on Year 4 (3/14/17 ~o 3/ 13/18) 

132-34-PT-PG-1COOJ1 Pa1antir Operations a~a 
~a i:"_tenance Support Servi ces. This is a 
fi r n-fixed price optional CLIN fer ann~al support 
ontinued ... 

QUMTITY U'l1T WIT PRICE 

(e) (D) {E} 

8 EA~..-______ ~ 
b}(4) 
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1 E 

G2 

Opt i on 

Optior. 

Opt':'an 

Opt i on 

Opt; on 

~S~n.lo.O'·I(;;j.OC67 OPTKlW-L fORM 3M (4-00) 
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CONTINUATION SHEET S-3 ,:,F- 0086u/HSCETC-13-F-0003 C 

PALANT IR TECHNOLOGIES I~C 

40 02 

4003 

400 4 

400 5 

a nd mai n t e na!l(;e <.:f 80 I?alanti::: Gc LhilJIl. Licenses. 
h is CLI N i ncluccs Pa l ant i r ?hocnix a nd Palan t i r 

~obi le at no a ddi tional cos t to t he Gover~nt . 

{Opt i on Line Item) 

ppt:'on Year 4 (3/ H /n t o 3/13/18) 

13'- - 33- P'l' - PG- OOOOO .l Pa h .n t ir Gotha::n Pe rpe tual 
I..i cen s es, per s er'.rer c o re. This i s a t:"rm- f ixed 
pr i c~ optiona l CLI N fc~ an additional 8 Palantir 

ctha::n ~,1 censes t.o i nclude $I'lrver hardware at :-.0 
dd. :" :: i ona l cost to t he GovecillJ.ent to suppo r t t ::e 
dd:": iona l licenses . 

[Opt ion Line Item) 

p t :.on Year ~ (3 /1 ',/'7 t o 3/1 3/18 ) 

132 - 50-~~'L' l'aLant ir 300 t c amp Tr aini ng . Thi s i s a 
fj ~-£ixec p r ice op t ional C LIK fo r trai~ing f or 
up t c h ' lIA ' I 115 .:::ec:ui red. 
(OpLl o~ Line ILeB) 

p til.:n Y~ i:t r 4 (3/14/17 Lo 3/13/18; 

132- ,iO- Pli':' Pe. la n ti r ,,"o r kshop Trainin g . This is a 
!'inn- fixed p rice op tiona l CLIN f or traln":'r..g COL 
'p to t hV41 las required. 
(Option Li ne I '!. em) 

pt ion Ye ar 4 (3 / :'4 /1 7 '::0 3/13/18) 

.ravel. ':'his is an opt ional CLIN for t:::-ave l Kot. 
t.o Exce ed (NT:!: ) Whlr4 \ ~ I f this option a l 
e Ll?' is exerc.:... .:n::d, ::he c<;;nLrilc Lor is not 
,authorized to exceed t hi s .s.ffiount withot't prl,ClI 

approval fro:n t h e Contracting Officer. I f t h e 
?'TE amoun t i:;l exceeded , Lh e c onLra c t o ::: does so at 
t he ir own r isk. 
(Opt :"on U r.e Item) 

FAR 52 . 217 - 8 ( 3/14 /:8 t o 9/13/1 R; 

:ontinued . . ' 
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~ERE~ NO. O~ ~OCUMENT!lEIOO CONTlt.:U€D 
CONTINUA nON SHEET 

'S-3SF-OCB6U/HSCF,TC-l3-F-OOC30 

t.:,wE Of OfF~ROR OR CONTR,o,cTO'" 

PAlk"lTIR 'TECHNOI,OGTF.S INC 

IT~M NO_ 

(A) 

500:" 

SUPPLES/SERVICES 

(B) 

132 34 Pf-PG 10J001 ~alantir Operations a~d 
.1aintena~ce Support Services. 'This i~ d 
firm-fixed price CLIN for annual s·.:.pport a:-.d 

~a::'nten<1nce of 88 Palantir Got':",am Lice::-.ses in 
accordance with ~l\R 52,217-8, 'ihis CL:N ::':1clude:o 
Palantir ?hoenix anci Pa1anb,r Mobi:e at no 
additional cost ~o the Government. 
(Option Line Iterr.) 
Product/Service Code: ~309 

Product/Service Description: IT AND TELECON:

I~FORMA~ION AND DA~A BROADCAST:NG OR DATA 

,DISTRIBUTION 

TLe total amount of award: ~kb~I~(4~IC=C=C=C=C=~ The 
obligat::'cn for this award ::'s scown in box 26. 

O\.JAIiTITY UNIT 

(C) (0) 

88 EA' 
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i 

I 

Contract: GS-3SF-0086U (Paiantir 1 'Jnoiogies Inc) 
Task Order: HSCETC- 13 -F~0030 

BASE Contract 
Title: FALCON Operations an d Maintenance Support Services 

Total Task Order Fixed Price 

Total Obligated Funding 

Contracting Officer 

kbW"61 fbW"7WCI I 
DHS/ICE/ITAD 

8011 St NW 

Wasllington, DC 20001 

Telephone: 202-732~ . 
Email :f b)(6),(b){7)(C) 

$ 

$ 

Ceiling and }i~UDding Information 

Prior to this action 

$ 

$ 

This acti<m 

LJ 
Period of Performance 

I.lWl> 
6114/2013 

Task Order Administration 

Ends 
3/13/2014 

$ 

$ 

Contract Specialist 
Kb)(6),(b)(7)(C) I 
DHS/ICE/ITAD 

801l StKW 

Washington, OC 2000 1 
Telephone: 202-732.J(b)(6);1 

Email: 1{b)(6):(b)(!)(C) 

COR 
Contracting Officer Representatives (CORIACOR) 

ACOR 

Management and Program Analyst 
DHS - ICE - HSI - JS&IM 

500 l ih StNW 

Washington, DC 20024 

Telephone: 202-732i b)(6l. 1 

Email;kb }(6J,(b}(7)(C) 

~bX6) ,(b)(!Xc) 
Management and Program Analyst 

DHS - ICE - IISl - lS&IM 

500 12Lb St SW 

Washington, DC 20524 

Telephone: 202_732-fb)(6): I 
Email: Fb}(6):(b)(7)(C) 

List of Attachments and Other Documents 

: T;U, Dat, u. '.,Q em" 
Reference 

1 Contract 4 Base 

2 
.~ 

39 Ba., 

) 11 Ba., 
0 

.. 
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Contract Administration 

A. CONTRACT ADMINISTRATION REPRESENTATIVES 

Contracting pcrsonnel responsible for administering this contract: 

Cootract S ecialist: 
b)(6);(b}(7)(C) 

DHSIICE 
901 I StNW 
Washington. DC 20001 
Office: (202) 732.@ililll 
Email: Rb)(6);(b}(7)(C) 

Contract S ecialist: 
b)(6);(b)(7}(C) 

DHS/ICE 
901 I StNW 
Washington, DC 20001 
Office: (202) 732~~)(Il); (b) 1 

Email: Kb)(6);(b}(7)(C) 

Contracting Officer Representatives (CORs) for this contract: 

Contracting Officer Representative (COR): 
kb)(6l:1b}(71(C) I 
Management and Program Analyst 
DHS - ICE - lISI - IS&IM 
50012'" St NW 
Washington, DC 20024 
Office: (202) 732_Fb)(6);(bl 
Email: ~b)(6); (b)(7)(C) 

Alternate Contracting Officer Representative (ACOR): tb)(6);(b)(7Xc) 1 

DHS/ICE/HSIIDIV 6 
Homeland Security Investigations 
Potomac Center North 
50012'" St SW 
Washington, DC 20536 
Office: (202) 732-Fb)(6);q 
Email:\(b)(6):(b)(7)(C) 

B. APPROVAL OF CONTRACTOR TRAVEL 

1. Unless exemptcd from the advanced approval requirements outlined in paragraph (b) 
below, any contractor travel which may be directly charged to the contract mus.t be authorized in 
advance by the Contracting Officer Representative (COR). Travel shall be authorized under this 

Attachment 1 
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task order only when the travel is required to provide a direct service or specific product to the 
Government that is identified in the Performance Work Statement (PWS). Thc contractor shall 
identify the need for travel and shall clearly identify in an accompanying narrative the 
relationship of the travel to the direct service required by the Government. Unless/until the COR 
specifically approves the travel, the contractor shall not invoice for any travel costs incurred. 
Travel and associated costs for such travel (lodging, per diem, and incidental expenses) shall be 
allowable only in accordance with the limitations of FAR 31.205-46. 

2. The advance approval of travel covered in this clause does not apply to local 
transportation. Local transportation, for this task order, is defined as travel within 100 miles 
from the contractor personnel's assigned work location for performance of the task order that 
does not involve an overnight stay. 

3. To obtain the approval for travcl, the contractor shall submit a scparate v.r:ritten request 
(via email) to the COR for each instance of travel for the contractor (including subcontractors 
and/or consultants) that is contemplated as a direct charge under the task order. The request shall 
include (at a minimum) the following information: 

a. Individual(s) traveling. Idcntify position and affiliation as a contractor/subcontractor 
employee or authorized consultant. 

b. Description of circumstances necessitating the travel. Identify the tasks that will 
benefit from the travel and detail the correlation of the travel to the requirements of the statement 
of work. 

c. Identify the estimated cost to include a cost breakdown. Explain why this is the most 
cost efIective means to fulfill the statement of work requirements. 

4. For approved travel, the contractor shall be reimbursed for allowable and allocable travel 
costs actually incurred by and paid to the contractor's employees. provided such costs do not 
exceed the amount that would be payable to an employee of the Immigration and Customs 
Enforcement (ICE) conducting the same travel while on Government business. In detennining 
the dollar value of allowable contractor employee travel costs, the limitation of the Federal 
Travel Regulations effective on the date of travel will apply to contractor employees to the same 
extent they apply to Fedcral Government employees. 

5. The contractor may be required to furnish to the Contracting Officer (CO) documentary 
proof of every travel expenditure that exceeds kb)(4) I, including receipts for 
common carrier transportation expenditures. Bona-fide lodging receipts may be required to be 
submitted by the contractor along with the monthly invoices. 

6. The contractor may elect to reimburse its employees for meals and incidental expenses (as 
defined in the Federal Travel Regulations) on a per diem basis, and the contractor will be 
reimbursed for such payments. In no event shall the reimbursement allowed under this provision 
exceed the standard per dicm for meals and incidental expenses allowable under the Federal 
Travel Regulations. 

7. To the maximwn extent practicable, consistent with travel requirements. the contractor 
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agrees to use the reduced air transportation and hotel/motel rates and services provided through 
available Government discount air fares and lodging rates for bona-fide employee travel that is 
otherwise reimbursable as a direct cost pursuant to this task order when use of such rdtes results 
in the lowest overall cost. The contractor shall submit a request, including pertinent information, 
for specific authorization to use these rates to the Contracting Officer. 

8. While on travel, contractor personnel shall clearly identify corporate affiliation at the start 
of any meeting. While conducting training, attending ICE-sponsored meetings, or while on a 
Government site, contractor personnel shall wear a badge which identifies the individual as a 
contractor employee. Contractor personnel are strictly prohibited from acting as a representative 
afthe ICE. 

C. INVOICING INSTRUCTIONS 

1. Invoices shall be submitted on a monthly basis to as outlined below. The monthly invoice 
amount will be ba.;;ed on the total price of the base period divided by the period of performance 
of the base period. If an option period is exercised under this task order, the invoicing for the 
option period will be detennined in the same manner. Invoicing for ODes will occur at cost to 
the offeror. Proper documentation of ODC costs shall be submitted along with invoices. 

2. Invoice Submission: 

a. Primary method of submission is email. Invoices shall be submitted to: 

Kb)(6);(b}(7)(C) 

Additionally, copies of all submitted invoices shall bc cmailed to the Contracting 
Officer (CO) and Contracting Officer Representative (COR). 

Each email shall be in a .pdffOlmat; contain only one (1) invoice and the subject line 
of the email ,",ill annotatc thc invoice number. 

b. Alternate method of submission is fax. Invoices shall be submitted to: 

802-288-kb)(6);1 

Each fax shall have a cover sheet identifying point of contact, phone number and 
number of pages. 

Note: The Contractor's Dunn and Bradstreet (D&B) DUNS number must be active in 
the System far Award Management (SAM) atKb)(7XE) I 

3. Content of Invoices: Each invoice submission shall contain the following infonnation: 

a. Name and address of the Contractor. The name, address and DUNS number on the 
invoice MUST match the information in both the Contract/Agreement and the infonnation in 
the SAM; 

b. Dunn and Bradstreet (D&B) DUNS number; 
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C. Invoice date and invoice number; 
d. Agreement/Contract number, contrllct line item number and, if applicable, the order 

number; 
e. Description, quantity, unit ofmt:asure,. unit price and extended price of the items 

delivered; 
f. Shipping number and date of shipment, including the bill of lading nwnber and weight 

of shipment ifshipped on Government bill of lading; 
g. Terms of any discount for prompt payment offered; 
h. Remit to Address; 
i. Name, tille, and phone number of person to nOlify in event of defective invoice; 
j. Whether the invoice is ~Interim" or "final"; and 
k. ICE program office designated on order/contract/agreement. 

In accordance with Contract Clause, FAR 52.212-4(g)(l), Contract T eons and Conditions 
-- Commercial Items, or FAR 52.232-25(aX3), Prompt Payment, as applicable, the 
infonnation identified above is required with each invoice submission. 

4. Pavment Inquiries: Questions regarding invoice submission or payment,. please contact 
ICE Financial Opec.tions at 1-877-491-6521 or bye-mail at 
fbX6);(b)(7XC) I 
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FALCON (Palantir Government) System Operations & Maintenance Support Services 
Performance Work Statement 

1.0 PROJECT TITLE 

Performance Work Statement (PWS) for FALCON (Palantir Government) System Operations 
and Maintenance Support Services 

2.0 BACKGROUND 

United States Irrunigration and Customs Enforcement (lCE) is the largest investigative branch of 
the Department of Homeland Security (DHS). As part of ICE, Homeland Security Investigations 
(HSI) is a critical asset in accomplishing the ICE mission and is responsible for investigating a 
vvide rangc of domestic and international activities arising from the illegal movement of people 
and goods into, within and out of the United States. For this acquisition, the Contractor shall be 
responsible for the overall managcment, planning, development, operation, maintenance, 
coordination, and support of one ofHSI Infonnation Sharing and Infrastructure Management's (lSIM) 
technology'platforms and software assets, FALCON. FALCON is HSI's implementation ofa 
commercial. off·the-shelf(COTS) product, Palautir Government (aka Gotham). It provides 
HSI's agcnts and analysts with a key investigative resource: a wholly integrated, consolidated 

platfonn perfonning federated search, analytics, geospatial referencing, reporting and situational 
awareness capabilities across a broadly diverse universe of structured and unstructured law 
enforcement data residing in nwnerous, disparate source environments. 

3.0 SCOPE 

Current and future releases of FALCON are required to have System Maintenance and Services 
support for the purpose of applying adaptive, perfective and corrective maintenance to the 
application as well a'l operating and maintaining thc FALCON infrastructure, authoring and 
delivering training, supporting the end user cornmtmity and delivering small-to medium-scale 
enhancements to the existing application. 

4.0 APPLICABLE DOCUMENTS 

An ICE systems shall comply with the following guidelines and regulations: 

• DHS Acquisition Management Directive 102-01 Handbook 
• ICE Enterprise Systems Assurance Plan 
• ICE System Lifecycle Management (SLM) Handbook, Version 1.4, Jauuary, 2012 
• ICE Technical Architecture Guidebook 
• ICE Technical Reference Model (TRM) (Standards Profile) 

• The Offeror shall identify any hardware, software, audlor licenses 

2 

2018·ICLI·00009 3402 



epic.org EPIC-17-08-14-ICE-FOIA-20180920-7thInterim-Production-pt2 003403

FALCON Operatiof \: Maintenance Support 
Performance WorkStalemen( 

required for its proposed solution The Government is prepared to 
provide any hardware and software items that are included within 
the ICE Technical Reference Model (TRM) that would reasonably 
be utilized by Offerors for the system development. Test and 
evaluation tools listed within the TRM are not provided as 
Government Furnished Equipment (GFE). 

• 4300A DHS Information Security Policy 
• 4300A Sensitive Systems Handbook 

Ibe following documents are applicable to understanding the target ICE/HSI systems: 

• 

• 
• 
• 

• 
• 
• 

• 
• 

• 
• 

• International Information Systems Security Certification Consortium (ISC2
) Standards 

• National Industrial Security Program Operating Manual (NISPOM), February 28, 2006 
• National Institute of Standards and Technology (NIST) Computer Security Resource 

Center (CSRC) 
o Guidelines 
o Special Publications 
a Standards 

NIST Special Publication 800-37, Guide for the Certification and Accreditation of 
Federal Information Systems 
Federal Information Processing Standard (FIPS) 199 
Federal Information Security Management Act (FISMA), November 22, 2002 
Federallnforrnation Technology Security Assessment Framework (FITSAF), November 
28,2000 
FederalOMB Circular A-I30, Management of Federal Information Resources 
Federal Privacy Act of 1974 (As Amended) 
Federal Records Act 
DRS 4300A, Sensitive Systems Policy Directive, Version 6.1.1, October 31, 2008 
DHS Management Directive (MU) 4300.1, Information Technology Systems Security, 
November 03, 2008 
DRS MD Volume 11000 - Security 
DRS Office of ChiefInformation Officer (OCIO) E-Govemment Act Report 2008 

Please note that if newer versions of these documents are officially released. the Contractor shall 
comply with the updated versions within the timefrarne established by the Government. 

5.0 TASKS 

The Contractor shall provide qualified, experienced personnel to deliver support for the continued 
System Maintenance and Services tasks associated with FAT .CON. This General Services 
Administration (GSA) Schedule 70 task order purchase includes the tasks described- in the 
following sections: 

5.1 Tier 1 - Help Desk Support 

Help Desk Support consists of the following resp~nsibilities: 
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• Receiving and recording accurately all inquiries from End Users regarding application 
functionality and services and assigning tasks as needed to the appropriate 
Software Maintenance Tier 2 or Tier 3 Support group for resolution; 

• Dealing directly with: 
o simple requests such as password resets and account unlocks 
o basic network and application troubleshooting 
o application usage and operational feature questions and issues; 

• Monitoring the tickets created to ensure users are updated on tickets' status and progress; 
• Providing reports to ICE management and System I Application Program Management as 

required or requested. 

Tier I hours of operation shall be from 0900 to 1700 Eastern Time (ET) Monday Ihm Friday 
with support response times during these hours being inunediate for telephonic inquiries and 
within one hour for email reports. Non-emergency, off-hours inquiries/ticket submissions will be 
addressed as soon as is practical and serviced no later than one hour after the commencement of 
normal operating hours. 

At the governments discretion Tier I - Help Desk Support may be ultimately transitioned to the 
ICE Enterprise Help Desk at the EOC. The contractor will be required to support such a 
transition by providing' How T os,' F AQ responses, scripted tutorials, etc. consistent with the 
provision of this level of customer support and problem resolution. 

Tier 2 System Maintenance and Support 

All items that carmot be resolved at the Tier 1 Support level shall be automatically turned 
over to Tier 2 System Maintenance and Support; 

• The Contractor shall report the status of the ticket using Atlassian Jira 
tracking software; 

• Typical Tier 2 activities would include patching systems, nmning scripts, 
effecting minor fixes, etc.; 

• Tier 2 System Maintenance and Support shall be operational in accordance with 
the service level agreements (SLA); 

• The Contractor shall respond to all Tier 2 System Maintenance tickets in 
accordance with the SLA; 

• The Contractor shall develop an application feedback loop, whereas systemic 
issues identified during common Tier 1,2, and 3 escalation procedures ate 
routinely evaluated and reviewed with the appropriate Project Manager to assess 
the need for a System Change Request (SCR) for a future release. 

• If Tier 2 System Maintenance Support cannot resolve the assigned ticket or 
perform the required tasks then the ticket shall be referred to the Tier 3 - System 
Maintenance and Support. 

Tier 3 ~ System Maintenance and Support 

The Contractor shall identify and correct software, performance, and implementation fulures for 
the application software as well as evaluate and estimate the level of effort associated with request~ for 
syslcmmodification. Corrective work includes performing System Change Requests (SCRs) that 

4 
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reflect a change 10 requirements or technical specifications, as well as updating and maintaining 
the required Systems Lifecycle Methodology (SLM) documentation as necessary. Contractor staff 
and the COR will come to mutual agreement over which changes to the system constitute SCRs, 
as opposed to every day System Tuning (Section 5.2.3) and System Administration (Section 
52.4) actions not requiring the SCR process. 

• 

• 

• 

• 

• 

• 

All maintenance activities that reach this level shall have an SCR opened and be 
reported using Atlassian lira; 
SCRs will be prioritized and agreed to by the authorized government personnel 
and entered into the ICE approved management tracking tool. SCRs will be 
approved in \\Titing by the government; 
Prior to commencing a system modification, the Contractor and the Office of the 
Chief Infonnation Officer (OCIO) Information Technology (IT) project 
manager shall agree on the degree of the modification as minor, moderate, or 
major (see table below for classification); 
The Contractor shall develop an application feedback loop, whereas systemic 
issues identified during common Tier 1,2, and 3 escalation procedures are 
routinely evaluated. and reviewed with the IT Project Manager to assess the need 
for a System Change Request (SCR) in future release. 
The Contractor shall respond to all Tier 3 System Maintenance Support tickets in 
accordance with service level agreements (SLA's); 
Software changes to applications are based upon the submission of an SCR, 
and are classified as minor, moderate, or major changes, where: 

Table 1: Change Requests 

*Development is any enhancement lhat is estimated to exceed 250 Hours and shall fall under Section 5.5 Optional 

System Enhancement Support. 

The Contractor shall provide Software Maintenance Tier 2 and Tier 3 Support. Software 
Maintenance Tier 2 and Tier 3 Support hours of operation shall be Monday through Friday 8am-
6pm, ET, excluding holidays and weekends. 

For emergency situations both during and outside of the nonnal support business hours that 
involve a system outage or a widespread interruption in user access to FALCON, the Contractor 
shall notify the FALCON Program Manager or designate within 30 minutes of occurrence. 
Emergencies will be further defmed as part of the Software Tier 3 Support procedures, but in 
general an emergency is when the system is down or when multiple users are unable to access 
f'ALCON. It is anticipated that these calls will occur no more than 10 times a year and can most 
likely be addressed via telephone and/or remote access to the FALCON operating infrastructure. 
The Contractor shall document all user problem ~otifications and solutions. 
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For Tier 3 Software Maintenance and Support, the number of anticipated SCRe; is listed in the 
matrix below: 

Minor Change 1 - 40 Hours 20 

Moderate Change Hours 
12 

Change 
2 

SCRs for FALCON may include requirements analysis, design, development, integration & 
testing, and implementation, including any updates needed to product documentation. 
Typically, these activities involve the development ofPalantir helper applications, 
interfacing programs communicating with FALCON via the common operating APls and 
the mapping and integration of additional data sources. 

ICE reserves the right to request FAR 52.227-14 (All IV) for any software 
development/modification/enhancement that is considered a major SCR under this 
perfonnance work statement. 

5.2 Operational Support 

The Contractor shaH provide Operational Support for the FALCON system. Table 2 and Table 
3 detail the hardware and software infrastructure currently in place for FALCON. 

Table 2. FALCON Svstem Hardware 
Hardwar 

b}(7)(E) 

Table 3. FALCON Svstem Software 
Operating Information System 1 Location Remarks 

b}(7)(E) 
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~rati!!.G....lnformation System I Loc.!!1Lon ~ 
b}(7)(E) 

.t'CN-rowmac center 1'1orth, 5UO 1":: ~t SW, Washington, DC 20536 

Hardware Device 
Table 4. FALCON ~tem Firmware 

I Firmware 1 Remarks 
b}(7)(E) 

Operational support shall include the activities below: 

5.2.1 Operational Support - Interfaces and Data Sources 

b}(7)(E) 

5.2.2 Operational Support - Database 

b}(7)(E) 

5.2.3 Operational Support - System Tuning 
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5.2.4 Operational Snpport - System Administratiun 

b}(7)(E) 

5.3 Configuration Management 

b}(7)(E) 

5.4 Training Support Included in Operations and Maintenance Services 

b}(7)(E) 

5.5 Optional Software Enhancement Support 

In the event that the hour estimate for an individual SCR is identified as exceeding 250 
8 
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hours, the Contractor may be tasked to develop additional IT solutions as components of the 
current application via task order modification. This is an optional requirement, not to be 
priced at this time, as the actual requirements for this type ofwark are not known at this 
time. The Contracting Officer will request a proposal regarding such a SCR when this task is 
utilized. Should a major SCR result in a feature change or enhancement which the 
Contractor will then offer to other customers ofthcir Gotham product as part of Gotham's 
included/core functionality, the Contractor will absorb the cost of this SCR; the government 
will not be charged for the labor hours expended. 

5.6 Optional Classroom Training 

As requests for either Palantir Bootcamp Training or Palantir Workshop Training are made, thc 
Contractor shall arrange for and provide classroom training of the types and for the numbers of 
ICE employees and/or contractors, as well as classroom locations, specified in the individual 
service call. The Contractor shall be responsible for collecting all necessary pennission fonns 
and feedback fonus from attending ICE employees and retWl1ing these fonns to the FALCON 
PMO. 

5.7 Optional Palantir Gotham Appliance Cores 

If called upon, the Contractor shall propose additional Palantir Gotham Appliance cores to meet 
customer specifications. This includes Palantir Phoenix flll1ctionality, and Palantir Mobile 
functionality. Pricing will be based on the software line items in Palantir's GSA Schedule 70 
Pricing. If the proposal is approved by the FALCON PMO and the COR, the additional Gotham 
cores will be put into production, and a change order will be dcfinitizcd on the task order within 
2 weeks. 

6,0 PERFORMANCE STANDARDS 

The following table defmes the perfonnance standards to be adhered to for the FALCON System 
Maintenance and Services effort. 

current day received in the Help 
Desk lnbox until time 
the reques-t is ac,;esse~ 
for action. 

: Any enhancements, corrective maintenance, or other code changes to FALCON should not negatively impact system 
performance. Specifically, system performance will be baselined at the beginning of the contract and will be re
baselined at the completion of any major releases. This baseline will serve as the minimum for acceptable system 
performance. 9 

2018-ICLI-00009 3409 



epic.org EPIC-17-08-14-ICE-FOIA-20180920-7thInterim-Production-pt2 003410

i , Tier I - Help Desk 
Support 

, , 
I 

Tier I - Help Desk 
Support 

Tier 2 
Software Support 

Tier 2 
Software Support 

Tier 2 
Software Support 

Response Time for 
incoming emails after 
help desk hours 

Resolution Time for 
incoming emails that 
have been accessed for 
action during 09:00-
I 7:00pm EST and after 
hours. 

Response time for 
Tier 2 tickets 
received during 
defined business I 

hours 
I 

Average resolution I 

time of Tier 2 tickets ! 
, 

i 
i 

I , 

Response time for 
Tier 2 tickets, after 
hours 

FALCON Operatior -.~ Maintenance Support 
Performance Work Starement 

The end of the Time thc email is 
following day received in the Help 

Desk Inbox until time 
the request is accessec 
for action. 

No More than 24 hours from the 
24 hours, or time when the email 

when the user is accessed for action 
stops until it is resolved or 

responding moved to Tier 2 or 3. 

The end of the Time the ticket is 
current day assigned to Tier 2 

until the time the 
ticket is accessed for 

action. 
, , 

8 business Time the ticket is 
days placed in the Tier 2 

queue for action to 
the time it appears 
as closed or 
referred, system, 
divided by the total 
number of tickets. 

The end of the Time the ticket is 
following day assigned until the 

time the ticket is 
picked up for action. 

10 
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Tier 2 
Software Support 

Tier 3 Software 
Support 

Tier 3 
Software Support 

Tier 3 
Software Support 

\ 

Average resolution 
time for Tier 2 
tickets, received , 
after defined 
business hours 

Response time for 
Tier 3 tickets during 
specified business 
hours not involving a 
system outage or denial 
of access to substantial 
numbers of users 

Average resolution 
time of 
Tier 3 tickets not 
involving a system 
outage or denial of 
access to substantial 
numbers of users 

Response time for 
Emergency tickets, 

, either during specified 
business hours or after 
hours, that involve a 
system outage or 
denial of access to 
substantial numbers of 
users 

FALCON Operatior Yo: Maintenance Support 
Performance Work statement 

8 business days Time the ticket is 
placed in the Tier 2 
queue for action to 

, 
the time it appears 
as closed or 
referred, system, 
divided by the total 
number of tickets. 

, 

No more than 4 Time the ticket is 
hours assigned to Tier 3 

until the time the 
ticket is accessed 
for action. 

8 business Time the ticket is 
days placed in the Tier 3 

queue for action to 
the time it appears 

as closed or 
referred, system, 
divided by the total 
nwnber of tickets 

FALCON Time the ticket is 
Program assigned as an 

Manager or Emergency until the 
designate shall , 
be alerted no time the ticket is 

more than 30 picked up for action. 

minutes after 
occurrence 

II 
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Tier 3 
Software Support 

Support 

Management 

Out 

Average resolution 
time for Emergency 
tickets, either during 
specificd business 
hours or after hours 

Percentage oftime 
that the application is 
available to users in 
fully-fuuctioning 
model 

will be 
, tracked 

changcs 

Delivery 

No more than 8 
hours 

, 

100% 

90 days 
prior to end of POP 

7.0 DELIVERABLES AND DELIVERY SCHEDULE 

Specific deliverables related to each activity are outlined below. 

Time the tick~t is 
placed in the Tier 3 
queue for action to 
the time it appears 
as closed or 
referred, system, 
divided by the total 
nmnber of tickets 

Cumulative uptime 
per month divided by 
thc total time per 
month that FALCON 

is scheduled 
available. 

No 
, made to the baseline 

without an associated 

SCR. 

versus 
scheduled delivery 
date. 

2 The uptime rate refers to specific application outages-not external/network issues. Additionally, uptime rate will 
not include outages for scheduled maintenance and enha~2!ments. 
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7.1 System Lifeeycle Management (SLM) Deliverables 

The Contractor shall provide SLM deliverables as required for System Maintenance 
Services projects. All appropriate documentation shall be prepared in accordance with the 
guidelines specified by the SLM and the approved Project Tailoring Plan. 

7.2 Quarterly Progress Report 

The Contractor shall prepare a quarterly progress report to be briefed at the Unit Chief level. The 
initial report is due forty-fivc calendar days after start of the task and shall cover the first calendar 
month ofperforrnance. Subsequent reports shall be provided quarterly y within five calendar days 
of the end of each quarter until the last quarter of pertbnnance. The final delivery shall occur ten 
days before the end of the [mal option period and shall summarize performance during the period 
of performance and provide the status of any platmed transition activity. The quarterly rcports can 
be delivered via email and shall contain the following; 

• Description of work accomplished (Accomplishments) 
• Work planned for the following month (Planned Activities) 
• Deviations from planned activities 
• Open ri sks and issues 

7.3 Certification and Accreditation (C&A) Documentation 

The Contractor sha11 be responsible for maintaining and updating existing C&A artifacts to stay 
current with DHS/ICE and Federal requirements. These C&A updates will be required every 
three years unless a major change impacts security. The Contractor shall also be responsible for 
supporting the Information Systems Security Officer (ISSO) for any annual C&A activities, 
which may be requested (i.e. self-assessments, contingency plan tests, vulnerability scans, etc.). 

7.4 Quality Assurance Surveillance Plan 

The Quality Assurance Surveillance Plan (QASP) is the document used by the Government to 
evaluate Contractor actions while implementing the PWS. It is designed to provide an effective 
surveillance method of monitoring Contractor performance for each listed task in the PWS. 

The QASP provides a systematic method to evaluate the services the Contractor is required to 
furnish. The Contractor, and not the Government, is responsible for management and quality 
control actions to meet the tenns of this task order. The role ofthc Government is quality 
assurance monitoring to ensure that the task order standards are achieved. 

The Contractor shall be required to develop a comprehensive program of inspections and 
monitoring actions. Once the quality control program is approved by the Government, careful 
application ofthe process and standards presented in the QASP document will ensure a robust 
quality assurance program. The QASP below was developed by ICE and is indicative of the 
type ofmetrics that apply to the deliverables. The offeror may propose othcr mctrics thcy 
determine upon the uniqueness and relevance of their O\NTI technical approach in meeting the 
task order objectives. The QASP is subject to dI~cussions/ncgotiations. 
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FALCON Operations & Maintenance Support 
Performance Work Statement 

FALCON Operations and Maintenance (O&M) Support Services Contract Quality Assurance Surveillance 
Plan (QASP) Attachment 1 

iThS:JI··Metrits Service:Levcl - -
Agreement 

Tier 1 - Help -II Response Time rrhe end of the 
Desk Support for incoming !purrent day 

emails 

Tier 2 Software 
Support 

Tier 3 
Software 
Support 

Response time 
for Tier 2 

The end of the 
kurrent day 

Response time -lINo more than 
fur Tier 3 I~ hours 
tickets not 
involving 
system outage 
or denial of 
service to 
substantial 
numbers of 
users 

measured Ratmg Rating·· Ratmg 
'MarginaJ 

Rating 
Unsatisfactory 

Rating, 
How itwill be I l!;,ti!eP?OnaIVery ?oodSatisf~ciory 

. . ~ I 

Time the email is . Meets SLA Meets SLA Meets SLA 90 Meets - ~-eets- SLA lessl 
received in the 98-100% of 95-97.9% 0 94.9% of SLA 85- than 85% of I 
Help Desk Inbox instances instances instances 89.9% of instances 
until time the instances 
request is accesse, 
for action. 

Time the ticket is 
assigned to Tier 2 
until the time the 
ticket is accessed 
for action. 

Time the ticket is 
assigned to Tier 3 
until the time thc 
ticket is accessed 
for action. 

Meets ST,A 
98-100% of 
instances 

Meets SLA 
98-100% of 
instances 

Meets SLA 
95-97.9% o. 
instances 

Meets SLA 
95-97.9% 0 

instances 

Meets SLA 90 
94.9% of 
instances 

Meets SLA 90 
94.9% of 
instances 

Meets 
SLA 85-
89.9% of 
instances 

Mects 
SLA 85-
89.9% of 
instances 

Meets SLA less 
than 85% of 
instances 

Meets SLA less 
than 85% of 
instances 



ep
ic

.o
rg

E
P

IC
-1

7-
08

-1
4-

IC
E

-F
O

IA
-2

01
80

92
0-

7t
hI

nt
er

im
-P

ro
du

ct
io

n-
pt

2
00

34
15-Tasks''"'''--'' -', ,- '-,", 'Metrics'" ::<:, (, -,,;: 

Tier 2 and Tier 3 Avcrage 
Software Suppor1 resolution 

time of Tier 2 
and Tier 3 
tickets 

FALCON Operations & Maintenance Support 
Performance Work Statement 

"e,~iHfieve'i -/ ;' lidw it·lliilH'ti. Exeep-dona'i -,- , Ve,yGoi>d 
Alteerheri't- measured Rating Rating 

.. .... . 

8 business Time the ticket is Average of 5 Average of 
ays placed in the Tier or fewer 6 to 7 

2 or Tier 3 queue business days business 
for action to the days 
time it appears as 
closed or referred, 
system, divided by 
the total number 0 

tickets. 
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' :S~trsfactorv ' Ma'rginaj':"> ":UnsatiSfattory---: ,-
Rating Rating Rating , 

Meets SLAof Average Average of 
average of 8 of9 to 12 more than 12 
business days business business days 

days 

I 
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time 
Software Supponll Emergency 

tickets, during 
business hours or 
after hours, 
invo1ving system 
outage or denial 
of service to 
substantial 
numbers of users 

Tier 3 II Average 
Software Suppo~ resolution 

time for 
Emergency 
tickets, during 
business hours 
or after hours, 
involving 

system outage 
or denial of 
service to 
substantial 
numbers of 
users 

FALCON Operations & Maintenance Support 
Performance Work Statement 

Meets SLA 
FALCON PM or 1198-100% of 
designate is instances II instances 
infonned of 
situation. 

Time the ticket is 
assigned as an 
Emergency until 
thc time the ticket 
is closed. 

Average is 
less than 6.5 
hours 
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Average is 
6.5 to 7.49 
hours 

instances 

Average is 
7.5 to 8.49 
hours 

than 85% of 
89.9% of II instances 
instances 

hours 
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-

Support Percentage of 

time that the 

application is 

available to 

users in fully-

fimctioning mode 

Configuration All changes will 
Management be tracked 

Training Training and 
Training 
Material 
Delivery 

FALCON Operations & Maintenance Support 
Performance Work Statement 

98% or higher Cumulative uptim 99.5-100% 98.5-99.49% 
per month divided available available 
by the total time 
per month that 
FALCON is 
scheduled as 
available. 

100% No changes will b 100% 98-99.9% 
made to the 
baseline without 
an associated SCR 

100% on time Delivery 99-100% of 95-98.9% of 

date versus instances on instances on 

scheduled 
time time 

delivery 

date. 
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97.5-98.49% 96.5- Less than 96.5% 
available 97.49% available 

available 

I 
96-97.9% 94-95.9% Less than 94 % 

90-94.9% of 85-89.9% Less than 85% 
instances on of of instances on 
time instances time 

on time 
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18ICE Employee Rating on 

Satisfaction with feedback Form 
Training Received from 

Trained ICE 
Employees 
Following 
Training 
(Ratings of 
Very Satisfied, 
Satisfied, 
partially 
Satisfied, or 
Not Satisfied) 

FALCON Operations & Maintenance Support 
Performance Work Statement 

0% or more of Feedback forms 98% or more 93-97.9% of 
espondents turncd in from of respondents 
eport being ICE employees respondents report being 

Satisfied or Very who received report being Satisfied or 
Satisfied classroom or Satisfied or Very 

desk-side Very Satisfied 
training Satisfied 
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88-92.9% of 
respondents 
report being 
Satisfied or 
Very 
Satisfied 

83 
of 
re~ 

Is 
be 
S. 
or 
Sa 

87.9%1 Less than 83% 
of respondents 
report being 
Satisfied or V cryl 
Satisfied 

:ponde: 
'eport 
ng 
:isficd 
Very 
isfied 
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FALCON Operatior 'Maintenance Support 
Performance WorkStCuement 

• Measurements will be perfonned quarterly. 

• Measurements will be carried out by Contractor. 

• QASP measurement report will be turned in quarterly to the government Contracting Officer's 
Representative (COR) within fifteen calendar days after the end of the quarter under review. 

• An overall quarterly QASP Rating will be computed for the Contractor by the COR, according 
to the following methodology: 

o For each of the QASP Tasks listed above, the Contractor will be assigned the following 
number of points: 

• Exceptional: 4 points 

• Very Good: 3.5 points 

• Satisfactory: 2.75 points 

• Marginal: 1.75 points 

• Unsatisfactory: 0 points 

o The points for thc 10 QASP Tasks will be averaged (the sum total divided by 10). The 
overall quarterly QASP Rating wi1l be assigned as follows (CPARS is the Contractor 
Perfonnance Assessment Reporting System): 

.<. ";~' ·.NQA'Sp.··!l··onl!· .. ·;, .............. 
Y •.. '· . ... Pi>iDHj~:v'b).· ..... • ... p ;~?; :::·y::;·<:;.\~;?dLdri .. s~auen~e'-.<: '.',.'" ;;':.,"",¥.,- , __ /. 3. '-_ .. 

Exceptional 3.7 -4.0 Exceptional rating for quarter 
entered into CP ARS at end of 

i perfonnanee period 
Very Good 3.2 - 3.69 i Very Good rating for quarter 

entered into CP ARS at end of 
performance period 

Satisfactory 2,7 - 3.19 Satisfactory rating for quarter 
entered into CPARS at end of 
performance period 

Marginal 1.7 - 2.69 Marginal rating for quarter 
entered into CP ARS at end of 

I oerfonnance period. 
Unsatisfactory < 1.7 Unsatisfactory rating for quarter 

entered into CP ARS at end of 
performance period. 

7.5 Deliverable. Table 
19 
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7.5 Deliverables Table 

FALCON Operatiotr - ... ~ Maintenance Support 

Perfurmance Work Statement 

The ContraLior shall provide the following deliverables via email to the COR, unless noted 
otherwise: 

Software (SW) (Software 
includes updates/new 
versions of the primary 
Gotham platfonn; new 
workflow applications and 
updated versions of existing 
workflow applications; data 
ingestions; and customized 
versions of Gotham Mobile 
and the Phoenix and Raptor 

Deliverable) 

Accreditation 

Documentation 

In 

Transition Out Plan 

7.6 Delivery Instructions 

cal<:nd,,, days of the 
end of the quarter 
being reviewed 

As 

15 calendar days 
after award 

, 120 calendar days 

before the end of the 

POP 

after award 

Eleetr(lllie copy -
Library Management System 
(ELMS) 

Software (S W): ICE source 

control repository (Subversion); 
OCIO representative on 
FALCON PMO (either Walter 

Wagner or alternative OCIO 

representative) 

copy
Contracting Officer 

copy: 
Officer, COR 

Electronic copy: PM, ELMS, 

COR 

Electronic copy: PM, 
Officer, COR 

Electronic copy: PM, Contracting 
Officer, COR 

Electronic copy: PM, Contracting 
Officer, COR 

The Contractor shall provide electronic copies of each deliverable. Electronic copies shall 
be delivered via email attachment. The electronic copies shall be compatible with MS 

20 
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FALCON Operatior "i Maintenance Support 
Petformance Work Stafement 

Office 20 I 0 or other applications as appropriate and mutually agreed to by the parties. The 
documents shall be considered final upon receiving Government approval. All deliverables 
shall be delivered electronically (unless a hardcopy is requested) to the COR. If a hardcopy 
is requested, it will be delivered to the designated COR, not later than 4:00 PM E1 on the 
deliverable's due date. Once created, deliverables and work products are considered the 
property of the Federal Government. Any work that deviates from this task order and the 
approved deliverables listed herein shall not be accepted without prior approval from the 
COR. 

7.7 Draft Deliverables 
The Government will provide 'Written acceptance, comments andlor change requests, if 
any, within 15 working days from receipt by the Government of each draft deliverable. 
Upon receipt of the Government comments, the Contractor shall have 15 working days to 
incorporate the Government's comments andlor change requests and to resubmit the 
deliverable in its [mal form. 

7.8 Written Acceptancc/Rcjection by the Government 

The Government shall provide written notification of acceptance or rejection of all final 
deliverables within fifteen (15) calendar days. All notifications ofrejection will be 
accompanied with an explanation of the specific deficiencies causing the rejection. 

Items must be approved by the COR andlor the appropriate Government authority to be 
considered "'accepted." The Government will provide \Vfitten acceptance, conuncnts, or 
change requests within fifteen (15) calendar days from receipt by the Government, of all 
required deliverables. 

7.9 Non-Conforming Products or Services 

Non-conforming products or services will be rejected. Thc Government will provide written 
notification of non-conforming products or services within fifteen (15) calendar days. 
Deficiencies shall be corrected within 30 days ofthe rejection notice. If the deficiencies 
call11ot be corrected within 30 calendar days, the Contractor shall immediately notify thc COR 
of the reason for the dclay and provide a proposed corrective action plan within ten (10) 
calendar days. 

7.10 Notice Regarding Late Delivery 

The Contractor shall notify the COR as soon as it becomes apparent to the Contractor that a 
scheduled delivery will be late. The Contractor shall includc in the notification the rationale 
for late delivery, the expected date for the delivery, and the impact of the late delivery on the 
project. The COR will review the new schedule with the PM and provide guidance to the 
Contractor. 

8.0 CONSTRAINTS 

21 
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FALCON Operatior ~l Maintenance Support 
Performance Work Statement 

The fo llowing project constraints are applicable to the fALCON System Maintenance and 
Services task order: 

• Changes to source databases TECS and the Enforcement Case Tracking System 
(ENFORCE) are being planned under TECS Modernization and E3; 

• FALCON will be primarily accessed from the existing ICE standard desktop; 
• ICE-OCIO must approve in writing any exceptions to the established ICE-OCIO 
System Lifecycle Management (SLM) processes; 
• The Contractor will support and coordinate with ICE HST's move from PCN to ICE
OCIO approved alternate data centers. This move is to be completed no later than the' 
end ofthc first option year (21 months from commencement of the POP); 
• The Contractor shall comply with all DHS information security regulations 

for all Law Enforcement sensitive data; 
• The Contractor shall comply with all applicable technology standards and 

architecture policies, processes, and procedures defined in ICE OCIO 
Architecture Division publications; 

• The Contractor shall comply with the FALCON specific configuration management 
plan for all design and development artifacts in accordance with guidelines set forth 
in the Plan. 

• ICE will provide Government Furnished Equipment as necessary to support all 
FALCON System Maintenance and Services activities. 

DHS Enterprise Architecture Compliance 

All solutions and services shall IDeet DHS Enterprise Architecture policies, standards, and 
procedures. Specifically, the contractor shall comply with the following HI.s RA 
requirements: 
• All developed solutions and requirements shall be compliant with the IlLS EA. 
• All IT hardware and software shall be compliant with the HLS EA Technical Reference 
Model (TRM) Standards and Products Profile. 
• Description infonnation for all data assets, infonnation exchanges and data standards, 
whether adopted or developed, shall be submitted to the Enterprise Data Management Office 
(EDMO) for review, approval and insertion into the DHS Data Reference Model and 
Enterprise Architecture Information Repository. 
• Development of data assets, infonnation exchanges and data standards will comply with the 
DHS Data Management Policy :MD 103-01 and all data-related artifacts will be developed 
and validated according to DHS data management architectural guidelines. 
• Applicability ofIntemet Protocol Vcrsion 6 (IPv6) to DI-IS-related components (networks, 
infrastructure, and applications) specific to individual acquisitions shall be in accordance with 
the DHS Enterprise Architecture (per OMB Memorandum M-05-22, August 2, 2005) 
regardless of whether the acquisition is for modification, upgrade, or replacement. All EA
related component acquisitions shall be IPv6 compliant as defined in the U.S. Government 
Version 6 (USGv6) Profile National Institute of Standards and Technology (NIST) Special 8 
IT AR Quick Essentials Guide 2011 v2.0 Publication 500-267) and the corresponding 
declarations of conformance defined in the USGv6 Tcst Program. 

22 
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FALCON Operatior .. ~ Maintenance Support 

Petformance WorkStwement 

9.0 GOVERNMENT FURNISHED EQUIPMENT AND INFORMATION 

The Contractor shall keep an inventory of Government-furnished equipment (GFE), which 
shall be made available to the COR and Government Call Monitor upon request. The 
Government will provide basic equipment (e.g., laptops, desktops, VPN tokens, and aircards) 
in accordance with the contract. All GFE shall be entered into ICE's Property Inventory 
System (Sunflower) within 48 hours of receipt. The Contractor shall provide their own 
network connectivity capability with a minimum connection speed of 10Mbps. 

Items of GFE which are inventoried and tracked in Sunflower inc1ude the following twelve 
laptops and two Blackberry handheld devices: 

Model 
Number 

b}(7)(E) 

I Serial Number I LaptoplVPN 
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I 

b)(7)(E) 

}'ALCON Operatio' ~ Maintenance Support 
Performance Work Simement 

lU.U u fHER DIRECT COSTS (ODC.) 

Travel outside the local metropolitan Washington, DC area may l)e expected during 
perfonnance of the resulting task order. Therefore, travel will be undertaken following the 
General Services Administration Field Travel Regulation. Reimbursement for allowable 
costs will be made. Any travel and training expenditurcs shall be pct!-approved by the COR. 
Costs for transportation, lodging, mea ls and incidental expenses incurred by Contractor 
personnel on official company business are allowable subject to FAR 31.205-46, Travel 
Costs. These costs will be considered to be reasonable and allowable onLy to the extent that 
they do not exceed on a daily basis the maximum per diem rates in effect at the time of trave l 
as set fonh in the Federal Travel Regulations. The Contractor will not be re imbursed for 
travel and per diem within a 50-mile rad ius of the worksite where a Contractor has an office. 
Local travel expenses within the Washington Metropolitan area will not be reimbursed (this 
includes parking). All travel outside the Washington Metropolitan area must be approved by 
the COR in advance. No travel will be reimbursed without prior approval from the COR. 

11.0 PLACE OF PERFORMANCE 

Work, meetings, and briefmgs will be performed primarily at Contractor facilities. 
Frequent travel to ICE offices located at 801 I Street NW, Washington, D.C .• or 500 12th 
St SW, Washington, D.C., or to the Tech Ops facility in Lorton, VA will be required. 
Additiona lly, travel to the Law Enforcement Support Center (LESC) facility located in 
Williston, VT may be required. Due to regular interaction with a multitude of program 
stak.chokler~ the Contractor' s staff shall be located in the Greater Washington Area 
(GWA). 

12.0 PERIOD OF PERFORMANCE 

The period of perfonnance of the FALCON System Maintenance and Services contract will 
consistofa base peri od of nine (9) months p lus four (4) twelve (12) month option periods. 

13,0 SECURITY 

Contractor personnel performing work under this PWS will not be dealing with classified 
information, but will be Sensitive but' Unclassified (SBD) data. If it is determined that a 
higher security classification is necessary, based on a change to the scope of work of this 

24 

2018· ICLH)0009 3424 



epic.org EPIC-17-08-14-ICE-FOIA-20180920-7thInterim-Production-pt2 003425

FALCON Operatior lk Maintenance Support 
Performance Work Statement 

PWS, required documentation from the contractor will be requested by the contracting 
officer prior to any modification adding classified work to this task order. 

13.1 Section 508 Compliance 

If applicable, Section 508 compliance information on the services in this task order is 
available in 
Electronic and Information Technology (EIT) at the following website: 
http://www.section508.gov/. 

13.2 General Clause 

To ensure the security of the DIIS/ICE information in their charge, ICE Contractors and Sub
contractors shall adhere to the samc computer security rules and regulations as Federal 
Government employees unless. an exception to policy is agreed to by the prime Contractors, 
ICE Infonnation Systems Security Manager (ISSM) and Contracting Officer and detailed in 
thc contract. Non-DRS Federal employees or Contractors who fail to comply with DIIS/ICE 
security policies are subject to having their access to DRS/ICE IT systems and facilities 
tcnninated, whether or not the failure results in criminal prosecution. The DHS Rules of 
Behavior docwnent applies to DHS/ICE support Contractors and Sub-contractors. 

13.3 Security Policy References Clause 

The follovving primary DRS/ICE IT Security documents are applicable to ContractorlSub
contractor operations supporting Sensitive But Unclassified (SBU) based contracts. 
Additionally, ICE and its Contractors shall conform to other DHS Management Directives 
(MD) (Note: these additional MD documents appear on DRS-Online in the Management 
Directives Section. Volume 11000 "Security and Volume 4000 "IT Systems" are of particular 
importance in the support of computer security practices): 
=:1 DHS 4300A, Sensitive Systems Policy Directive 
o DIIS 4300A, IT Security Sensitive Systems Handbook 
o ICE Directive, IT Security Policy for SBU Systems 

13.3.1 
Clause 

Contractor Information Systems Security Officer (18S0) Point of Contact 

The Contractor shall appoint and submit a name to ICE ISSM for approval, via the ICE COR, 
of a qualified individual to act as ISSO to interact with ICE personnel on any IT security 
matters. 

13.3.2 Protection of Sensitive Information 

The Contractor shall protect all DHS/ICE "sensitive infonnation" to which the Contractor is 
granted physical or electronic access by adhering to the specific IT security requirements of 
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FALCON Opcratio, ~ Maintenance Support 

Performance Work Statement 

this contnlct and the DRS/ICE security policies specified in the Reference Section above. The 
Contractor shall ensure that their systems containing DHS/ICE information and data be 
protected from unauthorized access. modification and denial of service. Further, the data shall 
be protected in order to ensure the privacy of individual's personal information. 

13.3.3 Information Technology S~urity Program 

If performance of the contract requires that DHSIICE data be stored or processed on 
Contractor-owned infonnation systems, the Contractor shall establish and maintain an IT 
Security Program. Ibis program shall be consistent with the referenced DHS/ICE IT security 
policy docwnents and at a minimum contain and address the following elements: 

• Handling ofDHS/ICE sensitive information and IT resources to include media 
protection, access control, auditing, network security, and rules of behavior 

• Certification and Accreditation (C&A) and FISMA compliance of Systems 
containing, processing or transmitting ofDHSIICE data 

• '1 'raining and Awareness for Contractor personnel 
• Security Incident Reporting 
• Contingency Planning 
• Security Reviews 
• Contract Closeout Actions 

13.3.4 Handling of Sensitive Information and IT Resources 

The Contractor shall protect DHSIICE sensitive information and all government provided and 
Contractor-owned IT systems used to store or process DHS/ICE sensitive information. Ibe 
Contractor shall adhere to the following requirements for handling sensitive infonnation: 

• Media Protection. The Contractor shall ensure that all hardcopy and electronic 
media (including backup and removable media) that contain DHS sensitive 
information are appropriately marked and secured when not in use. Any sensitive 
information stored on media to be sillplused, transferred to another individual, or 
returned to the manufacturcr shall be purged from the media before disposal. 
Disposal shall be performed using DHSJICE approved sanitization methods. The 
Contractor shall establish and implement procedures to ensure sensitive information 
cannot be accessed or stolen. These procedures shall address the handling and 
protection of paper and electronic outputs from systems (computers, printers, iaxes, 
copiers) and the transportation and mailing of sensitive media.) 

• Access Control. The Contractor shall control user access to DHSIICE sensitive 
information based on positive user identification, authentication, and authorization 
(Roles and Rules based) mechanisms. Access control measures employed shall 
provide protection from unauthorized alternation, loss, unavailability, or disclosure 
of information. The Contractor shall ensure its personnel are granted the most 
restrictive set of access privileges needed for performance of authorized tasks. The 
Contractor shall dividc and separate duties and responsibilities of critical IT 
functions to different individuals so that no individual has all necessary authority or 
systems access privileges needed to disrupt or corrupt a critical process. 

• Auditing. The Contractor shall ensure that it's Contractor-owned IT systems used 
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FALCON Operatior .' \ Maintenance Support 
Performance Work Starement 

to store or process DHSJICE sensitive infonnation maintain an audit trail sufficient 
to reconstruct security relevant events. Audit trails shall include the identity of each 
person and device accessing or attempting to access the system, the time and date of 
the access and the log-off time, activities that might modify, bypass, or negate 
security safeguards, and security-relevant actions associated with processing. The 
Contractor shall periodically review audit logs and ensure that audit trails are 
protected from modification, authorized access, or destruction and are retained and 
regularly backed up. 

• Network Security. The Contractor shall monitor its networks for security events 
and employ intrusion detection systems capable of detecting inappropriate, 
incorrect, or malicious activity. Any interconnections between Contractor-owned IT 
systems that process or store DHS/ICE sensitive infonnation and IT systems not 
controlled by DIIS/ICE shall be established through controlled interfaces and 
documented through fonnal Interconnection Security Agreements (ISA). The 
Contractor shall employ boundary protection devices to enforce access control 
between networks, induding Internet and extranet access. The Contractor shall 
ensure its e-mail systems are secure, properly configured, and that nenvork 
protection mechanisms implemented in accordance with DHS/ICE requirements. 
The Contractor shall conduct periodic vulnerability assessments and tests on its IT 
systems containing DHSIICE sensitive infonnation to identify security 
vulnerabilities. The results, of this infonnation, will be provided to the ICE OCIO 
for review and to coordinate remediation plans and actions. 

• DHS employees and Contractors shall not !rdIlsmit sensitive DHSITCE information 
to any personal e-mail account that is not authorized to receive it. 

• Rules of Behavior. The Contractor shall develop and enforce Rules of Behavior for 
Contractor-owned IT systems that process or store DHS/ICE sensitive information. 
These Rilles of Behavior shall meet or exceed the DHS/ICE rules of behavior. 

• The Contractor shall adhere to the policy and guidance contained in the DIISIICE 
reference documents. 

Training and Awareness 

The Contractor shall ensure that all Contractor personnel (including Sub-contractor personnel) 
who are involved in the management, use, or operation of any IT systems that handle 
DHSIICE sensitive information, receive annual training in security awareness, accepted 
security practices, and system rules of behavior. Jfthe Contractor does not use the ICE
provided annual awareness training, then thcy shall submit to the TCE ISSM their awareness 
training for approval. Should Contractor Training be approved for use, the Contractor shall 
provide proof of training completed to the ICE ISSM when requested. 

The Contractor shall ensure that all Contractor personnel, induding Sub-contractor personnel, 
with IT security responsibilities, receive special1zed DHS/ICE annual training tailored to their 
specific security responsibilities. If the Contractor does not use the ICE-provided special 
training, then they shall submit to the ICE 188M their awareness training for approval. Should 
Contractor training be approved for usc, the Contractor shall provide proof of training 
completed to the ICE 188M when requested. 
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Any Contractor personnel who are appointed as ISSO, Assistant IS80s, or other position with 
IT security responsibilities, i.e., Systcm/LAN Database administrators, system analyst and 
programmers may bc required to attend and participate in the annual DHS Security 
Conference. 

13.3.6 Certification and Accreditation (C&A) and FISMA compliance 

The Contractor shall ensure that any Contraclor-O"wned systems that process, store, transmit or 
access DRS/ICE information shall comply with the DHSIICE C&A and FISMA requirements. 

Any work on developing, maintaining or modifying DHSIICE systems shall be done to ensure 
that DHS/ICE systems are in compliance with the C&A and FISMA requirements. The 
Contractor shall ensure that the necessary C&A and FISMA compliance requirements are 
being effectively met prior to the System or application's relea<;e into Production (this also 
includes pilots). The Contmctor shall use the DHS provided tools for C&A and FISMA 
compliance and reporting requircments. 

13.3.7 Security Incident Reporting 

The Contractor shall establish and maintain a computcr incident response capability that 
reports all incidents to the ICE Computer Security Incident Response Center (CSIRC) in 
accordance with the guidance and procedures contained in the referenced docwnents. 

13.3.8 Contingency Planning 

If perfonnancc of the contract requires that DHS/ICE data be stored or processed on 
Contractor-owned infonnation systcms, the Contractor shall develop and maintain 
contingency plans to be implemented in the event nonnal operations are disrupted. All 
Contractor personnel involved with contingency planning efforts sha1l be identified and 
trained in the procedures and logistics needed to implement these plans. The Contractor shall 
conduct periodic tests to evaluate the effectiveness of these contingency plans. The plans 
shall at a minirnwn address emergency response, backup operations, and post-disaster 
recovery. 

13.3.9 Security Review and Reporting 

The Contractor shall include security as an integral element in the management of this 
contract. The Contractor shall conduct reviews and report the status of the implementation 
and enforcement of the security requirements contained in this contract and identified 
references. 

The Govcrnment may elect to conduct periodic reviews to ensure that the security 
requirements contained in this contract are being implemented and enforced. The Contractor 
shall afford DHS/ICE, induding the Office of Inspector General, ICE ISSM, and other 
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government oversight organizations, access to the Contractor's and Sub-contractors' facilities, 
installations, operations, documentation, databases, and personnel used In the perfonnance of 
this contract. Access shall be provided to the extent necessary for the Government to carry out 
a program ofinspection, investigation, and audit to safeguard against threats and hazards to 
the integrity, availability, and confidentiality ofDHS/ICE data or the function of computer 
systems operated on behalf of DHS/ICE, and to preserve evidence of computer crime. 

13.3.10 Use of Government Equipment 

Contractors are not authorized to usc Government office equipment (IT systems/computers) 
for personal use under any circumstances, unless limited personal usc is specifically permitted 
by the contract. \\rben so authorized, Contractors shall be governed by the limited personal 
use policies in the referenced documents. 

13.3.11 Contract Closeout 

At the expiration of this contract, the Contractor shall return all sensitive DRS/ICE 
inIonnation and IT resources provided during the life of this contract. The Contractor shall 
certifY that all DHS/ICE infonnation hao;; been purged from any Contractor-owned system 
used to store or process DHS/ICE infonnation. Electronic media shall be sanitized 
(overnTitten or degaussed) in accordance with the sanitation guidance and procedures 
contained. in reference doc1.Ullcnts and with DIISINISTlNational Security Agency (NSA) 
approved hardware and software. 

13.3.12 Personnel Security 

DHS/ICb does not pennit the use of non U.S. Citizens in the perfonnance of this contract or to 
access DHSIICE systems or information. 

All Contractor personnel (including Sub-contractor personnel) shall have favorably 
adjudicated backgrolUld investigations commensurate with the sensitivity level of the position 
held before being granted access to DHS/ICE sensitive information. 

The Contractor shall ensure all Contractor personnel are properly submitted for appropriate 
clearances. 

The Contractor shall ensure appropriate controls have bccn implemented to prevent Contractor 
personnel from obtaining access to DHSIICE sensitive infonnation before a favorably 
adjudicated background investigation has been completed and appropriate clearances have 
been issued. At the option of the Government, interim access may be granted pending 
completion of a pre-employment check. Final access may be granted only upon favorable 
completion of an appropriate background investigation based on the risk level assigned to this 
contract by the Contracting Officer. 

The Contractor shall ensure its personnel have a validated need to access DIISIICE sensitive 
information and arc granted the most restrictive set of access privileges needed for 
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The Contractor shall ensure that its personnel comply with applicable Rules of Behavior for all 
DHS/ICE and Contractor-o\\lued IT systems to which its personnel have been granted access 
privileges. 

The Contractor shall implement procedures to ensurc that system access privileges are revoked 
for Contractor personnel whose employment is terminated or who are reassigned to other 
duties and no longer require access to DHSIICE sensitive information. 

The Contractor shall conduct exit interviews to ensure that Contractor personnel who no 
longer require access to DHS/ICE sensitive infonnation understand their obligation not to 
discuss or disclose DHSIICE sensitive information to which they were granted access under 
this contract. 

13.3.13 Physical Security 

Ibe Contractor shall ensure that access to Contractor buildings, rooms, work areas and spaces, 
and structures that house DIIS/ICE sensitive infonnation or IT systems through which 
DHSIICE sensitive infonnation can be accessed, is limited to authorized personnel. Ibe 
Contractor shall ensure that controls are implemented to deter, detect, monitor, restrict, and 
regulate access to controlled areas at all times. Controls shall be sufficient to safeguard IT 
assets and DHS!lCE sensitive infonnation against loss, theft, destruction, accidental damage, 
hazardous conditions, fire, malicious actions, and natural disasters. Physical sccurity controls 
shall be implemented in accordance with the policy and guidance contained in the referenced 
documents. 
14.4 CONTRACTOR PERSONNEL SECURITY REQUIREMENTS 

14.4.1 General 

The United States Immigration and Customs Enforcement (ICE) has detennined that 
perfOlmallce of the tasks as described in ContractHSCTE-13-F-OOOlO requires that the 
Contractor, subcontractor(s), vendor(s), etc. (herein known as Contractor) have access to 
sensitive DHS information, and that the Contractor will adhere to the following. 

14.4.2 Fitness Determination 

ICE will exercise full control over granting; denying, withholding or terminating unescorted 

govenunent facility and/or sensitive Government information access for Contractor 
employees, based upon the results ofa background investigation. ICE may, as it deems 
appropriate, authorize and make a favorable expedited pre-employment determination based 
on preliminary security checks. The expedited pre-employment determination will anow the 
employees to commence work temporarily prior to the completion of the full investigation. 

The granting of a favorable pre-employment detennination sha1l not be considered as 
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assurance that a favorable full employment detennination will follow as a result thereof. The 
granting of a favorable pre-employment detennination or a full employment determination 
shall in no way prevent, preclude, or bar the withdrawal or termination of any such access by 
ICE, at any time during the tenn orthe contract. No employee of the Contractor shall be 
allowed to enter on duty and/or access sensitive information or systems without a favorable 
preliminary fitness determination or final fitness dctennination by the Office of Professional 
Responsibility, Personnel Security Unit (OPR-PSU). No employee of the Contractor shall be 
allowed unescorted access to a Government facility without a favorable pre-employment 
determination or full employment detennination by the OPR-PSU. Contract employees are 
processed Wlder the DHS Management Directive 6-8.0. The contractor shall comply with the 
pre-screening requirements specified in the DRS Special Security Requirement - Contractor 
Pre-Screening paragraph located in this contract, ifRSAR clauses 3052.204-70, Security 
Requirements for Unclassified Information Technology (IT) Resources; and/or 3052.204-71, 
Contractor Employee Access are included in the Clause section of this contract. 

14.4.3 Background Investigations 

Contractor employees (to include applicants, temporaries, part-time and replacement 
employees) under the contract, needing access to sensitive information, shall undergo a 
position sensitivity analysis based on the duties each individual "rill perform on the contract. 
The results of the position sensitivity analysis shall identify the appropriate backgroillld 
investigation to be conducted. Background investigations will be processed through the 

Personnel Security Unit. Prospective Contractor employees shal1 submit thc following 
completed forms to the Personnel Security Unit through the Contracting Offices 
Representative (COR), no less than 35 days before the starting date of the contract or 5 days 
prior to the expected entry on duty of any employees, whether a replacement, addition, 
subcontractor employee, or vendor: 

1. Standard Form 85P (SF 85P) "Questionnaire for Public Trust Positions" Fom1 
shall be submitted via e-QIP (electronic Questionnaires for Investigation Processing) 
(Original and One Copy) 

2. Three signed eQip Signature forms: Signature Page, Release of Infomlation and 
Release of Medical Information (Originals and One Copy) 

3. Two FD 258, "Fingerprint Card" 

4. Foreign National Relatives or Associates Statement (Original and One Copy) 

5. DRS 11000-9, "Disclosure and Authorization Pertaining to Consumer Reports 
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Pursuant to the Fair Credit Reporting Act" (Original and One Copy) 

6. Optional Form 306 Declaration for Federal Employment (applies to contractors 
as well) (Original and One Copy) 

Prospective Contractor employees who currently have an adequate current investigation and 
security clearance issued by the Defense Industrial Security Clearance Oflice (DISCO) or by 
another Federal Agency may not be required to submit complete security packages, and the 
investigation will be accepted for adjudication under reciprocity. 

An adequate and current investigation is one where the investigation is not more than five 
years old and the subject has not had a break in service of more than two years. 

Required fonns will be provided by ICE at the time of award of the contract. Only complete 

packages ffill be accepted by the OPR-PSU. Specific instructions on submission of packages 
will be provided upon award of the contract. 

Be advised that unless an applicant requiring access to sensitive infonnation has resided in the 
US for three of the past five years, the Government may not be able to complete a satisfactory 

background investigation. In such cases, DHS retains thc right 10 deem an applicant as 
ineligible due to insufficient background infonnation. 

The use of Non-U.S. citizens, including Lawful Permanent Residents (LPRs), is not pennitted 
in the performance of this contract for any position that involves access to DHS lICE IT 
systems and the information contained therein, to include, the development and I or 
maintenance ofDHS/lCE IT systems; or access to infonnation contained in and I or derived 
from any DHS/ICE IT system. 

14.4.4 Transfers From Other DHS Contracts 

Personnel may transfer from other DHS Contracts provided they have an adequate and current 
investigation (see above). If the prospective employee does not have an adequate and current 
investigation, an eQip Worksheet shall be submitted to the Intake Team to initiate a new 
investigation. 

Transfers will be submitted on the COR Transfer Fonn, which will be provided by the Dallas 
PSU Office along with other forms and instructions. 
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If a prospective employee is found to be ineligible for access to Government facilities or 

information, the COR will advise the Contractor that the employee shall not continue to work 
or to be a.;;signed to work under the contract. 

The OPR-PSU may require drug screening for probable cause at any time and! or when the 
contractor independently identifies, circumstances where probable cause exists. 

The OPR-PSU may require reinvestigations when derogatory infonnation is received and/or 
every 5 years. 

ICE reserves the right and prerogative to deny and! or restrict thc facility and information 
access of any Contractor employee whosc actions arc in conflict with the standards of 
conduct,5 CFR 2635 and 5 CFR 3801, or whom ICE detennines to prescnt a risk of 
compromising sensitive Government infOlmation to which he or she would have access under 
this contract. 

14.4.6 Required Reports 

The Contractor shall notify OPR-PSU of all terminations! resignations within five days of 
occurrence. The Contractor shall return any expired ICE issued identification cards and 

building passes, or those of terminated employees to the COR. If an identification card or 
building pass is not available to be returned, a report must be submitted to the COR, 
referencing the pass or card number, name of individual to whom issued, the last known 
location and disposition of the pass or card. The COR will return the identification cards and 

building passes to the responsible ID Unit. 

The Contractor shall provide, through the COR, a Quarterly Report containing the names of 
personnel who are active, pending hire, have departed within the quarter or have had a legal 
name change (Submitted with documentation). The list shall include the Name, Position and 
SSN (Last Four) and should be derived from system(s) used for contractor payroll/voucher 
processing to ensure accuracy. 

Submit reports to the email address Y"b::.)(6" );,,(b::.X7.:.)(,,,c :...) ________ --' 

14.4.7 Employment Eligibility 

The contractor shall agree that each employee working on this contract will successfully pass 
the DIIS Employment Eligibility Verification (E-Verify) program operated by USClS to 
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establish work authorization. 

The E-Verify system, formerly known as the Basic Pilot/Employment Eligibility verification 
Program, is an Internet-based system operated by DHS USCIS, in partnership with the Social 
Security Administration (SSA) that allows participating employers to electronically verify the 
employment eligibility of their newly hired employees. E-Verify represents the best means 
available for employers to verify the work authorization of their employees. 

The Contractor shall agree that each employee working on this contract will have a Social 
Security Card issued and approved by the Social Security Administration. The Contractor 
shall be responsible to the Government for acts and omissions of his own employees and for 
any Subeontractor(s) and their employees. 

Subject to existing law, regulations and! or other provisions of this contract~ jJlegal or 
undocumented aliens v,.;ll not be employed by the Contractor, or with this contract. The 
Contractor shall ensure that this provision is expressly incorporated into any and all 
Subcontracts or subordinate agreements issued in support of this contract. 

14.4.8 Security Management 

The Contractor shall appoint a senior official to act as the Corporate Security Officer. The 
individual will interface with the OPR-PSU through the COR on all security matters, to 

include physical, personnel, and protection of all Govcrrunent information and data accessed 
by the Contractor. 

The COR and the OPR-PSU shall have the right to inspect the procedures, methods, and 
facilities utilized by the Contractor in complying with the security requirements lUlder this 
contract. Should the COR detennine that the Contractor is not complying with the security 
requirements of this contract, the Contractor will be informed in writing by the Contracting 
Officer of the proper action to be taken in order to effect compliance with such requirements. 

The following computer security requirements apply to both Department of Homeland 
Security (DHS) U.S. Immigration and Customs Enforcement (ICE) operations and to the 
fonner Immigration and Naturalization Service operations (FINS). These entities are hereafter 
referred to as the Departmcnt. 

14.4.9 Information Technology Security Clearance 

When sensitive govcrruncnt information is processed on Department telecommunications and 

automated infonnation systems, the Contractor agrees to provide for the administrative control 
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of sensitive data being processed and to adhere to the procedures governing such data as 

outlined in DHS IT Security Program Publication DHS AID 4300. Pub. or its replacement. 

Contractor personnel must have favorably adjudicated background investigations 

commensurate with the defined sensitivity level, 

Contractors who fail to comply with Department security policy are subject to having their 

access to Department IT systems and facilities terminated, whether or not the failure results in 

criminal prosecution. Any person who improperly discloses sensitive information is subject to 

criminal and civil penalties and sanctions under a variety oflaws (e.g., Privacy Act). 

14.4.10 Information Technology Security Training and Oversight 

All contractor employees using Department automated systems or processing Department 

sensitive data shall be required to receive Security Awareness Training. This training will be 

provided by the appropriate component agency of DRS. 

Contractors involved with management, use, or operation of any IT systems that handle 

sensitive information within or under the supervision of the Department, shall receive periodic 

training at lea.;;t annually in security awareness and accepted security practices and systems 

rules of behavior. Department contractors, with significant security responsibilities, shall 

receive specialized training specific to their security responsibilities annually. The level of 

training shall be commensurate with the individual's duties and responsibilities and is 

intended to promote a consistent understanding of thc principles and concepts of 

telecommunications and IT systems security. 

All personnel who access Department information systems will be continually evaluated while 

performing these duties. Supervisors should bc aware of any unusual or inappropriate 

behavior by personnel accessing systems. Any unauthorized access, sharing of passwords, or 

other questionable security procedures should bc reported to the local Security Office or 

Information System Security Officer ([880). 

14.4.11 Non-Disclosure Agreement 

Contractors were required to sign DHS 11000-6, Non-Disclosure Agreement, due to access to 

a sensitive ICE system. These Non-Disclosure Agreements will be maintained by the COR 

and CO and shall be updated as necessary prior to new personnel commencement of work on 

this task order. 
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15.0 LIST OF ACRONYMS 

Thc list of acronyms in connection to this PWS is attached as Appendix A 

PWS Appendix A: List of Acronyms 

AHS Application Hosting Services 

AIDW Automated Information Data Warehouse 
~.-

AJAX Asynchronous Java and XML 

API Application Programming Interface -
C&A Certification and Accreditation 

CCB Change Control Board 

CFR Code of Federal Regulation 

CO Contracting Officer 

COB Close of Business 

COR Contracting Officer's Representative 

COTR Contracting Officer's Technical Representative (same as COR) 

COTS Commercial Off-The-Shelf 

CPIC Capital Plarming and Investment Control 

CPU Central Processing Units 

CSIRC Computer Security Incident Response Center 

CSRC Computer Security Resource Center 

DC District of Columbia 

DCID Director of Central Intelligence Directive 

DIIS Department of Homeland Security 

DISCO Defense Industrial Security Clearance Office 

DoJ Department of Justice 
--

E3 Next Generation of ENFORCE 

EA Enterprise Architecture 

EADM Enforcement Alien Detention Module 

EARM Enforcement Alien Removal Module 

EIT Electronic and Information Technology 

EIU Executive Information Unit 

ELMS Electronic T-ibrary Management System 
~ 

ENFORCE Enforcement Case Tracking System 

EOD Entry on Duty 

ETL Extract, Transfer and Load 
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E-VERIFY 

FAR 

FINS 

,FIPS 

FISMA 

FITSAF , 
r-
FRD 
FTR 

GFE 

GFI 

GFP 

GNR 

'GOTS 

GWA 

HSI 

12MS 

IBM 

ICE 

[CEPIC 

ICE/SAC 

ID 
[PT 

IRRIS 

'ISA 

ISB 

ISC2 

ISSM 

ISSO 

IT 

ITCR 

KITE 

LECAD 

LEISS 

LESC 

LPR 
, 
MCC 
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Eligibility Verification 

Federal Acquisition Regulations 

Former Immigration Naturalization Service 

Federal Information Processing Standard 

Federal Information Security Management Act 
-

Federal Information Technology Security Assessment Framework 

Functional Requirements Document 

Federal 'rravel Regulations 
." --~-,-.---~--.. -

Government Furnished E:quipment 
Government Fumished Information 

Government Furnished Property 
--

Global Name Recognition 

Government Off-The-Shelf 
~ 

Greater Washington, DC Area 

Homeland Security Investigations 
Investigative Information Management System 

Intemational Business Machines 

Immigration and Customs Enforcement 

ICE Pattern Analysis Information Collection Tool 
TCF. Special Agent in Charge 

Identification Card 

Integrated Project Team 

Investigation Records Review for Information Sharing 

Interconnection Security Agreements 

Investigative Systems Branch 

International Info Systems Security Certification Consortium 
Information Systems Security Manager 

---------- - --- - . - ------

Infonnation Systems Security Officer 

Information Tecllilology 

Information Technology Change Request 
.~----~-

Palantir Data Ingestion 

Law Enforcement Centralized Access Development 

Law Enforcement Infonnation Sharing System 

Law Enforcement Support Center 

Lawful Permanent Residents 

Mobile Command Center 
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MD 

MS 

NISPOM 

KIST 

NSA 

O&M 

OAST 

,OCIO 

OCONUS 

ODC 

OJ 

OIT 

OMB 

OPR 

PCN 

PCTS 

PHOENIX 

PM 

PMO 

PMP 

POP 

PSU 

QAP 

QASP 

QCP 

RAPTOR 
; 

RELRES 

RFD 

ROJ 

SBU 

SCI 

SCR 

SDA 

SDD 

SEACATS 

sac 

~'- ---- '.--
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Management Dir~~ctive 
MIcrosoft 

National Industrial Security Program Operating Manual 

National Institute of Standards and Technology 
National Security Agency 

Operations and Maintenance 

Office on Accessible Systems and Technology 

Office of the Chief Information Ofiicer 

Outside of the Continental United States 
, 

Other Direct Cost 
Office of Investigations 

Office oflnfonnation and Technology 

Office of Management and Budget 

Office of Professional Rcsponsibility 

Potomac Ccnter North 
Parole Case Tracking System 

Palantir Big Data ~latfonn 
Program Manager 

Program Management Office 

Project Management Professional 

Period ofPerfonnancc 
'-

Personnel Security Unit 

Quality Assurance Plan 

Quality Assurance Surveillance Plan 

Quality Control Plan 
-

Palantir Data Index Tool 

Relationship Resolution 
"-

Request for Deviation 

Records of Investigation 

Sensitive But Unclassified 

Sensitive Compartmented Infonnation 

System Change Request 

System Design Alternative 

Systems Development Division 

Seized Asset and Case Tracking System 

System Enterprise Lifceycle 
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