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Statement of Work for
Workshep on Innovative Survey Methodologies and
Workshop on Public Perceptions of Emerging National Security Technologies
and Processes

Directorate of Science and Technology
U.S. Department of Homeland Security
Human Factors/Behavioral Sciences Division
PR# RSHF-09-00036

I. Background

The U.S. Department of Homeland Security (DHS) is committed to using cutting-edge science
and technology in its quest to make America safer. The DHS Dircctorate of Science and
Technology (S&T) is tasked with advancing the scientific, engineering, and technological
resources of the United States and leveraging thesc resources into tools to help protect the
homeland. The I{uman Factors/Behavioral Sciences Division (HFD) applies the social and
behavioral sciences to improve the detection, analysis, and understanding of threats posed by
individuals, groups, and radical movements: to support the preparedness, responsc and recovery
of communitics impacted by catastrophic events; and to advance national security by integrating
human faciors into homeland sceurity scicnce and technologies.

This statcment of work (SOW) outlines the activities involved in planning and executing two
workshops in support of HFT)’s mission: the Workshop on [nnovative Survey Methodologies
(Task 1), and the Workshop on Public Perceptions of Emerging National Security Technologics
and Processes (Task 2),

II.  Scope of Work

Task 1 — Workshop on Innovative Survey Methodologies

‘Lerrorist attacks have multiple audiences: members of the groups that launch them, the groups’
supporters, the immediate victims of the attack, those that identify with the victims, and the
general public. Similarly, the various countermeasures that governments enact to prevent and
respond to ferrorist atlacks are evaluated by these same audiences, While much has been written
about the role that public opinion plays in cncouraging or discouraging terrorist activity,
assessments of this role have largely been impressionistic. Further, surveys that haye measured
the public’s perspectives on tcrrorist aftacks and government counterterrorism initiatives have

1
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often been unsystematic, poorly validated, sporadic, and/or based on only a few items that do not
allow issues to be explored in depth.

The purpose of the Workshop on Innovative Survey Methodologics, hercafter referred to as
“Survey Workshop,” is to examine whether evolving techniques in survey research provide an
opportunity for a more rigorous and nuanced asscssment of the public’s perspectives on terrorist
attacks and government counterterrorism initiatives, If so. this would allow for scientific
investigation and modeling of the rclationship between the public perspectives on the one hand,
and actual terrorist activities on the other, [t might also provide insight into what types of
countermeasure strategics arc most effective for eliminating public support for terrorist groups
while simultaneously increasing public support for the government.

To this end, HFD proposcs sponsoring a 2-day Survey Workshop that will assemble social and
behavioral scientists to examine new survey methodologics that mighl advance our
understanding of public perspectives on terrorist attacks and government counterterrorism
initiatives. Specifically, the workshop will focus on breakthroughs in survey methedology that
allow for the detection of subtle shifts in attitudes and behaviors, ¢.p., the use of vignettes,
embedded survey cxperiments, a combination of cross-sectional and panel elements, etc., and
examine whether use of these techniques might provide information that goes beyond
respondents’ explicil responses to survey items focusing on specific terrorist attacks and
government counterterrorism initiatives. 4n support ol this activity, [IFD will also fund two
literature reviews to be provided to participants hefore the workshop in order to ensure that
everyone is working from the same baseline understanding,

The participants in the Survey Workshop will include researchers who have strong backgrounds
in survey research and methodologics, including knowledge of emerging methodologies.
Researchers who have designed and conducted large-scalc, U.S.-based surveys incorporating
panel and cross-scctional designs will also participate. Finally, social and behavioral scicntists
who have studied terrorism and government responses to terrorism will be invited so that they
can offer their insights into these phenomena and provide information on past efior(s 1o assess
public perspectives related to them.

The Research Triangle Institute (RTI) will plan and execute the Survey Workshop. R'TT will also
facilitate and provide all logistical support for the workshop. RTI will write twa literature
reviews that will be sent to participants before the workshop, provide workshop notes
documenting the key points of discussion and recommendations over the course of the two days,
and produce a final report discussing suggestions, best practices, anticipated challenges and
solutions related to developing a survey on public perspectives on terrorist atiacks and
government counter-terrorism initiatives.

Specific Tasks

"
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The following characterizes the specific tasks involved in planning and executing the Survey
Workshop;

3.1 Workshop Planning

In consultation with HIFFD representatives, RTI will plan and structure the workshop and develop
the workshop agenda. Working with HED, RTI will identify relevant experts and invite them to
attend the workshop. RTI will identify relevant read-ahead materials and ensure that all
participants receive the necessary information prior to attending the workshop.

3.2 Literature reviews

RTT will produce two (2) literature reviews: one that will provide an overview of past surveys
that have been conducted to examine public perspectives on terrorist attacks and government
counterterrorism initiatives, and another which will document new and emerging survey
methodologies that may be relevant to understanding these perspectives. These literature reviews
will be approximately 15 pages in length, and will be provided to workshop participants at least
one week prior to the workshop.

3.3 Workshop Execution and Logistical Suppeort

R1T will conduct the workshop and facilitate discussions among participants. RTI will oversee
all logistical aspects of the workshop. RTI will reserve workshop facilities and ensure that all
necessary audio-visual equipment is available.

RTI will assist participants’ in making travel arrangements for the workshop and provide
honoraria not to exceed [V Iancl travel reimbursement to all non-government participants,

3.4 Workshop Notes and Final Report

RTI will provide notes from the workshop documenting the key points of discussion in the full-
group sessions and any smaller breakout groups. These notes will also summarize
recommendations for specific follow-up actions identified by participants during the workshop.
Comments will not be atiributed to individuals without their informed consent, and participants
will be provided with the opportunity to comment on the accuracy of the notes before they are
submitted to HED for review.,

RTI will also produce a final report on the workshop with an anticipated length of 15 pages or
more, This report will incorporate the suggestions gathered during the workshop as well as
describe best practices, anticipated challenges and selutions related to developing a survey to
study public perspectives on terrorist attacks and government counter-terrorism initiatives, The
final report should include an executive summary of no more than two pages,

Staffing

3
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Personnel proposed by RTI will have the skills and technical background necessary to
successfully complete the tasks described in this SOW, RTI will have available personnel with
knowledge of survey methodologics and social and behavioral science research into terrorism
and counter-terrorism, RTI will also have personnel with experience organizing intcrnational

~ workshops. RTI shall implement and manage the technical approach, organizational resources,
and management controls to be emploved to meet the cost, performance and schedule
requiremnents throughout the task order execution,

RTTI shall propose by name, and the government shall approve, a task manager and chief

technical representative.

Deliverables
- Deliverables ]
SOW Deliverable Description Due Date
| Task
Workshop A workshop agenda, list of invitees, and project

Agenda, [nvitees,

management plan that will accomplish the

8 weeks after

3.1 : workshop’s objectives as outlined by HFD pcrsonnel. | award of
and Project - ; .
The final version of each requires approval by the cantract.
Management Plan
HFD Program Manager. L
14 weeks after
award of
Two literature reviews: One providing an overview of | contract.
surveys that have been conducted to cxamine public | Electronic
perspectives on terrorist attacks and government versions of the
Literature counterterrorism initiatives, and another report literature
3.2 Reviews documenting new and emerging survey reviews will be

methodologics that may be relevant to understanding
these perspectives. The final version of cach should
be at approximately 15 pages in length and will
require approval by the HI'D Program Manager.

submitted 10
weeks after
award, followed
by 2 weeks of
government
review,

4
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Notes from the workshop documenting the key points
of discussion and participants’ recommendations for
specific follow-up actions Participants should be

8 weeks after
workshop. An
electronic draft
shall be
submitted 6

34 , Workshop Notes | provided with the opportunity to comment on the wecks after the
: accuracy of the notes. The final version requires workshop,
approval by the HFD Program Manager. followed by 1
week of
government
IEeVIEW.
15 weeks after
A final report on the workshop incorporating the workshop. An
suggestions and describing anticipated challenges and | electronic draft
solutions related to developing a survey to study report shall be
public perspectives on terrorist attacks and submitted 12
34 Final Report government counterterrorism initiatives The length of | weeks after the
the final report is anticipated to be 15 pages or more, | workshop,
including an executive summary of no more than two | followed by 2
pages. The final version requires approval by the wecks of
HFD Program Manager, government
roview.

Task 2 — Workshop on Public Perceptions of Emcrging National Security Technologies and
Processes

In addition to studying shifting attitudes and their rclationship to behaviors, HFD has also
dedicated resources to developing a formal process to better understand and incorporate
community perceptions into the development and deployment of critical technologies within the
United States of America, through various data collection mechanisms, to include semi-
structured focus groups. This process seeks to engage the public, making them active
stakeholders in the research and development of critical technologies and processes. The purpose
of this panel process is to provide DIIS component agencies and S&T Program Managers with
insights into the communities’ potential reactions, issues, and obstacles to technology acceptance
prior to development and deployment.

Through the Community Perceptions of Technology (CPT) Panel, the agency is able to gain
valuable insights into a community’s acceptance and perception of various technologies selected
for rcview. The panel brings together stakeholders from the general public, industry, public
interest, and community-oriented arganizations, often with divergent views, so that DHS may

5
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better understand and inteprate their perspectives and issues in the development and deployment
of a particular technology.

Key factors influence public perceptions of technologics such as: (1) Civil rights, civil liberties,
laws and regulations; (2) Privacy, intrusiveness and invasiveness; (3) Convenience and comfort;
and (4) health and safety concemns, 5) Pcrceptions of the threat to be countered, and 6) the
apparent efficacy of the technology. To understand fully the delicate balance nceded to maintain
a safc and sccure homeland while simultaneously defending and honoring the American public
in its roles as funder, uscr and subject of homeland security technologies, agencies need

to design and deploy technologies in ways that will not engender public disapproval or unduly
raisc privacy, civil liberties or health and safety concerns. To effectively strike this balance,
agencies need to be aware of how the public is likely to view the systems they propose to
develop and should integrate that knowledge into the system life cycle of all programs,

To enhance the Community Perceptions of Technology Panels, and to better understand the
intersection of national sccurity, public perception methodologies, and science communication,
HTD proposes sponsoring a 2 day workshop that will assemblc lcading academics and
practitioners in {he field of national security, public perception methodology, and science and
technology communication. The purpose of the workshops is to produce three literature reviews
to provide a synthesis of current knowledge surraunding the formation of public opinions
pertaining to the adoption and usc of national security technologies and processes, to identify
future areas of research to better understand the relationship between public perceptions and the
adoption of technology, and finally to develop a sustainable venue to serve as the preferred
medium for idea exchange and continual discussion in the field.

RTT will plan and execute a Workshop on Public Perceptions of Emerging National Security
Technologies and Processes. RTI will also facilitate and provide all logistical support for the
workshop, R'TT will writc a series of literature reviews that will be sent to participants before the
workshop, provide workshop notes documenting the key points of discussion and
recomnmendations over the course of the two days, and produce a final report discussing
suggestions, best practices, anticipated challcnges and solutions related to developing an
integrated program that includes an understanding of issues within the fields of national sccurity,
public perceptions methods, and science and technology communication.

Specific Tasks

The following characterizes the specific tasks involved in planning and executing the Workshop
on Public Perceptions of Emerging National Sccurity 'I'cchnologies and I'rocesses:

8.1 Workshop Planning

]
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In consultation with HFD representatives, R'11 will plan and structure the workshop and develop
the workshop agenda. Working with HFD, RTI will identify relevant experts and invite them to
attend the workshop, RTT will identify relevant read-ahead materials and ensure that all
participants receive the necessary information prior to attending the workshop.

8.2 Litexature reviews

RTI will produce 3 literature reviews: onc will synthesize the current understanding of national
security issues in relation to privacy, civil rights and civil liberties as viewed by the Amcrican
public. The sccond will focus on the methods used or potentially usable in public perception
research particularly in relation to the adoption and usage of new technologies and processes for
national security. The third literature review will focus on current methods and best practices in
scicnce and technology communication. These literature reviews will be approximately 15 pages
in length, and will be provided to workshop participants at least one week prior to the workshop.

8.3 Workshop Execution and Logistical Support

RTI will conduct the workshop and facilitate discussions among participants. RTI will oversee
all logistical aspects of the workshop. RTI will reserve workshop facilitics and ensure that all
necessary audio-visual equipment is available.

RTT will assist particips bf;‘(it‘) in making travel arrangements for the workshop and provide
honoraria not to exceed pnd travel reimbursement to all non-government participants.

]

8.4 Workshop Notes and Final Report

RTT will provide notcs from the workshop documenting the key points of discussion in the full-
group sessions and any smaller breakout groups. These notes will also summarizc
recommendations [or specific follow-up actions identified by patticipants during the workshop.
Comments will not be attributed to individuals without their informed consent, and participants
will be provided with the opportunlty to comment on the accuracy of the notes before they are
submitted to HED for review.

RTI will also produce a final report on the workshop with an anticipated length of 15 pages or
more. This report will incorporate the suggestions gathered during the workshop as well as
describe best practices, anticipated challenges and solutions to developing an integrated program
that includes an understanding of issues within the {ields of national security, public perceptions
methods, and science and technology communications., The final report should include an
executive summary ol no more than two pages.

8.5 Community of Practice
R[1 will develop an on-line Community of Practice venue that will facilitate the continued
exchange of ideas among workshop participants, DHS, and the larger research community. The
purpose of the on-line community is to provide a means for accelerating innovation among
participating researchers through adoption and adaptation of successful processes shared within
7
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the community served by the web portal. The portal will contain a centralized repository of
information and have the facility for rapid discourse. It will cncourage active participation by
empowering members to add content where appropriate either through a wiki or in some other
fashion.

8.6 Program Evaluation

RTI will develop a framework for evaluating DHS programs for performance on human
dimensions. This task would produce an evaluation framework focused on the human
dimensions of Technology Acceptance and Integration activities, but scalable and transferable to
other programs within the division as appropriate,

Staffing

Personnel proposcd by RTT will have the skills and technical background necessary to
successfully complete the tasks described in this SOW, RTI will have available personnel with
knowledge of national security issues, public perception methodologies, and science
communications. RTT will also have personnel with expeticnce organizing workshops. RTI shall
implement and manage the technical approach, organizational resources, and management
controls to be employed to meet the cost, performance and schedule requirements throughout the
task order execution,

RTI shall propose by name, and the government shall approve, a task manager and chiel
technical representative.

Deliverables

et o : eliverables
SOW Deliverable Description Due Date
Task
Weikshopi&gends, A workshop agenda, list .Of invitccs,. and project
T lteoi: and management pllan Fhat will accomplish the erales s
8.1 Proi ’ workshop’s objectives as outlined by HFD %
roject o ; award of contract.
Massisineit Plan personnel. The final version of each requircs
approval by the HFD Program Manager,
Three literature reviews: One will synthesize the | 14 weeks after
current understanding of national sccurity issues | award of contract.
relating to privacy, civil rights and civil liberties | Electronic
as vicwed by the American public. The second | versions of the
27 Literature Reviews | will focus on the methods uscd in public literature reviews
' perception research particularly as it relates to the | will be submitted
adoption and usage of new technologies and 10 weeks after
processes for national security. The third award, followed
. literature review will focus on current methods by 2 weeks of
I _ ) and best practices in science and technology government
8
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communications
The fina! version of each should be

approximatcly 15 pages in length and will require

approval by the HFD Program Manager.

review,

i 8 weeks after

Notes from the workshop documenting the key ' workshop. An
points of discussion and participants’ . electronic draft
recommendations for specific follow-up actions. | shall be submitted
83 Workshop Notes Partlclpzu.lts should be provided with the 6 weeks after the
opportunity to comment on the accuracy of the workshop,
notes. The final version requires approval by the | followed by 1
HFD Program Manager. week of
government
... |review.
A final report on the workshop incorporating the | 15 weeks after
suggestions and describing anticipated challenges | workshop. An
and solutions related to developing an integrated | electronic draft
program that includes an understanding of issucs | rcport shall be
within the fields of national security, public submitted 12
8.4 Final Report perceptions methods, and scicnee and technology | weeks after the
communications. The length of the final report is | workshap,
anticipated to be 15 pages or more, including an | followed by 2
executive summary of no more than two pages. weceks of
The final version requires approval by the HFD | government
Program Manager. o feview.
Development of an on line venue for continuing | 18 weeks after the
the exchange of ideas for workshop participants, | workshop,
Y Community of | DHS, and the larger research community. The followed by 2
G T Practice final version requires approval by the HFD weeks of
5 Program Manager. government
| review.
| This task would produce an evaluation <
| _ . . ~ | 21 weeks after the
| framewark focused on the human dimeusions of
. _ S workshop as draft
| I'echnology Acceptance and Integration : :
- N = will be submitted,
| . ; activities, but scalable and transferable to other
| 8.6 | Program Cvaluation | = "™ " o . followed by 2
- programs within the division as appropriate. The ;
4 ; : weeks of
final version requires approval by the HFD
P government
rogram Manager, :
| TeView.
III.  Other Contract Details

9
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1. Period of Performance. There will be no change in the current period of performance for
this SOW on Contract HSHQDC-08-C-00100.

2. Travel. Domestic travel on the part of RTD’s staff will be required in the performance of the
duties listed herein. It is expected that RTI will reimburse non-government participants for
the travel expenses they incur in order to attend the workshops.

3. DHS-Furnished Information,

a. DHS will provide certain DHS information, materials, and forms unique to DHS to RTI
to support certain tasks under this SOW,

b. The DHS S&T Technical Representative identified in this SOW will be the point of
contact {I"OC) for identification of any required information to be supplied by DHS.

c. RTI will prepare any documentation according to the guidclines provided by DHS.

4. Place of Performance. RTT will perform the work under this SOW at their place of business
and the workshop location,

5. DHS-Furnished Property. DHS property will not be provided to R11.

6. Deliverables. RTI will provide all deliverables identified in this SOW direclly to the task-
specific DHS S&T Technical Representatives (see below,) with a copy of the transmittal
letter to the Contracting Officer.

7. Program Status Report. RTI will deliver separate monthly program status reports for Task
1 and Task 2. The reports will be submitted on the 15" day of the month. The report shall
include the following:

a. Summary of progress during the reporting period (including any significant technical
information).

b. Unanticipated technical or management problems of significance,

Problems anticipated in future reporting periods.

d. Summary of important meetings, briefings, irips and conferences during the period of
the report and those planned in the following period.

[

All reports shall be submitted to the task-specific COTRs (see below) electronically.

8. Funding Requirements. TBD.

9. Security Requirements.

a. All work performed under this SOW is unclassified unless otherwise specified by DHS,

10
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b. If classified work is required under this SOW, DHS will provide specific guidance to
RTI as to which work will be conducted in a classified manner and al which
classification level, RTI will also adhere to other applicable Government orders, guides,
and dircctives pertaining to classified or conlidential work. This SOW may require
access to information at the unclassified level.

¢. The Contractor shall not publish, permit to be published, or distribute for public
consunption, any information, oral or written, concerning the results or conclusions
made pursuant to the performance of this contract, without the prior written consent of
the Contracting Officer. An electronic or printed copy of any material proposed to be
published or distributed shall be submitted to the Contracting Officer.

IV. Points of Contact

The RTI POCs are as follows:
{b)E)

R'IT International
3040 Cornwallis Road
P.O. Box 12194

Regear i C 27709-2194
(b))

RTI may change the individual designated as a POC upon notice to S&T of such change.
The DHS POCs arc as follows:

Allison G. Smith
1J.S. Department of Homeland Security
Science and Technology Directorate

Human Factors/Behavioral Sciences Division
Washington, DC 20528

(b)®)

Ji Sun Lee
1].S. Department of Homeland Security
Science and 'T'echnology Dircctorate

Human Factors/Behavioral Sciences Division
Washinoton DC 20528

{)(6)

11
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Financial Analyst

Michael Kim

Contractor in the Support of

Office of the Chief Financial Officer

DIIS Science and Technology Directorate
{b)e)

S&T may change the individual designated as a POC upon notice to RT1 of such change.
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requirements for redearch under Contract Line Item 0001 (Research Needs Assessment and
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Agsessment for Non-Affillated Community Groups, and RTI proposal dated 9/24/2009 is
incorporated by reference.

Accordingly, the ceiling value for CLIN (001, last revised by POO0UL, iz hereby increasad
from the previous tatal cftconsi,atinq of [on®) in estimated cost,

and in fixed £ee) by the total value of this actlon, [D)d) {consisting of

Continued ...

Excep{ a8 provided horain, all lorms and condions of ihe dotumant refetoncad in itara 04 of tOJ\ #4 horatofers ehongsd. rameins unchergsd Bnd i fulh forcs and effect.

154 NAME AND TITLE OF SKGNER {Type urpzd{b){g] 16A. NAME AND TITLE OF GONTRACTING OFFIGER ( frpa or prinl)
JOS

i
BT0) o 1010

LML (, y

I}ATE SIGNED

TIVPTTETIISOOTT ‘ STANOARD FORM 30 {REU 10-83}
valuus aditon unusable Praatribed by GSA
FAR (40 CFR) 53.248

epic.org 14-10-13-DHS-FOIA-20150402-Production 000117
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NAME OF CFFEROR OR CONTRACTOR
RESEARCH TRIANGLE IMSUWITUTE
TEm NQ. SUPPLIESISERVICES QUANTITY JUNIT UNIT PRICE AMOUNT
{a) (B} {Ch (D) (&) (&)

{b)(4) in estimated cos b4 in fixed
fee) Lo a new total ofkbﬁfl :j](consisting
of [ib)4) |in estimated cost and & Iixed
fea of [O)NA)

This new action definitized herein lncludes a
base cowporent and an optional compaonent. The
base portion of the work, whicl is funded by this
medification, totals|bD)d) | {consisting of

in estimated cost and a fixed fee of
The perlod of performance fLor the base
1wark definitized herein is 12 months from the
date of agreement, $%/28/2008 through 9/27/2010.

The optional component consists of work
associated with social network analysis and
mapping, including RTI subltasks 3.3, 3.5, and
3.7. The optional component totals
{consisting of [B14) ] in estimateq cost, and
(b)) in fixed fee)., The optional portion of
the work may be excrocised at the sole discretion
of the Government at any peint during lhe period
of perrormance for the base component of the
work.

Az a result of this increase in CLIN 001, the
total maximum contract value increases from

{b){4) I ] to a new maximum
value of [(D)4) |

This action fully Zunds the base component of the
change definitizad herein, oblligating a total of

{4 in new rescurces, incrcasing the
total funding obligated under the contract from
D) “Jto a new total of

All other aspects of this agreement, including
reguirements, pericd of performance, and terms
and conditions not specifically alteged hereln,
remain in full force.

Biscount Terms:
Neb 30
FOB: Destinalbidm
Period of Performance: 07/07/2008 to 07/06/2011

Change Item 0001 te read as follows(amount shown
is the obligated amount):

Continued ...
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STATEMENT OF WORK

Community Assessment for Non-affiliated Community Groups
For the Center of Faith Based and Community Initiatives
9/26/2009

I. Background:

The U.S. Department of Homeland Security (DHS) is commitied to using cutting-edge science
and technology in its quest to make Amcrica safer, The DHS Directorate of Science and
Technology (S&T) is tasked with advancing the scientific, engineering, and technological
resources of the United States and leveraging these resources into tools to help protect the
homeland. The Human Factors/Behavioral Sciences Division (HEFD) applies the social and
behavioral sciences to improve the detection, analysis, and understanding of threats posed by
individuals, groups, and radical movements; to support the preparedness, response and recovery
of communities impacted by catastrophic events; and to advance national sccurity by integrating
human factors into homeland security science and technologies.

The mission of F[EMA is to support our citizens and first responders to ensure that as a nation we
work togcether to build, sustain, and improve our capability to prepare for, protect against.
respond to, recover from, and mitigate all hazards.

The mission of the DHS Center for Faith Based and Community Initiatives (Center) is to
develop, strengthen, and leverage effective partnerships between government scctors and FBCOs
to cmpowcer communities o build, sustain, and improve capabilities to prepare for, protect
against, respond to, recover from, and mitigatc all hazards.

2, Purpose:

Faith and community-based groups have a longstanding commitment to working alongside the
DHS/FEMA in emergency preparedness, tesponsc and rccovery. The DHS Center for Faith
Based and Community [nitiates seeks ta expand and improve upon the ability of unaffiliated
groups to serve communitics in times of disaster. Many of these community groups serve
varying constituencies, many times without proper training or credentialing, There are a large
number of untapped faith and community-based groups who can be a great asset in disaster
preparation, response and rccovery when provided proper assessment, {raining and coordination
with state and local emergency management officials

3. Scope of Work:

This contract will provide services to the Center for Faith Based and Community Initiatives,
Federal Emergency Management Agency (FEMA). The contract scrves to develop and pilot

onc to two models within purposefully selected communities that demonstrate solid cross-sector
relationships, enhance the performance of unaffiliated groups during times of crisis, improve the
impact and reach of the community groups, and encourage capacity-building within the

1

epic.org 14-10-13-DHS-FOIA-20150402-Production 000120



community. The model(s) could possibly include training to enhance technical assistance,
communication and outreach activities, building partnerships, and leveraging resources on behalf
of poor and special needs/vulnerable groups. The overall project includes 2 phases of
development, however this contract will focus on phase one, the community assessment.

1. Community Assessment: The assessment should map and explain the informal networks
and processes that possibly already exist within a community, and the potential needs and
gaps of the existing informal model, with particular consideration of cultural, regional,
ethnic, and social implications. This phase should include identification of key

influential stakcholders, an understanding of capacity, and encourage participation in
model development, This phase should also clearly identify those stakeholders that are
outside of the informal network and reasons for their exclusion. This assessment should
provide a strong qualitative case study analysis of the selected community that will be
incorporated into the model design. Similar to the evaluation plan developed for the
model, an evaluation framework will be helpful during the coursc of the assessment.

This plan will assist in the identification of limitations and benefits of the assessments
within the selected communities.

The Center for Faith Based and Community Initiatives has expressed interest in the
comimunities located within Miami-Dade Counly, Florida, The vehicle ol entry into the
communities will be through the National Baptist Convention, USA, Inc. (NBC). The
NBC has over § million members in over 7,500 houses of worship nationally. Within
Miami-Dade County the NBC has over 200 houses of worship with over 51,000
congregational members. The surrounding communities which the NBC serve are
diverse in race/ethnicity, age, and socio-economic status. The NBC national network
allows for transfcrring and scaling of the modcl(s) devcloping and refined within this
selected community, The performer will need to work with outreach specialist identified
by the NBC for entry info the communities.

2. Program monitoring and evaluation (IZvaluation of Phase 1 will start in the base period):
thc monitoring and cvaluation plan should be developed along with and running parallel
to the community assessment and subsequent work on model development and
implementation,

4. Tasks:

Tasks for Phase 1:

1. Exploration and expert workshop. Conduct a review of existing faith-based emergency
response and preparedness programs and literature. Conduct a preliminary review of programs
in the Miami-Dade area. Host a workshop with programmatic experts to discuss the types of
activities that faith-based programs conduct in support of disaster preparedness and response.
Prepate a repott that includes recomimendations for refining the focus on the study, 2 months
from date of award,

2. Develop a research design for a pilot study in Miami-Dade and a research design for the main
study. The pilot study design will be used to assess the existing programs and {unclionality in

2
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Miami-Dade (and other regions if budget and schedule permits). The main study design will
define a process for developing and implementing the model and monitoring and evaluating the
impact of the programs developed based on the model. 4 months from date of award,

3. Conduct an assessment in pilot region of Miami-Dade (and other regions if budget and
schedule permits). Asscssment will include phases for outreach to the local communities and
faith based organizations, data collection from the faith based organizations, analysis of the data,
reporting and preliminary modeling of the process used by faith based organizations to support
natural disaster preparedness and response. 11 months from date of award.

4, Community workshop. The results of the asscssment will be presented to key stakeholders in
the community to validate the results. 11.5 months from date of award.

5, Deliverables:

1. Conduet exploratory/expert workshop.

2. Develop research design for a pilot study in the selected community,

3. Conduct community assessment, mapping out both formal and informal networks of
selected non-affiliated groups of the Miami-Dade region,

4, Final report of community assessment with recommendations for future phases of work.
5. Conduct community workshop o report back to the community the findings and
rccommendations of the community assessment.

6. Period of Performance:

+ Base Period: September 28, 2009 to September 27, 2010

7. Primary Location of Work:

[usticute for Homeland Security Solutions

PO Box 12194

Rescarch ‘Triangle Park, North Carolina 27709-2194

8. Key Personnel;

The following labor categories are considered 1o be key personnel by the Government.
A. Program Manager

B. Senior Rescarchers/Consultants
C. Community Qutreach Coordinators

9, Security Requirements:

A. Contractor employees working on this contract must complete such forms and supply
such information, as may be determined by the agency, to be necessary for security or
other reasons, including the conduct of backpround investigation to determine suifability,
High and Moderate Risk positions require that an applicant fingerprint card (FD-258),

3
epic.org 14-10-13-DHS-FOIA-20150402-Production 000122



United States of American Authorization of Obtain Consumer (Credit) Report, a
Question for Public Trust Positions (SF 85P), and a Non-Disclosure Agreement

Statement shall be completed, submitted, and processed as directed by the Contracting
Officer for each contractor employcc on this contract. Low Risk positions require only
the FI-258 and the SF 85P.

B. The scope of the suitability screening (as determined by the COTR) will depend on the
risk level of the contractor position as delineated in DIIS Management Directive 11055,
Suitability Scrcening Requirements Form Contractors. The DHS FEMA Safety &
Security Branch, Personnel & Information Security Section shall adjudicate information
received as a result of the fingerprint check and OPM background investigation; unless
same has been previously adjudicated by the DHS Office of Security or other authorized
security office.

C, Access to DHS FEMA facilities, personnel, assets, resources, clients, emergency
partners, and sensitive information including proprietary data or resources, requires that
contractor employees be in possession of an approved current DHS FEMA identification
badge. No contractor employee shall be allowed unescorted access to a DHS FEMA
[acility or other area subject {o securily regulations without a favorable suitability
determination by DHS FEMA Safety Branch, Personnel & information Security Section,
the DIIS Office of Security or other authorized security office.

D. Contractor employees awaiting completion of their background investigation may
commence work, in an escorted capacity, after a favorable fingerprint check, as
authorized by the Contracting Officer.

E. Issuance of a DHS FEMA approved identification badge (unescorted access) is
contingent upon obfaining a favorable background investigation,

F. The Contracting Officer may dircct the contractor to exclude, from working on this
contract, any employee found or deemed to be unsuitable or whose continued
employment on the contract is deemed conirary to the public interest or inconsistent with
the best interest of national security.

G. The Contractor shall arrange with its employees for return, to the COTR, of any DHS or
FEMA issued identification badges that have expired or have been collected from
terminated or departing contractor employees.

H. DHS FEMA shall exercise fult control over granting, denying, withholding or
terminating unescorted access to all DIHS FEMA facilities, assets, systems, and
information based upon the results of a background investigation/check.

[. Contractor employces in High Risk positions shall be invesligated every five years.
Contractor employees in Moderate or I.ow Risk positions are not required to be
reinvestigated unless specific derogatory information is received that would warrant
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reinvestigation, The DHS FEMA Safety & Security Branch, Personnel & Information
Security Section, will initiate reinvestigations.

J. The scope of this clause does not extend to classified contracts ot contractor coployecs
who require a security clearance.

10. Travel:
The contractor will be required to travel to various field locations as directed by the COTR. All

travel shall be pre-approved by the COTR. Travel is subject to the rates established in the Joint
Travel Regulates. Travel costs should be no greater than o))

11. Government Furnished Property:

The Government will provide equipment and supplies necessary to execute the tasks identified in
this SOW.
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Statement of Work for Institute for Homeland Security Solutions

U.S. Department of Homeland Security
Science and Technology Directorate
Human Factors Division
PR # RSHF-10-00027

IV. Background

The 7.8, Department of Homeland Security (DIHS) is committed to using cutting-edge
technologies and scientific talent in its quest to make America safer, The DHS Science and
Technology Directorate (S&T) is tasked with rescarching and organizing the scientific.
engineering. and technological resources ol the United States and leveraging these existing
resources mto technological tools to help protect the homeland. The Human Factors Division
(FTFD) within S&T apphies the social and behavioral sciences to improve the detection. analysis.
and understanding of threats posed by individuals. groups. and vadical movements: supports the
preparedness. responsce. and recovery ol communities impacted by catastrophic events: and
advances homeland securily by integrating human factors technologies. Formation of the
Institute for Homeland Security Solutions (IHSS) supports the Human Factors Division by
establishing a resource for foundational and applied rescarch in the sociological, physiological
and psychological dimensions of homeland security: in modeling and simulation relevant to
hazard and risk analysis. decision analvsis and training: and in human svstems development to
support federal. state and local execution of homeland security missions.

TESS is a Congressionally-mandated center to be established under the Research Triangle
Institute of North Carolina (RTT) and 1s dedicated to conducting applied technological and social
science research with universitics, other federal agencies, state and local security agencies and
the private sector. This statement of work (SOW) 1s in response to Broad Agency
Announcement (BAA) number BAAO8-01 submission and supports congressional mandates,

V. Scope of Work

THSS will tocus on developing near-term technological solutions to practical, real world
problems that have broad applications. IIISS will support DS missions by directing research
toward critical policy and operational implications ot new science and technologies, and will be
narrowly focused on information analysis tools and policies. Projects will be conducted by
researchers atfiliated with a consortium ol universities. rescarch organizations. and businesses
located in North Carolina’s Rescarch Triangle reglon mitially. with the potential to expand 1ts
scope to mnclude other repional and national partners as the project develops.

“he THSS will focus on applied research to develep practical. near-term solutions for collecting.
managing. processing. and analyzing homeland security related data. THSS will engage in soctal
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and behavioral research to advance DHS's understanding ol the role of human factors in

homeland sceurity policy. legal issues. technology. and other related arcas. T1TSS will combine

current best practices and knowledge with original research to develop and disseminate

information that mforms policy makers. contribuies to programmatic goals. and advances

science. Key thrust areas include but are not limited to:

e Mcthods for collecting. managing. processing. and analyzing homeland sccurity related data

e Social and behavioral research to advance our understanding of the role of human lactors in
homeland sceurity policy. legal issues, technology. and other related areas

s Soctal-behavioral threat analysis. including precursors. signatures, and deterrence of
radicalization: suspicious behavior detection: community preparedness. response. and
TCCOVETY,

JHSS shall perform the following tasks as directed by IS HED:

Task 1: Violent Intent Modeling, Develop a core set of vetted strategic models which deseribe
and assess the likelihood that a group—whether a domestic U.S, group or a transnational or
toreign group- s likely to adopt violence as a strategy 1o achieve its goals. Specifically. develop
models and simulations whose parameters are informed by social and behavioral sciences. to
gencrate scenartos and alternative hypotheses about a group’s likelihood ol violent behavior and
the influences on such behavior, and to measure the impact ol changes in the model parameters
on the scenarios generated. The system design will enable analysts to identily:

o From where the model paramcters were derived

e The theoretical basis on which they depend

o The body of research that supports their characteristics

o Other relevant bascs of the medel parameters.

Task 2: Svnthesis and Analysis of Homeland Security Research. There are numerous sources
of information- -including intelligence reports. historical rescarch., strategic and tactical level
analvses. political position papers. goverrment documents. and websites—-that attempt to
provide insight into homeland security-related matters. What 1s lacking in these sources is 4
dedicated rescarch institule that attempts to consolidate. synthesize and present this body of
knowledge in a way that is usable o leaders. decision-makers and pohicy-makers, [HSS will
{ocus research and analytic effort to the synthesis and analysis of this expanding body of
knowledge through regularly published briefings and research products directed toward high
level government and private sector decision-makers. This task will develop methodologies tor
mformation management and distribution of homeland sceurity related information.

Task 3: Modeling and Simulation for Training and Analysis. This project will develop
modeiing and simulation tools based on current state of the art simulations—such as that used 1n
multi-plaver online gaming  to support the networked training. scenario development and
testing of innovative concepts for homeland sceurity across an interdisciplinary group of
researchers including:

-
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e L niversities

o (overnment agencics at the lederal. state and local levels
e Private sector industry and non-profit organizations

o Professional emergency management and {irst responders

The objective of this project will be to lacilitate advances in the development and application of
high-fidelity analysis of the human dimension of homeland security specifically focusing on
public information and risk communication. social cohesion and resthicnce—both pre- and post-
disaster  and the evaluation ol policy alternatives through modeling and simulation.

Task 4: Investigator Initiated Projects. The primary purpose of the IHSS is to develop near-
term solutions to practical. real world problems using innovative techniques and leading
scientific theories and processes. This requires that the 1SS combine the real needs of DHS and
rclated agencies with forward thinking approaches developed by the research community. The
[HISS will institutionalize this purposc into its project initiation procedures by supporting
exclusively mvestigator initiated projects that are destgned to meet the needs of DHS. All
projects. including the examples Iisted above. will be required to follow a standard process and
objective review. The review will include objective award criteria to assess keyv dimensions of
the project. including but not limited to:

o Demonstrated relevance to near-term, real-world security needs:

¢ Quality of the management plan and statfing:

s Proposed guality control process;

e Schedule and key milestones;

e Deliverables table:

e Dissemination, publication, and presentation plans.

The deliverables 1o be completed by R1T are described below:

SOW
~ Task

Program Deliverables

| Deliverabie Major Tasks Due Date
Research Needs Assessment - [HSS will o Identify internal and external | 1 month from award

. conduct a series of needs assessments with . stakcholders for rescarch date

| Nev security stukeholders. including : products o

I representatives {rom various agencies 'r ® f)cvciop prioritized rescarch | 3 months from award
within DHS and related agenCiCS from plan and resource allocation date
olhcr parls Of‘ the deC]‘ﬂl. state., and IOCE.II . I_)C\'L‘l()p I'GSCEIFC]] St‘l‘zlttig}" 4 ]non[hs {romt award
government and the private sector. These and operational-level date
needs assessments will be used 1o define . implementation plan
the rescarch needs of the various
organizations m order 1o guide the creation
of tailored and relevant rescarch projects
that meet real-world. near-term needs.

&
3
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* Provide report and briefing to | 6 months from award

DHS TIFD. date
|
Violent Intent Modeling - A rescarch plan . Acceptance of project plan | 2 months from award
acceptable to the COTR that will by HI'D POC for Project date
accomplish the project’s objectives as )
- outlined by THFD personnel in collaboration e Review and revise social 4 months from award
with the perlormers hehavioral and cultural date

theories. rescarch. methods
| and data refevant to VIM

analytical task({s). _ _
o Validate design criteria fora | 6 months from award

| graphical user interface [or date
' VIM display. _ }
e Review Information 8 months {rom award
Extraction and Content date
Analysis tools available in

industry and academia to
identify those appropriate for
VIM. Integrate chosen tools
with M&S capability.

‘ . » Conduct gap analysis of - 10 months from award
’ M&S technologies and date.

algorithms appropriate for
M&S of violent intent.

e Validate and supplement core | 10 months from award

set of strategic models that date.
describe likelihood a group
will adopt violence as a

' strategy to achieve its goals. |

o Deliver expandable M&S 12 months from award
architecture and capability to . date

! analyvze and present VIM

data.

4
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Synthesis and Analysis of Homeland )
Sccurity Research - Routine reports and
point papers of no more than 3 pages in ‘
length that highlight significant rescarch
tfindings. developments and theories and
events relevant to homeland security.

" 4 months {rom award
date

Develop needs asscssments
with key stakcholders
including representatives
fTom various agencies within |
DHS and related agencies
tfrom other parts federal.

state. and local government
and the private sector.

Commence regular schedule | 6 months from award
of preparation and delivery ol | date
research products to targeted
audience and stakcholders.

securily communities.

12 months Irom award
date

Develop needs assessments
with keyv stakeholders
including various agencies
within DIIS and related
agencies from other parts
federal. state, and local
government and the private
sector. Identify priorities for
training support to homeland

16 months from award
daie

Survey M&S products in use
for training, analysis and
support of first responders.
agencies and organizations
in homeland security.

3
; ;
L]
‘ Modeling and Simulation for Training .
| and Analysis - A stand-alone modeling
| . T =
t and simulation tool to support networked
i iiw - . |
training. scenario development and testing |
of inmovative concepts for homeland
sceurity
e
4
!
L]
|
- L]
.'\

24 months {from award
date

Identify and prioritize M&S
methods and tools with
potential to improve disaster
training and planning.

36 months from award
date

Deliver a prototype stand-
alone M&S capability lor
multi-ageney traaning of [irst
responders and civie
leadership for the county and
city level,
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