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members and approved by DHS S&T. 

Vl. 
I. 

Add itional Tasks for CLIN 4 
Violent Intent Modeling alld Simulation (VhWS) JWllllagemellt (Task I) 

1.1 Overview and Vision for VI ''IS 
The t J llllWll Factors/lkhavillral Sdcn..:cs Dhlsion (H FD) of the Science and I eChll11k)g~ 

Directorate wil~1in the U.S. Ikpart1l1c1l1 of I [omeIand Securit.Y (DIIS) is c:\ccuting a 

research and development program \\ ith tht, Institute f(Jr Homeland Security Solut10ns 

(II ISS) to develop the Vioknt lntenl \1odcling and Simulation (VIMS) program. 

Recommendations from work completed dunng the course of contract line item number two 

(CJN 2) (July 7. 200X-July 6. 20(9). in close collaboration with the IWD. highlighted the 

nccd fix VIMS to leverag.e socic.l SCIence modeling to analyze extant da:a combincd \\ ith 

open-source data for decision support among analy"ts in the intelligence communities 

within D! IS (including federal. state. and local intelligence or counterterrorism analysis 

teams). The v .. ·ork to datc has focuscd on de\"Cloping and applying sophisticated tools and 

modeling procedures. yet the end product needs to meet the demands Qfthe end-user 

population \vithin DHS. Additionally. the VI\IS development process needs to tap the state 

of:he SCIence in SOCIal SCIence research by facIlitating a dialogue among the social science 

researchers, end-user organizations. IHSS. and DHS. ThIS work plan describes how the 

111SS team will meet these goals. 

rhe development or v I MS was initiated \\ itll Pacific l\oI111\-\"esl National Lahorator;, 

(PN:'-JI.) and is now being conducted b~ IHSS. Additionally. there arc several release 

\erSiOIlS orV[\1s. I·or COIllmon reference. \\e highlight and define thc tive versions of the 

VIJ\'iS: 

• 

• 

• 

VIMS 1.O-·-the version l)1"the VI:'vtS software and all supporting work (e.g .. 
mnde I ing. subject matter e:-.pert [S\l!:] re\ ic\\s. tcst ing. I i1Crat ure searchcs) 
developed by PN:'-J I. that \\as del I\"ered to IHSS on the H [-"J) demllnstration [apwp 
in ~()()8. 

VIMS I.l-"the version of tile VI\lS software and al! ~\lrl1(lrting work (e.~ .. 
Illodeling. SME reviews. tcsting. literature searches) that were dehered to HI·]) b~ 
PN:'-JL on January 6. ~O{)l). 

VIMS 1.2 any updates to 1he \/I\;lS soliware and all supporting work that \\ill be 
delivered by f-][-"D and PNI\L 111 July 2()09. 
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Table 1. 

• 

• 

• 

VIMS 2.0 any updates to the V!\1S software and all supporting work (e.g._ 
modeling. SMF rcvic\\s. testing. literature searchl's) that will be complct!.:d b~ the 
HISS \I;!am during the course nr eLlN 4. 

Vl\1S 3.n -any upciatl.!s to the VIMS soflwarc and all suppol1ing work (e.g .. 
modeling. S\1t: reviews. testing. and lilerulurc searches) that will be completed by 
the II/SS I<.:am in fullln: Cl.!:\s. 

-:-hc evaluation ofVIMS 1.0 and 1.1 code. Illodels. and research literature \\ill be CLllllpkted 

in ,ill!y_ ::!O()9. PNNI. is scheduled to cO!llpktl.: its \\()rli. 011 VIMS 1.2. a:ld Ihis IlC\\ VI\;15 

code will he evaluated as part of the no-cost time extension n.lf CLIN 2. \,\'ork proposed 

under CL~:"-J 4 represents the VII\·lS 2.0 prototype. 

rill' vision for V[MS 2.0 (to be C(11llpieted in CU"l..:J) is to accekrate the influence orth" 

end user on system design. analytic products. and information ti.lr decision support. This 

comes at a cost-while useful. modding approaches such as agent-based and Bayesian 

l11l'deling v,-ill need to be decelerated during the CLl1\ 4 period ofper/i.)]"Inance to allo\\ 

end-uscr organi/<ltions to inlluence the system de\c]upment process. 

Ihe government's not-to-exceed \alue for CLl~ 4 is (b)(4) The first incremcnt of 

CL!"J 4 funding was received on April ~ 1.2009. in the amount 0 (b)(4) For llFD 

planning purposes. the tirst increment orCLlN 4 funding \vill be ~tu-;;IT,IJ~·~e~x~pe~'~lded b~ 
"lovcmber 15.2009, during the middle of the first quarter of fiscal year (FY) 2010. 

Development of the VIMS 2.0 prototype system will use the state or the science in soc!31 

science research, modeling. and anal~1ic processes to 

• 

• 

• 

• 

fit \ ... ithin the typical work now of an intelhgence analyst at both the novice and 
expert lcvels. 

usc social science models for companng alternate h:ypotheses, 

extract and code qualitatin.> (i.e .. unstructured) data to capture emergent \\orld 
events that would affect y[ulent intent. 

generate statistical models in realtime. and 

display results that are easy to understand and aetillllabk ti.H resource allocation 
purposes. 

rhe VI\1S 2.0 prototy;)C will be deSIgned to be modular and scalable so that as \~peratinnal 

end-llser org.anil:atiolls are identified. VIMS 2.D can be expanded and eustolllucd as needed. 

Key Miiestones and Deliverables 

Task Milestone 

!kvelopmcnt of a master database of group vioklH":C 
---"--- L 

Due Date ----l 
1016 Os) 
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'0 Cl7 20 10 ~L ~ Job ;IIliIIYSIS and ;Jsahility requir.: rncl1b 
--

2. Data Sourcel' (l1It1 A cqui.\·itioll (Tal"1i 2) 
In V 1\'lS 1.0 and 1. 1, the lHSS tl'Jm dcvcJ{lped <1 p re liminary assessment orlh!.! know n data set s that 

ha \ e bC\.:l1 cre<lled fo r the purpose of analYLin g l !.! rrori s! e\cn!s, organi l.:ali o ns. ~I!ld individuals wlw 

ha\ c or CtJuld m g,agc: in po litically moti vated , io le m acti v ities. MOH.' s~c i lk a l l y. (he l:-! SS team 

dc\ clop~:d a MlIlunari7.ed lisl of :hc dahl ~e l ~ thaI \\ere likely to provide Ihe most value to VIMS ba~nl 

on thl'ir w ouslness :l nd e0IllprchcIIS i\'l'nc~s (e.g,. numner of relevant variahles). as well as pri\ a t: ~ 

considerations pel1aining 10 Ihe usc uf data d l<l racle ril.i ng U.S. group~ and illdi viduals. 

In e Ll"\"':+ . we will work \\lith researchers at the :\ational Consortium for th e Study of Terrorism an d 

Rc_~ponses to Terrori sm (START) 011 a series orman: complex analyses of current and potential 

future data sources to 

• 

• 

• 

assess the quality and relative usefulness or e ,\i~t ing sources, 

ana lyze ;: he most significant past models that lII ilizcd START and ()(hCf data deemed as high 
quality_ 

eateg..orize the types o f cata that are e um'ntJ~ unavailable (e .g. , more h i~' .o rical or 
environmenta l in/iwmation on groups or more data from certain counlri es o r regions) and 
would he of most u~e to VIMS. and 

idcn:ify new dma so urces and data needs for future model devdopll1el l1. 

The ::'l SS tea m h'1S developed a ~ries or ~u blasks !(l ~nsure thai these overa lll .lsk g.oa ls a re achicycd 

c ftl-d i\l.:,ly and eflic icndy. 

2. t Suotas k s 

Conduct :.m assessment of availahle data sources. Tht: IHSS team will use 
the li st generated during C U \ ' 2 and conversations with START to dec ide 
uplln between :'\ and 1 () data Sc ts that should he rigorous ly studied for lm~adth_ 

depth. and quality. anw ng olht:r Ill easures. 

7 identi fy promising new ,'ariahles. I.everaging work completed by II ISS 
undcr C LI :--.J 2. thi s subiJsk w ill in\'olw idcntil)'ing new o rgnn i/ .ational. 
indi vidual. soci l'laL o r go\-cnunc ntal characteristics tha t have not been studied 

8 
1 rSHQDC·08· ( ·00 100 

Di stribution is authori /.ed to C.S . govcnment agenc il!s onl~ . Contains inform ation that. mOl)' be cxcmpt J[om public 
p: k asc underthe Freedom of lntlmnatioll Act. Before Ihi s SOW is rckasl.:u to the public. approval is required b~ 

th e Depunmcnl of I !omeland Security Directorate of Science and Techno logy. 

epic.org 14-10-13-DHS-FOIA-20150402-Production 000135



as they pertain to violence. Additional countries. regions, or groups may also 
be identilied during this task. 

3. Serve as a liaison between the IHSS team and data pnn·iders. This subtask 
will facilitate cfTecti\"(;: communication among the relev'ant VIMS task 
leaders-vv"Orking on the user interface. modeling and simulation. group 
violence analysis tools. and programming. respectively-and organizations 
that collect. aggregate. and store relenmt data. The IHSS team \\ill attend 
weekly and other meetings with task leaders as needed to prm/ide information 
on data type. quality. quantity. and location buscd on needs. 

4. Provide database improvcment recommendations. The tem will 
recommend to IIFD whether any lo\\-cost changes to ongo:ng data collection 
or an.:hiving efforts would increase their utility' to VIMS or other DHS 
applications. 

5. Identify the best data sets to be used and new data sets to be created in 
subsequent phases of VI:\1S denlopment. Based on our more 
comprehensive analysis OL1\ailable data sets, our analysis ornew \'uriables of 
interest. and the modeling task efforts. the II ISS team will identify the best 
data to he utili/.ed moving 1()[\\3rd. 

3. Jlodeling (Task 3) 
The purpos\.' orlhe task is to develop models that would be uscthl for the analysts and could become a 
part oflhe VIMS protot:ype. The models will be based on the existing public data. and their 

demonstrated utility will be translatable to the proprietary data sets used by the analysts. \Vc expect 

that three types of production models will be part of VI MS. Specifically. 

" l(b)(4) ~hal will colh.!ui\"(~I::- analyze Ihe source data to generate criteria yalues 
(\\bich are also modcl input values) and supporting e\idence; 

, l(bl(41 ~hat will calculate criteria ratings given sets of evidence for that 
criterion; and 

., l(b)(4) !that will lise lbe \"!lIlies nfIlu; ('!'jlerja 
l!.mwnment Dctiol1s). and.(b)(4) ~ 'L-________________________________ ~ 

as u'e11 as other jutilftJJijtjO!l II' " 

The nwdelin;? task will only deal with til..:,,\.' tllr..:e prodw,.:ti()ll Illodels: LFb_I_(4_1 _________ -' 

Fb)(4) tlhe nw~t prnll1i~ing models and Ollr research 

methodology \\ill be documented in the ::-ear-end reports. Future rese:lrch and Ue\'c!oDlllcnt ofVI\lS 

slwuld k-\eragc adv<lnc\.'1lJcnls in statistical nwdcl1l1!..'. technilllles and may includr.:Jb)(4) 
(b)(4) 

01('1 I 

\\'C prPpose working with a modeling consultant(s). to be identified at a later date depending on the 

specifiC technical skills required. to provide technical assistance. guidance. and feedback UJl our 
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nwtbodQ!rw\ and mode!jno reS!'!!s Th" modeljno ('()PsuJtant(s) could he used to provide feed hack on 

[b)(4) las well as a modeling approach thatllla~ 
emerge althe request of HFD. In our proposed CI 1,\ -+ hudgeL we propose the upper bound of 

support required for a modeling consultant{s). 

3.1 Sub~t~a~sk~s~ ____________________________________________ -, 
1. (b)(4) 

provI( e <1 rans a IOn 0 t 1~ \yea ! 1 0 aYa! a c structurc( (e.g .. L ala uscs) and 
unstructured (c.~ .. news articles) information into a selected set oh:rileria 
indicators·l(b)(4) I a sct of criteria \\ilh 
algorithms and/or lIlS1ructlons ahoul how 10 measure them anJ which data 10 

use. 

! (b)(4) The purpose of thel(b)(4) 
(b)( 4) t, orres pond i n g to eac·~ h-"'l )-I-lC-· -O~r~p-(~, t-c-n~t i~a711~)-. _...J 

v1Olen! group such that these cmerra arc clearly measurable and their yalue 
(grade) will interpretably contribute to the profile orthe group. CiiYen tIle sets 
or evidence. the models will calculate criteria ratings and account f(Jr the 
reliability ,md biases of the supporting evidence in ~etting ratings. Eb)(4) 

(b)(4) 

(b)(4) 
JVTvlS L-~ ______________________________ ___ 

system. 

3 . I(",b 1,,( '"I ----""'-::-3;:::-:::;;:::;:-=:::;:-;:-:7=::-;:======== \ \ i II he to 
(b)(4) and methods capahle of predicting group increase or decrease 
rn VIO ent mtc t and \i e ae \"\ \" as ~ ., 
inf'orrnatiol . (b)(4) 

L(~bl~('~I===="rr-r:::","::::-T:""="...mrT07m"J.e.g .. the Minoritics at Risk 
rgamzatlOna c anor ala nsc \,tAR()BI). '}'he models will show the 

predictive pov,'cr beyond common sense. "'nui"ve" expectations and \\'ill sho\\
the utili!v oJ"hein!1, translatahle to other data sets and group deiinitions. ~ 

l(b)(4) ~uhtusk will he the spccification t()r the tools. 
as well as a set of indicators and other independent variables that will he 
delivered to the programmers for porting intllthe VIMS systcm. 

-+. Literature Rel'iew Oculi 4) 
The purpn"e orlhi:; task is to update and mClmtain the literature pel1'lining to n:kvant social science 

thC0l"1CS lha! \vi!! add value to V:MS. as \\"el1 as 5ugg.eS! specific hlctors or indicators that lead gwups 

to \·itl!cnce. \Ve will continue to conduct rigorous literature searches in a numher nfacademlc areas 

III 
11SI1QDC-OS-C-OO 1 00 

Distribution is aut'lOrizcd to L.S. gover:uncnl agl.:!ll:lCS on];.. Contains information that may be exempt from publil: 
release under the i'n:l.:dom of Information ACT_ Before this SOW is rd.:ased to the public, approval is required b~ 

the Department of Ilomciand Security DireCTorate of Science ,md TCl:hnology 
epic.org 14-10-13-DHS-FOIA-20150402-Production 000137



(e.g .. psychology. sociology. criminaljustie!;;!.!;;!conomics. political science. anthropology) to 

determine if there are additionalth!;;!oril.!s or concepts that add value to the predictive natun.: ofVI\.1S. 

;·.ach of these themi!;;!.;; will then he deconstructed to dekrmine whether speeilie predictive indicators 

ean be e>,:traded from them. It'so. they \\ ill then he rdained and later added into VII\:~S. Information 

from th!;;! litel'ature reviev..'s \vill be provided to Vl\;lS task: lenders and posted on the Vl\.1S 

cOlllJllunity ofpradiee portal (COPP) that will he complded under the CUI\ 2 no-cost time 

extension. 

·u Indicators ofRntcrcst 
The literature review team continues its missi(lll to develop a frmnework and nitena for 

c.,am in i ng groups of interests. In particular. \\!;' \\i 11 coni inue to exam i ne tlH:orlcS \\ it hin 

social science thaI could provide analysts \\ilh speCific criteria to look for when im:oming 

intelligence Oil a gruup docs not require additional speciali/.ed I\no\vkdge about that gwup. 

Additionally. we ""ill maintain our examination of how specific variables influence group 

1~::~:(I!lllnll'll! "'HI IIw mil", "; yjokn!'" IIbll41 I 

(b)(4) 

\Ve anticipate that literature searches in the social sciences will Llneov.:r additional indicators 

heyond those listed ahove Ii)]" further stud>. 

4.2 Groups of TInte rest 
In addition to examining indicators ~)f interest. we will examine any information uncmered in 

the literature revie\\i lha: pertains to factors that arc important to a group's turning to \ io:ence 

at aI: stag.:s in the group's life (e.g .. factors that contrihute to a group's turning h) \'iulence for 

the first time. after several violent c\ents. or after a IO-year period ofinnetivitYl . 

.t.~ Suot~sk 

1. lipdate wiki. Over the n(:\:t1 years. four separate assessments and 

updates of existing literature und subsequent updates will be mad..: to the 
COPP v.. .. iki. 

5. Job Anll!r.\·is lim! U'illhi!itr (Tal'k 5) 
IfVI\;lS is to be accepted by the DIIS intelligence wll1ll1unity. it should relled thej(lb d!;;!mands and 

\\orl\ flo\\ or intelligence analysts. An analysis and nllidation or existing the joh task analysis (1TA) 
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of anal:st flllH.:tions is needed to ensure: that VI\lS can serve as a useful job aid. h particular. the JTA 

\alidation is needed to support an effective allocation ofknO\vledge, skills, and aptitudes (KSA) to 

thl: intl:lligence analyst and to Vl\1S For e:-;ampJc. VI\1S should have a working knowkdgc of the 

proCl:SS that the intelligence: analyst is lIsing. what data are available at that stage ofth!..' pnK!..'ss. and 

\\ hat ddi\erables are required ti'olll the inte1li~e!1l.:e anal: st at that point in the process. Also. a si71n~ 

and lil11in~ analysis of the intelligence analystjoh is rt'<.juired. because the visualizatilm Illetlwd" that 

V!\lS e-l11plnys have tll scale to the qU<I!lIitie" uf data and soun:es that Ih!..' lnt!..'11 igence analy"t will 

encounter \\ hlle ollihe job. 

5.1 Suo{asks 
I. Establish wor-king rehltionships with user organizations. In al.;l.;,lrdalll.;e \\ i111 

guidance- fi'ol11 DHS. the VJ\lS team \\ ill identify Plltl.;l1tial dknt organizations that 
have a need for a loollikl.; V;\1S and can support th!..' task analysis proce-ss. !-"r'om 
these potl.:ntial clic-nt organizations. the VIMS team \vill \vork \vith tit!..' Dl IS pwje-I.:t 
officl.:r to select two org.anizations for the- on-silt: task analysis. The VIMS team will 
work ",,·ith these t\\O organizations and eollaboratively develop a memorandum of 
understanding (\10U) to guide the analysis. The VI\1S team will also submit and 
obtain approval from the RTf Institutional Review I~oard for thl.: lnte-rvil.:\\"s and lask 
analysis. 

, Develop the job task analysis methodology design. -rhl.: Vl\1S learn \\ill obtain 
eXIsting task descriptions from the clil.:111 organizations to USI.: as the baseline. The 
Vl\1S team \\/il: also obtain sizing I.:stimates for thl.: data sourl.:es used by the 
organizations. From the existmg task descriptions. the VIMS team \vill design the 
survl.:ys to bl.: completed by the llsers and will design the observation checklists for 
data collection. 

3_ Perform task anal:ysis. The Vi\1S tC"am will conduct the sit!..' surveys at two 
locations. During thl.:se Sllryeys. the VI\.1S team \vill interview llsers and obsene 
th!..'ir operations. Th!..'se sitc survcys \\ill be conducted in accordance with the :\10L 
developed with the sit!..' a~ellci!..'s. We e.'\p!..'ct thai !..'ach site survcy wili reqUIre no 

more than 3 days. 

4. Conduct &illalysis and reporting. The VIMS tl.:am will analyze fle data resulting 
from the site- surveys and produce a fe-port for Ihis slIhtask. The lillal report \\ ill 
provide- guidance- for the design ofV!\1S in order to enSllr!..' that VIMS supports the 
inlell igence ana lysis processes of the user C011l11lun iti!..'s. ·I·h!..' fina 1 report \\ ill inc Ilide 
si/.ing information relati\e to the expeded V[\1S databa,,1.: that can be used as a guide 
for de-sign ofthl' lIscr interfacc. The purposc ofthl.: sizing information is In prnvidl.: 
guidalKe on vis~lal izatioll of a\·ai lable data and guidance on the fixms of interae-t ion 
and da1<1 review appropriate gi\t;~n the \olul11e of data and tIl(.' requlf(;~d response tllnes 
thai (he users face. 
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6. Group Violence SlUE Panel Coordination (Task 6) 
6.1 Group Violence SME Panels 
In coordination \vith liE), IHSS identiticd leading e .... perts on the study, analysis, and 

modeling of group violence, including. social and behavioral modeling, as they relate to the 

V:\·lS project·l(b)(4) I 
l(b)(4) flley met in \1areh 2009 for a panel discussion on V[MS 1.0 and 1.1. 

The second g.roup violence SMl: panel is slated to meet in March 10 I 0, \\ itll a third panel 

mcetlng in March 2011 '["he March 2010 pancl \\ill include the S,lme experts alld assess thc 

changes and imrrov .... m .... nts I] ISS made t(l VI\'lS based on the previous mceting's findinp 

and rcwlllm .... ndatiolls. Once again, [I ISS \\ ill document thc disellssion in minutes and 

prepare draft and nn<ll reports for I IFD. S\'1i.:. panel members \vill continue to assist task 

leaders on specilic clements of their tasks. The extent to which the SME panel111l.::mhers will 

be engaged in these tasks \vill be described in separate Lask plans written by the task leaders 

and approved by' lll:J). 

(d.1 Sllbtasks 
I. Rcc~uit participants. IHSS will contact S\1Es from the March 200Y group \ ioknce 

panel for availability to ser\"e on the follmv-up panel. The pan(.;['s focus will bc on 
eliciting feedback on V[MS 2.0 and g(.;ncrating recommendations for mOYlllg 
forward. 

3. 

Schedule and organize the full group violence SME panel. Present at this meeting 
will be representatives from TWO and the relevant members of the IHSS team. ':hese 
meetings arc scheduled to take place in mid-March 2010 and 2011. 

Produce the p.lncl report. The pam.'1 report will detail the full panel proceedll1gs 
and recommendations. For eaell pancl me(.;ting, the drafi of the re::JOrt \\i!l he 
produ(;ed no later than 21 days after the panel meeting. HFD will have 10 days in 
which to return comments on the report. IHSS will produce a final panel report 
within 12 days of receiving the HFD comments. 

6.2 Modeling SME Panels 
In Cllorciimltioll with HFD.IHSS will identity leading experts on modeling tasb related to the 

VI\1S project. ["lIese experts will (.;om(.; from RTL the IIISS partnering universities, oth(.;r 

universities. public-sector organizations, or the private sector. as appwpriate. IHSS \\ill 

prepare an S\1E recruitment ktter to be distributed hy [[·ISS or HFD. IHSS will distrihute the 

hackground materials to the SMFs and host a panel dis(.;llssinn. The SM l pancl memhers \\ ill 

be asl\ed tll 

• 

• 

review the different klllds of models under development by the IIISS team (e.g .. agent
based models. Hayesian models), 

provide critical analysis orthe methodology and analytic tedl1liqlles e111plllYl:d in the 
design of the models. 
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• 

comment on HISS' interpretation of the findings. and 

:11<1l\e recommendations for n.!yisions 10 !i-ISS' approach. 

6.2. 1 Subh!sks 
I. Conduct logistics planning. Lnlike the group vioknce panelmt'ntioned abo\c. this 

\, ill be the firs! lime the mockling panel \\ ill be convened. A target dale (ur SC\ eral 
jx)ssibilitics) :md location fur the meeting will be determined in accordance \\i1h the 
schedules of II ISS find HFD. A list nfpOlential SME panelists will be den~luped and 
disclissed with I--ll',!); a final list of 5 to I () panelists w'ill be generated. Backgrowld 
matcrinls for SME revic\\ will be compiled. 

3. 

H.('cruit IJarticip;:mts. Seleued S\1E panelists will be <:lllltacted through the S\IE 
rcct"uilrm:nl kttee Once ";'1l1Iirmcd. background matl:rials will hI: dIstributed tn thcm. 

Sch.edule and organize the modeling S\-lF paocl. Present at this mceting \\iII;,c 
representatives from liFD and the rek\ant l)l(.:mbers or the iHSS team. Dctailed 
notcs will be taken at tlK tlH:ding. 

·t Produce the panel report. A report detailing the full panel proecl.:dings and 
rel.:ommendations will be drafted. The dra/1 ofthl.: report will be produced no later 
than 21 day's after the panel meeting. fiFD WIll havc 10 days in \vhich to rctum 
comments on the report. !IISS will producc a final panl.:] rcport within 12 days or 
receiving the I-!>]) comrnl.:nts. 

7. Programming (Task 7) 
After reviewing \\()rk completed by the Pi'\\il and interviewing potential cnd~user organizations. \\c 

detemlined that a user-centric design approach is \\ arran led for VIMS 2.0. In Y car I orCLl:\" ..J.. 

pro.Jeet members will gather job task analysis and 

from the VIi\.1S System Requirements Speciiti"atlonsL:::.:::. _____ J 
prototype \'ersion ofVIMS 2.0. 

7. I Development of VD1S 2.0 Protot~ypc 

this task. \\c \vilI \\ork 

design and dc\elop a 

The scope of this project includes creation of a proTOtY'pe sol1ware application for V !\'lS 2.0. 

It will retain the same basic user interface clements present in tIte earlier YIMS 

deIllollstl'atioll V'l"S·OIl. t will in ,1'm'ltthe run 'lions d"scribed in Section 3.1 orthe VI\lS 
(b)(4) 

'-::-""""::;:-"-:7::::-::-:=""::;-::-:-:=""",=="',,,"7-:7"===,",,0 f the V I M S Yea r -F 11 d Re po 11 
<lIrIWllgb. in some cases at a vcr) lllinilllalle\el. the purpose ufthe prottltyp~ is not to prtl\ide 

a compictc and operational system but to demonstrate that the concepts are sound and the 

workflow is llseful to llsers. 

rile g.oal of the prototype is tll be a basI..' for future dcvclopment. ["0 that cnd, it \\iII be 

designed for future expansion It is the intent of the VIMS architectun.: to al!l\\\' for the usc llf 

Illultiple text analysis Ctll1lponcnts and 1llultiple models and model types. HO\\c\er. the 

prototype will provide a simplified text analysis capability and fc\ver models. \Vhcre fea:urcs 

plan:led for the production VI\1S \ ersion cannot he included in the prutotypl.:. stub code 
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(placeholders) \vill be inserted. The V[\1S 2.0 prototype wil! be demonstrated to I IFf) during 

the las! VI\1S Quarterly Meeting ofCLlr-.; -+ 1Il June. 2011. 

7. 1.1 Suhtasks 

:)evelopment of the VIMS 2.0 prototype \\ ill entail tive different subtasks. as wdl as 

:ntewation bcl\veen the subtasks. ror the prototype. in some cases. the kvel of 

:ntegratioll between subtasks may rcqlllre users 10 perform some manual steps. The fin'" 

sllblasks are as follows: 

1 Df"Yf"!op a repository. ;he repository subtask will implement the primary functllllls 
of the re!)ository COIl1 ptll1enl as described in Section J. I .6 of the Vlivl S Sy stem 
Requirements Specificatiolls report. Due!o the limitations of the pwtotype. the quer: 
definition~. lllodds. and l1wdell11puts may cxist in a simplified form. 

Prepare the user interface. The purpllsc of the user interface ~ubtask will be to 
transform the visually completc Vl\1S demonstration version intu a soft\\are \ersinn 
that is functional and can be integrated with the other VIMS components. The user 
intcrface will possess the same basic functions as the demonstratioll versions but 
some screens \vill differ heeause of limitations of the prototype. The user interface 
will he extended 10 include at kast one alternative presentation ofmcasurcment 
models besides heat charts. 

Conduct data analysis. ThiS subtask will de\'elop the software components to 
analyze source data and generate criteria values and supporting evidence. The 
analysis will include three stages: 

I. Search: AEalysts will be able to do a basic kcyv.,.'ord search to select a 
subset of articles about groups of interest. 

11. Extraction: The prototype \\ ill incorporate a series of extraction models (one for 
each criterion) that extract tcxt likely to support or contradict criteria \alues. A 
minimum oC 10 criteria \\ill be suppDrted. 

Ill. Criteria rati:1g: The prototypc will calculate criteria ratings given sets of'e\idence 
for that criterion. The models \\ill account for the reliability anc biases of the 
supporting evidence in settmg ratings. Input ratings \vill include measures of 
uncertainty, in addition to an e-..:pectcd rating v[lille. 

The interface \,vill be designed 10 allow ncw types of search, cxtract:on. and criteria 
I-ating models to be added 0\\:1' time. 

4. Ikvclop assessment models. Assessment models developed as part of this 
sunlask ""'ill be implemented in such a manner that several models may ne run 
in parallel and tlX new models to be udded us they heeome availahle. as 
described in Section 3.2.7 of the VI\ttS System Requirements Specifications 
report. Model types to be dcyeloped \\"ill include predictive models and 
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clustering modds; at least one of which will support bOlh trending and 
comparative model runs. All assessment models \vill include means of 
aggregating uncertainties associated with input data and produce uncertainty 
measures in the output. 

5. Generate reports. The report generation module created in this subtask will 
create standardized text from model resullS Ih<11 can be copied into analytic 
reports. RCp0l1 templates will be used to make the generateu output as flexible 
as possible and easily customized to the requirements of specific users. For 
the VlMS 2.0 prototype. text \\111 include 

o expected levcl of threat from groups of interest. 

o comparisons in threat levels across groups. 

o changes in threat levcls tHer time. 

Q uncertainties in the threat lewIs. 

o criteria values most responsihle fi)r thn:at predictions (both expected values 
and uncertainties). and 

" pieces of evidence (extracts) most responsible for threat predictions (hoth 
expected values and uncertainties). 

The module v.·ill be designed lO alluw new rep0l1 templates to be added easily as they 
are needed. 

7.2 VIMS 2.0 Data Security 
Because multiple subcontractors and other IHSS partners outside ofRTJ will he in\ohed in 

the VIMS 2.0 development effort and data and documents \",ill need to he exchanged. the 

issue of security takes on additional immediacy. The V[\1S 2.0 erfort will include the 

creation of a standard operating procedure to estahlish prl~ject policy regarding the handling.. 

storage. and transmission of project data. documents. and custom and purchased sof[\\arc. All 

personnel who have contact with project assets will be required to follow the policic.~ set out 

in the standard operating procedures. 

7.3 Community of Practice Portal 
The COPP designed and implemented during tht' Cl .H\ 2 extension will he completed in this 

project. As the portal is trunsitioned under CLI:-"~ 4. nil liternture revie\vs performed under 

eLI\):'. sh()uld already he posted. and an initial group nrusers should he accessing the sitc. 

\\"Ol":" performed under ( LJI\ <1- will include m<mdatory· steps sllch as data security 

ct"lIllPJiance testing 111ld remediation and Section 50S testmg and remediatioll. I\e\\ literaturc 

rcyiews will be posted on the portal as they arc a\ailable. and the portal will bl: pfllperl~ 

Inail~taincd. 
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VB. Other Con tract IDetails 

1. Period of Performance. The period of performance for this SOW remains unchanged on 
Contra<.:t HSIIQDC-08-C-OO I 00 and \\ ill not alter the current Period or Performance. 

2. TranI. Tn:veJ may he required in the perfonnancc oflhe duties listed herein. The' DHS S&'l 
T echnien! Representative must approve all tran:l other than that supporting liaison among 
RTI consortium members. All travel and other direct costs associated \\,'itl1 the execlltion of 
the task.s indil..:ated in this SOV/ will be n:imhurscd in uccordall\,::c with the limits set illrth in 
the Fcdernl I ravel Regulations (FTR). pnn'ided the performer provides appropriate 
supporting dm:utllcntation. 

3. DHS-Furnished Information. 

a. ])]lS will provide certain DHS inConmttion. materials. and forms unique to DIlS to RTI 
to support certain tasks under this SO\\". 

b. The :);--IS S&T Tcdmieal Representative identified in this SOW will be the POC for 
identification of any required infonnation to be supplied by DHS. 

4. Place of Performance. RTI shall perfom1 the work under this SOW at RTrs facility. 

5. DHS-Fllrnished Property. DES property \\'ill not be provided to RTJ. 

6. Dcliyerab!es. RTI shall provide all deliverables identified in this SOW directl)-'" to the DIlS 
S&T Technical Representative. 

7. Security Requiremen ts. 

a. All \vork perfonned under this SO'(./ is unclassified unless othefV..'ise specified by DI IS. 

b. If classified work is requi;"cd undcr this SOW. DHS will provide specific guidance to RlI 
as to which work ,",,'ill hc conducted in a classified maimer and at which c!assilication 
lew!. RTI shall also adhere to other applicable (iOV~'Tmcnt orders. guides. and 
dinxlin:s pl'rtaining to classified or confidential work. 

8. Publications and Communications Concerning Work Performed l,:ndl'r This SO\\". :\11 
public cOllllllunication refcrcncing thc \\01"k performed under this SO\V shall hc coordinutcd 
bet\\'ccn RTI and the S&T I"edmica! RepresentatiYe. RTI will routc technical 
communication products such as reports. journal articles. presentations, and white papers and 
puhlie communication products sllch as hrochures and fliers through RT1"s information 
rcyie\y and release process before proyiding the delin'rablc to S&T for review and apprO\al 
30 days herorc any release to an external audience. 
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Puhlic and :eehnieal communications shall contam the following: 

Acknowledgement 
DIIS is ackno\\'ledged as the sponsor of this work, 

9. Program Status ReJlor~. RTI will deliwr a monthly status report eontalll:ng 
accomplishments, upcoming events. risks encountered and mitigation measures tak..:-n. and 
tinancial information (amount in resern':. amount committed, amount ohligated. amount 
expemicd. ~md availahle balance) to the S&T Te-dmicJ.1 Representative and Financial Analys: 
by tm) \\"ccks following the lirst day of \larch, .lUIl!.:_ September. an December of each yCJ.L 

to. Funding Requirements. DHS will pro\"idc funding in accordance with DIIS-s 
appropriations and av'ailable funds. 

VIII. Points of Contact 

The RTI poes me as rollows: 

R Illntcrnatlonai 
3040 Cornwallis Road 
?O. Box 12194 

r~~~earCh Triangle Park_ r- 27709-2194 

RTl ma\" change th!.: individual designated as a POC upon notice 10 S&T or sueh change. 

The DHS POCs arc as follows: 

e Technical Representative 
Ji Sun :,ee 
t·,S. Depal1ment of I :omcland Security 
Scicnce and Technology Directorate 
Washin!!ton. DC '105'R 

" Dl IS Contracting OOicer 
Joseph \\/ollingcr 
(I.S. Department oC I lome land Security 
Science and :'echnology Directorate 
\Vashington. DC 20528 
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e Financial Analyst 
\1ichael Kim 
Contractor in the Support of 
Onice ofthc Chief l"inancial Officer 
DHS Science and Tcchnology Dircctorate rb
)(6) 

S&T may elwnge the individual oesignateJ as a PO(' upon notice to R'rJ oj' sLlch change. 
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Contract HSHQDC-08-C-001 00 Modification P00008 

H.4 DISCLOSURE OF INFORMATION is deleted in its entirety and replaced w:th the following 

(a) The Contractor shall limit release of any DHS provided sensitive but unclassified infcrmation 
(SBU). ~egardless of medium (e,g, film, tape. document) to those individuals wro have signee 
the DHS Nor.-Disclosure Agreement (NDA) Release of SBU to an individual that has not 
executed a CHS NDA is to only occur when 

1) The Contracting Officer has given prior written approval: or 
2} The information is otherwise in the public domain before the date of the release 

(b) Requests for approval shall identify the specific information to be released, the medium to be 
used and the pur'Jose for the release. Contractor sha:l submit its request to the Contracting 
Officer at least 55 days before the proposed date for release Within 40 dais of :he proposed 
date for release, tle Contracting Officer will either provide his approval or identify what changes 
are needed to obtain approval Contractor may then resubmit a modified request. 

(c) The Contracto~ agrees to include a similar requirement in each lower-tier subcontrac~ unde~ 
this contract Subcontractors shall submit requests for authorization to release through the prime 
contractor to the Cont:-acting Officer. 

(d). The Contractor and its subcontractors shall be allowed to publically disclose the existence of 
the contract and the general description of the congressionally mandated work (such as 
described :n Section C.1.1) 

(e), To prevelt the inadvertent release of DHS-provided SBU information, Contractor will comply 
with the provisions (a) through (d) of this Article. The Contractor shall be free to publish, permit ~o 
be published or distribute for public consumption. any information, oral or written, concerning the 
results or corclus:ons made pursuant to performance of the contract; provided, however. that it 
shall provide copies of any such publication or release of information to the DHS Program 
Manager for review and comment at least forty-five (45) days prior to any such release If the 
DHS Program Manager determines that any DHS provided SBU informaticn is included in the 
proposed publication, Contractor shall remove such SBU information prior to publication 

H.B SECURITY CLEARANCE REQUIREMENTS is deleted in its entirety and replaced with the 
following: 

(a) The Department of Homeland Security (DHS) has determined that performance of this contract 
does not requ:re the Contractor. subcontractor{s), vendor(s), etc. (hereafter i:1c1Jded in the term 
Contractor), to have access to classified National Security Information (herein known as classified 
information) a:od sensitive but unclassified (SBU) informa!ion. Information under this contract is on an 
"Offic!ai Use Only' basis Contractor personnel are not required to have a security clearance 

(b) If during the performance of this contract the Cont:actor is required to have access to, and is 
required to receive and store Sensitive But Unclassified (SBU) information, DHS sha:1 clearly designate 
such information as SBU at time of transmittal 

(c) All personnel associated with this contract with a need to access SBU information are required to 
sign a Non"Disclosure Agreement (NDA) after having completed the DHS NDA training to ensure 
protection of c:ny SBU bformation for unauthorized release. Only individuals W10 are U,S. citizens or 
are US, permanent legal residents (defined by DHS MD 11055) will be granted access to DHS SBU 
information. Additionally, the contractor is required to safeguard all informa:ion labeled as proprietary 

(End Modification P00008) 
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Statement of Work for Institute for Homeland Security Solutions 

I. Background 

U.S. Department of Homeland Security 
Science and Technology Directorate 

Human Factors Division 
PR # RSHF-IO-00062 

Modification POOOII to HSIIQDC-08-C-OOI00 

The C.S. Department oflIomdand Sewrity (DHS) IS c(llr·~,·tted to using cutting-edge 
tcclnologlcs and ~cicntific talent i:1 its quest to make Americ(C safer. The DHS Science and 
Tccr.l101ogy Directorate (S&T) is tasked \v;th researching and organi/ing the scicnUIc. 
engi,lccring, and technological rcs:)urccs of the Lmted States and leveraging these existing 
reSO'JfCeS into technological tools ~.O help protect the homeland. 1'Lc Human Factors Division 
(liFD) within S&T applies the social and behavioral sciences to improve the detecLon. analys:s. 
and -jndcrstanding of threats poscc by indn'iduals. groups, and radical movements: supports tlte 
preparedness. response. and recovery of communities lmpacted by catastrophic cve::1ts: and 
ad\"ances home~and security by integrating human factors technologies. Fonnation of the 
Insti:ute for IIomeland Security Solutions (IHSS) supports the Human Factors Division by 
establishing a resource for foundational and applied research 111 the sociolog1caL physiologica 
and -:ls:ychological dimensions of:r.omeland security: in modeling and simulation reO_evant to 
hazard and risk analysis. decision analysis and training: and 111 human systems development te
support federa:, st3.te and local execution ofhomcland security missions. 

:HSS is a Congre:osionally-mandated center to be established -Jnder the Research Triangle 
Institute of-:\or:h Carolina (RTl) and is dedicated to conducting applied technological and sOClal 
SCIence research with universities, other tCderal agencies, state and local security agencies ane 
the priYate sector. 

II. Scope of Work 

~TI proposes to proVIde an environment that allows the publi;: and the research cOLlmunity to 
shar~ 1l1fonnation that stimulates sclf-chrectcd resean.:h and facilitates future research rele\"unt to 
the DHS community on a variety of topics. The Security Research Web Portal (SRWP) \\'ill 
promote coiiuhora:lOl1 und communicatIOn among the research co:nmunity 011 topics related te
the 1-;ul11ul1 factor aspects of homeland security. This work will promote innovation in research 
dcsign and concept generation. RTI anticipates that the SRWP will host up to t~lur \Veb sHes. O~ 
cont;.;nt arcus. and :hat each content area will have a content champion to stimulate dlscussion. 
solidt commen:s, and encourage participation. 
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Distribution l~ authorized 10 L.S. goveOlment agencies only Contains information that may be cxempt irom pUJhc 
rdc3.se u:-dcr th~ Freedom of Information Act. Before thIS SOW lS rekc:.scd to the: public. approvzl is required 1}· 

the Departme:nt of Ilo:ndand Security- Directorate of S:iCllce and T edmology. 
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