
RTI anticipates that information sharing willlcad to increaser. knowledge directed at IIFD 
goals: 

:II .l1etltods, models, and technologies to enhance community resilience in the face of 
disaster. For example, the SRWP may be used to post the results of commu:lity needs 
assessments so that the research community can conduct meta-analysis oftLc factors 
that promote resilience. Fc-<-11ennore. rescilrch methods of such evaluations 
(qucstionmjre. sample des:gn, respondent outreach materials) L:al1 be shared t:lrough 
~hc SRWP so that future evaluat!ons can benefit from the lessons learned from 
flrc\"i~)l!s projects . 

• Research into metric.'!· related to rl'silience. The SRWP may be used to post 
alt:-'ative metrics used to assess the current level of resilience in the United States 
and in mtemational communities. Such postings may be used to guide discussions 
arour.d preferred metrics and alternative coding schemes and to generate consensus 
in the research community on preferred measun:ment ?ractiee, by vetting such 
meas:.;res with the data collection, analysis. and policy communities . 

• Research into terrorist motivations, intent, and other factors to develop a 
framework for assessing threats to the homeland. Research programs in I[:!) could 
bcnefi~ frO-::1 the research c'Jl11l11unity collecting information about public reactions to 
security policics and practi::es and gauging the Impact of these reactions on the 
potential for groups to engage in radical politics. !IO\\,cvcr, such data collection and 
analysis IS very difficult and will require insight from a diverse set of disciplines. The 
SR \VP may engagc expert~ in these disciplmcs to identify potential designs for 
capt:.lring a:1d presenting this information. 

:!II Tools and technoLogies to determine when radicaL groups are likely to engage in 
violence and what may injluence their actions. :-.Jumerous large and small research 
teams are engaged in the pursuit of analY1ieal and computational tools to support the 
moni:oring and assessment of emerging and escalating group violence. The SR WP 
may be 'Jsed to disseminate findings and data across these project teams to more 
efliei;::ntly apply research funding and develop cumulative results. 

The SR WP will be hosted on RTf's public net\.vork an:J will usc the .Net frarnev,'ork to 

m:JI1:1gc the functions available on the SR \VP. Lsers will register by providing minimal 

infonnation about themselves (e.g .. name. aftilw.tion. e-mail address) and will be granted log.il. 

credent!nLs to D.ccess the SRWP. RTf anticipates that content posted on the SR\VP '.vill not be 

sens:ti\·c. nnJ ther2fore, risks to th:: publ1\: and the research community will be mIn.mal. 

The \\/e':1 s:1es I11ny usc blogs. wikis. user-generated content. user profiles. professlOna, 

networking. data repositories, and other collaboration tools to share inf()f111ation. E..Icb Web site 

or C(>lltent area 'wi:: have a content champion who \\,111 recruit users from thc public and the 

resec.rch commu111~y. encourage th;:)ll to actively participate in discussions and inf()'mation 

sharing. and 21~sure the mt"(mnation posted on the SRWP motIvates users to share information 

2 
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and return to ihe SR\VP. 

RT: will demonstrate e!Tectiv'eness by' tracking the number or users and the number of 

don:.ments and tiles posted to the portal. To assist in eyaluuti:1g the effectiveness urthe SR\V[). 

RTI will also n:yie\.\' server logs to ddernune the number of users who uccess the SR \VP. the 

frequency urtheir access, and the pages they hit. RT! \vill als:) review users' C0I1111'e:1Is 

reg<:nling the content. timeliness ofinfonnall0n posted. and contacts made. proposals .md grar.t 

apph.::ations submitted. improvements suggested by' users. and other feedhack to ensure the 

s:nvp 1S servlIlg the needs ot'its users. 

l(b)(6) I the Principal Investigator. will manage the proJect and provltlt:: directoll 

and oyersight 2.S needed. l(b)(6) Ihas extensivc cxpcrience 111 project managemcn~. SY'StClll; 

and datahase design and implementation, and guality control proccdur(;s. 

(b)( ) \vill be the Senior Adv1sor. Tic \vill provide insight and gu:dancc (JS 

needed. (b)() is a senior research mdhodolog1st and the dir(;dor of RTI's Health 

Security Progra:n. l(b)(6) Ihas over 17 years of experier.cc mana rin' large data co[[ccti(111 

projects and condu;,;ting research related to homeland secunty. (b)() 1<1S conducted 

extcllSl\"C work on human-factors-relatcd projects and support rescarch funded through HFD. He 

has considerable experience organ: zing panels of subject matter experts on tOPKS ir.c:ud111g 

research dCSlgt1, sudy evaluation, ~nethods, political violence, and modeling. 

Thc Jeliverables to be completed by RTI arc described below: 

'\ ovembe; 1. 20 >-,' _ ,y 6. :201 I 

: '.:i·. 

Key milestm:es are described belo'N: 

. , .. '~ .. , ......... . 
(ll'iL ':'l"T" .;;. 20: 0 
.' ,,'l,L):'\ i 

;\:'''1 i ~. "; 

Operational portal for up to 4 websites 
Periodic progress reports covering 
October 2010-- Decembe: 
2010 
Periodic progress reports covering 
january 2011- .Aprill011 

Periodic progress reports covering 
Mav lOII-Ju1\' 'OIl . , 

F1rst website IS aVU1lable on the SR WP 
Sccond webSIte is available on the SR WP 
Third and fourth website available on SR\\/P 
Project end date 

) 
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III. Other Contract Details 

1. Period of Performance. The period ofperfi:mnancc for this SOW is from the effective d,:te 
ofmodifica~ion 1'00011 to contract l-ISl--lQDC-08-C-OOIOO through 6 July 2011 and will l1Jt 

eJter the current contract period of pert on nancc. 

2. Travel. Tmve: \vill not be required in the pCrf0lll1anCe llfthis SOW. 

3. DBS-Furnished !nformation. 

L. DHS wIll provide cc!1ain DHS int<mnatioll. materials. and forms unique to JHS to RTI 
to support certain tasks under this SOW. 

b. The DHS S&T Technical Representative identIfied in this SOW will be the POC fix 
identificat10n of any rcquir:.xi information to be supplied by DHS. 

4. Place of Peformancc. RTI shall pcrfonn the work under this SOW at RTI's facility', 

5. DHS-Furnished Property. DHS property will not be provided to RTL 

6. Deliverabics. RTI shall provide al1 dclivcrablcs identified in this SOW directly to the OH~; 
S&T Technical Reprcscntative. 

7. Security Requirements. 

L All work pcrfonncd under t;lis SOVl is unclassified urJcss otherwise specified by O;-lS 

t. :r classified work is required under this SO\V. DES will provide speci fic guidance to E TI 
as to w:,ich work will be conducted 111 a classlficd manner and at which clasSlfication 
lcve:. RTI shall also adhere to other applicable (iovernmcl1t orders. guides. and 
directives pertaining to classified work. 

8. Publications and Communications Concerning \Vork Performed Under This SO\" .. \11 
ruhlic communication referencing the \vork perfonned under this SOW shall be coordinukd 
retween RTl and the S&T Technical Representative. RTI will route technicul 
cornmuI11c;:rjol1 products such 1S reports. Jounwl <lrticles. presentations. and wh:tc p<lpers Lnd 
fuhlic communication product" SLlch as hrochurcs and t1icrs through RTf's info:-mutlOll 
r\:"\"le\\' and :'clcase process hel;.lfc providmg the dcli'ver<lhle to S&T for review <'lIld <lppro\":.ll 
;'0 duy's before uny release to all extt:mal <lmht:nct:. 

Publrc and technical commulllcations shall contain the foLmving: 

Acknm, .. Lcdgcmcnt 
DES is acknmvledgcd as the sponsor of this ",,·ork. 

4 
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9. Funding Requirements. DHS will provide funding for the SRWP on Contract HSHQDC­
O,s-C-OOIDO to RTf in accordance with DHS's appropnatidns and available funds. 

IV. Points of Contact (POCs) 

The RT: poe is as follows: 

R 11 intematlOnal 
:3040 Cornwallis Road 
P.O. Box 12194 
Research Trian!!l' Park l\ '27709-2194 

(b)(e) 

RTI may change flC individual designated as a poe upon notice to S&T of such change. 

The DES poes arc as follows: 

" Tedmiciil Representative 
Richard Lcgault, PhD. 
U.S. Department of Eo mel and Security 
Science and Technology Directorate 
\Vashington, DC 20528 

o ;-'inam:ial Analyst 
\1ichacl Kim 
Contractor in the Support of 
Office of the Chief Financial Officer 
D!lS Science and TechnoJo!.!v Directorate rb
)(6) I 

S&T may change the individuals designated as a roc upon noticc to RTf of slIch ch~mgc. 

5 
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Statement of Work for Institute for Homeland Security Solutions: 
Investigator Initiated Research 

U.S. Department of Homeland Security 
Science and Technology Directorate 

Human FacforslBehavioral Sciences Division 
Motivation & Intent Program 

PR RSHF-ll-OOOn 
Contract HSHQDC-08-C-OOIOO Modification P00014 

1. Bacl<ground 

The Human Factors/Behavioral Sciences Division (HFD) of the Science and Technology 

Directorate within the U.S. Depmtment of Homeland Security (DIIS) is executing a research and 

development program with the Institute for Homeland Security Solutions (IHSS) to rnvestigator Initiated 

research that is directly related to the DIIS mission. The work to date has focused on developing and 

applying a variety of methods to explore and understand UHS specific needs and knowledge gaps. The 

Trans}X)rtation Security Administration (TSA) 'seeks an extension of one of the efforls to directly inform 

their "Officer Performance Studies" program within the TSA Offiee of Security Operations. 

Desired Outcomes: 

The goal of this work is to enhance '{'SA OSO's existing Officer Performance Studies program in three 
areas. These areas will improve aviation security, improve the efficiency and effectiveness of TSA's 
officer performance studies, improve TSA's officer training programs, and improve TSA's standard 
operating procedure·s at airport che.ckpoints. The three areas are: 

• Comparing undergraduates' performance to officers' performance in order to determine the 
extent to which TSA can conduct studies using diverse human populations (currently, obtaining 
officers for studies is the primary limiting factor, in terms of time, cost, and availability, for 
conducting TSA performancc studies because the TSA workforcc is spread so thin over peak 
travel demands, AlT rollout, and other ongoing efforts in the field) 

• Enhance the visual and related cognition components of the selection, training. and assessment of 
g_1-'-rr~_~~taJ:!9J~~tllX~ employees (this task will provide additional visual and other cognition lab and 
study capabilities that do not currently exist within the TSA Officer Performance Studies toolkit) 

• Enhance the visual and related cognition components of the TSA standard operating procedul'e~ 
for security checkpoints (this task will provide additional visual and other cognition lab and study 
capabilities that do noi currently exist within TSA Officer Performance Studies toolkit) 

HSHQDC-OB-C-OO100 
Distribution is authorized to C".S. goveOlment agencies only. Contains information that may be exempt from public 
release under the Freedom of Information Act. Before this SOW is released to the public, approval is required by 

the Depmtment of Homeland Security Directorate of Science and Technology. 
epic.org 14-10-13-DHS-FOIA-20150402-Production 000178



II. Scope of Work 

1. Management and Dellverables 

Tasks 1~5 include each of the fo llowing steps. These steps will be conducted per the schedule shown 
below. 

• Manllge activities of research projects conducted wilh an undergraduate· subject population. 
Provide qU811erly progress reports and a dmn and tinal report that stlnlmSri2C project methods 
and findings. 

• Manage activities of research projects conducted with a TSA employee subject population. 
Provide qUftlterly progress reports and a draft and final report that summarize project methods 
and findings. 

• Compile and ana lyze data collected from undergraduate and TSA employee subject populations. 
• Prepare findings from undergraduate and TSA employee data sets for academic publication and 

conference presentalion. 

f)eliverahle.'i. Over (he course o rlhe project (he project manager will provide quat1erly progress reports, a 
draft final report, and a fina l report. Significant effect!> will also be prepared fo r academic publicatio n in 
relevant Journals and for submission to relcvant academic conferences. 

Schedule. 

,. 

Z. Undergraduate alld Officer Assessments (Task \) 

The following assessme nts will be admioistered to undergraduate and TSO populations once tbe 
assessments have been cleared by OSO Offiee ofChjefCoullsel, HumIDI Capital, IDld any other 
departments that assess viability o f usscssment U!>C on TSA oftlcers. Resull<i w ill he documented in 
a Task IA Repott th at links the assessment results, through interaction with the TSA project team, 
to relevant OSO sludy. training, SOP, and other requirements and plans in o rder to ensure results 
are acted upon as ilppropriate. 
Autisll).Spectruql Q\JQ~ i ent fAG). Autism is a complex disorder with a spectrum of severity and 
symptoms. High-functioning individuals can live normal lives and many of undergraduate 
pruticipants will reveal high levels of symptoms, nle AQ (Baron-Cohen ct Il l. , 2001) offers 5 ,~uh­
scales and {he most interesting is the Attention Switching and Attention ·1'0 Detail . 
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Barratt Impulsivity Scale (HIS-11). The HIS-l! (Patton, Stanford, & Barratt, 1995) is a 30-item 
questionnaire that assesses three subscales of impulsiveness: attention, motor, and non-planning. It 
is the most used assessment of impulsivity and has informed several research fields. Thi:J has been 
previously found to significantly predict visual search perlormance. 
Jasper/Goldberg Adult ADD Questionnaire. ADD & ADHD arc multifaceted conditions with 
symptoill:J of impulsivity, hyperactivity, and inattention. This self-report questionnaire.designed for 
adults (Jasper & Goldberg, 1993) uses 24 questions to determine a respondent's risk of having adult 
ADDor ADHD. 
Maximization Scale. This scale (Schwartz, Ward, Lyubomirsky, Monterosso, White, Lehman, 
2002) measures differences between subjects in their desire to maximize what they have versus be 
content with what they have. 
~EQ Personality Invcntory (NEO-PT-Rt The NEO is a standard personality assessment that 
mcasures the "big five" traits (Neuroticism, Extraversion, Openness, Agreeableness, & 
Conscientiousness), with 6 subscales of e·ach trait (Costa & McCrae, 1992). It lias been u~ed 
extensively for research purposes as well as for vocational assessment and assignmcnt. 
Video game playing questionnaire. Extcnsive action vidco game playing has been linked to long­
term perceptual malleability (e.g., Castel, Pratt, & Dt'Ummond, 2005; Green & Bavelier, 2003). For 
example, action video game players have better visual acuity (Green & Bavelier, 2007), enhanced 
contrast sensitivity (Li, Polat, Makol1s, & Davelier, 2009), and better multisensory temporal 
processing (Donohue, Woldorff, & Mitroff, 2010). Non-players trained on video games reveal 
benefits, suggesting that the abilitie~ arises from expericncc and not tl"om pre-existing predilections 
(e.g., Green & Bavelicr, 2003; but sec Boot, Kramer, Simons, Fabiani, & Gratton, 2008). The 
constructed questionnaire assesses experiences with a variety of video game genres. 

3. Effect of Physically Removing Fonnd Targets (Task 2) 

Standard operating procedures for TSOs are that once a banned object is found (e.g., a waler boUle 
or pocket knife), it is to be removed and lhen the bag re-scanned. The officcr is asked to inhibit the 
previous targd location and search as if it were a ncw bag. However, a recent psychological study 
has suggested that a found target can act as an additional distraction and slow the search process for 
any additional targets (Korner & Gilchrist, 2008). The primary goal here is to assess whether a 
found target reduces the accuracy of finding a second target by acting as a source of distraction. 
Based upon fixation data from radiographic searches, it has been suggested that radiologists might 
be less likely to succumb to multiple-target search cn'ors if found targets were to be removed from 
the display (Rerbaum et aI., 1994), but this has not been experimentally tested. 

Methods. This experiment is based upon prior Satisfaction of Search research (Cain, Dunsmoor, 
LaBar, & Mitroff, under review, Clark, Fleck, & :Mitroff, in preparation; Ficek, Samci, & Mitroff, 
2010), and Figure 1 is a typical display. Each item will be comprised oftwo perpendicular lines 
slightly offset from each other. The target items are rotated 'T' shapes where the two lines are 
perfcctly aligned. Thc distractor itcms arc rotatcd "pscudo-J:' shapes where the cl"Ossbar is slid at 
variable di::;tance,~ away from the center. 'T's and 'L's are useful stimuli since they are easily 
controlled and have been used in vision research for decades, making them an accepted standard 
that provides a reasonable proxy for other stimuli. The background will be a rendered grayscale 
"cloud" (brightness range=10%-50% black) that differs on each trial. The background increases 
overall difficulty and models background noise commonly present in radiological searches. 
Distractor 'J,'s arc presented at varying shade~ of gmy (range=28%-66% black), and target Ts are 
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presented at one or both of two visibil ity levels: high salience (range=66%- 70% black) or low 
salience (range=28o/0-40% black). High-salience 'T's will be relatively easy to detect, and low­
salience 'T's will be more difficult to detect. Each stimulus is placed with a slight spatial jitter 
within randomly selected cells of an invisible 8x7 grid subtending 25.4°x1 9. 1 0 at an approximate 
distance of 60 Clll. 

Each trial wi ll begin with a central cross for 0.5 seconds, and men the search array will appear. 
Participants will be intormed that there w ill be 0, I, or 2 larget 'T's on each trial. Participants wi ll 
usc the mouse to click on each detected target item(s) and then click a blutl bullon atthc boUom of 
the screen labeled 'DONE' to complete the trial. In contrast to earlit:r, comparablc work (Fleck et 
aI., 20 I 0), here an item will be removed on(;e the, participant makes a mnu!>c click on it. Any item 
clicked (even if it is not an actual target) will disappear; participants will be informed that accuracy 
is the primary goal and that they are to keep fal se alarms (incorrect clicks) to a minimum. 
Responses madc prior to a timeout will be rooorded and analyzed, even if the 'DONE' button is not 
clicked. l 'ria ls are class ified as one of four types on the basis of the number and the salience of the 
target ' T's: resulting in trial types of: no IOrgel , single hiJ{h salience. single low ~l'Oliellce, or dual 
largel (both a high-salience target and a low-salie nce ta rget prcscnt). There will he 250 total (rials 
(randomly presented in blocks or 50): 50 no larget, 120 single high salience, 40 single low salience, 
and 40 dua l target. This create.~ a hi a.<;ed expectation with high salience targets more frequent thatl 
low salience target!> and single target trials more frequent than dual target tria ls, Thi s arrangement 
create!> the most conducive situation for Satisfaction of Search (Fleck et aI. , 20 10, Experimcnt 3). 
The experiment will begin with one block of25 practice trials. During practice, immediate 
feedback will be prov ided on any fal se positive identification or missed targets. 

The main focus is accuracy defined by mi!>!> rate (fnlse alarms are too infrequent for mean ingful 
analyses). Response times will be analyzed, but have not previously been found to be infonnati ve. 
The projec[ team will calculate each participant's accuracy for: (1) high- salience large ts on single­
target trials, (2) high-salience targets on dual-target triuls, (3) low~saJ ienec targets on single-target 
trials, and (4) low-salience targels on dual-target trials given that th~ high-sa lience target was 
detected. Of must inlerest is the Sati~!action of Search effect (Figure 2): the diflerenee in accuracy 
for low-salience targcls when they arc th e only target (low-salience single mrgets) versus accuracy 
for low-salience tmgcts in a dual-target trial, given the high-salience target was detected. 
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r:igure 2. Sample data. Key COlnllari~on i, t!ll; t two b8r~. 

Predictions & tmplications. Prior studies prcdict that physically removing a target will produce fewer 
Satisfaction of Search errors - when pa11icipants no longer have vi sual access to a found target, they will 
morc accmately detect a second target. This manipulation of removing a found target was sugge::;ted 
before (Herbaum et al. , 1994) but has yet to be tested. TSOs curn;ntly implement a variant of this 
manipulation, but it is not known if it is helpful or if it is bcing implemented optimally, If such an easy 
manipulation can improve multiple-targct scarch accuracy, thi s will have broad implications that can 
immcdialcly improve several important real-world searches. Advances in technology (Le., radiologists 
now do most searches through digital forms that could be electronica lly modified) make this manipulation 
a viable means for improving accuracy. Likewise. this experimem will combine with prior work that 
focused on search speed (KOrner & Gilchrist, 2008) to delineaLed how found targets influence furore 
search procedures. 

4. t:ffect on Search Accuracy of Having Adjacent Bags Visible (Task 3) 

A TSO X-ray operator is faced with many challenges and it is important to explore ways to reduce 
their t a.~k diftlculty. A well-known phenomenon in the cognitive psychology literature is that of 
'visual flankers' · · having distracting information visible aro und a search anay can intcrfere with 
the primary task (e.g., Eriksen & Eriksen, 1974). From observing the RDC checkpoint operations, 
visual flankers appear to be a possible issue for the TSOs. Without a front-loader spacing the bags 
far apart, the X-ray operator is typically presel1ted with a continuous stream of images. Even when 
there ~re breaks between bags, two to foul' unique bags are simultaneously present on the screen. 
Are TSOs affected by still being able to see the bags they just searched, or by being able to sec the 
bags they are about to search? Wuuld accuracy increasc if they werc only able to see a single bag at 
a time? 

Methods. ' rhis experiment will use the identical methods as described for Option #1 above, except 
for two changes: ( 1) items will not be removed after they are clicked on; (2) the project. tcam will 
manipulate visual distraction. Rather than having a single search an·ay present for each discrete 
trial. the project team will presenltcial-by-trial searches in a "conveyor belt" manner. At any given 
moment within the experiment then: wil l be one primary search array centrally presented, but the 
pl"evioll$ and ~ubscqllcnt tr ials will also be visible (see Figure 3). 
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Figure 3. Sample Option #2 display. 

Predictions & implications. Prim studies predict thatthe physical presence of the previous and 
subsequent trials will increase errors as well as both single~target errors and Satisfaction of Search errors 
will increase. If this is found, the proje·ct team can vary parameters (e.g., the spacing between images) to 
determine the optimal conditions. This experiment can have broad implications for how TSOs operatc and 
could offer a simple solution -IUlve a front-loader space out the bags. 

5. Effect on Searclt Accuracy of Time Pressure via a Visible Clock (Task 4) 

Advances in checkpoint technology offer a variety of changes in how images are presented to TSOs 
and ofter a wealth of options for what to include and not to include. RLJLl's newest X-ray systems 
that simultaneously offer hvo images of each bag also introduce the presence of a timer. An 
operator can see how they are spending on a given bag and how long they have been on their shift. 
Does such information help or hinder their performance? What is the impact of eonlinuous 
available feedback on timing? If it is helpful, should it be emphasized more'llf it is harmful, should 
it be removed? These are all questions that can be answered with simplified and controlled 
experiments. 

Methods. This experiment will use the identical methods as described for Option #1 above, except 
for two changes: (I) items will not be removed after they are clicked on; (2) the project team will 
manipulate visual information about task timing. Therc arc many ways to implement this rcscarch 
question so thc project team will start with a few and then adjust as the data accumulate. The first 
test will be to add a visible clock to the upper right corner of the display. It will remain visible for 
the entire experiment. Additional tests will include a trial-by-trial timer, summary information after 
each trial (e.g., total accumulated time, average time pel" trial, fastest time, slowest time), sllmmary 
information compared to peers after each trial, and a visible timer that count.s down until a break 
betwcen blocks of trials. 

Predictions & implications. In general time pressure seems to produce higher error rates (e.g., Fleck 
et al., 2010), but benefits of motivation and feedback (Clark, Adcock, & Mitroff, in preparation). 
As sllch, the project team predicts that there will be an optimal combination of types of information 
to present to TSOs to help their performance. This information is easy to test, and easy to 
implement at the checkpoint. 
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6, Influence of Strategic Instructions of Multiple-target Search Accuracy (Task 5) 

fn this experiment the project team examines whether metacognitive awareness of aspects ofthc 
search process can counteract Satisfactiun of Search errors. The project team predicts that explicitly 
drawing p<lrticipants' attention to the relative proportion of high-salience and low-salience targets 
might lead to a strategic avoidance of the Satisfaction of Search effect. This question is guided by 
prior findings in radiology; it has been recommended that radiologists use "checklists" as an 
external aid to offer protection against Satisfaction of Search errors during a radiographic search 
(Kinard, Orrison, & Brogdon, 1986; Samuel d al., 1995). While some evidence suggests that this 
may actually increase the likelihood of Satisfaction of Search (c. g., Bcrbaum ct ai., 2006), other 
work has shown that incorporating knowledge about thc clinical history of a particular case can 
offsct the errors (Berbaum et al., 2010). Here the project team explores this issue of external 
guidance hy offering participants information about the task they are about to perform. 

Methods. This experiment u~es the same basic dcsign as Option #3 except that no timing 
information will bc madc available to the participants. The design is the exact stimuli and methods 
as Experiment 3 afFleck, Samei, & Mitroff, 2010, with the addition that participants will be 
verbally informed about the nature of Satisfaction of Search immediately prior to their search. A 
variety of explicit instructions will be piloted to establish the optimal information to prcsent to 
participants. 

Preliminary Data. In prior studies, teams have run 10 participants on a similar version of this 
experiment (pmticipants had a 30-second time limit rather than 15 seconds). The verbal instructions 
eliminated any evidence of the Satisfaction of Search effect (Pigure 4). These data suggest that 
instructions improve accuracy for detection a second target in a di5play: no effect of Satisfaction of 
Search is observed whereas these same parameters, without instructions, previously showed 
Satisfaction of Search (Fleck ct al., 2010, Experiment 5), 
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i ::::: :1' 
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~ 0.00 I 

Experiment 5 Preliminary Data 

37.25 

5.74 
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37.96 
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Figure 4. Opliun #4 Pilul Dm!! 

Predictions & implications. [-{ere the project team will offer participants a form of a "checklist" by 
providing (1) information about the frequency oftargds, and (2) a suggested strategy for the order ill 
which to find them. This will be done to examine whether metacognitivc knowledgc, a factor known to 
influence accuracy in radiology (Rerbaum et aI., 2006; 2010; Kinard et aL, 1986; Samuel et aI., 1995), 
might intluence Satisfaction of Search errors in the paradigm. The current experiment wi!! provide a 
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stronger test than the preliminary data since it employs a IS-second time, which produces a more robust 
Satisfaction of Search effect. It is exciting that simple instructions may potcntially affect performance, 
suggesting that strategies can help alleviate Satisfaction of Search. If the project team replicates the 
preliminary data with this more stringent version, this will provide clear evidence that Satisfaction of 
Search is not cntircly a visual phenomenon and that it can be influenced by "top-down" knowledge. This 
will inform visual search theories and provide a simple template for increasing TSO search accuracy. 

III. Staffing 

IHSS, a consortium ofresearch and policy institutions dedicated to improving homeland security 
through applied research, is uniquely suited to the development ofVlMS. IHSS was designed to 
leverage the rcscarch capacitv in the Research Trian le re ion in central North arolin 
including RTI International, b)(6) 

.\tlany of the research partneh-=-.n=OJ"CITg1!ll"1l:m"1:UmrrJUl""""'''''''''''''J"""S'C!)JJlUTrrr.,-,rpp""a-1 
research needs of many elements of the federal govcrmncnt. The IRSS team contributes a 
combination of high-capacity research capabilities, rigorous management processes, and 
industry-leading scicntists. 

IV. Other Details 

I. Period of Performance. Thc contract period ofpel'iormance is from 7 July 2008 through 30 
November 2012. 

2. Travel. Domestic travel may be required in the performance ufthe duties listed herein. 

3. DHS-Furnished Information. DHS may provide certain DHS information, materials, and 
forms lmique to DHS to the performer to support certain tasks under this SOW. The DI-IS 
S&T Technical Representative identified in this SOW will be the point of contact (POC) for 
identification of any required infonnation to be supplied by DRS. The perfonner will 
prepare any documentation according to the guidelines provided by DI-IS. 

4. DHS-Furnished Facilities, Supplies, and Services. No work at DIlS-provided facilities is 
anticipated tor the services being performed under this SOW. 

5. Place ofPerformancc. OSO leadership has approved the use of Raleigh-Durham (~ 
Airport for any tieldwork required under this SOW. Work will also be conducted atU 

Fb)(S) I 
6. DHS-Furnished Property. DHS property will not be provided to the performer. 

7. Deliverables. The performer will provide all deliverables idcntificd in this SOW directly to 
the DRS S&T Tccllllical Representative. 
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8. Funding Requirements . DRS will provide funding to the performer in accordance with 
DHS's appropriations and available funds. 

9. Program Status Report. The perfonner will deliver a quarterly program status report to (he 
DHS S&T Technical Repre~entative to include short summary of project-relevant progress, 
challenges, and accompl ishments. 

10. Security Requirements. AH work. performed under this SOW is lmc1assi fied. 

V. Points of Contact 

The performer poes arc as follows: 

RTI Technica.l Point of Contact 

I'~:I I 
1 Internahonal 

3040 Cornwallis Rd. 
P.O.flox 12194 
Rosoarch Triangle Park NC 27709-2194 
(bl('1 

RTf ~!!!!h:l:.f!!!l!jt of Contact 

1l'f'!'ic:ec;nmieaiih Contracts 
RT! International 
3040 Cornwallis Rd. 
P.O. [lox 12194 
Research Triangle Park, KC 
27709-2 194 

RTJ mny change the poe information upon notice to DITS S&T of.su1,;h l.ihange. 

The DHS poes arc £IS follows : 

OIlS Teclmical Repre5enlalive 
Richard L. Legault, Ph.D. 
Program Manager 
Human FactorsiBchavioral Sciences Division 
Science and Technology Directorate 

HSHQDC-OB-C-00100 
9 

Disn·ibution is .mthorized to u.s. govemment agencies only. Contains infotmationlhal may be exempt from public 
release under the Jireedom of [nformation Act. Before this SOW is relensed 10 the public, approval is required by 

the Department ofIIomeland Security Directorate of Science and Tecbnology. 
epic.org 14-10-13-DHS-FOIA-20150402-Production 000186



Department of Homeland Security rb
)(6) I -

Financial Analyst 
Michael Kim 
Contractor in support of the 
Department of Homeland Security 
Science and Technology Directorate 
Washington, DC 20528 

Fb)(6) I 

DHS S&T may change the POC information upon notice to the· periormer of such change. 
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Threat Analysis Systems Requirements 

Statement of Work 

July 5,2012 

1.0 Introduction 

The Human Factors/Behavioral Sciences Division (HFD) of the U.S. Department of Homeland Security's 

(DHS's) Science and Technology Directorate (S&T) engaged the institute for Homeland Security Solutions 

to develop a user-centric analysis tool that applies state-of-the-science data, theory, and models to 

counterterrorism intelligence analysis. This analytical tool and the supporting knowledge products are 

also well suited to analyze operational crime data including geospatial analysis, statistical analysis, and 

analysis of groups, individuals, targets, and events to provide standardized, evidence-based assessment 

of threats and countermeasures. 

The purpose of the Threat Analysis Systems Requirements (TASR) project is to leverage the intellectual 

and technical foundations of the previous HFD efforts to cost-effectively develop an analytic system that 

meets the specific analytical needs of the Federal Protective Service (FPS). TASR will proceed in multiple 

phases. This first phase will be an assessment of the current threat analysis processes being conducted 

at FPS, and will include a job task analysis, a review of existing documentation, data sources, and 

analytic tools in use at FPS, and a review of the FPS system and security requirements for analytic tools. 

Future phases are not part of the current effort but may draw on the knowledge products generated 

through this statement of work. 

The specific tasks that are involved in the TASR project are provided in the following sections. 

2.0 Project Management 

The TASR project m<lnager (PM) and associate project manager will provide oversight, coordination, and 

quality control for all operations associated with the work described herein. Each will bear primary 

responsibility for routine and ad hoc updates to the DHS contracting officer's technical representative 

(COTR), including but not limited to the overall direction of the TASR project. Specific subtasks 

comprising project management are provided in the following subsections. 

2.1 Requirements Gathering 

It is essential for the TASR project team to gain a thorough understanding of current and past efforts to 

collect and analyze intelligence to assess the state of the threat analysis processes and methods used at 

FPS. The TASR project team will meet with appropriate FPS staff to identify documents, analytic tools, 

topical experts, and any other relevant information that will assist this process. The TASR team will 

submit a written request for the information to the FPS point of contact and will coordinate the 

appropriate receipt and management of the information, 
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2.2 Communication Plan and Reporting 

2.2.1 Kickoff Meeting 

In coordination with DHS, the TASR project team will coordinate and participate in a formal kickoff 

meeting. The meeting will occur within the first 2 weeks of finalizing the statement of work (SOW) and 

will include the TASR project team, DHS, and appropriate representatives from FPS. The TASR project 

team will handle all logistical arrangements, including hosting the meeting at the RTI International 

Washington, DC, office, announcing meeting details, setting the meeting agenda, and distributing all 

meeting materials in advance. 

2.2.2 Meeting Schedule 

The TASR project team will coordinate and participate in (at least) biweekly status report 

teleconferences with DHS throughout the schedule for completing the statement Of work. The TASR 

project team will provide an agenda prior to and minutes following each of these meetings. Additionally, 

and at DHS's request and approval, the TASR project team will participate in quarterly in-person status 

meetings during the same period. 

2.3 Budgeting 

The TASR project team will develop a subtasl< budget within the first 30 days of finalizing the SOW that 

allows for identification and tracking of planned and actual expenses for each of the following TASR 

activities: 

• Management 

• Job Task Analysis 

• Secondary Data Gathering and Management 

• Systems and Security Review 

Fiscal management activities will include, but not be limited to, within-project team communications 

about planned and available expenses, projection of planned expenditures (both labor and other direct 

costs), review of monthly actual expenses, and generation of updated monthly forecasts (applicable to 

the remaining period of performance and associated activities). 

2.4 Program Management Plan (PMP) 

The TASR project team will develop a PMP within the first 30 days of finalizing the SOW. The PMP will be 

developed by the TASR project manager and will be updated regularly and serve as a guide to the work 

being completed, the management practices in effect for this contract, and the overall schedule. The PM 

will use the PMP to monitor the quality of the tasks being completed and RTl's adherence to the 

schedule. In addition, changes in scope or schedule, agreed upon by both RTI and the DHS COTR, can be 

enacted via updates to the PMP without the need for a separate contract modification. 
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2.5 Subcontract Management 

As appropriate and indicated by the PMP, the TASR team will contract with subject matter experts and 

other consultants to support the needs of the project. This may include experts on structural 

vulnerability, evidence-based risk reduction, risk assessment data and modeling, and other topics, 

2.6 Document and Materials Review 

The TASR project team will determine which data are needed from FPS to inform the job task analysis 

and systems tasks, Starting concurrent with finalizing the SOW, the TASR team will develop a list of 

needed reports, examples of data used by FPS, prior system descriptions and requirements, and other 

qualitative inputs, This list of needed data will be submitted to the COTR, who will in turn coordinate 

with FPS, Upon receipt of these requested items, the TASR project team will undertake a systematic 

review of each item, ensuring that observations, questions, and needed notations are tracked (for 

resolution or reference during the period of performance and completion of activities within the SOW}, 

To keep costs low, data gathering by the vendor will use existing program data to the extent feasible, 

2.7 Milestones and Dellverables 

The TASR project team will develop a project schedule, which will include both a work breakdown 

structure and specific milestones associated with the SOW and TASR period of performance. This 

schedule will be maintained and, as needed, edited in coordination with the aforementioned PMP, 

The formal deliverables for the TASR project include: 

• Kickoff Meeting (within the first 2 weeks of finalizing the SOW) 

• Project Management Plan (within the first 30 days of finalizing the SOW) 

• Strategic Job Task Analysis Report 

• Report on current analytics capability and data usage at FPS 

• Report 011 current IT & IT Security Requirements for analytic systems at FPS 

• Report on the viability of other datu sources that are not currently used for Threat Analysis, but 
may be useful to FPS 

• Report on current state of evidence base for employed countermeasures in the prevention of 
crime/terrorism 

The specific content for these deliverables will be resolved through the PMP in consultation with the 

COTR. 

3.0 Job Tasl( Analysis 

To support the risk assessment activities of the Threat Management Division (TMD), particularly as it 

pertains to the job of the Regional Intelligence Analyst (RIA) it will be critical to gain a thorough 

understanding of what the RIA does to generate threat assessments, and how that information is used 
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by facilities and facility inspectors to safeguard federal facilities and federal employees. Because it 

appears that the RIA job is also evolving to meet the needs of FPS, it will be important to understand 

how that job might look in future years. To examine both the current state and strategic direction of the 

RIA job, the TASR team will conduct a detailed job task analysis (JTA) of the RIA job, gathering 

information from RIAs in all 11 regions, facility inspectors in those regions, and decision-makers within 

the FPS TMD and external consumers of TMD and risk assessments. The results of these activities will 

not only more clearly define the job of the RIA, but also support software and analytic design and 

specification components of the project. 

3.1 Stakeholder Identification and Recruitment 

An important first step in the strategic JTA task is identification of the key stakeholders, primarily within 

the FPS TMD, but external to the division where deemed necessary. Determination of key stakeholders 

will evolve from preliminary discussions with TMD management. Discussions will focus on selecting 

individuals who possess in·depth knowledge of current or desired job activities of RIAs, users of the 

products generated by these RIAs, and FPS decision makers with a broader organizational perspective 

on current and expected RIA job requirements. Once these individuals have been identified, the TASR 

project team will work with the DHS S& T and FPS points of contact to solicit stakeholder involvement. 

3.2 Interview Process 

Five primary activities define this component of the JTA: (a) review of relevant documents, (b) informal 

discussions with TMD planners/decisionmakers, (c) interviews with RIAs, (d) interviews with users of the 

intelligence provided by RIAs, and (el interviews with TMD planners/decisionmakers. First, .it will be 

important to become as familiar as possible with the RIAs' job, the general activities they engage in, the 

equipment/tools they use, the data sources they rely on, the consumers of the intelligence they 

produce, and the people they interact with to get their job done. Consequently, the TASR JTA team will 

work with other project team members to request and examine materials that describe the RIA job in 

greater detail (e.g., job descriptions, previous job analyses, performance management documents). 

Prior to the more formal interviews noted above, we also propose to hold a meeting with TMD 

management (and other FPS decisionmakers as required) to discuss in greater detail the current 

operation of the division, how the RIA position supports the vision and objectives of the Division, and 

how the position might evolve In the future. This meeting will be designed to provide the necessary 

context for the interviews that will follow. It is anticipated that the TASR team will hold one 2-hour 

meeting with these decisionmakers. 

RIAs from each of the 11 regions will be interviewed during this subtask. Because of the small number of 

RIAS and the expected regional differences, it will be important to gather data from all RIAs. The primary 

focus of the interview will be Identifying the major activities of the job, tools/equipment used, and the 

consumers of their products. In general, it will be important to learn about the input, throughput, and 

output aspects of their job. During these interviews, it will also be important to obtain RIA perspectives 

on current and future job structure and functioning. In addition, depending on how the job is structured 

and the time constraints involved, it might be useful to spend time observing several of the RIAs 
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performing some of their job functions. It is anticipated that the TASR team will conduct 11 gO-minute 

interviews with these RIAs. 

During trips to each of the 11 regions to interview the RIAs, we will also meet with and interview 

experienced facility inspection officers, who rely on information provided by the RIA when conducting 

their facility assessment. A small number of these individuills co-located in the Silme geographic area as 

the RIAs will be interviewed, with the focus of the interview being their interactions with the RIAs, the 

information obtained, its usefulness, and general perspectives about the RIA job (present and future). If 

it can also be coordinated within the timing constraints of the study, it would be informative to 

accompany several inspectors when they visit facilities to conduct their assessment. It is anticipated that 

the TA5R team will conduct 20 l-hour interviews with these individuals. 

Once data have been collected from RIAs and facility inspectors, it will be important to interview TMD 

and FPS plannersjdecisionmakers about the RIA job, and gain their perspective about present and future 

job requirements. To design a software support system that meets the needs of the current and future 

job as much as is feasible, it will be crucial to understand the strategic vision for the position. It is 

anticipated that the TASR team will conduct three to five i-hour interviews for this subtask. 

3.3 Analysis and Reporting 

Based on the data collected from relevant documents, TMDjFPS decisionmakers, each of the 11 RIAs, 

and facility inspectors, the TASR team will compile the data, conduct a content/thematic analysis, and 

develop a profile of the job of the RIA, both current and forward-looking. The profile will depict the 

mBjor job activities; the tools, equipment, data, and people RIAs work with; an~ reflect the processes 

and procedures engaged in as part of the job. A final report will be provided that describes all of the 

steps in the JTA. 

4.0 Secondary Data Gathering and Management 

4.1 Identification of Data Sources 

One of the key steps will be for the TASR project team to obtain a comprehensive understanding of the 

full range of data sources used by FPS to conduct threat assessments. Data sources may include crime 

data submitted to FPS by state and local law enforcement agencies; data from regional, state, and local 

Fusion Centers; data collected by FPS staff either at the regional or national level; and data from other 

existing sources. As part of this task, the TASR project team will meet with appropriate FPS staff to 

identify all relevant data sources and to discuss in detail what these data contain (e.g., are crime data 

collected at the incident-level or collected in aggregate form). As part of these discussIons, we will also 

determine the processes used for collecting and compiling data, the frequency of collection, and the 

coverage of the data sources (I.e., which sources are specific to certain jurisdictions versus which data 

sources are collected across multiple jurisdictions). We will also talk to FPS staff about issues concerning 

data quality, differences in data formats and compatibility, and perceptions on the utility of specific data 

sources for the threat assessment process. 
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4.2 Team Review and Notation 

Following the data sources Identification stage, t he TASR project team will review the information 

co llected and identify any gaps. If necessary, the TASR project team will attempt to follow up with FPS 

sta ff to address any missing or inconsistent information. Next, the TASR team wi ll develop and submit a 

written report which describes all key data sources used by FPS for threat assessments, the 

characterist ics of these data sources (i.e., content, coverage, timeliness, scope), and recommendations 

for their integration and use into the proposed threat assessment tool. As part of this process, we will 

also identify other data sources that are not being used by FPS. Our written report will include 

recommendations as to which of these add itional data sources could be integrated into the th reat 

assessment tool and the level of effort associated with co llecting and compiling these other data 

sou rces. 

4.3 Identification/Recommendation of Additional Data Sources 

The TASR project team will work to identify and recommend other potent ial data sources that are not 

being used by FPS but that we recommend should be considered for the FPS th reat ana lysis processes. A 

summary of these findings will be included in our written report which destribes all key data sources 

used by FPS for threat assessments, the characteristics of these data sources (l.e., content, coverage, 

t imeliness, scope), and a listing of alternative data sources that could be considered by FPS. The report 

will also provide recommendations on how both the exist ing FPS data sources as well as the ident ified 

alternative data sources cou ld be accessed from thei r source included and Integrated in a subsequent 

threat assessment too l. 

5.0 Scope of Work 

FPS Counterm easures Report 

6.0 Period of Performance 

The period of performtlnce associated with this SOW is from the award date to July 6, 2013. 

7,0 Systems and Security Review 

RTI will work with the appropriate FPS staff and stakeholders to determine the FPS IT systems and 

security reqUirements and guidelines that must be followed in developing the TASR·too l. We wil l work 

closely with FPS to ensure that TASR is a va luable, easy- to-use tool. 

Most federal agencies have documentation that describes the requirements for developing IT systems 

to be install ed on the ir computer servers and networks. RTI has developed many applications for several 
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federal agencies in accordance with their IT systems requirements. Generally, these requirements 

ensure that the delivered system will operate effectively on the platforms used by the federal agency 

and that the appropriate documentation is provided for installing, maintaining, and perhaps modifying 

the application. The requirements may also specify how the application is to be structured, developed, 

or tested. RTI will request the appropriate IT system requirements documents from FPS. 

RTI will engage all appropriate stakeholders in developing requirements to ensure that our 

understanding of system requirements is comprehensive. 

8.0 Points of Contact (POCs) 

Contractor poes: 

Technical POC: 

RTllnternational 
3040 Cornwallis Rd. 
P.O. Box 12194 

" " 

Research Triangle Park, NC 27709-2194 

rb
)(6) I 

Administrative POC: 

l(b)(6) 

Office of Research Contracts 
RTllnternational 
3040 Cornwallis Rd. 
P.O. Box 12194 
Research Triangle Park, NC 27709-2194 

rb
)(6) I 

The Contractor may change the individual designated as a POC upon notice to DHS-S& T of such change. 

The DHS poes are as follows: 

Technical Representatives: 

Dr. Richard Legault, COTR 
U. S. Department of Homeland Security 
Science and Technology Directorate rb)(6) 
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And 

Ms. Jennifer Foley, Contract Support 

Department of Homeland Security 

Science and Technology Directorate 

Financial Representatives: 

Mr. Duane Schatz, Contracting Officer 
Department of Homeland Security 
Science and Technolopv Directorate 

(b)(6) 

And 

Mr. John Meehan, Financial Analyst 
Department of Homeland Security 

Science and Technology Directorate rb
)(6) I 

DHS S&T may change the individual designated as a poe upon notice to the Contractor of such change. 
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