SOW Task 2.0 until/2. 2. Program Evaluation for DHS Biometric Exit Pilots
(Base Period-- Task 2)

The future of U.S. immigration policy has been an issue of long discussion by officials in several
Administrations. in the media. on Capitol Hill. and among the general public. Much of this discussion
has focused on "overstays." i.c. individuals who enter the United States lawfully, but who stay longer
than their authorized period of admission. One of the most common reasons for denial of a U.S. visa
is that the visa applicant [ails o convince the U.S. consular officer that he or she will adhere to the
admission periad.

Establishing an effective Validated bxit program would allow DIIS to meet its mission goals to
protect the American public and enforce immigration laws. DHS currently [aces a difficult decision
for a Validated bxit system. EXit data collection is necessary to ensure that the Department knows
who has not left on time. but there are varying opinions on how to best collect and track this
information. Statutory mandates require DHS to implement a biomerric exit program. however. it is
unclear if previously conducted pilots and studies have answered questions nceessary to formulate a
long-term path forward regarding biometric exit and subsequently Validated Exit.

The objective of this effort is to work with DHS and contractor staff to aggregate all previous DHS
cvaluations of operational concepts for biometric exit. analvze available requirements. lead a
methodological review to assess the validity of previous studies. and lead the design of

research and pilot activities for candidate technologies to answer research questions necessary to
inform a formulate a long-term path forward regarding biometric exit and subsequently Validated
Fxit. The initial target customer is senior DHS leadership.

SOW Task 3.0 until3.3: Mobile Biometrics Project
{Option Period [-- Task 3 -- 12 Months)

The Homeland Seccurity Act 0f2002 (Public Law 107-296) states that DIIS S&'T" will "support basic
and applied homeland security research to promote revolutionary changes in technologies: advance
the development, testing and evaluation. and deployment of ¢ritical homeland security technologies;
and accelerate the prototyping and deployment of technologics that would address homeland security
vulncrabilities,” Pursuant to this mission. the Resilient Systems Division (RSD) of the Department of
Homeland Security (DHS) Science and Technology Directorate recognizes the need for commercially
availablc hand-heild biometric acquisition devices that can cttectively collect data samples from
subjects under a variety of conditions. The DIIS is responsible for the biometric identification of
persons to achieve the statutory and regulatory missions of the components. To accomplish these
tasks. DIIS components require the ability to positively identify/sereen individuals in a secure.
cfficient. accurate. and timely manner. This ability encompasscs the collection. storage. transmission.
and receipt of biometric and biographic data to support the component missions. The capability must
be portable and operable in a wide variety of arcas regardless of existing infrastructure (i.e. offshore.
foreign and remote locations. ports of entry. detention centers... cte) and conditions (i.e. day/night.
arid’/humid climates, hot/cold temperature extremes). The capability must also accommodate
operators with varying tevels of technical ability and subjects with varying levels of physical ability.

The output from these mobile acquisition devices must be usable for searches of large-scale biometric
databases (1 to many) and/or verification against a previously taken biometric sample (1 to 1). In order
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10 assure maximum interoperability and efficiency ol operation. DHS requires that the data output from
these acquisition devices conform to pre-established standards. This program focuses on the integration
of various biometric medules into a single hand-held device or system.  Modules may include but are
not limited to: a four linger slap module (or ingerprints. visible wavelength camera (with optional
lash/illuminator) for face acquisition. and a ncar-infrared, dual iris capture camera. Additional
biometric modules such as lor voice and other technologics, such as card readers. etc. may be included in
the final hand-held system. Multiple mobile devices currently are being piloted in the field among
various component agencies as well as police departments throughout the country. Several police
departments have conducted independent evaluation prior to this SOW and will provide additional input
into this evaluation process. The Vendor should be familiar with the U.S. National Institute of Standards
and Technology (NIST) Mobile ID Device Best Practices Recommendation, Sept 2008 report and should
design a plan for evaluating the implementation of this device in the field. The plan should deseribe how
the data capture methods, signal processing (image normalization, segmentation, feature extraction,
quality assessment, template ereation, output record formatting...), matching algorithms for cach
modahity, deciston lor match/no-mateh and the accuracy of displayed results function when the device is
operationally deployed and should assess how the device users employ the device and interpret the
information it provides to what effect. The design should provide (or the assessment of the strengths and
weaknesses of the device as operated m the lield and to the extent possible should determime the degree
to which the availability ol the new multimodal biometric tool improves on prior identification
technologies.

SOW Task 4.0 until 4.6: TSA Personnel Evaluation
(Option Period 2-- Task 4 -- 12 Months})

The goal ol this work is to enhance TSA OSO’s existing Officer Performance Studies project in three
arcas through cvaluation. These areas will improve aviation sccurity, improve the efficiency and
effectivencss of TSA's ollicer performance studies, improve TSA's oflicer training programs, and
improve TSA’s standard operating procedures at airport checkpoints. First, cxamine possible benelits of
remote sereening - having TSA X-ray operators perform searches away from the terminal (There arc
current conversations and debates with DHS and TSA about the cost and benefits of having TSA
Officers work remotely. This task will examine whether performance is better or worse when conducted
remotely). Second, enhance the assessment and training of specilic search strategies employed by
TSA Officers when conducting X-ray screening (This task will assess search strategies used by different
TSOs to see if some styles are more effective than others and will determine whether effective strategies
can be trained). Thirdly, determine the impact on threat detection performance of specific [ntel or
bricting inlormation provided by Superiors (This task will help determine on how best to inform TSA
Officers of newly discovered threats so as to improve overall performance).

SOU FTash 3.0 unnl 3.5: CERNE Standards for First Respoinders
(Opticnal Lusk 5 - 15 Monilisg

Ihe voal of 1his task is to develop a method 1o track the operational health of the irst responder
community on CBRNE standards, The operational health of fivst responders with regard 1o CBRNL
standirds includes (1) the understanding of current CBRNE stndurds in exastence, {23 the use and
practical application of CBRNI standards, (33 gaps in and the pracucal need Tor CBRNE standards, and
4 priovitzation of CBRNT: standards development, The svsteny should be based loosely on estahlishied.
survey-hased survedllinee svstems used Tor the ongoimg collection, mterpretation, and dissenvmation of
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public health data. Develepment of the syvstem should occur in two phases. In the tirst phase. the Veador
will conduct a fiterature review. engage the stakeholders. develop the questionnaire. develop the sample
frame ond conduct a pilot test of up o nine respondents. [n the second phase (wkich are possibie future
tasks). the first national wave of data collection. analvsis and dissemination will occur, Phase (1 will
provide bascline data for the svsten. In subsequent yvears ("waves™). the survey can be re-administered
for the tracking of trends related to CBRNE standards.

RTL in consultation with S&T. will clarify and focus the project rescarch guesttons. with necessar
special emphasis on the in-practice implications of the goals and objectives of the National Strategy for
CRBRNE Standards, RTEwill then review and stummarize availuble lierature and completed studies on
the current state of cach ef the six main goals of the National Strategy. Those goals are:

1. Lstablish an interagency group for CBRNL standards to promote the coordination of these
standards among Federal, state. local, and tribal communities,

2. Coordinate and facilitate the development of CBRNE equipment performance standards and
promote the use of standards for Federal state. local. and tribal communities.

Loy

Coordinate and facilitate the development and adoption of interoperability standards for CBRNL

equipment.

4. Promote enduring CBRNL standard operating procedures Tor Federal. State. local. and trikal use wo
improve National preparcdness and response.

5. Establish voluntary CBRNI: training and certification standards for the Federal. State, local. and
tribal communitics and promete policies that foster their adoption.

6. Establish a comprehensive CBRNE cquipment testing and evaluation ( T&E) infrastructure and

capability w support conformity assessiment standards.

RITwill include in the review print materials. official decuments. media reports and other sources. us
appropriate. S&T will assist with the identificatior and obtaining of documents, R will deliver a
document briefly summarizing the literature review to S&T.

IV. STAFFING

See Attachment 2- HSAR 3052.215-70 Key Personnel or Facilities (DEC 2003), which identilies Project
Manager and Chicf Technical Representative as Key Personnel.

V. DELIVERABLESIMILESTONE PAYMENT SCHEDULE

Deliverables {b)4)
OW Deliverable Description Due Date
Task — o
7 menths from
Broiccl Misagsinee A project management plan that will accomplish the program’s [ate of Award
1.0 fogec I,l:nd“e'] a objeetives as outlined by RS1 personnel. The linal version requires Base Peried
A approvul by the RSD Progriun Manager., Tusk 1
N 5 Submitted and paid
I D{f”h?{ !.)ulu Diraft of all duta collection instruments, Final version reguires approval 1710/2013
; gsenm by the RSD Program Manager. St
[nstruments
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Livaluation Frameswork

A path forward lor the progrum evaluation that is specifically wilored 4o

b)4)

Lok lor Rapid DNA Project l.hc [ SCIS "'f“gmm .:md [Cc,hmﬂfjg}' bt:[r‘jt—“"‘—"\,'i!l“fllud. Final version HA132013
requires approval by the RS0 Program Manager,
Summary of Data
1.3 Collection Activities A summary report of data collection activities and observations 8312013
A formal report that communicates the evaluation procedures and
Final Report for Rupid | findings to relevant audiences, The length ol the final report is
1.4 DINA Project anticipated to about 25 pages. including an exeentive sumnary of no 1273172012
mare than two pages but excluding appendices, if any. The final version
requires approval by the RETY Program Manager N
A summary of the previously conducted pilots as it siands. The Vendor ’D;Tsr:?;m
20 Baseline Assessment for | will work with RSD to aggregate all previous IDHS evaluations of
’ Biometric Exit Pilots operational concepts for biometric exit, and analyze available Base Period
requirements. Task 2
5 months from
Evaluation Framework | A methodological review to assess the validity of previous studies in Date of Award
21 for Biometric Exit answering research questions necessary 10 inform a DHS strategy for
Pilots biometric exit Base Period
Task 2
A formal report that communicates a long-term path forward for the 6 months from
program evaluation that is specifically tailored 1o inform senior DHS Date of Award
22 Final Report for leadership decisions. The length of the final repornt is anticipated to
’ Biometric Exit Pilots about 25 pages. including an executive summary of ne more than two Base Period
pages but excluding appendices, if any. The final version requires Tack 2
approval by the RSD Program Manager.
: 4 months trom
Bascline Assessment for . o G I R T = A ) exercising Option
3.0 Mobile Biometrics A summary of the program as it stands,  Final version requires approval Peciod
S by the RSD Program Manuger
Project T
Option Period Task 3
6 months from
P R A path forward {or the program evaluation that is specifically tatlored to exercising Option
£ r'\'d iy r.‘“m“_t.)r‘_ the program and technology being evaluated. Final version reguires Period
ur Mubile Biometrics :
approval by the RS Program Manager.
] Option Period Task 3
| 4 (o 5 months from
Monitoring and : exercismg Option
5.2 Evaluation of Mobile | Lmplementation and monitoring of the evaluation frameswork. Period
Biometrics Project
. ) Option Period Task 3
- A formal report that communicales the evaluation procedures and 12 months trom
. Fisial Repisit fit Mobile ﬁmliixllgs to relevant uudicnccs.l The I.cngth UI\.l.hC J.'mul report is cxcrc[.\;ing Option
Bl Biometrics Project anticipated to abot 25 pages. ]i].C]L]L.{lil“-_" n executive sumnxry vl nu Period
1 ; ¥ ,
L more than two pages, The final version requires approval by the RSD !
_ Progeam Manager., . Option Period Task 3
: i | month from exereisin
Project Management  © A project management plan that will accomplish the program’s objeetives | Option Period.
4.0 i © s outlined by RSD personnel. The final version requires approval by the |
Plan i RSD Program Manager. Option Period Task 4
. i
i 3 months from
¢ A path forward Tor the persenne] perfirmance evaluation that is exereising Option
4.1 Prepure Lixperiments | specifically tailored to the arcas being evaluated. Final version requires Period.
approval by the RSD Prooram Manager.
Option Period Task 4
11 months from’
42 Implementation and monitoring ol the evalustion framework, Collect and ?,::::;:;mg Gption

Tuest Subjects

analyze data.

Omien Peniod Task 4
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b)4)

. P P . 12 months {rom
Manuseripts aid publications for buab sciontitic audiences (where Exereiting Optiok
T R i i o sIME
43 Prepare appropriate) and TSA stakeholders that communicates the evaluation Period
' manuseripts/presentations procedures and lindings o relesant audiences, The final versions require .
approvil by the RSP Program Manager, - e
| approvit b £ Sl Option I'eriod Task 4
: 36, & 9 monihs from
e " " . - excreising Option
4.4 Quarterly report Formats will be approved as part of the PMP (Task 3.0 Period.
' Quarterly Reports but will. at a minimum. include budget expenditure and task progress. ernoc
Option Period Task 3
11 months from
. . _— . . Cexereising Option
45 Draft Final R A dralt version ol a final report that communicates the evaluation ! Periad
rg Ll bepot; procedures and findings 1o relevant audiences.
Option Perind 1ask 4
12 months trom
A formal report that communicates the evaluation procedures and exereising Option
4.6 Final Reports ﬁml_ing:; to relevant audicnees.  The final version requires approsal by the | Period.
RS Program Manager.
Option Period Task 4
D amonle frean ez
T R ¢ g S et meetigerrent plan i wili accompli<h the peeerm s Clprzen,
reect AMandzaoement ! : Dy
. L0 ' n anjectives s ontiined RS perseneet The 1 worsion e
Plan appreval Baohe BSD Precram Manager, Chotivaal iash #
Fmanths ron
o P i : B ; ;g el ption,
51 ot ‘l Acreviow ef reiovant Dteresnre i the aree ol Fisl Respondes aceuisitin.
: soles of Lo : CorE :
ke g Lot trairing. and e of CBRNE Fyuipment — G
x Diptiora] sk S
i — S 5 P v e
SN T2 A T menis
: e ; = Iresnny eaemeising Cinijor,
e . Chisrterty renost e a1l g anprosed ws et of the PR sk 500 :
J.s CRriars inepores : S e e b e R e R R S
Bl al s nciode Pudee avpendinirg ool st progress, Optiona | ask s
: toenths Irons
i s T s o e : : cNercising Uption,
5.3 55 . E Dl el all dalu eoficetion instriments, Final version reciizes appooaal . Fd
= e L L e R N N T e o B
oo z Crovional Lask 3
: D menths rom
i ] 1 Swreising Option,
Sumimary of Dot : } o o _ CaCTVisTE CIptian
5.4 : Acsnrmmnary sepert of Phaese Ddits collection serivitios and obwervations,
Cullection Activitios Pl Tasi 5
Acdraft forma! repert that communicates <he avall [procedires Thomoeniis lrem
ans findings to retcvent auciencas, “hedzngin of the fing report i Sl Optisn
sl bl oo anticpated to be about 2% gages, ircluging 21 execuive summary of
: rult sl Repor HRgLs, g "
o mere Lhan two pages bus exclad ng apper dices, i° any. The draft tiptienal sk =
final vers:or recuires agn-ova by the RSD Program Manzser,
ATl report Uik comnsieaies e s aluiion procedures and [R memibs o
Nncings e anl wadenees, The lenethoel dhe dorepuert s cnareising Cplien,
5.6 Fimal Rupart anticipated lovisg aheut 28 pagsess imeluding s eseentove sumnares of
' ngmare thar bwe paees but excinding eppeibees ot o, Tha Bnal O] Tash =
| wersion fegtlives appronad B the RS Program Moesegoer,

*Due to rounding. grand total at Firm Fixed Price is

0)4)

* COR shall determine. at his discretion. how long after receipt of the draft deliverable RTI has to deliver
the final version and how long the Government will review the draft. before providing comments.

VI,

Other Task Order Details
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I. Period of Performance. The task order period of perlormance is from 14 September 2011 through
31 January 2015,

2. Travel. Domestic travel on the part of the Vendor's staft may be required in the performance of the
duties that arc listed hercin. It is expected that the Vendor will reimburse non- government
participants for those travel expenses that they might incur.

3. DHS-Fumished information.
a. DHS will provide certain DHS information. materials. and forms unique to DHS to the
vendor 1o support certain tasks under this SOW.
b. The DHS S& I Contracting Officer's Representative, identified in this SOW., will be the point
of contact (POC) for the identification of any required information to be supplied by DHS,
¢. The Vendor will prepare any documentation according to the guidelines provided by DHS,

4. Place of Performance.
a. The Vendor will perform the work under this SOW at their place of business and the
workshop location.

5. DHS-Furnished Property. DHS property will not be provided to the Vendor.

6. Deliverables. The Vendor will provide all deliverables identified in this SOW directly to the task-
specific DHS S&T Technical Representatives and to the S&T Contracting Officer.

7. Program Status Report. The Vendor will deliver monthly program status reports. The reports will
be submitted on the 15th day of the month. The reports shall include the following:

a. Summary of progress during the reporting period (including any significant technical
information).

b. Unanticipated technical or management problems of significance.

¢. Problems anticipated in future reporting periods,

d.  Summary of important meetings. bricfings. trips and conferences during the period of the
report and those planned in the following period.

All reports shall be submitted to the task-specific CORs and to the DHS S&T Contracting Officer
electronically,

8. Funding Requirements. DHS will provide funding that is outlined in the Task Order. at the
discretion of the Government. subject to the availability of funds.

9. Security Requirements.

a.  All work performed under this SOW is unclassified unless otherwise specilied by DIIS.

b. Ifclassified work is required under this SOW. DHS will provide specific guidance to the
Vendor as to which work will be conducted in a ¢lassified manner and at which classification
level. The Vendor will also adhere to other applicable Government orders. guides. and
directives pertaining to classified work. This SOW may require access to information at the
unclassificd level.

¢. The Contractor shall not publish. permit to be published. or distribute for public
consumption. any information. oral or written, concerning the results or conclusions made
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pursuant to the performance of this Task Order. without the prior written consent of the
Contracting Officer. An electronic or printed copy ot any material proposed to be published
or distributed shall be submitted to the Contracting OfTicer.

VII. Points of Contact

Contracting Officer;
Duane Schatz
Science and Technology Acquisitions Division

Office of Procurement Operations Department of [lomeland Sccurity Washington, DC 20582
(b)®)

Contracting Officer's Representative (COR):
Richard Legault. Ph.D.
Resilient Systems Division

Science and Technelogy Directorate Department of Homeland Sceurity Washington, DC 20582
{b)B)

DS S&T Invoicing:

U.S. DHS. ICE

Attn: S&T RSD Invoice

Burlington Finance Center

P.0. Box 1000

Williston, VT 03495-1000
invoicesat.consolidation/aice.dhs.gov

ATTACHMENT 1 Page 11
Shic.org 14.10-13-DHS-FQIA-20150402-Produciion OOWS




1 CONTRAGT I CODE FAGL OF PACES
AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT i ]
14
7 AMENDMENT/MODIFICATION NG 3 EFFECTIVE DATE 4. REQU'SITION/PURCHASE REQ NO 5 PROJECTNO {if apnheable)
e . ; iR sH—-! 3=01 ) 1000
00005 See Blook 1aC RBHE=-13-00050/000001 )
6. I1S5UED 8Y conc DES/CRO/SsT/EX30R 7 ADMINISTERED BY (/! ctrer than ftem G} CODE {
U.5. Dept. ¢f Homeland Seourity
0ffice of Procurement Uperaticsns !
S4T Acquisition Divizion
Z45 Murray Len=, SW, kG113
washington DC 20528-0115
& NAME AND ADDRESS OF CONTRACTOR No. street county. Sfale and 2P Code) ) QA AMENDMENT OF SOLICITATION NO
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Statement of Work for
Program Evaluations

U.S. Department of Homeland Security
Science & Technology Directorate
Resilient Systems Division
Biometrics

Task Order HSHQDC-11-F-00087 Modification POO0D5
PR No. RSHF-13-00050/000001

This Statement of Work (SOW) outlines the activities that are involved in acquiring technical and
consulting scrvices in the social. behavioral. and cconomic sciences. These services will be
responsible for addressing the methods. models and technologies to conduct program evaluations on
biometric technologics within the Resilient Systems Division (RS1)) of the Science & Technology
Dircctorate (S&T).

L. BACKGROUND

The LS. Department of Homeland Security (DIIS) is committed to using cutting-cdue science and
technology in its quest to make America saler. The DIHS S&T is tasked with advancing the
scientific, engineering. and technological resources of the United States and leveraging these
resources into ools to help protect the homeland. The Resilient Systems Division (RSD) applies the
social and behavioral sciences in order to improve the detection. analysis. and understanding of
threats posed by individuals. groups. and radical movements: to support the preparedness. response
and recovery of communities impacted by catastrophic events: and to advance national security by
integrating human facters inte homeland security science and technologies.

The Quadrennial Homeland Security Review (2010) has identified Maturing and Strengthening the
Homeland Security Enterprise (HSL2) as a key DHS programmatic goal. DIIS S&T provides those
technologies. processes and expertise to the HSE in order to assist them in fulfilling their missions,
[Mowever. DHS S&T has no formal. scientifically sound. program evaluation process to ensure that
the mission is being met in a meaningful and efficient manner. Current S&'I" evaluation programs
only test and consider the quality of the technology o be transitioned. A program evaluation
approach that places a technology or other innovation within an operational contest, and thus enables
decision makers to assess the entire operational approach in which the technology or innovation is
embedded. ultimately improving technology transition to the customer component agencies.

This SOW summarizes the work that is planned for program evaluations in DHS S&T. This work
will be conducted through engaging the technology stakeholders. focusing the evaluation design on
the technology and the purpose of the overall operational program. gathering and analyzing cvidence,
and producing a linal report that wilf result in an improved program. Those lessons learned will help
inform future DIS S&T program conceptualization and exceution. and will lead to improvement in
the quality and effectiveness of programs transitioned to customer component agencies.
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IL. SCOPLE OF WORK

During the base period of performance. the Vendor will conduct program evaluations on the following
DHS S&T programs: DHS Biometric Exit Pilots and the Rapid DNA project. In addition. there is an
option for an evaluation of the Mobile Biometrics Project. an option lor the evaluation of search
capabilities for the Transportation Security Administration and an option for an evidence-based evaluation
of Chemical. Biological. Radiological. Nuclear and Explosives (CBRNE) Standards for First Responders.
The Vendor will develop and utilize a scientifically sound method to perform the following tasks:

2+ Identify and engage stakeholders:

«:+ Determine evaluation needs:

»:« Develop measures ol activities and outcomes:
«:« ldentify. assess and gather data:

*:» Analyze the data:

«* Reach operationally relevant conclusions: and
i+ Ensure the use and sharing of lessons learncd.

Under this cffort. the Vendor will be responsible {or performing the following activities:

*+ Development ol measures of progress:

«+ Assessment of the impact and cilectiveness ol the technology. performance.
or innovation in the operational environment and identilication of areas of
mprovement:

i+ Development of 4 bascline assessment of the operational program 1o inlorm the
creation of an evaluation framework that is specilically tailored 1o the program,
personnel performance or the technology being evaluated and:

+:+ Preparation of a final report identifving lessons fearned and provides both S&T
and the operating agency with a road map for building on the evaluation's results.
The report will be provided to the program managers of the component agency.
RSD. and other DHS stakeholders.

I, SPECIFIC TASKS

The specific tasks that are involved in the evaluation of DHS S&T technologies are provided
in the following paragraphs:

Tdentify and Engage Stakehiolders

[n consuitation with RSD. the Vendor will identify and engage relevant stakeholders. Thesc
nclude those involved in program operations. those served or affected by the program. and
the primary users of the ¢valuation (those in 4 position to make decisions about the program.
Stakeholders will be systematically identificd in conjunction with RSD. Stakcholders will
have the purpose ol the program evaluation explained to them. and how their participation in
the process fits into the evaluation as a whole.
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Description of the Program

The Vendor, in consultation with RSD.will specifically identily the purpose of the project and the
research questions that it intends to address. with necessary special emphasis on the in-practice
implications ol the technology, performance. or innovation on programmatic goals and objectives.
'he Vendor will then conduct a baseline assessment on the current program implementation or
previously conducted pilots.

Focus Evaluation Design

'he Vendor will then tailor the evaluation to the specific program and purpose of the evaluation. The
Vendor will need to clarify who will use the evaluation results. and how those results will be used.
The Vendor will also consider the context ol the program in order te determine the appropriate
evaluation strategy thut is best suited for the specific program.  Where feasible and cost effective, the
developed field experimental methods will be used by the Vendor. unless RSD approves another
approach.

ldentifv. Assess. and Gather Data

As part ol the design stage. the Vendor will responsible for the assessment of data needs and
availability along with obstacles 1o and the necessary costs of data acquisition.  The normal
expectation from the Government is that both quantitative and qualitative data may be relevant to the
conduct of an evaluation. Data of oniy one type will be used and collected il explained to the
satisfaction of RSD. To keep costs low. data gathering by the Vendor will utilize existing program
data to the extent feasible.  To the extent that privacy and other rules permit. the data will be stored
in a form that will allow the agency or S&T to reuse it in any follow-on or future work as appropriate
without the payment of license or other lees.

Analvze Dataand Reach Conclisions

After the data have been gathered. the Vendor will analyze the data using appropriate statistical and
qualitative methods in order to assess program performance and to rdentily any gaps or weaknesses
in or strengths ol the technology as operationally applied. The Vendor will also be responsible for
tving any conclusions to program standards ol performance and to the extent there are weaknesses
in the operational application of the technology or innovation. the Vendor will propose mitigation
strategics.

Final Report

I'he Vendor will generate a linal written report and provide any accompanying presentation slides,
that scts Torth the research goals. explains the rescarch strategies. describes the research design as
implemented and the data used with a discussion of their strengths and limitations. reports the
methods and results of the analysis. including, where appropriate. tables. Key statistical outputs or
other information summaries and recommendations for actions in the form ol a [inal report. The
report will also include a bricl exccutive summary and. il appropriate. statistical tables. summarics
of the qualitative data or other appendices. The copyright for the report will be held by DIIS.
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This report will be made available to the program manager(s) of the component agency and to RSD.
Any additional dissemination ol the report will be made at the discretion of RSD. The basis for the
recommendations. their rationales and the data behind them will be explained by the Vendor to the
responsibte program manager(s) and any relevant stakeholders or other potential users that have been
identified by the program manager. Up to five such briclings of up to 90 minutes in length may be
requested by RS

Profects to be Evaluated

Base Period of the Task Order -- the Vendor will focus on the Rapid DNA Project (Task 1) and
DS Biometric [xit Prlots (Task 2). Option Period 1-- the Vendor will design the evaluation
framework of the Mebife Biometrics Project (Task 3). upon option exercise. Option Period 2—
the Vendor will design the evaluation framework of the TSA Personnel Evaluation
Project (Task 4). upon option exereise, Optional Task 5 — the Vendor will design
the evaluation framework ol the CBRNE Standards Tor First Responders project
(Task 5). All projects are described in additional detail below:

SOW Task 1.0 wntil/ 107 Program Evaluation for Rupid DNA Project
(Base Period-- Task 1)

United States Citizenship and Immigration Service (USCIS) currently uses Nngerprints to cheek lor
any criminal history or immigration violations on beneiit applicants. but these biometrics do not
determine 1f persons are related to one another. However. DNA (deoxyvribonucleic acid) does allow
for the determination of family relationships since children receives half of their

DNA from cach parent. Until recently. however, it required a faboratory full of cquipment and a
highly trained florensic analyvst to interpret the results. Sending a sample to a lab and waiting for it to
be processed could take weeks to months at the cost of $300 to $400 per sample. Rapid and low-cost
DNA processing permits efficiencies in the processing of valid applicants. reduces the costs
associated with processing. deters fraud in applications. and ultimately increases the number of legal
immigrants admitted into the country.

Rapid and low-cost DNA processing may also prevent fraud and illegal profiteering with regard to
Kinship benefits. USCIS has identified the need for accurate DNA analysis 1o test kinship that would
take less than one hour at a cost of under $100. This testing needs to be done in field locations. rather
than at external labs, on a desktop-size device which is casy for the adjudicator to operate.

In 2008, a DNA screening pilot program that tested DNA for kinship of hundreds of cases involving
lamily reunilication in Fast Africa found that a considerable number of kinship ¢laims were
contradicted by DNA testing. Currently. DNA analysis o determine identity and kinship is not widely
[easible because of cost and time considerations. With document [raud an increasing concern lor
USCIS adjudicators. a technology that could provide validation ot family relationship rapidly and
accurately while in the field would help ensure the clficacy of the process. The primary objective s to
verify family refationships (kinship). but Rapid-DNA will also allow the identification of known
criminals among those secking asylum or immigration, verify relationships in overseas adoptions. and
provide for family reunification n mass-casualty situations. The inital target customer is USCIS
Refugee. Asylum and International Opcrations Directorate
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SOW Tusk 2.0 wntil/2.2: Program Evaluation for DHS Biometric Exit Pilots
(Base Period-- Tusk 2)

The future of U.S. immigration policy has been an issue of long discussion by officials in several
Administrations, in the media, on Capitol Hill, and among the general public. Much of this discussion
has focused on "overstays," i.e. individuals who enter the United States tawfully, but who stay longer
than their authorized period of admission. One of the most common reasons for denial of a U.S. visa
is that the visa applicant fails 1o convince the U.S. consular ofticer that he or she will adhere to the
admission period.

Establishing an effective Validated Exit program would allow DHS to meet its mission goals to
protect the American public and enforce immigration laws. DS currently faces a difficult decision
for a Validated Lxit system. Exit data collection is necessary to ensure that the Department knows
who has not lelt on time, but there are varying opinions on how to best colleet and track this
information. Statutory mandates require DHS to implement a biomeiric exit program, however, it is
unclear if previously conducted pilots and studies have answered questions necessary to formulate a
long-term path forward regarding biometric exit and subsequently Validated Exit.

The objective of this effort is to work with DIIS and contractor stalf to aggregate all previous DIIS
evaluations of operational concepts for biometric exil. analyze available requirements, lead a
methodological review to assess the validity of previous studies. and lead the design of

research and pilot activities for candidate technologies to answer research questions necessary to
inform a formulate a long-term path forward regarding biometri¢ exit and subsequently Validated
Exit. The initial target customer is sentor DHS leadership.

SOW Tusk 3.0 until3.3: Mobile Biometrics Project
{Option Period 1-- Task 3 -- 12 Months)

The Homeland Security Act of2002 (Public Law 107-296) states that DIIS S&T will "support basic
and applied homeland security rescarch to promote revolutionary changes in technologies; advance
the development, testing and evaluation, and deployment of critical homeland sccurity technologies:
and accelerate the prototyping and deployment of technologics that would address homeland security
vulnerabilities.” Pursuant to this mission, the Resilient Systems Division (RSD) of the Department of
Homeland Security (D11S) Science and Technology Directorate recognizes the need for commercially
available hund-held biometric acquisition devices that can elfectively collect data samples from
subjects under a variety of conditions, The DHS is responsible for the biometrie identification of
persons to achicve the statutory and rcgulatory missions of the components. To accomplish these
tasks, DS components require the ability to positively identify/screen individuals in a secure,
efficient, accurate. and timely manner. This ability encompasses the collection, storage, transmission,
and receipt of biometric and biographic data to support the component missions. The capability must
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be portable and operable in a wide variety ol arcas regardless of existing infrastructure (i.e. offshore.
foreign and remote locations. ports of entry. detention centers... ctc) and conditions (i.c. day/night.
arid/humid climates. hot/cold temperature extremes). The capability must also accommodate
operators with varyving levels of technical ability and subjects with varying levels of physical ability.

The output from these mobile acquisition devices must be usable lor searches of large-scale biometric
databases (1 to many) and/or verification against a previously taken biometric sample {1 to 1), [n order
to assure maximum interoperability and cfficiency of operation. DHS requires that the data output from
these acquisition devices conform o pre-established standuards. This program focuses on the integration
of various biometric modules into a single hand-held device or system. Modules may include but are
not limited to: a four Mnger slap module for fingerprints. visible wavelength camera (with optional
flash/illuminator) for face acquisition. and a near-infrared. dual irls capture camera. Additional
biometric modules such as for voice and other technologies. such as card readers., cle. may be included in
the final hand-held system. Multiple mobile devices currently are being piloted in the ficld among
various component agencies as well as police departments throughout the country. Several police
departments have conducted independent evaluation prior to this SOW and will provide additional input
into this evaluation process. The Vendor should be familiar with the U.S. National Institute of Standards
and Technology (NIST) Mobile 1D Device Best Practices Recommendation. Sept 2008 report and should
design a plan for evaluating the implementation of this device in the ficld. The plan should describe how
the data capture methods. signal processing (image normalization. segmentation. feature extraction.
quality assessment. template creation. output record formatting...). matching algorithms for cach
modality. decision for match/no-matceh and the accuracy of displayved results function when the device is
operationally deployed and should assess how the device users employ the device and interpret the
information it provides to what effect. The design should provide for the assessment of the strengths and
weaknesses of the device as operated in the field and to the extent possible should determine the degrec
to which the availability of the new multimodal biometric tool improves on prior identification
technologies.

SOW Task 4.0 until 4.6: TSA Personnel Evaluation
(Option Period 2-- Task 4 -- 12 Months)

The goal of this work is to enhance TSA OSO’s existing Officer Performance Studies project in three
arcas through evaluation, These areas will improve aviation security, improve the ¢Hiciency and
cffectiveness of TSA™s officer performance studies. improve TSA’s officer training programs, and
improve TSA'S standard operating procedures at airport checkpoints, First. examine possible benefits of
remote screening — having TSA X-ray operators perform searches away from the terminal {There are
current conversations and debates with DHS and TSA about the cost and benefits of having TSA
Officers work remotely. This task will examine whether performance is better or worse when conducted
remotely). Sceond. enhance the assessment and training of specific search strategies employed by
TSA Officers when conducting X-ray screening ( Lhis task will assess scarch strategies used by different
TSOs o see if some styles are more effective than others and will determine whether effective strategics
can be trained). Thirdly. determine the impact on threat detection performance of specific Intel or
briefing information provided by Superiors (This task will help determine on how best to inform TSA
Officers of newly discovered threats so as to improve overall performance).

SOW Task 3.0 until 5.6 CBRNE Standards for First Responders
(Optional Task 5 - 18 Months)
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The goal of this task is to develop a method to track the operational health of the first responder
community on CBRNE standards. The operational health of first responders with regard to CBRNL
standards includes (1) the understanding of current CBRNE standards in existence. (2) the use and
practical application of CBRNE standards. (3) gaps in and the practical need for CBRNT standards. and
(4) prioritization of CBRNL standards development. The system should be based loesely on established.
survey-based surveillance systems used for the ongoing collection, interpretation. and dissemination of
public health data. Development ol the system should occur in two phases. In the first phase. the Vendor
will conduct a literature review. engage the stakeholders. develop the questionnaire. develop the sample
frame and conduet a pilot test of up 1o nine respondents. In the second phase (which are possible tuture
tasks). the first national wave of data collection. analyvsis and dissemination will occur. Phase 11 will
provide baseline data for the system. In subsequent years (“"waves™), the survey can be re-administered
for the tracking of trends refated to CBRNE standards.

RTIL in consultation with S& I, will clarify and locus the project rescarch questions. with necessary
special emphasis on the in-practice implications of the goals and objectives ol the National Strategy for
CBRNL Standards. RTI will then review and summarize available literature and completed studies on
the current state of each of the six main goals of the National Strategy. Those goals are:

1. Establish an interagency group for CBRNE standards to promote the coordination ol these

standards among Federal. state. local. and tribal communities.

Coordinate and f(acilitate the development of CBRNE cquipment performance standacds and

promolc the use of standards for Federal. state. local. and tribal communities.

Coordinate and lacilitate the development and adoption of interoperability standards for CBRNE

equipment.

4. Promote enduring CBRNE standard operating procedures lor Iederal. State. local. and tribal use to

improve National preparedness and response.

Establish voluntary CBRNE. training and certification standards lor the Federal. State. local. and

tribal communitics and promote policies that foster their adoption,

6. Lstablish a comprehensive CBRNE equipment testing and evaluation (T&E) infrastructure and
capability (o support conformity assessment standards.

13

Lo

h

RTE will include in the review print materials. official documents. media reports and other sources. as
appropriate. S&T will assist with the identilication and obtaining of documents. RTT will deliver a
document brietly summarizing the literature review to S&T.

IV. STAFFING

See Attachment 2- 1ISAR 3052.215-70 Key Personnel or Facilities (121:C 2003). which identifies Project
Manager and Chiel Technical Representative as Key Personnel.
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b)4)

‘?_-__ L S
: [ o R b g
- . ; g - g
weoend i e,
A summary of the previously conducted pilots as it stands. The Vendor i’}:::!:]l:.]:'\i:zz
10 B;ls_;:linc Assgssmcm for | will work with R8I} w0 aggregaie all previous [HIS evaluations of
s Biometrie Exit Pilots operational concepts fior biometric exil. and analyze available Base Period
- requirements. Task 2
§ months from
Evaluation Framework | A methoduological review 1o assess the validity of previous studies in Date of Award
21 tor Biometric Fxit answering research questions necessary to inform a DS strategy lor
Piicts biometric exit Rase Period
lask 2
A formal repont that communicates a long-term path tarward far the AN TR
program esaluation that is specitically ailored to intorm senior DHS Date of Award
5% Final Report lur leadership decisions. The length of the final report is anticipated 10 z Y
- i Biometric Exit Pilots about 25 pages. inciuding an executive summars of ne more than two Base Period
; pages but excluding appendices. ifany, The tinal sersion Tequires ll "k 2
_r___ o approval by the RSD Program Muanager. a5k =
! 4 months from
. Baseline Assessment tor ) ; ) L % . . uxercising Option
,‘ Tl ] B A sunumary of the program as it stands. Final sersion reguires approval o =
30 Mohile Biomelncs BT RE D Pas i A Ieriod
Project yy the )RSD Program Manager
Option Period Task 3
6 munths lrom
T N P A puth lorward for the program eviluation Ih;n"is Rpccil_“u:ull_\' luilurcd W c.\clrcising Opti
i for Vb R e the program and echnology being evaluated. Final version requires Period
’ approval by the RSD Program Mangger,
L - Option Period fask 3
4 1o 5 months from
Manitoring and exercising Option
iz Fyaluation of Mobile Implementation and monitering of the evaluation {ramework. Periont
Biomueirics Project
N o i Option Period Tusk 3
A Formial report that communicates the evaluation procedures and 12 months from
_ il R T MGk iiru.lil.rg_\; Loy relevant au_LIicnccs.l The Ilcnglh al'the I_inul report is ‘ cxc'rci!sing Option
33 Bimmiboes iviioer anficipated (o about 23 pages. including an exeeative summary of no I*eriod
' : more than two pages. The loal version requires approval by the RSD
I'rogram Manaper. _ Option Period 3
I month lrom uxcréising
I'roject Management A project management plan that will accomplish the prograny’s objectives | Gption Period.
4.0 ” as outlined by RS personnel. The {inal version requires approval by the )
Plan RS0 Program Manager. Option Period Task
3 months from
A path Torward for the personne] performance evaluation that is exercising Option
4.1 Prepare Fxperinients specilically tailored Lo ihe arcas being evaluated. Finab version reguires Period.
approval by the RSD Program Munager.
Option Pertod Fask 4
11 menths from
4.3 ‘Lest Subiccts implementation and monitoring of the evaluation Famework, Colleet and ‘E,it]r;:;]“g Ay
S e analyze duta,
Option Period Task 4
Manuseripts and publications for both scientific audiences {where iil::f]}l]]ill: (I;;:::][m
43 Prepare APPTORia ) und—I'S_f\ stakeholders l|'l[ll‘(:(}ll'lll'llll.'ll.[:Ellti.*; the L‘\-‘i?hlilﬂull ) Period. =
tnuscripts/presentations provedures and II!'t‘dIn%H Lo relevant audienees. The final versions reguire
approval by the RS Program Manager. Option Perivd Task 4
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4.4

4.5

4.6

5.0

Quarterly Reports

Ouarterly report fornats will be approved as part of the PMP (Task 4.0)
bul wilk, at a minimum. include budget expenditure and ask progress.

Urall Final Reports

Final Reports

A draft version of a final report that communicates the evafuation
provedures and Bndings (o relevant audiences,

11 months from

L6, & Y months [tom
exereising Option
Period,

Option Period Tusk 4

exereising Option
Period.

Option PMeriod Task 4

A Tonmal report that conmunicates the evaluation procedures and
findings to relevant audiences, The final version requires approval by the
RS Program Manaper,

12 months from
exercizing Option
Period.

Option Period Task 4

Project Management

Plan

A project management plan that witl accomplish the program’s
ohjectives as outhined by RS personned. The tinal version requires
approval by the RS Program Manager,

51

Heview ol ierature

1 month from exercising
Optios,

Optional Task 3

Acreview of relevant literature inthe area ol First Responder acquisition.
teaining, and vuse of CBRNE Lguipment.

5.2

Quarterls Reports

3 months lrom
exereising, Option,

Optional Task 5

Ouarterty report formats will be upproved as part ol the PMP (Task 5.03
hue will. at a minimum, inelude budget expenditure and task progress,

5.3

Lraft Survey Instrument

Diraaft of all data collection instruments. Final verston requires approval
by the R8I} Program Manager.

5.4

Summary of 13ala

Colleetion Activities

A swmmary report of Phase | data eallection activities and obsenations.

& months [rpm

9 months trom

36,912 & 15 manths
from exercising Option,

Optional Task 3

exercising Option.

Optiomnal Task §

exercising Option.

Optiona! Tusk 3

5.5

Dralt Final Report

A drall formal report that communicates the evaluation procedures and
findings 1o relevant audiences, The length of the final report is
sinticipated o be aboul 25 pages. including an executive summary of no
miore than two pages bul excluding appendices, iFany. The dralt final
version requires approval by the RS Program Manaper.

5.6

Final Report

A formal report that communicates the evaluation procedures and
tindings 1o relevant audicnees, The length o the final report is
anticipated 1o be about 25 pages. including an exceeutive sumniary of’
no more than two pages bul excluding appendices, il any. The final

version reguires approval by the RSD Program Manaper,

*Due to rounding. grand total at Firm Fixed Price is

16 months firom
exereising Option.
Optional Task 3
18 months Trom
esercising Oplion.

Optional Task 3

b)4)

b)4)

* COR shall determine, at his discretion, how long afier receipt of the draft deliverable R'I'T has to deliver
the final version and how long the Government wili review the draft. betore providing comments.

V1.

Other Task Order Details

Period of Performance. The task order period of performance is from 14 September 201 | through
b 20105,

Travel. Domestic travel on the part of the Vendor's staft may be required in the performance of the
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duties that are listed herein, It is expected that the Vendor will reimburse non- government
participants for those travel expenses that they might incur.

L

DHS-Furnished Information.
a. DHS will provide certain DHS information, materials. and torms unique to DEIS (o the
vendor to support certain tasks under this SOW.
b. The DIIS S&T Contracting Officer's Representative, wdentified in this SOW., will be the point
of contact (POC) for the identification of any required information to be supplicd by DIIS.
¢. The Vendor will prepare any documentation according to the guidelines provided by DIS.

4. Place of Pertormance.
a. The Vendor will perform the work under this SOW at their place of business and the
waorkshop lecation.

5. DIIS-TFurnished Property. DS property will not be provided to the Vendor.

6. Deliverables. The Vendor will provide all deliverables identilied in this SOW directly to the task-
specific DEHS S&T Technical Representatives and to the S&'T Contracting Officer,

7. Program Status Report, The Vendor will deliver monthly program status reports. The reports will
be submitted on the 15th day of the month. The reports shall include the tollowing:
a. Summary of progress during the reporting period (including any significant technical
information).
b.  Unanticipated technical or management problems ol significance.
Problems anticipated in future reporting periods.
d. Summary of important meetings. briefings. trips and conferences during the period of the
report and those planned in the following period.

L]

All reports shall be submitted to the task-specific CORs and to the DHS S& T Contracting Officer
clectronically.

8. Tunding Requirements. DIIS will provide funding that is outlined in the Task Order, at the
discretion of the Governiment. subject 1o the availability of funds.

9. Security Requirements,

a.  All work performed under this SOW is unclassified unless otherwise specified by DIIS.

b. [classified work is required under this SOW. DHS will provide specific guidance to the
Vendor as 1o which work will be conducted in a classified manner and at which classification
level. The Vendor will also adhere to other applicable Government orders. guides. and
directives pertaining to classified work. This SOW may require access to information at the
unclassified level.

¢. Fhe Contractor shall not publish. permit to be published. or distribute [or public
consumption, any information, oral or written. concerning the resuits or conclusions made
pursuant to the performance of this Task Order. without the prior written consent ot the
Contracting Officer. An electronic or printed copy of any material proposed to be published
or distributed shall be submitted to the Contracting Officer.
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VIl. Points of Contact

Contracting Officcr:
Duane Schatz
Science and Technology Acquisitions Division

Office of Procurement Operations Department of Homeland Security Washington, DC 20582
{b)(6)

Contracting Officer's Representative (COR):

Richard Legault, Ph.D,

Resilient Systems Division

Science and Technology Dircctorate Department of Homeland Sceurity Washington, DC 20582

{0)(5)

DHS S&'T Invoicing:

U.S. DIIS.ICE

Altn: S&T RSD Invoice

Burlington Finance Center

P.O. Box 1000

Williston, V1 05495-1000
invoicesat.consolidationicice.dhs.gov
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Statement of Work for
Program Evaluations

U.S. Department of Homeland Security
Science & Techmnology Directorate
Resilient Systems Division
Biometrics

Task Order HSHQDC-11-F-00087 Modification P0QQ06
PR No. RSRS5-14-00094

This Statement of Work (SOW) outlines the activities that are involved in acquiring technical and
consulting services in the social. behavioral. and economic sciences, These services will be
responsible for addressing the methods. models and technelogies to conduct program cvaluations on
biometric technologies wathin the Resilient Svstems Division (RSD) of the Science & Technology
Directorate (S&T).

L. BACKGROUND

The U.S. Department of Homeland Security (IDHS) 1s committed to using cutting-cdge science and
technology in its quest to make America saler. The DHS S&T is tasked with advancing the
scientific, engineering. and technological resources of the United States and leveraging these
resources into tools to help protect the homeland. The Resilient Systems Division (RSD) applies the
social and behavioral sciences in order to improve the detection, analysis. and understanding of
threats poscd by individuals. groups. and radical movements: to support the preparcdness, response
and recovery of communitics impacted by catastrophic events: and to advance national security by
integrating human factors into homeland security science and technologies.

The Quadrennial Homeland Security Review (2010) has identified Maturing and Strengthening the
Homeland Security Enterprise (HSL) as a key DHS programmatic goal. DHS S&T provides those
technologies, processes and expertise o the HSE in order o assist them in fulfilling their missions.
However, DS S&T has no formal. scientifically sound. program evaluation process to ensure that
the mission is being met in a meaningtul and efficient manner. Current S&'I evaluation programs
only test and consider the quality of the technology to be transitioned. A program evaluation
approach that places a technology or other innovation within an operational context. and thus enables
decision makers 1o assess the entire operational approach in which the technology or innovation is
embedded. ultimately improving technology transition 1o the customer component agencics.

This SOW summarizes the work that is planned for program cvaluations in DIIS S&T. This work
will be conducted through engaging the technology stakeholders, focusing the evaluation design on
the technology and the purpose of the overall operational program. gathering and analyzing cvidence.
and producing a final report that will result in an improved program. Those lessons learned will help
inform future DIIS S&T program conceptualization and exceution. and will lead to improvement in
the quality and eftectiveness of programs transitioned to customer component agencics.
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During the base period of performance. the Vendor will conduct program evaluations on the loflowing
DHS S&T programs: DHS Biometric Exit Pilots and the Rapid DNA project. In addition. there is an

SCOPLE OF WORK

option for an evaluation of the Mobile Biometrics Project. an option for the evaluation of search

capabilitics for the Transportation Security Administration and an option lor an cvidence-based cvaluation
of Chemical. Biological. Radiological. Nuclear and Explosives (CBRNE) Standards for First Responders.
The Vendor will develop and utilize a scientifically sound method to perform the following tasks:

2+ Identify and engage stakeholders:

«;« Determine evaluation needs:

»:+ Develop measures of actlivitics and outcomes:
«:» Identity. assess and gather data:

«:» Analyze the data:

+» Reach operationally relevant conclusions: and
=:» Ensure the use and sharing of lessons learned.

Under this effort. the Vendor will be responsible for performing the following activities:

IHL.

v+ Development of measures of progress:

<+ Assessment of the impact and effectiveness ol the technology. performance.
or innevation in the operational environment and identification of arcas of
improvement;

«:« Development of a baseline assessment of the operational program to inform the
creation of an evaluation tramewaork that is specifically tailored to the program.
personnel performance or the technology being evaluated and:

»;+ Preparation of a final report identifving lessons learned and provides both S& I
and the operating agency with a road map for building on the evaluation's results,
The report will be provided to the program managers of the component agency.
RSD. and other DHS stakcholders.

SPECIFIC TASKS

The specific tasks that are involved in the evaluation of DIIS S&T technologies are provided
in the following paragraphs:

Identify and Engage Stakeholders

In consultation with RSD. the Vendor will identily and engage relevant stakeholders. These
include those involved in program operations. those served or affected by the program. and
the primary users of the evaluation (those in a position to make decisions about the program).
Stakcholders will be systematically identificd in conjunction with RSD. Stakcholders will
have the purposc of the program evaluation explained to them. and how their participation in
the process fits into the evaluation as a whole.
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Description of the Program

The Vendor. in consultation with RSD. will specilically identify the purpose of the project and the
research questions that it intends to address. with necessary special emphasis on the in-practice
implications of the wechnology. performance, or innovation on programmatic goals and objectives.
The Vendor will then conduct a bascline assessment on the current program implementation or
previously conducted pilots.

Focus Evaluation Design

The Vendor will then tailor the evaluation to the specitic program and purpose of the evaluation. The
Vendor will need (o clarify who will usc the evaluation results. and how thosc results will be used.
The Vendor will also consider the context of the program in order to determine the appropriate
evaluation strategy that is best suited for the specific program. Where [easible and cost effective. the
developed hield experimental methods will be used by the Vendor. unless RS approves another
approach.

Identify. Assess, and Gather Data

As part of the design stage. the Vendor will responsible for the assessment of data needs and
availability along with obstacles to and the necessary costs of data acquisition. The normal
expectation from the Government is that both quantitative and qualitative data may be relevant to the
conduct ol an ¢valuation. Data of only onc type will be used and collected if explained to the
satisfaction ot RSD. To keep costs low. data gathering by the Vendor will utilize existing program
data to the extent feasible. To the extent that privacy and other rules permit. the data will be stored
in a form that will allow the ageney or S&T to reuse it in any follow-on or future work as appropriate
without the payment of license or other fees.

Analyze Data and Reach Conclusions

After the data have been gathered. the Vendor will analyze the data using appropriate statistical and
qualitative methods in order to assess program performance and to identify any gaps or weakncsses
in or strengths of the technology as operationally applied. The Vendor will also be responsible for
tying any conclusions to program standards of performance and to the extent there are weaknesses
in the operational application of the technology or innovation. the Vendor will propose mitigation
strategies.

Final Report

The Vendor will generate a final written report and provide any accompanying presentation slides,
that sets forth the research goals. explains the rescarch strategies. deseribes the rescarch design as
implemented and the data used with a discussion of their strengths and limitations. reports the
methods and results of the analysis. including, where appropriate. tables, key statistical outputs or
other information summarics and recommendations for actions in the form of a final report. The
report will alse include a brief executive summary and. if appropriate. statistical tables. summaries
of the qualitative data or other appendices. The copyright for the report will be held by DIS.
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This report will be made available to the program manager(s) of the component agency and to RSD.
Any additional dissemination of the report will be made at the discretion of RSD. The basis for the
recommendations. their rationales and the data behind them will be explained by the Vendor to the
responsible program manager(s) and any relevant stakeholders or other potential users that have been
identified by the program manager. Up to five such briefings ol up to 90 minutes in fength may be
requested by RSD.

Projects to be Evaluated

Base Period of the Task Order -- the Vendor will focus on the Rapid DNA Project (Task 1) and
DHS Biometric Exit Pilots (Task 2). Option Pertod |-~ the Vendor will design the evaluation
framework of the Mobile Biometrics Project {Task 3). upon option exercise. Option Period 2—
the Vendor will design the evaluation framework of the TSA Personnel Evaluation
Project { 'ask 4}. upon option excrcise. Optional Task 5 the Vendor will design
the evaiuation framework of the CBRNE Standards for First Responders project
(Task 5). All projects are described in additional detail below:

SOW Task 1.0 wntil/1 11: Program Evaluation for Rapid DNA Project
(Base Period-- Tusk 1)

United States Citizenship and Immigration Service (USCIS) currently uses [ingerprints to check for
any criminal history or immigration violations on benefit applicants. but these biometrics do not
determine il persons are related to one another. However. DNA (deoxyribonucleic acid) does allow
for the determination of family relationships since children receives half of their

DNA from each parent. Until recently. however. it required a laboratory full of equipment and a
highly trained forensic analyst to interpret the results. Sending a sample to a lab and waiting for it to
be processed could take weeks to months at the cost of $300 to $400 per sample. Rapid and low-cost
DNA processing permits efficiencies in the processing of valid applicants, reduces the costs
associated with processing. deters fraud in applications. and ultimately increases the number of legal
immigrants admitted into the country.

Rapid and low-cost DNA processing may also prevent fraud and illegal profiteering with regard to
kinship benefits. USCIS has identitied the need for accurate DNA analysis to test kinship that would
take less than one hour at a cost of under $100. This testing needs to be done in ficld locations. rather
than at external labs, on a desktop-size device which is casy for the adjudicator to operate.

In 2008, a DNA screening pilot program that tested DNA for kinship of hundreds of cases involving
family reunification in Last Africa found that a considerable number of kinship claims were
contradicted by DNA testing. Currently. DNA analysis to determine identity and kinship is not widely
feasible because of cost and time considerations. With document fraud an increasing concern for
USCIS adjudicators. a technology that could provide validation of family relationship rapidly and
accurately while in the field would help ensure the efficacy of the process. The primary objective is to
verify fanuly relationships (kinship). but Rapid-DNA will alse allow the identilication of known
criminals among those seeking asylum or immigration. verily relationships in overseas adoptions, and
provide for family reunification in mass-casualty situations. The initial target customer is USCIS
Relugee. Asylum and international Operations Directorate

4
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In 2012, the Rapid DNA program identified additional ebjectives to broaden the potential uscs
associated with the Rapid DNA system in the Homeland Security Enterprise. [n order to better
understand the implications of additional uses of the Rapid DNA project. it will be necessary to
develop additional use-cases; understand public and organizational opinions. acceptance. and
knowledge about the Rapid DNA system: and conduct an Institutional Review Board for Human
Subjects Rescarch to support the field testing of the Rapid DNA Prototypes.

SOW Task 2.0 uatil/2.2: Program Evaluation for DHS Biometric Fxit Pilots
(Base Period-- Task 2)

The future of U.S. immigration policy has been an issue of long discussion by officials in several
Administrations. in the media. on Capitol Hill. and among the general public. Much of this discussion
has focused on “'overstays.” i.e. individuals who enter the United States lawfully. but who stay longer
than their authorized period of admission. One ol the most common reasens for denial of a LLS, visa
is that the visa applicant fails to convinee the U.S. consular officer that he or she will adhere (o the
admission period.

Establishing an effective Validated Exit program would altow DHS to meet its mission goals 10
protect the American public and enforce immigration laws. DHS currently faces a difficull decision
for a Validated Exit system. [xit data collection is necessary to ensure that the Department knows
who has not lefl on time. but there are varying opinions on how to best collect and track this
information. Statutory mandates require DiIS to implement a biomefric exit program. however. it is
uniclear if previously conducted pilots and studies have answered questions necessary to formulate a
long-term path forward regarding biometric exit and subsequently Validated Exit.

The objective of this effort is to work with DHS and contractor stalf to aggregate all previous DHS
evaluations of operational concepts tor biometric exit. analyze available requirements. lcad a
methodological review to assess the validity of previous studies. and lead the design of

research and pilot activitics lor candidate technologies to answer research questions necessary 1o
inform a formulate a long-term path forward regarding biometric exit and subsequently Validated
Exit. The initial target customer 1s senior DHS leadership.

SOW Task 3.0 until3 3 Mobile Biometrics Project
{Option Period 1-- Tuask 3 -- 12 Months)

The Homeland Sccurity Act of2002 (Public Law 107-296) states that DHS S&'T" will "support basic
and applied homeland security rescarch to promote revolutionary changes in technologies: advance
the development. testing and cvaluation. and deplovment of critical homeland security technologies:
and accelerale the prototyping and deplovment ot technologies that would address homeland security
vulnerabilities.” Pursuant to this mission. the Resilient Systems Division (RSD) of the Department of
Homeland Security (DHS) Science and Technology Directorate recognizes the need for commercially
available hand-held biometric acquisition devices that can effectively collect data samples from
subjects under a variety of conditions. The DS is responsible for the biometric identification of
persons to achieve the statutory and regulatory misstons of the components. To accomplish these
tasks. DHS components require the ability to positively identify/sereen individuals in a secure.
ctficient. accurate, and timely manner. This ability encompasses the collection. storage. transmission.
and receipt of biometric and biographic data to support the component missions, The capability must
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be portable and operable in a wide varicty of areas regardless of existing infrastructure (i.e. offshore,
foreign and remote locations. ports of entry. detention centers... ete) and conditions (i.e. day/night.
arid/humid climates. hot/ecold temperature extremes). The capability must also accommodate
operators with varying levels of technical ability and subjects with varying levels of physical ability.

The output from these mobile acquisition devices must be usable [or searches of large-scale biometric
databascs (1 to many) and/or verification against a previously taken biometric sample (1 to 1). In order
to assure maximum interoperability and efficlency of operation. DHS requires that the data output from
these acquisition devices conform to pre-cstablished standards. This program focuses on the integration
of various biometric modules into a single hand-held device or system.  Modules may include but are
not limited to: a four finger slap module for fingerprints. visible wavelength camera (with optional
flash/illuminator) for face acquisition. and a near-infrared. dual iris capture camera, Additional
hiometric modules such as for voice and other technologies. such as card readers. etc. may be included in
the final hand-held system. Multiple mobile devices currently are being piloted in the field among
various component agencics as well as police departments throughout the country. Several police
departments have conducted independent evaluation prior to this SOW and will provide additional input
into this evaluation process. The Vendor should be familiar with the U.S. National Institute of Standards
and Technology (NIST) Mobile 1D Device Best Practices Recommendation. Sept 2008 report and should
design a plan for evaluating the implementation of this device in the field. The plan should describe how
the data capture methods. signal processing (image normalization, segmentation, feature extraction,
quality assessment. template creation. output record formatting...). maiching algorithms for cach
modality, decision for match/no-match and the accuracy of displayed results function when the device is
operationally deploved and should assess how the device users employ the device and interpret the
information it provides to what effect. The design should provide for the assessment of the strengths and
weaknesses of the device as operated in the field and to the extent possible should determine the degree
to which the availability of the new multimodal biometric tool improves on prier identification
technologpics.

SOW Task 4.0 until 4.6: TSA Personnel Evaluation
(Option Period 2-- Task 4 -- 12 Menths)

The goal of this work is to enhance TSA OS07s existing Officer Performance Studies project in three
arcas through evaluation. These areas will improve aviation security. improve the efticiency and
cffectiveness of TSA™s officer performance studies. improve TSA's ofticer training programs. and
improve TSA's standard operating proccdures at airport checkpoints. Iirst. examine possible benefits of
remote screening — having TSA X-ray operators perform searches away from the terminal (There are
current conversations and debates with DHS and TSA about the cost and benefits of having TSA
Officers work remotely. This task will examine whether performance is better or worse when conducted
remotely). Second. enhance the assessment and training of specitic search strategies emploved by
TSA Officers when conducting X-ray screening { This task will assess search strategies used by ditterent
TSOs to see if some styles are more effective than others and will determine whether effective strategies
can be trained)., Thirdly. determine the impact on threat detection performance of specilic Intel or
briefing information provided by Superiors { This task will help determine on how best to inform TSA
Officers ot newly discovered threats so as to improve overall performance).

SOW Task 5.0 until 5.6: CBRNE Standardy for First Responders
(Optional Task 5 - 18 Months)
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The goal of'this task is to develop a method to track the operational health of the st responder
community on CBRNE standards. The operational health of first responders with regard to CBRNLE:
standards includes (1) the understanding of current CBRNE standards in existence. (2) the use and
practical application of CBRNL standards. (3) gaps in and the practical need for CBRNE standards. and
{(4) prioritization of CBRNE: standards development. The system should be based loosely on established.
survey-based surveillance systems used for the ongoing collection. interpretation. and dissemination of
public health data. Development ol the system should occur in two phases, In the first phase. the Vendor
will conduct a Iiterature review. engage the stakeholders, develop the questionnaire. develop the sample
frame and conduct a pilot test of up to nine respondents. In the sceond phase (which are possible future
tasks). the first national wave ol data collection, analysis and dissemination will occur. Phase [ will
provide baseline data for the system. {n subsequent years (“waves™). the survey can be re-administered
for the trucking of trends related to CBRNE standards.

RTL, in consultation with S&T, will clarify and focus the project rescarch questions, with necessary
special emphasis on the in-practice implications of the goals and objectives of the National Strategy for
CBRNE Standards. RTT will then review and summarize available literature and completed studies on
the current state of each of the six main goals of the National Strategy. Those goals are:

I. Establish an interagency group for CBRNE standards to promote the coordination of these
standards among Federal. state. local. and tribal communities.

2. Coordinate and facilitate the development of CBRNE equipment performance standards and

promote the use of standards for Federal. state, local. and tribal communitics.

Coordinate and facilitate the development and adoption of interoperability standards for CBRNE

equipment.

4. Promote enduring CBRNE standard operating procedures for Federal, State, local. and tribal usc to

improve National preparcdness and response.

Establish voluntary CBRNE training and certification standards for the Federal. State. local. and

tribal communities and promote policies that foster their adoption.

6. Establish a comprehensive CBRNLE equipment testing and evaluation (I'&1:) infrastructure and
capability to support conformity assessment standards.

L]

LA

RTT will include in the review print materials, official documents, media reports and other sources. as
appropriate. S&T will assist with the identification and obtaining of documents. RTI will deliver a
document briefly summarizing the literature review to S&T.

1V. STAFFING

Sce Attachment 2- TISAR 3052.215-70 Kev Personnel or Facilities {DEC 2003}, which identifies Project
Manager and Chief Technical Representative as Key Personnel.
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DELIVERABLES MILESTONE PAYMENT SCHEDULE

Deliverables
S0wW . -
Deliverable Description Due Pate Payment
Task ¥
7 mumiths from
Pt Management A project management p]nnllhat will accu.n_lphs‘h the program s - Date ol A\\ ard I
1.0 : Plan objectives as cutlined by 1RS1Y personnel. The final version requires Base Period
approval hy the RSD Program Manager. Task 1
Submitted and paid
Drafi of Data I sk ; ;
i 0 Rl Drait of all data collection instruments. Final version reguires approval . i (S CY)
1.1 {ollection e I month from avward ;
InStriments by the RS1Y Program Manager. i
Final version of e ; ; e i : ;
i sl Final versions of all data collection instruments. Final version requires N {0){d)
1.1a Data Collection v : PR 4 months from avard
Instrument approval by the RS Program Manager.
SIMen s
R TR . A path forward for the program evaluation that is specifically tailored 1o T
[.2 B e l : the DHS program and technology being evaluated. Final version 1 month from award b))
Framewark Jur Rapid by the BRI Proeram Manazoer
DNA Projeut requires approvitl by the RSD Program Manager.
Final Evalustion A path forvard for the program evaluation that is speeifically tailored o1
1.2a ST : the DILS program and wehnology beiny evaluated. Final version L2 el o assarl )
Framewaork for Rapid g A S . I
DNA Project requires approval by the RSD Program Manager. :
—_ - !
| Summary ol Data _
1.3 Collection Activities . A sunumary report of data collection activitics and observations PR o e 0)4)
|
T
|
Institutional Review ; : . . : : :
o A IRB review will be condueted for the field test of the Rapid DNA {b)4)
1.4 Board for Human e
Subjects Rusearch project.
15 UIpdate Project Undate PMP to reflect additional sub-tasks. The finad version requires
- Management Plan approval by the RS Prozram Manager.
Review of public / A review ol relevant Literature in arca of pablic and organizational e
1.6 organizational vpinions. acceptance. and knowledge about the Rapid DNA system. The | 3 months from ayward
acceptance literature tinal version requires approval hy the RS Program Manager,
Dralt of Surses A drafl of all survey instruments lor public and organizational acceptance TR TR T el
- il 8 - . o . ' i EEEATRS [N A B RTN A H PR
1.7 Pr—— of Rapid DN A technology. Final version requires approval by the R8I 1 ' b))
’ ' Program Manuger, v
; ; Develop sampling plan for relevant respondents ic and
Develop Sampling i [' 2 ‘[ £l AT Tt AR = :'p_ffh]“' “lm : W T B {b)(4)
1.8 ok organizational). The target populution, sampling irame. and final -4 mentis o asand
i i sampling scheme require approval by the RSI Program Manager,
K v Adeatt of all survey jnstruments for public and organizational aceeptance | |, o il {b)4)
L9 ‘gurvcv .Inﬁglrum it i of Rapid DNA technology. VFinal version requires approval by the RS o I
’ - e - Program Manuger,
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Analvsis of results

Conduct analyvsis ol alf duta developed under the subtusks 1,5-1.9 oi'this

[ TR | R FRTE S M PO

marseriptsipresentations |
|

procedures and findings to relevant audicnees, "Uhe linal versions require
approval by the RSD Program Manager.

|
1.10 [romt all acceptance
| : prancy task. g
¢+ evaluation
A formal report that conununicates the evaluation procedures and |
F'inal Report tor Rapid lindings to relevant andiences (o include all tasks. The length of the final
1.1t 1INA Prijeet report s anticipated to ahout 45 pages. including an excentive sumimary 192 R
ol no mare than two pages but exeluding appendices. iFany. The {inal
version requites approval by the RSN Program Manager,
. . . 3 5
A summary of the previously conducted pilots as it stands. The Vendor 3 months from
; : - ' ; ; Date of Award
Baseline Assessment for | will work with RS to aggregate all previous DHS evaluations of
20 : : SR ; : e ;
Biometric I:xit Pilots operational concepts for biometric exit, and analyzc available P e
requirements.
9 Task 2
5 months from
“valuation Framewo! methodological review to assess the validity of previous studies in ate of Aw
Evaluation F rk | A methodological t the validity of p tud Date of Award
2.1 for Biometric Exit answering research questions necessary to inform a DHS strategy for
Pilots biometric exit Base Period
Task 2
A formal report that communicates a long-term path forward for the
: 3 : : : 5 s 6 months from
program evaluation that is specifically tailored to inform senior DHS
; i 5 : g : £y Date of Award
22 Final Report for leadership decisions. The length of the final report is anticipated to
7 Biometric Exit Pilots about 25 pages. including an exceutive summary of no more than two i Base Period
pages but excluding appendices. if any. The final version requires I
. Task 2
approval by the RSD Program Manager. i .
4 months irem
Bascline Assessment for 5 . . . . cxercising Option
S - S A summary of the program as it stands. Final sersion requires approvil S
3.0 Muobile Biometrics ot Period
o by the RSI} Program Manager
Project ;
_ i Option Period Task 3
& months trom
5 y | A path forward for the progeam evaluation that is specifically tuilored to exercising Option
- Lvaluation Framework : S ] ; ;
31 el ; 0 the program and technology being evaluated. Final version requires Period
for Mobtle Bimetrics ey L &
approval by the RSD Proaram Manager.
o Option Period Task 3
4 10 5 months {rom
Monitoring and exercising Option
3.2 l:valuation of Maobile [mplementation and menitoring of the evaluation tramework. Periad
Biometrics Project
Option Period Task 3
A dormal report that communicates the evaluation procedures and 12 months from
i o : linedings to relevant audiences, The length of the [inal report is exereising Option
. linal Report for Mabile - - . . - . o
5.3 Sl i e anticipated to abowt 23 pages. including an executive summary of no Period
Biomeltrics Project s 3 : ;
: more than 1w o pages, The fnal version requires approval by the RSD
Program Manager. Option Period Task 3
1 month from exercising
i Project Management A project management plan that will accomplish the proaram’s objeetives | Option Period.
4.0 ; i as outlined by RS personnel. The final version reguoires approval by the
Flan R8I Program Manager, Option Period Task 4
| o "3 months from |
A path forward for the personnel performanee evaluation ik is exercising Option
4.1 Prepare xperiments  specifically tailored to the arcas being evaluated. Final version requires Periul.
approval by the RSD Program Manager.
Option Period Task 4
I months from
; i ; o : exerelsing Option
4 . Implementation and monitoring of the evaloation frameswork, Collect and Period g
A5 Teat Subjects analyze data '
Option Period Task 4
. A . A . 12 months {rom
Manuscripts and publications For both seientific audiences (where exercising Oplion
43 Prepare appropriate ) and TSA stakeholders that communicates the evaluation P.crind‘ =00

Cplion Pertod Task 4
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Quarterhy report formats will be approved as part of the PMIP {Task 4.0)

3. 6. & 9 months from
exereising Option

b)4)

4.4 o]y 8 : S ; : Period.
Quarterly Reports but will. at a minimunt include budget expenditure and task progress.
¢ Opton Period Task 4
: ! = amths Troen
; E < 2 G s ; : CxerLis Cplion
a5 ! —_— - Acdralt version of a final report that communtvates the evaluation gt
< Draft Fimal Reports = procedures and findings to relevant audienees. '
Crier Do) osl )
Sl et o
A formal report that communicates the evaluation procedures and caaTuisir Hiplen
4.6 Final Reports findings to relevant audiences. The final version requires approval by the § et
RS Program Managcr.
oo Pored Lask 4
| month from exercising
Project Management A project management plan that will accomplish the program’s Option,
5.0 ' ; objectives as outlined by RED personnel. The {inal version reguires
Plan approval by the RS Program Manager, Optional Task 5
3 months from
. : . : s oo exereising Option,
s 1 Revi Fli Acreview of relevant fiterature in the arca of First Responder acquisition, gP
- eview of Literature S w ol CRRNE Fauintme
training. and use of CRRNL Lguipment. Optional Task
3.6.9. 12 & 15 months
s 5 ; s e from cxcreising Option.
53 0 R Chuarterly report formats will he approved as part of the PMP (Task 5.0) s
: warterly Reports ! G A i v s e e
; sut willl at @ minimume. include budget expenditure and task progress. ; -
& BERENDS £ANSMRNINENES Optionul Task 5
6 months from
— s o < ; exereising Option,
53 g : Prraft of all data collection instruments. Final version reguires approval i
: rafl Survey Instrument s % ; :
R by the RSD Program Munager. : Tl £
by the RS Progeam Munager  Optional Tusk §
9 months from
] Summary of Data : SRR R,
54 ' il A sumimary report of Phase [ data collection activitics and observations.
- Collection Activities Optional Tusk 5
I
A draft formal report that communicates the evaluation procedures and | 16 months from
!ﬁndmgs to relevant audiences. The length of the final report is exercising Option.
5.5 Draft Final Report anticipated 0 be about 25 pages. including an exceutive summary of no
more than two pages but excluding appendices. ifany, The draft final Optional Task §
version requires approval by the RS Program Manager.
A formal report that communicates the evaluation procedures and 18 months from
lindings o relevant audiences. The length of the final report ts exercising Oplion,
5.6 Final Report anticipated to be about 23 puges. including an exceutive summary of

*Due to rounding. grand total at Firm Fixed Price 1s

no more than two pages but excluding appendices, it any. The final
_version requires approval by the R8D Program Manager,

Optional Task §

b)4)

* COR shall determine. at his discretion, how long afier receipt of the draft deliverable R'T1 has to deliver
the final version and how long the Government will review the drafi. before providing comments.

VI.

Other Task Order Details

Period of Performance. The task order period of performance is from 14 September 2011 through
|3 September 205

Travel. Domestic travel on the part of the Vendor's staff may be required in the performance of the
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