
duties that are listed herein. It is expected that the Vendor \vill reimburse non- government 
participants JiOlr those travc\ expenses that they might incur. 

3. OilS-Furnished Information. 
a. DHS will provide certain DHS infixmation. materials. and forms unique to OilS to the 

vendor to support certain tasks under this SO\\'. 
b. The DHS S&T Contracting Officer's Representative, identified in this SOW. Vo'ill be the point 

of contact (POC) for thc identification orany required information to be supplied by DIIS. 
e. The Vendor will prepare any documentation according to the guidelines provided by DHS. 

4. Place of Per!ixmance. 
a. The Vendor \vill perform the \\-ork under this SOW' at their place of business and the 

\vorkshop location. 

5. DHS-Furnished Property. DHS property will not be provided to the Vendor. 

6. Deliverablcs. The Vendor ",ill provide all dclivcrables identiJied in this 50\'\/ directly to the task­
specific DHS S&'I 'r eehnical Representatives and to the S&T Contracting Officer. 

7. Program Status Report. The Vendor \-vill deliver monthly program status reports. The reports \v'ill 
be submitted on the 15th day oi"th<: month. lhc reports shall include the following: 

a Summary of progress during the reporting penoel (including any significant technical 
information) . 

b. Unanticipated technical or management prohlems of" significance. 
c. Problems anticipated in future reporting periods. 
d. Summary of important meetings. bric1ings. trips and conJcrcnces during th<: period of the 

report and those planned in the following period. 

All rcports shall be submitted to the task-speciJic CORs and to the DHS S&T Contracting OrJicer 
electronically. 

8. Funding Requirernents. DHS will provide funding that is outlined in the Task Order. at the 
dis{.Tction ol'the CiovernrnenL subject to the availability offunds. 

9. Security Requirements. 

a. All work pcrformed under this SO\\-' is unclassitied unless otherwise spccilied b.y Dl IS. 
b. Ifclassified work is required under this SOW. DI IS will provide speciJic guidance to the 

Vendor as to which work \vill be conductcd in a classilied manner and at which classification 
level. The Vendor will also adhere to other applicable Government orders. guides. and 
direc t ives pel1aining to classitied work. This SO\V rnay rcquire ,lCCCSS to information at thc 
unclassified level. 

<.:. The Contractor shall not publish. permit to be published. or distribute for public 
consumption. any lllfonnution. oral or \vritten. concerning the results or conclusions mad<: 

pursuant to the performance of this Task Order. without the prior \vritten consent oCthe 
Contracting Onicer. An electronic or printed copy of any material proposed to be published 
or distributed shall be submitted to the Contracting Onicer. 

ATTACHMENT I Page 11 
epic.org 14-10-13-DHS-FOIA-20150402-Production 000265



VII. Points of Contact 

Contracting Officer: 
Duane Schatz 
Science and Technology Acquisitions Division 
Officc of Procurement Operations Department of Homeland Security \\-'ashington. DC 20582 

rb
)(6) I 

Contracting Officer's Representative (COR): 
Richard Legault Ph.D. 
Resilient Systems Division 

rb~~icncc and Technology Directorate lpartment of Homeland Security Washington. DC 20582 

llHS S& [Invoicing, 
I!.S. DHS. lei' 
Attn: S&T RSD Invoice 
Burlington finance Center 
P.O. 80x 1000 
\Villiston. VT 05495-1000 
invoicesat.consolidatiowci)ce.dhs.gov 
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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 

I).:;. 
(jf.'Lic,,-' ui ":U';ULl~mCJj~ ~)~',"-'rdLJ..l:-,!j:'; 

:;"T 1\C:1'J' -it '-,n fJ'vl,L;i:)1'I 

4; ~'IIJrr,"jy -"j~l(', :.:,.' , ~()11 

~LL:Lj,wlL"n ,.'~- 2::lc);c;~:j~1 

~oc==~~==cc===~==----1~c-==~==c~·-----·-----n, NAM~ AND AOlJk~Sc; OF CON! kAC 1 Ok (I/o "''''~" cou'''" 5", • • ,,0 ZIPCMe) (X) ~IA AMl NllMlNT 01 SOllCl'! A liON NO 

"'rTr,:;~:T,F, 

COOF 

~lJ, lJA !ll) (SEE ITEM II) 

x 1!~O,~~10:f(~C~nW~, ~r CONTRACT/ORDER NO 

1l:~E~)f)C-1 -P-Oi/:IH 

lOB, DATED (SEE ITEM 13) 

U'Ci/1'J/2Cl_ 

ONec. ml,,1 ackClOwiedge ,e<;€ipl Qf lhos amendmenl proor 10 Ihe hour and dale specifoe<l '" Ihe wl"ilatio!l c.- as ameflood, by ol1e or Ihe f"'lowing rlIelhods (~ ) fly (;("''I'",ling 

Item. 8 and 15, and reluming ________ cOP"" or 1h~ amendmenl, (b) By acknowledging receipl of Ihis arnendrnem on eadl copy of ti.e offer ,ubrnitl"d; m Ie) fly 

scparatc letter ex tclC<;lram wh><:.h irlclude", refer~nce lu lhe soIiClt".i"" and amendment numlJers, I AlLlJRL 01' YOUR ACKNO"'<tEDG~MENT TO BE R~CEIVED AT 
!ilL f"lACL UESIGNA!LlJ IOf, THf REClIPl OF OFFU,S PRIOH 10 rllEltOuR ANU DAT[ SPECIfiED MAY RESULT IN REJECTION OF YOUR OFFER If by 
\li<tllO of this ...-ncn""""'l you dC,lre 10 ch(IDQc an offer alrcoo~ ...,bmitle~, . uch cI1anQc may be made by Ielegram or leiter. pro.;ood each I,"e",arn Of leller r>lakes reference 

to the so1ocitalioo and lhi. amerJdmcnl, and i. received pnor to the opening hoor and dale specif'ed 
~~---------------------------

12, ACCOUNTING ANO APPROPRIA HON OAT A III requ,rnd) 

CH>(;K''''." 

13. THIS ITEM ONLY APPLIES TO MODIFJCA nON Of CONTRACTSiOROERS, IT MODIFlE8 THE CONTRACTIORDER NO, AS DESCRIBED IN ITEM 14 

A THIS CHANGE OROER IS ISSlIl'O PURSUANT TO (S~cifyaJJlhonM THf CHANGES Sf r I-OH'III IN IlfM 1~ ARI' MAUL IN TilE CONTRACT 
ORDER NO. IN ITEM 10A 

--f------------------------ .-------
lJ. llil AlJOVL NUMOERED CON I RACT IORlllH IS MO[)l1 IlO TO RU LLCI THL ADMINIS! RA11V~ CHANG~S (~uch as changes in paying office, 

appropnalWn dale, elc.) SET FORTH IN ITEM 14, PURSUANT TO THE AU THQRITY OF FAR 4J,1(l:'I(~) 

C THIS SUPPLEMENTAL AGREEMENT I [NTEREO INTO PURSUANT TO AUTHORITY OF 

:< ,j'.P ',/. ,1,-1 "~!i'-ir:-T'·S-;;"ix(':i F-' 

IIJ,()IH~R( ~cifyty~ofmod,/CationandauNlO'ity) 

E. IMPORTANT is nol 

1 ~ , DE~CRIPTION OF AMENDMEN r IMODlflCATION (O"Jilml~d by UCr- secllOn hBar1mgs, including solicilalion/coolract subjecl "",Ner where feasible,) 

_."_:['1::', ['jU:III.),-,r 

-:](-,)1 0 ~ f 

It",lfl: 'po ".',; 

;:'r' T rm, F',,~'-''''H':::'I 'I'r or:qlc I'lst-il ',1\1' 

t'~'-T :':_J~r.: [1(b.:..i(.:..6i _______ ...III'-(b::.)(6.:.i-----' 

oCd, 10:2b, 

nt',rJ'.Jc.-:i 

Ucepl as pro';~ed here"",, olile"". ",><1 wnditioos '" :ho (Iocum",,1 rcter~"""d OJ It~m ';A or 10A as heretofc.-e changed rem",,,. uncl1oo(Jed and in f,1Il force and eNect 

1 ',A NIIMI- ANO Till f m' SIGNFR (Typ" or priM) loA NAME AND TITLE OF CONTRACTING OFFICER (Typ" or print! 

I ", l'l n c· T ;-, l t :--

',1 

(b)( ) 1GC DAT[ SIGNFO 

I.""., 
-----1% ,,,Go,w 

92h 14 G/d9/J.o/W 
-----'------------,+,;,;=="""cic1cmcc'1 . i 

NSN 75~O-OI·152-8070 
PreviO<l s edilioo unusable 
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Statement of Work for 
Program [valuations 

V.S. Department of Homeland Security 
Science & Technology Directorate 

Resilient Systems Division 
Biometrics 

Task Order HSHQDC-ll-F-00087 
Modification POOOO? 

PR No. RSRS-14-00100 

Thi s Statement of V'/or~ (SOW) outlin es the ac t ivities thut nrc irl\o lvcd ill a.:quir illg tec hni cal an d 
consulting services in thc social. be ha vi o ra l. and econom ic sc iences. These scrvi(.:!.' s will be 
respons ible fo r "dd re~s ing the me thods. models and technologies \0 comIU(.'1 pro~r~Ul l eva luations on 
b io1l1et ric tech nologies \\i thin the Resi licnt Systems Divi s ion (RSD) nrlh \; Sc ience &: Tech nology 
Directorate (S&T). 

l. BACK(; ROU N Il 

The l :.S. Department o r 110I11c[;1I1u Security (DIIS ) is comm ined \0 using CU lling-edge Sl.:il.'lll.:c and 
techn o lo gy in il.~ quest to make Ame ri ca sa lCr. The DIIS S&T is lil sked with advanc ing the 
sc ientific. en ginee rin g. and techno logir.:al resources or thl! Uniled States and leverag ing Ihe se 
resources into too ls to he lp protect Ihc homeland . The Re ... ilicllt S yslcms D iv is io n (RS D ) app lies the 
,)(Kiu l a l1d belulViora l sdcnces in order to impn1'>e the detec tion, alluly's is . ~lnd und erstandin g of 
threats posed by ind ividlln ls. gnlli ps. <lnd radical movements: tu support the prepared ness. rc:-.ponse 
and recovery or comm un ities impacted hy I.:atastroph ic event,,; and 10 ad vance natio l1l1 l security by 
inlcgraling hum an t:'lChm; into home lan d sec urity sr.: ir.:ncl' an d techn Ol ogies. 

The Quad rennial Homeland Securit), Rev iew (:.!O IO) has ide ntifil'd Ma turin g and Strengthe nin g the 
Homl'l and Secu rity Entl' rp rise (I JSE) as a key DH S progra mmati(.: goal. J)HS S&r p rovid e:; those 
techno log ie s. processes ~nd ~xpl.: r1i se to Ihe I lSI:: ill order It) assis t them in fu lfill ing their Ill is~jons. 

I hmevcL DH S S&T h;ls no forma l. scie n l il ic <l ll ~ so und. program cval uatio n p rocess to ensure that 
the mi ~s ion is be ing mr.:- l in a ll1eaningful and efficien t mannc r. Curren t S&T n alu ation programs 
on ly 1;,: :;1 and I.:Ollsi der the qua lity or the Icchno log> to be lra ns it il)llc-ti. A prog ram ev .. lllat ion 
approach that p laces a Icchnolog> or othe r innova t ion \\ it hin an (l pe rullomd 1,."()Iltnl. <lnd thus enahles 
dec ision makcrs to asscss thl.: l'ntire operational npprn(Jch in \\ hi ch the te r.:hrw logy or inrw vutiu ll is 
crnbeddl'd. llitirnaldy improving technn logy transit ion 10 the Cll:-.lill1le r com ponent age nc ie s . 

Th is SO\\ ' sll!l1lllari/l.' s thl' \\ ork that is p lanned fIX pmgra rn eva luatio ns in DHS S&T. Thi s wo rk 
will bl,.· eond w,.:ted through eng;lgi ng. the tedmolog> stakd lolde r!>. foclisi ng the eva luation design on 
the tee hnolog) <lnd the purpose Ot'dll' o\lcrall operationa l program . gath\.' ring and arl<l ly/in g e\·i<.l\.'IKI.'. 
and prod ucing a final I'l.:po rt th :.rt \\ ill res ult in an imprun:d prog ra111. rh o s," lcssllns karned \\'i ll he lp 
in!i.xlll ruture OilS S&·! prngrmn cllm:eptua li/.afio ll :'lIl t! 1.'.\Cl:lIt illll. ,lilt! \\-iJllcnd to impHl\\.' lllCnt 111 

the q U:l lity and cn\:ct i \l'lles~ of programs transit iO lled 10 (,' l1 stn mer \':ompon ~'lll agendcs . 
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II. SCOPE OF WORK 

During th(,; base period or pcrfo nnancc. the V cll d~)r will conduct prngnl1l1 evaluations nn thl' foi llm i ng 
OIlS S&T progra m~: DIIS Biomet ric E.,\ ;I Pilo\:-' <l nd Iht.!' Rapid DNA project. in add ition. Ihere i ~ an 
o ption for nn l'valuution or the I'vloh i1c Bi[)l1l\.'tri~' s Pmjccl. an option for the ('va lu(lti nn of scan.: h 
capuhi liti .:s for th~ Transportati on Security Adrn ini stnllioll and 'lII opt ion I'm an cv iuel1cc·nascd cva lu.Hion 
of Chcmkal. BiologicaL R'ldiological. Nuch:ar and Explos ives (('HR:--i! ': 1 Standards fClr First R\.'sponde rs . 
Th" Vendor will dCV l.:lllP and ut ilize a sc ientifi ca lly sl)und method III per i'orll1 lhe foll owing tas ks: 

l<lentil) and engage swkell()Iders : 
0". Dl.:lcrmi!1l: evaluation needs; 
. ". Deve lop mcasun:s o f act ivitie", ~nd nulconlt:S: 
.:. Identify , asst:ss and g~t!her data: 
•.• Anah'Lc tilt: dato: 

Reoch operalitlllally n:kvanl <:(lnclusions: and 
•.• I:nsurc the usc and sharing uf kssons lea rncd . 

Lnd.:r thi s effor!. the Vendo r wil! be rt! sponsih k' flll· p~rJl)J"]llill g Ih.: fn lJtnving ac tivit ics : 

III. 

":. Ocn: I(' pmcnt \,1' rn c a S ll r~'s (1f pro gro s: 
":" Ass es5n1 t' n[ of l h~ im pact Jnd crrcclil cl1css \11·t he lcckl1('lo~~. pl"rr\HIl1Jnc~ . 

llr inn\l\ alio n in the ('p l'r il li,l na l t'11\·inlnm cnt :lnd iJc ntificat i\ln \) 1" arl',IS of 
;m prl.l\ cmcnt; 

. :. l)c\"e lnpmenl or a basel ine assc~.s lllc nt of the opertl liona i pw!;! ram In inform the 
c reation o f an (,valuat ion li'ame\\ork Ih m is speci!";!.:.!! l), lailored 1(1 thl.' pwgrmll . 
rersonnc l per fo rman ce or the tech no logy being cvaluat.:d and: 

. :" i' re pamtion of a lina l n,:porl idt' llI ify ing ICSSllllS learned and provides both S&T 
:Jlld the operat ing agency \.,.ith a road map for bui ldi ng on tho;;: evalu ~Hio l1' s n:s ult s. 
The report will bl.: provitkd to the program ITI,ulagers of Inc compunent agency, 
RSD, and other OilS stakchokh:rs. 

SPF.ClfIC TAS KS 

The spel.:i lk task s that al'': invo lved in th e cvalw,lt io n o r DIIS S&T I.:t.:hnnlogies ar~ provided 
in the- ro Jkm ing parag rap hs : 

I tlemiji' /l1It1 £1I/:0;:t! Slu/..dlOlder ... 

In consult at ion ", ith RSD. the Vendor will idcntify and eng agio.' rcln.ml stakehoJdc~. Th.: s(." 
im: luue those im·olveu in progr;Ull opcr<:Il ill ll S. those scned or a tlcc tcd by the program. and 
the pri mary Lls.:rs ofthl! e-\"(lluati Ll Il (thuse in a ros itinn to ma ko;;: deci s ions ahllll! the prugra lll). 
Stakeho lders \\ ill bc ~ysle llla t icaJl~ itli:n lificJ in conj ulll.' l inn \\il h RSD. Sta" chnldcr~ \\ ill 
have the purpose of Ih\." p!"llgram evaluation explained to the m. and hl.1 \\ tlwir pnniciratinn in 
the prO l.:ess fits inln th" ('v,l lll ,lIioJl as a whole. 
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De,\'Criptioll (~l{he Program 

rhe Vendor. in consu ll atinll \\jlh RS I>, \\,ill spt!c ifica lly id\,.'miry 1111.' purpose or th .: proj ect :lnd the 
research quest i(llls that it intends tn addn.: ss, with necessary specia l emphasis on th e il1-practi..:c 
imp li..:ations of the tec h ll~) l o,gy, perfnrm;!Il(,:e. or illlwvation on prog rtlllllll 'lI i..: goa b and oh.i t:(",ti ves. 
T he Vendor will then conduc t ,1 basel ine ;lsseSSlnt:!'n t on til(,.' curre nt program implementation or 
previo\J sly conrJucted pil ots. 

FocliS L"mltlll li(m D es;'!!.'1 

The Vt!ndor "ill then ta ilo r the (,va luation to the spec ilic program ,1I1d purpo~e orthe evalua tion. The 
Vendor \\' ill tlt!ed to cI" ri fy who \\ ill usc the evaluation !'\,.'slilt s. and how tlwse resu lb wil l ht! ~I sed. 

The Vr;: ndor will also c(l llsider tile contcxl (l/"thC' program in order to dcte nnine the D.p propri ,llc 
eva hmtion stm te~y that is bl'st sui led fo r the spc..: il ic progru m. Whe re feasihk and cost effec ti ve , the 
devclopl:d fic ld experimenta l me\lw ds will be used by th~ VCnd(l r. unless RSD approves an l)lh~r 

approac h. 

!dCl/tW·. Ass('ss, {lnd (ia/hc/" J)ow 

As pa rt or the des ign swgl.:. the;: Ve;:ndor \vill responsible fo r the a <;~~ssmcl1 t of data nc~ds and 
f!\"a ihloi[i ly along with obstacl es \(l and the necessary costs or dat'1 ac quisiti on . 1"11 e nor mal 
expectation tl'()11l thc Ciovernl1lellt is thm bot h quant itative and qu a litati ve data lTId)' be re lev,:UlI tn the 
condlll'l of all e .. a luat il11l . Data or on ly one tyiX' \\i ll be lIs~d and co llected if ~xpla in~d to the 
sati sfac ti on uf RS D. To keep costs Ill\\, data gathe ring by Ihe Vc-ndm wi ll wil i/e exis tin g program 
data to the extcnt fcas ibk. To tbe extent that privacy and other n iles perm it. the rJ.Ha wi ll he ~ ton::d 

in a fo rm tha i \\ ill a llow the ;l gC/lI;Y or S&T to reuse it in <Ill)' fi) lI{lw-on or futu re \\ ork as appmpriate 
\\ ithout the paymcnt or li ce nse 01' other I·c\.:s . 

Ana~r;e J)ow ({lid RC(f( . ."h ( ·on(/llsiol1.\ 

Aller the data [HlVC beell gath cn,;d. the V~ lldor will tl ll i.d)"fe the daUl using appropriah: sta t i~l ica l and 
qualitative methods in order to <\~sess program p~rrormanl.'l' and to ident il~ any g.[\p~ or \\'I..'aknesscs 
in or strcngths o f the t.:chno log) as operationall y applied , The Vendor wi ll alsu be rCsIX))1 sih ll: for 
tying any l.' ol1 c lus ions to program stand ards of perrn rnw lll.'c and tl) the e:\tcnt then: a rc weaknL'Sses 
in the operationa l applic;)tion of the h:dlJlo l {lg~ or il1nO\·<1I;OI1. thl.! Vendor will propose mitigation 

st rate gi es . 

Filial Neporl 

Ihe Vendor wi ll gene rate a li nn l \H illen rc port alld pro\' idc all~ .lCcomp.lI1) ing presl.'ntation s li de". 
that sets fo rth the resea rch goals. explain:; the resea rch stralc g i l:~ . dc :.cribes the resea rch design as 
implemented ll nd the data lIsed wit h .1 d i:'C lissillll 0 1" thei r strengths and limitation s. rcports the 
ml,thods and results of the ana ly:o. is. induding. \\l1en.: 'l ppropriale. ta hks. kc) :o.tat i::! tiw l UlilpUTS or 
(llhcr info rmatioll summ;lri l:S and n:comrnendatill rlS ro r a\,.'t ions in Ihl.' ro rm \)r;l limd report. The 
repol"l \\ ill a lst) inc Iud\! II brief exec Lit i ve summary an d. ira ppr\) pria tc. stal istic<J I ta hies . Slllllll1arii,:s 
uf the qua litative data ~) r uthe r a ppcnd ic~s. Thl: l.' opyrig hl for th e report \\ il l be he ld by DII S. 
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This report w ill be made available to the r rogram l11 ww.ge r(~) nf llw eOl11r()n~ nt agency an d 10 RS[) , 
Any add ition 'l l d issemina tion Dr Inc report \\ ill be Ill ude <11 the d i ~c rc t i ol1 or RSI) . 'rhe bas is fo r thc 
n:commc ndat io ll <;" the ir rationa h:!> aml lhe data be hind thcm \\ ill be e xplained by the V~ndor [0 the 
resrol1 !' ib!c rrogram munager(s) and any relevant stakehol ders or o lher potential Ll se l'S that have bC\':11 

idcl1lili ed by the program man age r, Lip 10 li ve suc h briefings ~) f LIp to 9() m inutes in le nglh may he 
n:qucsh.'d by R S D, 

Base Period ofthc Task Order · - the Vl' l1 do1' \\il l j'ncus on the R.api d DI\ :\ Project (Tas k I) nnd 
DHS l3i nmdri c Ex it Pi lots (I'usk 2 ), Opli u ll Pe riod 1-- the Vendllr w ill des ign Ihe cva luation 
framework o f' thc Mobil<.' Uinmetrics Pn~icct (Tas\" 3 ). upon option eXl're i:::.e, Op t io n I )cri ~) d 2 -
tht' V e n dor \,\I' ill d e s ig n th e ev alu ation framework of th e T SA P ers onn cl Evalu a tion 
P r oj e c t (I'a s k 4). llpo n 0 Pl io n e.'\ crc isc, O pt io n ,iI Ta s k 5 - th e! Ven d o r w i ll d c ~ ig n 

the c v ;,li u ar io n fram e w o r k o f t he C BR N t: S tand a rd s fo r F irs t R e ~ p o nd c r s p r oj ~c t 

( 'J a s k 5) , A \l project s arc described in ad dit ional detai l be lmv: 

.\DII' Task I (} until/ I , / I : P1'tJgrwn l:'m/ua/ion lor Rapid DX.'I /'n y'eel 
(nose Pl!f' iod-- Tusk I) 

LJn ih.'d Slalc~ C itizCIl 'ihip and Imm igrat ion Sen ice ( lJSClS) clllTl' nt l~ ust' 'i fin gerprints to d lcck for 
any (.' r imina l histo r) or immigruti nll vio l,lI ions on be nefit <.Ip plieants, but the se biol1lctl· ies do 110t 
dete rmi ne if persons arc rciated to one another. Il(m ever, DNA (deo '\ y ribonud c.ic <I t.: id) does a lIO\\ 
for the detCl1u inati on o f fam ily rc1at ion ~h i ps since chi ldre n rece ives h(l lf o f tht!ir 
ON.t\ from eaeh paren t. Unti l rece ntly . howeyer. il requin:d a laboratory fli ll of equ ipment and a 
h igh l~ tra ined forensic .lr\a lyst tl) interpret the results, Sending a s.ample to a lab and '.\a it ing for it tn 
be processed (ould lake \\ eel.;s IO lllollths at the C('lst 01' $300 to $400 per sample , Rapid a nd lo\\ -cost 
DN ,\ proccss ing permit s dfici~ncies in the process ing or vu lid aprlicallts. red uces the costs 
associated \\i th processing. deters fraud in app lic tll ions. and ultima tely incr(: <.Iscs Ihl: nu mber of lega l 
immigrants admitted into the country. 

Ra pid and !i.l\\ -cost I)~ /\ process ing m,IY a lso pre\'t::nI fraud and illegal profiteering \\ ilh l'I.'gn rd tn 
ki nship be nefits, USU S has identified the nccd llx aecur,lte DNA analysis 10 {cst k inshi p tha t wou ld 
take le ss than one hour <.11 a cllsl o r under S I 00, I'his testi ng nceds 10 bc done ill (i e ld locati nns. rath .:-!' 
than al extern.11 labs. ()n a desktop-size dc" ic e \\'hid1 is casy fo r the adj ud ie.lIor tn ope ra te . 

In 2()08. a DN A screening pilot program that tested O:'\'A for kill ship of hundreds of ca se ~ inv Dlving 
failli ly rClin ilie Ol t ion in East Afr ic<1 found \hal a cOl1 sidera hk l1UlllOcr of kinship cla ims were 
contrad ic ted by D'lA test ing, Currcnt [ ~ , D\'t\ an al ysis to dele rmine identit y and kin:.h ip is not \\-iddy 
fL"as ible heeau ~e of cost and ti me consideration s, With du clInlcnt li'ami an incl'easing concern for 
LSC IS adjud ic ators. a 1l:l'i1llo log) that eou ld provide \-a licl:ll ion o r t~lIn jJ~ relat ionship rap id l ~ and 
accuratel y \\h ik' ill lhe field \\ ould help ... ' nsuri: the dTicJ"" ~ {I f ill ... " prou .:'ss , The prima ry obj.:\.: tivi: is to 
veri I> ' fa mily r~ lation " hips (kin ship ), but Rapid-f)\' i\ \\ ill also all (m thc id': ll t ilicali llJl of kl1l)\vl1 
cr im ina ls among \ho~c see king asy lum or illlllligral ioll_ \ e l'ij~ relat ionships in overseas adop tio n ~ ~lnd 

prm ide Il lr I:'l mil y rctlnllicalioll in ma<;s- I.:asua lt y situ ations, The inil ialtarg"" t cust~llller is U~C! S 
Refu gee .. Asy hlll1 all d Imc rnati l lila l Openlli nl1 s [)i rcctoralc 
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[n 20 [2. the Rapid O t\ i\ p ro gram ide n tified add iLi{ln a l ohjecti ve~ \(I hrorlde n the p{)t..:n liul l1 SC~ 

assoc iated with th e Rapio DN A syst em in the [[o!l1 e land Security Lilterpri se. In order t(l hetler 
understand the imr[i ' ,ltiuns ol"lldd itioll J l usc s o r lil e Rapid LJ \ 'A p roject. it wi ll he necessary 10 
de velop add it io nal USl' · e<l Se s; understand pub lic and (l rgan izmi(l nal op inio ns. acce p lanee. and 
kn(lwledgc ahout th e Rapid f) 1'\!\ system: <lnd condu ct un In s t ituli o nal Re vi e\\, Board for I-IlI!no. n 
Subj ects Resea rch to support th c rield te sting orthe Rap id [) ;'\JA Pr(ltlltypeS. 

,<;OW T(/sk 1.0 /111f i /I :!. ]: f'rog r // ll/t.:mfliltf ioll / ill" /)n\" H;Ollll! lric L:\";( f lfofs 
(Has!! Period·· Tusk 2 ) 

The i"utun.: o f U.S. imm igratio n po licy has bel'n an i s~Ut: of lo ng d iscussion by o ni .. ·ia ls in seve ral 
Ad m inistr<lt io lls. in the media. on Ca pi to l ! [ilL and <llllOI1g the genera l plI h lic. Vluch o f this di scllssion 
h,IS focu sed on " overswys." i.e . indiv idual s who ente r the I 'nitcd States [awfully. hllt who St,l)' longer 
than the ir aUlhorized period o f 'Id llli ~s ion . ()ne of l h~ most com mo n reason:- fo r den ia l u f a I I.S . v isa 
is thal tht: \·isa app li(.·an t I ~t il s tu r.:onv inee the u.s. c{)nsular o ni.:er that he o r she \\ ill ad here tl) {hi.: 

admission pe riod. 

Esta hlishing an clTecti v..- Va lid<l led Exil p rogram \\Otdd a lltm DIIS to mcct its m iss io n goals I\ l 

protect thl: American pub lic and en fo rce immigrat ion la\\s. DJ!S current ly j~lC e s a difficult decis ion 
fo r a Validuted Exit system. f xil data col lect ion is Ilecessary to ens ure tilal th e Department knows 
who has 11(1 \ le ft on li m~. but the .... : are vary ing opin io ns on ho\\ to best co lk ct and frack this 
in lo rmatiun. S tatu tory mandates I\'q ui re OilS to imp le ment a hlomelr;c ex it program. hO\\evcr. it is 
unc lear if prev illu sly cond ucted rilo lS and studies have an swered question s nece ss~ ry to formulate a 
long·lerm r .:lt h forward regard ing. b io metr ic ex il an d suhsequ(;nt [y Vali dated [x iI. 

The o bject ive o f thi s d l i.ll"t is to \\ ork \\ ith DHS and ClllllnKto l" s tuff to jggregate 1.1[[ prev io ll s OIlS 
e valuations o f operatio nal con e~' pt s for biomet ric ex it. analy/.(; <.Iva ilah[ (; requ irement ... . lead a 
mctlwdo logi t.:a l rc,·ie w to assess Ihe validi ty o f pre vio us stud ies. a nd lead Ihe design o f 
research and p ilot act ivities fo r cand idate tec hno log ies to answer rescare h qu(;stio ns nece ssa ry \(I 

inrorm a j"ormu late a Inng·terl11 path fonnm t regarding hiomcl ric exit and subsclluently Validated 
bit. The in it ia l targ(;t cllstomer is senior DIIS leade rsh ip . 

SOW "f"o,\'k J() lIlI t i fJ .3 : .lfohil r.! lJ ;o /l/ t'lr ics 1'1"0;(' ("1 

(Opf ;(m Period J _. 1 (lsk 3 .. J J A4ol1fh,\') 

The Ho mela nd Sec urity A(t 0 11002 (PlIb lk La\\· 107-] <)6 ) statl's that D IIS S&T w ill "SUPP\lrt hasi..: 
a nd applil..'d homeland sccurity research 10 pronwte revn[ ut inJl <l ry changes in techlwlogi es; ad\'ance 
the devel o rmcnL le stin g and eVlIl uation . ,lI1 d dcr inylll l..!111 or crili ca l hom e land sec urit y tech no log.i es: 
;mel accdera te the pro tl)ly ping and dcplo)' ment o f led lllolog ics Ihat would add re ss hOllldund s\.'l·uri Ly 
\ u lnera b ili t ic s ."' Purs uant to this 111 issi tlll , the Res ;1 it' !l! Systems Di visi,1I1 (RSO ) o f the OcraltmeIH (I f 
Il ome[and Secu rity (DI IS ) Science and ["echrw[ngy Di rectorate recogni us the n(;ed rur COIll Jll t! ITial[ y 
:t\'uila ble hund-held hiomet ric :u:q uisitiun de\· iccs that can cJ"kct ivcly l:\llll'ct daw sa mp les from 
suhjects under if variety o r cOlld it io ns . 'I he D IIS is rc"plills ihk lil l" the h io metri l,' idc lll iliealio n {If 
persons to achic\'...: Ih\.' statutory and regu[ :l1 01·Y mi ss io ns (lflll (; C{1 ll1 pOnent s. To acc o mplish these 
ta sks. D[ IS componc nt s require the ability 10 pnSil i\ ~ ly idenlil ~.j~ cn:l:n indi v idual s in a sec ure. 
d lic ient. .ll·cu rate. and t imely manner. Th is abil ity- e ncompasscs th .. ' colk i.: l ion . s to!';lge. tra nsmiss io n. 
and ree(;ipt oj" b ioml"lric and hiog.r;lphic d at a to suppo rt the I,'o mpolw nt m issions. rhl' capab i l i' ~ must 
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be porwble and llpemhl l.! ill a \\·i dl.! vari C' ty or area s regard less uf cx isting in frastructurc (i.c. o lTshorl.!. 
rorc igll a nd n': ll1ot ..:: ItH:ations. ports of ent ry . dCI..::n tio n cell lt: rs . . . ClI':) and co ndit ion:. ( i.e. day/n ig ht. 
aridlhum id cl ima tes . hot/cold t(.'m pcratun .. ' cxtrcmc<.,) , T he capabilit y must also aC1.:olllm o d a l ~ 

Operal lll"s with varyin g le vels oftechnicttl ability and sub.i ec ts \\i(11 varyin g levels o f rhysi ca l a bilit y . 

rhe o utput fro m these mohile acq u isit io n d<.'vices 1llust hI.! 11sab lc lor searche s or largc -si.:alr: biometric 
databases (I to man.y) and/or ve rification against a previou sly tak(;11 bionwtri c sampl e ( I to I). In order 
to assure max imum int l.! ro r crab ility and d l ic ie ncy llfopt:ntl ion. DH S requ ires Ihal the data ou tput fro m 
the se acq u is ition dev ices conlonn lU pre-\!stahlishcd standard s. Thi s program focuses o n the integ rat io n 
ofvurio us biOl11 ctric mod ules illt o a sing!.; hand-h e ld device or systl.' I11. \'l oduk:s may includl.' but al·e 
not lim ited to: a lour li nger s lap Illod ule fo r lingerprints. v is ihle \\ avek ngtll camcn! l \\·ilh o ptio na l 
n ash/ ill um inator) fix face acqu is ition. and a l1e ar· infra red. dua l il" i,:> (.:uplUrc CU111e1"a . i\ dd it iu nal 
hioill etric Illudu ks such as for voice and o thcr Il:chn o \ogi es . ~ lleh as ca rd rcad~rs . etc. may be inc! udcd in 
the ti na l ha nd-Ileld sy~h:m . Multiple m obile (li::v i(.:l.'s current ly arc he ing pi loted in thl: field among 
various com poncTlI agencies as \\,dl as pul ice deranmenb througholJI the count ry . Scvera l pol ir.:e 
departments haw conducted independen t evaluati on prior to this SO\\,i and wi ll provi de additi o n<l] inruL 
into th is eva luatio n proc~ss. The Ve ndor shou ld he famil ia r \\·ilh the I I. S. ;\alio11<ll lnslilli te o f Swndards 
and Tech no logy (N IS' ! ) l\-1obi!c 10 Device Ikst Pract iccs Rl:'c om l11 cndut io ll. Se pt 1008 re port an d sho uld 
design (l plan 1'0 1' evaluating the im plementation of tbi s dev icc in th e li c ld. The plun sho uld desc ribe how 
thc daw capturl' methods. s ignal processi ng ( image nvm13 iizatioll. scgmcnl<l !ion. fe atu re extrac tilm. 
qu ali ty assessm~nt. template creation. outpl1l reco rd f;xmattillg ... ). matc hin g a lgorithms I'll I' each 
l110d a I ity . dec is io n for m atch/n o-mulch and the acc uracy of d isplayed resul ts function whe n thl' dl' \ ice is 
o pera li onally deployed and shou ld assess how the <.IC\ ic c users employ rhe dl.'v ice and irHe rpret rhe 
in fo rmat ion it prov ides t(' what d Tect. Th~ desi gn sho ul d pmvidc for the asse~s ment \J f the stn: ngths and 
\veukllesses ufth e d~v i l"~ as op(." r:lteci in thc lIck! and to th e extent pnss iblc s]wuld dcte rmine the (kgrc\.: 
10 \\ hieh the ava ilab ilit) o f lhl' ne"" m uitimoda l bioll1drie too l improves o n prior identificllion 

techno logies. 

SO W T<lsk 4.0 unl il-l .6: T5/\ Perso nnel F Ir<l iuat ioll 
(O pt ion Period 2- - Task 4 -- 12 Mo nth s) 

The goal o f th is \\ofk is to e nhance TSA OSO ' S c \ lsling O rtleer Pcrillrml:lllCC Stud ies proj ec t in thr..:e 
areas th ro ugh eva luati on. Thcs~ ar(."as 1,\ iI I impro ve av iati on security. il1lpro\c the dli c iency and 
eJTeet ivc ness o f TS I\ . s o ffi ccr pcrfonnance studi es. impr\l\\ .' "["SA ' s o fficer {m ining pmgrams. :md 
im prove TS A·s sta m.lard o perating proccdur .... s ;;11 airport c hed po ints. I-irsl. c:-.ami nc pos"ihle hend its of 
rem ote screeni ng - hav ing T SA X-ray operators perl lmll SI'H rches U\\Hy from thc terillinal (Thcre are 
curren t cUll vc rs.lt iol1 s and debates w il h O il S and TSA about Ihl: enst and benc ti ts of IUI\ ing T SA 
Ollicers work remutely. Th is tash \\'il! cxamine \\ hcther peri{wlllanc(,.' i-; bclt(,.' 1" tl r worse \\ hen c\)lldUl:led 
rcm ote ly) . Second. cnhancc th e assessment an d trainin g of spec ific search strategi o:s cmpkJycd h) 
TS A OITieers \\-h en conducti ng X -ray screen ing: tTh is ta sk w ill assess searc h sl ralcgi~s lIsed by d ilTcrt'nt 
TSOs 10 see if :>Illlle st~ les are 1110re c ne<;ti \"c than others ;tIlO w ill determ ine \\·h ... ' ther dkcrin; q rat..:g io..:s 
can he trained). Thirdl y. dctermine the impact on threut dct ection pe rfo rl11ul1cc o i"spc("'i lic Inte l or 
brieli ng inll.JfI11 <.lliOll pnw ickd b) Supn iors (Th is \as k \\i ll ll l'l p dct\':l"In inc on how hest h) inform TSA 
O fficers o r 1\('\\ I) di s(.·Uvefcd threats so as III impn)\ c (lvcrall pe ri"ommnce). 

sow Tosk 5.0 /lIIliI 5.o. (·/JR.\E ,,'II/lidan/s JIJr Fi/"sl Rc:.\polltlt'l".\· 

(Optiollul TasH j - /8 \/oml1sl 
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-rhe goal o f th i!'l task is 10 devc lllp a Ineth()t\ tl) track the l)peraTio na l h..:a lth of the first rcsplmdcr 

community on C BR,\, I·: ~l andard'i. I he opl.:rat iot1 al hl.:a lth o f lirs! resp(lnder~ w ith regard to CBR NL 
standards inclu dl::s (1) th l.: understanding or currenl C HRNI : s tandards in exi s tencc. (2) thc usc and 
pract ica l appl icat ion nr CBR~ E stnndards. C";) gaps in and the pract i..:.d nt:ed fo r CllR I'\T stand.mls. ant..! 
( -1 ) prio riti zat ion of CBR NF standards develo pment. rhe s)"st~m sho uld be hU!'Ied loosdy on estub li sIH.:d. 
surv ey -based survl'illane c systems uSl'd for tl1l' ongo ing co lled ion. il1lCrpretalitlll. and d issel11inutio n of 
plJbli l.: hea hh dnl<l. Ik vd o pmell t l)ft he s)-stem should m;cur in Iwo phases. In th..: first phase. the Vl.:ndor 
w ill conduct a literature re view. engage the stakeholders. (kvdup the quest io nnai re. d ... vt.:!op the samp le 
frame and conduct a pilot lest of up to nin .: respondents. In the ser.: ond phase (wh ir.:h are possibh.: future 
tasks). the li rst nat iona l \ \ .<1\'!.; of data collect ion .• malysis and d isselllinat iun w ill occur. Phase II w il l 
prov id ... • baseline dala I() f Ihe sySh.' Ill. In ~ubseqllcn t years cwavcs" ). the survey can be re-admin iste red 
for th e tracking oftrcnds re lated to cmC'\ f ~ standards. 

ItT L in consu ltat ion \\ ilh S&T. ,,·ill r.:I ari l ~ and foem; the project research quest ions . \\ ilh ner.: essary 
spec ia l emph<.l s is o n th e in ~praet i t.:e impl ir.:ations or the goa ls and ubj .:ct ives or the Natio na l St rat..:g:-- for 
C I3 RN E Standards. RTI \\·ill thcn rev ic\\ and summ;'lri ze ava ilable literaturc amI com pleted stud ies o n 

the curr~tl t st ate of each of the si:.. main goals of the National Strategy. Those goa ls art.:: 

I. I .sTabli sh all interagenc y g.roup for C'HR NE st;.mdards to promote: the cl.lordinnti()1l of tlll':s\.· 
standard,> amon g h:dera l. stat e. local. and trihal cnm11lunit ies. 

Cnurdi nate and fac ilitate the d.:v.:lorment ofC HR:-J F cq uipme:nt IXrfonna llcc Sl<J ndard s and 
promote thc usc o f standard .. fo r Fcder(l l. s tate. loca l. a nd triha l commun it i~s. 

3. Coordinatt' and fa .: ilitatc thc dl! velopmt'nt a nd adopt io n o f in tcroperabi lilY standards for CH RNE 

l'l]uipl1l clll. 
4 . Pro mo te enduring crm .. NE stanJard o p.:rati ng procedures 1(11" Federal. St;lIc. loca l. and triha l us\.: to 

impnJ\e Nati o na l rrcparcdness and res ponse. 
s. r :~tabli s l l vo lunmry CHRNE train in g and certifir.:at io n sta lld.mis fur the fede ra l. State. 10r.:<1 1. and 

rri h:ll comm un it ies and promo te polic ies that lI.)ster their adopt io n. 
6 . Establish a comprehens ive CI3R\jC equipment testi ng <ln d ev'lluat io !1 (T& E) in t"rastrur.:tlJre an d 

capabil ity to SlJpPO!1 conform ity aSSI:SSmerH stan dard,. 

RTI \\ il! inc lude in the r.:\- ic\\ print materials. otli r.:ia! d llcLlI1lt:nt s. media rcpI)!"ls and \)tller so urt.:es. as 
appmpriate. Sk I will as, i:;t with thc idcnti fir.:atio n <.In d obtaining o r dor.:ull1eJlls. RTf \\ i II de li\"Cr a 

document hr iell~ summa riz ing the literatu re rev i .... " to S&T, 

IV. STAFFI~G 

See Allar.:hll1cnl 2- HSA]{ J 05:!. 2 15-70 K ... ,y Persnnnci ur Far.: ilitil!s (I)1"T 2()O.'). \\hi ch identili.: s Projcct 
\'1an <'lg.: r and Chief Techn ic al f{ cpn.:sentative :IS K>::y Pcrs\)lJllc l. 
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V. Dt:UVER AIILES-M ILESTOI'E PA YVlEI'T SCHEIlUL E 

SOW 
T.ask 

I.U 

I ,(i " 

1. 1 

1.111 

::' 

Dtliverable 

I' r<I,lcet \1<"I,,!!cm ~n! 
I'I "n 

Dnlli uf [)aL ~ 
('~) I kdi(", 

11I~lmmems 

Fina l version of 
L>m:! Collec tion 
Inlilromcn LS 

I lr.,~I~t.tI" .. • 
11"_·"1.. 1; ... ~ 
IA"\'I 'r, \i "~. 

' ;,,1111 1--' -ltiUml,,1I 
h_~-~ I~,,:-K'\r i d 

~\ 1'lUj~"'1 

(1":011 "rl-;" . ,:,"'" 
I : , ' I :k'''''.''- ~ I',, !, 1,,::, ;01 
1>\;,,\ "c''' i·'- 'I "if-I, 
t 1"I"I':~ :,,:.1 1\,,-,1.:1' 
I'noll;..;;i .. " 

I'i 1: • .1 \ ,',',''' I! " I 
I \.,hUli,'1l1 ::,,,,,-".'r~ 
h" ' lbl':'; 1>' \ I'n';~ll 
\\111' : , ( -",: .,1' ,, ;011.: 

1\, "',1" ., .. , 'i .. ' ," i, 

"tllI1l11~t: or Data 
l 'olkct;oll ,\(·ti' ili~ , 

IIl ,ti ttlliO" ill Rc\ i~ 11 

1.-1 ["j",Jrd Ilx 1ILII1l>l ll 
Sllbj~\'IS R.':-<:;m:h 

~"kl"'OJ''' 
1~,~n;]g"Jl]e1l11' 1;!Il 

ATTACHMENT I 

IUliv~nbks 

Description 

Hnal \Cr~i ons of all data colleditlU inslrumcnl.~" !'inal \'~I'$ ioll JcquirL'lI 
ilflPTOval by the RSO Pru~ ~ilnagcr. 

,\-t'o4H<'r",,,,,-4<-><-tl~ 1,,~~~~.,I'~lh.ll ,. ,!'<"t· jj""II .. -l.!t\t-.r .... ! I" 
;lit' 1)11~~nm! all<.l'h, .. h'lI,l"~'I;! l'\·a~l. l-illah""'I.'!1 
!'''''I ( .. ..,. '""'''''1'I'\.'",·~I; .. KS1,)--lft'l!fito\\ M#fttt)!"'f'. 

,\-r;tHt-+t),,\.,r~ -l'r.~,dl"~,H 1~~lIl1~~~,. 

\~ 1)1 ""t''''"'f-hlm 'lIltH~\t .I('~I+\!! ~~A·.~L F!l1al~'+l 

r"(I,,~pl'm~~ I-I~"""I!\t' K\I~' Mll -\.~" I ' 

'\ I' '' : ', !" "'.\:I I',: I'"" ;11 __ :" ' '' ~ I','I:I ,", ;~li l il li"rI I" ," i, ",,'uli ,'; II ;. :, ~ i l ",' .. ,, ; 1(' :11,' 

:)1 ' " :'h .~" :Il ,,.,;1 !c'dH1P "'i' :' h' il1,' ," ;,1I,"'c,;I I 1'.'11 ', ,'r" '1' '\' "11'I~c" 

'rI,,,',,,I"';. !'1, !-:SIJ >"'';''-'''' \l.:n.' f..;r 

\ :\,11, I; '1", • .1'01 ""'- '" c :""':Llo:! ,", .1111.,1:"" lh... i, "I-",," il ;, ·;oll;. I,:il",-..;,':" 11\ , 
~Ib ~\f"~_'-;" " .11",: I";."·'''I<':·,~ b.:in!"·\.du",,-,,I I ;n.,1 '~'-"''''n "\"<juir..;, 

,'i,,-,,',,:lI', 'h~' I" j I·r,'~,. "" \I ;(I:,~~",. 

:\11 IRI I r~\'i~ \\ I\i l l b~ \.'(' l1dU~kd I" l' Ih~ li ,'ld I ~, l olllw 1{,lpid D'\ .'\ 
prui ~.· l. 

Due Date 

! 1'>5 months from ,1\\-,1111 
c.i;lu '. 201 ~l 

I <. ~ 'I: " :i:il' """'1' ,! "I,' 
_.j' ,,,',In; "j' '-;, ...... !,",-i"d 

IIJn :'_ ~ lIl IJ 

IX 11l"I~lh~ Ii-Pill 11:11,' tlf 
"" .11 ,: "r I,,,,~· l'< I .,,,' 

(1 ,\,1, _;1: _ 2'; ;.' I 

;:;: ~. ,::, .. ,,1;:, 11','1" 

,~\\ '" ,I 

r aoc 8 • 

Payme-nt 

I(Ol(4) 
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1{ ~I 'icw " r p\!i'>lk ;' .'\ r~Yil'\\ of " 'lcI ,1111 lil~r,\lurc in ,11'1:;1 ,,)' puhlic IIn,1 "1).:,m i7:ll i"llal I I El 1.6 '\l'tumi/.<lliI1l1.11 l')lilli"ll~o ar\\:pl :m~eo ,111\1 knowkdt,:< abom Ih.: Rapid ni\J\ ~~ ~Icm '1 lolo e: mtJnlh~ frum .I1\ .In.1 
,I\·<'-':P[;UKC [l lcTalun! final R'r:\I<!I1 ''I:\l l\ in;~ <lpll .. m al h: Ihe f{S ll l'nlgra<lI M an.l~er , 

, 
I k ... tt \,f "'. n"\~·~ 

1\ .Irilli uf ,111 .~lJrw: in~lr\lmcnb Ii ,r I,uhlk ,11 11.1 urgani.l.;.tivn;11 .In:loptan.:c 
10 monlh~ Ii-Hili oal,' or 

~ f.7 
[n,tnunc!) !..; 

(.(" Rap id O;-"J\ (l-.:hnul\1g.~. Final I~'r~i"n rC'llIiT~-:' apl'rm:11 b~ 11 K' R~1l 
all alll, 

l'I'!'~ralT1 1I'1:II1:1gcl' 

~ 
-

lle l..:lup SampliuF-
l }cl ..:t" p <';lI lll'ling I'lan I,ll rd cI'au t '"C'I>o ndctll~ Ipllhlk "ud 

1.1( uq!ani/.ati,1I1 :1 11, I he 1;)I"£,c l populall<lI1. sam pling t'r.! ,nc. ,lIld t;I\,1I 1--1 rll('nll1 ~ !i'om award 
S~h ~lm' 

" Ullp lill t\ ,,~hcmc I"<: llllil\: ;lpl'l"Olal l'y 1h~ RSi) t'ro;:ral1l f'.l atlal!cr. 

Atimin i,lnLli l 'l1 
1\ drali 01,11 1 ~ lIne: ill'[nlmcnl~ li,1' p\lbl i~ ami org'H,i/.alilll1ul :lt~'\'rIWl~\.' 

I ~ lII"n(h, li'Olll d :l l~ n i' ~ 19 
~llr. ' t~ In.'lnll llCllh 

u i'!\al'id " " ,\ lel'illlnlvt\: Final Iw,;on r~'iuil'~, arpnll :l l 11: Ih~ RSi) 
;}warJ. 

I'rnr_ram 1 ... 1:II1 :1geT. 

An<llysi, \Il'n:~\lI I , 
( ',..,d\I~1 ;111~ ly,i " 01" ,Ill d<ll :l dCI ~ h 'Pl'd und~r lh~ "Uhl:hk, I , ~ -l . '! "rlhi, I I( n"' l\lh~ Jr" 1ll daiC (I f I(b)«, 

I 1<, Jhlll\ :1 11 :I~~epl:!lll'~ 
!;J,k. :I\\:lnl. 

c,,;.lualil1n 

- \ I"," );, ""1"-" 11",, - " ,·",," 1',: l ,II ." II" . ','I ,,!,, :,I '. " : 1':-, " ".;1 , ,"',', " ',I 
; )"ii,-"" I :1\" ":''' 1'''''' '"" 1,,,1" ,I '·1'1.1 ' "'' :" "'<""")) ,,,,10,,,,,,,,_, i t' '1'.\' :"':" 'I: " ""'. )':h' J..;,:'!I· ,," :h.· i" 1,:1 EJ' : ",k D'_\ :' I\~.< I rC'I~_':-- ., ,1,,1 ,1:',':,-,: l:. 0:1-<.::: -I" I"':"'~'. -".-):1,',,· .: ,or ,-,, -,111 \ ~ _"_- :,,,:,-~~ i)'1 " 'Ill ;; 

I , ,- "",;,', ' 1' -". ."",.~. II~ .... ,." .. i',I~," h" " •. lod He '1':',""1"·,','" il' " :I~ I",· 'i -led 
'h, , \ ,.,. .... ", . :\ ','ub" "1'1 '1'<'\ iI , Ie' I ~" I ) 1""",'.1': 11 " .\ L,,,,,,,.>", 

A summary ofthc PfC' iUlL"ly condUCled pilots as il stands. The Vendor 
3 TIlQnths !Tom 
Uale of A\\"ard 

I .• 
Baseline Assessmenl foc will ",,00; ",ith RSD 10 aggregalc all previous DHS evalualions of EJ' Biometric £xi l Pilots operational concepts for biometric o:"it and analy~e available 

Base Period 
requirements. 

Task 2 
, 

5 months from 
F.\'11luatioo Framewon /I. methodolog.ical rev iew (0 assess the \'a!idity of prc\'ioos Studies in Date of Award 

LJ 2. 1 for Biometric Exi t answering research quc~tions nec~Sar)' to infonn a DHS StrllICg} roc 
Pilots biometric exit Base Period 

Task 2 
A fannal repon that communicates a long-term path f"",'ard for the 

6 months from 
program evaluation thai is speci fically tailored to infonn senior DHS 

Dalc of Award 

~ 2.2 
Final Report for leadership decisions . The length of the final report is anticipated to aboul 

8 iometric bil Pilols 25 pa~ iocluding an e.~c:c:ulil·e summar} of no IYlOr\: than Iwo PlI}!CS bul 
Base- Period 

cxcludin~ appendices.. i fany. The final "ersioo mjuircs approval b~- lhe 
Tas\.;2 

RSD Program ManaJ!.cr , 
of mOlllils from 

~I n~:<o: lin,· ;\S,,6~IllC1ll I; 'T 
t\ '1II1lm"r~ .. flhc pro"gr;tm as it ~1"n,ls . Fin,,1 \ ,·"i.m "'<I" i rc~ appr",':]1 

c"er ... ;~i lt J!. Opli"n 
~.() M'lhil~ Hiumel Ti~s I '~"liod 

l'rojC\"l 
,,~ <he RSlJ I 'TH~r;H n "':ll1a~~r 

Ofl\ L,Jll I' ~ ril>ll I 'l~~ :; 
(, 1ll')Il [h~ ti-UIll 

1,\:.llIal ion h~UII~\\"\lrk 
,\ palh rOr.l; ]r,! fi'T the prt,;!-r-llll ,o',I IIt:o!iutl (h.,1 h ~pecilieal1y lail\ITed l., cW"e i~i llg Option 

1 ~1(4 1 J ~ I 
ti,r r-,'Iubik Bill ll1<:1ric ~ 

thc I'TI'grmn am! l~dm'llol!Y IxingCI."tluJll'tL ri"a! Icr~i"n r~ qllll-loS l'cl'i(>,J 

t 
npp.\"",ll1y the RS» 1'1',,:;ram \l all;t:;~ .-

\ lpli(lll I\'rioel J .J.'}.. .-

-I tu ~ mllrllhs frum 
\1"nill,riu!! ,.IIld c\l'l\" i,i, , ~ ()pl ;<lt, 

l(b)(4) I . . h 'a luCiliol l 1,1" \\O,bik I lI1rk l1, ~nl ,'tiol' "lid Il lUl1il() rilig 1I1 ' II' l' ~1,,11I "11(lll 1"':II11~ "I'l'k , I'cri,," 
I linmdri~s I'rnjl'd 

Opt i{lll I'criue! I~~}.. ~ 

.. \ 1<lo lla l r"1"Klrt 111 ,,1 ~\lml ntll1i~;\tc, t ile ~I :11",\1 ;('11 I'nll;~dm'l'~ .Ilui- t]: n1(ltlth ." 110m 

Fi lwl Rq"K,rt lill" Ml'h il ~ 
Ji llliings 1,. I"l'kl all1 "lldi~n( ~,'- '11, ~ 1.:1,!!lh o flhc 11nal rqlll1'[ i ~ ", ~r~ i s ill g ()rll <>11 EJ .\ \ :!Hli(ip;n~'( l l(l "hu\ll ].5 1';I:;cs. ilKllIlI lllg ;Ill ~\l"'l l1 il C ~umll1,\r~ "f 11" P~ri . ... ! 

l:I iomdr il'~ 1'l"ui~~1 
IIlIIT,' lh.III\\I(' pa:;lOS. T h,' final wr"iUH TC"lI i l\.>~ :orr«"a! h~ the R5 U 
l'lll!!ra lll i\h ua!!cl o 1li"tl I'cri"d -I ,,,k :; '-- -
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I.:' 

----- -,--- - --- - ---------- - ---- -------'-;,C,C,,_C"C"~117, c"CC·'\]]-1 ~~~n.: i " ild I 
1'1 ~ ~c"· l \bnag~ lll~1ll :\ r roi " ~L 1l1:.lJ\' ~ :;" '\I,,·nl phil) 111 ;'1 "ill ;\l'wl))pli"h \ h~ [l ro).~ rml1·~ "l>jCl'lih~~ j 11'I iuIl l'~ri nd_1 _ I 

""""Ii",,,,, RSIl 1"'"",,,,,1 'Ii, """ " ,-~ ,,,,, """',,, ""''',,' ", "" I I\bi\4r] I 
I' lan K\U 1'r.~d-.~ 'n1 \1anag:.:r O,'linn "..:rluu -, ;(,1-, ~ 

_, 111"11111'> from 

.. \ path li,rw;lnlli,r II];: I'l'r<"nn.,;[ \'l'rI'orman.:..: <:\ :tlu,,,iull Ih.11 i, l'wn: i,iug (lpt ill1' 
'l'..:.:iri ':'ll1~ IJI l(lrL"~ t" (he <I~:l~ h,-iug <:, ,,h,,,:,'J. Iinal wr,h'n r..:quil\'._ ('em,,1. 
,1 1'1'1"01:11 h) the RSD I' noi! ralll 'l itn : l g~ l-

____ _____ ___ ____ ________ ! Opt iu il I'<.: ri"d I", I; -! 

- I [ I IllUJ\11i~ fWIll 

IfII ;,lem..:nt;ui" ll and m'II I;("ring ,,1 lito; C' alu .lt;"" rraIll L'\\"rk, COl!cT! ;lIllJ 
" Ilal~ Ie dala. 

.\ .lr;11i 'l'f:ol.1ll "r" Ji ll ~tll"l:J'I>t1 Ih;'1 l·l'mmlJlJi'·, II ~·.' Ih" '" " 11I.II I,,n 
l>rati Fin::1 g"p.l!U 1''' '''<."(lu,"", ;md lind i n~, 1<> r..-("I ;U1[ audi.::no ...... 

<:_\.:,,:i'lI1:; (l l'li"" 
i'ni,,(] , 

15 Illonths li'olll 
cwr.'i,in~ 0l' l;"n 
1)~'riI'J 

~1(4 1 - _d 
ll"rtcd ~' 
'P<xli I 

I--!-,-,-- --- --1--- - ___ _____ _ _ _ _ _____ ____ _ _ +;(~'J,,'\; (1n Pe ri"d ''-,,·''"'C''-t---- I 
16 l1l"nlh~ Ii-mj) l 

1\ Jimn;tl f\:1,(m Ih'JI .'I'lmnunk,n.-,; the C\:.ll u"I1\>IIproc~.luf':' .lml i .JJ't ___ '_'_"_I;'_'_"_'_-'_'_'''_'_' _ _ +_"_""_'_"_;!S tt' .d '::I-"nt :ludieun~, Th,· linal n~r,i"n rC<l uir ... ", aPIWllal ,,~ lh.: I _ "Sf) I',,,,,,,,,, M,,,,,,,,', 

5.0 

, I 

l'r".Int \ -I'II1:!;!em.::nt ,\ pwi.::n nl,Ulag.cn,cnt 1'1;111 Ihat \I III al:nlll l[Jl i· .. h lh.:: rru;!I:tIll" 
obk d iH·' ,-" "1I 11;rI ~"<. 1 ~ y I{SIl r~r "lIlnd Ih,' lillUI I <:h;(1n f .. • .. Jllin,:., 

PI,1Il (1l'pnll'l l \1y IIl<: RSIl l'ru!! ralTl \1 ;m;l!!cl 

/\ r~' i~,\ "i" rc ].::, anI lilcral urc in [Il l.' ilf':: :1 oj' I:irs! R,::sl'llnd ~ , · il'·qllisi [i'\II. 
II':linin!!. ;m,llI";;': .. r CBj{\ 1 1·'llIi[1111':11 1. 

()u:lIl ~ l'I) r~rUr1 j"llll<lb " ill ~c' arrTl"c'd ;b 1'<1" Htlh~ 1'.\ \)' I l a~k :' .H) 
hUI \\i ll_ ,n:.l minimum .. Indmk hud=-l'l ':_'l.f'l·n<tiuln: and l.1 .h pwgr<·s,. 

Oplion.1I J~"h j 

) month$ frum 
.::\ ,n;bj l1 ~ (ll'ti(lll, 

1 lr1 i.>nfl1l ask 5 

EJ
1 

~1\4 1 

- - - - -~ ---;;;'7.::::---1-- ­') l1i-m;lh~ tWill 

... . 5 

~U :lHllar;. ,If I ),1\:.1 

l'<, II.::C'[i,.", ,\ ,', i,i l i.::_ 

<'"crd~ i ll~ 0r1i"n, 

()l'li OI\;[ 1 I",~ 5 

\ tlran l i>nll ~l l f\."po,rt-tll.n <" \llmn ll~i<·. 'I ~·" th,· ~\ "\II;lliun r~"';I.·\ I IIf\.·~ ami I (. n"'nth~ Ihm l 
liu,liug:s It> r.:k, .1111 <ludi.'l1l:<:s. rhc kll,·.l ll "rtll.: ti lla l r":l'"rt i~ anlici!M!':,I c\..:r" i~il1g: ( 1I'Ii " ll 

i} 1';l lll-il1al RCI',>1t I ' hI: ahe'lI[ 15 jl;Lgn. :n" lilti in!' an ,' ,\CL' llti,'c' ' lIll1l 11 an ,,1 ' llll n,..rc [Ilall lll !l 

L
' )aJ:!'-" hut ",..-I lIdi1lt, ;[ rl'''·I1\ l j~\.". i .. ~1II ~ . 1 hI,' " r;,1'1 1'111 ;)[ ,,· r,; ion l'~qH ir,· ,; (1),li"II ,tI '1,,4 _~ 

_ --''--____ _ ___ __ --'c"~·l'm\al "~ 111,' RSn 1· ... ,;!1~111l \ l al1;,;!,~r, LI _ _ ____ ____ ' _ _ ~ 
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* f) t ~C 10 r~lUnd i llg. gJ<\nd tota l at r iml Fi '\cd Price is Ll<b_J_(4_J ____ -"~\' hich i!lo indusi\·e o r thc un fu nded 
Orti ll na l r ask 1. I I. 

* COR shall dett: rm ine , at his d i!loc retion. hO\\. lo ng a lk r rcce ipt o rtht: d rali dcl i\<.:rabk RTI has to dd ivl.' r 

thc fina l version and ]ww lo ng th l.' Governmcnt willl'c"ie\-\' the dml t. beftm.:: rll'ov idillg CLl mm ent s. 

Vl, Other Task Order Details 

I. Period of Pcrforma l1ct'. -rhe ta sk \) rdcr period (If pe rfo rma nc e i ~ I"rom 14 Septcmh~ r ~() Il through 

13 September 20 15 . 

') Tr<ln: I, Domestic Ir3\'c l on the ran ofthc Vendor's sm tr llla~ he n:qu in:d in tbe performance of the 

du ties that :I re listed here in. It is t:xpec ted that Ihl: Vendor wil! re imburse non - govern men t 

pa rticipants for th ose travel expcnses that th ey might incu r. 

3. D! IS-furnished Inli.mnatioll. 
a. DJ IS \\111 rrov ide certain OIl S infonll .tt ion. materials, and form s un iqm: tll O IlS to the 

vendo r to support cena in tasks under thi s SOW, 

b . Tht: [)l IS S&T Co ntrac ti ng Officer's KI,.'pn:scnt.nive. idcnt ified in thi s SOW. w ill he the po int 

ol' contact (POC) for Ilw idenlilicurion orallY n.:qu ired inl'ormatiol1 to be sLlpp licd by OilS . 
c, The Ve ndo r \\ ill pre p;1r~ an)- dOf.:umcntation accord ing 10 the gu itld ines pn.w ided by D IIS . 

4. Placc of Pe rrormanc~. 

n. -I"he Vendor ,,, ill perform the \\\)rk unde r th is SOW at 1lK'ir p lace o f business and 11l1.: 
workshop lo(.' t1l ion . 

5. Oi IS-F urnished Property. 1)1 IS prnpL'rty \\ ill not be pnwi dcd tn the Vl.'ndor. 

6. lkilvera bles . Th e Vcndor wi ll provide ali deli vcra hl es identil ied in thi s SO\\ di rcct l ~ tll the task ­
spec illc DI IS S&T Tcc hn ica l RerresL'n tat iH's and to the S& T Contracting O ffice r. 

7. Program Status Re port. ril e Vend or w ill de li vc l' Ilwilt hly program stal U:; reports. The repnrts w i]1 

1)(:" suhmith:d on the 151 h d •• y o f the mo nth. The repOib shall inl.' lude tht: 1'0 110\\ illg : 

a. S um mary o f pmgress du ring the reponing periud (includi ng any significunt Jechnicul 
ini'ul"lnation ). 

b. Lnalll icip<ltt'd tceh niL'n l or mmlagc ml.'nt prClbk llls of s ign ilicance. 
c. Problems ant icipa ted in flltur~ reporti ng per iods, 

d. Summa ry of importmlll11cctings. nricti llgs. trips and c onl~ rcnecs duri ng the pcriud (l fthe 

repo rt :lIld tlltlsc pla l1l1~d in tllc liJ lltmlng period . 

1\ 11 reports shall he ~ u nll1 ill<:d tu th.: 1<.I~ ~- sJ1el:ijjc CORs and 10 lhc Dl lS S&T ( \ JIllrae ting Otticcr 
e lectronica ll y. 
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8. Funding Requirl..' lllents. DII S will provide fund ing thai is outlinl.!u in the T<1 ~k O r(kr. at the 
(\ i:-.c rctio n or thi! Gove nltllcrn . subject to the a vai la bi li t y of fund:-. , 

9. Sl.!curity Requ il'l::l1lcnts. 
<1. All \\ o rk pcrforme d under thi s SO W is unc la ... "itled lI 11 lc~s o th crw ise sp~c ified hy DHS. 
h. Ir c hl~si fied wo rk is req uired under this SO W. D IIS w ill prov idc spec ific g uidance to the 

Vendor as \0 which \\ ork wilt he cond ucted in it classi fier.! nwn ner !.I nd nl which r.:l as~i ti c a [ i on 

le ve l. 'J he Vendo r w il! a lso adherc to other app li cahle (i~1V , • .' rnmcnt orde rs. g uides. und 
d irect ive s perta ining to c lass ifi ed \\( lr~ . Th is SO W may req llirc access II) info rm ati on ,H the 
unclassi fi ed k vd . 

c . The ('umrac tor sha ll Jlot publish. pt:rmit to he publi shed. or t1i stribu le fo r r uolie 
co nsumpti o n. an y info rmat ion. o ra! (1 1' written. concern ing the res ult s ur co m:lusion s made 
pursua nt to the pc rl 'urmancc o f thi s Task Order. w ithout th e prio r \\Tilter1 (;o nsen! o r th e 
ContJ"Jcti ng O ffice r. A n d cc lron ic o r printed w py o r a ny mate ria l pro posed to he pu blishct.l 
o r d i~ t ri butcd sh~d l be suhmittcd to thl,.< Co ntrm.::t ing Of ricer. 

VII. Points of C Ull tact 

Co ntrac ti ng O !Ti(,'er : 
DU.1n ~ Schatz 
Sc ience and Techno logy J\(;(lli is it io ns Di v isio n 

O l1i(; (; o r Procu reme nt Onenltio llS Depart ment o f iio me klild Secur ity \Va:-.hington. DC ~05R2 
(b)(6) 

Contrac ting O ni (,;er 's Rcprest'ntuti ve (COR): 
Richa rd Legault . Ph .D. 
Resilie nt Syste ms D ivisinn 

DI"IS Sk i Invoicing: 
U.S. Il II S. ICE 
Attn: S&T RSD Invo ice 
Hurl inglon Finance Cen ter 
P. O. Box 1 (lOll 
Wil li sto n. VT () :; -l. 95· ] 000 
i l1 \,1) k csa t .tonso lid .. r ion 'ii.' icc .dhs. go\' 

ATTAC HME'IT I Pagt· 12 epic.org 14-10-13-DHS-FOIA-20150402-Production 000280



ORD ER FOr.. ,~PPUES OR S ERVICES I PI\GE 
0 \ PAGE S 4 

IMPO RTANT Mark all packag.os arrd papers w itM contract and/or order numbers 1 

, OAf 10 OF ORDfl'l 2 CONTIV.,CT NO {If ~nYJ 6 SK IP TO , 
(;S-lO:- 809n a N ....... E OF CONSIGNEE O<:tiH /2C; 1 

3, ORO ER NO, , REO\J ISiTlO NIR EF ER EHC[ NO 
I+.J~ t i.p_e De.'H, i r.a ':.:. ens 

HSf'.ODC- 1 l - F- DO O87 Se e Sc h~ (L. ll' 

5 ISSUING OfFICIO (Adrj'&$$ =~~t>Ofi< to) b STREE T ADDRESS 

[)cp"'r~Uoer,t cf ;;O!"I".ilnc Security 

W;t'iT /OPO !':&T/;'-;';: i "Stof_' O1l5 
2 /, 5 [·1 '.\ :::1:"'- 1 ;.iJ.n'~ sr,,, 
\<,·,) ::; h:'r;qLor. lY' 2J::/.B - CLS 

c CI TY Id STAff I 0 l lPCOOE 

1 W f S~jIP VIA 

• NAM E 01' CONTRACTOR 
K ~:2':i"'RC[[ ':'f{(!"NG:'::: I'-!S'":'IT:JTE II TYPE OF ORnER 

b. COMPA NY tV-ME I. PURCHIISE ,;ij b. OElI'IIENY , STRE ET ADD"f SS REFER~NCE \'OUR' 
:,<; 3 0X 'j I I ')4 Exc"l" lor b~hg ,nol rocl""" on \'1$ 

""' ....... INs Gel .... ery;;:ro..- '. ,u~,o&C1 
to lnolr..ao:lf\S C<lI'Ita01ed en In .... de 
only ct 11"0. Iorm _ is isSU8d 

P,,"<»e 1u .... i$I\ "" 1.;>10,,""" on ...... le1m. ""bjoOCl I.;> 1'-lifm. ~fId ccn6~Cf'l1 

a'1d ' end,!, ,,,," &~,1 ",6 on Iloln .o::as 01 01 jI-", <>bO,e' ~""',b<>reJ c""'r~1 

~, CIT\' Ie STAT[ 1,1 l iP CODE 
~l' order ...-.d on Into &nache-d or""'l, {&I'~ 

R:;: S~;'.;<CH '":'RI .!',W:;:':: f'1\!G NC 2110-:'219,1 
I~:t,odng a.,lf" ~ as ,r""", led 

!I ACCOUNTI .... O 11 .... 0 APPRoPll1A liON DATA 10 REQUISIliOHING OFfiCE 

S C' e 5:::1'.0.(1u e 
• I . OU $ INEBS CLASS IFICA l iON (COOCk ~ppropn,' le 0<" <:·85}) 12, F,Q B PO INT 

I • SWILL 
~ 

b OfHl:.k THAN SMALL ~ ~ OISAOVAIHAG"O Lj g, SEIIVICE · 
O-:, c; t iU) t i :)r. 

OISARI I:.U 

~" WOMEN-O','''''E D \.1 e HVSZo-.e L I EMERGING SMALL VE TERAN-
n VSINESS OI'l'HEO 

13, PLACE OF 14 GOVERNMENT BIL NO, t 5 DUIV ER TO F,O, a POINT 16.llISCOIi NTTE RI.1 S 

• INSPE CTION 

U0sti::<tLior. I ;~~Er~L:""~~or. 

ITEM NO, 
(~I 

SUPPL I [~ Oil S ERVIC eS 
(bl 

:J'J~S ~J\l:n.')C'r : OOIJ 6f,8 ~05+ CO;)() 

Div is ion/PO'r, : tl'.lr.M:l f'a(.;lor s/3ehil'i.i,o r",: 
9t i en c 0.s J iv is i cn 
T::: u::;:. : Pe: :; o : '.i) 1 : :icn 'ci:: j,ca t. io n ~ y.",t(~!'l 5 

?rogrd!'l ; 3io:aetrl(:s 
Proje;:t: B':'ometr: c.'l 
C:';'L:': i ~·I.~cd 

QUANTIT\, 
ORrlf RED UN IT 

('I (dl 

111 SHIPf'ING paiN I 1~ GROSS SHI PP IN G INfIGH T 

21 , MAIL INVOIC[ TO 

ON OR BE FORE (DM"! 
/>lui tir<.e 

UNIT 
PRICE ,., 

20 INVOICE NO 

AMOUNT 

'J) 

~Ie'. 30 

OUANTITY 
ACC~Y I ~D 

:gl 

1 ,.c;;.,.""",---------,!l"" ;,C:'ICC~EC. --- - - ----- - ----- - ---- - - ---- -1 $ Cj ();) , 58 G. Co () 

~~ 

IIVSfflUC110111S 
Oll REVERSE 

t. S1R[fl ADDRESS 
(",PO 8?~ 

"'VTHO~IZED FOfO lOC"'- I<U'IIODucnO'J 
PRtV>a J S EDiTiON fKlT C!S"'BL~ 

b:";~l ~ r.'J:- O:l '·lr.ar,cC' Len Le! 

PO EOX 1 CO:) 
At, 7r. : S&T Ill vi3 i t' ll 
St-:~ , L:l "-")';'1.:e , V) :"lsol i(;Ol t i y ' ~dh3 . g v ; 

, --_ .. ' 

23 NAME (T\'peC) 

Kr i3ti on ,IDv a ~ovi c 

H(,) 

GRAND 
TOT AL 

TITLE. CONIRACTINGlOROERING OFFICER 

OPTlOII"' ~ FORM 3-47 ,." ~">«06, 
..... ""., "' .. ,' ..... '-" .. C" "." , '<; 
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ORDER FOR S' 'L1ES OR SERVICES 
SCHEDUL ... CONTINUATION 

IT( M NO SUPPLIE$SfoRVlCE S 

(b) 

P"r~()t'l: .€ r ; 1< ;'1 Irl;:o rn J t, :':>:1<.\l 

l'!:ol €(.; l t'~ ,"~d9 C:!: : ,T. c;',ln :'eli.' 

,...~'propr ',l t i'::' :1 Yea:' ; [l..~·l .;. ["Y.l ; ~ 3;' 

l3udger il.u t ~lorily: ~L lt~ -Y('<'Ir ::te i{:"t: i.:~"5o'!b_e 
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Statement of Work for 
Program Evaluations 

U.S. Department of Homeland Security 
Science & Technology Directorate 

Human Factors/Behavioral Sciences Division 

This Statement of\Vork (SOV'/) outlines the activities that arc involved in acquiring technical 
and consulting services in the sociaL behavioral. and economic sciences. These services will be 
responsible for addressing the methods. models and teclmologies to conduct program evaluations 
on biometric technologies within the Human factorsil1ehavioral Sciences Division (HFD) of the 
Science & Technology Directorate (S&T). 

l. BACKGROlJNIJ 

The L .S. Department of J lomcland Security (DHS) is committed to using cutting-edge science 
and technology' in its quest to make America safer. The Dl IS S&T is tasked with advancing the 
scientific. engineering, and technological resources of the Lnitcd States and leveraging these 
resources into tools to help protect the homeland. The Human Factors/Behavioral Sciences 
Division (lIFD) applies the social and behavioral sciences in order to improve the detection. 
analysis, and understanding of threats posed by individuals, groups, and radical movements: to 
support the preparedness, response and recovery of communities impacted by catastrophic 
events; and to advance national security by integrating human factors into homeland security 
science and technologies. 

The Quadrermial Homeland Security Review (2010) has identified Maturing and Strengthening 
the Homeland Security Enterprise (HSE) as a key DHS programmatic goal. DHS S&T provides 
those technologies, processes and expertise to the liSE in order to assist them in fulfilling their 
missions. However, DHS S&T has no formaL scientifically sound, program evaluation process 
to ensure that the mission is being met in a meaningful and efficient manner. Current S&T 
evaluation programs only test and consider the quality of the technology' to be transitioned. A 
program evaluation approach that places a technology or other irul0vation within an operational 
context, and thus enables decision makers to assess the entire operational approach in which the 
tcchnology or innovation is embedded, ultimately improving technology transition to the 
customer component agencies. 

This SO\V summarizes the work that is planned for program evaluations in OIlS S&T. This 
work will be conducted through engaging the technology stakeholders, focusing the evaluation 
design on the technology' and the purpose of the overall operational program, gathering and 
analyzing evidence, and producing a final report that will result in an improved program. Those 
lessons learned \vill help inform future DHS S&T program conceptualization and execution, and 
will1cad to improvement in the quality and effectiveness of programs transitioned to customer 
component agencies. 
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II. SCOPE OF WORK 

The Vendor. will conduct program evaluations on f)f-IS S&T programs. In Fiscal Year (FY) 
2011. there will be an evaluation of OilS Biometric ~~xit Pilots and the Rapid DNA project. For 
FY 2012, there is an option for an evaluation of the Mobile Biometrics Project. The Vendor \vill 
develop and utilize a scientifically sound method to perform the f'ol\o\.ving tasks: 

.:. Identify and engage stakeholders: 

.:. Determine evaluation needs: 

.:. Develop measures of activities and outcomes; 

.:. Identify. assess and gnther d8ta: 

.:. Analyze the data: 

.:. Reach operationally relevant conclusions: and 

.:. Ensure the usc and sharing of lessons learned. 

Under this efTot1_ the Vendor will be responsible for performing the following activities: 

.:. Development of measures of progress: 

.:. Assessment of the impact and effectiveness of the technology or innovation in the 
operational environment and identification of areas of improvement: 

.:. Development of a baseline assessment of the operational program to inform the creation 
of an e"valuation framework that is specifically tailored to the program and the technology 
being evaluated and; 

.:. Preparation of a final repol1 identifying lessons learned and provides both S& T and the 
operating agency with a road map for building on the evaluation's results. The report 
vvill be provided to the program managers of the component agency, IIFD, and other 
DHS stakeholders. 

III. SPECIFIC TASKS 

The specific tasks that are involved in the evaluation of OilS S&r technologies are provided in 
the following paragraphs: 

Identify and Engage Stakeholder,,' 

In consultation with J IrD, the Vendor will identify and engage relevant stakeholders. These 
include those involved in program operations, those served or aiTccted by the program, and the 
primary users of the evaluation (those in a position to make decisions about the program). 
Stakeholders ""ill be systematically identitied in conjunction v",'ith IIFD. Stakeholders \vill have 
the purpose orthe program evaluation explained to them, and how their participation in the 
process fits into the evaluation as a whole, 

Description of the Program 

The Vendor. in consultation with IIFJ), \\ill specifically identify' the purpose of the project and 
the research questions that it intends to address, with necessary special emphasis on the in-
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practice implications of the technology' or innovation on programmatic goals and objectives. The 
Vendor will then conduct a baseline assessment on the current program implementation or 
previously conducted pilots. 

Focus Evaluation Desi;:u 

The Vendor will then tailor the evaluation to the specific program and purpose of the evaluation. 
The Vendor \\'ill need to clarify who will use the evaluation results. and ho\-v those results will be 
used. The Vendor \vill also consider the context of the program in order to detennine the 
appropriate evaluation strategy that is best suited for the specific program. Vlhere feasible and 
cost cflective_ the developed field experimental methods will be used by the Vendor_ unless HFD 
approves another approach. 

ldentifv. Asses.f, and Gather Data 

As part of the design stage, the Vendor will responsible for the assessment of data needs and 
availability along with obstacles to and the necessary costs of data acquisition. The normal 
expectation from the Govermncnt is that both quantitative and qualitative data will be relevant to 
the conduct of an evaluation. Data of only one type will be used and collected if explained to the 
satisfaction of! IFD. To keep costs low, data gathering by' the Vendor will utilize existing 
program data to the extent feasible. To the extent that privacy and other rules permit_ the data 
\-vill be stored in a form that will allo\\' the agency or S&T to reuse it in any follow-on or future 
work as appropriate without the payment of license or other fees. 

Analyze Data and Reach Conclusions 

After the data have been gathered_ the Vendor will analyze the data using appropriate statistical 
and qualitative methods in order to assess program performance and to identify any gaps or 
weaknesses in or strengths of the technology as operationally applied. The Vendor will also be 
responsible for tying any conclusions to program standards ofper/()fJnance and to the extent 
there arc weaknesses in the operational application orthe technology or innovation. the Vendor 
will propose mitigation strategies. 

Fillal Report 

The Vendor \\/ill generate a final written report and provide any accompanying presentation 
slides, that sets forth the research goals, explains the research strategies. describes the research 
design as implemented and the data used with a discussion of their strengths and limitations. 
reports the methods and results orthe analysis. including. where appropriate, tables, key 
statistical outputs or other information summaries and recommendations for actions in the form 
of a final report. The report will also include a brief executive summary and, if appropriate. 
statistical tables. summaries of the qualitative data or other appendices. The copyright for the 
report will held by DHS 

This report \-vill be made available to the program manager(s) of the component agency and to 
HFD. Any additional dissemination of the report \vill be made at the discretion of HFD. The 
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basis for the recommendations. their rationales and the data behind them will be explained by the 
Vendor to the responsible program manager(s) and any relevant stakeholders or other potential 
users that have been identified by the program manager. Up to fi ve such briefings of up to 90 
minutes in length may be requested by EFn. 

Projects to be Evaluated 

In FY 2011 -- Base Periods of the Task Order -- the Vendor will focus on the Rapid DNA 
Project (Task 1) and Dl-lS Biometric Exit Pilots (Task 2). In FY 2012 -- Option Period 2 -- the 
Vendor will design the evaluation framework of the Mobile Biometrics Project (Task 3). upon 
option exercise. All projects are described in additional detail below: 

sow Task 1.0 uutillA: Program Evaluation/or Rapid D/\'A Project 
(Base Period -- Task / -- /2 1llontll.\) 

United States Citizenship and Immigration Service (LSCIS) currently uses fingerprints to check 
for any criminal history or immigration violations on benefit applicants. but these biometrics do 
not determine if persons are related to one another. Hov\'ever. D)JA (deox:yribonucleic acid) 
does allow for the detennination of family relationships since children receives half of their 
DNA from each parent. Lntil recently, howev'er. it required a laboratory full of equipment and a 
highly trained forensic analyst to interpret the results. Sending a sample to a lab and waiting for 
it to he processed could take w'eeks to months at the cost of $300 to $400 per sample. Rapid and 
low-cost OI\A processing permits ellicicncies in the processing of valid applicants, reduces the 
costs associated with processing. deters fraud in applications, and ultimately increases the 
number onegal immigrants admitted into the country. 

Rapid and lov,'-cost DNA processing may also prevent fraud and illegal profiteering with regard 
to kinship benefits. USCIS has identified the need for accurate DNA analysis to test kinship that 
v.'ould take less than one hour at a cost of under $100. This testing needs to be done in field 
locations. rather than at extemallabs. on a desktop-size device \vhich is easy for the adjudicator 
to operate. 

In 2008, a DNA screening pilot program that tested D'\JA for kinship of hundreds of cases 
involving l~lmily reunification in East Africa found that a considerable number of kinship claims 
\vere contradicted by D1\1\ testing. Currently. D)JA analysis to determine identity and kinship is 
not v.'idely feasible because of cost and time considerations. \Vith document fraud an increasing 
concern for LSCIS adjudicators, a technology that could provide validation of family 
relationship rapidly and accurately \vhile in the field would help ensure the efficacy of the 
process. The primary objective is to verify family relationships (kinship), but Rapid-DNA \vill 
also al!ov,' the identification of known criminals among those seeking asylum or immigration, 
verify relationships in overseas adoptions, and provide for family reunification in mass-casualty 
situations. The initial target customer is USC IS Refugee, Asylum and International Operations 
Directorate. 
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SOW Task 2.0 ulltil2.2: Program Evaluatioll/or DHS Biometric Exit Pilots 
(Base Period -- Task 2 -- 6 Moutlls) 

The future of U.S. immigration policy has been an issue of long discussion by officials in several 
Administrations, in the media. on CapitolllilL and among the general puhlic. iVluch of this 
discussion has focused on "overstays." i.e. individuals who enter the Lnited States lawfully. but 
\vho stay longer than their authorized period of admission. One of the most common reasons tor 
denial ora L.S. visa is that the visa applicant J~lils to convince the U.S. consular officer that he or 
she will adhere to the admission period. 

Establishing an effective Validated Exit program would allow OilS to meet its mission goals to 
protect the American public and enforce immigration laws. DHS currently faces a difficult 
decision for a Validated Exit system. Exit data collection is necessary to ensure that the 
Department knows \vho has not left on time. but there are \arying opinions on how to best 
collect and track this information. Statutory mandates require DHS to implement a hhmu!tric 
exit program. ho\vcver. it is unclear ifpreviously conducted pilots and studies have ans\vered 
questions necessary to formulate a long-term path for'.l.'i1l"d regarding biometric exit and 
subsequently Validated Exit. 

The objective of this effort is to work \vith DHS and contractor stafTto aggregate all previous 
Di IS evaluations of operational concepts for hiometric exit. analyze available requirements. lead 
a methodological revie\v to assess the validity of previous studies. and lead the design of 
research and pilot activities for candidate technologies to anS\',ier research questions necessary to 
inform a formulate a long-term path forward regarding biometric exit and subsequently 
Validated Exit. The initial target customer is senior DHS leadership. 

SOW Task 3.0 until 3.3: jl10bile Biometrics Project 
(Option Period -- Task 3 -- 12 Months) 

The Homeland Security Act of2002 (Public La",' 107-296) states thal DHS S&T will"support 
basic and applied homeland security research to promote revolutionary changes in technologies: 
advance the development, testing and evaluation, and deployment of critical homeland security 
technologies: and accelerate the prototyping and deployment of technologies that \vould address 
homeland security vulnerabilities:' Pursuant to this mission, the Human Factors Division (I IF!) 
of the Department of Homeland Security (DTIS) Science and Technology Directorate recognizes 
the need for commercially available hand-held biometric acquisition devices that can effectively' 
collect data samples from subjects under a variety of conditions. The DHS is responsible for the 
biometric identification of persons to achieve the statutory and regulatory missions of the 
components. To accomplish these tasks, DHS components require the ability to positively 
identify/screen individuals in a secure. efficient. accurate. and timely manner. This ability 
encompasses the collection, storage. transmission, and receipt of biometric and biographic data 
to supp0!1 the component missions. The capability must be portable and operable in a wide 
variety of areas regardless of existing infrastructure (i.e. offshore. foreign and remote locations. 
ports of entry. detention centers ... etc) and conditions (i.e. day/night arid/humid elimates. 
hot/cold temperature extremes). The capability must also accommodate operators with varying 
levels of technical ability and subjects with varying levels of physical ability. 
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The output from these mobile acquisition devices must be usahle for searches of large-scale 
biometric databases (l to many) and/or verification against a previollsly taken biometric sample 
(1 to 1). [n order to assure maximum interoperabilit), and e1Jiciency of operation, DHS requires 
that the data output from these acquisition devices eonfonll to pre-established standards. 
This program focuses on the integration of various biometric modules into a single hand-held 
dev'ice or system. Modules may include but are not limited to: a four finger slap module for 
fingerprints. visible wavelength camera (with optional t1ashiilluminator) for face acquisition, and 
a near-infrared. dual iris capture camera. Additional biometric modules such as for voice and 
other technologies. such as card readers, etc. may be included in the tinal hand-held system. 
:vtultiple mobile devices currently are being piloted in the field among various component 
agencies as ",'ell as police departments throughout the country. Several police departments have 
conducted independent evaluation prior to this SO\\i and will provide additional input into this 
evaluation process. The Vendor should be familiar with the U.S. National Institute of Standards 
and Technology (NIST) ;\4ohile ID Device Besl Practices Recommendaliol1. Sept 2008 report 
and should design a plan for evaluating the implementation of this device in the lield. The plan 
should describe how the data capture methods. signal processing (image normalization. 
segmentation. feature extraction, quality assessment. template creation, output record 
formatting ... ), matching algorithms for each modality. decision for match/no-match and the 
accuracy of displayed results function when the device is operationally deployed and should 
assess how the device users employ the device and interpret the information it provides to what 
effect. The design should provide for the assessment o1'thc strengths and \veaknesses of the 
device as operated in the tield and to the extent possible should determine the degree to which 
the availability of the new multi modal hiometric tool improves on prior identiflcation 
technologies. 

IV. STAFFII'iG 

See Attachment 2 HSAR 3052.215-70 Key' Personnel or racilities (DEC 2003), which 
identilies Project Manager and Chief Technical Representative as Key Personnel. 
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Evaluation Framewm A methodological revie».· to assess the validity of previous studies in Date of Award 
2.1 for Biometric Exit answering research questions necesSaJ)· to inform a DHS strateg)' for 

Pilots biometric exit Base Period 
Task 2 

A formal report that communicates a long-term path forward for the 
6 months from 

program evaluation that is specifically tailCK"ed to inform senior DHS 
Date of Award 

2.2 Final Report for leadership decisions. The length ofthe final report is anticipated to 

I B", P,riod 
Biometric Exit Pilots about 25 pages. including an executive summary of no more than two 

pages but excluding appendices. ifany. The final version requires 
Task 2 

approval bv the HFD ProJITam Manager. 
4 month fr'.lTl: 

I 

Baseline i\sscssmcnl for 
A summary uf(hc program as it stands. Final Icrsiun requires appro\al 

exercising Option 
l.O Mohile Biometrics Period 

Project 
by the I IfD Progr.uTI \1.mager , 

Option Period Task -' 
h mon th, from 

]·:nllua(iDn I'ramtworl.; 
A path I()],;arli lor the prog.ram evaluation that is sp<:eilie~lly tailored to ~:\creising Option 

3 1 th~ program ~nd technology b~ing evaluJlcd_ finul v~l'si<.l1l r~<.]uircs 
, 

P~ri(ld 
; for Mohik Ilimnetrics i approval by (he Hf'D Pl'ogram \-lanager. 

I- ------- -- -- - -_._- S)j1~0n !,_~ri(ld T~sk 3 
4 to 5 Illonlhs Irom 

Monitoring and e:\~rcising Option 
3.2 Fl'uluatioll of r>.lohiic Implemcntation Jnd moniwring oflhe C\alu~tion trumc\\'ork. I'eriod 

Biometrics Proj~ct 
Option I'criod rusk 3 

A li)rm~l rqllll'l that communieat~.'i thc ~\'Jlu~tion procedures and 12 months from 

Final Report for Mubile 
findings lU r~icvant audi~IKcs The icngth (lrthc linal report is ~'\crci~ing Option 

_L) 

I 

Biom~trics Project 
anticipated to dhollt 25 pages. indllding an c.\ccutive summary of no , r~riod 
m(lr~ thun \\\0 p~gc,_ The lillal \~rsi(lll rcquil'cj upprovaJ by the H)-Il~ 
Program J\ianao,a _ 0 tion r~n~~d Tasl.; 3 
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.;, Due to rounding, grand total at Firm Fixed Price i~L(b_)_(4_) __ --' 

* COTR shall determine. at her discretion. how long after receipt of the draft: deliverable 
RTI has to deliver the tinal version and ho\',,' long the Government will revie\v the draft, 
before providing comments. 

VI. Other Task Order Details 

1. Period of Performance. 

The aggregate period of performance for this SOW is ~o month ... from time ofmvard, with 
the following breakdov·m: 

SOW Task 
1.0 until 1.4 

(Task I) 

2.0 until 2.2 
(T ... 2) 

3.0 until 3.3 
JTask 3) 

Tum of Task Ordcor 
Basco Pc-riod Task 1 

Bue Period Task 2 

_ Option Period T~Sk 3 j 

Rcolcovant Tasks 
Rapid O:\A Projc-ct: Basc-linc-. El'aluation 

Framework. Implementation. and "'inal Rc-port 
Biometric Exit Project: Baseline lind Evaluation 

Framc-work 
Mobile Biometrics ProJect. Basehne. and 

Evaluation Framework 

-. 
Pco riod of 

Pcorformancc-
12 months 

6 months 

12 months 

2. Travel. Domestic travel on the part orthe Vendor's staflmay be required in the performance 
of the duties that are listed herein. It is expected that the Vendor will reimburse non­
government participants for those travel expenses that they might incur. 

3. DHS-Furnished Information. 

a. DES will provide certain DBS information. materials. and forms unique to DliS to the 
Vendor to support certain tasks under this SOW. 

b. The DHS S&T Contracting Ofticer's 'fechnieal Representative, identified in this SO\\-', 
will be the point of contact (POC) for the identification of any required information to 
be supplied by DIIS. 

c. The Vendor \vill prepare any' documentation according to the guidelines provided by 
DHS. 

4. Place of Performance. The Vendor \,-iill perform the work under this SOW at their place of 
business and the workshop location. 

5. DHS-Furnished Property. DHS property will not be provided to the Vendor. 

6. Deliverables. The Vendor will provide all dcliverablcs identified in this SO\V directly to the 
task-specific DIIS S&T Technical Representatives and to the S&T Contracting Officer. 
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7. Program Status Report. The Vendor \vill deliver monthly program status reports. The 
reports will be submitted on the 15 th day of the month. The reports shall include the 
following: 

a. Summary oCprogress during the reporting period (including any· significant technical 
infonnation). 

b. Unanticipated technical or management problems DC significance. 
c. Prohlems anticipated in future reporting periods. 
d. Summary of important meetings, briefings. trips and conferences during the period o/" 

the report and those planned in the follovoiing period. 

All reports shall be submitted to the task-specilic COTRs and to the DHS S&T Contracting 
Officer electronically. 

8. Funding: Requirements. DHS will provide funding that is outlined in the Task Order. at the 
discretion of the Government. subject to the availahility of funds. 

9. Security Requirements. 

a. All work performed under this SO\\/ is unclassificd unless otherv.,:ise specifi.ed by DIIS. 
h. If classified work is required under this SO\\/, DIIS will provide specific guidance to 

the Vendor as to vvhich work w·ill be conducted in a classitied manner and at "Vihieh 
classification level. The Vendor will also adhere to other applicable Government 
orders, guides, and directives pertaining to classified or confidential ",,'ork. This SOW' 
may require access to information at the unclassified level. 

c. The Contractor shall not publish, permit to be published, or distribute for public 
consumption. any information. oral or \vritten, concerning the results or conclusions 
made pursuant to the performance or this Task Order, without the prior written consent 
of the Contracting Onicer. An electronic or printed copy orany material proposed to be 
published or distributed shall bc submitted to the Contracting Officer. 

VII. Points of Contact 

Contracting Officer 
Kristian Jovanovic 
Of1i.ce of Procurement Operations 
Scicnce and Technology Directorate 
Department of Ilomcland Security 
Washington, DC 20582 

Contracting Officer's Technical Rept~_entative (COTR) 
.Ii Sun I.ee 
Director Community Preparedness and Resilience Program 
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Technology Acceptance and Integration Program 
Science and Techno logy Di rectorate 
Department oj' Homeland Security 
Washington. DC 20582 
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A TT ACHMEl\'T 2 -- CLAUSES 

I. DEPARTMENT OF HOMELAND SECURITY CLAUSES 

The following DIIS Clauses are hereby incorporated. All terms and conditions incorporated 
under the awarded GSA MOBIS Schedule \",'ill remain unchanged and in full force and dIed. 

HSAR 3052.204-71 CO"lTRACTOR EMPLOYEE ACCESS (JU"I2006) AND 
ALTERNATE [ & ALTER"IATE " (Jl:N 2006) 

(aj Sensitive Information, as used in this Chapter, means any information. the loss. misuse , 
disclosure_ or unauthorized access to or modification of which could adversely affect the national 
or homeland security interest, or the conduct of Federal programs, or the privacy to v,'hich 
individuals arc entitled under section 552a of title 5, United States Code (the Privacy Act), but 
which has not been specifically authorized under criteria established by an Executive Order or an 
Act of Congress to be kept secret in the interest of national defense, homeland security or foreign 
policy. This definition includes the following categories of information: 

(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Infonnation Act of2002 (Title II. Subtitle B, of the Homeland Security Act. Public Lavv 107-
296,196 Stat. 2135). as amended, the implementing regulations thereto (Title 6, Code of Federal 
Regulations. Part 29) as amended, the applicable pcn Procedures \'1anual, as amended, and any· 
supplementary guidance officially communicated by an authori7.ed ofticial of the Department of 
Homeland Security (including the PCII Program Manager or his/her designee): 

(2) Sensitive Security Information (SSI), as defined in Title 49. Code of Federal Regulations. 
Part 1520, as amended, "Policies and Procedures of Safeguarding and Control of SSI,'· as 
amended, and any supplementary guidance officially communicated by an authori7.ed official of 
the Department of Homeland Security (including the Assistant Secretary for the ·1 ransportation 
Security Administration or his/her designee): 

(3) Information designated as ··For Oi1icial L se Only," which is unclassified information of a 
sensitive nature and the unauthorized disclosure of'v·ihich could adversely impact a person's 
privacy or welfare. the conduct of federal programs, or other programs or operations essential to 
the national or homeland security intcrest: and (4) Any information that is designated "sensitive" 
or subject to other controls. safeguards or protections in accordance with subsequently adopted 
homeland security information handling procedures. 

(b) "Information Technology Resources" include. but are not limited to. computer equipment. 
netv..:orking equipment. telecommunications equipment. cabling. network drives . computer 
drives, network software. computer software. software programs. intranet sites, and internet sites. 
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(c) Contractor employees working on this contract must complete such forms as may be 
necessary fiJr security or other reasons. including the conduct of background investigations to 
determine suitability. Completed forms shall be submitted as directed by the Contracting Officer. 
Upon the Contracting Officer's request. the Contractor's employees shall be fingerprinted. or 
subject to other invcstigations as required. All contractor employees requiring recurring access to 
Government facilities or access to sensitive information or IT resources are required to have a 
favorably adjudicated hack ground investigation prior to commencing 'A/ork on this contract 
unless this requirement is waived under Departmental procedures. 

(d) The Contracting Officer may require the contractor to prohibit individuals /i.·om working on 
the eontract if the government deems their initial or continued employment contrary to the public 
interest for any reason, including. but not limited to. carelessness. insubordination. 
incompetence, or security concerns. 

(e) Work under this contract may involve access to sensitive information. ThereliJre. the 
Contractor shall not disclose. orally or in \-"riting. any sensitive information to any person unless 
authorized in writing by the Contracting Officer. for those contractor employees authorized 
access to sensitive information, the contractor shall ensure that these persons receive training 
concerning the protection and disclosure of sensitive information both during and after contract 
perfonnance. 

(f) The Contractor shall include the substance of this clause in all subcontracts at any tier where 
the subcontractor may have access to Government facilities. sensitive information. or resources. 

ALTEMATE I (JUN 2006) 

\\-'hen the contract will require contractor employees to have access to Information Technology 
(IT) resources, add the follmving paragraphs: 

(g) Before receiving access to IT resources under this contract the individual must receive a 
security briefing, which the Contracting Officer'sl echnical Representative (COTR) \vill 
arrange, and complete any nondisclosure agreement furnished by DHS. 

(h) The contractor shall have access only to those areas of DHS information technology 
resources explicitly stated in this contract or approved by the COTR in writing as necessary for 
performance of the \vork under this contract. An.Y attempts b.y contractor personnel to gain access 
to any information technology resources not expressly authorized by the statement of work. other 
terms and conditions in this contract or as approved in writing by the COTR, is strictly 
prohibited. In the event of violation of this provision, J)I IS will take appropriate actions with 
regard to the contract and the individual(s) involved. 

0) Contractor access to DJ IS networks from a remote location is a temporary privilege lor 
mutual convenience while the contractor performs business for the DHS Component. It is not a 
right a guarantee of access. a condition of the contract. or Government Furnished IAuipment 
(eiFEl· 
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U> Cont ractor access will be terminated for unauthori7.ed usc. The contructor agrees to hold and 
sav!: OHS harmless from any unauthorized use <lnd agrees not to request add itiona l time or 
money under the cont ract for any delays resulLing from unauthorized lISC or access. 

(k) :-.Jon-L.S. citi7.ells sha ll not bc authorized to access or ass ist in the development. operation. 
management or maintenance of Department IT systems under the con tract. unless a waive r has 
been gnmled by the Head or lhe Componenl or designee. with the conc urrence of both the 
Department" s Chief Security Officer (CSO) and the Chief ln lonnalion Otli cer (C IO) or their 
des ignees. Within DH S Headquat1ers. the ",,:ai ver may be gran ted onl y with the approval of both 
the CSO and the CIO or their designees. In order for a waiver \() be granted: 

( 1) The individual must be a legal permanent res ident of the L. S. or a citizen of Ireland. 
IsraeL the Republic of the Philippines. or any n<:l tiol1 on the Allied I\ations List 
maintained by the Department of State: 

(2) Th~rc must be a compelling reason for u:s ing thi s ind ividual as opposed to a U. S. 
c itizen: and 

(3) The waiver must be in the best lnterest or the ( jovernmell l. 

(I) Con traetor~ shall ident ify in the ir proposals the mUlles and citizenship of all non-L .S. citizens 
proposed to work und~r the contract. Any additions or deletions of non-U.S. ci tizens after 
contract award sha ll a lso b~ n.'portel.1 to the contrac ting onicer. 

ALTERI\ATE II (.Il!N 20()6) 

When the Department has determined contract cmployee access to sens itive information or 
Government facilities mLlst be limited to U.S. citizens and lawful permanent residents, but the 
contruct will not require access to IT resources. add the fo ll owing paragrapbs: 

(g) Each individual employed under the contract shall be a cit izen of the United States of 
America, or an ali en who has been lawfully admitted lor permanent res idence as evidenced by a 
Permanent Resident Card ( lJSClS 1-551 ). Any exceptions must bc approved by the Department' s 
Chief Security 0 11icer or designee. 

(h) Cont ractors shall identify in thei r proposals, the mum!s and d til-cnship of all non-U.S. 
ci tizens propos~d to work under the contract. Any additions or delet ions of non-U.S. citizens 
a fter contract aW<l rd shall a lso be reported to the contral.: ting oflic~r. 

HSA ll 3052.209·72 ORGANIZATIO:-lAL CO NFLICT OF INTE REST (.I UN 2006) 

(a) Determination. The Government has determined that thi s etfol1 may result in an actual or 
potential confl ict of interest, o r may provide om:: or more ollerors with the potential to atta in an 
unfai r competit ive advantage. The offe ror must provide a sW tcmcnt that no past. present or 
plalUl t:d organizationa l. fi nanci<:lL contractual, or other interests wi th an organintion whose 
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