duties that are listed herein. It is expected that the Vendor will reimburse nen- government
participants [or those travel expenses that they might incur,

3. DIlIS-Furnished Information.
a.  DHS will provide certain DHS information. materials. and forms unique to D1IS to the
vendor to support certain tasks under this SOW.
b. The DHS S&T Contracting Officer's Representative, identified in this SOW. will be the point
of contact {POC) for the identification of any required information to be supplied by DIIS.
¢.  The Vendor will prepare any documentation according to the guidelines provided by DHS.

4. Placc of Performance.
a. The Vendor will perform the work under this SOW at their place of business and the
workshop location.

(V4]

DHS-Furnished Property. DHS property will not be provided to the Vendor.

6. Decliverables. The Vendor will provide all deliverablies identilied in this SOW directly to the task-
specific DHS S&'T Technical Representatives and to the S&T Contracting Officer.

7. Program Status Repoert, The Vendor will deliver moenthly program status reports. The reports will
be submitted on the 15th day ot the month, The reports shall include the tollowing:
a.  Summary of progress during the reporting period (including any significant technical
information).
b.  Unanticipated technical or management problems of significance,
Problems anticipated in future reporting periods.
d. Summary of important meetings. bricfings. trips and conlerences during the period of the
report and those planned in the following period.

L)

All reports shall be submitted to the task-specilic CORs and to the DHS S&T Contracting Officer
electronically.

8. Funding Requirements. DHS will provide [unding that is outlined in the Task Order. at the
discretion of the Government. subject to the availability of funds.

9. Security Requirements.

a.  All work performed under this SOW is unclassified unless otherwise specified by DS,

b. Ifclassified work is required under this SOW., DHS will provide specific guidance to the
Vendor as to which work will be conducted in a classitied manner and at which classification
level. The Vendor will also adhere to other applicable Government orders. guides. and
dircctives pertaining to classified work. This SOW may require aceess to information at the
unclassified level.

¢, The Contractor shall not publish. permit to be published. or distribute for public
consumption. any information. oral or written. concerning the results or conclusions made
pursuant to the performance of this Task Order. without the prior written consent of the
Contracting Oflicer. An electronic or printed copy of any material proposed to be published
or distributed shalt be submitted to the Contracting Ofticer.
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VII. Points of Contact

Contracting Officer:
Duane Schatz
Science and Technology Acquisitions Division

Office of Procurement Operations Department of Homeland Security Washington, DC 20382
(b)®)

Contracting Otficer's Representative {COR):

Richard Legault. Ph.D.

Resilicnt Systems Division

Science and Technology Directorate Department of Homeland Security Washington, DC 20582
{b)®)

DHS S& | Invoicing:

LLS. DHS. [T

Attn: S&T RSD Invoice

Burlington Finance Center

P.0. Box 1000

Williston, VT 05495-1000
invoicesat.consolidation‘¢ice.dhs.gov
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Statement of Work for
Program Evaluations

U.S. Department of Homeland Security
Science & Technology Directorate
Resilient Systems Division
Biometrics
Task Order HSHQDC-11-F-00087

Modification PO0007
PR No. RSRS$-14-00100

This Statement of Work (SOW) outlines the activities that are involved in acquiring technical and
consulting services in the social. behavioral. and economic sciences. These services will be
responsible for addressing the methods. modeis and technologies to conduct program evaluations on
biometric technologies within the Resilient Syvstems Division {RSD)) of the Science & Technology
Directorate (S&T).

L. BACKGROUND

The U.S. Department of Homeland Security (DHS) is committed to using cutting-edge science and
technology in its quest o make America saler, The DHS S&T 1s tasked with advancing the
scientifie, engineering. and technological resources of the United States and leveraging these
resources into tools o help protect the homeland. The Resilient Systems Division (RSD} applies the
social and behavioral sciences in order o improve the detection, analysis. and understanding of
threats posed by individuals. groups. and radical movements: to support the preparcdness. response
and recovery ol communities impacted by catastrophic events: and to advance national security by
integrating human factors into homeland sccurity science and technologies.

The Quadrennial Homeland Sccurity Review (2010) has identified Maturing and Strengthening the
Homeland Security Enterprise ([ISTD) as a key DHS programmatic goal. DHS S& I provides those
technologies. processes and expertise to the HSE in order o assist them in fulfilling their missions.
ITowever. DHS S&T has no formal. scientifically sound. program cvaluation process (o ensure that
the mission is being met in a meaningful and efficient manner, Current S&T evaluation programs
only test and consider the quality of the technology Lo be transitioned. A program evaluation
approach that places a technology or other innovation within an operational context. and thus enables
deciston makers Lo assess the entire operational approach in which the technology or innovation is
embedded. ultimately improving technology transition 1o the customer component agencics.

This SOW summarizes the work that is planned for program evaluations in DHS S&T. This work
will be conducted through engaging the technology stakeholders. focusing the evaluation design on
the technelogy and the purpose of the overall operational program. gathering and analyzing evidence.
and producing a final report that will result inan improved program, Those lessons learned will help
intorm [uture DHS S& T program conceptualization and exceution. and will lead o improvement in
the quality and cllectiveness of programs transitioned 10 customer component agencics.
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II. SCOPE OF WORK

During the base period ol performance. the Vendor will conduct program evaluations on the following
DHS S&T programs: DS Biometric EXit Pilots and the Rapid DNA project. In addition. there is an
option tor an ¢evaluation of the Mobile Biometrics Project, an option for the evaluation of scarch
capabilitics for the Transportation Sceurity Administration and an option for an evidence-based cvaluation
of Chemical, Biological. Radiological. Nuciear and Explosives (CBRNI:) Standards for First Responders.
The Vendor will develop and utilize a scientifically sound method to perform the following tasks:

<+ Identify and engage stakeholders:

e: Determine evaluation needs;

=2« Develop measures of activities and outcomes:
i+ Identify, assess and gather data:

o+ Analyze the data:

=+ Reach operationally relevant conclusions: and
«:« [nsure the use and sharing of lessons learned.

Under this etTort. the Vendor will be responsible for performing the following activities:

«» Development of measures of progress:

oo Assessment of the impact and effectiveness vt the technoelogy . performance.
or innovation in the operational environment and identification of arcas of
improvement;

== Development of a baseline assessment of the operational program to inform the
creation of an evaluation framework that is specifically tailored to the program.
personnel performance or the technology being evaluated and:

o« Preparation of a final report identifving lessons learned and provides both S&T
and the operating agencey with a road map for building on the evaluation’s results.
The report will be provided to the program managers of the component agency:.
RSD. and other DIS stakeholders.

1. SPECIFIC TASKS

The specific tasks that are involved in the evaluation of DHS S&T technologies are provided
in the following paragraphs:

Identify and Engage Stukcholders

In consultation with RSD. the Vendor will identify and engage relevant stakeholders. These
include those involved in program operations. those served or affected by the program. and
the primary users of the evaluation (those in a position W make decisions about the program).
Stakeholders will be systematically identilied in conjunction with RSD. Stukeholders will
have the purpose of the program evaluation explained to them., and how their participation in
the process Nts into the evaluation as a whaole.
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Description of the Program

I'he Vendor. in consultation with RSD. will specifically identily the purpose of the project and the
research questions that it intends to address, with necessary special emphasis on the in-practice
implications of the technology. performance. or innovation on programmatic goals and objectives.
The Vendor will then conduct a baseline assessment on the current program implementation or
previously conducted pilots.

Focus Eyaluation Desien

The Vendor will then tailor the evaiuation to the specific program and purpose of the evaluation. The
Vendor will need to clarify who will use the evaluation results. and how those results will be used.
The Vendor will also consider the context of the program in order to determine the appropriate
cvaiuation strategy that is best suited for the specific program. Where feasible and cost effective. the
developed field experimental methods wiil be used by the Vendor, unless RSD approves another
approach.

fdentify, Assess, and Cather Datu

As part of the design stage. the Vendor will responsible for the assessment of data needs and
availability along with obstacles to and the necessary costs of data acquisition.  The normal
expectation from the Government is that both guantitative and qualitative data may be relevant 1o the
conduct of an evaluation. Data ol only one type will be used and collected if explained to the
satisfaction of RS, To keep costs low. data gathering by the Vendor will utilize existing program
data to the extent feasible.  To the extent that privacy and other rules permit. the data will be stored
in & form that will allow the agency or S&T to reuse it in any follow-on or future work as appropriate
without the payvment of license or other fees.

Analyze Dara and Reach Conclusions

After the data have been gathered. the Vendor will analyze the data using appropriate statistical and
qualitative methods in order to assess program performance and to identity any gaps or weaknesses
m or strengths of the technology as operationally applied. The Vendor will aiso be responsible Tor
tying any conclusions 1o program standards of performance and to the extent there are weaknesses
in the operational application of the technology or innovation. the Vendor will propose mitigation
strategies.,

Final Report

The Vendor will gencerate a final written report and provide any accompanying presentation slides.
that scts forth the research goals, explains the rescarch strategies. describes the research design as
implemented and the data used with a discussion ol their strengths and limitations. reports the
methods and results of the analysis. including. where appropriate. tables, key statistical outputs or
other information summaries and recommendations for actions in the torm of a final report. The
report will also include a brief exceutive summary and. if appropriate. statistical tables. summarics
of the qualitative data or other appendices. The copyright for the report will be held by DS,
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This report will be made avatlable to the program manager(s) of the component ageney and (o RS,
Any additional dissemination of the report will be made at the discretion of RSD. The basis for the
recommendations. their rationales and the data behind them will be explained by the Vendor o the
responsible program manager(s) and any relevant stakeholders or other potential users that have been
identified by the program manager. Up to live such briefings of up o 90 minutes in length may be
requested by RSD.

Projects to be Evaluated

Base Period of the Task Order -- the Vendor will focus on the Rapid DNA Project (Task 1) and
DHS Biometric Exit Pilots (Task 2). Option Period 1-- the Vendor will design the evaluation
framework of the Mobile Biometries Project {Task 3). upon option ¢xercise. Option Period 2—
the Vendor will design the evaluation framework of the TSA Personnel Evaluation
Project (Task 4). upon aption excreise. Optional Task 5 — the Vendor will design
the evaluation framework of the CBRNE Standards for IFirst Responders project
(Task 5). All projects arc described in additional detail below:

SOW Tusk 1.0 wuntil/I11: Program Evaluation for Rapid DN Project
{Bave Period-- Task 1)

United States Citizenship and Immigration Service (USCIS) currently uses fingerprints to check for
any criminal history or immigration violations on benefit applicants. but these biometrics do not
determine if persons are related to one another. However. DNA (deoxyribonucleic acid) does allow
for the determination of family relationships since children receives half of their

DNA from each parent. Until recently. however. it required a laboratory full of equipment and a
highlv trained forensic analyst to interpret the results. Sending a sample to a lab and waiting for it to
be processed could take weeks to months at the cost of $300 o $400 per sample. Rapid and low-cost
DNA processing permils efficiencies in the processing of valid applicants., reduces the costs
associated with processing. deters fraud in applications. and ultimately increases the number of legal
immigrants admitled into the country.

Rapid and low-cost DNA processing may also prevent fraud and illegal profitcering with regard to
kinship benefits. USCIS has identified the need lor accurate DNA analysis to test kinship that would
take less than one hour at a cost of under S100. This testing needs to be done in Gicld locations. rather
than at external labs, on a desktop-size device which is casy for the adjudicuator to operate.

In 2008. a DNA screening pilot program that tested DNA for kinship of hundreds of cases involving
family reunification in Fast Africa found that a considerable number of kinship claims were
contradicted by DNA testing. Currently. DNA analysis (o determine identity and Kinship is not widely
feasible because of cost and time considerations, With document fraud an increasing concern for
USCIS adjudicators. a technology that could provide validation ol family relationship rapidly and
accurately while in the ficld would help ensure the eflicacy of the process. The primary objective is o
verify family relationships (kinship). but Rapid-DNA will also allow the identitication of known
criminals amony those sceking asvium or immigration, verify relationships in overscas adoptions. and
provide for family reunification in mass-casualty situations. The initial target customer is USCIS
Refugee. Asylum and International Operations [irectorate
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[n 2012. the Rapid DNA program identified additional objectives te broaden the potential uses
associated with the Rapid DNA system in the Homeland Sceurity Lnterprise. In order to better
understand the implications of additional uses of the Rapid DNA project. it will be necessary to
develop additional use-cases: understand public and organizational opinions. acceptance. and
knowledge about the Rapid DNA system: and conduct an Institutional Review Boeard for Human
Subjects Research to support the lMeld testing of the Rapid DNA Prototypes.

SOW Task 2.0 until/2. 2: Program Evaluation for DHS Biometric Exit Pilots
(Base Period-- Tusk 2)

The future of ULS. immigration policy has been an issue of long discussion by officials in several
Administrations. in the media, on Capitol Hill. and among the general public. Much of this discusston
has Tocused on "overstays.™ i.e. individuals who enter the United States lawfully. but who stay longer
than their authorized period of admission. One of the most common reasons for denial of a LS. visa
is that the visa applicant lzils to convince the U.S. consular officer that he or she will adhere to the
admission period.

Establishing an effective Validated Exit program would allow DIHS to meet its mission geals to
protect the American public and enforee immrigration laws. DIHS currently fuces a diftficult decision
for a Validated Exit system. TIxit data collection s necessary to ensure that the Departiment knows
who has not left on time. but there are varving opinions on how to best collect and track this
information. Statutory mandates require DEHS to implement a hiometric exit program. however. it is
unclear it previously conducted pilots and studics have answered questions necessary to formulate a
long-term path forward regarding biometric exit and subsequently Validated Exit.

The objective of this effort 1s to work with DHS and contractor staff to aggregate all previous DS
evaluations of operational concepts for biometric exit, analyze available requirements. lead a
methodological review to assess the validity of previous studies, and lecad the design of

research and pilot activities for candidate technologies to answer research questions necessary 1o
inform a formulate a long-term path forward regarding biometric exit and subsequently Validated
L:xit. The initial target customer is senior DHS leadership.

SOW Task 3.0 until3. 3: Mobile Biometrics Project
(Option Period 1-- Task 3 -- 12 Months)

The Homeland Security Act 012002 (Public Law 107-296) states that DIS S&T will "support basic
and applicd homeland sceurity rescarch 0 promote revolutionary changes in technologies; advance
the development. lesting and evaluation. and deployvment ol eritical homeland security technologies:
and accelerate the prototyping and deployment of technologies that would address homeland security
vulnerabilitics.” Pursuant to this mission. the Resilient Systems Division (RSD) of the Department of
[Homeland Security (DHS) Science and Technology Directorate recognizes the need for commercially
available hand-held biometric acquisition devices that can effectively collect data samples from
subjects under a variety of conditions.  The DLIS is responsible Tor the biometric identification of
persons 1o achieve the statutory and regulatory missions of the components. To accomplish these
tasks. DHS components require the ability to positively identitvisereen individuals in a secure,
efficient. accurate, and timely manner. This ability encompasses the collection. storage. transmission.
and receipt of biometric and biographic data te support the component missions. The capability must
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be portable and vperable in a widce variety ol arcas regardless of existing infrastructure (i.c. offshore.
forcign and remote locations. ports of entry, detention centers. .. cte) and conditions (i.e. day/night.
arid/humid climates. hot/cold wemperature extremes). The capability must also accommodate
operators with varving levels of technical ability and subjects with varving levels of physical ability.

I'he output from these maobile acquisition devices must be usable for searches of large-scale biometric
databascs (1 to many) and/or veritication against a previously taken biometrie sample (1 to 1), [n order
to assure maximum interoperability and efficiency of operation. DHS requires that the data output from
these acquisition devices conlorm o pre-established standards. This program focuses on the integration
of various biometric modules into a single hand-held device or system.  Modules may include but are
not limited to: a four finger slap module for fingerprints. visible wavelength camera (with optional
Mash/illuminator) for face acquisition. and a near-infrared. dual iris capture camera. Additional
hiometric modules such as for voice and other technologies., such as card readers. ete. may be included in
the final hand-held system. Multiple mobile devices currently are being piloted in the field among
various component agencics as well as police departments throughout the country. Several police
departments have conducted independent evaluation prior to this SOW and will provide additional input
into this evaluation process. The Vendor should be familiar with the 118, National Institute of Standards
and Technology (NIST) Mobile ID Device Best Practices Recommendation, Sept 2008 report and should
design a plan for evaluating the implementation of this device in the ficld. The plan should deseribe how
the data capture methods. signal processing (image normalization. scgmentation. leature extraction.
quality assessment. template creation. output record formatting...). matching algorithms {or cach
modality. decision tor match/no-match and the accuracy of displayed results function when the device is
operationally deploved and should assess how the device users employ the device and interpret the
nformation it provides to what effect. The design should provide for the assessment ol the strengths and
weaknesses of the device as operated in the field and to the extent possible should determine the degree
10 which the availability ol the new multimodal biometric wol improves en prior identification
technologies.

SOW Task 4.0 until 4.6: TSA Personnel lvaluation
(Option Period 2-- Task 4 -- 12 Months)

The goal of this work is to enhance TSA OSO’s existing Officer Performance Studies project in three
areas through evaluation. These areas will improve aviation security, improve the efliciency and
elfectiveness of TSA™s oftficer performance studies. improve TSA's officer training programs. and
improve 1SA’s standard operating procedures at airport checkpoints. First. examine possible benelits of
remote sereening — having TSA X-ray operators perlorm scarches away from the terminal (There are
current conversations and debates with DEIS and TSA about the cost and benetits of having TSA
Officers work remotely. This task will examine whether performance is better or worse when conducted
remotely). Second. enhance the assessment and training of specific search strategies employed by
TSA Officers when conducting X-ray screening ( This task will assess scarch strategies used by different
TSO0s o see if some styles are more elfective than others and will determine whether effective strategies
can be trained). Thirdly., determine the impact on threat detection performance ol specifie Intel or
bricting information provided by Superiors (This task will help determine on how best to inform TSA
Officers of newly discovered threats so as to improve overall performance).

SO Task 3.0 wntil 3.6 CBRNE Standeards for First Responders
(Optional Task 5 - 18 Monihs)
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The goal of this task is 10 develop a method to track the operational health of the first responder
community on CBRNI standards. The operational health of 1irst responders with regard to CBRNI-
standards includes (1) the understanding ol current CBRNI: standards in existence. (2) the use and
practical application of CBRNE standards. (3) gaps in and the practical need for CBRNIY standards. and
(4) prioritization of CBRNE standards development. The system should be based loosely on established.
survey-based surveillance systems used for the ongoing collection. interpretation. and dissemination of
public health data. Development of the system should oceur in two phascs. In the [irst phase. the Vendor
will conduct a literature review., engage the stakeholders, develop the questionnaire. develop the sample
frame and conduct @ pilot test of up to nine respondents, In the sccond phase (which are possible future
tasks). the first national wave of data collection. analvsis and dissemination will occur. Phase [ will
provide baseline data for the system. In subsequent years ("waves™ ) the survey can be re-administered
for the tracking of trends related to CBRNE standards.

RTL in consultation with S&T. will clarify and focus the project research questions, with necessary
special emphasis on the in-practice implications of the goals and objectives of the National Strategy for
CBRNL: Standards. RTIT will then review and summarize availabie literature and completed studies on
the current state of cach of the six main goals of the National Strategy. Those goals arc:

I. Lstablish an intcragency group for CBRNE standards to promolte the coordination of these
standards among Federal. state. local. and tribal communities.

2. Coordinate and tacilitate the development of CBRNE ¢cquipment performance standards and
promote the usc ol standards for Federal. state. local. and tribal communities.
3. Coordinate and lacilitate the development and adoption of interoperability standards for CBRNE

cquipment.
4. Promote enduring CBRNE standard operating procedures for Federal. State. local. and tribal use to
improve National preparedness and response.
Iistablish voluntary CBRNE training and certification standards for the Federal. State. local. and
tribal communities and promote policies that foster their adoption.
6. Establish a comprehensive CBRNE equipment testing and evaluation (T&E) infrastructure and
capability to support conlormity assessment standards,

LA

RTI will include in the review print materials. official documents. media reports and other sources. as
appropriate. S& 1 will assist with the identification and obtaining ol documents. RTT will deliver a
document bricfly summarizing the literature review to S&T.

V. STAFFING

213-70 Key Personnel or Facilities (DEC 2003}, which identifics Project

Sec Autachment 2- HSAR 3052
[ Representative as Key Personnel.

Manager and Chiet Technica
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N Dirat-sbdalignen \_P‘ N ‘t_ ) ' ) b._ ; _I e _.‘f S s - ) (b)(4)
}.2 e A e Aie D Bopraeram wxbec! whbeing evabreed, Finabversion 1 1repti ros aveasd
[_)I.).,.\ Py \.i“ {_. i regisbeeaapros e the RS- ooran Maraeer,
FA TUEL
Finnd Ladaasion A-prt-hvardforthe prossstevalustenthat s speeifedlly mikerad 4o )
120 o 3 - h;' :'j%ﬂﬁ' i the DEHSprogram and-eckitrdonbems evialisted, Finslorsion
ey Jor-Hapi : :
: ; et royal-baethie Ry R-Eeeopian Shapaser -
B Progeet : M : £ : e bbb
Drall ol By dation . ) ) ) ) )
[ oarrevenrrh o Wil P o e the sengranr coguation o s specslivel s it wohe | 122 e Soen dule T
y 1% el Wit s s OIS pregn el reching o beinge evateaiedl Pl versios pegeizes sl s and ol hase period
Cusbogrs cand Bonder l,:|‘|\|,tz;|| Y e RS e \I,'_||_|:.;|' iDee 3. 20y
IProectien .
Fival % veson _ o ) N _ |
valimation bameserk BY 2l Bvsand Ser e ooz esaliation e is speciBeadly eiloraSonlie | 18 s Trom date off  FOY®
1.2 B Raped DN Prosizer [PYHS oroseae s aed weehrnslery beme os aloatad, Final somsien eguires asware ol ase pormon?
TS s et apron el Byohe RS9 Prowran Mt fhel 2 2 sy
Fholer Pretectinn
Summary ol Data R 2 o an {b)(4)
1.3 Collection Activities A sumimary report oF dita eellection activities and obsery ations Al
(RN R ) B
ttutionu! Review . . . . . .
i LU An TR review awill be conducted for the ficld test of the Rupid TINA ; " ; (b)4)
L Bowrd for Human rotoet tr months Trom uward
Subjects Rescareh TR
|5 Updite Projeet Update PNV o retlect additonal sub-tasks. The final version requires Sanonths from date of ®)4)
- Munagemen Plan approval by the RS Program Manager. uwird
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Program Munager.

Option Perted Task 3

— = = o —
Review of public A review ol relesunt liteewture inarea of public and organizational o 1
1.6 arganizational opinions, acceptance, and knowledpe about the Rapid DNA svstem. The | 3 months from avward
aveeptance literatore final version requires approsal by the RSD Program Manuger
- A dradt ol all survey instruments for public and organizational aceeptunce . .
raft of Surve : : - : s 10 months from date of
1.7 A e of Rapid DNA technology, Final vorsion requires approval by the RSD | 8 o (b)4)
Instruments : ? award
Program Manager,
. , I3es elop sampling plin tor relevant respendents (public and
Develop Sumpling eI Mg | i - i et P ety . . . 04
1.8 organizational), The target population. sampling frame. and final 14 months from award :
Sehene ; i (i i e Ao, )
sumpling scheme require approval by the RSD Program Manuger. J
. . A dralt of all sursey instruments (or public and organizatimal aceeptance | . : : b4
Adminizirtion RGBS T ] oo m e Miedh SEARES 1 onths from date of bX
1.9 ) of Rapid DNA ecehnology, Final veesion requires upprosal by the RSD )
Surves lnstruments awardl.
v Program Manager,
Analvais ol results , o ) R % : By
B Conduct analysis of all data deseloped under the subtasks 13-19 of this | 18 months Irom date ol {b)
110 from all acceptance ’
p task. awaril,
evaluation
Tl Nl e L ST G e e vl on procediees sl :
st D i Reporr for Raped Al oorciesant andictces tocreiide o s The leneel e the el  IE) i
Lk DNA Proco Fepe el et IR pacess cnelntiee ae cseonlive s inp |2 M=
It oty el e e e pazes e ol g apnendice s The Sl
Chari g SO P G e e T RS DY Py Manziaer,
. 3 : . 3 months from
A summary of the previously conducted pilots as it stands. The Vendor Date of Award
20 Baseline Assessment for | will work with RSD to aggregate all previous DHS evaluations of {b)i4)
) Biometnic Exit Pilots | operational concepts for biometric exit, and analyze available Base Period
requirements.
4 Task 2
5 months from
Evaluation Framework | A methodological review to assess the validity of previous studies in Date of Award SIC)
2. for Biometric Exit answering research questions necessary to inform a DHS strategy for
Pilots biometric exit Basc Period
Task 2
A formal report that communicates a long-term path forward for the & ol figin
program evaluation that is specifically 1ailored to inform senior DHS Date of Award
35 Final Report for leadership decisions. The length of the final report is anticipated to about (b)(4)
- Biometric Exit Pilots 25 pages. including an executive summary of no more than Iwo pages but Base Pediod
excluding appendices. ifany. The final version requires approval by the Task 2
RSD Program Manager.
1 months from \
Buseline Assessment for . " - ; . exercisimg Option !
. L e A summary of the progeam as it stands. Final version reguires approval g SR (b)4)
kX0 Mobile Biometrics i = Period
P My the RSD Prozrom Manaaer
Project .
Option Period Lask 3
6 months {Tom
£ i A path forward for the proaram evaluation that is speeitieally milored 1o sxereistng Option
Ivaluation Framework p 7  progr ¢ ] - \“F“___L : l,_ _U‘ : L) Lol b (b)(4)
2 2 : ; ; the program and weehnology being evaluated. Vinal version requires Period
for Muobile Brometres (e sz e )
approval by the RSD Program Munager.
Option Period Task 3
-1 to 5 months from
Munitaring und | exercising Option
32 Evaluation of Mobile hoplementation and monitoring of the evaluation framesork, Period {b)id
Biometrivs Projed
Option Penod Task 3 J
A Tormal report ihat communicates the evatuation procedures and L2 months from :
5 i - ndings o relevant audiences. The Tength of the Tinal report i sxereising Opli
o Final Report for Mobile “"Ei”_]u"' (o relevant _I]Udlr.]l\.L_\‘ [he |.1.r1{_lh of the Ilm il report is \ L)\L!LI\ ng (ption I
3.3 . o e anticipated to about 25 paaes. including an executise summuary ol ne Period
Biometries Project aEs s o _ .
more than two pages. The Tmal version requires approsal by the RSD
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Project Mimagement

A project managenent plan that will accomplish the program s ohjectives

U manth from cv..'l'cin'ing{

Option Perid.

ATRAGHMENT 1

a0 as outlined by RSIY persounel. The linal version requizes approsal by the (b)4)
3] - = - . e
Plan RS Progrm Manager Option Period Task 4
Jmonths from
A path forward Tor the personnel performamee evalustion that is i exervising Optione
4.1 Prepare Ixperiments specilteally tilered w the areas being evahsied. Final version requires Periud, -
approval by the RSD Program Manager.
Option Peried Task 4
11 months from
; i E : o Z exercising Option
12 . o Tmplementatiom and monmitoring of the evafoation ramework, Colleet and Period 8ol
- fest Subjoews analy ze ditit, '
Option Period Task J
. — 5 e : [2 months from
Manuscripts und publicutions for hoth scientific audiences {where exreising Option
13 Prepare appropriale ) and TSA stukehalders thit conmmunicates the evaluaiion p'u-indl )
e . - 8 e, y 3 1 i i A S ] Piv Gy \-: R C Tt fret : =
MANUSETIPLE Presentations rl'lULLdL]]t"Llh tir;d Ill{llz:lfl%h 10 u]gl\“mL widfences. The linal versions reguire
appreval by the K2 oram hanager. - .
ppreval by the rog Lnas Optiom Peniod Fask 4
26 & Yinonths from [BYF)
: : ; s exervising (ption T
T o - Quarterly report formuats will be approved as part of the PMI CTask .00 ogid © [ o b
W e L e H2i] . : Ll
Jaterly Reports but will. at s minimum. inchide budaet expenditure and tash progress.
s guarterly
Option Penod Lask 4 report)
15 months from
; s . y exereising Option
Ps L , A drafi sersion of 4 gl report that commumivites the ey aluation Period. [
& Draft Final Reports procedures and findings 1o refes unt audicnees !
Option Periol Task 4
L6 months fram
\ formal report that communicates the evaluation procedures and exereiring Option
46 Fimal Repons findinas to relevant audiences. The linal ver<ion regquires approsal by the | Period {b)4)
RSD Prograon Munager.
Option Period Task 4
I month from exercistng
Project Management A project managenment plan that will secomplish the program’s Option.
30 ’ ) objectives as outlined by RSP personnel. The [nal version reguives
Plan approval by the RS Program Munager. Opuonal Jusk 5
3 months from
: . . . e i eaereising Option,
. Revi (i A review of relesant lteruture in the wrea of First Responder aequisition, e
hE eview ot Literalure - ol T . .
trinme, and tse o NE Eguipment. 3 : i
e, and use of CBR quipme Optional Task §
3060912 & 15 months |[(B)(4)
. . . . front exeretsing Optiorn,
5 0 e i OQuarterly report formuats will he approved as part ot the PMP ( Lask 5100 S
S uarterly Reports Bt il oo s ; . R X . e
- W al oy il - i > Ii'_' sediire | . h T - . =
but willl at a mammmum. include budact expendiniee and fask progress., Optional Task 5 guarterly
report)
6 months from
o _ = . i exereising COption
<2 : Draft of all duta colleetion instruments. Final sersion eequires approval B
L - g o i -
’ Draft Survey IsUument | g he RSD Progeam Maiger. gy s
4 E : Optional Tusk 3
4 months from
. sxercisie Oplion,
Swenmany ol Data ‘i . - ) - =
54 ’ A sty report of Phase T duta collection aetivities and obsersations -
Coblection Avlivities Optional Tusk 8
A dralt Formal report that communteates the evaluation procedures and 16 months from
findings w relevant sudiences, The Tength ot the Anal report is anticipaed | exereising Ogion, -
3.5 Dean Final Report [l be about 28 puges. including an exceulive summirs of no mure than 1o {b)4)
suges hut excheding appendices, itany . Fhe dralt finalversion regquires S Ontional Task 8
Pk Lap ) 1 ntivnad Task
ipproval by the RSD Program Manager.
- M [N i
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‘ A Tormal reprort iat commumicates (he evalitation procedores and 18 months Irom I
lncings to relevant audienees. The lenath of the Ginal report is exercising Option,
YOS IFinal Report anticipated 1o be ubout 25 puges. including an executive smnmary of
no more tham wo pagzes but exchaling appendices, 15 any. The final Opuonal Task 3 )
l version requires approvid by the RS Progrim Maniger,
*Due to rounding. grand total at Firm Fixed Price is[®%®) vhich is inclusive of the unfunded

Optional Task 1.11.

* COR shali determine. at his discretion. how long alter receipt of the draft deliverable RTI has to deliver
the final version and how long the Government will review the dralt, before providing comments.
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6.

Other Task Order Details

Period of Performance. The task order pertod of performance is Irom 14 September 2011 through
I3 September 2015.

Travel. Domestic travel on the part of the Vendor's statf may be reguired in the performance of the
duties that are isted herein. It is expected that the Vendor will reimburse non- government
participants for those travel expenses that they might incur,

DHS-Furnished Information.
a. DHS will provide certain DHS information, materials. and forms unigque to DS to the
vendor to support certain tasks under this SOW.
b. The DS S&T Contracting Officer’s Representative. identitied in this SOW. will be the point
ol contact (POC) for the identilication of any required information to be supplicd by DHS.
¢. The Vendor will prepare any documentation according to the guidelines provided by DIIS,

Place of Performance,
a.  The Vendor will perform the work under this SOW at their place of business and the
workshop location.

DiIS-Furnished Property. DIIS property will not be provided to the Vendor,

Deliverables. The Vendor will provide all deliverables identified in this SOW dircetly w the task-
specilic DHS S&T Technical Representatives and to the S&T Contracting Officer.

Program Status Report. The Vendor will deliver monthly program status reports. The reports will
be submilted on the |5th day of the month. The reports shall include the following:
a. Summary of progress during the reporting period (inciuding any significant technical
inlormation).
b.  Unanticipated technical or management problems of significance.
c.  Problems anticipated in future reporting periods,
d. Summary of important meetings. brietings. trips and conferences during the period of the
report and those planned in the following period.

All reports shall be submitted to the task-specific CORs and to the DHS S&T Contracting Officer
clectronically.
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8. Funding Requirements. DHS will provide funding that is outlined in the Task Order. at the
discretion of the Government, subject to the availability of funds.

9. Security Requircments.

a.  All work performed under this SOW is unclassified unless otherwise specified by DHS.

b. [l classificd work is required under this SOW. DHS will provide specific guidance to the
Vendor as to which work will be conducted in @ classified manner and at which classification
level, The Vendor will also adhere to other applicable Government orders, guides. and
directives pertaining to classified work. This SOW may require access to information at the
unclassified fevel.

¢. The Contractor shall not publish. permit to be published. or distribute for public
consumption. any information. oral or written, concerning the results or conclusions made
pursuant to the performance of this Task Order. without the prior written consent ol the
Contracting Officer. An clectronic or printed copy of any material proposed to be published
or distributed shall be submitted to the Contracting Otficer.

VII. Points of Contact

Contracting Officer:
Duane Schatz
Science and Technology Acquisitions Division

Office of Procurement Operations Department of Homeland Security Washington. DC 20582
(b)6)

Contracting Officer's Representative (COR):

Richard Legault. Ph.D.

Resilient Systems Division

Science and Technology Directorate Department of Homeland Security Washington, DC 20582
(b)B)

DHS S& 1 Invoicing:

U.S. DUS. ICE

Atn: S&T RSD [nvoice

Burlington Finance Center

P.C). Box 1000

Williston, VT 05495-1000
invoicesat.consolidation:erice.dhs.gov
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Statement of Work for
Program Evaluations

U.S. Department of Homeland Security
Science & Technology Directorate
Human Factors/Behavioral Sciences Division

This Statement of Work (SOW) outlines the activitics that are involved in acquiring technical
and consulting services in the social, behavioral. and economic sciences. These services will be
responsible for addressing the methods, models and technologies to conduct program evaluations
on biometric technologies within the Human Factors/Behavioral Sciences Division (HFD) of the
Science & Technology Dircctorate (S&T).

[. BACKGROUND

The U.S. Department of Homeland Sccurity (DHS) is committed to using cutting-edge science
and technology in its quest to make America sater. The DIIS S&T is tasked with advancing the
scientific. engineering. and technological resources ol the United States and leveraging these
resources into tools to help protect the homeland. The Human Factors/Behavioral Sciences
Division (HI'D) applies the social and behavioral sciences in order to improve the detection,
analysis, and understanding of threats posed by individuals, groups. and radical movements: to
support the preparedness. response and recovery of communities impacted by catastrophic
events; and to advance national security by intcgrating human factors into homeland security
science and technologies.

The Quadrennial Homeland Security Review (2010) has identilied Maturing and Strengthening
the Homeland Sccurity Enterprise {HST) as a key DHS programmatic goal. DHS S&T provides
those technoelogies, processes and expertise to the HSE in order to assist them in fulfilling their
missions. However. DHS S&1 has no formal, scientifically sound, program cvaluation process
to ensure that the mission is being met in a meaningful and efficient manner. Current S&T
evaluation programs only lest and consider the quality of the technology to be transitioned. A
program ¢valuation approach that places a technology or other innovation within an operational
context, and thus cnables decision makers to assess the entire operational approach in which the
technology or innovation is embedded, ultimately improving technology transition to the
customer component agencics.

This SOW summarizes the work that 1s planned for program evaluations in DHS S&T'. This
work will be conducted through engaging the technology stakeholders. focusing the evaluation
design on the technology and the purpose of the overall operational program, gathering and
analyzing cvidence. and producing a final report that will result in an improved program. Those
lessons learned will help inform future DHS S&T program conceptualization and execution. and
will lead to improvement in the quality and effectiveness of programs transitioned to customer
component agenceics.

ATTACHMENT 1 Page 1
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II. SCOPE OF WORK

The Vendor. will conduct program evaluations on DHS S&T programs, In Fiscal Year (FY)
2011. there will be an evaluation of DHS Biometric Exit Pilots and the Rapid DNA project. For
FY 2012, there is an option {or an evaluation of the Mobile Biometrics Project. The Vendor will
develop and utilize a scientifically sound method to perform the following tasks:

L/
..0

[dentify and engage stakcholders;

Determine evaluation needs:

Develop measures ol activities and outcomes;
Identify. assess and gather data:

Analyze the data;

Reach operationally relevant conclusions: and
Ensure the use and sharing of lessons learned.
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Under this effort. the Vendor will be responsible for performing the following activitics:

*,
0.‘.

Development of measures of progress:

Asscssment of the impact and effectiveness of the technology or innovation in the

opcrational environment and identification of areas of improvement:

< Development of a bascline assessment of the operational program to inform the creation
of an evaluation framework that is specifically tailored to the program and the technology
being evaluated and;

s Preparation of a final report identitving Iessons learned and provides both S&T and the

operating agency with a road map for building on the evaluation’s results. The report

will be provided 1o the program managers of the component agency. 11FD, and other

DHS stakeholders.

*

»
*y

III. SPECIFIC TASKS

The specilic tasks that are involved in the evaluation of DIIS S& T technologics arc provided in
the following paragraphs:

{dentify and Engage Stakeholders

In consultation with JIFD. the Vendor will identity and engage relevant stakeholders. These
include those involved in program operations, those served or affected by the program. and the
primary users of the ¢valuation (thosc in a position to make decisions about the program).
Stakeholders will be systematically identified in conjunction with TIFD. Stakeholders will have
the purpose of the program evaluation explained to them, and how their participation in the
process fits into the evaluation as a whole.

Description of the Program

The Vendor. in consultation with HFD. will specifically identify the purpose of the project and
the research questions that it intends to address, with necessary special emphasis on the in-
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practice implications of the technology or innovation on programmatic goals and objectives, The
Vendor will then conduct a bascline assessment on the current program implementation or
previously conducted pilots.

Focus Evaluation Design

The Vendor will then tailor the ¢valuation to the specific program and purpose of the evaluation.
The Vendor will need to clarity who will use the evaluation results, and how those results will be
uscd. The Vendor will also consider the context of the program in order to determine the
appropriate cvaluation strategy that 1s best suited for the specilic program. Where feasible and
cost effective. the developed [ield experimental methods will be used by the Vendor, unless HFD
approves another approach.

Identify, Assess, and Gather Data

As part of the design stage, the Vendor will responsibie for the assessment of data needs and
availability along with obstacles to and the necessary costs of data acquisition. The normal
expectation from the Government is that both quantitative and qualitative data will be relevant to
the conduct of an evaluation. Data of only one tvpe will be used and collected if explained to the
satistaction of HI'D). To keep costs low, data gathering by the Vendor will utilize existing
program data to the extent feasible. To the extent that privacy and other rules permit. the data
will be stored in a form that will allow the agency or S&T to reusc 1t in any follow-on or future
work as appropriate without the payment of licensc or other fecs.

Analyze Data and Reachr Conclusions

After the data have been gathered, the Vendor will analyze the data using appropriate statistical
and gualitative methods in order 10 asscss program pertormance and to identify any gaps or
weaknesses in or strengths of the technology as operationally applied. The Vendor will also be
responsible for tving any conclusions to program standards of performance and to the extent
there are weaknesses in the operational application ol the technology or innovation. the Vendor
will propose mitigation strategies.

Final Report

The Vendor will generate a final written report and provide any accompanying presentation
slides, that scts forth the research goals, explains the rescarch strategies. describes the research
design as implemented and the data used with a discussion ol their strengths and limitations.
reports the methods and results of the analvsis. including. where appropriate, tables, key
statistical outputs or other information summarics and recommendations for actiens in the form
of a final report. The report will also include a brief executive summary and. if appropriate.
statistical tables, summarics of the qualitative data or other appendices. The copyright for the
report will held by DHS

This report will be made available to the program manager(s) of the component agency and to
HFD. Any additional dissemination of the report will be made at the discretion of HFD. The

ATTACHMENT 1 Page 3
Spicora 14:10-13:DHS.FOIA-20150400-Prodi ction 000287




basis for the recommendations. their rationales and the data behind them will be explained by the
Vendor to the responsible program manager(s) and any relevant stakeholders or other potential
users that have been identified by the program manager. Up to live such briefings of up to 90¢
minutes in length may be reguested by HED.

Projects to be Evaluated

In Y 2011 -- Base Periods of the Task Order -- the Vendor will focus on the Rapid DNA
Project (Task 1) and DS Biometric Exit Pilots {Task 2). In FY 2012 -- Option Period 2 -- the
Vendor will design the evaluation framework of the Mobile Biometrics Project (Task 3). upon
option cxercise. All projects are described 1n additional detail below;

SOW Task 1.0 until 1.4: Program Evaluation for Rapid DNA Project
(Base Period -- Task I -- 12 Months)

United States Citizenship and Immigration Scrvice (LUSCIS) currently uscs fingerprints to check
for any criminal history or immigration violations on benefit applicants, but these biometrics do
not determine if persons are related to one another. However, DNA (deoxyribonucleic acid)
does allow for the deterrnination of family relationships since children receives half of their
DNA ftrom each parent. Until recently, however, it required a laboratory full of equipment and a
highly trained forensic analyst to interpret the results, Sending a sample to a lab and waiting for
it to be processed could take weeks to months at the cost of $300 to $400 per sample. Rapid and
low-cost DNA processing permits efliciencies in the processing of valid applicants, reduces the
costs assoclated with processing. deters fraud in applications, and ultimately increases the
number of legal immigrants admitted into the country.

Rapid and low-cost DNA processing may also prevent fraud and illegal profiteering with regard
to kinship benefits. USCIS has identified the need for accurate DNA analysis to test kinship that
would take less than one hour at a cost of under $100. This testing needs to be done in ficld
locations, rather than at external labs, on a desktop-size device which 1s easy for the adjudicator
to operate.

In 2008, a DNA screening pilot program that tested DNA for kinship of hundreds ot cascs
involving family reunification in East Africa found that a considerable number of kinship claims
were contradicted by DNA testing. Currently. DNA analysis (o determine identity and kinship is
not widely feasible becausc of cost and time considerations. With document [raud an increasing
concern for USCIS adjudicators. a technology that could provide validation of family
relationship rapidly and accurately while in the field would help ensure the efficacy of the
process, The primary objective s to verify family relationships (kinship), but Rapid-DNA will
also allow the identification of known criminals among those secking asylum or immigration,
verity relationships in overseas adoptions. and provide for tamily reunification in mass-casualty
situations. The initial target customer 1s USCIS Relugee, Asylum and International Opcrations
Directorate.
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SOW Task 2.0 until 2.2: Program Evaluation for DHS Biometric Exit Pilots
{Base Period -- Task 2 -- 6 Months)

The future of U.S. immigration policy has been an issuc of long discussion by officials in several
Administrations, in the media. on Capitol Hill. and among the general public. Much of this
discussion has focused on “overstays.™ 1.c. individuals who enter the United States lawtully, but
who stay longer than their authorized period of admission. One of the most common reasons for
denial of a U.S. visa is that the visa applicant [ails to convince the U.S. consular olficer that he or
she will adhere to the admission period.

Establishing an eftective Validated Exit program would allow DHS to mect its mission goals to
protect the American public and enforce immigration laws. DHS currently taces a difficult
decision for a Validated Exit system. Exit data collection is necessary 1o ensure that the
Department knows who has not lefl on time. but there are varying opinions on how to best
collect and track this information. Statutory mandates require DHS to implement a diometric
exit program, however. it is unclear it previously conducted pilots and studies have answered
questions necessary to formulate a long-term path forward regarding biometric ¢xit and
subsequently Validated Exit.

The objective of this cffort is to work with DHS and contractor stafl to aggregate all previous
DHS evaluations of operational concepts for biometric exit. analyze available requirements, lead
a methodological review to assess the validity of previous studies, and Icad the design of
research and pilot activities {or candidate technologies to answer research questions necessary to
inform a formulate a long-term path forward regarding biometric exit and subsequently
Validated Exit. The initial target customer is senior DHS leadership.

SOW Task 3.0 until 3.3: Mobile Biometrics Project
(Option Period -- Task 3 -- 12 Months)

The Homeland Sccurity Act of 2002 (Public Law 107-296) states that DHS S&T will “support
basic and applied homeland security research to promote revolutionary changes in technologies:
advance the development, testing and ¢valuation, and deployment of critical homeland security
technologies; and accclerate the prototyping and deployment of technologies that would address
homeland security vulnerabilities.” Pursuant to this mission, the Human Factors Division (HFID})
of the Department of Homeland Security (DIIS) Science and Technology Directorate recognizes
the need lor commercially available hand-held biometric acquisition devices that can cffectively
collect data samples from subjects under a variety of conditions. The DHS is responsible for the
biometric 1dentification of persons 1o achieve the statutory and regulatory missions of the
components. o accomplish these tasks, DHS components require the ability to positively
identify/screen individuals in a secure, cfficient, accurate, and timely manner. This ability
cncompassces the collection, storage, transmission, and receipt of biometric and biographic data
to support the component missions. The capability must be portablc and operable in a wide
variety ol dareas regardless of existing infrastructure (i.e. offshore, foreign and remote locations,
ports ol entry, detention centers... el¢) and conditions (1.e. day/night, arid/humid climates.
hot/cold temperature extremes). The capability must also accommodate operators with varyving
levels of technical ability and subjects with varying levels of physical ability.
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The output {rom these mobile acquisition devices must be usable for searches of large-scale
biometric databases (1 to many) and/or verification against a previously taken biometric sample
(1 to 1), Inorder to assurc maximum interoperability and efficiency of operation, DHS requires
that the data output from these acquisition devices conform to pre-established standards.

‘This program tocuscs on the integration of various biometric modules into a single hand-held
device or system. Modules may include but arc not limited to: a four finger slap module for
fingerprints. visible wavelength camera (with optional flash/illuminator) for face acquisition, and
a near-infrared. dual iris capture camera. Additional biometric modules such as for voice and
other technologies, such as card readers. etc. may be included in the final hand-held system.
Multiple mobile devices currently are being piloted in the field among various component
apencies as well as police departments throughout the country. Several police departments have
conducted independent evaluation prior to this SOW and will provide additional input into this
evaluation process. The Vendor should be familiar with the U.S. National Institute of Standards
and Technology (NIST) Mobile ID Device Best Practices Recommendation, Sept 2008 report
and should design a plan for evaluating the implementation of this device in the field. The plan
should describe how the data capture methods, signal processing (image normalization.
segmentation. feature extraction, quality assessment. template creation, output record
formatting...), matching algorithms [or each modality, decision tfor match/no-match and the
accuracy of displayed results function when the device 1s operationally deployed and should
asscss how the device users employ the device and interpret the information it provides to what
cticet. The design should provide for the assessment of the strengths and weaknesses ol the
device as operated in the ticld and to the extent possible should determine the degree to which
the availability ol the new multimodal biometric tool improves on prior identification
technologies.

IV. STAFFING

See Attachment 2 HSAR 3052.215-70 Key Personne! or Facilities (DIEC 2003), which
1dentifies Project Manager and Chief Technical Representative as Key Personnel,
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V. DELIVERABLES/MILESTONE PAYMENT SCHEDULE

Deliverables i)
W : —_
20 Deliverable Description 1 Due Date
Task |
" months fromn
Projcet Management | A project management plan _thal will uccm.r?pl:sﬁ the program’s [ate of Award
1.0 T Plun objeetives as vullined by HFD personnel. The final version requires
: approval by the [HFD Program Manager. Base Period
Task 1
| 9 to 1t months from
T —— e ) ) - i Yk . . ) Date of Awurd
1 ascling Assessment for | A suminary of the program as it stands. Final version requires approval
’ Rapid DNA Project by the HFD Program Manager. ;
: ' 5 = . Base Period
Task | ]
11 months from
; - A path forward for the proaram esaluation that is specifically tadored 0o | Date of Award
. Exvaluation Framework LT = . s LS
12 for Rapid DNA Project the USCIS program and technology being evaluated. Final version
’ o ! requires approval by the HED Program Manager. Base Period
Task |
11 months from
Monitoring and Nate ol Award
1.3 Uvaluation of Rapid Implementation and moenitoring of the evaluation framework. !
IDNA Project ¢ Base Period
Task | ]
A formal report that communicates the evaluation procedures and 18 months from
Final Report for Rapid | Mndings to relevant gudivnees, The length of the linal report is Dhate of Asward
1.4 DNA Project anticipated to about 25 pages. ncluding an executive sumntary of no
mote than two pages but excluding appendices. i any, The finul version Buase Periwd
i reguires approval by the HIFD Program Manager Task 1
A summary of the previously conducted pilots as it stands. The Vendor 3 monts fr_om
; 4 = - : ’ Date of Award
2.0 Baseline Assessment for | will work with HFD to aggregate all previous DHS evaluations of
: Biometric Exit Pilots operational concepts for biometric exit. and analvze available Bise Pasiod
requirements. Task 2
5 months from
Evaluation Framework | A methodological review to assess the validity of previous studies in Date of Award
21 for Biometric Exit answering research questions necessary to inform a DHS strategy for
Pilots biometric exit Base Period
Task 2
A formal report that communicates a long-term path forward for the )
: . : el : . ! 6 months from
program evaluation that is specifically tailored to inform senior DHS Date of Award
22 Final Report for leadership decisions. The length of the final report is anticipated to
’ Biometric Exit Pilots | about 25 pages. including an executive summary of no more than two Base Period
pages but excluding appendices. if any. The final version requires
Task 2
approval by the HFD Program Manager.
-4 months fron:
Baseling Assessment tor : 3 ; Y xercising Opu
- SElInG ASSCSSIC l_ 1l a summary of the program as itstends, Final version requires approval e)xe_n.mng Jption
3.0 Mohile Biometrics : Period
. by the HFD Program Manager
Project % =
Option Period Task 3
6 manths from
& : ; o A path forward for the program evaluation that is spectitcally tailored to exercising Option
% Lvaluation Framework G } 5 N A v &
3.1 Sy : the program and technology being evaluated. Final version requires Period
for Mobilc Biometrics i
approval by the HED Program Manager.
- o | L o | Option Period Task 3
4o § months from
Monitoring and cxercising Option
32 Lvaluation of Mohile Implementation and monitoring of the evaluation framework, Period
Biometrics Mroject
Option Period Tusk 3
A formal report that communicates the evaluation procedures and 12 months from
. Final Report for Mobile ﬁnc.lh.'lgs to relevant audicncc.ﬁ.. The l_cngl.h 01“.lh(: I.'n.ml Teport is ‘ c,\clrcising Option
33 S . anticipated to about 25 pages, including an executive sununary of o Perind
Biometrics Project : : i ; 2 i
- more than two pages. The final version requires approval by the HED
Program Manager. Option Period Task 3
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VI.

1.

* Due to rounding, grand total at Firm Fixed Price is[®%)

* COTR shall determine. at her discretion, how long after receipt of the draft deliverable
RTT has to deliver the final version and how long the Government will review the draft,
before providing comments.

Other Task Order Details

Period of Performance.

‘The aggregate period of pertormance for this SOW is 30 months [rom time of award, with
the following breakdown:

Period of

SOW Task Term of Task Order Relevant Tasks Performance
1.0 until 1.4 Base Period — Task 1 Rapid DNA Project: Baseline. Evaluation 12 months

{Task 1) Framework. Implementation. and Final Report
2.0 until 2.2 Base Period — Task 2 Biometric Exit Project: Baseline and Evaluation 6 months

(Task 2} Framework
3.0 until 3.3 Option Period — Task 3 Mobile Biometrics Project: Baseline, and ; 12 months
(Task 3y ! o Evaluation Framework : L

2

tad

Travel. Domestic travel on the part of the Vendor’s staff may be required in the performance
of the duties that are listed herein. It is expected that the Vendor will reimburse non-
government participants for thosc travel expenses that they might incur.

DHS-Furnished Information.

a. DIIS will provide certain DHS information. materials. and forms unique to DHS to the
Vendor to support certain tasks under this SOW.,

b. The DHS S&T Contracting Officer’s Technical Representative, identified in this SOW,
will be the point of contact (POC) for the identification of any required information to
be supplied by DIIS.

c. 'The Vendor will prepare any documentation according to the guidehnes provided by

DHS.
4. Place of Performance. The Vendor will perform the work under this SOW at their place of
business and the workshop location.
5. DHS-Furnished Property. DHS property will not be provided to the Vendor.
6. Deliverables. The Vendor will provide all deliverables identilied in this SOW directly to the
task-specific DHS S&'1" Technical Representatives and to the S&T Contracting Officer.
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7. Program Status Report. The Vendor will deliver monthly program status reports. The
reports will be submitted on the 13t day of the month. The reports shall include the
following:

a. Summary of progress during the reporting period (including any significant technical
information).

b. Unanticipated technical or management problems of significance.

¢. Probiems anticipated in future reporting periods.

d. Summary of important mectings, brictings. trips and conferences during the period of
the report and those planned in the following period.

All reports shall be submitted to the task-specilic COTRs and to the DHS S&'1" Contracting
Officer electronically.

8. Funding Requirements. DHS will provide funding that is outlincd in the Task Order. at the
discretion of the Government. subject to the availability ot funds.

9. Security Requirements.

a. All work performed under this SOW is unclassificd unless otherwise specified by DIIS.

b. If classified work is required under this SOW, DHS will provide specific guidance to
the Vendor as to which work will be conducted in a classified manner and at which
classification level. The Vendor will also adhere to other applicable Government
orders, guides, and directives pertaining to classitied or confidential work. This SOW
may require access to information at the unclassified level,

¢. 'tThe Contractor shall not publish, permit to be published. or distribute for public
consumption. any mformation. oral or written, concerning the results or conclusions
made pursuant to the performance ol this Task Order, without the prior written consent
of the Contracting Officer. An electronic or printed copy ol any material proposcd to be
published or distributed shall be submitted to the Contracting Officer.

VII. Points of Contact

Contracting Officer
Kristian Jovanovic
Office of Procurement Operations
Science and Technology Dircctorate
Department of Homeland Security
Washington, DC 20582

b)4)

Contracting Officer’s Technical Representative (COTR)
Ji Sun Lee
Director Community Preparedness and Resilicnee Program
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| |
Technology Acceptance and I[ntegration Program
Science and Technology Directorate
Department of Homeland Security
Washington, DC 20582
{b)4)
||
| 1}
Il ]
| 1}
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ATTACHMENT 2 -- CLAUSES

[. DEPARTMENT OF HOMELAND SECURITY CLAUSES

The following DIHS Clauses are hereby incorporated. All terms and conditions incorporated
under the awarded GSA MOBIS Schedule will remain unchanged and in full force and effect.

HSAR 3052.204-71 CONTRACTOR EMPLOYEE ACCESS (JUN 2006) AND
ALTERNATE I & ALTERNATE II (JUN 2006)

(eej Sensitive Information, as used in this Chapter. means any information. the loss. misuse,
disclosure. or unauthorized access to or modification of which could adversely affect the national
or homeland security interest, or the conduct of I'ederal programs, or the privacy to which
individuals are entitled under scction 552a of'title 5, United States Code (the Privacy Act), but
which has not been specifically authorized under criteria established by an Executive Order or an
Act of Congress to be kept secret in the Interest ol national delense, homeland security or foreign
policy. This definition includes the following categories of information:

(1) Protected Critical Infrastructure Information {(PCII) as set out in the Critical Infrastructure
Information Act of 2002 {Title II. Subtitie B, of the Homeland Security Act. Public Law 107-
296, 196 Stat. 2135), as amended. the implementing regulations thereto (Title 6. Code ol Federal
Regulations, Part 29) as amended, the applicable PCIT Procedures Manual, as amended, and any
supplementary guidance officially communicated by an authorized official of the Department of
Homcland Sccurity (including the PCII Program Manager or his/her designee):

(2) Sensitive Security Information (SSI), as defined in Title 49. Code ol Federal Regulations.
Part 1520, as amended. “Policies and Procedures of Safeguarding and Control of SS1," as
amended. and any supplementary guidance officially communicated by an authorized ofticial of
the Department of Homeland Sceurity (including the Assistant Sccrctary for the Transportation
Security Administration or his‘her designee):

{3) Information designated as “For Official Use Only.” which is unclassified information of a
scnsitive nature and the unauthorized disclosure of which could adversely impact a person’s
privacy or wellare. the conduct of Federal programs, or other programs or operations essential to
the national or homeland security interest: and (4) Any information that 1s designated “sensitive™
or subject to other controls, safeguards or protections in accordance with subscquently adopted
homeland sccurity information handling procedures.

(b) “Information Technology Resources™ include. but are not limited to. computer equipment,
networking equipment, telecommunications equipment. cabling, network drives, computer
drives, network soltware. computer software, soltware programs. intranet sites. and internet sites.
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(¢) Contractor emplovees working on this contract must complete such forms as may be
necessary for security or other reasons. including the conduct of background investigations 1o
determine suitability. Completed forms shall be submitted as directed by the Contracting Officer.
Upon the Contracting Officer's request. the Contractor's employees shall be fingerprinted. or
subjcct to other investigations as required. All contractor cmployees requiring recurring access to
(Government facilitics or access to sensitive information or I'T' resources are required to have a
favorably adjudicated background investigation prior to commencing work on this contract
unless this requirement 1s waived under Departmental procedures.

(d) The Contractuing Offlicer may require the contractor to prohibit individuals [rom working on
the contract if the government deems their initial or continued employment contrary to the public
interest for any reason, including, but not limited to. carelessness. insubordination.
incompetence. or security concerns.

(e) Work under this contract may involve access (o sensitive information. Therefore. the
Contractor shall not disclose, orally or in writing. any sensitive inlormation to any person unless
authorized in writing by the Contracting Officer. For those contractor emplovees authorized
access to sensitive information, the contractor shall ensure that these persons reccive training
concerning the protection and disclosure of sensitive information both during and after contract
performance.

() The Contractor shall include the substance of this clausc 1n all subcontracts at any tier where
the subcontractor may have access to GGovernment facilitics, sensitive information, or resources.

ALTERNATE I (JUN 2006)

When the contract will require contractor employees to have access to Information Technology
(I'T) resources. add the following paragraphs:

(g) Betore receiving access to [T resources under this contract the individual must receive a
sccurity briefing. which the Contracting Ofticer’s [echnical Representative (COTR) will
arrange, and complete any nondisclosure agreement furnished by DHS.

(h) The contractor shall have access only 1o those areas of DHS information technology
resources explicitly stated in this contract or approved by the COTR in writing as necessary for
performance of the work under this contract. Any attempts by contractor personnel to gain access
to any information tcchnology resources not expressly authorized by the statement of work. other
terms and conditions in this contract. or as approved in writing by the COTR, is strictly
prohibited. In the event of violation of this provision, DHS will take appropriate actions with
regard to the contract and the individual(s) involved.

(1) Contractor access to DHS networks from a remote Jocation 1s a temporary privilege tor
mutual convenicnee while the contractor performs business for the DHS Component. It is not a
right. a guarantee of access. a condition of the contract, or Government FFurnished I'quipment

(GFE).
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(j) Contractor access will be terminated for unauthorized use. The contractor agrees to hold and
save DHS harmlcss from any unauthorized use and agrees not to request additional time or
money under the contract for any delays resulting from unauthorized use or access.

(k) Non-U.S. citizens shall not be authorized to access or assist in the development. operation.
management or maintenance of Department IT systems under the contract, unless a waiver has
been granted by the Head ot the Component or designee. with the concurrence of both the
Department’s Chief Security Officer {CSO) and the Chief Information Officer (C1O) or their
designees. Within DHS Headquarters. the waiver may be granted only with the approval of both
the CSO and the C1O or their designees. In order for a waiver to be granted:

(1) The individual must be a legal permanent resident ot the UL S, or a ¢itizen of Ircland.
Israel, the Republic of the Philippines, or any nation on the Allied Nations List
maintained by the Department of Statc:

(2) There must be a compelling reason for using this individual as opposed toa 1. S.
citizen: and

(3) The waiver must be in the best interest of the Government.

(1) Contractors shall identify in their proposals the names and citizenship of all non-U S. citizens
proposed to work under the contract. Any additions or deletions of non-U).S. citizens after
contract award shall also be reported to the contracting officer.

ALTERNATE II (IUN 2006)

When the Department has determined contract employce acecss to sensitive information or
Government tacilities must be limited to U.S. citizens and lawful permanent residents. but the
contract will not require access to 1T resources. add the following paragraphs:

(¢) Each individual employed under the contract shall be a citizen of the United States of
America. or an alicn who has been lawtully admitted for permanent residence as evidenced by a
Permanent Resident Card (LISCIS 1-351). Any exceptions must be approved by the Department’s
Chiel Security Olficer or designee.

(h) Contractors shall identify in their proposals. the names and citizenship of all non-U.S.
citizens proposed to work under the contract. Any additions or deletions of non-U.S. citizens
after contract award shall also be reported to the contracting oflicer.

HSAR 3052.209-72 ORGANIZATIONAL CONFLICT OF INTEREST (JUN 2006)
(a) Determination. The Government has determined that this effort may result in an actual or
potential conflict of intcrest, or may provide one or more offerors with the potential to attain an

unfair competitive advantage. The offeror must provide a statement that no past, present or
planned organizational, financial. contractual. or other interests with an organization whose
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