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Washington. D.C. 20530 

April 27, 2001 

MEMORANDUM FOR THE ATTORNEY GENERAL 

THROUGH: EY GENERAL 

FROM: 
Policy 

SUBJECT: Attorney General's Reports to Congress on FISA 
(U} 

Attached for your approval are four semi-annual reports that 
the Attorney General is required to submit to Congress relating 
to the roreign Intelligence Surveillance Act (FISA), as amended, 
and the annua1 pub1ic report that the Attorney General is 
required to submit to the Administrative Office of the United 
States Courts and Congress on the operation of the FISA. (U) 

Non
responsive/ 
out of scope 

'l'OP SECRET//COMINT//HOroRN/ /X1 AND SECRB~ MA'l'ERIAI.S A'l!'l'ACHED 
UNCLASSIFIE» WHEN ATW..CBMEN'RS ME RBMO'IBD 

Classified by: 

Reason: 
Declassify on: 

Frances Fraqos ~ownsena. Counsel for 
Intelligence Policy, Office of Intelligence 
Policy and Review, United States Department 
of Justice 
1. 5 (c) 

Xl 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000001 Plaintiff's Cross Motion for Summary Judgment
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OOfficr of t!tr l\thtrntl;! <S.enrral 
~as~ington, ~JI!. 20530 

The Honorable Orrin G. Hatch 
Chai r ma n, Committee on the Judiciary 
United States Senate 
Washington, DC 20510 

Dear Mr. Chairman: 

APR 2 7 2001 

In accordance with Sections 1826, 1846, and 1863 of the 
Foreign Intelligence Surveillance Act of 1978, as amended, I am 
submitting herewith the semi-annual reports of the Attorney 
General concerning physical searches conducted unde r the Act , all 
reques~s for pen register and trap and trace surveillance, and 
all r equests for access to certa i n business recor ds under the 
Act. These reports cover the period July 1, 2000 through 
December 31, 2000. 

Sincerely, 

John Ashcroft. 

SECR8T M:.T8RIALS ATTACHED 
UNCLASSIFIED WHEN ATTACHMENTS ARE REMOVED 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000002 Plaintiff's Cross Motion for Summary Judgment
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®ffi.c2 a£ tltt ~ttorntJJ <itntral 
~a~n~n,~-~-20530 

The Honorable Richard Shelby 
Chairman, Senate Select Committee on Intelligence 
United States Senate 
Washington, DC 20510 

Dear Mr. Chairman: 

APR 2 7 2001 

In accordance with Sections 1808(a), 1826, 1846, and 1863 of 
the foreign Intelligence Surveillance Act of 1978, as amended, I 
am submitting herewith the semi-annual reports of the Attorney 
General concerning electronic surveillances and physical searches 
conducted under the Act, all requests for pen register and trap 
and trace surveillance, and all requests for access to certain 
business records under the Act. These reports cover the period 
July 1, 2000 through December 31, 2000. 

Sincerely, 

John Ashcroft 

'fOP SECRET//COPHNT//NOFORN//Xl AND SEiCREiT MATERIALS .:O.TTAGHI!;D 
Ut~CL_li,S S I FlED WHEN ATTACHUENTS ARE REt40VED 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000003 Plaintiff's Cross Motion for Summary Judgment
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®ffice of t~e J\ttorruu ~.tneral 
~ns~ington. Ja.<tr. 20530 

The Honorable Porter Goss 

APR 2 7 2001 

Chairman, Permanent Select Committee on Intelligence 
U.S. House of Representatives 
Washington, DC 20515 

Dear Mr. Chairman: 

In accordance with Sections 1808(a), 1826, 1846, and 1863 of 
the Foreign Intelligence Surveillance Act of 1978, as amended, I 
am submitting herewith the semi-annual reports of the Attorney 
General concerning electronic surveillances and physical searches 
conducted under the Act, all requests for pen registers and trap 
and trace surveillance, and all requests for access to certain 
business records under the Act. These reports cover the peri od 
July 1, 2000 through December 31, 2000. 

Sincerely, 

John Ashcroft 

TOP SBCRBT//COtHNT//NOFORN//Xl AND SECRET Hl\TERil\LS 7\TTl\CHED 
UNCLASSI FlED WHEN ATTl\CHMBNTS ARB REMOVED 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000004 Plaintiff's Cross Motion for Summary Judgment
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i'OP SISG:RBqt/ /GO!IIN'J!//NOI?O~Uf//Xl 

Sec~ion 1: Introduction (U) 

This report is submitted pursuant to Sections lOS(a) and 
306 of the Foreign Intelligence Surveillance Act of 1978 (FISA 
or the Act), as a~ended, 50 U.S.C. §§ 1801-1811, 1821-1829. It 
covers all elec~ronic surveillances and physical searches 
conducted under the Act by the Federal Bureau of InvestigaLion 
(FBI), as well as electronic surveillances conducted by the 
National Security Agency (NSA), during the period July 1, 2000 
through December 31, 2000. At the request of the staff of the 
Senate Select Committee on Intelligence, this report also 
covers pen register/trap and trace surveillance conducted 
pursuant to the Act, 50 u.s.c. §§ 1841-1846. (U) 

TOP SBCRB~//CO!UN!P//NOPOR:N//Xl 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000005 Plaintiff's Cross Motion for Summary Judgment
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TOP SECRE'l'/ / COUH.T/ / NOFORN/ / Xl 

-2-

Out of scope/non-responsive 

-
_ Also, at the request 

of the staff of the Senate Select Committee on Intelligence, we 
are providing a statistical analysis and thumbnail sketches of 
U.S. person surveillances conducted pursuant to the pen 
register/trap and trace amendment to the Act. An original copy 
is being provided to each committee. (U) 

Out of scope/non-responsive 

The third semi-annual report (Tab C), covering applications 
for the use of pen registers and trap and trace devices, 
encompasses the period from July 1, 2000 through December 31, 
2000, and is being provided to the House and Senate Intelligence 
Conunittees, as required by 50 U.S.C. § 1846. (tJ) 

Out of scope/non-responsive 

Letters of transmittal to the relevant committee chairmen 
are attached for your signature (Tab E) . (U) 

Out of scope/no_n-responsive 

POP SECRE~//CffiiiN'l' //NOFORN//Xl 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000006 Plaintiff's Cross Motion for Summary Judgment
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TOP SECRET//COMim'//NOPOR:N//Xl 

- 24 -

Out of scope/non-responsive 

H. Pen Register/Trap and Trace Surveillance6 (U) 

During 1999 and 2000, the fBI filed 18 applications with 
the FISC to conduct pen register/trap and trace surveillance, 
pursuant to 50 U.S.C. §§ 1841-1846. The FISC approved all 18 
applications. rive of these applications were filed with the 
Court in 1999, and thirteen applications were filed with the 
Court in 2000. This report contains statistics regarding all 
individuals who are subjects of full FBI foreign 
counterintelligence investigations related to each application 

~'This report includes statistics and surrunaries of pen 
register/trap and trace surveillances conducted pursuant to the 
Act for calendar years 1999 and 2000. The next semi-annual 
report will include information describing pen register/trap 
and trace surveillances conducted during the period January 1, 
2001 through June 30, 2001. ~ 

TOP SBCRET//OOMINT//NOPORN//Xl 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000007 Plaintiff's Cross Motion for Summary Judgment
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TOP SECRBT//COMINT//NOFORN//Xl 

- 25 -

for pen register/trap and trace surveillance, and thumbnail 
sketches of all United States persons who are subjects of these 
rela~ed foreign counterintelligence investigations. ~ 

1. Applica~ions Filed in 1999 (U) 

The FBI filed five applications with the fiSC seeking 
authorization to conduct pen register/trap and trace 
surveillance concerning four individuals who are targets of 
full FBI foreign counterintelligence investigations. The 
(b) (1 ), (b) (7)(E) 

2. Applications Filed in 2000 (U) 

The FBI filed 13 applications with the FISC seeking 
authorization to conduct pen register/trap and trace 
surveillance concerning seven individuals who are targets of 
full FBI foreign counterintelligence investigations. The 
(b) (1 ), (b) (7)(E) 

l'However, because the pen register/trap and trace 
amendment to the Act does not require the citizenship of the 
individuals to be pleaded, this number is not broken down into 
citizen/permanent resident alien/presumed u.s. person 
categories. -fflt-

TOP SBCRET//COMINT//NOFOruf//Xl 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000008 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 9 of 323



'POP SECRB'I'//COMINT//NOFORN//Xl 

- 26 -

Out of scope/non-responsive 

3. Descriptions of the United States Person Subjects of 
Foreign Counterintelligence Investigations Related to 
the Pen RegisterLTrap and Trace Surveillances ~ 

(b) (1). (b) (7)(E) 

'POP SBCRET//CO!UN'i //NOi'ORN//Xl 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000009 Plaintiff's Cross Motion for Summary Judgment
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'POP SBCRE'l'//COlo:NT//NOPORN//Xl 

- 27 -

O(b) (1 ), (b) (7)(E) 

"""-

'l'OP SECRB'l'//COMIN'I'//NOPORN//Xl 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000010 Plaintiff's Cross Motion for Summary Judgment
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'POP SBCRE'l'//COMIN"l'//NOFORN//Xl 

- 38 -

Incident: 00-1-3 : (U) 
(b) (1), (b) (7)(E) 

Out of scope/non-responsive 
Out of scope/non-responsive 

TOP SECRET//COM:ENT//NOFORN//Xl 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000011 Plaintiff's Cross Motion for Summary Judgment
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TOP S:SCRET//COMIN'l'//NOFORN//Xl 

Incident 00-1-9: (U) 
(b) (1), (b) (7)(E) 

9ut of scope/non-responsive 

(b) (1 ), (b) (7)(E) 

- 43 -

TOP SECRST//COMINT//NOFORN//Xl 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000012 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 13 of 323



TOP SECRB'l'//COMINT//NOPORN//Xl 

Out of scope/non-responsive 

Inc ident 00-2- 3 : (U) 
(b) (1 ), (b) (7)(E) 

- 48 -

TOP SBCRBT//COMINT//NOPORN//Xl 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000013 Plaintiff's Cross Motion for Summary Judgment
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------------- --------------··· ·-

TOP SBCRBT//COMINT//NOPORN//Xl 

- 49 -

(b) (1 ), (b) (7)(E) 

Incident 00-2-4: (U) 
(b) (1), (b) (7){E) 

~ut of scope/non-responsive 

TOP SI!:CRB'F//COMINT// NOPORN//Xl 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000014 Plaintiff's Cross Motion for Summary Judgment
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• . 
' 

., 
U.S. Department of Justice 

Office of Intelligence Policy and Review 

Wa.shmgron. 0 C. 20530 

DEC 3 1 2001 
MEMORANDUM FOR ~E ACTlNG_ATTORNEY GENERAL 

(b) (6), (b) (7)(C) 

FROM: 

SUBJECT: Attorney General's Reports to Congress on FISA 
( u) 

Attached for your approval are four semi-annual reports that 
the Attorney General is required to submit to Congress relating 
to the Fore~gn Intelligence Surveillance Act (FISA), as amended. 
{U) 

Out of scope/ 
non
responsive 

'l'OP SSCRET//COMIN'l' //NOFORN//Xl AND SECUT MATERIALS ATTACHED 
UNClASSIFIED WUEN ATTACHMeNTS ARB REUEWED 

Classified by: J ames A. Baker , Actina Counsel for 
IAtelliqence Policy, Office of I ntelligence 
Policy and Review. United States Department 
of Just:ice 

Reason: l. S (c) 
Declassify oA : Xl 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000015 Plaintiff's Cross Motion for Summary Judgment
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®ffiu nf flte J\ttarneu <ieneral 
~ae}fingtan, ~-0:- 20330 

The Honorable Patrick J. Leahy 
Chairman, Committee on the Judiciary 
United States Senate 
Washington, DC 20510 

Dear Mr . Chairman: 

DEC 3 1 200: 

In accordance with Sections 1826, 1846 , and 1863 of the 
Foreign Intelligence Surveillance Act of 1978, as amended, I am 
submitting herewith the semi-annual reports of the Attorney 
General concerning physical searches conducted under the Act, all 
requests for pen register and trap and trace surveillance, and 
all requests for access to certain business records under the 
Act. These reports cover the pe~iod January 1, 2001 through Ju~e 
30, 2001. 

Sincerely, 

--/.J~p, 
Byb#-
Attorney General 

SECRET MATERIALS ATTACHED 
UNCLASSIFIED WHEN .'\'fTACHMENTS ARE REHOVED 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000016 Plaintiff's Cross Motion for Summary Judgment
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OOffire .of tlfe l\tt.ornev <tierural 
~asqingtan. ~.((. Z0330 

The Honorable F. James Sensenbrenne~, Jr. 
Chairman, Committee on the Judiciary 
U.S. House of Representatives 
Washington, DC 20515 

Dear Mr. Chairman: 

DEC 3 l 200~ 

In accordance with Sections 1826, 1846, and 1863 of the 
Foreign Intelligence Surveillance Act of 1978, as amended, I am 
submitting herewith the semi-anr.ua! reports of the Attorney 
General concerning physical searches conducted under the Act, all 
requests for pen register and trap and trace surveillance, and 
all requests for access to certain business records under the 
Act. These reports cover the period January 1', 2001 through June 
30, 2001. 

Sincerely, 

--6-dMJ.. 
By be{/ 
Attorney General 

SECRET MATERIALS ATTACHED 
UNCLASSIFIED WHEN a"..TTACHMEN'FS ARE RE~10VED 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000017 Plaintiff's Cross Motion for Summary Judgment
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®£fire of tfte J\ttonuy Cieneral 
~aslyington, ~.<C. 20530 

The Honorable Bob Graham 
Chairman, Senate Select Committee on Intelligence 
United States Senate 
Washington, DC 20510 

Dear Mr. Chairman: 

DEC 3 1 200~ 

Ir. accordance wi~h Sections 1808(a), 1826, 1846, and 1863 of 
the Foreign Intelligence Surveillance Act of 1978, as amended, I 
am submitting herewi~h ~he semi-annual reports of the Attorney 
General concerning electronic surveillances and physical searches 
conducted under the Act, all requests for pen register and trap 
and trace surveillance, and all requests for access to certain 
business records under the Act. These reports cover the period 
January 1, 2001 through June 30, 2001. 

Sincerely, 

TOP SECRET I /COUINT//NOFOR~U /Xl MW SECRET HA'fERIALS 1\TT~GHED 
UNCLASSIFIED WHEN .''il'TACJIP4EN'I'S ARE RE~10VED 

-···- .. ____________________________ __. EPIC v. DOJ, No. 13-1961, Exhibit 1 000018 Plaintiff's Cross Motion for Summary Judgment
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®ffic~ a£ tit~ }\ttarmg (i~n~raJ 
;ttfn5~ington, ~.Cf. 20530 

The Honorable Porter Goss 
Chairman, Permanent Select Committee on Intelligence 
U.S. House of Representatives 
Washington, DC 20515 

Dear Mr. Chairman: 

DEC 3 1 zoo·, 

In accordance with Sections 1808(a), 1826, 1846, and 1863 of 
the Foreign Intelligence Surveillance Act of 1978, as amended, I 
am submitting herewith the semi-annual reports of the Attorney 
General concerning electronic surveillances and physical searches 
conducted under the Act, all requests for pen registers and trap 
and trace surveillance, and all requests for access to certain 
business records under the Act. These reports cover the period 
January 1, 2001 through June 30, 2001. 

Sincerely, 

TOP SEiCRET//COHINT//NOFORN//Xl AND SECRET MATERIALS ATTACHED 
Ut.CL."•SSIFIED WilEN A'FTACIIUENTS ARS REHOVED 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000019 Plaintiff's Cross Motion for Summary Judgment
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~~ ., 

TOP SECRET//COMINT//NOFORN//Xl 

-2-

Out of scope/non-responsive 

Also, at 
the request of the staff of the Senate Select Committee on 
Intelligence, we are providing a statistical analysis and 
thumbnail sketches of U.S. person surveillances conducted 
pursuant to the pen register/trap and trace amendment to the Act. 
An original copy is being provided to each committee. (U) 

Out of scope/non-responsive 

The third semi-annual report (Tab C), covering applications 
for the use of pen registers and trap and trace devices, 
encompasses the period from January 1, 2001 through June 30, 
2001, and is being provided to the House and Senate Intelligence 
Committees, as well as the House and Senate Judiciary Committees, 
as required by 50 u.s.c. § 1846. (U) 

Out of scope/non-responsive 

Letters of transmittal to the relevant committee chairmen 
are attached for your signature (Tab E). (U) 

Out of scope/non
responsive 

TOP SECRE'P//COHIN'P//tiOPORN//Xl 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000020 Plaintiff's Cross Motion for Summary Judgment
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TOP SECRET//COMINT//NOPOR:N//Xl 

- 20 -

Out of scope/non-responsive 

H. Pen Register/Trap and Trace Surveillance (U) 

From January 1, 2001 through June 30, 2001, the FBI.filed 
two applications with the FISC to conduct pen register/trap and 
trace surveillance, pursuant to 50 U.S.C. §§ 1841-1846. The 
FISC approved both applications. ~ 

1. Aoplications F.iled from January 1, 2001 to June 30, 
2001 (U) 

The FBI filed two applications with the FISC seeking 
authorization to conduct pen register/trap and trace 
surveillance concerning (b) (1), (b) (7)(E) 

TOP SECRET//COMI!IT//NOFORN//Xl 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000021 Plaintiff's Cross Motion for Summary Judgment
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Out 
of 
scop 
e/ 
non
respo 
nsive 

TOP SECRET//COM!NT//!fOFORN//Xl 

- 21 -

2 . Descriotions of the United s~ates Person Subjects of 
Foreign Coun~erintelliaence !nvestiaations Related to 
the Pen Register/Trap and Trace Surveillances ~ 

(b) (1), (b) (7)(E) 

TOP SECRET//COMIN'l'//NOFORN//Xl 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000022 Plaintiff's Cross Motion for Summary Judgment
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TOP SECRST//COMINP//NOFORN//Xl 

Out of scope/non-responsive 

Incident 00-1-9: (U) 
(b) (1), (b) (7)(E) 

- 31 -

'POP SECRB'P//COMJ:N1'//NOFORN//X1 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000023 Plaintiff's Cross Motion for Summary Judgment
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TOP SECRET//COMINT//NOFORN//Xl 

bOut of scope/non-responsive 

Incident 00-2-3: (U) 
(b) (1), (b) (7)(E) 

- 36 -

'l'OP SHCRB'l:'//COMiN'i'//NOPOR:N//Xi 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000024 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 25 of 323



TOP SBCRET//COMIN'l'//NOFORN//Xl 

(b) (1), (b) (7)(E) 

Incident 00-2-4 : (U) 
(b) (1 ), (b) (7)(E) 

- 37 -

'POP SECRB'P//COMIN'l'//NOFORN//Xl 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000025 Plaintiff's Cross Motion for Summary Judgment
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{b) {1), {b) {7){E) 

put of scope/non
responsive 

0 
ut 
of 
sc 
0 

p 
e/ 
n 
0 

n-

TOP SECRET//COMINT//NOFORN//Xl 

- 38 -

TOP SECRET//COMINT//NOFORN//Xl 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000026 Plaintiff's Cross Motion for Summary Judgment
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U.S. Department of Justice 

Office of Intelligence Policy and Review 

Washingto11, D.C.10530 

MEMORANDUM HE ATTORNEY GENERAL 
·~ ~~~.;d~ 

FROM: ames A. Baker 
:.-==._ . ...::.: :.: :-: 'fi:=~~~~--:-: __ ::::'!..:.5i--~- ~-~E~~~~n~~-Cf:;;:In:t;.~.llj._~~-~~.P.o~~-; ____ . _ 1 -~ -. ~-~ o _ ... -~ • : _ •• ~---=- __ _ 

..... -

(b) (6), (b) (7)(C) 

SUBJECT: Attorney General's Reports to Congress on FISA 
(U) 

Attached for your approval are four semi-annual reports that 
the Attorney General is required to submit to Congress relating 
to the Foreign Intelligence Surveillance Act (FISA), as amended, 
and the annua~ public report that the Attorney General is 
required to submit to the Administrative Office of the United 
States Courts and Congress on the operation of the FISA. (U} 

Out of scope/ . 
non-
responsive 

~01? SECRB'l'//C0!5INT//NOPORN//Xl AND SECRET MATSRIALS MlfACRBD 
UNClASSIFIED WHEN M'l'A-CHMBN'PS Amll RBMO'IED 

Classified by: James A. Baker, Counsel for Intelligence 

Reason: 
Declassify on: 

Foli_ey, 
Review, 
l.S(c) 
Xl 

Office of Intelliaence Policv end 
United State~ Deper~ment of J~~tiee 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000027 Plaintiff's Cross Motion for Summary Judgment
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®flirt of tfJe ~mep ~etttral 
lBaibington, m.~. 20530 

APR 2 9 .. ....-.. 2 

The Honorable_~a_trick ___ J.._Leal}y~_ _ -"~~~--== .i!L - --~-*"--=:.:-::~~·~~-l 
:-;r:-_·ch·idrmanT-Cemmit:t·e·e-on --i:he- Jufu.C1ary ~ 

United States Senate 
Washington, DC 20510 

Dear Mr. Chairman: 

In accordance with Sections 1826, 1846, and 1863 of the 
Foreign Intelligence Surveillance Act of 1978, as amended, I am 
submitting herewith the semi-annual reports of the Attorney 
General concerning physical searches conducted under the Act, all 
requests for pen register and trap and trace surveillance, and 
all request s for access to certain bus i ness records under t he 
Act. These reports cover the period July 1, 2001 through 
December 31 , 2001. 

Sincerely, 

_/~~ 
------~----------------~·-- ~- ~--~~~~- ~------------~~ L~/J ~ '=--

Larry D~ Thompson 
Acting Attorney General 

SECRET MATERIALS A'P'l'ACH£0 
UNCLASSIFIED WHEN A'P'l'ACIIMEWI'S ARE REMOVED 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000028 Plaintiff's Cross Motion for Summary Judgment
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*«itt of tbt ~rnep (!§eneral 
l»as'bington, 1!9.ot. 20530 

The Honorable F. James Sensenbrenner, Jr. 
Chairman, Committee on the Judiciary 
U.S. House of Representatives 
Washington, DC 20515 

Dear Mr. Chairman: 

APR 2 9 . . '•'i 
L...J'...-

In accordance with Sections 1826, 1846, and 1863 of the 
Foreign Intelligence Surveillance Act of 1978, as amended, I am 
submitting herewith the semi-annual reports of the Attorney 
General concerning physical searches conducted under the Act, all 
requests for pen register and trap and trace surveillance, and 
all requests for access to certain business records under the 
Act. These reports cover the period July 1, 2001 through 
December 31, 2001. 

! . 
f / 
\.._./' . 

Larry ~- Thompson 
Acting Attorney General 

S&CRST ~~TSRIALS A~~~CME6 
IINCLASSIFii:D WHEN ATTACIIMEN~S ARE REMOVED 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000029 Plaintiff's Cross Motion for Summary Judgment
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etfitt of t{Je ~mep 49eneral 
Ulasbington, JQ.€. 20530 

APR 2 9 ~JG2 

The Honorable Bob Graham 
Chairman, Senate Select Committee on Intelligence 
United States Senate 
Washington, DC 20510 

Dear Mr. Chairman: 

In accordance with Sections lBOB(a), 1826, 1846, and 1863 of 
the Foreign Intelligence Surveillance Act of 1978, as amended, I 
am submitting herewith the semi-annual reports of the Attorney 
General concerning electronic surveillances and physical searches 
conducted under the Act, all requests for pen register and trap 
and trace surveillance, and all requests for access to certain 
business records under the Act. These reports cover the period 
July 1, 2001 through December 31, 2001. 

~==···.,...··--.__ 

Larry D. Thompson 
Acting\~ttorney General 

TOP SECRET//COMINT//NOFORN//Xl AND SECRE'f U~'fERIALS A'f"fACHED 
UNCLASSIFIED WHEN AT'FACHHEN'fS ARE REMOVED 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000030 Plaintiff's Cross Motion for Summary Judgment
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<!Mitt of ~t ~mtp ~entral 
Wa&~ington, it~. 20530 

APR 2 9 r·· :··') .. J._ 

C: -

The Honorable Porter Goss 
Chairman, Permanent Select Committee on Intelligence 
U.S. House of Representatives 
Washington, DC 20515 

Dear Mr. Chairman: 

---:. --.. :; ... 

In accordance with Sections 1808(a), 1826, 1846, and 1863 of · 
the Foreign Intelligence Surveillance Act of 1978, as · amended, I 
am submitting herewith the semi-annual reports of the Attorney 
General concerning electronic surveillances and physical searches 
conducted under the Act, all requests for pen registers and trap 
and trace surveillance, and all requests for access to certain 
business records under the Act. These reports cover the period 
July 1, 2001 through December 31, 2001. 

Sincerely, 

~--~~--~-=~----~~----~-
\ 
I 

Larry \D. Thompson 
Acting Attorney General 

TOP .SEGRET//GOMINT//NOFO:RN//Xl AND SECRE'f' tlM'ERIAL3 M'TACHED 
UNCLASSIFIED WHEN ATTACIIHEN'fS ARE REMOVED 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000031 Plaintiff's Cross Motion for Summary Judgment
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TOP SECRET//COMINT//NOFORN//Xl 

Section 1: Introduction (U} 

This report is submitted pursuant to Sections 108(a) and 
306 of the Foreign Intelligence Surveillance Act of 1978 (FISA 
or the Act), as amended, 50 u.s.c. §§ 1801-1811, 1821-1829, 
1841-1846. It covers all electronic surveillances, physical 
searches and pen register/trap and trace surveillances 
conducted under the Act by the Federal Bureau of Investigation 
(FBI), as well as electronic surveillances conducted by the 

~Nat i ona 1 ~. Security.=hgm (NSA). , ~ during , the" geriod JulY-=--1,. 20QL , 
tn.tougli oecernber 3'1-=;=zo·o·I. 1===-ru'} -- -~-~ 

{b} ( 1 ), (b) (7) 
(E) 

l'As discussed during the briefings provided by the 
Counsel for Intelligence Policy to Committee staff members in 
March 2002, the Department strives for this report to be a 
fully informative and substantively useful oversight tool. To 
that end, the Department will be presenting Committee staff 
members with a proposal to streamline this report, in the near 
future. -f-&1'1 

~ SECRET//CO~NT//NOFORN//Xl 
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'fOP SECRE'f//CetUN'f'//NOFORN I /Xl 

-2-

Out of scope/no~-responsive 

Also, at 
the request of ~he staff of the Senate Select Co~~ittee on 
Intelligence, we are providing a sta~istical analysis and 
thumbnail sketches of U ._s. Qerson surveil.lances_conduc.ted 

::.::.· -pu-rsuant=-f'o tne pen ·-r-e:gi~t~¥it'.r-ap -:a'rlci:.-~e - amerrdrrie~7n~.t:~s~~t~~~t~i1:;;e~-:::::::·-~-~~~~..::r-:;5- E;3-4 
Act. An original copy is being provided to each committ:ee. (U} 

Out of scope/non-responsive 

The third semi-annual report (Tab C), covering applications 
for the use of pen registers and trap and trace devices, 
encompasses the period from July 1, 2001 through Decembe~ 31, 
2001, and is bei~g provided to the House and Senate Intelligence 
Co~~ittees, as well as t he House and Senate Judiciary Committees, 
as requ~red by 50 U.S.C. § 1846. (U) 

Out of scope/non-responsive 

'POP SECRE'l'//CmHN'l'//NOFORN//Xl 
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Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 34 of 323



TOP SECRET//COMINT//NOFORN//Xl 

- 24 -

0 
ut 
of 
sc 
op 
el 
no 
n-
re -. 
sp · -
on 
si 
ve 

-· 

H. Pen Register/Trap and Trace Survei l lance (U) 

From July 1, 2001 through December 31, 2001, the FBI filed 
12 applications with the FISC to conduct pen register/trap and 
trace surveillance, pursuant to 50 U.S.C. §§ 1841-1846. Seven 

TOP SBCRET//CO!GN'F//NOFORN//Xl 
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TOP SECRE'l'//COMIN'f//NOPORN//Xl 

- 25 -

of the 12 applications were filed pursuant to 50 U.S.C. §§ 
1841-1846 as amended by the by the ~uniting and Strengthening 
America by Providing Appropriate Tools Required to Intercept 
and Obstruct Terrorism Act of 2001" (USA PATRIOT Act), Public 
Law 107-56. The FISC approved all 12 applications. ~ 

1. Applications Filed from July l. 2001 through December 
~ . .-- 31, 2001 ~{U)_ - L -----

The FBI filed one application with the FISC seeking 
authorization to conduct pen register/trap and trace 
surveillance concerning (b) (1), (b) (7)(E) 

The FBI filed one application with the FISC seeking 
authorization to conduct pen register/trap and trace 
surveillance concerning (b) (1), (b) (7)(E) 

--------.::rr'l'llt~e~"""'l' BI fiieti one appttecrt'ton wi"tlr""t:: l'r~e"e'k.:t...,n""g~--........ ---
authorization to conduct pen register/trap and trace 
surveillance concerning (b) (1), (b) (7)(E) 

The FBI filed two applications with the FISC seeking 
authorization to conduct pen register/trap and trace 
surveillance concerning (b) (1), (b) (7)(E) 

TOP SECRB'l'//COM:tN'i'//NOPORN//Xl 
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(b)(1), t 

(b) (7)(E) 

TOP SECRET// OOMIN':I'/ /NOFOlm//Xl 

- 26 -

The FBI filed seven applications with the FISC seeking 
authority to conduct pen register/trap and trace surveillance 

~--~~~--~--~_,{b)(1}, (b) (7}(E} =------=---==----

/ 

2. Descriotions of the United States Person Subjects of 
Foreign Counterintelliaence Investigations Related to 
the Pen Register/Trap and Trace Surveillances ~ 

(b) (1), (b) (7)(E} 

'i'OP SECRS'I'//COMIN'f//NOFORN//X1 
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TOP SECRBT//COMcrNT//NOPORN//Xl 

Out of scope/non-responsive 

Incident 00-1-9: {U) 
(b) (1}, (b) (7}(E) 

- 31 -

-

'l'OP SECRE'l'//COMIN'l'//NOPORN//Xl 
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'fOP SECRET//COMIN'l'//NOFORN//Xl 

Out of scope/non-responsive 

Incident 00-2-3: (U) 
(b) (1}, (b) (7}(E} 

- 36 -

'fOP SECRET//COMINT//NOFORN//Xl 
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- 42 -

5. Incidents Not Previously Reported (C) 

Incident 01-2-1 (U) 

(b) (1 ), (b) (7) 
(C), (b) (7f(E) 

TOP SElCRBT//COMIN'i'//NOFORN//Xl 

E!±±±* • • - .. =-a 

_ , 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000040 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 41 of 323



ilBP Sli12Rii'f//CBMfift'//H6POitlf//X1 

THE ATTORNEY GENERAL'S REPORT ON ELECTRONIC 
SURVEILLANCE AND PHYSICAL SEARCH UNDER THE FOREIGN 

INTELLIGENCE SURVEILLANCE ACT 

December 2002 

TOP SECRE'f//COMINT//NOFORN//Xl 

~4. 
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etfitt of tbt ~ttomep ~eneral 
Wafbington, Jt~. 20530 

The Honorable F. James Sensenbrenner, Jr. 
Chairman, Committee on the Judiciary 
U.S . House of Representatives 
Washington, PC 20515 

Dear Mr. Chairman: 

DEC 31 L:G2 

In accordance with Sections 1826, 1646, and 1863 of the 
Foreign Intelligence surveillance Act of 1978, as amended, I am 
submitting herewith the semi-annual reports of the Attorney 
General concerning physical searches conducted under the Act, all 
requests for pen register and trap and trace surveillance, and 
all requests for access to. certain business records (including 
the production of tangible things) under the Act. These reports 
cover the period January 1, 2002 through June 30, 2002. 

Sincerely, 

Theodore B. Olson 
Acting Attorney General 

SECRET MATERIALS ~CHED 
lJNCLASSIFIED WilEN ATTACHMENTS ARE REHO'IED 

. • _ ..... 
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®«itt of tbe ~mep 4Peneral 
l»a!5bington. a.~. 20530 

DEC 31 ttG2 

The Honorable Porter Goss 
Chairman, Permanent Select Committee on Intelligence 
U.S. House of Representatives 
Washington, DC 20515 

Dear Mr . Chairman: 

In accordance with Sections 1808(a), 1826, 1846, and 18G3 of 
the Foreign Intelligence Surveillance Act of 1978, as amended, I 
am submitting herewith the semi-annual reports of the Attorney 
General concerning electronic surveillances and physical searches 
conducted under the Act, all requests for pen registers and trap 
and trace surveillance, and all requests for access to certain 
business records (including the production of tangible things) 
under the Act. These reports cover the period January 1, 2002 
through June 30, 2002. 

Sincerely, 

Theodore B. Olson 
Acting Attorney General 

TOP SECRET//COMINT//NOFOR:N//Xl AND SECRET MATERIALS AT'fAC11£D 
UNClASSIFIED WilEN A'l"rACIDeNTS ARE REMOVED 

.· 

.. 
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~itt of t~e attorne!' ~eneral 
l»a~bington, Jt«:. 20530 

DEC 31 ~02 

The Honorable Bob Graham 
Chairman, Senate Select Committee on Intelligence 
United States Senate 
washington, DC 20510 

Dear Mr. Chairman: 

In accordance with Sections 1808(a), 1826, 1846, and 1863 of 
the Foreign Intelligence surveillance Act of 1978, as amended, I 
am submitting herewith the semi-annual reports of the Attorney 
General concerning electronic surveillances and physical searches 
conducted under the Act, all requests for pen registers and trap 
and trace surveillance, and all requests for access to certain 
business records (including the production of tangible things) 
under the Act. These reports cover the period January 1, 2002 
through June 30, 2002. · 

Sincerely, 

Theodore B. Olson 
A~ting Attorney General 

'tOP Si:CRi:T//COMUIT//tiOFOIUI//Xl AND SECRET l'iA'PERIALS 1\:'fWt:CUED 
UNCU'.SSIFISD WHSN ATTACHMENTS ARE REMOVED 

' 
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~ffitt of tbe attomt~ ~eneral 
l»a~gington, m.€. 20530 

The Honorable Patrick J . Leahy 
Chairman, Committee on the Judiciary 
United States Senate 
Washington, DC 20510 

Dear Mr. Chairman: 

DEC 31 A!C2 

In accordance with Sections 1826, 1646, and 1863 of the 
Foreign Intelligence Surveillance Act of 1978, as amended, I am 
submitting herewith the semi-annual reports of the Attorney 
General concerning physical searches conducted under the Act, all 
requests for pen register and trap and trace surveillance, and 
all requests for access to certain business records (including 
the production of tangible things) under the Act. These reports 
cover the period January l , 2002 through June 30, 2002 . 

Sincerely, 

Theodore B. Olson 
Acting Attorney General 

SECRET fQTERIALS A'I'TACUED 
U!lCLASSIPIED WilEN ATTACHMENTS ARE REMOVED 

.. 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000045 Plaintiff's Cross Motion for Summary Judgment
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'i'OP SECRB'i'//COMINT//NOFORN//Xl 

Section l; Introduction (U) 

This report is submitted pursuant to Sections 108(a) and 
306 of the Foreign Incelligence Surveillance Act of 1978 (FISA 
or the Act), as amended, 50 U.S.C. §§ 1801-1811, 1821-1829, 
1841-1846. It covers all electronic surveillances, physical 
searches and pen register/~rap and trace surveillances 
conducted under the Act by the Federal Bureau of Invest~gation 
(FBI), as well as electronic surveillances conducted by the 
National Security Agency (NSA), during the period January 1, 
2002 through June 30, 2002. (U) 

Out of scope/ 
non-responsive 

'i'OP SElCRE'i'//COMINT//NOFOR:N//Xl 
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TOP SECRET//COMINT//NOFORN//Xl 

- 33 -

~~t o! scope/non-responsive 

H. Pen Register/Trap and Trace Surveillance (U) 

1. Applications Filed from January 1. 2002 through June 
30 1 2002 (U} 

The FBI filed 29 applications with the FISC to conduct pen 
register/trap and trace surveillance, pursuant to 50 U.S.C. 
§§ 1841-1846, as amended by the by the "Uniting and 
Strengthening America by Providing Appropriate Tools Required 
to Intercept and Obstruct Terrorism Act of 2001" (USA Patriot 
Act), Public Law 107-56. The FISC approved all 29 
applications. There were 19 United States persons who were the 
targets of pen register/trap and trace surveillance. ~ 

2. Descriptions of the United States Person Subjects of 
Foreign Counterintelligence Investigations Related to 
the Pen Register/Trap and Trace Surveillances ~ 

(b) (1 ), (b) (7)(E) 

(b) (1), (b) (7)(E) 

TOP SECRE'i'//COMIN'l'//NOFORN//X1 
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(b) (1 }, (b) (7)(E} 

'fOP SECRBT//COMINT//NOFO:RN//Xl 

- 34 -

'fOP SECRBT//COMINT//NOFORH//Xl 
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'fOP SECRS'f//COMINT//NOPORH//Xl 
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. (b) (1 ), (b) (7)(E) 

':FOP SBCRB'I'//COMINT//NOFORN//Xl 
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(b) (1 ). (b) (7)(E) 

TOP SBCRB'l'//COMZNT//NOFORN//Xl 
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'POP SECRS'l'//OO!!INT//NOFORN//Xl 
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TOP SBCRE'I'//COMIN'l'//NOFORN//Xl 

Out of scope/ 
non-responsive 

Inc i dent 00 - 1-9 (U) 
(b) (1), (b) (7)(E) 

- 42 -

'I'OP SECRB'I'//COMIN'l'//NOFORN//Xl 
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'fOP S:SCRI!l'f'//COMIN'i'//NOPORN//Xl 

Out of scope/non- l 

responsive 

- 45 -

2. Update on Incidents Reported in 00-2 ~ 

Incident 00-2-3 (U) 
(b) (1}, (b}_(7}(E} 

'POP SECRET//COMINT/ /NOFORN/ /Xl 
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'i'OP SECRE'i'//COMINT//NOFORN//Xl 
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TOP SECRET//COMINT//:NGFORN//Xl 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000053 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 54 of 323



SUBJECT: 

U.S. Department of Justice 

Office of Intelligence Policy and Review 

Washingtoll. D.C. 205)0 

(b) (6), (b) (7)(C) 

Attorney General's Reports to Congress on FISA 
(U) 

Attached for your approval are four semi-annual reports that 
the Attorney General is required to submit to Congress relating 
to the Foreign Intelligence Surveillance Act (FISA), as amended. 
(U) 

Out of scope/non
responsive 

'l'OP SBCRE'i' // COM:IN'i' l / NOFORN//X1 A!m SECRE'P MA'l'iiRIALS A'l''fA-CUSD 
SSCRSI!' WHEN AT'I'-ACBMEN'RS ARE RSIO'IED 

Classified by: James A. Balter, Counsel fer Intelligence 
Policy, Office of Intelligence Peliey and 
Review, United States Deeartme~t ef Justice 

Reason: l.Sfc) 
Declassify en . Kl 
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®ffire o[ tbe )dttorn£p ®eneral 
Wnsbingtan. E.c£. 20530 

September 17, 2003 

The Eonorable ~. James SenseP~renne=, Jr. 
Chairman, Committee on the Judicia=y 
U.S. House of Representatives 
Washinston, DC 20515 

Dear Mr . Chairman: 

In accordance with Sections 1826, 1846, and 1863 of the 
Foreign Intelligence Su=veillance Act of 1978, as ame~ded, I am 
submitting herewith the semi-annual reports of the Attorney 
General concerning physical searches conducted under the Act, all 
requests for pen register and trap and trace surveillance, a~d 
all requests for access to certain business records (including 
the production of tangible things) under the Act. These repc=ts 
cover the period July 1, 2002 through December 31, 2002. 

Sincerely, 

John J!..shcroft 
.a.c corney Ger:eral 

~ MATERIJ'.La i\TT?.C::ED 
mJCLASSIFII:D ii!:EN Jl.TTAC::?C?i':S ~.RS R-~·!OV=D 

--
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@ffice of tije ~ttomep ®eneral 
masbtngton, ~.1!. 20530 

September 17, 2003 

The Honorable Pat Roberts 
Chairman, Senate Select Committee on Intelligence 
United S~ates Senate 
Was~ington, DC 20510 

Dear Mr . Chairman: 

In accordance with Sections 1808(a), 1826, 1846, and 1863 of 
the Foreign Intelligence Surveillance Act of 1978, as amended, I 
am submitting herewith the semi - annual reports of the Attorney 
General concerning electronic surveillances and physical searches 
conducted under the Act, all requests for pen registers and trap 
and trace surveillance, and all requests for access to certain 
business records (including the production of tangible things) 
under the Act. These reports cover the period July l , 2002 
t-bx:rn 1gb D.c:oJO..o.m):)..<>,..._3.:!..,-.z..,.Q.~.,:..--------------------------

Sinc~rely, 

John Ashcrof t 
Attorney General 

.:;ro.p 5ECRET//COMH1T//~10FOiL~//Xl J'.:ND SECRE1' M.'\:TBRIALS ATTl'.CfiED 
U:NCLI".66IFIED WHEN ATTACI:PmN'fS ARE REMOVE D 

·. 
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®ffice of tbe ~ttornep ®eneral 
!lJa~bington. iL~. 20530 

September 17, 2003 

-- .- Th·e HOnorable orrin G·. ~atCli 
Chairman, Commit~ee on the Judiciary 
United States Senate 
Hashington, DC 20510 

Dear Mr. Chairman : 

no 

In accordance with Sections 1826, 1846, and 1863 of the 
Fo~eign Intelligence Surveillance Act of 1S78, as amencec, I a~ 
submitting herewith t he semi-annual reports of t h e At~orney 
General concerning physical searches conducted under the Act, a~l 
requests for pen register and trap and trace surveillance, and 
all requests for access to c~rtain business records {including 
the production of tangible things) under the Act. These reports 
cover the period July 1, 2002 through December 31, 2002. 

Sincerely, 

John Ashcroft 
Attorney General 

SECRET Pt'V!ERIALS ATTACHED 
UNCLASSIFIED miEN ,__TTACm4EUTS ARE RS~iOVSD 
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®ffice of tbe ~ttQrnep ~enrral 
f!lasbington. E.~. 20530 

September 17, 2003 

The Honorable Porter Goss 
Chairman, Permanent Select Committee on Intelligence 
U.S. House of Representatives 
Y.lashington, DC 20515 

Dear Mr. Chairman: 

In accordance with Sections lBOS(a), 1826, 1846, and 1663 of 
~he Foreign Intelligence Surveillance Act of 1978, as amended, I 
am submitting herewith the semi-ar~ual reports of the Attorney 
General concerning electronic surveillances and physical searc~es 
conducted under the Act, all requests for pen regis~ers and trap 
and trace curveillance, and all requests for access to certain 
bus~ness records (incl~ding the production of tangible things} 
under the Act. These reports cover the period July 1, 2002 
through December 31, 2002. 

Sincerely, 

John Ashcroft 
Attorney General 

TOP SECRET//COPHNT//NOFO?..ll//Xl AND s=CP.E'r ?t~TER!~.LS J\TTP.CEzD 
U}SCb\SSH'IE9 W!iCN ATT.~CIUtSKTS A!'.E Rm~OVc9 

· .. 
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'fOP SE!CRE"P//COMnfi'/ /HO~RH/ /Xl 

Section 1: Introduction (U) 

This report is submitted pursuant to Sections 108(a) and 
306 of the Foreign Intelligence Surveillance Act of 1978 (FISA 
or t he Act), as amended , 50 U. S.C. §§ 1801-1811, 1821-1829, 
1841-1846. It covers all electronic surveillance, physical 
searches, and pen register/trap and trace surveillance 
conducted under the Act by the Federal Bureau of Investigation 
(FBI) , as well as electronic surveillance conducted by the 

=~Na t-:i:.ona=l~Se<:;~.r.i,t:y~genc~a:;:.(·NS_P;)~du~-i~g:;;E-h~Rer-iod-J.1:l:}y a:-= ___ .';"" .. ~.-~-- :··...:,.=~ 
through December 31, 2002. (U) 

Out of scope/non-responsive 

Out of scope/non-responsive 

TOP SBCRBT//COMINT//HOFORN//Xl 
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'l'OP SEC'RE't'//COMIN'P//NOFORN//Xl 
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Out of scope/non-responsive 

The third semi-annual report (Tab C), covering applications 
for the use of pen registers and trap and trace devices, 
encompasses the period from July 1, 2002 through December 31, 
2002, and is being provided to the House and Senate Intelligence 
Committees, as well as the House and Senate Judiciary Committees, 
as required by 50 U.S.C . § 1846. (U} 

Out of scope/non-responsive 
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why the related foreign counterintelligence investigation is 
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(!Mice of tbe attornep 49entral 
l»a~binqton, IUt. 20530 

December 31 , 2003 

_ ',I'he Honora.J:?le.or:rin G. _Hatc:;h 

Committee on the Judiciary 
United States Senate 
Washington, DC 20510 

Dear Mr . Chairman : 

In accordance with Sections 1826, 1846 , and 1862 of the 
Foreign Intelligence Surveillance Act of 1978, as amended, I am 
submitting herewi th the semi-annual reports of the Attorney 
General concerning physical searches conducted under the Act, all 
requests for pen register and trap and tra ce survei llance , and 
all requests for access to certain business records (including 
the production of tangible things) under the Act. These reports 
cover the period January 1, 2003, through June 30, 2003 . 

Sincerely, 

Jolm Ashcroft 
Attorney General 

SECRB'P !~ERIALS :M"i'ACHED 
UNCLASSIFIED WHEN A'P'f'ACH!tB~'I'S ARE REMOVED 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000069 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 70 of 323



etfice of tbt attornep ~eneral 
Was~ington, Jl.<!:. 20530 

Deember 31. 2003 

The Honorable F. James Sensenbrenner, Jr. 
Chairman 
Committee on the Judiciary 
o.s. House of Representatives 
washington, DC 20515 

Dear Mr. Chairman: 

In accordance with Sections 1826, 1846, and 1862 of the 
Foreign Intelligence Surveillance Act of 1978, as amended, I am 
submitting herewith the semi-annual reports of the Attorney 
General concerning physical searches conducted under the Act, all 
requests for pen register and trap and trace surveillance, and 
all requests for access to certain business records (including 
the production of tangible things) under the Act. These reports 
cover the period January 1, 2003, through June 30, 2003. 

-sincere y, 

John Ashcroft 
Attorney General 

SECRE'f' UA'f'ERIALS A'f''PACHED 
UNCLASSIFIED WHEN A'PPACHUEN'i'S ARE REMOVED 
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~ice of tbe ~ttDmep d9eneral 
Wasbington, IUt. 20530 

December 31, 2003 

_....,..__. ·-- . ---
~..,w .• 

The Honorable Pat Roberts 
Chairman 
Select Committee on Intelligence 
United States Senate 
Washington, DC 20510 

Dear Mr. Chairman: 

In accordance with Sections 1808(a), 1826, 1846, and 1862 of 
the Foreign Intelligence Surveillance Act of 1978, as amended, I 
am submitting herewith the semi-annual reports of the Attorney 
General concerning electronic surveillances and physical searches 
conducted under the Act, all requests for pen registers and trap 
and trace surveillance, and all requests for access to certain 
business records (including the production of tangible things) 
under the Act. These reports cover the period January 1, 2003, 
through June 30, 2003. 

Sincerely, 

~hcroft 
Attorney General 

'fOP SECRE'f/ /COMIN'i'/ /NOFORN//Xl MID SECRET UATERil1tLS ATTACHED 
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EPIC v. DOJ, No. 13-1961, Exhibit 1 000071 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 72 of 323



ettiu of t{Je ~ttome!' ~eneral 
DJalbin«ton, lll.E:. 20530 

December 31, 2003 

The Honorable Porter Goss 
Chairman 
Permanent Select Committee on Intelligence 
U.S. House of Representatives 
Washington, DC 20515 

Dear Mr. Chairman: 

In accordance with Sections 1808(a), 1826, 1846, and 1862 of 
the Foreign Intelligence Surveillance Act of 1978, as amended, I 
am submitting herewith the semi-annual reports of the Attorney 
General concerning electronic surveillances and physical searches 
conducted under the Act, all requests for pen registers and trap 
and trace. surveillance, and all requests for access to certain 
business records (including the production of tangible things) 
under the Act. These reports cover the period January l, 2003, 
through June 30, 2003. 

Sincerely, 

John Ashcroft 
Attorney General 

'fOP SECRE'P//COMIN'f/ /NOFORN//Xl AND SECRET W/FBRIALS .'\TTACHED 
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conducted under the Act by the Federal Bureau of Investigation 
(FBI) , as well as electronic surveillance conducted by the 
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The United States filed 80 applications with the FISC 
seeking authorization for the FBI to conduct pen register/trap 
and trace surveillance, pursuant to 50 U.S.C. §§ 1841-1846, as 
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register/trap and trace surveillance . The Department notes, 
however, that all applications for pen register/trap and trace 
surveillance concerning U. S . persons contain a statement 
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not based solely on activities protected by the First Amendment 
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'POP SBCRB'i'//COMINT//NOFORN//X~ 

-62-

EPIC v. DOJ, No. 13-1961, Exhibit 1 000076 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 77 of 323



0 
u 
t 
0, 

f 
s 
c 

I 

0 

p 
- ----·-----4fo8---

I I 

n 
0 

n 

e 
s 

(b) (1 ). (b) (7)(E) 

TOP SSCRB'i'//COMIH'P//NOPORN//Xl 

--~-~ .... -··-----···· -----· .....--.... --"-"-~.-.....------=-----------...--~---..------
Out of scope/non-responsive 

'fOP SECRB'f//COUIN'f'//NOPORN//X1 

-68-

EPIC v. DOJ, No. 13-1961, Exhibit 1 000077 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 78 of 323



'.fOP SECRE'i'//COMXN'f//NOPORN//Xl 

Out of scope/non-responsive 

. . ---·· - - - .. · .. -

Incident 00-2-3 (U} 
(b) (1 ), (b) (7)(E) 

'fOP SECRE'l'//COMIN'f//NOPOR:N//Xl 

-70-

EPIC v. DOJ, No. 13-1961, Exhibit 1 000078 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 79 of 323



(b) (1 ), (b) (7)(~) 

0 
ut 
of 
sc 

------·-- . - -··- .. . - - -

TOP SBCRBT//COMIN'l'//NOPORN//Xl 

~OP SECRET//COMINT//NOFORN//Xl 

- 71-

EPIC v. DOJ, No. 13-1961, Exhibit 1 000079 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 80 of 323



TOP SECRE~//COMI~//NOFORN//Xl 

THE ATTORNEY GENERAL'S REPORT ON 
ELECTRONIC SURVEILLANCE AND PHYSICAL SEARCH 

UNDER THE FOREIGN INTELLIGENCE SURVEILLANCE ACT 

September 2004 
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This report is submitted pursuant to Sections 108(a), 306, 
406, and 502 of the Foreign Intelligence Surveillance Act of 
1978 (FISA or the Act), as amended, 50 U.S.C. §§ 1801-1811, 
1821-1829, 1841-1846, and 1861-1862. It covers all electronic 
surveillance, physical searches, and pen register/trap and 
trace surveillance, and requests for access to certain business 
records for foreign intelligence purposes conducted under the 
Act by the Federal Bureau of Investigation (FBI), and 
electronic surveillance conducted by the National Security 
Agency (NSA}, during the period July 1, 2003 through December 
31, 2003. (U} 

Out of scope/non-responsive 

~ ···~ · ·~ .. - ~ .......... _ ---------- ·-

.J...&. .L (.A'-& ...... ..a..~.L...., ..... ~""' ---···------J ----- --·· 

C.L.L~U.L. '-" #-..,. __ ------ -- ---- ---- _ •• 

TOP SECRB~//COMINT//NOFORN//Xl 

1 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000081 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 82 of 323



~p SECRE~//COMI~//NOFORN//Xl 

Out of scope/non-responsive 

Out of scope/non-responsive 

(b) (1), (b) (?)(E) 

Out of scope/non-responsive 

TOP SECRE'l'/ /GOM'UR/ /NOFORN/ /Xl 

-23-

612, 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000082 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 83 of 323



' 

TOP SECRET{/CmiiNT//NOPORH//Xl 

Out of scope/non-responsive 

c:- -

... _ -- ~ · ----

(~~ .(~ ), Jb) .(~)(Ej ____ . 

---J-- -- ----- -·-------· 

Out of scope/non-responsive 

4~··- ,.·-··==--J -- ___ , --- - · -- --

'f'OP SECR:e'i'//COMIN'l'//NOPORN//Xl 

-34-

EPIC v. DOJ, No. 13-1961, Exhibit 1 000083 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 84 of 323



TOP SECRE'f//COUJ:!fP//NOFOHN//Xl 

~ut of scope/non-responsive 

--·~ ...... ..._ ...... _________ -.r;:-,.- ------

1:::'- -··--- --- --- -------·-

Out of scope/non-responsive 

D. 15 Emergency surveillance or Physical Search (U) 

During this reporting period, the Attorney General (or 
Deputy Attorney General or Acting Attorney General) authorized 
emergency electronic surveillance and/or physical search 
pursuant to 50 U.S. C. § 1805 (f) and/or § 1824 (e) Out of scope/ 
'l'hese emeraencv au thor i za tions resulted in Out of s~ope/non-responsive 

- . -

.---~- -~-- - - - · and one application for pen 

Out of scope/non-responsive 

'TOP SECRE'i'//CO!IJ:N~//NOFO:AN/ /Xl 

-36-

EPIC v. DOJ, No. 13-1961, Exhibit 1 000084 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 85 of 323



'f'OP SECU'f} }CO!t:E!ft'//NOPORN//Xl 

register/trap and trace authority. 17 Applications or other 
appropriate pleadings were filed with the FISC within Outof 

scope/non-

4 8 hou~§P0r~ 
the one pen register/trap and trace application). The FISC 
approved all of the applications and/or accepted the other 
pleadings. ts+-

Out 
of 
sco 
pe/ 
no 
n-

- -----res--· 
po 
nsi 
ve 

TOP SBCRS'fi/CO!IIN'!'/INOPORN/ /Xl 

-37-

EPIC v. DOJ, No. 13-1961, Exhibit 1 000085 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 86 of 323



TOP SECRE!'//COM:EN'i'//NOPORN//Xl 

G. Pen Register/Trap and Trace Surveillance (U) 

The United States filed 99 applications with the FISC 
seeking authorization for the FBI to conduct pen register/trap 
and trace surveillance, pursuant to 50 U.S.C. §§ 1841-1846, as 
amended. The FISC approved all 99 applications. There were 82 
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ll' As has been the practice in the past several reports, 
this report does not include thumbnail descriptions of U.S. 
person targets of pen register/trap and trace surveillance. 
The Department notes, however, that all applications for pen 
register/trap and trace surveillance concerning U.S . persons 
contain a statement describing the factual circumstances 
demonstrating to the FISC why the related foreign 
counterintelligence investigation is not based solely on 
activities protected by the First Amendment to the 
Constitution, in accordance with FISA. (S) 
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Office of the Assistant Attorney Genem.1 

The Honorable Orrin G. Hatch 
Chainnan 
Committee on the Judiciary 
United States Senate 
Washington, DC ·20510 

Dear Mr. Chairman: 

U.S. Department of Justice 

Office of Legislative Affairs 

WashmgtCill. D.C 20SJO 

December 23, 2004 

In accordance with Sections 1826, 1846, and 1862 of the 
Foreign Intelligence Surveillance Act of 1978, as amended, I am 
submitting herewith the semi-annual reports of the Attorney 
General concerning physical searches conducted under the Act, all 
requests for pen register and trap and trace surveillance, and 
all requests for access to certain business records (including 
the production of tangible things) under the Act . These reports 
cover the period January 1, 2004 throu~h June 30, 2004. 

Attachments 

cc: The Honorable Patrick Leahy 
Ranking Minority Member 

Sincerely, 

W.JL: fY1~Jik 
William E. Moschella 
Assistant Attorney General 
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U.S.DeparbnentofJustice 

Office of Legislative Affairs 

Office of lbc AssistaDt Attomey Genetal Wa.Millgro11, D.C. 20530 

~ SECRBT//COMIHT//HOPORH//Xl 

- --_.....,..-_. ... ----. _ _____ _December 23, 200_4 --~--
---·- · ~.----:~- - -: - ........... __ ........_ 

The Honorable Peter Hoekstra 
Chairman 
Permanent Select Committee on Intelligence 
U.S. House of Representatives 
Washington, DC 20515 

Dear Mr. Chairman: 

In accordance with Sections 1808(~), 1826, 1846, and 1862 of 
the Foreign Intelligence Surveillance Act of 1978, as amended, I 
am submitting herewith the semi-annual reports of the Attorney 
General concerning electronic surveillances and physical searches· 
conducted under the Act, all requests for pen registers and trap 
and trace surveillance, and all requests for access to certain 
business records (including the production of tangible things) 
under the Act. These reports cover the period January l, · 2004 
through June 30, 2004. 

Attachments 

cc: The Honorable Jane Harman 
Ranking Minority Member 

Sincerely, 

V,.;JL.; f. Mu~ 
William E. Moschella 
Assistant Attorney General 
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U. S. Department of Justice 

Office of Legislative Affairs 

Office of !be Assistant Anom~y General Washbtgrcn, D.C ZDSJO 
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IPOP SBCRE'R/ {COI&H'R{ :!HOI'ORN/ /Xl 

December 23, 2004 

The Honorable Pat Roberts 
Chairman 
Senate Select Committee on Intelligence 
United States Senate 
Washington, DC 20510 

Dear Mr. Chairman: 

In accordance with Sections 1808(a), 1826, 1846, and 1862 of 
the Foreign Intelligence surveillance Act of 1978, as amended, I 
am submitting herewith the semi-annual reports of the Attorney 
General concerning electronic surveillances and physical searches 
conducted under the Act, all requests for pen registers and trap 
and trace surveillance, and all requests for access to certain 
business records (including the production of tangible things) 
under the Act. These reports cover the period January 1, 2004 
through June. 3 0 r 2004.. 

Attachments 

Sincerely, 

William E. Moschella 
Assistant Attorney General 

cc: The Honorable John D. Rockefeller 
Vice Chairman 

'lOP SEeM'l'/ /OOMDPl'/ /NOFORH/ /Xl 
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U.S.Dep~entofJustlce 

Office of Legislative Affairs 

WIU~fOII, D.C. 20$10 

... - ----=--=- ----·----~---- · - -·- ~ .. ---. -·· - - ~ 

SBCRBT 

December 23, 2004 
The Honorable F. James Sensenbrenner, Jr . 
Chairman 
Committee on the Judiciary 
U.S. House of Representatives 
Washington, DC 20515 

Dear Mr . Chairman: 

In accordance with Sections 1826, 1846, and 1862 of the 
Foreign Intelligence Surveillance Act of 1978, as amended, I am 
submitting herewith the semi-annual reports of the Attorney 
General concerning physical searches conducted under the Act, all 
requests for pen register and trap and trace surveillance, and 
all requests for access to certain business records (incl uding 
the production of tangible things) under the Act . These reports 
cover the period January 1, 2004 through June 30, 2004 . 

Attachments 

Sincerely, 

William E. Moschella 
Assistant Attorney General 

cc: The Honorable John Conyers, Jr. 
Ranking Minority Member 
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This report is submitted pursuant to Sections 108(a), 306, 
406, and 502 of the Foreign Intelligence Surveillance Act of 
1978 (PISA or the Act), as amended, 50 U.S.C. §§ 1801-1811, 
1821-1829, 1841-1846, and 1861-1862. It covers all electronic 
surveillance, physical searches, and pen register/trap and 
trace surveillance, and requests for access to certain business 
records for foreign intelligence purposes conducted under the 

_ -~-~·..:. -: ~9.t::=-l5Y=the:-Fed§+a-~Bure~\I=:-I:>t:-~riv'est:_iga_t:ion.- _(-F.B~[c and..j_~~-=.:;,:.:. :.~ ~ .. ~ 
electronic surveillance conducted by the National Security 
Agency (NSA) , during the period January 1, 2004 through June 
30, 2004. (U) 

Out of scope/non-responsive 

Out of scope/non-responsive 
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Out of scope/non
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D. Emergency Surveillance or Physical Search (U) 

During this reporting period, the Attorney General (or 
Deputy Attorney General or Acting Attorney General) authorized 
emergency electronic surveillance and/or physical search 
pursuant to 50 U.S.C. § 1805(f) and/or§ 1824(e) Outofscope/ 
These emergency authorizations resulted in Outofscope/non-responsive 

. _ Applications or other appropriate 
~~-~-~--~-~-~pieadi~g~~~e~with-~he-F~~e within--7~~h~u~o~eaen~~~---~~ 

emergency authorization (for electronic surveillance and/or 
physical search applications), or within 48 hours (for the one 

Out of scope/non
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pen register/trap and trace application) . 9 The FISC approved 
all of the applications and/or accepted the other pleadings. 
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Out of scop~/~on-respo!lsive 

G. Pen Register/Trap and Trace Surveillance (U) 

The United States filed 119 applications with the FISC 
c:""""k; ncro/ .::l11thod zation fo;r;:_ t he _FBL qnd/or the. National. Securitv . . 
Agency- to conduct pen . . register / trap and trace surveillance, -- -~ --~ 
pursuant to 50 U. S.C. §§ 1841-1846, as amended . The FISC 
approved all 119 applications. There were 58 United States 
persons who were the targets of pen register/trap and trace 
surveillance .l0 

ll1 As has been the practice in the past several reports , 
this report does not include thumbnai l descriptions of U.S. 
person targets of pen register/trap and trace surveillance. The 
Department notes, however, that all applications for-pen 
register/trap and trace surveillance concerning u.s. persons 
contain a statement describing the factual circumstances 
demonstrating to the FISC why the related foreign 
counterintelligence investigation is not based solely on 
activities protected by the First Amendment _to the Constitution, 
in accordance with FISA . ~ 
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United States person. Five proposed orders seeking 
authorization for pen register/trap and trace surveillance were 
modified by the FISC. t-S1 
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THE ATTORNEY GENERAL'S REPORT ON 
ELECTRONIC SURVEILLANCE AND PHYSICAL SEARCH 

UNDER THE FOREIGN INTELLIGENCE SURVEILLANCE ACT 

June 2005 
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Section 1: Introduction (U} 

This report is submitted pursuant to Sections 108(a), 306, 
406, and 502 of the Foreign Intelligence Surveillance Act of 1978 
(FISA or the Act), as amended, 50 U.S.C. §§ 1801-1811, 1821-1829, 
1841-1846, and 1861-1862. It covers all electronic surveillance, 
physical searches, pen register/trap and trace surveillance, and 
requests for access to certain business records for foreign 
intelligence purposes conducted under the Act by the Federal 
Bureau of Investigation (FBI), and electronic surveillance 
conducted by the National Security Agency (NSA}, during t he 
period July 1, 2004 through December 31, 2004. (U) 

aOut of scope/non- .,j 
responsive 

Out of scope/non-responsive 

Out of scope/non-responsive 
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Out of scope/non-responsive 

D. Emergency Surveillance or Physical Search (U} 

During this reporting period, the Attorney General (or 
Deputy Attorney General or Acting Attorney General) authorized 
emergency electronic surveillance and/or physical search pursuant 
to 50 U.S . C. §§ 1805(£), 1824(e), or 1843(a)-(b)Outofscope/non-
These emergency authorizations resulted in :Put of scope/non-responsive 

-
and two applications for pen register/trap and 

trace surveillance. 11 Applications or other appropriate 
pleadings were filed with the FISC within 72 hours of each 
emergency authorization (for electronic surveillance and/or 
physical search applications), or within 48 hours (for pen 
register/trap and trace applications) . The FISC approved all of 
the applications and/or accepted the other pleadings. ~ 

Out of scope/non-responsive 

Out of scope/non-responsive 
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Out of scope/non-responsive 

G. Pen Register/Trap and Trace Surveillance (U) 

The United States filed 184 applications with the FISC 
seeking authorization for the FBI and/or the NSA to conduct pen 
register/trap and trace surveillance pursuant to 50 U. S.C. 
§§ 1841-1846, as amended. In these 184 applications, 111 United 
States persons were the targets of pen register/trap and trace 
surveillance . 12 (b)(1) 

The FISC denied no applications during this 
reporting period as they were originally presented. Six orders 
authorizing pen register/trap and trace surveillance were 
modified by the FISC. {S//SI//NF) 

Out of scope/non-responsive 

ll' As has been the practice in the past several reports, 
this report does not include thumbnail descriptions of U. S . 
person targets of pen register/trap and trace surveillance. The 
Department notes, however, that all applications for pen 
register/trap and trace surveillance concerning U.S . persons 
contain a · statement describing the factual circumstances 
demonstrating to the FISC why the related foreign 
counterintelligence investigation is not based solely on 
activities protected by the First Amendment to the Constitution, 
in accordance with FISA. ~ 
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Office of the Assistant Attorney General 

U.S. Department of Justice 

Office of Legislative Affairs 

Washington, D.C. 20530 

~OP SBCRET//COMINT//NOFORM//X1 

The Honorable Peter Hoekstra 
Chairman 
Permanent Select Committee on Intelligence 
U.S. House of Representatives 
Washington, DC 20515 

Dear Mr. Chairman: 

OEC 2 9 2.005 

In accordance with Sections 1808(a), 1826, 1846, and 1862 of 
the Foreign I ntelligence ·surveillance Act of 1978, as amended, I 
am submitting herewith the semi-annual reports of the Attorney 
General concerning ·electronic surveillances and physical searches 
conducted under the Act, all requests for pen registers and trap 
and trace surveillance, and all requests for access to certain 
business records (including the production of tangible things) 
under the Act. In addition, in accordance with Section 6002 of 
the Intelligence Reform and Terrorism Prevention Act of 2004, 
Pub. L . . 108-458, I am submitting herewith the semi-annual report· 
of the Attorney Gener al also concerning certain activities under 
and legal interpretations of the Foreign Intelligence 
Surveillance Act of 1978, 50 U.S .. C. § iBOl, et. seq. These 
reports cover tne period January 1 , 2oos, through June 30, 2005. 

.. !Attachments 

cc: The Honorable Jane Harman 
·· Ranking Minority Member 

Sincerely, 

'I~[. ·hc)~JJL 
William E. Moschella 
Assistant Attorney General 
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Office of the Assistant Attorney General 

U.S. Department of Justice 

Office of Legislative Affairs 

Washington, D.C. 20530 

'POP SECRE'i' / /NOFORN/ / X1 

The Honorable F . James Sensenbrenner, Jr. 
Chairman 

DEC 29 2005 

Committee on the Judiciary 
U. S. House of Representatives 
Washington, DC 20515 

Dear Mr •. Chairman: 

In accordance with Sections 1826, 1846, and 1862 of the 
Foreign Intelligence Surveillance Act of 1978, as amended, I am 
submitting herewith the semi-annual reports of the Attorney 
General concerning physical searches -conducted under the Act, all 
requests for pen register and trap and trace surveillance, and 
all requests for access to certain business records (including 
the production of tangible things) under the Act. In addition, 
in accordance with Section 6002 of the Intelligence Reform and 
Terrorism Prevention Act of 2004, Pub. L. 108-458, I am 
submit ting herewith the semi-annual report of the Attorney 
General also concerni'ng certain activities under and legal 
interpretations of the Foreign Intelligence Surveillance Act of 
1978, 50 U. S .C. § 1801, et. seg. These reports cover the period 
January 1, 2005, t hrough June 30 , 2005. 

•. 1:\.ttachments 

Sincerely, 

}(~ [. fvlu5cid4. 
William E . Moschella 
Assistant Attorney General 

cc: The Honorable John Conyers, Jr. 

•• 

Ranking Minority Member 
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Office of the Assistant Attorney General 

U.S. Department of Justice 

Office of Legislative Affairs 

Washington, D.C. 20530 

'POP SElCRETIINOPORM//Xl 

The Honorable Arlen Specter 
Chairman 
Committee on the Judiciary 
United States Senate 
Washington, DC 20510 

Dear Mr. Chairman: 

DEC 291.. 2005 .. 

In accordance with Sect'ions 1826, 1846, and i862 of the 
Foreign Intelligence Surveillance Act of '197 8, as amended,· I am 
submitting herewith the semi-annual reports of the Attorney 
General concerning physical searches conducted under the Act, all 
requests for.pen register and trap and trace surveillance, and 
all requests for access to certain business records (including 
the production of tangible things) under the Act. In addition, 
in accordance with Section 6002 of th~ Intelligence Reform arid 
Terrorism Prevention Act of 2004, Pub. L. 108-458, I am 
submitting herewith the semi - annual report of the Attorney 
General also concerning certain activities under and legal 
interpretations of the Foreign Intelligence Surveillance Act of 
1978, 50 U.S.C. § 1801, et. seq . These reports cover the period 
January 1, 2005, through June 30, 2005. 

,, Attachments 

Sincerely, 

1{;i_L_; f. rvlasJ.JL 
William E. Moschella 
Assistant Attorney General 

cc: The Honorable Patrick J . Leahy 
··Ranking Minor.i ty Member 

•• 
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·Office of the Assistant Attorney General 

U.S. Department of Justice 

Office of Legislative Affairs 

Washington, D.C. 20530 

TOE' SECRE'!'//CO!IJ:!¥.1:'//NOPORN//Xl 

The Honorable Pat Roberts 
Chairman 
Senate Select Committee on Intelligence 
United States Senate 
Washington, DC 20510 

Dear Mr. Chairman: 

DEG 2 9 2005 

In accordance with Sections 1808{a}, 1826, 1846, and 1862 of 
the Foreign Intelligence Surveillance Act of 1978, as amended, I 
am submitting herewith the semi-~~ual reports of the Attorney 
General concerning electronic surveillances and physical searches 
conducted under the Act, all requests for pen registers and trap 
and trace surveillance, and all requests . for access to c.ertain 
business records (including the production of tangible. things) 
under the Act. In addition, in accordance with Section 6002 of 
the Intelligence Reform and Terrorism Prevention Act of 2004, 
Pub . L. 108-458, I am submitting herewith the semi-annual report 
of the Attorney General also concerning certain activities under 
and legal interpretations of the Foreign Intel l i gence 
Surveillance Act of 1978, 50 U.S.C. § 1801, et. seq. These 
reports cover the period January 1, 2005, through June 30, 2005. 

I' I 

.. ~t tachmen ts 

Sincerely, 

y;JL [. }1r;sJ.d( 
William E. Moschella 
Assistant Attorney General 

cc: The Honorable John D. Rockefeller Iv ·· 
"Vice Chairman 
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THE ATTORNEY GENERAL'S SEMI-ANNUAL REPORT 
UNDER THE 

FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978, AS AMENDED 
BY SECTION 6002 OF THE 

INTELLIGENCE REFORM AND TERRORISM PREVENTION ACT OF 2 0 04 
December 2005 

This report is submitt~d pursuant to the Foreign 
Intelligence Surveillance .Act of 1978 ("FISA" or the "Act"), as 
amended, 50 U. S.C. §§ 1801 et seq., and covers the period January 
1, 2005, through June 30, 2005. (U) 

I. Aggregate Number of Persons Targeted for Orders Under the 
Act {U) 

Section 60l(a) (1) o~ FISA requires the Attorney General to 
report on "the aggregate number of persons targeted for orders 
issued under the Act" for electronic surveillance , physical 
search, pen registers, and access to records. FISA defines 
"person" as "any individual, including any officer or employee of 
the Federal Government, or any group , entity, association, 
corporation, or foreign ppwer . " 50 U. S.C. § 1801{m) . (U) 

(b) (1 ), (b) (?)(E) 

' . ' . 
', 

• • 

Classifi~d by: 
of 

Reason: 
Declassify on: 
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~p SECRET/{COM~//NOFORNf/X1 

seotion 1: Introduction (U) 

This report is submitted pursuant to Sections 108(a), 306, 
406, and 502 of the Foreign Intelligence Surveillance A9t of 1978 
(FISA or the Act), as amended, 50 u.s.c. §§ 1801-1811 , 1821-1829, 
1841-1846, 1861-1862. It covers all electronic surveillance, · 
physical searches,_pen register/trap and trace surveillance, and 
requests for access to certain business records for for~ign 
intelligence purposes conducted under the Act by the Federal 
Bureau of Investigation (FBI), and electronic surveillance 
conducted by the National Security Agency (NSA), during the 
period January 1, 2005, through June 30, 2005. ~ 

Out of scope/non-responsive 

w 

Out of scope/non-responsive 
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C. Pen Registers/Trap and Trace Devi ces (U) 

The aggregate number of persons targeted for orders for pen 
registers/trap and trace devices issued under section 402 of the 
Act, 50 U.S.C . § 1842, from January 1, 2005, through June 30 , 
2005, was at least 130. 1 .(S) 

0 
'' ut 

of 
sc 
nn 

(b) (1), (b) (7)(E) 
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(b) (1), (b) (7)(E) 

'he 
business records portion of the combined applications seeks 
telecommunications subscriber infor.mation for telephone numbers 
in conjunction with the Court-authorized installation and use of 
pen registers/trap and trace devices. ~ 

Out of scope/non-responsive 

Out of scope/non-responsive 
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Out of scope/non-responsive 

D. Emergency Surveillance or -Physical Search (U) 

During this reporting period, the Attorney General (or · 
Deputy Attorney General or Acting Attorney General) authorized 
emergency electronic surveillance and/or physical search nursuant 
to 50 u.s ·.c. §§ 1805(f), 1824(e), or 1843(a)-(bputofs?ope/no~-
h · h · · 1 d · nut of scope/non-responsive T ese emergency aut or~zat~ons resu te ~rr __ _ -··-·----- ------ __ _ 

- -- ... ~ 

_ and two applications for pen register/trap and 
trace surveillance . 15 Applications or other appropriate 
pleadings were. filed with the FISC within 72 hours of each 
emergency authorization (for electronic surveillance and/or 
physical search applications), or within 48 hours (for pen 
register/trap and trace applications) . The FISC approved all of 
the applicati·ons and/or accepted the other pleadings. \Sj 
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As was discussed in the previous semi-annual report, many of 
the requests for the production of tangible things pursuant to 50 
U.S.C. § 1861 are now being presented to the FISC in a combined 
format with · pen register /trap and trace applications. 'I(b) (1), (b) (7)(E) 

Out of scope/non-responsive 
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G. Other Legal Interpretations under FISA by the FISC (U) 
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K. FISA Process Improvements (U) 
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3 . · Update to Incidents Reported in 04-1 (U) 

Incident 04-1- 4 {U) 
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4. Update to Incidents Reported in 04-2 (U} 

Incident 04-2-1 (U) 
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Office of the Assistant Attorney General 

U.S. Department of Justice 

Office of Legislative Affairs 

Washington, D.C. 20530 

TOP SECRETI/COMINT//NOFORN//Xl 

The Honorable Pat Roberts 
Chairman 
Senate Select Committee on Intelligence 
United States Senate . 
Washington, DC 20510 

Dear Mr. Chairman: 

JUL 2 0 2006 

0\\ . 

In accordance with Sections 1808(a), 1826, 1846, and 1862 of the Foreign Intelligence 
Surveillance Act of 1978, as amended, I am submitting herewith the semi-annual reports of the Attorney 
General concerning electronic surveillances and physical searches conducted under the Act and all 
requests for pen registers and trap and trace surveillance under the Act. In addition, in accordance with 
Section 6002 of the Intelligence Reform and Terrorism Prevention Act of2004, Pub. L. No. 108-458, I 
am submitting herewith the semi-annual report of the Attorney General also concerning certain activities 
under and legal interpretations of the Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. § 1801, 
et. seq. These reports cover. the period July 1, 2005, through December 31,2005. 

'We appreciate your. flexibility in working with the Department in connection with the filing of 
this semi-annual report while the offices involved in the preparation of the report were displaced from 
the Main Justice Building as of June 26, 2006, due to flooding. 

Attachments 

cc: The Honorable John D. Rockefeller IV 
Vice Chairman 

Sincerely, 

J/;JL [. )1c;sJJj_ 
William E. Moschella 
Assistant Attorney General 
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Office of the Assistant Attorney General 

U.S. Department of Justice 

Office of Legislative Affairs 

Washington, D.C. 20530 

. . 

...!FOP SECRET-HCOMINTtfNOFOR:NfiXt 

The Honorable Arlen Specter 
Chairman 
Committee on the Judiciary 
United States Senate 
Washington, DC 2051 0 

Dear Mr. Chairman: 

JUL 2 0 2006 

In accordance with SeGtions 1808(a), 1826, 1846, and 1862 ofthe Foreign Intelligence 
Surveillance Act of 1978, as amended, I am submitting herewith the semi-annual reports. of the Attorney 
General concerning electronic surveillances and physical searches conducted under the Act and all 
requests for pen registers and trap and trace surveillance under the Act. In addition, in accordance with 
Section 6002 of the Intelligence Reform and Terrorism Prevention Act of2004, Pub. L. No. 108-458, I 
am submitting herewith the semi-annual report of the Attorney General also concerning certain activities 
under and legal interpretations of the Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. § 1801, 
et. seq. These reports cover the period July 1, 2005, through December 31, 2005. 

We appreciate your flexibility in worldng with the Department in connection with the filing of 
this semi-annual report while the offices involved in the preparation of the report were displaced from 
the Main Justice Building as of June 26, 2006, due to flooding. 

Attachments 

cc: The Honorable Patrick J. Leahy 
Ranking Minority Member 

Sincerely, 

l{d,L. ( fvlo!J.Li;.._ 
William E. Moschella 
Assistant Attorney General 
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Office of the Assistant Attorney General 

U.S. Department of Justice 

Office of Legislative Affairs 

Washington, D.C. 20530 

TOP SECRET/lCOMIN1Y/NOFORN!IXl 

The Honorable F. James Sensenbrenner, Jr. 
Chairman 
Committee on the Judiciary 
U.S. House of Representatives 
Washington, DC 20515 

Dear Mr. Chairman: 

JUL 2 0 2006 

In accordance with Sections 1826, 1846, and 1862 of the Foreign Intelligence Surveillance Act of 
1978, as amended, I am submitting herewith the semi -annual reports of the Attorney General concerning 
physical searches conducted under the Act and all requests for pen register and trap and trace 
surveillance under the Act. In addition, in accordance with Section 6002 of the Intelligence Reform and 
Terrorism Prevention Act of2004, Pub. L. No. 108-458, I am submitting herewith the semi-annual 
report of the Attorney General also concerning certain activities under and legal interpretations of the 
Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. § 1801, et. seq. These reports cover the period 
July l, 2005, through December 31, 2005. 

we· appreciate your flexibility in working with the pepartrnent in connection with the filing of 
this semi-annual report while the offices involved in the preparation of the report were displaced from 
the Main Justice Building as of June 26, 2006, due to flooding. 

Attachments 

cc: The Honorable John Conyers, Jr. 
Ranking Minority Member 

Sincerely, 

'if~ [. 'na5J.Jk. 
William E. Moschella 
Assistant Attorney General 
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Office of the Assistant Attorney General 

U.S. Department of Justice 

Office of Legislative Affairs 

Washington, D.C. 20530 

TOP SECRETI/COMJNT//NOFO~l\I'#.Xl 

The Honorable Peter Hoekstra 
Chairman 
Permanent Select Committee on Intelligence 
U.S. House of Representatives 
Washington, DC 20515 

Dear Mr. Chairman: 

JUL 2 0 2006 

In accordance with Sections 1808(a), 1826, 1846, and 1862 ofthe Foreign Intelligence 
Surveillance Act of 1978, as amended, I am submitting herewith t4e semi-annual reports of the Attorney 
General concerning electronic surveillances and physical searches conducted under the Act and all 
requests for pen registers and trap and trace surveillance under the Act. In addition, in accordance with 
Section 6002 of the Intelligence Reform and Terrorism Prevention Act of2004, Pub. L. No. 108-458, I 
am submitting herewith the semi-annual report of the Attorney General also concerning certain activities 
und~r and legal interpretations of the Foreign Intelligence Surveillance Act of 1978, 50 U.S. C. § 1801, 
et. seq. These reports cover the period July 1, 2005, through December 31, 2005. 

We appreciate your flexibility in working with the Department in connection with the filing of 
this semi-annual report while the offices involved in the preparation of the report were displaced from 
the Main Justice Building as of June 26, 2006, due to flooding. 

Attachments 

cc: The Honorable Jane Harman 
Ranking Minority Member 

Sincerely, 

"1[;)L (. MrJS~ 
WilJiam E. Moschella 
Assistant Attorney General 
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~OP SECRET//NOPORN{/Xl 

THE ATTORNEY GENERAL'S SEMI-ANNUAL REPORT 
UNDER THE 

FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978, AS AMENDED 
BY SECTION 6002 OF THE 

INTELLIGENCE REFORM AND TERRORISM PREVENTION ACT OF 2004 
June 2006 

This report is submitted pursuant to the Foreign 
Intelligence Surveillance Act of 1978 ("FISA" or the "Act"), as 
amended, 50 U.S.C. §§ 1801 et seq., and covers the period July 1, 
2005, through December 31, 2005. (U) 

I. Aggregate Number of Persons Targeted for Orders Under the 
Act (U) 

Section 60l(a) (1) of FISA requires the Attorney General to 
report on "the aggregate number of persons targeted for orders 
issued under the Act" for electronic surveillance, physical 
search, pen registers, and access to records. FISA defines 
"person" as "any individual, including any officer or employee of 
the Federal Government, or any group, entity, association, 
corporation, or foreign power." 50 U.S . C. § 1801(m). (U) 

(b) (1), (b) (?)(E) 

-+TS) 

Classified by: 
of 

Reason: 
Declassify 

~OP SECRE'l'//NOFORNI/Xl 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000152 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 153 of 323



':POP SECRE'l'//COMIN'l'//NOPORN//Xl 

Section 1: Introduction (U) 

This report is submitted pursuant to Sections 108(a), 306, 
406, and 502 of the Foreign Intelligence Surveillance Act of 1978 
(FISA or the Act), as amended, 50 U.S . C . §§ 1801-1811, 1821-1829, 
1841-1846, 1861-1862. It covers all electronic surveillance, 
physical searches, pen register/trap and trace surveillance, and 
requests for access to certain business records for foreign 
intelligence purposes conducted under the Act by the Federal 
Bureau of Investigation (FBI), and electronic surveillance 
conducted by the National Security Agency (NSA) , during the 
period July 1, 2005, through December 31, 2005. ~ 
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C . Pen Registers/Trap and Tra ce Devi c es (U) 

The aggregate number of persons targeted for orders for pen 
registers / trap and trace devices issued under section 402 of the 
Act, 50 U.S.C . § 1842, from July 1, 2005, through December 31, 
2005, was at least 138 . 1 ~ 
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During this reporting period, the Attorney General (or 
Deputy Attorney General or Acting Attorney General) authorized 
emergency electronic surveillance and/or physical search pursuant 
to 50 U.S.C. §§ 1805(f), 1824(e), or 1843(a)-(b), D~cl~op~ 
These emergency authorizations resulted ilOut of scope/non-responsive 
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As noted above, on March 9, 2006, SO U.S.C. §§ 1861 and 1842 
were amended . See USA PATRIOT Improvement and Reauthorization 
Act of 2005, Pub. L . No. 109-177 (March 9, 2006 ) . As part of the 
revisions, 5 0 U.S.C . § 1842 (the FISA Pen Register provision) was 
amended to include telephone subscriber information in the 
i nformation that must be disclosed by the wire or electronic 
communication service upon request of the Department through a 
pen register or trap and trace device. Because of this amendment 
to the statute, the Department anticipates that the number of 
requests for production of tangible things· pursuant to Section 
215 will decrease in future reporting periods. i~ 

D. Scope of FISC's Jurisdiction (U) 

In -connection with combined application s for authority to 
install and use pen registers and trap and trace devices and 
obtain business records under FISA, OIPR has sought, and the FISC 
has granted, ~b) (1), (b) (7)(E) 
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U.S. Department of Justice 

Office of Legislative Affairs 

Office of the Assistant Attorney General Washington, D.C. 20530 

December 21, 2006 

TOP 8ECRET//COMINTif.NOFORN,ORCON//Xl 

The Honorable F. James Sensenbrenner, Jr. 
Chairman 
Committee on the Judiciary 
U.S. House of Representatives 
Washington, DC 20515 

Dear Mr. Chairman: 

In accordance with Sections 1826, 1846, and 1862 of the Foreign Intelligence· 
Surveillance Act of 1978, as amended, I am submitting herewith the semi-annual reports of the 
Attorney General concerning physical searches conducted under the Act ~d all requests for pen 
register and trap and trace surveillance under the Act. In addition, in accordance with Section 
6002 of the Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. No. 108-458, I 
am submitting herewith the semi-annual report of the Attorney General also conc~ming certain 
activities under and legal interpretations of the Foreign Intelligence Surveillance Act of 1978, 50 
U.S.C. § 1801, et. seq. These reports cover the period January 1, 2006, through June 30, 2006. 

Sincerely, 

9~ ~ . a:t?' 
James H. Clinger 
Acting Assistant Attorney General 

Attachments 

cc: The Honorable John Conyers, Jr. 
Ranking Minority Member 
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Office of the Assistant Attorney General 

U.S. Department of Justice 

Office of Legislative Affairs 

Washington, D. C. 20530 

December 21, 2006 

TOP SECRET//COMINT//NOFORN,ORCON//Xl 

-------:-. -'iTih'le-Henorable Arlen Specter 
Chairman 
Committee on the Judi~iary 
United States Senate 
Washington, DC 20510 

Dear Mr. Chairman: 

In accordance with Sections 1808(a), 1826, and 1862 of the Foreign Intelligence 
Surveillance Act of 1978, as amended, I am submitting herewith the semi-annual reports of the 
Attorney General concerning electronic suryeillances and physical searches conducted under the 
Act and all requests .for pen registers and trap and trace surveillance under the Act. In addition, 
in accordance with Section 6002 of the Intelligence Reform and Terrorism P.revention Act of 
2004, Pub. L. No. 108-458, I am submitting herewith the semi-annual report of the Attorney 
General also concerning certain activities under and legal interpretations of the Foreign 
Intelligence Surveillance Act of 1978, 50 U.S. C.§ 1801, et. seq. These reports cover the period 
January 1, 2006, through June 30,2006. 

. ' 

Attachments 

cc: The Honorable Patrick J. Leahy 
Ranking Min_ority Member 

Sincerely, 

~+t .~ 
James H. Clinger 
Acting Assistant Attorney General 
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Office of the Assistant Attorney General 

U.S. Department of Justice 

Office of Legislative Affairs 

Washington, D.C. 20530 

December 21, 2006 

TOP SECRET//COMINT/INOFOR.~,ORCON//Xl 

The Honoreble Peter Hoekstra 
Chairman 
Permanent Select Committee on Intelligence 
U.S. House of Representatives 
Washington, DC 20515 

Dear Mr. Chairman: 

In accordance with Sections 1808(a), 1826, and '1862 of the Foreign Intelligence 
Surveillance Act of 1978, as amended, I am submitting herewith the semi-annual reports of the 
Attorney General concerning electronic surveillances and physical searches conducted under the 
Act and all requests for pen registers and trap and trace surveillance under the Act. In addition, 
in accordance. with Section 6002 of the Intelligence Reform and Terrorism Prevention Act of 
2004, Pub. L. No. 108-458, I am submitting herewith the semi-annual report ofthe Attorney 
General also concerning certain activities under and legal interpretations of the Foreign 
Intelligence Surveillance Act of 1978, 50 U.S.C. § 1801, et. seg. These reports cover the period 
January 1, 2006, through June 30,2006. 

Attachments 

cc: The Honorable Jane Harman 
Ranking Minority Mem~er 

Sincerely, 

9o-ib t-L k~ 
James H. Clinger 
Acting Assistant Attorney General 
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U.S. Department of Justice 

Office of Legislative Affairs 

Office of the Assistant Attorney General Washington, D.C. 20530 

December 21, 2006 

TOP SECRET/JCO:MINT//NOFOR..~,ORCON/1Xl 

The Honorable Pat Roberts 
Chairman 
Select Committee on Intelligence 
United States Senate 
Washington, DC 20510 

DeaiMr. Chairman: 

In accordance with Sections 1808(a), 1826, and 1862 of the Foreign Intelligence 
Surveillance Act of 1978, as amended, I am submitting herewith the semi-annual reports of the 
Attorney General concerning electronic surveillances an9. physical searches conducted under the 
Act and all requests for pen registers and trap and trace surveillance under the Act. In addition, 
in accordance with Section 6002 of the Intelligence Reform and Terrorism Prevention Act of 
2004, Pub. L. No. 108-458, I am submitting herewith the semi-annual report of the Attorney 
General also concerning certain activities under and legal interpretations of the· Foreign 
Intelligence Surveillance Act of 1978, 50 U.S.C. § 1801, et. seq. These reports cover the period 
January 1, 2006, through June 30, 2006. 

Attachments 

cc: The Honorable John D. Rockefeller IV 
Vice Chairman 

Sincerely, 

l~c~:e~Y, 
Acting Assistant Attorney General 
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THE ATTORNEY GENERAL'S SEMI-ANNUAL REPORT 
UNDER THE 

FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978, AS AMENDED 
BY SECTION 6002 OF '!'HE 

INTELLIGENCE REFORM AND TERRORISM PREVENTION ACT OF 2004 
December 2006 

This report is submitted pursuant to the Foreign Intelligence 
Surveillance Act of 1978 (''FISA" or the "Act"), as amended, 50 U.S.C . 
§§ 1801 et seq., and covers the period January 1, 2 006, through June 
30, 2006:" (U} . 

I. Aggregate Number of Persons Targeted for Orders Under the 
Act (U) 

Section 60l(a) (1} of FISA requires the Attorney General to 
report on "the aggregate number of persons targeted for orders issued 
under the Act" for electronic surveillance, physical search, pen 
registers, and access to records. FISA defines "person" as "any 
individual, including any officer or employee of the Federal 
Government, or any group, entity, association, corporation, or 
foreign power." 50 U.S. C. § 1801 (m) . (U) 

(b) (1), (b) (7)(E) 
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C. Pen Registers/Trap and Trace Devices (U) 

The aggregate number of persons targeted for orders for pen 
registers/trap and trace devices issued under section 402 of the 
Act, 50 U.S.C. § 1842, from January 1, 2006, through June 30, 2006, 
was at least 104. 1 ~~ 

Out of scope/non-responsive 

OOtOf~·~ 

~~== The business records portion of the combined applications seeks 
telecommunications subscriber information for telephone numbers in 
conjunction with the Court-authorized installation and use of pen 
registers/trap and trace devices. ~~ 

1 Of these, 
applications, (b) (1) 
trace/business records applications, 
register/trap and trace applications 
trace/business records applications. 

d in pen register/trap and trace 
in combined pen register-trap and 

an~b) (1), (b) (7)(E)(b) (1), (b) (7)(E) in both peri 
and combined pen register-trap and 

( S) 

2 Of these,(bJJ1).(9Jl!H9) L1J112Jl1JtbJj~L •• 1 combined pen reqister-trao and 
trace/business records applications, (b) (1 ), (b) (7)(E) is 

a combined pen register-trap and 
trace/business records application and a business records application. ~ 
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IV. Summary of Significant Legal Interpretations (U) 
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Section 1: Introduction (U) 

This report is submitted pursuant to Sections 10B(a), 306, 
406, and 502 of the Foreign Intelligence Surveillance Act of· 
1978 (FISA or the Act), as amended, 50 U.S.C. §§ 1801-1811, 
1821-1829, 1841-1846, 1861-1862. It covers all electronic 
surveillance, physical searches, pen register/trap and trace 
surveillance, and requests for access to certain business 
records for foreign intelligence purposes conducted under the 
Act by the Federal Bureau of Investigation (FBI), and electronic 
snrm~illance conducted by the "Nationa1 Security Agency (NSA), 
during the period January 1, 2006, through June 30, 2006. ts+ 
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D. Emergency Surveillance or Physical Search (U) 

During this reporting period, the Attorney General (or 
Deputy Attorney General or Acting Attorney General) authorized 
emergency electronic surveillance and/or physical search 
pursuant to 50 U.S.C. §§ 1805(f), 1824(e), or 1843(a)-(b)~utof 

These emergency authorizations resulted irPut ?f scope/non-
scope/ ··- ----- -!. ·-

-non-
- . and Z~9-nnc:i" 

applications for pen register/trap and trace suiveillance. 11 

App1 i catj ons or other app:t;opriate pleadings were filed '1111ith the 
FISC within 72 hours of each emergency authorization (for 
electronic surveillance and/or physical search applications) , or 
within 48 hours (for pen register/trap and trace applications). 
The FISC approved all of the applications and/or accepted the 
other pleadings. ~ 

Out of scope/non-responsive 
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G. Pen Register/Trap and Trace Surveillance {U) 

During this reporting period, the United States filed 120 
applications with the FISC seeking authorization for the FBI 
and/or the NSA to conduct pen register/trap and trace 
surveillance pursuant to 50 U.S . C. §§ 1841-1846/ as amended. 
In these 120 applications/ at least ~lnl United States persons 
were the targets of pen register/trap and trace surveillance. 13 

(b) (1), (b) (7)(E) 
-

The FISC denied no applications, as they were originally 
presented, during this reporting period. Five orders 
authorizing pen register/trap and trace surveillance were 
modified by the FISC. ~ 

Out of scope/non-responsive 

13 As has been the practice in the past several reports, this report 
does not include thumbnail descriptions of U.S. person targets of pen 
register/trap and trace surveillance. The Department notes, however, that 
all applications for pen register/trap and trace surveillance concerning U.S. 
persons contain a statement describing the fac tual circumstances 
demonstrating to the FISC why the related foreign counterintelligence 
investigation is not based solely on activities protected by the First 
Amendment to the Constitution, in accordance with FISA. (S) 
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(b) (1 ), (b) (7)(E) 

As was discussed in previous semi-annual reports, many of 
these requests for the production of tangible things pursuant to 
50 U.S.C. § 1861 were presented to the FISC in a combined format 
with pen register/trap and trace applications. Because of that 
combination, the number of requests for the production of 
tangible things increased in past semi-annual reports because 
the practics of filing combined business record and pen 
register/trap and trace applications continued. ~ 

As noted above, however, on March.9, 2006, 50 U.S.C. 
§§ 1861 and 1842 were amended. See USA PATRIOT Improvement and 
Reauthorization Act of 2005, Pub. L. No. 109-177 (March 9, 2006). 
As part of the revisions, 50 U.S.C. § 1842 (the FISA ·Pen 
Register provision) was amended to include telephone subscriber 
data as part of the information that must be disclosed by the 
wire or electronic communication service upon request of the 
Department through a pen register or trap and trace device. 
Because of this amendment to the statute, the Department 
anticipated in the last Semi-Annual Report that the number of 
requests for production of tangible things pursuant to Section 
215 would decrease in future reporting periods. In the last 
reporting period, there were 78 requests for the production of 
tangible things pursuant to 50 U.S.C. § 1861, compared to 38 
requests during this reporting period. The Department 
anticipates that the number of requests for production of 
tangible things pursuant to Section 215 will continue to decline 
in future reporting periods. +&r 

E. Scope of FISC's Jurisdiction (U) 

In connection with combined applications for authority to 
install and use pen registers and trap and trace devices and 
obtain business records under FISA, OIPR has souqht, and the 
FISC has granted, c(b)(1),(b)(7)(E) - -- -·-----

~· -- ---....& 
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Incident 06-1-12 (U) 
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Section 1: Introduction (U) 

This report is submitted pursuant to Sections 108(a), 306, 
406, and 502 of the Foreign Intelligence Surveillance Act of 1978 
(FISA or the Act), as amended, 50 U.S.C. §§ 1801-1811, 1821-1829, 
1841-1846, 1861-1862. It includes information concerning 
electronic surveillance, physical searches, pen register/trap and 
trace surveillance, and requests for access to certain business 
records for foreign intelligence purposes conducted under the Act 
by the Federal Bureau of Investigation (FBI), the National 
Security Agency (NSA), and/or the Central Intelligence Agency (CIA) 
during the period July 1, 2006, through December 31, 2006. 1 

Consistent with the Department of Justice's efforts to keep the 
Congress fully informed about its FISA activities in a manner 
consistent with the national security, this report contains 
information beyond that required by the statutory provisions set 
forth above. In addition to submitting this semi-annual report, 
the Intelligence Community and the Department provide information 
to the Congress concerning significant intelligence activities 
conducted under FISA in a manner consistent with the National 
Security Act. ~ 

Out of scope/non-responsive 
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14 Some of the individuals listed below, however, may be current targets 
of Court-authorized pen register/trap and trace surveillance. (U) 
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D. Emergency Surveillance or Physical Search (U) 

During this reporting p eriod, t he Attorney General (or 
Depu ty At torney Gene r a l or Acti ng At torney General) auth orized 
emergency electroni c surveillance and/or physical search 
pursuant t o 50 U.S.C. §§ 1 805(£ ) , 1824(e), or 18 43 (a) - (b) , Out 

These emergency authorizations resulted in 0~ cl 
of 

a nd twoscg~pl ications 
o/ 

fo r pen register/trap and trace surveillance . 19 Applications or 

Out of scope/non-responsive 
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other appropriate pleadings were filed wi t h the FISC within 72 
hours of each emergency authorization (for electronic 
s u rveillance and/or physical search application s), or within 48 
hours (for pen register/trap and trace applications) . The FI SC 
approved all of the applications and/or accepted the other 
pleadings. ~ 

Out of scope/non-responsive 

Out of scope/non-responsive 
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Out of scope/non-responsive 

G. Pen Register/Trap and Trace Surveillance (U) 

Dur i ng this reporting per iod , the United States f i led 98 
applications with t he FISC see king authorization for the FBI 
a nd/or the NSA t o conduct pen register/ t rap a nd trace 
s u rvei l lance pur suant to 50 U.S . C. §§ 1841- 1846, as amended. 
The FISC denied no appl ications, a s they were ori ginal l y 
presented , dur i ng this r eporting period . Eighteen orders 
a u thorizing pen register/tr ap and trace surveillance were 
modified by the FI SC. ~ 

Out of scope/non-responsive 
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C. FISC Modifications of Orders (U) 

As reported in previous semi - annual r eports, in some cases 
considered by the FISC during the time p e riod covered by this 
Semi-Annual Report , the FISC has modified orders submitted by 
the government. Substantive changes (not technical corrections) 
to orders, are usually handwritten but sometimes are issued as a 
separat e amendment o r addendum to an order. The changes made by 
FISC judges during the period covered by this report include : 

Out of scope/non-responsive 

(b) (1), (b) (?)(E) 

Out of scope/non-responsive 

(b) (1), (b) (?)(E) 
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the FISC in a combined forma t with pen register/trap and trace 
a pplications . Because of that combinati on, the number of 
requests for the production of tangible t hings increased in past 
semi - annual reports because the practice of filing combined 
business record and pen regi ster/trap and trace applications 
continued. +S+ 

Out of scope/non-responsive 
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(b) (1), (b) (7)(E) 
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L . FISA Proc ess Improvements (U ) 

Out of scope/non-responsive 

I n add ition to t he changes to t he FISA process made at the 
Attorney General ' s Apr i l 2004 direct ion referenced in prior 
semi-annual reports, OI PR continues to seek ways to further 
improve the processing of FI SA requests. In p a r ticular, and in 
response to OIPR' s growing number of attorneys , as was reported 
i n previous semi -an nua l repor ts, OI PR reorganized in November 
20 04 into sections that refl ect the curren t nature of FI SA work 
a n d to a s i gn ificant degr ee mirror the FBI ' s internal 
organi zation. OIPR ' s c u rrent reorganizat i on i s discussed below 
in Part M. (U) 
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I ncident 05 - 2- 17 (U) 
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5. Update t o Incidents Repor ted in 06-1 (U) 
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Incident 06-1-7 (U) 
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80 
TOP SECRET//COMINT//NOFORN,ORCON 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000218 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 219 of 323



TOP SECRET//COMINT//NOFORN , ORCON 

(b) (1), (b) (7)(E) 

Out of scope/non-responsive 

Out of scope/non-responsive 

81 
TOP SECRET//COMINT//NOFORN,ORCON 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000219 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 220 of 323



TOP SECRET//COMINT//NOi'ORN , ORCON 

Out of scope/non-responsive 

I ncident 06- 1- 12 (U) 
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Incident 06-1-14 (U) 
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I ncident 06-1-15 (U) 
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Section 1 : Introduction (U) 

This report is submitt ed pursuant to Section s 108(a), 306 , 
406, and 502 of the Foreign Intel l i gence Surveillance Act of 1978 
(FISA or t h e Act), as amended, 50 U.S.C. §§ 1801-1811, 1821-1829, 
1841-1846, 1861-1862. I t includes information concerning 
electronic surveillance, physical searches, pen register/trap and 
trace surveillance, and requests for access to certain business 
records for foreign intelligence purposes conducted under the Act 
by the Federal Bureau of Investigation (FBI), the National 
Secur ity Agency (NSA), and/or the Central Intelligence Agency (CIA) 
during the period Januar y 1 , 2007 , t h rough June 30, 2007 . 1 

Consistent with the Department of Justice's efforts to keep the 
Congress fully informed about its FISA activities in a manner 
consistent with t he national security, this report contains 
information beyond that required by the s tatutory provisions set 
forth above. In addit i on to submitting this semi-annual report, 
the Intelligence Community and the Department provide information 
to the Congress concerning significant intelligence activities 
conducted under FISA in a manner consistent with the National 
Security Act. ~ 

Out of scope/non-responsive 
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Out of scope/non-responsive 

12 Some of the individuals listed below, however , may be current targets 
of Court authori zed pen register/trap and trace surveillance. (U) 
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D. Emergency Survei llance or Physical Search (U) 

During t his reporting period, the Attorney General (or 
Deput y Attorney General, Acting Attorney General, or Assistant 
At t orney General for Nationa l Securit y) authori zed emergency 
e l ectronic surveil l ance and/or p h ysical search p u rsuan t to 50 
U.S.C. §§ 1805(f), 1824(e), or 1843(a)-(b), Out The se 
emergency a u t horizations r esulted in Out for 
electronic survei e authority, Out 

no applicationssc2~r pen register/ t rap and 
trace surveillance. 15 Application s o~fother appropriate 
pleadings were fil e d with the FISC wi~in 72 hours of each 
emergency authori zat i on. The FISC app~~ved al l of the 

ons1 . 
appl i cation s and/or accepted the oth~ plead1ngs . ~ 

Out of scope/non-responsive 

45 

TOP SECRET//COMINT/ /NOi'ORN, ORCON 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000225 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 226 of 323



TOP SEGRET//COMINT//NOEORN-rORCON 

Out of scope/non-responsive 

G. Pen Register/Trap and Trace Surveillance (U) 

During this reporting period, the United Stat es filed 117 
applicati ons wi th the FISC seeking authorization for the FBI 
and/or the NSA to conduct pen register/trap and trace 
surveillan c e pursuant to 50 U.S.C. §§ 1841-1846 , as amended . 
In these 117 applications, at least 50 United Stat es per sons 
were the targets of pen register/trap and trace surve i llance . 
(b) 
The FISC denied no applications , as they were originally 
presented , during this reporting period. Ten orders 
authorizing pen register/trap and trace surveillapce we r e 
modified by the FISC. ~ 

Out of scope/non-responsive 
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IV. Judicial Assessment and Other Oversight Matters (U) 

A. FISC Modifications of Orders (U) 
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Incident 05-2-17 (U) 
(b) (1), (b) (7)(E) 
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(b) (1), (b) (7)(E) 
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C. Update to Incidents Reported in 06-1 (U) 

Incident 06-1-7 (U) 
(b) (1), (b) (?)(E) 
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Incident 07-1-16 (U) 
(b) (1), (b) (7)(E) 
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Section 1: Introduction (U) 

This report is submitted pursuant to Sections 108(a), 306, 
406, and 502 of the Foreign Intelligence Surveillan ce Act of 1978 
(FISA or t h e Act), as amended, 50 U.S.C. §§ 1 801 - 1811, 1821 -1829, 
1841-1846, 1861- 1862. It includes informat ion concerning 
electronic surveillance, physical searches, pen register/trap and 
trace surveillance, and requests for access to certain business 
records for foreign intelligence purposes conducted under the Act 
by the Federal Bureau of Investigation (FBI), the National 
Securi ty Agency (NSA), and/or the Central Intelligence Agency (CIA) 
during the period July 1 , 2007, through December 31, 2007. 1 

Consistent with the Department of Justice's efforts to keep the 
Congress fully informed about its FISA activities in a manner 
consistent with the national securi ty, this report contains 
i nformati on beyond that required by the statutory provisions set 
forth above. In addition to submitting this semi-annual report , 
the Intelligence Community and the Department provide information 
to the Congress concerning significant intelligence act ivities 
conducted under FISA in a manner consistent with the National 
Security Act . ~ 

Out of scope/non-responsive 

Out of scope/non-responsive 
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9 Some of the ind i viduals listed below, however, may be current targets 
of Court-aut horized pen register/trap and trace surveillance . (U) 
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Out of scope/non-responsive 

D. Emergency Survei11ance or Physica1 Search (U) 

During this reporting period, the Attorney General (or 
Deputy Attorney General, Acting Attorney General, or Assistant 
Attorney General for National Security) authorized emergency 
electronic surveillance, physical search, and/or pen 
register/trap and trace surveillance pursuant to 50 U.S.C. 
§§ 1805(f) , 1824(e), or 1843(a)-(b), 8~: ~:~:;:~~::;::~~;:~:. Thes e eme rge nc y 
authorizations resulted Out of scope/non-responsive 

and seven applicat ions for pen register/trap and 
trace surveillance. 11 Applications or other appropriate 
pleadings were filed with the FISC within 72 hours of each 
emergency authorization. The FISC approve d all of the 
applications and/or accepted the other pleadings. +&} 
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Out of scope/non-responsive 
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G. Pen Register/Trap and Trace Surveillance (U) 

During this reporting period, the United States filed 129 
applications with the FISC seeking authorization for the FBI 
and/or the NSA to conduct pen register/trap and trace 
surveillance pursuant to 50 U.S.C. §§ 1841-1846, as amended. 
In these 129 applications, at least 37 United States persons 
were the targets of pen register/trap and trace surveillance . 
The FISC denied n o applications, as they were originally 
presented, during this reporting period. Seven orders 
authorizing pen register/trap and trace surveillance were 
modified by the FISC. ~ 

Out of scope/non-responsive 
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(b) (1), (b) (7)(E) 
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D. Incidents Not Previous1y Reported (U) 

Incident 07 - 2- 1 (U) 
(b) (1 ), (b) (7)(E) 
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SECTION 1 : INTRODUCTION (U) 

This report is submitted pursuant to Sections 108(a ), 306, 
406 , and 502 of t he Foreign Intelligence Surveillance Act of 1978 
(FISA or the Act), as amended, 50 U. S.C. §§ 1801- 1811 , 1821-1829, 
1841 - 18 4 6 , 1861-1862 . It incl udes information concerning 
electronic s u rvei l l ance, physical searches, pen register/ t rap and 
trace sur veillance , and requests for access to cert ain business 
records for foreign intelligence purposes conducted under the Act 
by the Federal Bu reau of I nvestigation (FBI ), the Nat i onal 
Security Agency (NSA), and/or the Central Intelligence Agency (CIA) 
during the period January 1, 2008 through June 3 0, 2 008. 1 

Cons i s t ent with the Department of Justice's efforts to keep the 
Congress fully informed of FISA activities in a manner con sistent 
with t h e national security, this report contains information 
beyond that required by the statutory provisions set forth above. 
In addition t o submitting this semiannual report, the Inte l ligence 
Community and the Department provide information to the Congress 
concerning significant intelligence activities conducted under 
FISA in a manner consistent with the National Security Act of 1947, 
as amended. ~ 

Out of scope/non-responsive 

Out of scope/non-responsive 
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Out of scope/non-responsive 

Out of scope/non-responsive 

11 Some of the indivi duals listed below, however, may be current targets of 
Court- authorized pen register/ t rap and trace surveillance. (U) 
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Out of scope/non-responsive 

D. Emergency Electronic Surveillance or Physical Sear ch (U) 

During t his repor t ing period , the Attorney General 15 

a u t horized e mergency electr onic s u rveilla nce , physical search , 
and/or pen register /trap and trace surveill ance p u rsuan t to 50 
U.S.C. §§ 18 05 (f), 1824(e), or 1843(a)- (b) , These 

Out of scope/non-responsive 

(b) (1) 
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emergency authorizations resulted in Out of scope/non-responsive 

and two (2) applications for pen register/trap 
and trace surveillance. 17 Applications or other appropriate 
pleadings were filed with the FISC within 72 hours of each 
emergency authorization. The FISC approved all of the 
applications and/or accepted the other pleadings. +&} 
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Out of scope/non-responsive 

G. Pen Register/Trap and Trace Surveillance (U) 

Du ring t his report ing peri od, t he United States f i l e d 110 
app l icat ion s with t he FISC seekin g authorizati on for t h e FBI 
and/or t he NSA to conduct pen regi ster/trap and trace 
s u r vei l lance pursu a n t to 50 U.S . C. § § 1 841 - 1846 , as amended. 
In these 110 applications, a t l east 23 Unit ed States p e r sons 
we r e t h e targets of pen r e gister/trap a nd trace s u rveillance . 
The FISC den ied no appl ication s during this reporti ng per iod . 
Four orders authorizin g p e n regis t er/trap and t r ace 
surveillance were modified by t h e FISC . ~ 

Out of scope/non-responsive 
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C. Update to Incidents Reported in 07-1 (U) 
Out of scope/non-responsive 

Incident 07- 1-16 (U) 
(b) (1), (b) (7)(E) 
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Out of scope/non-responsive 

Incident 08 - 1-11 (U) 
(b) (1), (b) (7)(E) 
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Incident 08 -1-14 (U) 
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SECTION 1: INTRODUCTION (U) 

This report is submitted pmsuant to Sections 108(a), 306, and 406, of the Foreign 
Intelligence Smveillance Act of 1978 (FISA or the Act), as amended, 50 U.S.C. §§ 1801-1812, 
1821-1829, 1841-1846, 1861-1862, 1871, 1881-1881g, 1885-1885c. It includes infoxmation 
conceming electronic smveillance, physical searches, pen register/trap and trace smveillance, and 
requests for access to cet1ain business records for foreign intelligence pmposes conducted m1der 
the Act by the Federal Bmeau of Investigation (FBn, the Central Intelligence Agency (CIA), 
and/or the National Security Agency (NSA) during the period July 1, 2008 through December 31, 
2008.1 Consistent with the Depru1Inent of Justice's (DOJ's) efforts to keep Congress fully 
infotmed ofFISA activities in a manner consistent with the national secmity, this report contains 
infmmation beyond that required by the statutory provisions set fo11h above. In addition to 
submitting this semiannual report, the Intelligence Community and the Depa11ment provide 
supplemental infoxmation to the Congress conceming significant intelligence activities conducted 
tmder FISA. """(TS}-
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D. Emergency Electronic Surveillance or Physical Search (U) 

During this reporting period, the Attorney General 11 authorized emergency electronic 
surveillance, physical search, and/or and trace surveillance ant to 50 U.S.C. 

180 or 1 

u!l\,auuu;:, were 
The FISC approved all of the applications. 
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II. FBI and NSA Pen Registerffrap and Trace Surveillance (U) 

During this reporting period, the United States filed 58 applications with the FISC 
seeking authorization for the FBI and/or the NSA to conduct pen register/trap and trace 
surveillance pursuant to 50 U.S.C. §§ 1841-1846, as amended. In these 58 applications, 27 
United States persons were the targets of pen register/trap and trace surveillance. The FISC 
did not deny any applications during this reporting period. No orders authorizing pen 
register/trap and trace surveillance were modified by the FISC. f81 
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C. Update to Incidents Reported in 07-1 (U) 
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Incident 08-1-14 (U) 
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SECTION 1: INTRODUCTION (U) 

Tlus rep01t is submitted pmsuant to§§ 108(a), 306, and 406, of the Foreign Intelligence 
Smveillance Act of 1978 (FISA or the Act), as amended, 50 U.S.C. §§ 1801-1812, 1821-1829, 
1841-1846, 1861-1862, 1871, 1881-1881g, 1885-1885c. It includes information concerning 
electronic smveillance, physical seru·ches, pen register/trap and trace surveillance, and requests for 
access to certain business records for foreign intelligence purposes conducted tmder the Act by the 
Federal Bureau of Investigation (FBI), the Cenn·al Intelligence Agency (CIA), and/or the National 
Secmi.ty Agency (NSA) dming the period January 1, 2009 through June 30, 2009.1 Consistent 
with the Deprutment of Justice's (DOJ's) efforts to keep Congress fully iuf01med ofFISA 
activities in a manner consistent with the national secmity, tills rep01t contains iufotmation beyond 
that required by the statutoty provisions set forth above. In addition to submitting tills semiallllual 
report, the Intelligence Connmmity and the Deprutment provide supplemental iuf01mation to the 
Congress concerning significant intelligence activities conducted under FISA. ffS7 
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I 

D. Emergency Electronic Surveillance or Physical Search (U) 

During this reporting period, the Attorney General9 authorized emergency electronic 
surveillance, physical search, and/or~n register/trap and trace surveillance pursuant to 50 U.S.C. 
§§ 1805(f), 1824(e), or 1843(a)-(b),.times. These emergency authorizations resulted inO 

ut 
of 

; and three applications for authority to conduct PS~ 
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register/trap and trace surveillance. Applications were filed with the FISC within the time limits 
set forth in FISA. The FISC approved all of the applications. (S) 

Out of scope/non-responsive 
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II. FBI and NSA Pen Register/Trap and Trace Surveillance (U) 

During this reporting period, the United States filed 39 applications with the FISC 
seeking authorization for the FBI and/or the NSA to conduct pen register/trap and trace 
surveillance pursuant to 50 U.S.C. §§ 1841-1846, as amended. In these 39 applications, 23 
United States persons were the targets of pen register/trap and trace surveillance. The FISC did 
not deny any applications during this reporting period but issued one supplemental order. f£j 

re 
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C. Update to Incidents Reported in 07-1 (U) 
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F. Update to Incidents Reported in 08-2 (U) 
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Executive Summary 

• The United States filed 53 pen register/trap and trace (PRITT) applications; a total of27 
U.S. persons were targeted in these applications. For the previous period, the United 
States had filed 39 applications, targeting a total of 32 United States persons. fS1 
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SECTION 1: INTRODUCTION (U) 

This report is submitted pursuant to sections 108(a), 306, and 406, of the Foreign 
Intelligence Surveillance Act of 1978 (FISA or the Act), as amended, 50 U.S.C. §§ 1801-1812, 
1821-1829, 1841-1846, 1861-1862,1871, 1881-188lg, 1885-1885c. It includes information 
concerning electronic surveillance, physical searches, pen register/trap and trace (PRITT) 
survei llance, and requests for access to certain business records for foreign intelligence purposes 
conducted under the Act by the Federal Bureau oflnvestigation (FBI), the Central Intelligence 
Agency (CIA), and/or the National Security Agency (NSA) during the period July 1, 2009 
through December 31,2009. 1 Consistent with the Department of Justice's (DOJ's) efforts to 
keep Congress fully informed of FISA activities in a manner consistent with the national security, 
this report contains information beyond that required by the statutory provisions set forth above. tsj 

Highlights of the July 1 -December 31, 2009 Reporting Period (U) 

Type of Application Number Filed U.S. Persons Targeted 
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II. FBI and NSA Pen Register/Trap and Trace Surveillance (U) 

During this reporting period, the United States filed 53 applications with the FISC 
seeking authorization for the FBI and/or the NSA to conduct PRITT surveillance pursuant to 50 
U.S.C. §§ 1841-1846, as amended. In these 53 applications, 27 U.S. persons were the targets of 
PR/TT surveillance. The FISC did not modify or deny any PRITT applications during this 
reporting period. f&j 
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Executive Summary 

• The United States filed 78 pen register/trap and trace (PRiTT) applications; a total of 30 
U.S. persons were targeted in these applications (one of these applications was not 
considered until the following period). For the previous period, the United States filed 53 
applications, targeting a total of27 U.S. persons. f81 
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SECTION 1: INTRODUCTION (U) 

This report is submitted pursuant to sections 108(a), 306, and 406, of the Foreign 
Intelligence Surveillance Act of 1978 (FISA or the Act), as amended, 50 U.S.C. §§ 1801-1812, 
1821-1829, 1841-1846, 1861-1862, 1871, 1881-1881g, 1885-1885c. It includes information 
concerning electronic surveillance, physical searches, pen register/trap and trace (PRITT) 
surveillance, and requests for access to certain business records for foreign intelligence purposes 
conducted under the Act by the Federal Bureau of Investigation (FBI), the Central Intelligence 
Agency (CIA), and/or the National Security Agency (NSA) during the period January 1, 2010 
through June 30,2010. 1 Consistent with the Department of Justice's (DOJ's) efforts to keep 
Congress fully informed ofFISA activities in a manner consistent with the national security, this 
repmt contains information beyond that required by the statutory provisions set forth above. f81 

Highlights of the January 1- June 30,2010 Reporting Period (U) 

Type of Application Number Filed U.S. Persons Targeted 
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C. Emergency Electronic Surveillance or Physical Search (U) 

During this reporting period, the Attorney General9 authorized emergency electronic 
surveillance, physical search, and/or PRITT surveillance ant to 50 U.S.C. §§ 1805(e), 
1824(e), 1843(a)-(b), or 1881 These.,..,...., .. ,.,., ... "'' 
authorizations resulted in 

seven s for 
lTn.--...""' to !catiOns were with the FISC within the time 

limits set forth in FISA. The FISC approved all of the applications. f8j 

I 

II. Pen Register/Trap and Trace Surveillance (U) 

Between January 1 and June 30, 2010, the United States filed 78 applications with the 
FISC seeking authorization for the FBI to conduct PRITT surveillance pursuant to 50 U.S.C. 
§§ 1841-1846, as amended. In these 78 applications, 30 U.S. persons were the targets ofPRITT 
surveillance. The FISC did not deny or substantively modify any PRITT applications during this 
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A. Update to Incidents Reported in 07-1 (U) 
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n 

I 

F. Pen Register/Trap and Trace Surveillance (U) 

Dming this rep01iing period, the United States filed no applications with the FISC 
seeking authorization for the NSA to conduct PR!fT surveillance pursuant to 50 U.S.C. §§ 1841-
1846, as amended . .fS1 
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Executive Summary (U) 

Statistics (U) 

I 

I 

I 

• The United States filed 49 pen register/trap and trace (PRITT) applications; a total of26 
named U.S. persons were targeted in these applications. For the previous period, the 
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Annual Statistics for the Previous Five Years (U) 

The following chart presents, for the past five years, significant statistics pertaining to FISA. 
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SECTION 1: INTRODUCTION (U) 

This report is submitted pursuant to sections 108(a), 306, and 406, of the Foreign 
Intelligence Surveillance Act of 1978 (FISA or the Act), as amended, 50 U.S.C. §§ 1801-1812, 
1821-1829, 1841-1846, 1861-1862, 1871, 1881-1881 g, 1885-1885c. It includes information 
concerning electronic surveillance, physical searches, pen register/trap and trace (PRiTT) 
surveillance, and requests for access to certain business records for foreign intelligence purposes 
conducted under the Act by the Federal Bureau oflnvestigation, the Central Intelligence Agency, 
and/or the National Security Agency during the period July 1, 2010 through December 31, 2010.2 

Consistent with the Department of Justice's (DOJ's) efforts to keep Congress fully informed of 
FISA activities in a manner consistent with the national security, this report contains information 
beyond that required by the statutory provisions set forth above. (S) 

Highlights of the July 1 - December 31,2010 Reporting Period (U) 

Type of Number Filed Number 
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26 named U.S. 
Persons 

EPIC v. DOJ, No. 13-1961, Exhibit 1 000281 Plaintiff's Cross Motion for Summary Judgment

Case 1:13-cv-01961-KBJ   Document 25-2   Filed 11/21/14   Page 282 of 323



TOP 8ECRET//COMINTNNOFORN,ORCON 

d) Pen Register/Trap and Trace Surveillance (U) 

Between July 1 and December 31, 2010, the United States filed 47 applications with the 
FISC seeking authorization for the FBI to conduct PRITT surveillance pursuant to 50 U.S.C. 
§§ 1841-1846, as amended. In these 47 applications, 26 named U.S. persons were the targets of 
PRiTT surveillance. The FISC did not deny in whole or in part, or substantively modify any FBI 
PRITT applications during this reporting period. fS1 

e) Emergency Electronic Surveillance, Physical Search or PRITT Surveillance (U) 

During this reporting period, the Attorney General 13 authorized emergency electronic 
surveillance, physical search, and/or PRiTT surveillance pursuant to 50 U.S.C. §§ 1805(e), 
1824(e), 1843(a)-(b ), or 1881c(d), (b) (1 }, These emergency authorizations resulted in 0 

th' / 7 \/c\ ut 

of 
sc 

and 3 applications for authority to conduct PRITT surveillance0 p\ll 
applications were filed with the FISC within the time limits set forth in FISA. The FISC 
approved all of the applications. fS1 
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ill. Compliance (U) 

On a continuing basis, NSD considers ways to improve the handling of compliance 
matters. In connection with each incident, NSD asks the FBI to identify what steps have been 
taken to prevent a recmTence. In addition, NSD meets periodically with ce11ain communications 
providers; one of the purposes of those meetings is to ensure that the providers tmderstand what 
the FISC has authorized. (U) 

Update to Incidents Reported in 07-1 (U) 
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d) Pen Registerffrap and Trace Surveillance (U) 

pursuant to a 
conduct 
been the subject of congressional briefings. 
in part; the other was approved. -tSt-

as rna 
One of these cases was approved in part and denied 
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Executive Summary (U) 

Statistics (U) 

I 

I 

I 

• The Government filed 55 PR!fT applications; a total of-U.S. persons were 
targeted in these applications. F~ious period, the Govennnent had filed 49 
applications, targeting a total of-U.S. persons. -tS1-
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Annual Statistics for the Previous Five Years (U) 

The following chru.1 presents, for the past five yeru.·s, significant statistics pei1aining to FISA. 

• a- • 
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SECTION 1: INTRODUCTION (U) 

This report is submitted pmsuant to Sections 108(a), 306, and 406, of the Foreign 
Intelligence Surveillance Act of 1978 (FISA or the Act), as amended, 50 U.S.C. §§ 1801-1812, 
1821-1829, 1841-1846, 1861-1862, 1871 , 1881-1881 g, 1885-1885c. It includes infonnation 
conceming electronic smveillance, physical searches, pen register/trap and trace (PRITT) 
smveillance, and requests for access to ce11ain business records for foreign intelligence purposes 
conducted under the Act by the Federal Bmeau of Investigation (FBI), the Central Intelligence 
Agency (CIA), and/or the National Secmity Agency (NSA) during the period January 1, 2011 
through June 30, 2011.2 Consistent with the Department ofJustice's (DOJ's) eff011s to keep 
Congress fully informed ofFISA activities in a manner consistent with the national secmity, this 
rep011 contains information beyond that required by the statutory provisions set f011h above.~ 
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Highlights of the January 1 -June 30, 2011 Reporting Period (U) 

Number Filed Number Approved 
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d) Pen Register/Trap and Trace Surveillance (U) 

Between January 1 and June 30, 2011, the Government filed 52 applications with the FISC 
seeking authorization for the FBI to conduct PRITT surveillance pursuant to 50 U.S.C. §§ 1841-
1846, as amended. Four of these applications were filed during the reporting period, but approved 
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outside the reporting period. Thus, the FISC approved 48 pen register applications during the 
reporting period. In these 48 applications, 32 named U.S. persons were the targets of PRITT 
surveillance. The FISC did not deny in whole or in part, or substantively modify any FBI PRITT 
applications during this reporting period. f81 

e) Emergency Electronic Surveillance, Physical Search or PRITT Surveillance (U) 

During this reporting period, the Attorney General 13 authorized emergency electronic 
surveillance, physical search or PRITT surveillance pursuant to 50 U.S.C. §§ 1805 
184 3 or 1881 These authorizations resulted in 

aUIUH\,allOnS tOCO 

the FISC within the time limits set forth in FISA. 
applications. f81 
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d) Pen Register/Trap and Trace Surveillance (U) 

II 
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Executive Summary (U) 

Statistics (U) 

The following statistics are an amalgamation of all cases filed on behalf of all agencies (FBI, 
NSA, and CIA) dming the period from July 1, 2011 through December 31 , 2011: 
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• The Government filed 53 PRffT applications; a total o~ U.S. persons were 

targeted in these applications. F~ious period, the Government filed 55 
applications, targeting a total of-U.S. persons. tsT 
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Annual Statistics for the Previous Five Years (U) 

The following chart presents, for the past five years, significant statistics pet1aining to FISA. 
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SECTION 1: INTRODUCTION (U) 

This report is submitted pursuant to Sections 108(a), 306, and 406, of the Foreign 
Intelligence Smveillance Act of 1978 (FISA or the Act), as amended, 50 U.S.C. §§ 1801-1812, 
1821-1829, 1841-1846, 1861-1862, 1871 , 1881-188lg, 1885-1885c. It includes information 
concerning electronic smveillance, physical searches, pen register/trap and tJace (PR!IT) 
smveillance, and requests for access to cet1ain business records for foreign intelligence pmposes 
conducted lmder the Act by the Federal Bureau of Investigation (FBI), the Central Intelligence 
Agency (CIA), and/or the National Security Agency (NSA) during the period July 1, 2011 through 
December 31, 2011.2 Consistent with the Department of Justice's (DOJ's) effot1s to keep Congress 
fully informed ofFISA activities in a manner consistent with the national security, tltis report 
contains infotmation beyond that required by the statutory provisions set forth above. -fS1 

Highlights of the July 1 -December 31, 2011 Reporting Period (U) 

Type of 
Application 

Number of Applications Number Approved 
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d) Pen Registerffrap and Trace Surveillance (U) 

Between July 1 and December 31 , 2011 , the Govemment filed 52 applications with the 
FISC seeking authorization for the FBI to conduct PRffT smveillance pmsuant to 50 U.S.C. 
§ § 1841-1846, as amended. Four applications were filed before the reporting period, but were 
approved during the reporting period. Thus, the FISC approved 56 PRffT applications dming the 
reporting period. In these 56 applications, (b) (1), (b) U.S. persons were the targets ofPRffT 
surveillance. The FISC did not in wliJj~c:~r in FBI PR!IT · · during this 

e) Emergency Electronic Surveillance, Physical Search or PRITT Surveillance (U) 

During this reporting period, the Attomey General12 authorized emergency electronic 
surveillance, physical search or PRffT surveillance pmsuant to 50 U.S.C. §§ 1805 
1843 or 1881 These authmizations resulted in 

-
All applications were filed with 

approved all of the applications. 13 -fSj-
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d) Pen Register/Trap and Trace Surveillance (U) 
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Executive Summary (U) 

Statistics (U) 

The following statistics are an amalgamation of all cases filed on behalf of all agencies (FBI, 
NSA, and CIA) during the period from January 1, 2012 through June 30, 2012: 

~ 
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( 
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I 

• The Government filed 64 PRITT applications; a total of30 named U.S. persons were 
targeted in these applications. For the previous period, the Government filed 53 
applications, targeting a total of32 named U.S. persons. fS) 
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Annual Statistics for the Previous Five Years (U) 

The following chart presents, for the past five years, significant statistics pertaining to FISA. 
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SECTION 1: INTRODUCTION (U) 

This report is submitted pursuant to Sections 108(a), 306, and 406, ofthe Foreign 
Intelligence Surveillance Act of 1978 (FISA or the Act), as amended, 50 U.S.C. §§ 1801-1812, 
1821-1829, 1841-1846, 1861-1862, 1871, 1881-1881g, 1885-1885c. It includes information 
concerning electronic surveillance, physical searches, pen register/trap and trace (PRITT) 
surveillance, and requests for access to certain business records for foreign intelligence purposes 
conducted under the Act by the Federal Bureau oflnvestigation (FBI), the Central Intelligence 
Agency (CIA), and/or the National Security Agency (NSA) during the period January 1, 2012 
through June 30,2012.2 Consistent with the Department of Justice's (DOJ's) efforts to keep 
Congress fully informed ofFISA activities in a manner consistent with the national security, this 
report contains inf01mation beyond that required by the statutory provisions set forth above. (S) 

Highlights of the January 1 -June 30, 2012 Reporting Period (U) 

Type of Number of Number Approved Number 

----+ Modified 

0 

II 
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d) Pen Register/Trap and Trace Surveillance (U) 

Between January 1 and June 30, 2012, the Government filed 64 applications with the FISC 
seeking authorization for the FBI to conduct PRITT surveillance pursuant to 50 U.S.C. §§ 1841-
1846, as amended. The FISC approved all 64 PRITT applications filed during the reporting period. 
In these 64 applications, 30 named U.S. persons were the targets of PRITT surveillance. The FISC 
did not deny in whole or in part, any FBI PRITT application during this reporting period. No 
PRITT applications were modified during the reporting period. f81 
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(b) (1), (b) (7)(E) 

Out of scope/non-responsive 
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d) Pen Register/Trap and Trace Surveillance (U) 

During tlus repm1ing pe1iod, the Government filed no applications with the FISC seeking 
authorization for the NSA to conduct PR!IT stuveillance pursuant to 50 U.S.C. §§ 1841-1846, as 
amended. (TS/ISI) 
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Executive Summary (U) 

(U) Statistics 

The following statistics are an amalgamation of all cases filed on behalf of all agencies (FBI, 
NSA, and CIA) during the period from July 1, 2012 through December 31,2012: 

• f81 During this reporting period, the Government filed 
Intelli Surveillance Court SC), 

I 

I 

• fS:) The Government filed 69 PRITT applications; a total of32 named U.S. persons were 
targeted in these applications. For the previous period, the Government filed 64 
applications, targeting a total of30 named U.S. persons. 
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(U) Annual Statistics for the Previous Five Years 

ES1 The following chart presents, for the past five years, significant statistics peliaining to FISA. 
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(U) SECTION 1: INTRODUCTION 

(S) This report is submitted pursuant to Sections 108(a), 306, and 406, ofthe Foreign 
Intelligence Surveillance Act of 1978 (FISA or the Act), as amended, 50 U.S.C. §§ I 801-1812, 
1821-1829, 1841-1846, 1861-1862, 1871, 1881-188lg, 1885-1885c. It includes information 
concerning electronic surveillance, physical searches, pen register/trap and trace (PRITT) 
surveillance, and requests for access to certain business records for foreign intelligence purposes 
conducted under the Act by the Federal Bureau of Investigation (FBI), the Central Intelligence 
Agency (CIA), and/or the National Security Agency (NSA) during the period July 1, 2012 through 
December 31,2012. 2 Consistent with the Department of Justice's (DOJ's) efforts to keep Congress 
fully informed ofFISA activities in a manner consistent with the national security, this report 
contains information beyond that required by the statutory provisions set forth above. 

(U) Highlights of the July 1-December 31,2012 Reporting Period 

69 

Number Approved Number 
Modified 

----- - f-, 

69 0 
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(U) d) Pen Registerffrap and Trace Surveillance 

f81 Between July 1 and December 31, 2012, the Government filed 69 applications with the 
FISC seeking authorization for the FBI to conduct PRITT surveillance pursuant to 50 U.S.C. 
§§ 1841-1846, as amended. The FISC approved all 69 PRITT applications filed during the 
reporting period. In these 69 applications, 32 named U.S. persons were the targets of PRITT 
surveillance. The FISC did not deny in whole or in part, any FBI PRITT applications during this 
reporting period. No PRITT applications were modified during the reporting period. 

(U) e) Emergency Electronic Surveillance, Physical Search or PRITT Surveillance 

f81 During this reporting period, the Attorney General 13 authorized the FBI to conduct 
authorized emergency electronic survei llance, physical search or PRITT surveillance pursuant to 
50 U.S.C. §§ 1805(e), 1824(e), and/or l843(a)-(b)Outof These emergency authorizations 
resulted in Out of scope/non-responsive ~~~--~-~-

and six applications for authority to conduct 
PRJTT surveillance. Out of scope/non-responsive All 
applications were filed with the FISC within the time limits set forth in FISA. The FISC approved 
all ofthe applications. 
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(U) d) Pen Registerffrap and Trace Surveillance 

(TSI/SI) During this reporting period, the Government filed no applications with the FISC 
seeking authorization for the NSA to conduct PRITT surveillance pursuant to 50 U.S.C. §§ 1841-
1846, as amended. 
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