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~ Semi Annual Report
to the Congress on Electronic Surveillance and Physical Search

--Under the FOI‘CIEII .nte]hcrence Surveillance Act - - .- . - ..o
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December 2003
Tab 1 Semi Annual Report
Tab 2 Annotated Semi Annual Report
Tab 3 _ Semi Annual Report on Physical Search
Tab 4 Semi Annual Report on Peﬂ Registers/Trap and Trace
Tab 5 Semi Annual Report on Certain Business Records
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Baghington, B.L. 20530
December 31, 2003

APPROVED FOR PUBLIC RELEASE

Office of the Qttume? General

__The Honorable.Orrin G. Hatch e
I FTES CHaimmall e =

Committee on the Judiciary

United States Senate

Washington, DC 20510

=k T = L T

Dear Mr. Chairman:

e s i

In accordance with Sections 1826, 1846, and 1862 of the

Foreign Intelligence Surveillance act of 1978,
submitting herewith the semi-annual reports of
General concerning physical searches conducted

as amended, I am
the Attorney
under the Act, all

requests for pen register and trap and trace surveillance, and
all requests for access to certain business records (including
the production of tangible things} under the Act. These reports

cover the period Jamuary 1, 2003, through June

Sincerely,

- Wf%mé@,ﬂ,;

John Ashcroft
Attorney General

30, 2003.
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@ffice of the Attorney General
Baghington, B.€. 20530

Deember 31, 2003

The Honorable F. James Sensenbrenner, Jr.
Chairman

Committee on the Judiciary

U.S. House of Representatives

wWashington, DC 20515

Dear Mr. Chairman:

In accordance with Sections 1826, 1846, and 1862 of the
Foreign Intelligence Surveillance Act of 1978, as amended, I am
submitting herewith the semi-annual reports of the Attorney
General concerning physical searches conducted under the Act, all
requests for pen register and'trap and trace surveillance, and
all requests for access to certain business records {(including
the production of tangible things) under the Act. These reports
cover the period January 1, 2003, through June 30, 2003.

Sincerely,

John Ashcroft '
Attorney General
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®ffice of the Qttornep General
Bashington, IB.€. 20530
December 31, 2003

B er e e e e e ~s - e o — =

The Honorable Pat Roberts
Chairman

Select Committee on Intelligence
United States Senate

Washington, DC 20510

Dear Mr. Chairman:

In accordance with Sections 1808({a), 1826, 1846, and 1862 of
the Foreign Intelligence Surveillance Act of 1978, as amended, I
am submitting herewith the semi-annual reports of the Attorney
General concerning electronic surveillances and physical searches
conducted under the Act, all requests for pen registers and trap
and trace surveillance, and all reguests for access to certain
business records {including the production of tangible things)
under the Act. These reports cover the period January 1, 2003,
through June 30, 20063.

Sincerely,

John Ashcroft
Attorney General
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Office of the Attorney General -
Washington, B.L. 20530
December 31, 2003

The Honorable Porter Goss

Chairman

Permanent Select Committee on Intelligence
U.S. House of Representatives

Washington, DC 20515

Dear Mr, Chairman:

In accordance with Sections 1808{a), 1826, 1846, and 1862 of
the Foreign Intelligence Surveillance Act of 1978, as amended, I
am submitting herewith the semi-annual reports of the Attorney
General concerning electronic surveillances and physical searches
conducted under the Act, all requests for pen registers and trap
and trace surveillance, and all requests for access to certain
business records (including the production of tangible things)
under the Act. These reports cover the period January 1, 2003,
through June 30, 2003.

Sincerely,

Jonn Ashcroft
Attorney General
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APPROVED FOR PUBLIC RELEASE

(U}

Section 1: Introduction

- This report is submitted pursuvant to Sections 1l08{a) and
306 of the Foreign Intelligence Surveillance Act of 1978 (FISA
or the Act), as amended, 50 U.S.C. §§ 1801-1811, 1821-1829,
1841-1846. It covers all electronic surveillance, physical
searches, and pen register/trap and trace surveillance
conducted under the Act by the Federal Bureau of Investigation
(FBI), as well as electronic surveillance conducted by the
_-National-Security Agencv.-(NSA),.during the period Januarv-1-

T through JUme 305 2003 (0)

Out of scope/non-responsive
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Section 2: Federal Bureau of Investigation (1)

I. Collection Authorized by the FISC (U)

(b) (1), (b} (7)E)

=) (1), () (7X(E) . T

of

5C

op - -

ef

no ‘ - -
s

re

sp

on

si

ve

e e e it T




Case 1:13-cv-01961-KBJ Document 27-3 Filed 12/11/14 Page 61 of 107

APPROVED FOR PUBLIC RELEASE

Out of scope/nan-responsive




Case 1:13-cv-01961-KBJ Document 27-3 Filed 12/11/14 Page 62 of 107

APPROVED FOR PUBLIC RELEASE

TOP SRCRET//COMINT//NOFORN/ /XL

Out of scope/
non-

G. Peh Register/Trap and Trace Surveillance {1)

The United States filed 80 applications with the FISC
seeking authorization for the FBI to conduct pen register/trap
and trace surveillance, pursuant to 50 U.S.C. §§ 1841-1846, as

amendedim—TNe=FEhSCaapnrovedail=tisanplicatidon S =T E=ware—54

United States persons who were the targets of pen register/trap
and trace surveillance.'® A48

Out
of
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sive

1/ ps in the previous report, this report does not include
thumbnail descriptions of U.S. person targets of pen
register/trap and trace surveillance. The Department notes,
however, that all applications for pen register/trap and trace
surveillance concerning U.S. persons contain a statement
describing the factual circumstances demonstrating to the FISC
why the related foreign counterintelligence investigation is
not based solely on activities protected by the First Amendment
to the Constitution, in accoxrdance with FISA. {53
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Out of scope/non-responsive
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"27 Update to Incidents Reported in 00-2 e

Incident 00-2-3 {U}
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APPROVED FOR PUBLIC RELEASE
U. S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Aromey General Washington, D.C. 20530

December 23, 2004

The Honorable Orrin G. Hatch
Chairman

Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Mr. Chairman:

In accordance with Sections 1826, 1846, and 1862 of the
Foreign Intelligence Surveillance Act of 1578, as amended, I am
submitting herewith the semi-annual reports of the Attorney
General concerning physical searches conducted under the Act, all
requests for pen register and trap and trace surveillance, and
all requests for access to certain business records (including
the production of tangible things) under the Act. These reports
cover the period January 1, 2004 through June 30, 2004.

Sincerely,

VWallo: E Wbl

William E. Moschella
Assistant Attorney General

Attachments

cc: The Honorable Patrick Leahy
Ranking Minority Member
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U. S. Department of Justice

Office of Legislative Affairs

QOffice of the Assistant Atorney General Washington, D.C. 20530
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Chairman ‘
Permanent Select Committee on Intelligence
U.S. House of Representatives

Washington, DC 205815

Dear Mr., Chairman:
In accordance with Sections 1808(a), 1826, 1846, and 1862 of

the Foreign Intelligence Surveillance Act of 1978, as amended, I
am submitting herewith the semi-annual reports of the Attorney

General concerning electronic surveillances and physical searches:

conducted under the Act, all requests for pen registers and trap
and trace surveillance, and all requests for access to certain
business records (including the production of tangible things)

- under the Act. These reports cover the period January 1, 2004
through June 30, 2004.

Sincerely,

William E. Moschella
Assistant Attorney General

Attachments

cc: The Honorable Jane Harman
Ranking Minority Member

P iEE e
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APPROVED FOR PUBLIC RELEASE
U. S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attorney General Washington, D.C. 20530

December 23, 2004

The Honorable Pat Roberts

Chairman

Senate Select Committee on Intelligence
United States Senate

Washington, DC 20510

Dear Mr, Chairman:

In accordance with Sections 1808({(a), 1826, 1846, and 1862 of
the Foreign Intelligence Surveillance Act of 1978, as amended, I
am submitting herewith the semi-annual reports of the Attorney
General concerning electronic surveillances and physical searches
conducted under the Act, all requests for pen registers and trap
and trace surveillance, and all requests for access to certain
business records (including the production of tangible things)
under the act. These reports cover the period January 1, 2004
through June 30, 2004.

Sincerely,

Vathes € Vosdthe

William E. Moschella
Assistant Attorney General

Attachments

cc: The Honorable John D. Rockefeller
Vice Chairman
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APPROVED FOR PUBLIC RELEASE
U. S. Department of Justice

Office of Legislative Affairs

Office of the Assistent Attorney General Washingson, D.C. 20530

December 23, 2004

The Honorable F. James Sensenbrenner, Jr.
Chairman

Committee on the Judiciary

U.S. House of Representatives
Washington, DC 20515

Dear Mr. Chairman:

In accordance with Sections 1826, 1846, and 1862 of the
Foreign Intelligence Surveillance Act of 1978, as amended, I am
submitting herewith the semi-annual reports of the Attorney
General concerning physical searches conducted under the Act, all
requests for pen register and trap and trace surveillance, and
all requests for access to certain business records {including
the production of tangible things) under the Act. These reports
cover the period January 1, 2004 through June 30, 2004.

Sincerely,

Vot & Mhsdot,

William E. Moschella
Assistant Attorney General

Attachments

cc: The Honcorable John Conyers, Jr.
Ranking Minority Member
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Section 1: Introduction (U)

This report is submitted pursuant to Sections 108{a}, 306,
406, and 502 of the Foreign Intelligence Surveillance Act of
1978 (FISA or the Act), as amended, 50 U.S.C. §§ 1801-1811,
1821-1829, 1841-1846, and 1861-1862. It covers all electronic
surveillance, physical searches, and pen register/trap and
trace surveillance, and requests for access to certain business
records for foreign intelligence purposes conducted under the

oA YA hE-ERAeT el BUr Sau SENVE S gAL O HEBE) = aid e e

electronic surveillance conducted by the National Security

Agency (NSA), during the period January 1, 2004 through June
30, 2004. () C

QOut of scope/non-responsive

" Out of scope/non-responsive
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om0yt of scope/non-responsive e

There were 66 United States person targets of Court-
authorized electronic surveillance described during the
previous reporting period who were not targets of electronic
surveillance during this reporting period. Electronic
surveillance of some of these targets has been discontinued.

{s)
D. Emexrgency Surveillance or Physical Search ({(U)

During this reporting period, the Attorney General (or
Deputy Attorney General or Acting Attorney General} authorized
emergency electronic surveillance and/or physical search
pursuant to 50 U.S.C. § 1805(f) and/or § 1824{e) [EEINMimes.

Applications or othexr appropriate

] sadinigs~were=Til ed-with—the-FISt~within 72=hours—of~sach
emergency authorization (for electronic surxveillance and/or
physical search applications), or within 48 hours (for the one

s = o

Out of scope/non-
responsive
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pen register/trap and trace application)}.® The FISC approved
all of the applications and/or accepted the other pleadings.
=3 '

!
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Out of scope/non-responsive L

Wi

G. Pen Register/Trap and Trace Survelllance (U)

The United States filed 119 applications with the FISC

e e s Seeking. authorization fox the FBI. and/or the National Security _

Agency to conduct pen register/trap and trace surveillance,
pursuant to 50 U.S5.C. §§ 1841-1846, as amended. The FISC
approved all 119 applicaticns. There were 58 United States
persons who were the targets of pen register/trap and trace
surveillance.® 34 =)

19/ aAg has been the practice in the past several reports,
this report does not include thumbnail descriptions of U.S.
person targets of pen register/trap and trace surveillance. The
Department notes, however, that all applications for pen
register/trap and trace surveillance concerning U.S. persons
contain a statement describing the factual circumstances
demonstrating to the FISC why the related foreign
counterintelligence investigation is not based solely on
activities protected by the First Amendment to the Constitution,
in accordance with FISA. (5}

e et
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United States person. Five proposed orders seeking
authorization for pen register/trap and trace surveillance were
modified by the FISC. )

Out
of
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Incident, 04-1-23

)
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THE ATTORNEY GENERAL’S REPORT ON
ELECTRONIC SURVEILLANCE AND PHYSICAL SEARCH
UNDER THE FOREIGN INTELLIGENCE SURVEILLANCE ACT

September 2004
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Section 1l: Introduction (U)

This report is submitted pursuant to Sections 108(a), 306,
406, and 502 of the Foreign Intelligence Surveillance Act of
1978 (FISA or the Act), as amended, 50 U.S5.C. §§ 1801-1811,
1821-1829, 1841-1846, and 1861-1862. It covers all electronic
surveillance, physical searches, and pen register/trap and
trace surveillance, and requests for access to certain business
records for foreign intelligence purposes conducted under the
Act by the Federal Bureau of Investigation (FBI}, and
electronic surveillance conducted by the National Security
Agency (NSA}, during the period July 1, 2003 through Decenber
31, 2003. (U)

Out of scope/non-responsive
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Out of scope/non-responsive
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register/trap and trace authority.'” Applications or other
appropriate pleadings were filed with the FISC within 72 hours
of each emergency authorization §

or within 48 hours (for
the one pen register/trap and trace application). The FISC
approved all of the applications and/or accepted the other
pleadings. &~
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Out of scope/non-responsive
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