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: U.S. Department/of Fustes " "U5HC RELEASE

Office of Legislative Affairs

Office of the Assistant Attoney General Washington, D.C. 20530

DEC 29 2005
The Honorable Peter Hoekstra
Chairman
Permanent Select Committee on Intelligence
U.S5. House of Representatives
Washington, DC 20515

Dear Mr. Chairman:

In accordance with Sections 1808 (a), 1826, 1846, and 1862 of
the Foreign Intelligence Surveillance Act of 1978, as amended, T
am submitting herewith the semi-annual reports of the Attorney
General concerning electronic surveillances and physical searches
conducted under the Act, all regquests for pen registers and trap
and trace surveillance, and all requests for access to certain
business records {including the production of tangible things)
under the Act. In addition, in accordance with Section 6002 of
the Intelligence Reform and Terrorism Prevention Act of 2004,
Pub. L. 108-458, I am submitting herewith the semi-annual report
of the Attorney General also concerning certain activities under
and legal interpretations of the Foreign Intelligence
Surveillance Act of 1978, 50 U.S.C. § 1801, et. seg. These
reports cover the period January 1, 2005, through June 30, 2005.

Sincerely,

O VWlds EVosdtt.

William E. Moschella
Assistant Attormiey General
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. Attachments

cc: The Honeorable Jane Harman
"Ranking Minority Member
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; U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Atiorney General Washington, D.C. 20530

The Honorable F. James Sensenbrenner, Jr. DEC 23 2005
Chairman

Committee on the Judiciary

U.S. House of Representatives

Washington, DC 20515

Dear Mr. Chairman:

In accordance with Sections 1826, 1846, and 1862 of the
Foreign Intelligence Surveillance Act of 1978, as amended, I am
submitting herewith the semi-annual reports of the Attorney
General concerning physical searches conducted under the Act, all
requests for pen register and trap and trace surveillance, and
all reguests for access to certain business records (including
the production of tangible things) under the Act. In addition,
in accordance with Section 6002 of the Intelligence Reform and
Terrorism Prevention Act of 2004, Pub. L. 108-458, I am
submitting herewith the semi-annual report of the Attorney
General also concerning certain activities under and legal
interpretations of the Foreign Intelligence Surveillance Act of
1978, 50 U.S.C. § 1801, et. seg. These reports cover the period
January 1, 2005, through June 30, 2005,

Jailirbyted

o Sincerely,

- m £ VW hscladl,
William E. Moschella
Assistant Attormey General

« Attachments

c¢:  The Honorable John Conyers, Jr.
Ranking Minority Member
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Office of Legislative Affairs

Office of the Assistant Attorney General Washington, D.C. 20530

DEC 2% 00

The Honorable Arlen Specter
Chairman .
Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Mr. Chairman:

Tn accordance with Sections 1826, 1846, and 1862 of the
Foreign Intelligence Surveillance Act of 1978, as amended, I am
submitting herewith the semi-annual reports of the Attormey
General concerning physical searches conducted under the Act, all
requests for .pen register and trap and trace surveillance, and
all requests for access to certain business records (including
the production of tangible things) under the Act. In addition,
in accordance with Section 6002 of the Intelligence Reform and
Terrorism Prevention Act of 2004, Pub. L. 108-458, I am .
submitting herewith the semi-annual report of the Attorney
General also concerning certain activities under and legal
interpretations of the Foreign Intelligence Surveillance Act of
1978, 50 U.S.C. § 1801, et. seqg. These reports cover the period
January 1, 2005, through June 30, 2005.

Sincerely,

Vbl E Vsl
William E. Moschella
Assistant Attorney General

#

. Attachments

c¢c:  The Honorable Patrick J. Leahy
"Ranking Minority Member
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IIS‘DeparhnentofﬁhsEce

Office of Legislative Affairs

‘Office of the Assistant Attorney General ' Washingion, D.C. 20530

DEC 20 005

The Honorable Pat Roberts
Chaizrman
Senate Select Committee on Intelllgence

. United States Senate

Washington, DC 20510
Dear Mr. Chairman:

In accordance with Sections 1808(a), 1826, 1846, and 1862 of
the Foreign Intelligence Surveillance Act of 1878, as amended, I
am submitting herewith the semi~annual reports of the Attormey
General concerming electronic surveillances and physical searches
conducted under the Act, all requests for pen registers and trap
and trace surveillance, and all requests. for access to certain
business records (including the production of tangible. things)
under the Act. 1In addition, in accordance with Section 6002 of
the Intelligence Reform and Terrorism Prevention Act of 2004,
Pub. L. 108-458, I am submitting herewith the semi-annual report
of the Attornmey General also concerning certain activities under
and legal intexrpretations of the Foreign Intelligence .
Surveillance Act of 1978, 50 U.S.C. § 1801, et. seq. These
reports cover the period January 1, 2005, through June 30, 2005.

S,
S

Sincerely,

Vot & Mol

William E. Moschella
Assistant Attorney General

Fd

. Attachments

cc: The Honorable John D. Rockefeller IV™
“Vice Chairman : o
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THE ATTORNEY GENERAL’S SEMI-ANNUAL REPORT
UNDER THE
FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1878, AS AMENDED
BY SECTION 6002 OF THE
INTELLIGENCE REFORM AND TERRORISM PREVENTION ACT OF 2004
December 2005

This report is submitted pursuant to the Foreign
Intelligence Surveillance Act of 1978 (“FISA” or the “Act”), as
amended, 50 U.S.C. §§8 1801 et seq., and covers the period January
1, 2005, through June 30, 2005. (U)

I. Aggregate Number of Persons Targeted for Orders Under the
~ aect (U)

Section 601(a) (1) of FISA requires the Attorney General to
report on “the aggregate number of persons targeted for orders
issued under the Act” for electronic surveillance, physical
search, pen registers, and access to records. FISA defines
“person” as “any individuval, including any officer oxr employee of
the Federal Government, or any group, entity, association,
corporation, or foreign power.” 50 U.S.C. § 1801{m). (U)

" Reason: l.éicz | ———
D Eify on: X1 T
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Section 1: Introduction (U)

This report is submitted pursuant to Sections 108({a}, 306,
406, and 502 of the Foreign Intelligence Surveillance Act of 1978
{(FISA or the Act}, as amended, 50 U.S5.C. §§ 1801-1811, 1821-1829,
1841 -1844, 1861-1862. It covers all electronic surveillance, '
physical searches, pen register/trap and trace surveillance, and
regquests foy access to certain business records for foreign
intelligence purposes conducted under the Act by the Federal
Bureau of Investigation (FBI), and electronic surveillance
conducted by the National Security Agency (NSa), during the
period January 1, 2005, through June 30, 2005. 48}

Out of scepe/non-responsive
W

i

Qut of scope/non-responsive




Case 1:13-cv-01961-KBJ Document 27-4 Filed 12/11/14 Page 7 of 125

. APPROVED FOR PUBLIC RELEASE

‘Out of scope/non-responsive

cC. Pen Registers/Trap and Trace Devices (U)

The aggregate number of persons targeted for orders for pen
registers/trap and trace devices issued under section 402 of the

Act, 50 U.S5.C. § 1842, from January 1, 2005, through June 30,
2005, was at least 130.% {S)

, D. Access to Tangible Things {u)
f

AL
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TOP SECRET//NOFORN/ /X1

business records portion of the combined applications seeks
telecommunications subscriber information for telephone numbers
in conjunction with the Court-auvthorized installation and use of
pen registers/trap and trace devices. -5—

Out of scope/non-responsive

Out of scope/non-responsive

(b} (1), (b) (TXE)
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(b) (1), (b) (7)(E)
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Out of scope/non-responsive
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Qut of scope/non-responsive

R e e e LA™

D. Emergency Surveillance or- Physical Search (U}

During this reporting period, the Attorney General (or -
Deputy Attorney General or Acting Attorney General) authorized
emergency electronic surveillance and/or physical,
to 50 U.sS.C. §§ 1805(f), 1B24(e}, oxr 1843(
These emergency authorizations resulted irk

and two applications for pen register/trap and
trace surveillance.!® Applications or other appropriate
pleadings were filed with the FISC within 72 hours of each
emergency authorization {for electronic surveillance and/or
physical search applications), or within 48 hours (for pen
register/trap and trace applications). The FISC approved all of
the applications and/or accépted the other pleadings. &}

e

Out of scope/non-responsive

o © Qut of scope/non-responsive
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. Out of scope/non-responsive

Out of scope/non-responsive
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As was discussed in the previous semi-annual report, many of
the requests for the production of tangible things pursuant to 50
U.S.C. § 1861 are now being presented to the FISC in a comb:.ned
format with pen register/trap and trace applications. |

Out of scope/non-responsive

L
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Out of scope/non-responsive

(b) (1), (b} (7XE)
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_ Out of scope/non-responsive

: ‘ A
3. ;Ugdate to Incidents Reported in 04-1  {U) ?%

Incident 04-1-4
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Out of scopefnon-responsive

Out of scope/non-responsive

Out of scope/non-responsive
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Out of scope/non-respansive

Qut of scope/non-responsive
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Out of scope/non-respensive
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Incident 05-1-6

- Out of scope/non-responsive
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THE ATTORNEY GENERAL’S REPORT ON
ELECTRONIC SURVEILLANCE AND PHYSICAL SEARCH
UNDER THE FOREIGN INTELLIGENCE SURVEILLANCE ACT

June 2005
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Section 1: Introduction (U)

This report is submitted pursuant to Sections 108(a), 306,
406, and 502 of the Foreign Intelligence Surveillance Act of 1978
(FISA or the Act), as amended, 50 U.S.C. §§5 1801-1811, 1821-1829,
1B41-1846, and 1861-1862., It covers all electronic surveillance,
physical searches, pen register/trap and trace surveillance, and
reguests for access to certain business records for foreign
intelligence purposes conducted under the Act by the Federal
Bureau of Investigation (FBI), and electronic surveillance
conducted by the Natiomnal Security Agency {NSA), during the
period July 1, 2004 through December 31, 2004. {U)

Lut of scope/non-
responsive

i

Out of scope/non-responsive

Qut of scope/non-responsive
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Cut of scope/non-responsive
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Out of scope/non-responsive

D. Emergency Surveillance or Physical Search (U)

During this reporting period, the Attorney General {or
Deputy Attorney General or Acting Attorney General) authorized
emergency electronic surveillance and/or physical search pursuant
to 50 U.5.C. §§ 1805(f), 1824 (e}, or 1843(a)-(b}), 104 times.
These emergency authorizations resulted in EEEESHETS

mtwo applications for pen register/trap and
race survelllance. Applications or other appropriate
pleadings were filed with the FISC within 72 hours of each
emergency authorization (for electronic surveillance and/or
physical search applications), or within 48 hours {for pen
register/trap and trace applications). The FISC approved all of

the applications and/or accepted the other pleadilngs. Sas]

Qut of scope/non-responsive

Out of scope/non-responsive
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Out of scope/non-responsive

G. Pen Register/Trap and Trace Surveillance (U7)

The United States filed 184 applications with the FISC
seeking authorization for the FBI and/or the NSA to conduct pen
register/trap and trace surveillance pursuant to 50 U.S.C.

§§ 1841-1846, as amended. In these 184 applications, 111 United
States persons were the targets of pen register/trap and trace
surveillance.?® (b}(1)

The FISC denied no applications during this
reporting period as they were originally presented. 8Six orders
authorizing pen register/trap and trace surveillance were
modified by the FISC. {5/ STA/ANR)

Cut of scope/non-responsive

L2/ As has been the practice in the past several reports,
this report does not include thumbnail descriptions of U.S.
person targets of pen register/trap and trace surveillance. The
Department notes, however, that all applications for pen
register/trap and trace surveillance concerning U.S. persons
contain a statement describing the factual circumstances
demonstrating to the FISC why the related foreign
counterintelligence investigation iz not based solely on
.activities protected by the First Amendment to the Constitution,
in accordance with FISA. {5}
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Qut of scope/non-responsive

Out of scope/non-responsive

Out of scope/non-responsive
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TOR-SECRET/HCOMIND//NOFOR/ /X1

Incident 04-1-19

Out of scope/non-responsive

Ineident 04-1-22  [U)
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Incidnt 0425

Out of scope/non-respaonsive
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Incident D4-2-10

Out of scope/non-responsive
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Semi Annual Report

to the Congress on Electronic Surveillance and Physical Search

--Under the Foreign Intelligence Surveillance Act

Decembér 2006

Tab 1

Tab 2

Tab 3

Tab 4

Tab 5

Unannotated Version

Semi Annual Report

Transmittal Letters to the Senate and House Select
Intelligence and Judiciary Committees

‘Semi Annual Report on Physical Search

Semi Annual Report on Pen Registers/Trap and Trace

~ Intelligence Reform and Terrorism Prevention Act of 2004

(IRTPA)



Case 1:13-cv-01961-KBJ Document 27-4 Filed 12/11/14 Page 42 of 125



Case 1:13-cv-01961-KBJ Document 27-4 Filed 12/11/14 Page 43 of 125



Case 1:13-cv-01961-KBJ Document 27-4 Filed 12/11/14 Page 44 of 125



Case 1:13-cv-01961-KBJ Document 27-4 Filed 12/11/14 Page 45 of 125



Case 1:13-cv-01961-KBJ Document 27-4 Filed 12/11/14 Page 46 of 125
APPROVED FOR PUBLIC RELEASE

THE ATTORNEY GENERAL'S SEMI-ANNUAL REPORT
UNDER THE
FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978, AS AMENDED
' BY SECTION 6002 QF THE
INTELLIGENCE REFORM AND TERRORISM PREVENTION ACT OF 2004
December 2006

This report is submitted_pursuant to the Foreign Intelligence
Surveillance Act of 1378 ("FISA" or the "Act"), as amended, 50 U.S5.C.

8§ 1801 et seq., and covers the period January 1, 2006, through June

30, 2006.  (U)

I. Aggregate Numher of Persons Targeted for Orders Under the
Act (U)

Section 601{a){l} of FISA requires the Attorney General to
report on "the aggregate number of persons targeted for orders issued
under the Act” for electronic surveillance, physical search, pen
registers, and access to records. FISA defines “person” as "any
individual, including any officer or employee of the Federal
Government, or any group, entity, association, corporation, or
foreign power.” 50 U.S.C. § 1801(m). (U) '

e
Classtfied by: James A. Baker, Coigzgézﬁ/f,,ﬂf
or Intelligence Policy, Q0Fffice of

Intetiigence Reticy and Review
National-Sécuxrity Divigion

T Department or-Jugtice
1.4{c)
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Qut of scope/non-responsive

C. Pen Registers/Trap and Trace Devices (U)

The aggregate number 0f persons targeted for orderg for pen
registers/trap and trace devices issued under section 402 of the
Act, 50 U.S5.C. § 1842, from January 1, 2006, through June 30, 2006,
was at least 104.% —4&5 ‘

Out of scope/non-responsive

Qut of scopalronecesponsh.

Gimdeimrt The business records portion of the combined applications seeks
telecommunications subscriber information for telephone numbers in
conjunction with the Court-authorized installation and use of pen
registers/trap and trace devices. 18}

1 Of these, : ~d in pen register/trap and trace
applications, (b) (1) . in combined pen register-trap and
trace/business records applications, andb) (1), (b) (7YE)b) (1), (b} (7)(E) in both pern
register/trap and trace applications and combined pen register-trap and
trace/business records applications. —+&94—

? Df these, t?) 1).@)11 (b) ﬂ)ﬂ?) (.UQ?.M‘I)_“ - combined pen register-trao and

trace/business records applications, (b) (1), (b) (7)}E) ‘ is
a combined pen register-trap and

trace/business records application and a business records application. A&+
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Section 1: Introductiom (U}

This report is submitted pursuant to Sections 108{a), 306,
406, and 502 of the Foreign Intelligence Surveillance Act of
1978 {FISA or the Act), as amended, 50 U.S.C. §§ 1801-1811,
1821-1829, 18B41-1846, 1861-1B62. It covers all electronic
surveillance, physical searches, pen register/trap and trace
surveillance, and requests for access to certain business
records for foreign intelligence purposes conducted under the
Act by the Federal Bureau of Investigation (FBI), and electronic

I~k £ OnNc G -y al= 1\ b

during the period January 1, 2006,

Qut of scope/non-responsive
w
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Out of scope/non-responsive
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Out of scope/non-responsive

Out of scope/non-responsive

(U}
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Out of scope/non-responsive

G. Pen Register/Trap and Trace Surveillance (1J)

During this reporting period, the United States filed 120
applicationsg with the FISC seeking authorization for the FBI
and/or the NSA to conduct pen register/trap and trace
surveillance pursuant to 50 U.S.C. §§ 1841-1846, as amended.
In these 120 applications, at least 49 United States persons
were the targets of pen register/trap and trace surveillance.!?

The FISC denied no applications, as they were originally
presented, during this reporting period. Five orders
authorizing pen register/trap and trace surveillance were

modified by the FISC. A45)

Out of scope/non-responsive

13 A5 has been the practice in the past several reports, this report
does not include thumbnail descriptions of U.S. person targets of pen
register/trap and trace surveillance, The Department notes, however, that
all applications for pen register/trap and trace surveillance concerning U.3S.
persons contain a statement describking the factual circumstances
demonstrating to the FISC why the related foreign counterintelligence
investigation is not based solely on activities protected by the First
Amendment to the Constitution, in accordance with FISA. —+&5-
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Qut of scope/non-responsive

] QOut of scope/non-responsive
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As was discussed in previous semi-annual reports, many of
these requests for the production of tangible things pursuant to
50 U.S.C. § 1861 were presented to the FISC in a combined format
with pen register/trap and trace applications. Because of that
combination, the number of requests for the production of
tangible things increased in past semi-annual reports because

=1
the practice of £iling combined business record and—pen

register/trap and trace applications continued. s}

As noted above, however, on March. 9, 2006, 50 U.S.cC.
§§ 1861 and 1842 were amended. See UsSA PATRIOT Improvement and
Reauthorization Act of 2005, Pub. L. No. 109-177 {(March 9, 2006).
As part of the revisions, 50 U.S.C. § 1842 (the FISA Pen
Register provision}) was amended to include telephone subscriber
data as part of the information that must be disclosed by the
wire or electronic communication service upon request of the
Department through a pen register or trap and trace device.
Because of this amendment to the statute, the Department
anticipated in the last Semi-Annual Report that the number of
requests for production of tangible things pursuant to Section
215 would decrease in future reporting perieods. 1In the last
reporting period, there were 78 requests for the production of
tangible things pursuant to 50 U.S.C. § 1861, compared to 38
requests during this reporting period. The Department
anticipates that the number of requests for production of
tangible things pursuant to Section 215 will continue to decline
in future reporting periods. —~A8— .

E. Scope of FISC’s Jurisdiction (U}
In connection with combined applications for authority to
install and use pen registers and trap and trace devices and

obtain business records under FISA, QIPR has sought, and the
FISC has granted, db)(1). (b)(7XE) , e el

- Cotem— g
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Out of scope/hon-responsive
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Out of scope/non-responsive

Incident 05-1-6 (U)

e ——

Out of scope/non-responsive




Case 1:13-cv-01961-KBJ Document 27-4 Filed 12/11/14 Page 63 of 125
. APPROVED FOR PUBLIC RELEASE

Out of scope/non-responsive

Incident 05-2-13  (U)

Out of scope/non-respensive
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Out of scope/non-responsive

Incident 06-1-7

Qut of scope/non-responsive
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Out of scope/non-responsive
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U.S. Department of Justice '

Office of Legislative Affairs

Wa:slxington, D.C. 20530

JUL 20 2006

The Honorable Pat Roberts

Chairman -
Senate Select Committee on Intelligence
~ United States Senate

Washington, DC 20510

Dear Mr. Chairman:

In accordance with Sections 1808(a), 1826, 1846, and 1862 of the Foreign ntelligence
Surveillance Act of 1978, as amended, I am submitting herewith the semi-annual reports of the Attorney
General concerning electronic surveillances and physical searches conducted under the Act and all '
requests for pen registers and trap and trace surveillance under the Act. In addition, in accordance with
Section 6002 of the Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. No. 108-458, I
am submitting herewith the semi-annual report of the Attorney General also concerning certain activities
under and legal interpretations of the Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. § 1801,

gt. seq. These reports cover the period July 1, 2003, through December 31, 2005.

‘We appreciate your flexibility in working with the Department in connection with the filing of

this semi-anmual report while the offices involved in the preparation of the report were chsplaced from
the Main Justice Building as of June 26, 2006 due to flooding.

Sincerely,

l/,,,(,a. E Vst

William E. Moschella
Assistant Attorney General

Attachments

ce: The Honorable John D. Rockefeller IV
Vice Chairman

UNCLASS]FIED WI-IEN ATTACHM_ENTS A_R.E REMOVED
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U.S. Department of Justice

Office of Legislative Affairs

Washington, D.C, 20530

JUL 20 2006

The Honorable Arlen Specter
Chairman

Committee on the Judiciary
United States Senate
Washington, DC 20510

Dear Mr. Chairman:

In accordance with Sections 1808(a), 1826, 1846, and 1862 of the Foreign Intelligence
Surveillance Act of 1978, as amended, I am submitting herewith the semi-anpual reports of the Attorney
General concerning electronic surveillances and physical searches conducted under the Act and all
requests for pen registers and trap and trace surveillance under the Act. In addition, in accordance with
Section 6002 of the Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. No. 108-458, I
am submitting herewith the semi-annual report of the Attorney General also conceming certain activities
under and legal interpretations of the Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. § 1801,
et. seq. These reports cover the period Tuly 1, 2005, through December 31, 2005.

We appreciate your flexibility in working with the Department in connection with the filing of
this semi-annual report while the offices involved in the preparation of the report were displaced from
the Main Justice Building as of June 26, 2006, due to flooding.

Sincerely,

M { . Mosum
William E, Moschella
Asgistant Attorney General

Attachments

cc: The Honorable Patrick J. Leahy
Ranking Minority Member

() F) [) (A2 NI LIS

UNCLASSIFIED WHEN ATTACHMENTS ARE REMOVED
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U.S. Department of Justice
Office of Legislative Affairs

Washington, D.C. 20530

JUL 20 2006

The Honorable F. James Sensenbrenner, Jr.
Chairman

Cormnmittee on the Jud1c1ary

U.S. House of Representatives
Washington, DC 20515

Dear Mr. Chairman:

In accordance with Sections 1826, 1846, and 1862 of the Foreign Intelligence Surveillance Act of
1978, as amended, [ am submitting herewith the semi-annual teports of the Attorney General concemning
physical searches conducted under the Act and all requests for pen register and trap and trace
surveillance under the Act. In addition, in accordance with Section 6002 of the Intelligence Reform and
Terroristn Prevention Act of 2004, Pub. L. No. 108-458, I am submitting herewith the semi-annual
report of the Attorney General also concerning certain activities under and legal interpretations of the
Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. § 1801, et. seq. These reports cover the period
July 1, 20035, through December 31, 2005.

We appreciate your flexibility in working with the Department in connection with the filing of

this semi-annual report while the offices involved in the preparation of the report were displaced from
the Main Justice Building as of June 26, 2006, due to flooding.

Sincerely,

WNU_' E : Ma&d,,lé.
William E. Moschella
Assistant Attorney General

Attachments

cc: The Honorable John Conyers, Jr.
Ranking Minority Member

UNCLASS[FIED WHEN ATTACI—IMENTS ARE REMOVED
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U.S. Department of Justice

Office of Legislative Affairs

Washington, D.C. 20530

JUL 20 2006

The Honorable Peter Hoekstra

Chairman

Permanent Select Committee on Intelligence
U.S. House of Representatives

Washington, DC 20515

Dear Mr. Chairman:

~ In accordance with Sections 1808(a), 1826, 1846, and 1862 of the Foreign Intelligence
Surveillance Act of 1978, as amended, I am submitting herewith the semi-annual reports of the Attorney
General concerning electronic surveillances and physical searches conducted under the Act and all
requests for pen registers and trap and trace surveillance under the Act. In addition, in accordance with
Section 6002 of the Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. No. 108458, I
am submitting herewith the semi-annual report of the Attorney General also concerning certain activities
under and legal interpretations of the Foreign Intelligence Surveillance Act of 1978, 50 U.8.C. § 1801,
et. seq. These reports cover the period July 1, 2005, throngh December 31, 2005.

We appreciate your flexibility in working with the Department in connection with the filing of

this semi~annual report while the offices involved in the preparation of the report were displaced from
the Main Justice Building as of June 26, 2006, due to flooding.

Sincerely, |

Wlde € Moscl e

William E. Moschella

. Assistant Attorney General
Aftachments
ce: The Honorable Jane Harman

Ranking Minority Member

T .

S ARE REMOVED

IFIED WHEN ATTACHMENT
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THE ATTORNEY GENERAL’S SEMI~ANNUAL REPORT
UNDER THE
FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978, AS AMENDED
BY SECTION 6002 OF THE
INTELLIGENCE REFORM AND TERRORISM PREVENTION ACT OF 2004
June 2006

This report is submitted pursuant to the Foreign
Intelligence Surveillance Act of 1978 (“"FISA“ or the “Act“), as
" amended, 50 U.S.C. §§ 1801 et seqg., and covers the period July 1,
2005, through December 31, 2005. (U}

I. Aggregate Number of Persons Targeted for Orders Under the
Act (U}

Section 601(a){1l) of FISA requires the Attorney General to
report on “the aggregate number of persons targeted for orders
issued under the Act? For electronic surveillance, physical
search, pen registers, and access to records. FISA defines
“person” as “any individual, including any officer or employee of
the Federal Government, or any group, entity, associatiomn,
corporation, oxr foreign power.” 50 U.S5.C. § 1801 (m}. {U)

(b) (1), (b} (7)(E)

B
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Section 1: Introduction (U)

This report is submitted pursuant to Sections 108({a), 306,
406, and 502 of the Foreign Intelligence Surveillance Act of 1978
(FISA or the Act), as amended, 50 U.S.C. §§ 1801-1811, 1821-1829,
1841-1846, 1861-1852. It covers all electronic surveillance,
physical searches, pen register/trap and trace surveillance, and
requests for access to certain business records for foreign
intelligence purposes conducted under the Act by the Federal
Bureau of Investigation {(FBI}, and electronic surveillance
conducted by the National Security Agency (NSA), during the
period July 1, 2005, through December 31, 2005. &+

Out of scope/non-responsive
W

Out of scope/non-responsive
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Out of scope/non-responsive

C. Pen Registers/Trap and Trace Devices {(U)

The aggregate number of persons targeted for orders for pen
registers/trap and trace devices issued under section 402 of the
Act, 50 U.8.C. § 1842, from July 1, 2005, through December 31,
2005, was at least 138.! (5}
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Out of scope/non-responsive

IV. Summary of Significant Legal Interpretations (U}
(b) (1)

(b} (1). (b} (7XE)
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V. Copies of Decisions or Opinions (U}

There was one decision or opinion of the Court or the Court
of Review that included significant construction or
interpretation of the provisions of the Act issued during the
period from July 1, 2005, through December 31, 2005. A redacted
copy of this opinion is attached to this report. 4&r .
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Qut of scope/non-responsive

[+3=]
ic

D. Emergency Surveillance or Physical Search (U)

During this reporting period, the Attorney General (or
Deputy Attorney General or Acting Attorney General) authorized
emergency electromnic surveillance and/or physical search pursuant

to 50 U.S.C. §§ 1805(f), 1824(e), or 1843{a)-(
These emergency authorizations resulted in

zero applicatlons for pen register
Applications or other appropriate

trace survel.
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Out of scope/non-responsive

31

Inocident 04-1-22
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Out of scope/non-responsive

Incident Q5-1-5
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Incident 05-2-13
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THE ATTORNEY GENERAL’S REPORT ON
ELECTRONIC SURVEILLANCE AND PHYSICAL SEARCH
UNDER THE FOREIGN INTELLIGENCE SURVEILLANCE ACT

December 2007




Case 1:13-cv-01961-KBJ Document 27-4 Filed 12/11/14 Page 100 of 125

APPROVED FOR PUBLIC RELEASE

Section 1l: Introduction (U}

This report is submitted pursuant to Sections 108(a}, 306,
406, and 502 of the Foreign Intelligence Surveillance Act of 1978
({FISA or the Act), as amended, 50 U.S.C. §§ 1801-1811, 1821-1829,
1841-~1846, 1861-1862. It includes information concerning
electronic surveillance, physical searches, pen register/trap and
trace surveillance, and requests for access to certain business
records for foreign intelligence purposes conducted under the Act
by the Federal Bureau of Investigation (FBI), the National .
Security Agency (NSA), and/or the Central Intelligence Agency (CIA)
during the period January 1, 2007, through June 30, 2007.%
Consistent with the Department of Justice’s efforts tco keep the
Congress fully informed about its FISA activities in a manner
consistent with the national security, this report contains
information beyond that required by the statutory provisions set
forth above. In addition to submitting this semi-annual report,
the Intelligence Community and the Department provide information
to the Congress concerning significant intelligence activities
conducted under FISA in a manner consistent with the National

Security Act. —{F&)-

Out of scope/non-responsive
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Out of scope/nan-responsive

2 gome of the individuals listed below, however, may be current targets

of Court-authorized pen register/trap and trace surveillance. (U}
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Out of scope/non-responsive

G. Pen Register/Trap and Trace Surveillance (U)

During this reporting period, . the United States filed 117
applications with the FISC seeking authorization for the FBI
and/or the NSA to conduct pen register/trap and trace
surveillance pursuant to 50 U.S5.C. §§% 1841-1846, as amended.
In these 117 applications, at least 50 United States persons
were Lhe Ltargets of pen register/Lrap and Lrace surveillance.
b
%ée FISC denied no applications, as they were originally
presented, during this reporting period. Ten orders
authorizing pen register/trap and trace surveillance were
modified by the FISC. A5+

Out of scope/non-responsive
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IV. Judicial Assessment and Other Oversight Matters (U)

A. FISC Modifications of Orders (U)

Out of scope/non-responsive

(b) (1), (b) (7)(E)

Out of scope/nan-responsive
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THE ATTCRNEY GENERAL’S REPORT ON
ELECTRONIC SURVEILLANCE AND PHYSTCAL SEARCH
UNDER THE FOREIGN INTELLIGENCE SURVEILLANCE ACT

June 2007
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Section 1: Introduction (U)

This report is submitted pursuant to Sections 108({a), 306,
406, and 502 of the Foreign Intelligence Surveillance Act of 1378
(FISA or the Act), as amended, 50 U.S.C. §§ 1801-1811, 1821-1829,
1841-1846, 1861-1862. It includes information concerning
electronic surveillance, physical searches, pen register/trap and
trace surveillance, and requests for access to certain business
records for foreign intelligence purpocoses conducted under the Act
by the Federal Bureau of Investigation (FBI), the National
Security Agency (NSA), and/or the Central Intelligence Agency (CIA)
during the period July 1, 2006, through December 31, 2006.°
Consistent with the Department of Justice’s efforts to keep the
Congress fully informed about its FISA activities in a manner
consistent with the national security, this report contains
information beyond that required by the statutory provisions set
forth above. In addition to submitting this semi-annual report,
the Intelligence Community and the Department provide information
to the Congress concerning significant intelligence activities
conducted under FISA in a manner consistent with the National
Security Act. 485

Qut of scope/non-responsive
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Out of scope/non-responsive

1 gome of the individuals listed below, however, may be current targets
of Court-authorized pen register/trap and trace survelllance. (U}
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Out of scope/non-responsive

Out of scope/non-tesponsive

G. Pen Register/Trap and Trace Surveillance (U)

During this reporting period, the United States filed 98
applications with the FISC seeking authorization for the FBI
and/or the NSA to conduct pen register/trap and trace
surveillance pursuant to 50-U.S.C. §§ 1841-1846, as amended.
The FISC denied no applications, as they were originally
presented, during.this reporting period. Eighteen orders
autherizing pen register/trap and trace surveillance were
modified by the FISC. &4

Out of scope/non-responsive
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C. FISC Modifications of Orders (U)

As reported in previous semi-annual reports, 1n some cases
considered by the FISC during the time period covered by this
Semi-Annual Report, the FISC has modified orders submitted by
the government. Substantive changes (not technical corrections)
to orders, are usually handwritten but sometimes are issued as a
separate amendment or addendum to an order. The changes made by
FISC judges during the period covered by this report include:

Out of scope/non-responsive

(b) (1), (b) (7)(E)

Out of scope/non-responsive

(b) (1), (b) (7X(E)

Cut of scope/non-responsive
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the FISC in a combined format with pen register/trap and trace
applications. Because of that combination, the number of
requests for the production of tangible things increased in past
semi-annual reports because the practice of filing. combined
business record and pen register/trap and trace applications
continued. —&F—

Out of scope/non-responsive

Out of scope/non-responsive
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Out of scope/non-responsive

I.. FISA Process Improvements (U)

Out of scope/non-responsive

In addition to the changes to the FISA process made at the
Attorney General’s April 2004 direction referenced in prior
semi-annual reports, OIPR continues to seek ways to further
improve the processing of FISA requests. In particular, and in
response to OIPR’s growing number of attorneys, as was reported
in previous semi-annual reports, OIPR reorganized in November
2004 into sections that reflect the current nature of FISA work
and to a significant degree mirror the FBI's internal
organization. OIPR’s current reorganization is discussed below
in Part M. (U
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TOP SECRET//COMINT//NOFORN , ORCON

5. Update to Incidents Reported in 06-1 (U)

Qut of scope/non-responsive

Incident 06-1-7 (U)
(b) (1), (b) (TXE)
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Incident 06-1-12 {U)
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