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(0)(0) , (b ( (e) 

January 10"', 20 13 

Family Policy Compliance Office 
US Department of Education 
400 Maryland Avenue, SW 
Washington, D,C, 20202-8520 

My name is b)(6); (b)(7 and I teach at two local colleges. J have a FERPA dilemma that needs to be 
solved. 1 have a aIr y good grasp on FERPA requirements and knows what not to do to stay within the 
guidelines. 

My question pertains 10 s ign-in sheets. Fo r starters, I know beller Ihan to pass around a pre-printed 
sheet to my class with the students names along: with other idcntirying information such CIS SSN or I D 
numbers. That is a d ear violation. Some of my colleagues believe that llsing a sign-in sheet with on ly 
rhe students names (Wilh no othe r identify ing materia\) is a vioiHlion. The students then sign by their 
mHn~s and pass the sheel onward during the class lecture. Does thi s scenario violate FERrA? <. 

You may reach me by the above infomlation or send an email tdJC(b~J (~6~) ~(b~)(7~(CSJC:::===JII thanks you for 
yuur ti me. 1.,;. 

Sincerely, 
l'o)(cJ, (bJ( (c) 
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August 1, 2013 

u.s. Dept of Education 
400 Maryland Ave SW 
Washington DC 20202 
Attention of: Family Policy Compliance Office 

To whom it may concern, 

I am writing to file a complaint on behalf of any and all students at l(b)(6); (b)(7(C) land the 
l(b)(6); (b)(7(C) I whose work and personal details have been posted, without their 
expressed consent, in a Yahoo supported public forum by Professorlrb)(6J (b)(7(cl This forum is called 

Icb)(6j; (b)(7(C) IStudies. The link to this forum ist(b)(6); (b)(7(C) 

Professorl(b)(6); (b)(7( I who teaches philosophy and religious studies at both of the aforementioned 
college has posted repeatedly and for over a decade links to his students' work which I understand are 
repeated violations of FERPA. My concern is that since my own personal information has been posted in 

.that forum without my consent, this includes my address and full name and identifying information, that 
this professor has demonstrated a complete lack of regard for the privacy of others. I am asking that the 
u.s. Dept of Education please look into this matter in order to protect the rights and privacy of past, 
present, and future students of Professon(b)(6); (b)(7( L l(b)(6); (b)U(C) ~tudies is an unmoderated forum. 

Just a few of the links, this is not a totalizing list, I've seen Professorl(b)(6) (b)(7( I post in his forum of 
student's work includes: 

b)( ); (b)( (v) 

and he has also posted students' names in his forum as well as the classes they were taking from him 
which troubles me after now having had my own personal information and personal emails posted 
(again without my consent) in his public forum. 

I wish to remain anonymous as I need to protect my family and myself from any harm that might result 
from my complaining to the Dept of Education as initiated by ProfessorllbJ(6J Iblm I. And as I am not a 
wealthy person if he were to attempt to initiate a lawsuit against me from bringing this matter to your 
department's attention I am not in a position to hire an attorney at present. 

Thank you for your time and consideration of this matter. 
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Aug ust 28 , 2013 

M
~'ECEIVE~ 

~~~~~~~~~==============~~ SEPt2%13 
FERPA Violations at (b){ ): (b) ( ) (b)(). LV 

{b){J{l{) 
BY:_ 

The fcllow ing v i olat ion s have been and CO:ltin ue to b e d one a ~ a 
t;raduC:lte schoo) for nat ional securi ty ano inte r national r elilt i ons i :1 

1(6)(6). (b)(7(C) 

There has bee n a llllo~t no FERrA tra ining for Iml!l s t a f f until spring 2013 
and a fe w sta f f me mbers and the majo r i ty of ': h e fac ili t y did not complete 
the compute r tra ining session, includir.g t he p residenL. 

for years admi ssi ons applicant reco .:- ds h a ve no t:. been ma naged properly 
(go.ing back to 2 000 and beyond) 

• Admissions Office: 
Door is l eft o pen and ur:guarded wi.th eas y acc ess La admiss ions 

reco rd s 
Door is l eft u n locked at times 

• Admiss i ons applica~t files : 
~acul ty h ave ta ken record~ home a nd on r ec rui t ing tr i ps to 

read 

Recrui ti n g s t a ff "",ith desks i r. hallway ilrea l eave folder s open 
0 :"1 Lhe i r des k when t h ey l e,we a: nigr.t., They d o not c over: t h e 
i nformat ton and pu t awa y , Social Secur.it.y n umbe r s and o ther 
se nsi t ive info rmation are lef:: f or anyon e t o see a n d /or to.ke. 

Admi.'3s ions faxes: 
Fax ma c hir: e is in ope n area and incoming 

fa xe s with stud e nt info, especially sccial security numb e rs and medica l 
in formation, t ,ave been left. on rnachi~e for. a ll to Sl2t~ and anyone to t.3 :;'-.e 

Student dOCUIllc nts are not kep t in fire proo f c abin e ts, as required 
'uy FER!?" . . 

Pres iden t r evea l ed a s L.:.denl's naTlle and mi l itary r ank :'n a n 
ema i l t ha t was c i r culated ':0 i lLd i vid lla l s ou t side o f the scope 
o f .'fERPA l aw 

May 2 0 13 - m rounder and President r efe r e nc ed a stude nt by 
specifir.a l ly stat ing his name a nd rank. direct l y af t er. see ki n g lega l 
cour:sel who g ave him speci fic lega l.. advi~e to t he con trary . He was devi sed 
to t:.se "the studen t: in question ... .. • or such . He blat a n tl y d is r ega,rded 
counsel a nd within h o urs sen t the e ma il with pe r sonal inf o rmation . 'f:-,e 
ac!:ions of the Presi dent e ndangered -:he :nilita r y ca r e er of sa i d o f f icer 
anti has yet to be resolved. 
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• mITD regular~y provides se~sitive personal information abo~t 
stude~ts to t~ird parties and third par~y vendors without any 
signed privacy agreement. 

• 

• 

• 

• 

There arc no written dis8iplina:::-y procedures that address FERl'A 
violations. I had to personally address a number of FERPA 
violations on my own. Svery violation \'.'as down pJ.ayed and was not 
addressed at a managemen~ level. 

There is no procedure for disposing of student information. I found 
personal sludent in::'ormation going back as far as 5 years, in ar. 
old file cabinet in a~ un] ocked storage roo:r .. 

There is no manageraer:t of Data custodians 

Ttere are no procedures for data breaches even though we havc 
servers that are onsite in an 'c.:.rlocked room. The room can not be 
locked because the room does not circulate air and a closed door 
•. ,'Quld ove::-2 oad and overheat t:"c servers. Many days the sIT.okers in 
the office leave the back doo~ ajar, w~ich give direct access to 
the server room without entering c:he front. door. 

Overview, t.here are no policies or procedures in place to be compliant 
l...-i.th FERPA law. 
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August 27, 2013 

COMPLAINT UNDER THE FAMILY EDUCATIONAL 
RIGHTS AND PRIVACY ACT ("FERPA") AND THE PROTECTION OF 

PUPIL RIGHTS AMENDMENT ("PPRA") 

To: Family Policy Compliance Office 

U.S. Department of Education 

400 Maryland Avenue S.W. 

Washington, D.C. 20202-4605 

~ECEIVE~ 

BY:. 

RE: School in Violation ofFERPA and The Protection of Pupil Rights 

Amendment 

Complainant Information: 
This complaint is brought by b)() (b)(7( ) on behalf of her son ~ 

l(b)(6) (b)(7(C) I who attends the"'(b;;;)(") "'(b")("'( 'T) ------'---, a I!~!~! (b) ISchool with 

multiple campuses in Arizona. 

Complainant: 

Phone Number: 

Complainant Email Address: 

Recipient Infonnation 

School: 
School's Address: 

School Administrator: 

Phone Number 

Preliminary Statement 

b)(b); (b)(7(G) 

b)(b) (b)(I(e) 

I. This Complaint is filed pursuant to The Family Educational Rights and 

Privacy Act ("FERP A") and The Protection of Pupil Rights Amendment 

("PPRA") and the implementing regulations set forth therein. 34 C.F.R. § 

99, and 34 CFR Part 98, et. Seq. 
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The Familv Educational Rights and Privacy Act ("FERPA") 
2. Recipient, j(~)~) (b) I provided a basic notification regarding FERPA, however 

the notification did not comply with the procedural mandates of 34 C.F .R. § 
99. As such, J believe l(b)(6) I violated the requirements of FERPA as 
indicated below: 

a. l(b)(6) I provides a notification that tells parents that we have the right 
to inspect records, however the notification never provides parents 
the procedures we must use to exercise our right to inspect and 
review education records. 

b. l(b)(6); (b) I notification says that parents can request an amendment to 

student records, however the notification never provides the 
procedures parent's must use for requesting amendment of our 

children's records, if we believe the records are inaccurate, 
misleading, or otherwise in violation of our child's privacy rights. 

c. l(b)(6 ) I has a routine practice of disclosing education records to a 
wide variety of people. Based on discussions with the school at a 
recent meeting, they believe any person they deem appropriate can 
receive my child's educational records. Tbese parties include school 
administration, District Administration, other school employees who 
are not my child's teachers, cafeteria workers, office staff as well as 
consultants. I am very concerned because I do not believe many 
every District employee has a legitimate educational interest in my 
child's records. 

d. l(b)(6); (b) Is notification states they can disclose records to people with a 

legitimate educational interest, however l(b)(6) I has failed to specify 
a criteria for determining who constitutes a school official and what 
constitutes a legitimate educational interest prior to disclosing 
educational records protected under FERP A. Without designating 
who is a school official and what constitutes a legitimate educational 
interest, I believe they arc violating my rights through their continual 
disclosure. 

2 
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child's educational records to these third parties may not comply with 
FERP A regulations. 

11. In addition, over the past year l(b)(6) I has completed survey's and collected 
infonnation about my children. I am concerned that this information has 

been used in their marketing and sales efforts. 

F or all of the reasons above, I am requesting a full investigation of the l(b)(6); (b)(7(C) I 
fb)(6) (b)U(t) Ito determine if it is complying with the mandates of FERP A 
and the PPRA. 

Corrective Action Requested 

I am seeking the following relief from the FPCO: 

1) Take actions that require l(b)(6) I to immediately: 

a. Provide annual notification to parents of students currently in 
attendance, or eligible students currently in attendance, of their 

rights under FERP A and the PPRA. 

b. NotifY parents of their right to inspect and review their ehild(ren)'s 

education records. 

c. Notify parents of their right to seek amendment of their child(ren)'s 
records if thcy believe the records are inaccurate, misleading, or 
othenvise in violation of their child's privacy rights. 

d. NotifY parents of their right to objcct to the disclosures of personally 
identifiable information contained in their child(ren)'s education 
records. 

c. Establish specific criteria for determining who is considered a school 
official and what constitutes a legitimate educational interest. 

f. Establish a written poliey that identities how parents can amend 

education records. 

6 
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g. Rescind its current policy that refuses to allow parents to obtain 
copies of records and insists that records can only be viewed at the 

district office. 

Provide parents who currently have children enrolled in its schools, 

as well as parents who have children who were previously enrolled 
in its schools, with the opportunity to obtain a copy of their child's 
student records at no cost to the parent. 

h. Require l(b)(6) I to develop policies, in consultation with parents, 
regarding the PPRA and how they will conduct protected surveys or 
how they will collect, disclose or use personal information they 
obtain ITom students for sales and marketing. 

1. Require l(b)(6) Ito provide notice to parents of their right to opt their 
children out of protected information surveys. 

J. Require l(b)(6) Ito provide notice to parents of their right to opt their 
children out of activities involving collection, disclosure, or use of 
personal information for marketing or to sell or otherwise distribute 
the information to others. 

k. Withhold further payments under any applicable program until 
l(b)(6) I comes into compliance. 

1. Any other remedy that thc FPCO deems necessary to ensure l(b)(6) 

is compliant with The family Educational Rights and Privacy Act 
("FERPA") and The Protection of Pupil Rights Amendment 
("PPRA") and the implementing regulations set forth therein. 34 
C.F.R. § 99, and 34 CFR Part 98, et. Seq. 

Respectfully submitted this 27'" day of August, 2013. 
') -, 

b)(b); (b)(7(G) 

7 
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Family Policy Compliance Office 
U.S . Department u f Education 

400 Maryland Avenue, SW 
Washington, D.C. 20202 

Phon.: 202 ·260·3887 
Fax: 202·260· 9001 

Complaint of PPRA violation. 

DEC 23 2013 

c) The Secretary designates the Office of Administrative Law Judges to act as the Review Board 
required under the Act to enforce the Act with respect to all applicable programs. The tenn applicable 
program is defined in section 400 of the General Educat ion Provisions Act. 

34 CoF.R. § 99.60 

The Secretary proposes to amend the regulations implementing section 444 of the General Education 
Provisions Act, which is also known as the Family Educational Rights and Privacy Act of 1974, as 
amended (FERPA). These proposed amendments arc necessary to ensure that the Department's 
implementation of FERPA continues to protect the privacy of education records, as intended by 
Congress, while allowing for the effective use of data in statewide longitudinal data systems (S LOS) as 
envisioned in the America Creating Opportunities to Meaningfully Promote Excellence in Technology, 
Education, and Science Act (COMPETES Act) and fu rthermore supported under the American 
Recovery and Reinvestment Act of 2009 (ARRA). Improved access 10 data contained within an SLDS 
will fac ilitatc States' ability to evaluate education programs, 10 build upon what works and discard what 
does not, to increase accountability and transparency, and to contribute to a culture of innovation and 
continuous improvement in education. 

Family Educational Rights and Privacy, 76 FR 19726· 0 1 

During the week of November 3- 10, 201 3 my children were taken out of lunch at,LE.:.)',-'),-: (b:.,:;.)(7..:(C..;)",-.,,_--, 
b)( ). (b) ( ) ehool b)(). (b) ( ) and questioned by the 
school social wo rke )(). l) ( ) (slate license number (bIt ): (b) ( ) 

Authorized Representative (§§ 99.3, 99.35) 

Statute: Section, (b)(I )(C), (b)(3) and (b)(5) of FERPA (20 u.s.c. 1232g(b)( I )(C), (b)(3) , nd (b)(5)) penni! 
educational agencies and institutions nonconsensually to disclose PH to "authorized representatives" of State and 
lo..:a1 educational authorities, the Secretary, the Attorney General of the United States, and the Comptroller 
General of thc United States. as may be necessary in connection with the audit, evaluation, or the enforcement of 
Federal legal requirements related to Federal or State supported L-ducation programs. The statute does not defi ne 
the term aulhorized representative. 

Fami ly Educational Rights and Privacy, 76 FR 19726-0 1 

epic.org 14-04-15-ED-FOIA-20150416-Release 000053



34 C.F. R. § 100. 1 
~ 100. 1 Purpose. 

The purpose of this pan is to effectuate the provisions of title VI of the Civil Rights Act of 1964 (hereafter 
referred to as the "Act") to the end that no person in the United States shall; on the ground afrace, color, or 
national origin, be excluded from participation in, be denied the benefits of, or be othcIVIise subjected to 
discrimination under any program or activity receiving federal financial assistance from the Department of 
Education. 

(Authority: Sec. 601, Civil Rights Act of 1964; 78 Sial. 252; 42 Li .S.C. 2000d) 
SOURCE: 45 FR 30918, May 9, 1980, unless otherwise noted. 
AUTHORITY: Sec. 602, 78 Stat. 252; 42 U.S.c. 2()(X)d- l , unless otherwise noted 

34 C.F.R. § 100.1 

The Federal Government must hold itself to at least I the same principles ofnondiscrirrtination in educational 
opportunities as it applies to the education programs and activities of State and local governments, and to private 
insti tutions receiving Federal financial assistance 

42 U.S. CA. § 2000d (West) 

. Existing laws and reguJati(ms prohibit certain forms of discrimination in Federally conducted education and 
training programs and activities--including discrimination againstpcoplc with disabilities, prohibited by the 
Rehabilitation Act of 1973, 29 U .S.C. 701 et seq 

42 U.S.CA § 2000d (West) 

Through this Executi ve Order, di scrimination on the basis of race, sex, color, national origin, disability, rel igion, 
age, sexual orientation, and status as a parent will be prohibited in Federally conducted education and training 
programs and activi ties. 

42 U.S.CA. § 2000d (West) 

Federally conducted education and training programs and activities" includes programs and activities conducted, 
()perat~d, or undertaken by an executive department or agency. 

"Education and training programs and activities" include, but are not llmited to, fDrmal schools, extracurricu!<Ir 
<Idivi tics, academic programs, occupational traini ng, scholarships and fellowships, student internships, training 
for industry members, summer enrichment camps, and teal:hcr training programs. 

42 U.S.CA § 2000d (West) 

Any person who believes himself or herself to be aggric.;ved by a violation of this order or its implementing 
regulations, rules, poli cies, or guidance may, personally ()r through a representative, ti le a written complaint with 
the agency that such person believes is in violation of this order or its implementing regulations, rules , policics, 
or guidance. Pursuant to procedures to be estahl isht:d by the Attorney General, eaeh c.;xecutivc department or 
<Igcney shall conduct an investigation of any complaint by unc of its employees alleging a violation of this 
Execut ive O rdcr. 

42 U.S.C.A. § 2000d (West) 

Any action to discipline an cmployce who violates th is order or its implementing rules , regulations, policies, or 
guidance, including removal from employment, where appropriate, shall be taken in compliance with othelWise 
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the entire "educational record" unlawfully due to discrimination. In an attempt to discriminate against my family 
or anyone. 

Thc Family Educational Rights and Privacy Act (FERPA) (20 U.S.C.A. § 1232g) does not itself give 
rise to a private cause of action, but creates an interest that may be vindicated in an action under 42 
U.S.C.A. § 1983, it was held in Fay v South Colonie Cent. School Dist. (1986, CA2 NY) 802 F2d 21 

Although the Family Educational Rights and Privacy Act (FERPA) (20 U.S.C.A. § 1232g) does not 
itself give rise to a private cause of action, it was held in the following cases, parties aggrieved by an 
alleged violation ofFERPA may bring an action pursuant to 42 C.S.C.A. § 1983 to vindicate their 
federal statutory rights. 

The court also (1) noted that a § 1983 violation is a species of tort liability in which the level of 
damages is determined by applying principles derived from tort law; 

, In determining whether a private right of action exists when a statute does not explicitly provide for 
such, the court held, it must be considered whether (1) the plaintiffs arc of a class for whose benefit the 
statute was enacted, (2) there is legislative intent to provide or deny the remedy, (3) the private remedy 
is consistent with the underlying purpose of the legislation, and (4) the cause of action is traditionally 
relegated to state law. 

(1) "Abuse", any physical injury, sexual abuse, or emotional abuse inflicted on a child other than by accidental 
mcans by those responsible for the child's care, custody, and control, except that discipline including spanking, 
administered in a reasonable manner, shall not be construed to be abuse; 

(12) "Neglect", failure to provide, by those responsible for the care, custody, and control of the child, the proper 
or necessary support, education as required by law, nutrition or medical, surgical, or any other care necessary for 
the child's well-being; 

(13) "Preponderance of the evidence", that degree of evidence that is of greater weight or more convincing than 
the evidence which is offered in opposition to it or evidence which as a whole shows the fact to be proved to be 
more probable than not; 

(14) "Probable cause", available facts when viewed in the light of surrounding circumstances which would cause 
a reasonable person to believe a child was abused or neglected; 

(15) "Report", the communication of an allegation of child abuse or neglect to the division pursuant to section 
210.115; 

(16) "Those responsible for the care, custody, and control of the child", those included but not limited to the 
parents or guardian of a child, other members of the child's household, or those exercising supervision over a 
child for any part of a twenty-four-hour day. Those responsible for thc care, custody and control shall also 
include any adult who, bascd on relationship to the parents of the child, members ofthc child's houschold or the 
family, has access to the child. 

Immunity from liability granted to reporting person or institution, when--exception--preliminary evaluation 
required, when. 

210.135. 1. Any person, official, or institution complying with the provisions of sections 210.110 to 210.165 in 
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L~:. " a.2013 16: 41 

Familv PollcV Compliance Office 
U.s. Oepartment of Education 
400 Maryland Avenue, SW 
Washington, D .C. 20202 w 8520 

r6) (bw it) 

Dear FPCO: 

DECE'VEn Q DEC 1 1 2013 U 
'-- -.-

~~~~~~'.~: ~a~m~a~tt~e~'~c~o~n~c~.~'~n~in~g~record5 requested for both of m dau hters, on 11/18, 1 contacted )(): (bl( ( ) chaol in 
request rflcords for my daughter, (b ); J( ( ) 

& was told by records dept, that per thfl school/county policy 
the only parent access to my daughter's records is the parent that enrolled 
her in school. J notified her that as her birt'tl parent, I have the lights to my 
daughters records & she continued to deny me the right & access to these records. I 
then contacted the Mobile County Public Schools board at (251) 221 w 4000 & spoke 
!IV/a "'\,1,,,11.\ (8~~r"u O! 1~am E£T) in ctudont nrvicWf (""mf' II nknnwn) who regort~ 
to me that the school is correct &. that I cannot access my daughters' records unless 
I enroll@d them in school so the school cannot help me. She did, however, give me a 
number to thl! school board student records dept i(b@IIWZlcl !I left a vOicl!mail 
message at this number for l(bU6! !b)(7(C! I (couldn't undflrstand her name), 
who later called me back & left me a volc:ernail on 11/21 stating that I need to 
contact the school to request these records. I left IrW61 ' (bIll( I another volcemail 
stating that this was attempted &. th(lt [ was unable to obtain requested records . 1 
never received a return call. In addition, I h('lve left several m~sa9es for~~))(6J ; (b){7 I 
in student records at 116)(6) ; (b)(7(C) ~chool, where my daughter leW'll' Ib)(t1¢l lattends 

Ilb){6);(b){7{C) 111/18, 11/191 & 11/26, requesting ill return call &. have still yet to 
, ......... : ~ ... ..... ..!.tm~ @.all HI •• hall . It hJ.C' boon Hnrv fmitriltino orrNno i1rrr'l'l to mv 
l",h:JUfwlllI"lil~' '''l..UIJ~ L1" v ... ~,. 1I .. "" ""v ... ,,l,' .... .5~.!f!il!l"." ~uli"9 Dut of ct::-tn T flilllli iI~ thnlloh 
1 am getting run around 8. this has been going on since 11/18. 1 em reallY pressed 
for time as my daughtflr'S were taken out of Florida against a court order &. those 
records am needed to show the judge that the Children are out or the state of Fl on 
a permanent baSis. There is no court order denying me access to these r@cords &.. I 
am their biological mother which the school should have record on both or my 
daughters' birth certificates. 

I would lJppreciate any assistance in this matter. My only concern is that 1 am denied 
access to my daughters' records as a birth parent & J believe that I should have 
~ccess to them. I can be contacted via my cell number atFb)(6); (6)(7(C) lor via 
email at Fb)(6 ); (b)(7{C) lor by mail at F )(6): (b)(7(C) 

~--------------~ 
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Family Policy Compliance Office 
U.S. Department of Education 
400 Maryland Avenue. S.W. 
Washington, D.C. 20202-5920 

Dear Sirs : 

to"o) (b)Ute) 

December 29, 2013 
/JAN 0 6 iUI4 

~,-!!!lC.!~~~~iil ,1 pursuant to the Family Educational Rights & Privacy Act regarding 
The University, by not providing me with the opportunity for a hearing and 

't;b~y-;n;;o;;to;~iidiiiO"m:;;;e a complete copy of all my student records, did not meet its obligations to me 
under the Act. 

I attended l(b)(6J.(b)(7(C) Ifrom August. 2012 until May, 2013, when I was dismissed for poor 

academic performance. I subsequently requested a copy of my student records from the 
University Registrar but received only some of the records. I again wrote to the University 
Registrar and Director of Academic Records on August 14, 2013, to note that I was aware of 
specific documents thai were part of my student records and thai Ihe University had not provided 
them to me. In that letter I also requested that the University note in my records that I had not 

been provided with any specific help by the University in addressing my academic situation, 
unlike the help that other students at the University received. The University did not grant my 
request or provide me an opportunity for a hearing regarding my request. It also sent me a letter 
dated November 5,2013, stating ~there are no further records that are responsive to your 
request" in answer to another letter I sent on October 12, 2013. 

As well as not providing me with a hearing, the University did not conduct an adequate search of 
its f iles for my student records. The University had one of ils employees, l(b)(6); (b){7(t) I 
search for e-mailed messages between us but otherwise the University did not provide me with 
records other than my dismissal letter and two leiters regarding AdVanced Placement. The 
University either did not conduct a thorough search of its responsive records or chose not to 

provide me with the complete records. 

Accordingly, I am filing this complaint. I request that you investigate this situation. I have a need 
to review my complete academic records so that I have a better pictu re of how I failed 
academically. That wilt help me identify and address things I need to change so that I can 
succeed as I continue my education. I also wanl my student records to reflect that the help 
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prov ided other struggling students was not made available to me. 

I am enclosing copies of my August 14th and October 12th letters and the University's 

responses. On your request, I can provide copies of other documents. 

Very truly yours, 

[Lb_JW_J ._~_)(t_~_J ____________________________ -1~-
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Decem ber 23, 20 13 

FHm ily Policy Compliance Oftice 
U.S. Department ofEducatioll 

400 .\1aryland Avenue, SW 
Washington, D.C. 20202-5920 

Re: FERPA IJreaeh Not ification 

I)cHr S ir or Madam: 

Office Df the PrO'f05t and Vice President II){ Aca~e mic Affairs 

JAN 1 SLOW 

EI(b~I~(6~1~. (;6~)(7~(~C+'i ;;;;;==:Jl slJbmits thi s IeUer to inform your office ora limited dala security bre!lch, which involved FERP.b. 
protected information. 

On November 24, 20/.J the Office ofTnf(mnation Technology (OIT) wa~ informed that a laptop belonging to a faculty member 

had been stolen. The unencrypted laptop contained tile faculty member's FERPA protected grade information for several 
e l a~ses totaling 165 students, NIl uther pt:rsonally idcnti nah 1c in(lrmatiol1, suc h as social security numbcrs or financial 

infonnatinn, was contained on dIe laptop. Thc University consulted and reviewed the Data Hn.::Lch Response Checklist on the 

Pri vacy Technical Assistance Center and, after cons idering the spec ific circumstances, decided aga inst individual notification. 
rhe Un iversity reached this decision for two reasons, First , thc infllrmat ion that is in jeopardy of disc los llr~ ducs not lend itself 

to identity theft or s]XX:ific individual harm. While the protection of FERPA inlomlalion is 1)1' great imponance to the 

Universi\r , th1!'! inf('nnati on does not have utility for individU l1 ls engaged in the theft of individually identi fiable infonnation. 
Sewnd, the notification would most likely cause undue and unneces~ry conccm. 

Th e Univers ity has diswsscr.', witl! the faculty ;n'O'mbcr and the depailmcnt the importance of physically secu~jng dcvic-;s thai 

storc elcctronit: infonnation and have reviewed our cxisting po lic ies with them. Toe Univers ity'S 0 '1'1' security policies, 

incl uding data security and identity pwtection, may he found <It: 

http://ww w. wlTl!ch.edulitJpolicies 

Western Michigan Uni versity is uware that reponing FLR PA d:.tt<l breaches to the l1epartment of Education i ~; not mandatory; 

h0wc\,cr, the University w<lnted to .~d l:...:Ji sclosc this (!', cnl so th~1 the Department is aware of the event and the actions taken hy 

the University to address it. 

Should you have any questions 0r C(l llc ..:rns, do not hesitate to COlllacl me. 

Sincere ly, 

(b)(b). (b)V(C) 

1903 W. Michi g~n Ave_. KalamalOu. MI490C8 j20J4 
~~ , ({59) 381-2380 fA):., (269) .lA7-i377 

WfnS lfr: www.wn·i: h, edu 
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Family Policy Compliance Office 

U. S. Department of Education 

4()() Maryland Avenue, SW 

Washington, D.C. 20202-5920 

1('1: (bIU(el 

Re: FERPA Complaint against ,~fb"I(",61"(",6""){7"(C,,Ic:;:=,"",,,,,, _____ ...J 

Adams 12 Five Star School District ("Adams 12") 

Student1(b){61, F{C) 

Dear Department of Education Representative : 

Our sorfl(b){6) I has attended ~(an online
L
I{b_I(_61_, (_6_J(7_(C_I ____ -'~chool) since fifth grade. !(b)(6) 

is now afiiiiiiEl at ~ 

Since initial enrollment, l(b)(6) ; I has been eligible for an Individual Education Plan and remains the 

beneficiary of one today. 

Despite repeated requests for student records, ~has refused or neglected to supply the requested 

student records concerningllb ){6), I The attached ema ils outline th e timeline and documents requested. 

By way of background, th e authorizing school district for IT!ill2iJ Is Adams 12 Five Star School District. 

Prior to making a document request to ~ I co ntacted Adams 12 Five Star School District and their 

representative suggested that a ver'l broad document request be made - in view of the statement that 

they had no idea how I!§E2iJ maintained its records. 

IT!ill2D utilizes K-12 Inc. instructional materials, as well as management services from that for-profit 

company. 

As the emails indicate, ~ (presumably at the direction of K-12) has taken the position that virtually 

a ll student records are only available if payment Is made unde r the Colorado Open Records Act. 

~ seems to take the position that emails, letters and other communications co ncerni ngl(b)(6 ): I are 

not subject to FERPA. 

Despite the passage of numerous IEP meetings since document requests were made, ~has refused 

or neglected to compty with its obligation. My husband and I both feel that to meaningfully participate 

IjP age 
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in the IEP process, parents must have access to information, and be empowered to act on it. Clearly, as 

a recipient of Federal funds, II!illm must comply with laws and regulations. 

Under both FERPA and the IDEA, lI!illmis prohibited from charging for search time. Obviously, as a 

public entity, E!ill2IJ maintains the ability to tag or otherwise flag documents that pertain to our son­

especially in the special education realm - that could make those records readilY accessible. 

I have made efforts to limit the requested records (see emails). lI!illmon the other hand has refused or 

neglected to even identify where l(b)(6); (b) I student records are located or maintained - also in direct 

violation of federal law. 

Please be advised that II!illm is fully aware of the Letter toEbTI6D(2006) that addressed the core issues 

presented here. My Memorandum dated May 21, 2012 and directed to II!illm quotes from the Letter to 

Husk: 

The District [shall] ... have procedures in place to ensure that parents are afforded an 

opportunity to inspect and review, at no cost to the parent, any handwritten, typed, or 

computer-generated notes, including email messages, authorized by school district personnel 

and other service providers that personally identify a student or parent, and to ensure that 

service providers and other school officials do not destroy these records so long as there is an 

outstanding request to inspect and review them. 

On May 22, 2012, II!illmstated: "I want to be clear that we will proceed on the disclosures required by 

FERPA. ... " II!illm has refused or neglected to honor this promise. 

On August 9,2012, I again made the request in writing forl(b)(6); (b) Istudent records. This request 

followed a phone call with E!ill2IJ in which it was indicated thatl(b)(6); (b)U(t) I (Head of School) 

had reviewed l(b)(6); (b) I student records. She later indicated that she had only reviewed certain IEP 

records. Nonetheless, no additional records were supplied. 

As a parent of a special needs child, II!illmcontinues to preventl(b)(6) I and his parents to work on a 

level playing field and to have the meaningful input into his IEP issues as Congress intended. With all due 

request to ~ it has been more than 5 months since the May request was made for records and its 

promise to comply with FERPA on May 21, 2012. It has also been nearly four months since my August 

2012 request for student records. 

Please provide II!illm with the incentive to promptly supply all requested documents. In view of yet 

another IEP in the offing -- again without the benefit of requested documents, this matter needs to be 

addressed promptly. 

Sincerely, 

21 Page 
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WESTCIIESTER 
90 \1aplc I\venue 

White I'laills, r-,y 10(,01 

9149401305 

3t) Slxlth l3r0aJw<I)' 

YOllkers, ~y 10701 

')14 _176 -,7Yl 

I()() 1 ,1St rlrst Strcet 

SUllt: ~ I () 

MOLlrltVCriIOrl, "y 1()~5() 

') 14-i'l IJ MH~O 

117 ~orlh Division Slrect 

(Ill st Peter's Church) 
Peekskill, r\'Y 10566 
l}14-736-3633 

DU T CHI:SS 

147lJIliOn Street 
SUite 1() 1 

l'oLlghkccpsic, "y 12601 

~45-471-(j()5iS 

ULS IlR 

I () 1 Ilurie), Avenue 
Sliite ,l 

Kingston. NY 12401 

~45-331-(n73 

ORANGI:JSULLlYAN 

One COrv.'ill Court 

SUite 102 

,,"ewburgh. '<Y 12550 
~45-'i(,')-9110 

ROCKLAND 

11\ Perilllall Drive 
Spr-lIlgVillll')', "JY 1(),)77 

K4,~-47(dWll 

Legal Services 
of the Hudson Valley 

Protecting Rights 
Promoting Justice 

www.lshv.org 

December 9, 2013 

DEC 13 2013 

VIA CERTIFIED MAIL ANIl FACSIMILE (202-260-9001) 
Family Policy Compliance Office 
United States Department of EducatIOn 
400 Maryland Avenue, S.W. 
Washington, D.C. 20202 

RE: Violation of FERPA complaint: Yonah Adler-DOH 1129/03 

To Whom It May Concern, 

and her son,l(b)(6) (b)(7(C) L aE[]year-old 

student residing in the Kato·~n"'a""-"""'"C"W"l"'S"'orO School District in New York state. 
Ms ~ has conferred standing upon this or/ice and the undersigned attorney to 
file this letter alleging that the Katonah~Lcwisboro School Dlstrict has violated 

(b)( ); (b)(7( ) rights under Family Educational Rights and Privacy Act 
("ERI'A"). 

l(b)(6) (b)(7(C) land her son, Fb)(6) (b)(7(C) I reside at Fb)(6); (b)U(t) I New 

York 10536. The contact telephone number for Ms. (b)( );(b)(7( I, 
l(b)(6); (b)U(t) l am employed by Legal Services of the Hudson Valley, (b)(6); (b)(7 
l(b)(6)11VS) I My telephone number H(b)(6); (b)(7(C) 

ext.~ 

The facts of this alleged FERPA violation are as follows: J(b)(6);(b)(7(C) hs a ]0 
year-old student who resides in the Katonah-Lewisboro School District who 
attended l(b)(6); (b)(7(C) I School [or the 20 12 2013 school year, Fb)(6); (b)(7(C) 

reports that she learned from an acquaintance in June 2013 thatl(b)(6); (bX I private, 
individualized education plan was disclosed by Fb)(6); (b)U(t) Ipublic school 
staffas part ofa request by at least one parent for a student class profile Ms. 

j(b)(6); (liearned definitively, in a letter dated June 19, 2013, the full nature of the 
disclosure when Katonah-Lewisboro School Districtfb)(6); (b)U(t) ISpecial Services 

l(b)(6); (b)(7(C) I responded to l(b)(6); (b)(7(C) I inquiry about what personal information 
was disclosed aboutHb)(6); (L (Please see the enclosed letter and the following 
documents that were released.) These records include this client's dale of birth 
and name as well as mformation as to this client's diagnosis or attention deficit 
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hyperactivity disorder (ADHD) and the fact thatb~li~b I takes me ication for said disorder, and is 
under the care of a neurologist and psychiatrist for this disorder. b)(6), (b) is classified under 
Individuals with Disabilities Education Act ("IDEA") as other health impairment ("OHI"). 

Kindly investigate the Katonah-Lewisboro School District for the FERPA allegation as stated 
above. If you should require any further information regarding this complaint, please contact 
me. 

b)(b) (b)(I(e) 
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UNITED STATES DEPARTM ENT OF EDUCATION 

OFF ICl~ OF Mr\NAG EiI-'II'NT 

August 2 1, 20 14 

,b),,): (bll"C) 

Legal Services 01 tile iudson VaHey 

I'b)(6) (b)(7(6) I 
RE: Your December 9, 2013, Complaint to this Office Concerning the Ftlmily Educational 

RighLS and PrivilCY Act (FER!'A) 

Deaf Ms. Fb){6J. { I 

This letter is in response to your L-oITcspondcncc referenced above regarding concerns you raise 
on bchalfo f a parent, Ms. l(bl16l (blare I thaI you believe an: related to FERrA. This ot1icc 
administers FERrA which addresses issues that pertuin to education records. Due to a backlog 
of correspondence und limited resources facing this office, we have not been able to address the 
co ncerns raised in your letter earlier. I apologize for any inconvenience this may have caused 
you. 

Due to the pas..c;agc o ft imt:, please in form this office whether you wish 10 cont inue to pursue this 
complaint o r whet her yo ur l.'Ollccms have been resol ved. Plcilse in lorm this o flicc o f such a 
decision within 30 d~ys or the date of this lcth:r. At such time, ifpossible, plcrlse provide the 
name oCthe other parent who received the educ<!.l io tl reco rds of your client 's child. 

If you hnvc any quest,ions concerning FERrA, the Department ofEducntion's ro le ill its 
administratIon, or tilt.; complaint procl:ciurc, you m!ly cOl llnct this ollkc at 202-260-3887, 

Sincerely, 

FamIly 0 ICY Comphance Ofll!';~ 

~(J(1 MAr,Y L{\:-oJ)) AVE, S, IV '. w" ~r 1Ir-.'(iHlN , 1)( ~()21)2-l 5110 

".,""",·,l.~"v 

//10' 11'!lIm",,·'" f!(rd",',ui,",:, lIIi.!sinil i_I' 11I1!m Jl"'/" ,I'/,,,/rlll rrr'I , ;r ''','~'''''!l1 "",llm'I''''''''im,/;''' g/"b", ""'''1'''1;1;, ,'!,','H In­
fi'-""I'h ,s: ,wli",,,,{ ~rI",:"'i'JI,,,l r.\'~L·llt·I II ·( · ,,,,0/ '-"-"/II';n,1; <'I1/f,1i "'-"-e • .•. 
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1I!\1T[1) STATES DF.PART.ME NT O F EDliCATIO N 
OFFICE OF I:\SPF.CTOR GEI\ [ RAL 

InVl'sl ig at ion ":;Cfll '('t,: 
1 kadqu(lrU:r l l[l<"rat ions D!\'bion 

01( ; 11I,1I ill(; 
100 r-.ll ilryland A\"t'_.":; W 
WI1~hin ~I()Il . LX : 2 (l::' 0 2 

nate: December 27, 20' 3 

To: Kathleen Slyles, Chie t"Privacy Officer, Office of Management -;;;ffii"ihlmr,,-, 

I"
(b)(: ); (b)(1(G) 

From: Li sa Foster, Special Agent in Charge, Ilcadquarters Operations 
'v.~--' 

Subject: OIG Hotl ine Operatinns Comp laint # 14 . 2019 80 

The attal.: hcd US l)l.: panment o f Educa tion, O ffiee of fn spec to r C;enernl (OIG), Hotline Oivisio n compla int is being 
forwarded for the following reasons: 

lZJ 
o 
o 
o 
o 

With this referral , th is matter is being closed within ED/DIG Hotline fi les. 

T his matter is being referred to you fOf action. Please review and provide the OIG Ilotline a response 
withi n 45 days of your actio n in this maUer. 

This matter involves an emp loyee withi n the Ocpartment of Ed ucat ion. Please review and provide the O IG 
I Iodine a response within 45 days of your action in this m atler. 

Supplemental infonn ation is being provided in the attached documentation. 

This matter is being fo rwarded fo r your review and aClion. If your review uncovers any specific instances 
tlf fraud or co rruption. involving federal educat ion programs, plea~ aG(;ess 
l!l!l:!.:.£..)\ W'.' , 1 ,,-, 1.- ~~.!!!.!!.~W '" n i_l,~ ·; - :lj ~l!,\i[', t ,i!:.l!;!.lrl·,,_~_hl Ill 1 fur inrormation on contac ting our nearest 
investigative offi ce. 

Should yu u have any quest ions, pl ease feel free to contact OIG Hotline Operations at 202-245 · 69 11 , or as foH ows: 

Lisa Fosle r 
Specia l Agent in Charge 
Headquarters ()pcrations 
202·245· 705R 

.• .• I ~.,., • 

Millie Coles 
HOlline Analyst 
D IG 1 loti inc 
202·245· 703 1 

Melissa Hall 
Hotline Ana lyst 
OIG Hotli ne 
202·245· 7049 
:1; c·1 . ' :1 .1 :1 II .! ~ . . d ... '\ 

Any infor matiun furnished to you or your agency by the Office of Inspector General (01(;) may not be 
released except by tbe O IG. 
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Family Policy Compliance Office, 

DEC 27 2013 
u.s. Department of Education, 

400 Maryland Ave.5W, 

Washington, D.C., 20202-5901 

1"lmllA Compliance: 

To the US Department of Education: 

I have a unique ease of fERPA Compliance. 1 graduated in 2009 from l(b)(6); (b)(7(C) I 
Fb)(6); (b)(7(C) rollege of TechnDlogy Department of Building Construction 1hnagement. This 

degree has a rnandatury industry experience reqU1rement of 600 hours of qualified mdustry 

expenence. To satisfy all of my degree requirements I had also taken classes for credit at nearby 

community colleges \vhile a Full time srudent at L~i)~;Cl I for 14 semesters. These colleges were 

Fb)(6); (b)(7(C) 

Various courses were taken at all of these institutions, and every record as well as work 

experience records, electronic data, billing, stuuent loan request records, and disposl1ions were 

released without authOrization to persons formerly associated III the education, [<-12, of kb)(6); (b)(7(1 

Ii~;~r (b) I including fonner teachers of the Barrington School District 220, prospective employel's, 

and non profit sustainability organizations. All classroom disposittons of classmates, teachers, and 

coworkers were collected or breached even III class assignments and grades. There was also breaches 

of library student career account mformation such as all computer and internet actiVity espec1ally at 

~~;~r (b) juniversity. Items websurfed such as cars, Facebook actiVity, webmail, l(b)(6) Iwebmail, 

google searches academic and personal such aslcb)(6); (b I Calendar and Obama [or America. 

J consllicr this rheft of privileged education and career material that had associated a long 

period of surveillance, and continued harassment with <:ducational experiences. The effect was 

tremendous on my overall career. I request an 111vestigation at these institutions. 

l(b)(6); (b)(7(C) 

b)( ); (b)('(G) 
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_1("b
l
",(6");,,(b,,)(7,,(C,,I __ 1 a_'-,Sil't"nt ,cgi,tmjr L_bl_(6_1; (_b

l
_(7_(C_I ___________ --' 

fb)(6); (b)(7(C). I 
b)(b); (bl(7(,,) 
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bl(61. (bl(7(G) 

Witness: 
(bl(' I; (bl('(CI 

Email 
bl(61. (blfllCl 

• 
(bl(o). (b1(f(CI 

f'''''' ("V(C, 
• 

• 

• 

• 

• 

r ERP A hca (1ugs are rt~quested ;I t the Barrington School D ist,rict 220, I<! !~!c.) JCollcgc and r ){6);{b)(7{C) 

r(61. (blme) I 
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Please 1nvl:stigatc the matter for I,'ERPA &_ H1P;\;\ violat1ons. 

, 
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