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(L)), (O)7(C)

January 10%, 2013

Family Policy Compliance Office
US Department of Education

400 Maryland Avenue, SW
Washington, D.C. 20202-8520

My name is and I teach at two local colleges. | have a FERPA dilemma that needs to be
solved. I have a fairly good grasp on FERPA requirements and knows what not to do to stay within the
guidelines,

My question pertains to sign-in sheets. For starters, I know better than to pass around a pre-printed
sheet to my class with the students names along with other identitying information such as SSN or ID
numbers. That is a clear violation. Some of my colieagues believe that using a sign-in sheet with only
the students names (with no other identifying material) is a violation. The students then sign by their
names and pass the sheet onward during the class lecture. Does this scenario violate FERPA?

You may reach me by the above information or send an email to{®)X®) (B£)7(C) — ] 1 thanks you for
your time,

Sincerely,
{O)B) bKT(T)

epic.org 14-04-15-ED-FOIA-20150416-Release 000043



epic.org 14-04-15-ED-FOIA-20150416-Release 000044




epic.org 14-04-15-ED-FOIA-20150416-Release 000045




August 1, 2013

U.S. Dept of Education
400 Maryland Ave SW
Washington DC 20202
Attention of: Family Policy Compliance Office

To whom it may concern,

-1am writing to file a complaint on behalf of any and all students at [)E): b)7(C) Jand the
[ib)iE). b} (C) | whase work and personal details have been posted, without their
expressed consent, in a Yahoo supparted public forum by Professor[Bi6L_Ei(7iC] This forum is called

Stuclies. The link to this forum isfbiE): biriC) |

Professor[B)E]._B)7L ] who teaches philosophy and religious studies at both of the aforementioned
college has posted repeatedly and for over a decade links to his students’ work which | understand are
repeated violations of FERPA. My concern is that since my own personal information has been paosted in
.that forum without my consent, this includes my address and full name and identifying information, that
this professor has demonstrated a complete lack of regard for the privacy of others. | am asking that the
U.S. Dept of Education please look inte this matter in order to protect the rights and privacy of past,
present, and future students of Professor[[BIEL_mire J [(B)6): B)XFC) |Studies is an unmoderated forum.

Just a few of the links, this is not a totalizing list, I've seen Professor o367} post in his forum of
student’s work includes:

(D)) (b))

and he has also posted students’ names in his forum as well as the classes they were taking from him
which troubles me after now having had my own personal information and personal emails posted
(again without my consent) in his public forum.

| wish to remain anonymous as [ need to protect my family and myself from any harm that might result
from my complaining to the Dept of Education as initiated by ProfessodRiEL_ BT, And as | am not a
wealthy person if he were to attempt to initiate a lawsuit against me from bringing this matter to your

department’s attention | am not in a position to hire an attorney at present.

Thank you for your time and consideration of this matter,
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August 28, 2013 HECEIVE

FERPA Violations at [00) GX7C) [ SEP 12 712
B)6). (O)T(C)
BY:

T —

The feollowing violations have been and continue to be done a [BJ6] a
graduate school for national security and international relations in
I(bJ{S). {b)(7(C)

There has been almost no FERPA training for [E] staff until spring 2013
and a few stalf members and the majority of the facility did not complete
the computer training session, includirg the president.

For years admissions applicant recerds have nol been managed properly
(going back to 2000 and beyond}:

* MNdmissions Office:
Door 1s left open and unguarded with easy access Lo admissions

records
Door is left unlocked at times

* Admissions applicarnt files:
Faculty have taken records home and on recruiting trips to

read

Recruiting staff with desks irn hallway area lcave folders open
on their desk when they leave at night. They do not cover the
information and put away. Social Security numbers and other
sensitive information are lef: for anyone to see and/or take.

* Admissions faxes:
Fax macninre is in open area and incoming
faxes with student info, especially sccial security numbers and medical
information, have been left on machine for all to sec and anyone to tare

*  Student documents are not kept in fire proof cabinets, as required
by FEREN.

* President revealed a student’s name and military rank in an
email that was circulated to individuale outside of the scepe

of TERPA law

May 2013- [@] Fournder and President referenced a student by
specifically stating his name and rank, directly after seeking legal
coursel who gave him specific legal advise to the contrary. He was acdvised
to use “the student in. question.” or such. He blatantly disregarded
counsel and within hours sent the email with personal information. The
actions of the President cndangered the military career of said officer
and has yeft to be resolved.
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» [BX] regularly provides sernsitive personal information about

students to third parties and third party vendors without any

signed privacy agreement.

* There are no written disciplinary preocedures that address FERPA
viclations. I had to personally address a number of FERPA
viclations on my own. Every viclation was down played and was
addressed at a management level.

* There is
personal
old file

* There 1s

no procedure for disposing of student informaticn. I
sludent information going back as far as 5 years, in
cabinet in an unlocked storage room.

no managenent of Data custodians

* Threre are no procedures for data breaches even though we havc

servers that are onsite in an urlocxed rcoom.
leocked because the room does nct circulate air

not

found
all

The room can nct be
and a closed door

would cverload and cverheat the servers. Many days the smokers in
the office leave the back door ajar, which give direct access
the server room without entering the freont door.

to

Overview, there are no policies or procedures in place to be ccmpliant

with FERPA law.

(b)) (b))

(BB (b))
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(b)) (b))

August 27, 2013

COMPLAINT UNDER THE FAMILY EDUCATIONAL
RIGHTS AND PRIVACY ACT (“FERPA™ AND THE PROTECTION OF
PUPIL RIGHTS AMENDMENT (“PPRA™)

To: Family Policy Compliance Office ECE|VE
U.S. Department of Education

400 Maryland Avenue S.W.

Washington, D.C. 20202-4605 BY. - —- =~ =

RE: School in Violation of FERPA and The Protection of Pupil Rights
Amendment

Complainant Information:

This complaint is brought by [PX®)®XC) on behalf of her son [22
BB 617G |who attends thel®®: O a |61 ® |School with
multiple campuses in Arizona.

: (L)) (b))
Complainant:

Phone Number:
Complainant Email Address:

Recipient Information DGRBS
School:
School’s Address:

School Administrator:
Phone Number

Preliminary Statement

1. This Complaint is filed pursuant to The Family Educational Rights and
Privacy Act (“FERPA™) and The Protection of Pupil Rights Amendment
(“PPRA™) and the implementing regulations sct forth thercin. 34 C.F.R. §
99, and 34 CFR Part 98, et. Scq.

1
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(BB (b))

The Family Educational Rights and Privacy Act (“FERPA”™)

2. Recipient, provided a basic notification regarding FERPA, however
the notification did not comply with the procedural mandatcs of 34 C.F.R. §
99. As such, T believe [2F_] violated the requirements of FERPA as
indicated below:

a. provides a notification that tells parents that we have the right
to inspect records, however the notification never provides parents
the procedurcs we must use to exercise our right to inspect and
review education records.

b. |2X9® | notification says that parents can request an amendment to
student records, however the notification never provides the
procedures parent’s must use for requesting amendment of our
children’s records, if we believe the records are inaccurate,
misleading, or otherwise in violation of our child’s privacy rights.

¢ has a routine practice of disclosing cducation records to a
wide variety of people. Based on discussions with the school at a
recent meeting, they believe any person they deem appropriate can
receive my child’s educational records. These parties include school
administration, District Administration, other school employees who
are not my child’s teachers, cafeteria workers, office staff as well as
consultants. 1 am very concerned because 1 do not belicve many
every District employee has a legitimate educational interest in my
child’s records.

d. [2):®)]s notification states they can disclosc records to people with a
legitimate educational interest, however has failed to specify
a criteria for determining who constitutes a school official and what
constitutes a lcgitimate educational interest prior to disclosing
educational records protected under FERPA. Without designating
who is a school official and what constitutes a legitimate educational
interest, | believe they arc violating my rights through their continual
disclosure.

2
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(b)B): ()7

child’s educational records to thesce third parties may not comply with
FERPA regulations.

11.In addition, over the past year has completed survey’s and collected
information about my children. I am concerned that this information has
been used in their marketing and sales efforts.

For all of the reasons above, 1 am requesting a full investigation of the

(b)) (b))

|{b){6); o))

|to determine if it is complying with the mandates of FERPA

and the PPRA.

Corrective Action Requested

I am seeking the following relief from the FPCO:;

1) Take actions that require [P€__]to immediately:

a.

c.

epic.org

Provide annual notification to parents of students currently in
attendance, or eligible students currently in attendance, of their
rights under FERPA and the PPRA.

Notify parents of their right to inspect and review their child(ren)’s
education records.

Notify parents of their right to seek amendment of their child(ren)’s
records if they believe the records are inaccurate, misleading, or
otherwise in violation of their child’s privacy rights.

Notify parents of their right to object to the disclosures of personally
identifiable information contained in their child(ren)’s education

records.

Establish specific criteria for determining who is considered a school
official and what constitutes a legitimate cducational interest.

Establish a written policy that identifies how parents can amend
education records.

6
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(b)) (b))

g. Rescind its current policy that refuses to allow parents to obtain

copies of records and insists that records can only be vicwed at the
district office.

Provide parents who currently have children enrolled in its schools,
as well as parents who have children who were previously enrolled
in its schools, with the opportunity to obtain a copy of their child’s
student records at no cost to the parent.

h. Require [BE_]to develop policies, in consultation with parents,

regarding the PPRA and how they will conduct protected surveys or
how they will collect, disclose or use personal information they
obtain from students for sales and marketing,.

Require [PX5__]to provide notice to parents of their right to opt their
children out of protected information surveys.

Require [EX8_]to provide notice to parents of their right to opt their
children out of activities involving collection, disclosure, or use of
personal information for marketing or to sell or otherwise distribute
the information to others.

k. Withhold further payments under any applicable program until

bX8).__|comes into compliance.

Any other remedy that the FPCO deems necessary to cnsure [20)
is compliant with The Family Educational Rights and Privacy Act
(“FERPA™) and The Protection of Pupil Rights Amendment
(“PPRA™) and the implementing regulations set forth therein. 34
C.IF.R. § 99, and 34 CFR Part 98, ct. Seq.

Respectfully submitted this 2?}"‘ day of August, 2013.

L~

(b)) (b))

epic.org
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Family Policy Compliance Office
U.S. Department of Education
400 Maryland Avenue, SW
Washington, D.C. 20202
Phone: 202-260-3887 DEC 2 3 2013
Fax: 202-260-9001

(b)B); (b))

Complaint of PPRA violation.

¢) The Sccretary designates the Office of Administrative Law Judges to act as the Review Board
required under the Act to enforce the Act with respect to all applicable programs. The term applicable
program is defined in scction 400 of the General Education Provisions Act.

34 C.FR. § 99.60

The Scerctary proposes to amend the regulations implementing section 444 of the General Education
Provisions Act, which is also known as the Family Educational Rights and Privacy Act of 1974, as
amended {(FERPA). These proposed amendments are necessary to ensure that the Department's
implementation of FERPA continucs to protect the privacy of education records, as intended by
Congress, while allowing for the effective use of data in statewide longitudinal data systems (SLDS) as
envisioned in the America Creating Opportunities to Meaningfully Promote Excellence in Technology,
Education, and Science Act (COMPETES Act) and furthermore supported under the American
Recovery and Reinvestment Act of 2009 (ARRA). Improved access to data contained within an SLDS
will facilitate States’ ability to evaluate education programs, to build upon what works and discard what
does not, to increase accountability and transparency, and to contribute to a culture of innovation and
continuous improvement in education.

Family Educational Rights and Privacy, 76 FR 19726-01

During the week of November 3- 10, 2013 my children were taken out of lunch at[b)}5): (0)(7(<) |

J)EB): B)7(C) jchool (B)6) B)7(C) ]) and questioned by the
school social worker{®)®) (B){7(C) (state license number [2X6). BX7C) |

Authorized Representative (§§ 99.3, 99.35)

Statute: Sections (b)(1)XC), (b)(3) and (b)(5) of FERPA (20 U.S.C. 1232g(b)(1 X C), (b)(3) and (b)}(5)) permit
educational agencies and institutions nonconsensually to disclose PIl to “authorized representatives™ af Statc and
local educational authorities, the Secretary, the Attorney General of the United States, and the Comptroller
General of the Uniled States, as may be necessary in connection with the audit, evaluation, or the enforcement of
I'cderal legal requirements rclated to Federal or State supported education programs. The statute does not deline
the term authorized representative,

I'amily Iiducational Rights and Privacy, 76 FR 19726-01
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34 CFR. § 100.]
§ 100.1 Purpose.

The purpose of this part is to effectuate the provisions of title VI of the Civil Rights Act of 1964 (hereafter
referred to as the “Act”) to the end that no person in the United States shall; on the ground of race, color, or
national origin, be exeluded trom participation in, be denied the benefits of, or be otherwise subjected to
discrimination under any program or activity receiving Federal financial assistance from the Department of
Education.

(Authority: Sce. 601, Civil Rights Act of 1964; 78 Stat. 252; 42 U.S.C. 2000d)
SOURCE: 45 FR 30918, May 9, 1980, unless otherwisc noted.
AUTHORITY: Sec. 602, 78 Stat. 252; 42 U.S.C. 2000d-1, unlcss otherwise noted

34 C.FR. § 100.1

The Federal Government must hold itself to at least t the same principles of nondiscrimination in educational
opportunities as it applics to the education programs and activities of State and local governments, and to private
institutiens receiving Federal financial assistance

42 U.S.C.A. § 2000d (West)

. Existing laws and regulations prohibit certain forms of discrimination in Federally conducted education and
training programs and activities--including discrimination against people with disabilities, prohibited by the
Rehabilitation Act of 1973, 29 U.8.C. 701 et seq

42 U.S.C.A. § 2000d (West)

Through this Executive Order, discrimination on the basis of race, sex, color, national origin, disability, religion,
age, sexual orientation, and status as a parent will be prohibited in Federally conducted education and training
programs and activities.

42 U.S.C.A. § 2000d (West)

Federally conducted education and training programs and activities” includes programs and activitics conducted,
operated, or undertaken by an executive department or agency.

“*Education and training programs and activities” include, but are not limited to, formal schools, extracurricular
activitics, academic programs, occupational training, scholarships and fellowships, student intermships, training
for industry members, summer cnrichment camps, and teachcr training programs,

42 U.S.C.A. § 2000d (West)

Any person who believes himsclf or herself to be aggrieved by a violation of this order or its implementing
regulations, rules, policies, or guidance may, personally or through a representative, file a written complaint with
the agency that such person believes is in violation of this order or its implementing regulations, rules, policies,
or guidance. Pursuant to procedures to be established by the Attorney General, each cxccutive department or
agency shall conduct an investigation of any complaint by one of its employees alleging a violation of this
Executive Order.

42 U.S.C.A. § 2000d (West)

Any action to discipline an employce who violates this order or its implementing rules, regulations, policies, or
guidance, including removal from employment, where appropriate, shall be taken in compliance with otherwise

epic.org 14-04-15-ED-FOIA-20150416-Release 000054



the entire “educational record” unlawfully due to discrimination. I an atiempt to discriminate against my family
Or anyonc.

The Family Educational Rights and Privacy Act (FERPA) (20 U.S.C.A. § 1232g) does not itself give
risc to a privatc cause of action, but creates an interest that may be vindicated in an action under 42
U.S.C.A. § 1983, it was held in Fay v South Colonie Cent. School Dist. {1986, CA2 NY) 802 F2d 21

Although the Family Educational Rights and Privacy Act (FERPA) (20 U.S.C.A. § 1232g) does not
itsclf give risc to a private cause of action, it was held in the following cases, parties aggrieved by an
alleged violation of FERPA may bring an action pursuant to 42 U.S.C.A. § 1983 to vindicate their
federal statutory rights.

The court also (1) noted that a § 1983 violation is a specics of tort liability in which the level of
damagcs is determined by applying principles derived from tort law;

, In determining whether a private right of action exists when a statute does not explicitly provide for
such, the court held, it must be considered whether (1) the plaintiffs arc of a class for whose benefit the
statute was enacted, (2) there is legislative intent to provide or deny the remedy, (3) the private remedy
is consistent with the underlying purpose of the legislation, and (4) the cause of action is traditionally
relecgated to state law,

(1) "Abuse", any physical injury, sexual abuse, or emotional abuse inflicted on a child other than by accidental
mcans by those responsible for the child's care, custody, and control, except that discipline including spanking,
administered in a reasonable manner, shall not be construed to be abuse;

(12) "Negleet", failure to provide, by those responsible for the care, custody, and control of the child, the proper
or necessary support, education as required by law, nutrition or medical, surgical, or any other care nccessary for
the child's well-being;

(13) "Preponderance of the cvidence”, that degree of evidence that is of greater weight or more convincing than
the evidence which is offered in opposition to it or cvidence which as a whole shows the fact to be proved to be
more probable than not;

(14) "Probable cause", available facts when viewed in the light of surrounding circumstances which would cause
a rcasonable person to believe a child was abused or neglected;

{15) "Report", the communication of an allegation of child abuse or neglect to the division pursuant o section
210.115;

(16) "Those responsible for the care, custody, and control of the child", those included but not limited to the
parenis or guardian of a child, other members of the child's houschold, or those exercising supervision over a
child for any part of a twenty-four-hour day. Those responsible for the care, custody and control shall also
include any adult who, based on relationship to the parents of the child, members of the c¢hild's houschold or the
family, has access to the child.

Immunily from liability granted to reporting person or institution, when--cxception--preliminary evaluation
required, when,

210.135. 1. Any person, official, or institution complying with the provisions of sections 210.110 to 210.165 in
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LDEC-2=P013 16:41  Fr{BO OO Pase:8/D

Family Policy Compliance Office
U.S. Department of Education

400 Maryland Avenue, SW
Washington, D.C. 20202-8520

()B); (b))

Dear FPCQ:

I am writing re: a matter concernirg records requested for both of my daughters,

DMEY YT First, on 11/18, I contacted[2®) BTC) Echool in
(b)(6): {b)/(C) to request records for my daughter, DEROUE)
& was told by [MELT/CT__Jrom the records dept, that per the school/county policy
the only parent who has access to my daughter's records is the parent that enrolled
her in school. I notified her that as her birth parent, I have the rights to my
daughters records & she continued to derny me the right & access to these records. I
then contacted the Mobile County Pubiic Schools board at (251) 221-4000 & spoke
wla wuinds (Bpprex 0:1Eam BET) in ctudont carvices (name 1inknawn) whn regerted
to me that the school is correct & that I cannot access my daughters' records unless
I enrolled them in school so the school cannot help me. She did, however, give me a
number to the school board student records dept [ET 7 —11 left a voicemail
message at this number for [EEL D7) — ] (couldn't understand her name),
who later called me back & left me a voicemail on 11/21 stating that I need to
contact the school to request these records. I left [EL_T17(] another voicemail
stating that this was attempted & that I was unable to obtain requested records. I
never received a return call. In addition, I have left several messages for [2©) ©X
in student records at [EI_ 07C)___Jschool, where my daughter [ET oy Jattends

|©XE): B)(7(C) ] 11718, 11/19, & 11/26, requesting a return call & have still yet to
e w JLEUNR sall fsame hae. Tt hac hoon wary frustrating getting acrress tmy
wausing »' 1ecudas Uy vuyl Lia cvwly, aspaeially being out of ctatn T faal as thniigh
I am getting run around & this has been going on since 11/18. | am really pressed
for time as my daughter's were taken out of Florida against a court order & those
records are needed to show the judge that the children are out of the state of FL on
@ permanent basis. There is no court order denying me access to these records & I
am their biolegical mother which the schoel should have record on both of my

daughters® birth certificates.

|

1 would appreciate any assistance in this matter. My only concern is that I am denied
access to my daughters' records as a birth parent & I believe that I should have
access to them. [ can be contacted via my cell number at[b)Xe); L)7(C) ] or via
email at [[P)5): O)7(C) Jor by mail at [b)E) BX7C)

)

GROUOR
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{D)E); )(7{C)

December 29, 2013
WAN 0§ 214
Family Policy Compliance Office

U.S. Department of Education

400 Maryland Avenue, S.W.

Washington, D.C. 20202-5920

Dear Sirs:

This letter is my complaint pursuant to the Family Educational Rights & Privacy Act regarding

[P PXTC) | The University, by not providing me with the opportunity for a hearing and
by not providing me a complete copy of all my student records, did not meet its obligations to me
under the Act.

| attended [B)®). ©)7©) —]from August, 2012 until May, 2013, when | was dismissed for poor
academic performance. | subsequently requested a copy of my student records from the
University Registrar but received only some cof the records. | again wrote to the University
Registrar and Director of Academic Records on August 14, 2013, to note that | was aware of
specific documents that were part of my student records and that the University had not provided
them to me. In that letter | also requested that the University note in my records that | had not
been provided with any specific help by the University in addressing my academic situation,
unlike the help that other students at the University received. The University did not grant my
request or provide me an opportunity for a hearing regarding my request. It also sent me a letter
dated November 5, 2013, stating “there are no further records that are responsive to your
request” in answer to ancther letter | sent on October 12, 2013.

As well as not providing me with a hearing, the University did not conduct an adequate search of
its files for my student records. The University had one of its employees, [BELE07C ]
search for e-mailed messages between us but otherwise the University did not provide me with
records other than my dismissal letter and two |etters regarding Advanced Placement. The
University either did not conduct a thorough search of its responsive records or chose not to
provide me with the complete records.

Accordingly, | am filing this complaint. | request that you investigate this situation. | have a need
to review my complete academic records so that | have a better picture of how | failed
academically. That will help me identify and address things | need to change so that | can
succeed as | continue my education. 1 also want my student records to refiect that the help
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provided other struggling students was not made available to me.

| am enclosing copies of my August 14th and October 12th letters and the University’s
responses. On your request, | can provide copies of other documents.

Very truly yours,
BY(e). BNI(C)
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Dffice of the Provost and Vice President for Academic Affairs

December 23, 2013

JAN1 3 2014

I'amily Policy Compliance Office
U.S. Department of Education
400 Maryland Avenue, SW
Washington, D.C. 20202-5920

Re: FERPA Breach Notification

Dear Sir or Madam:

[B)5). bXTIC) ] submits this letter to inform your office of a limiled data sceurity breach, which involved FERPA.
protected information.

On November 24, 2013 the Office of Information Technology (OIT) was informed that a laptop belonging 1o a fuculty member
had been stolen, The unencrypted laptop contained the faculty member’s FERPA protected grade information for several
classes tataling 163 students. No other personally identifiable inlormation, such as social security numbers or financial
information, was contained on the laptop. The University consulted and reviewed the Data Breach Response Checklist on the
Privacy Technical Assistance Center and, after considering the specific circumstances, decided against individual notification.
I'he University reached this decision for two reasons. First, the information that is in jeopardy of disclosure does not lend itself
1o identity thefi or specific individual harm. While the protection of FERPA information is of great importance to the
University, that infermation does not have utility for individuuls engaged in the theft of individually identifiable information.
Sccond, the notification would most likely cause undue and unnecessary concern,

The University has discusser! with the faculty member and the departiment the importance of physically securing devicgs that
store electronic information and have reviewed our existing policies with them. Tae University’s OI'T security policies,
including data security and identity protection, may be found at:

hup:‘www.wmich.edu/it/policies

Western Michigan University is aware that reporting FERPA data breaches to the Department of Education is not mandatory;
howcver, the University wanted to scif-disclose this event so thet the Department is aware ol the event and the actions taken by
the University to address it.

Should you have any questions or concerns, do not hesitate to contact me.

Sincerely,
(b)6); (b)X7(C)

1903 W. Michigan Ave., Kalamacoo, MI 45008 5204
pHome; (769) 387-2380 ran: (269) 387-7377
wrnsiTe: www.wir izh.edu
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(b)B), ()7(C)

Family Policy Compliance Office
U.S. Department of Education
400 Maryland Avenue, SW
Washington, D.C. 20202-5920

Re: FERPA Compilaint against I(bl(ﬁl {O)7(C) I
Adams 12 Five Star School District (“Adams 12”)
Student:"{_blﬁuT(C) |
Dear Department of Education Representative:
Our sorf{©)X%). | has attended {an online I{m{a)_ b)HC) kchool) since fifth grade.
is now a[[LXE1 ] at [(L)E)

Since initial enroliment, has been eligible for an Individual Education Plan and remains the
beneficiary of one today.

Despite repeated requests for student records, has refused or neglected to supply the requested
student records concerning The attached emails outline the timeline and documents requested.

By way of background, the authorizing school district for is Adams 12 Five Star School District.
Prior to making a document request to I contacted Adams 12 Five Star School District and their
representative suggested that a very broad document request be made — in view of the statement that
they had no idea how [EXE] ] maintained its records.

{)6) Jutilizes K-12 Inc. instructional materials, as well as management services from that for-profit
company.

As the emails indicate, [EXE1] (presumably at the direction of K-12) has taken the position that virtually
all student records are only available if payment Is made under the Colorado Open Records Act.

{0)E) | seems to take the position that emails, letters and other communications concerning [£)€). |are
not subject to FERPA,

Despite the passage of numerous IEP meetings since document requests were made, has refused
or neglected to comply with its obligation. My husband and | both feel that to meaningfully participate

1|Page
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in the IEP process, parents must have access to information, and be empowered to act anit. Clearly, as
a recipient of Federal funds, must comply with laws and regulations.

Under both FERPA and the IDEA, [EXEL1is prohibited from charging for search time. Obviously, as a
public entity, [2)6): ] maintains the ability to tag or otherwise flag documents that pertain to our son -
especially in the special education realm — that could make those records readily accessible.

{ have made efforts to limit the requested records (see emails). [EXE1 1 on the other hand has refused or
neglected to even identify where [(0)6). ) | student records are located or maintained — also in direct
violation of federal law.

Please be advised that is fully aware of the Letter to[B)6)](2006) that addressed the core issues
presented here. My Memorandum dated May 21, 2012 and directed to [EX€1] quotes from the Letter to
Husk:

The District [shall] ... have procedures in place to ensure that parents are afforded an
oppertunity to inspact and review, at no cost to the parent, any handwritten, typed, or
computer-generated notes, including email messages, autharized by school district personnel
and other service providers that personally identify a student or parent, and to ensure that
service providers and other school officials do not destroy these records so long as there is an
outstanding request to inspect and review them.

On May 22, 2012, [EXE ] stated: “I want to be clear that we will proceed on the disclosures required by
FERPA....” has refused or neglected to honor this promise.

On August 9, 2012, | again made the request in writing for student records. This request
followed a phane call with tn which it was indicated that[®)X6). B)7(C) | (Head of School)
had reviewed [PIE10) | student records. She later indicated that she had only reviewed certain [EP
records. Nonetheless, no additional records were supplied.

As a parent of a special needs child, [EEL] cantinues to prevent and his parents to work on a
level playing field and to have the meaningful input into his IEP issues as Congress intended. With all due
request to [P)6). |it has been more than 5 months since the May request was made for records and its
promise to comply with FERPA on May 21, 2012. It has also been nearly four months since my August
2012 request for student records.

Please provide [EJEL] with the incentive to promptily supply all requested documents. In view of yet
another IEP in the offing -- again without the benefit of requested documents, this matter needs to be
addressed promptly.

Sincerely,
(0)(B). (bX7IC)

2|Page
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Protecting Rights
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www.lshv.org

DEC 13 2013

December 9, 2013

VIA CERTIFIED MAIL AND FACSIMILE (202-260-9001)
Family Policy Compliance Otfice

United States Department of Education

400 Maryland Avcnue, S.W.

Washington, 1D.C, 20202

RE: Violation of FERPA complaint: Yonah Adler-DOB 1/29/03

Te Whom It May Concern,

[ am the attorney for parent[P)®): ®X7C) | and her son, [PXO- EX7C) | a[B lycar-old
nah-

student residing in the Kato _cwisboro School District in New York state.
Ms. [BXE)_] has conferred standing upon this office and the undersigned attorney to
file this letter alleging that the Katonah-Lewisboro School District has violated
[P)E): ()7 C) [rights under Family Educational Rights and Privacy Act
(“"FERPA™).

BE. OTC) Jand her son, [P ©O7EC | reside at PO EKTC) | New
York 10536. The contact telephone number for Ms. [RX0): (0X/(C)

BXE):BX7C) | am employed by Legal Services of the Hudson Valley, [2)6): X7
{D)(E): D)) | My telephonc number 10)6) 0X7C)

o0
ext. el

The facts of this alleged FERPA violation are as follows: isall
year-old student who resides in the Katonah-I.ewisboro School District who
attended [E}5): BIIC) | School for the 2012-2013 school year, [PXELOTC) |
reports that she learned from an acquaintance in Junc 2013 that [B))._®X] private,
individualized education plan was disclosed by [b}5): 0}7(C) |public school
staff as part of a request by at least onc parcnt for a student class profile. Ms,
[£E) Jlearned definitively, in a letter dated June 19, 2013, the full nature of the
disclosure when Katonah-1ewisboro School District[®®) ®XC) ISpecial Services
(b)B). BI7(C) responded to inquiry about what personal information
was disclosed about [()6) {] (Please see the enclosed letter and the following
documents that were rcleased.) These records include this client’s daie of birth
and name as well as information as 1o this client’s diagnosis of attention deficit
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hyperactivity disorder (ADHD) and the fact that takes medicatio

n for said disorder, and 1s

under the care of a neurologist and psychiatrist for this disorder. E?}E?,)? o

is classified under

Individuals with Disabilities Education Act (“IDEA™) as other health impairment (“OHI™).

Kindly investigate the Katonah-Lewisboro School District for the FERPA allegation as stated
above. If you should require any further information regarding this complaint, please contact

me,

Sinci:/pcjy, _

(D)) (b))
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UNITED STATES DEPARTMENT OF EDUCATION

OFFICE OF MANAGEMENT

August 21, 2014

(b)(6): )7 {C)

Legal Services of the Hudson Valley
(b)(B): b)HF(C)

RE:  Your December 9, 2013, Complaint to this Office Concerning the Family Educational
Rights and Privacy Act (FERPA)

Dcar Ms.

This letter is in responsc to your correspondence referenced above regarding concerns you raisc
on behalf of a parent, Ms. [RXEL_EI7C] that you believe are related to FERPA. This office
administers FERPA which addresses issues that pertain to education records. Due to a backlog
of correspondence and limited resources facing this office, we have not been able to address the
concerns raised in your letter earlicr. [ apologize for any inconvenicnce this may have caused
you.

Duc to the passage of time, please inform this office whether you wish to continue to pursue this
complaint or whether your concerns have been resolved. Please mform this oflice of such a
decisian within 30 days of the date of this letter. At such time, if possible, please provide the
name of the other parent who received the education records of your client’s child.

I you have any guestions concerning FERPA, the Department of Education's role in its
administration, or the complaint procedure, you may contact this office at 202-260-3887.

Sincerely,

l(b}{él (bX7C)

Family Policy Comphance Ollice

A00 MARY LAND AVIL S W WASITINGTON, DO 202024500

waww, e, gov

S Depurinont of Fducarion 's stission i s peonnsde stident qeliccement and prepaation for glodad competit ciees b
fosiering actional edncatinge! execttenee and cusiving cpttf aivess.
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UNITED STATES DEPARTMENT OF EDUCATION
OFFICE OF INSPECTOR GENERAL

Investigation Serviee
leadquarter Upetations Division
G Viodling
100 Mauryland Ave, SW
Washingtom, DC 20202

Date:  December 27, 2013

To: Kathlcen Styles, Chiet Privacy Officer, Office of Management
{b)(B): (b)(7(C)
From:  Lisa Foster, Special Agent in Charge, I{cadquarters Opcrations

Subject: OIG Hotline Operations Complaint # 14-201980

The attached US Department of Education, Office of Inspector Genceral (OIG), Hotline Division complaint is being
forwarded for the following reasons:

With this referral, this matter is being closcd within ED/OLG Hotline files.

This matter is being referred to you for action. Plcase review and provide the OIG Hotline a responsc
within 45 days of your action in this matter.

This mattcr involves an employce within the Department of Education. Please review and provide the OIG
Hotline a response within 45 days of your action in this matter.

I:‘ Supplemental information is being provided in the attached documentation.

This matter is being forwarded for your review and action. If your review uncovers any specific instances
of fraud or corruption, involving federal education programs, pleasc access
e wawn 2ed vov ahogtaflices Tistois oivaddress Tumi for information on contacting our nearest

investigative office,

Should you have any questions, please fecl free to contact OIG Hotline Operations at 202-245-691 1, or as follows:

Lisa Foster Meclissa Hall
Special Agent in Charge Hotline Analyst
Headquarters Opcrations OIG Hotline

202-245-7058 202-245-7049
Rt iy miel it g ed o
Millic Coles
Hoitline Analyst
OIG llotline
202-245-7031

milfie cyes g gy
Any information furnished to you or your agency by the Office of Inspector General (O1G) may not be
released except by the OIG.

epic.org 14-04-15-ED-FOIA-20150416-Release 000069



Family Policy Compliance Office,
_ DEC 27 2013
U.5. Department of Education,
400 Maryland Ave.SW,
Washington, D.C., 20202-5801

FEERPA Compliance:

To the US Department of Education:

I have a unique case of IFERPA Compliance. T graduated in 2009 from |{b){6); {(bY7(C)
[E3E BT [ollege of Technology Department of Building Construction Management. This

degrce has a mandatory industry expeticnee requirement of 600 hours of qualificd industry

expetience. To satisfy all of my degree requirements I had also taken classes for credit at nearby

community colleges while a Full ttime student at for 14 semesters. These colleges were

I{b){6)Q‘{b){7{C) = |
|{b){6); L)) |

Various courses were taken at all of these institutions, and every record as well as work
experience records, electronic dara, billing, student loan request records, and dispositions were
releascd without authorization to petsons formetly associated in the education, K-12, of
in(,ludjﬂg former teachers of the Barrington School District 220, prospective employers,
and non profit sustainabiliry organizations. All classtoom dispositions of classmates, teachers, and
cowotkers were collected or breached even in class assignments and grades. There was also breaches
of library student career account information such as all computer and internet activity espectally at
(0)6):0) [University. Items websutfed such as cars, Facebook activity, webmail, [0)E), | “wd)mqll
google scarches academic and personal such asEEEER] Calendar and Obama for America,

1 consider this theft of privileged education and career material that bad assoclated a long
period of surveillance, and continued harassment with educational experiences. The effect was

rremendous on my overall carcer. T request an investigation at these institutions,

|(bE). )7 (C) |

(b)) (b))
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[(DXE): ) HC) | assistant registrar[EE). BI7C)

(D)) (b))

(b)) (b))
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(D)(6). (b)(7(C)

Witness:
{b)B); (b)(7(C)

Email
r‘b)tﬁ) @)
L]

{(b)}(B). (b)(7(C)

(0)(6), (b)TIC)

FERPA hearings are requested at the Barrington Schaoal District 220, Collcgc and [®)X0) OXAC)

(b)6): (bX7(C)
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Please investigate the matter for FERPA & HIPAA violations.

BEST REGARIIS,
{b)(6); (b)(FiC)
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