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June 24, 2014 

Frank E. Miller Jr. 
Family Policy Compliance Office 
U.S. Department of Education 
400 Maryland Ave, SW 
Wash ington, DC 20202-5437 

Dear Mr. Miller: 

J\ssemb [l! 
(c'alifornill trreBisbture 

PHILIP Y. TlNG 
DEMOCRATIC CAUCUS CHAIR 

ASSEf,m LYM E; :,tBER, \' \"TEE NTH DISTRICT 

T~}1: 
o<IllUU I 

COIM.1ITTEES 
BUDGET 
DU DG E- SU BC 8 ",1 '.~ lnEE NO ;: Clr-J 

E::UC"'_- IO\ FI~",:'NCE 

BUS'NESS, P:;O"'ESSIONS AND 
CONSJ~.' =F, "'10 TFCTION 

ENVIR8\1:='fI<TA_ SAFETY AND TOXIC 

SELECT COMMITTEES 
CH.J,'R. AS A C,, _ ~ORNIA TRADE ANi) 

INV ='S-'/E\ ~- " ROMOT ION 

JDI\ - CC,/t/ n~ F ON ~ISllEnIES 
A\L: ,A:)UAC I, _-UHE 

R'? .... I!!'·ve~ 
BY:.- ". 

I am writing to request your offic ial op inion on how the standards for sharing student infonnation in the 
federal Family Educational Rights and Privacy Act (FERPA) impact a bill that I am authoring within th e 
California State Legislature. 

My Assembly Bill 2160 aims to streamline Ihe application process for California state financial aid known 
as the Cal Grant program, wh ich is administered under the Ca liforn ia Studen t Aid Commission (CSAC). 
In order to apply for a Cal Grant, students must complete the Free Application for Federal Student Aid 
and the ir verified grade point average (GPA) must be received by CSAC before March 2"d each year. 
Unfortunately, the GPA component of the application process is not always completed, rendering many 
students ineligible for aid . 

As a solulion. my proposed legislation would requ ire California's public high schools to send the GPA of 
every 12th grade student to CSAC electronica lly. In order to capture all students in this financial aid 
reform, the bill designates every 12th grader enrolled in a California public school as an applicant for a 
Ca l Grant, in lieu -of an opt·," provision The student's parent or guardian would be notified of this 
designation and be permitted to opt out. if des ired This designation is intended to make the transfer of 
every student's GPA from their high school 10 CSAC permissible under the financial aid exception in Ihe 
FERPA statute (20 U S,C § 1232g(b)(1 )(O)) . The details and exact language of my proposed changes to 
existing California Education Code are contained in the attached document for your review. 

AS 21 60 will remove a common barrier to state financial aid and improve access to higher education for 
thOllsands of stlldents across California each year. I look forward to receiving your official opinion about 
the consistency of th is language with the FERPA statute and welcome any drafting suggestions from YOll 
Since we are approaching Ihe end of this year's leg islative session in the California State LegiSlature, I 
hope to receive your official opinion by July 21, 2014. Thank you for your considera tion of these issues. 

-PHILIP Y. TING 
Assemblymem be r, 19th District 
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COMPLAINT UNDER THE FAMILY EDUCATIONAL RIGHTS AND PRNACY ACT 
(FERPA) 

06/09/2014 

TO : Family Policy Compliance Office 
U.S. Department of Education 
400 Maryland Avenue. S. W 
Washington, D.C 20202-4605 

RE: School In Violation OfFERPA 

~E;~E:~~,E~ 
BY: .. __ . ___ _ _ _ 

I hereby lodge an official complaint against the School District of Clark County on behalf O~(b)(6); (b)(7(C) I 
~W6) ; (b)(7 Iwho attendedl(b)(6); (blU(t) I School for what I believe to be: 

[ ] Inappropriate maintenance ofrecordslcontent 
[X] A violation of the Family Educational Rights and Privacy Act of 1974. 

The nature of the complaint is as checked: 

[ ] Challenge to Record or Content 

Inaccurate 
_ X_ Misleading 
__ Incomplete 
_ X_ Inappropriate 

Record challenged may be identified as: 

~
T~it~le~:~L!e~tt~e~r~S~Ujbm~itt~ed~b~Y~I~(b~){6~J '~(b~J(~7(~C~J ~~~ Icontaining progress and hygiene information of a minor, while he was a student/peer in her classroom. The letter was submitted to his aunt, 

at l(bl(5) ; (blU(c) I request without parental consent. The 
letter was not concern but to promote favor in a custody battle forl (bl{6l; (b)(7{C) 

brother,kb)(6). (blffiCl I It was submitted to a District Court in Clark County. The letter was not on 
letterhead or in the minor child's file maintained by the school. No parent of the child was notified or 
requested the information. Information in the letter was not communicated to the minor's sale custody 
parent and information was misleading. It stated that inl{bl{61. (bl(i(C) lopinion, the child would need 
special services education with a delay and currently the child does not use special education avenues 
for learning. 

Date: 0611312013 
Person responsible for Entry or person currently maintaining record: Fb)(6), (blU(c) ISchool 
Date challenged content discovered: June 6, 2014 (When motion was served to minor's parent) 

[ ] Alleged Violations of Act or Regulations 

__ Failure (0 provide notification oral! rights (totally or in needed language) 
_ _ Failure to publish local access and hearing procedures 
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__ Inappropriate person(s) grant denied access 
__ Failure to provide interpretation assistance as requested 
__ Failure to provide requested hearing 
__ Failure to provide uninvolved hearing officer 
__ Failure of hearing officer to provide written opinion within reasonable time 
_ x_ Inappropriate sharing of confidential infonnation 

Other: --- ---

Date ofViolation:_ June 11 , 20 1 3._~ _ _ --,--__ 
Date Violation Discovered ifdifferem from above:_June6, 2014, _ ___ __ _ 

Other Relevant Information: 
(Use this section to add any additional explanatory comments) 

Copies of the letter and statement from Randi M. Chatterton are included 

' . ,) 

)( ) (b),,(c) 
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May 25, 201 4 

Family Polity Compliance Office 
U.S. D~~part mcnt of Education 
400 ).1arj'lrtnd Avenue, SW 
W:lsh ingron, D C 20202-8520 

To \X'hom It .\lay Cuncern: 

(b)(o). (0)( (C) 

~EJ~~0,r~~~ 
uv 

I am writing regarding II pm~iblc, unintent10nal vlUlation of FERPA aod/ or other education law by 
an employe!: of the Fb!(61 : (S)(tre) Iwhik J was enrolled as II doctoral . tudell! there. 
Adminedly the ~itlla! ion IS H\rwunucd by II f~u: amount of drama, b u l J will make every effort to 
limit the 1I1flucnce o f Ihat and focus o n fac t.'i as l am 1\\II, 1[C of them. 

1 was :J:o.:l:pted as a PhD student in f>choo\ psychology at the ' rbi'S! (blO(Cl 'md bqr.lll 
study in tht: fall scmcst(~r of 2011 . Hb)(6): (b)(7(C) Iwas assignl:d as my advisor. He wa~ proVIded with 
II copy of the transcnpl from my ma~tcr's degree program (a\, o in ~ehool psychology, ad(b)(61 Ibl l7 I 
Umver~ i ty). Ratht:t than properly advlst: m e: (as orht:r student!; wert: advised) during tht: summer fl!; to 

which courses J should cnroU in, ht: con tinuously pos tponed our adVising meeting uu(il lhe fint \veek 
o f dRSSt'S. 

Wll en t entered his office, he began tu look for my khJ(61-(hl I transcript, but couldn't fino it initial ly. 
He looked a bit mure, b ut again, to no avail. \Xle bOlh agreed that 1 had sent. it to him. In the lIl tercs ts 
of making the mceting Ijme efficlcnt, T ultimately remote-conllccwd to tn)' personal compu ter and 
rctricv[;d an unofficial copy ill PDP format which he printed. 

l1le potential f E RPA violacion lics In that he lost an ufficia l l ran~cript from l\bU6!.!b! ICnlversity, 
contahllng my full name,llh)ffi) Ibx lstudenT. idcnufil:a tion numher, the last four digits o f my social 
security l1umher, and so on. T he transcript WaS at no time authOll:lcd or considered public 
In fOfll\!\li clll . 

To thi~ daV, I have receIVed no notification that It has been fount!. As such, I h<l.ve no idea where tt 15 
or how it ~y ue abused, e~peci.aUy for purpose51. of identity thl:fl .. A.1though ~likcly did not lo~e 
the original transcript inten tionally, his failure \0 ade'lU<lIcly H:curc and p rotect confiucn tial academic 
information from Olhc[~ may constitute a r ERPA violation . 
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(b)(o) (o)u {e ) 

Further complica l in~~ ma l te~ i1' the d ram;! t'<l.rlier rcfctmccd. To summ:ltlzc, he wai t.ed too long to 
advise me, dasses h:.d filled, and his Solullon was to l.'nroll me in :1Il imk-p endent srudy COUfse with 
him. He did nothing as stllted in the syllabus and \vhen the situn tlon was reviewed uy the then
department chairrcr~() lI , nne or both of th c:: m dish onestly clRitned tha t~advi~ed me to sign up 
for the independent study in the fall. Sin ce then, find after much prodding, the uni\>crsity hilS 

CSH:lld"lly conceded that ImImlJdid not ad\, j,c me to sign up for th e course in thc spring (in fac t it 
can be demo nstrated 10 be im possible). 

As such, if you contact him, , have extrcmt: doubt th at he would honestly commu nicate with you . I Ie 
may evell go so far as to contact other univer~i ( y offices (such at; Admissions) ami Hllkk·nly produce 
an official (ranscrip1. If monitored and glVen any amount of time, it. i ~ doubtful he would find it. 

Again, I hi~ complaint should Ix focu~ed more on the loss o f the tra nsctJpt as a porential FERPA 
(an ci / or o ther oouc:m o n law) vio lation, no t ~m m uch the cirCllms la nccs it..":lding me [0 do ubt his 
llbi li,)' 10 be honest. 1 a m , however, upon rCllllest, produce documt:nts suppo rting m y claims in the 
independent ~ tudy matter . 

1 strongly recommend that hc be ilH'est.igated fo r tlm and p o~~ibly other vtulatio ns. Should you have 
ques lions and/or conccrn ~ for [ne, please feel free tu contact me vi a email, fax , an rl/or U.S. mail. 
C; iven the serio us lut utc o f these allegatio ns I ':l tronglr prefer It> avoid telep hone convcrsations as 
they arc no t edsily documented and more prone (0 miscomm unicli tiull than the wri ttcn word. 

1 appreciate, III advance, you r attention tu IhlS ma tter, and hop e th~lt this letter of un f(Jrtl.ll1ate nature 
finds you well othenvise. 

(b),,). {oj, (v) 
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BakerHostetler 

June 13,2014 

VIA O VEKNIG II ... OELIVERY 

Fami ly Policy Compliance Ottice 
U.S . Department of Education 
400 Maryland Avenue, SW 
Wnshi ngtun, D.C. 20202· 5920 

Re. Incident Notification 

Dear Sir or Madam: 

~ECE~~~~ 
BY:--- - ---- ---_.-

Baker & Hostetler LLP 
81 1 Mai" Street 
SUllo l lCO 
Hm.1slon, TX 77002-6111 

T 7 1375 1 1BCO 
F 7 1~j . 7 51.11 17 

W'Nw.oakoi1'lw _c0I11 

Lynn S~~~iom 
direct d!~ I: 713.616.1 352 
lscss io nl(oiib3ker l~w. com 

On JUlie 2. 2014. our cl ient, Riverside COllllllunity College District (ReeD) learned that an emai l 
containing stude nt records ....... as sc nt to an incorrect external e-mail address the previous friday, May 30. 
ReeD inllllcd i>'ltel y began an i nve ~ ligation and determined that the e-mail cont ained information about 
Re eD Sludents enrol led in spring 2014 semester classes. The data file conta ined students' names, home 
addresses, preferred phone numbers, student e-m<l il addresses, birth dates, student identilieation numbers, 
enrolled classes, and, in .mme cases, Social Security numbers. 

At this time, RCCD docs not kn ow if the external email account is active. lIowever, in an 
<l bundam:e of eaulion, ReeD sent letters to affected studenl'> and is providing them with free one-year 
credit monitoring and identity prntection services through Experian. To prevent this from happen ing 
again , RCCD is reassessi ng and enhancing security measures, reviewing policies and procedures for 
sa fcguard ing student information, and re-cnti:lrcing best practices in sceure data hand ling with its staff. 

Commencing on June 13, 2014, ReeD is notitying 34,269 students in substantially the same 
fo rm as the lener attached hereto. 

Please do not hesitate to contact me if you have any questions regardin g this mattt!r. 

Sincerely, 

Enclosure 

A I/a nte 
H OIlSC'Jn 

ChIC,<;QQ 
L:Js Ange/t!:> 

CincinnAti 
New York 

Cleve/a llci 
Orlando 

C()lumbus 
Phitadelphii:l 

Costa Mes a OeriVBI 
Seattle Wa5hll";tan, DC 
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(biM (bIU(e) 

June 18, 2014 

Dep.rt, of Education 
Os-ES·CCCU 

Re: Request For Investigation Of The Department Of Educatron And 
Department 01 Health And Human Services For Their Failure To Enforce 
Requirements Of The Joint Guidance On HIPAA And FERPA 

President Obama 
Congressman Darrell lssa Chair the of the Committee on Oversight and Government 

Reform 
Congressman John Mica Chair ot1heaubcomrniHee on Government Affairs 
Congressman James Lankford Chair of the Health Care subcommittee 
Congresswoman Virginia Foxx Chair of the House Subcommittee on Higher Education and 
Workforce Training 
Congresswoman Nancy Pelosi, (My Home.District), Help With Federal Agency 
Senator lamar Alexander Chair of the Senate Hearth, Education , labor and Pensions 

Committee 
Secretary Arne Duncan of the Department of Education 
Inlarim Secretary of Department of HealUl and Human Services 

REQUEST FOR INVESTIGAnONOF DHHS AND DOEd FOR FAILURE TO ENFORCE HIPAA 
AND FERPA PROCEDURES, AND OOEd REGARDING ITS RECOGNITION OF WSCUC 
ACCREDITED COLLEGES 

I am requesting that you and your agencies investigate the refusal of the Departments of 
Education, omce of Civil Right (OOEd OCR) and the Health and Human Services, OfT'lce of 
Family Protection, to enforce the pt'Ovlsions of the Family Educational Rights and Privacy Act 
(FERPA) and Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule, Further, 
I am reques1ing that you aiso investigate the WASC Senior College and University Commission 
(WSCUC) for its failure to ensure that the University of .California met the WSCUC standards for 
instibJtional Integrity. 

I do not make these allegations lightly or without a sufficient basis. I was an attorney for the 
UC's,General Counsel for 16 years - 4 as the first ever on·site UC hospital attomay (UCLA) and 
12 years in the General Counsel's Omce. I was" health attorney for 33 years, handling most of. 
the major mantal health issues·. I was a ~gal sid attorney who brought several class aeljon civil 
rights suits on behalf of mental patients against a state mental hospital. I subsequently went to 
Harvard and received ah MPH in HospitalAdministration, and a few y~.rs later became the 
GEO'ofttie same ~tate hosp""rtal l 'had sued:·-tprovided mOTe trainings to more people OITmore 
subjects for the Califomla Hospital Association and vlhen I finally retired from pradicir'tg law, the 
CHA honored me with their first Distinguishoo SelVice Award and fUrther honored me by naming 
the award after me. 
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"In May 2002, the Soard of Regents determined thai the lJC would be a Single Health 
Care Component for the purp0$8S of complying with the HIPAA (Privacy) Rule: bttQ.JL 
wwwunjversityotcaUfomja,edu/hlpaai 

I drafted most at the clinic HIPAA documents as a rasutt of the Re.oon~' decisloh. Sit'lte the 
issuance of the Joint Guidance in 2008, a year after t'retired fron;' the\liiiversity I have been 
telling the University that the documents I drafted as a result of the Regents' decisl.on needed to 
be eliminated with the issuance of the JoInt Guidance. The UC,Iike many other colleges, 
decid'!d in 2002 to voluntarily appty the provisions of HIPPA to Ks dintcs for various sound 
,reasons - unrtormity, higher levels of confidentiality, trainlng 'of professional students. However, 
after the Joint Guidance it was clear that HIPAAdld not apply to university campus health clinic 
studenVpatients, but FERPA and state law did. 

Unfortunately, the critics of President Obama who assert that he is more Interested In passing 
health care legislation than enforcing tt may be correct given the lack of enforcement of his 
agencies in enforcing FERPA and HIPAA. This is especially troublesome when you listen to 
Prestdent Obama powerfuPyexpressed sadness regarding the school shootings such as 
Virginia Tech, but his administration including hls Secretary of Educatktn ~nd hIs Secretary of 
Health and Human Services have faUed to enforce the requireme:nts of HIPAA and FERPA 
fostering the very legal confusion that led to the Virginia Tach massacre. Shameful hypocrisy. a 
Charge lam relucfam to raise . 

It was the confusion over these very two federal laws that the review committees ofthe Virginia 
Tech shootings concluded may have led to that tragedy. As a result of the Virginia Tech legal 
confusion, in 2008 the DOEd and DHHS Issued the Joint Guidance on the Application of HfPAA 
and FERPA, clearly stating that campus haafth and counseling clinic information conceming 
students was subject to FERPA and exempt from HIPAA. The Unhlersity of California (UG) 
continues to improperly and illegally apply HfPAA's provisions to their health and coqnseiing 
clinic information regarding students. The refusal of these two federal agencies to carry out 
their enforcement responslbjlities regarding the Joint GUid811f;9 and these two f~rallaws 
allows the UC to continue rts clear viotation of federal/aw, wt'Ik:h 86 reftected by the finctngs 
regarding Virginia Tech could lead to further similar tragedies. Since the Sandy Hook school 
shooting. just 18 months ago, there have been 74, school shootings, 35 of which are college 
shootings, a number which does not even include events like the Isla VISta shooting In late May, 
which invofved the shooting or 6 University of Califomia SSflta Barbara students in the adjoining 
student ghetto of Isla Vesta. http://everytown,orq/artjcte/schOQlshoo1jngs( V 

It is shameful that for all of the publicly expressed sadness and concern by, various politicians, 
school adininisb"ators and various governmental offlclals foUO\Wlg ever increasing college 
shooting lraQediEttiii, so many of these same persons have tot~11y failed to cony out Iheir 
professional responsibilities Which could prevent another Virginia Tech tragedy. President 
Obama condemns we~k gun laws, questions the role of mental health issues, but tota.lly fails to 
ensure his own cabinet members are enforcing the very federallaW6 that led to the confUsion 
that led to lhe Virginia Tech shootings. Similar1y. and quite IronicatlY, UOIversity of California 
President Napolitano only last month on the 27th of May expressed her platitudes and ordered 
that campus nags be flown at half-_ staff for the UCSB students killed in the adjoining student 
comm'unlty. What she fai~d to acknowledge is thiJt six months earlier on Oct.20~ 2013, I sent 
her a lengthy-document, whidl detailed in ' pertinent part the University of California's improper 
and confusing haooilig of student' he~IUicai'a '-and privacy Inf~rmatiO(f by' ¢arn~us tifaffarid a Jist 
of qUl$tions to ask the UC General Counsel reg13rdihg what federal law applied to campus clinic 
student health records. (ATIACHMENT E) The UC has failed tp comp"Y with the requireJTlents 
of the JoInt Guidance and the requirements of WPAA and FERPA for the entire 5 ye8rs since
the Joint Guidance was i~sued. _The VC exhibits a greater l8gat. confqsiQn regarding t~ very 

2 

; 

I 
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laws that led to the Virginia Tech rnassacre than did VirginIa Tech. President Obama's two 
Departments have failed to enforce the two laws of the Joint Quidance, and as an aside, 
Preside'nt Napolitano has done nothing to remady the UC's clear violation of fe<lerallaw and the 
resutting confusion allowing it to continue down an even more confused and potentfally 
dangerous path th,en'the one Virgiryia T~hto9k. 

Unfortunately~ both of President Obama's, enforcement entities, DHHS Office of Civil Righ~ 
(OCR) an'd OOEd Family POlicy Compliance Office (FPCO), despite being'aware that the UC Is 
in clear and complete violation of the Joint Guidance and HfPAA and FERPA' have refused to 
carry out thair enfon:;amBnI obligations for these two federal acts. Shalt of en investigation into 
the Obema administration's failure to meet its enforcement obligations, there Is a concern that 
there Is no possibilrty of any Mure action being taken by DOEd or DHHS to bring the UC into 
legal compliance with the JoInt Guidance since Napolitano is B former member of the Obama 
Administration and these agencies would not want to put a black mark on their colleague's 
record. 

VIRGINIA TECH SHOOTINGS RESULTED FROM CONFUSION REGARDING THESE TWO 
FEDERAL LAWS 

The, po~t~rna~s1'lcre revi_ew committees that reviewed the Virginia Tech shootings concluded that 
the massacre may have been preventable had college officials and other members of the 
college community not been confused regarding federal health care and privacy laws, most 
specifICally, HIPAA and FERPA. 

~Unjversity officials in the office of Judicial Affairs •... counseling center, campus police, 
the Dean of Students, and others explained their failure to comrnunicate with one 
another or with Cho's (the assailant) parents by noting their belief that such 
communications are prohibited by the federallaws_QQvemlng the privacy of health and 
edycation recOrds In reality, federal laws and their state counterparts afford ample 
leeway-to'share infonnatlon In potentially dangerous situations." 

~Tha Review Panel noted 'wigBspregd confusjon about what federal and Slate Ddyac~ 
laws allow.' ThIs confusion, ihcidentallY,creates a setting in which any university would 
likely have acted as Vlrglnla Tech did.n Expecting The Unexpected, Lessons From The 
Virginia Tech TragfJdy, Amon"can Association of State Colleges and Universities, PQ_ 4-5 
(Nov. 2007). 

FERPA NOT HIPAAAPPLIES TO STUDENT HEALTI-I RECORDS 

To eliminate this confusion, the DHHS and DOE in 2008 issued the Joint Guidance to clartfy that 
student clinic health records are subject to FERPA and not HIPAA. 

FAQ 7. -Does FERPA or HIPAAapply to records on students at health cliniCS run by 
postsecondary Institutions? 

FERPA applies to most public and private postsecondary institu~ions and, thus, to 
the records on students at the campus health clinics of such institutions. These 
reGards will be either education records or treatment· records under FERPA, both 
of which are e?(cluded from cOverage urider the HI PM Privacy Rule, even if the 
school Is a H1PAA covered entlty_" ~~2 ed ~9v/QoHcy!geo/lJuid/fpcQfdQcl 
WtPj(i-hiJ;2aa-guldiilOce,pdf 

3 
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Simply, FERPA applies to all post~secondary schools receiving any funding from DOEd 
programs, whIch includes the vast majority of eolleges in thE! country. As a result the records of 
campus health and counseling clinic records of college students are subject to FERPA, and, if 
the clinic is a Covered Entity, those of non-students Brit subject to HIPAA. 

~ile 
care to 

nonstudents, th$ indivlduaHy Identifiable health of the clinic's nonstudertt 
patients is subject to the HIPAA Privacy Rule. Thus, for example, postsecondary 
instiMions that are subject to both HIPAA and FERPA and that operate clinics open to 
staff, or the public, or both (including family members of students) are required 10 comply 
with FERPAwith respect to the health records of their student patients, and with the 
H1PAA Privacy Rule with respect to the healUl records of their nonstudent patlents.~ 
htip-tl1N't{W2 ad goV/POlicyfgenlguidffpco/doc/f8rpa~hipaaiJy i daDca pdf Joint Guidance 
~Q7, v/ 

Student medJcallnformation and ~rds ere exempt .from HIPAA and are instead governed by 
FERPA ·When used solely for treatment pUrpOS86, they are exempt from the coverage of 
FERPA and HIPAA and are sutqect to state law. VVhen used for any other ·purpose wahln the 
university, such 85 academic decisions about medical withdrawal from class, discipline, financial 
assistance, school transfers, academic disability accornmdd"nlon, etc. , they are education 
records and FERPA rules apply. FERPA also allows the UC health and counseling clinics to 
release treatment records for various reasons. The most common exception to the requirement 
for a studeot's written authorization is to a ~school official- who has a "legitimate educational 
interest.- This disclosure may be made for any reason that allows the school official to carry out 
hislher professional responsibilitieS, which may be totally unrelated to the student's health or 
academics. Consequently, even clinic treatment records that have never been used for any 
other purpose may be released to e ·school omclal" for a ~fegitimate educational purpose
converting it into an education record. Simply, under no circumstances is HIPAA ever applied to 
campus CliniC student health recordtl. 

THE LACK OF COMPLIANCE BY THE UC IMTH THE JOINT Gu/DANC/: · THE UC 
ILLEGALLY APPLIES HIPAA TO STUDENT HEALll-i RECORDS 

The review of the V1rglniil Tech tragedy clarified the responsibiHty colleges have in being 
proactive for clarifying the appHcabla health care and privacy laws for their employees to 
prevent a future ttagedy 

loday, it remains the burden of colleges and unlverslUes to educate their fscutty; staff, 
and adminlstrators on the requirements governing pri\lacy law disclosures. Equally 
important, hOWlev.r, Is the ruponslbUity of 8chool.dministra1:O~ and faculty to 
seek clarificatian whenever a potential di8clOaure sltuiltion arf ••••.•. (M]any in 
academia .hOUld educate themselv .. on the limitations and exceptions to student 
privacy laws. This act aione may help prevent another tragedy," A Failure to 
Communicato: Did Privacy Laws Contribute to the VirginIa Tech Tragedy? bi1{J:fL 
law,wlu, edlJ/deQtjmages/iQumal%20Qf~GjyjL%20righ{s%20and%20sQcj(jI%2Qjustice! V 
Bwsca%20&%2QRClm,pdf p. 167. 

The UC ~ral Couns~ Charlie Robinson, PreSident Napolitano and other offici~s have 
knowingly and Intentionally done the Ve1}' opposite of lhe above findings and recommendations. 
They have knowing appUed the wrong law and misrepresented their practices to campus cliniC 
student/pmisnts confusing many if not most of the campus and clinic officlals as to what law, 
exceptions and limItations appty. At least at Virginia Tech there was only ignorance and 
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confusion about the applicable federal law; the UC has added the element of intentional 
misrepresentation by the University administration. 

Despite thE! fact that in 2008 the Joint Guidtulce clarified and reiterated that the stud~mt health 
gllnlq reColllSOf alL.;oI!e~ Je<:.ejyiJlgJe<tQrJjl ftJnd~ ate subjeet to fERPA, tbe University of 
Califomia-student health-"dinics-continue to' itii~(Opertvap»lY HIPAA to their shjdtffif~'--he8.lth 
recoh:fs. 1he University of Califomfa Santa Sarbara. my alma matter, as recently as the date of 
thls correspondence oontinues to disregard the Joint Guidance and UCSS's own HIPAA website 
states that It applies HIPAA to ail of its health care clinic recorcb for students and non-students 
alike. hltp-/laops,s'a,ucsb gdulhjpa'ij/SUmmetyOfprjvacynotice as'p?oage=geoeraliofo / 
(ATIACHMENTSA&B) . 

·UCSB has always had privacy and patient confidentialfty standards In "'ace to ensure 
appropriate access or disclO6tJfe of protected health information, A fadersllaw called the 
Health InSurance Portabtlity and Accountability Act (HIPAA) IlOI.V provides additional 
safeguards for ensuring lhat your health Information is adequately protected. HIPAA also 
requires UCSB to provide you w1tt1 a Notice of Privacy Practices (Notice) which explains 
how your medical infOf1ll3tion may be used and disclosed and also explains your rights 
related to your medical informatton. · 

UC studants are provided a HIPAA Notice. wh~ details the Standiud'provlslons lhat most 
persons recewe when they go to their doctors office. However, the provisions that do apply to 
student heatth records, as 6tated-ln the Joint Guidance, are FERPA's, One olthe greatest 
fraudulent misrepresentations ever made on Californians hele been made by the University of 
Callfomia to hundreds of thousands of UC students over the past 5 years since none of the 
provisions in the HIPAA NoHce they receive actually apply. Rather the UC surreplitiously and as 
desired applies 1ha PnlvlskJnsof FERPA rather than those contained in their HIPM Natice_ It 
appl ies HIPAA in violalion of fedefallaw, and Its use of FERPA makes the HIPAA Notice an overt 
mj~rePfesenlation and fraudulent docunent. 

Wlile UCSB has maintained separate health and mental health HIPAA Notices, on September 
13, 2013. 5 years after the mandate af the Joint Guidance, the UC Office Of the President 
Issued a new fill-in the blank campus HIPAA Notice that the other campuses use. The same, 
HIPAA heading and language Is contained In the fill-In HIPM Notice, bttp"/l'UWW ycop,edul 
eth ics-cornpliance-audlt-servjcesLfi[es/compljancelhjpaa/NpP-eng!ish pdf (ATTACHMENT 
\J\!hatever format. separate or unified health center and counseling benter HIPAA Notice_s, every 
UC health and counseling clinic. in one 'onn or another, continues to violate the Joint Guidance 
and wrongfully applies HIPAA. 

The Obama's Administrdtion, desptte the Presidenrs speeches condemning these mass 
shootings, hIs OOEd and DHHS have refused to step forward to enforce the applicable laws and 
hold the UC and its officials accountabte, Presumably Napolitano as Homeland Director was 
aware of the causes of the tragedy at Virginia Tech. Despite several requests as early as 
October 2013 for Napolitano to address the i~ue of noncompliance with tederallaws covering 
campus health clinics, along with specific information regarding the UC's misconduct, she did 
nothing but Issue a few platitudes after the recent shootings of UCSB studenls in the nearby Isle 
Vista community in Ma'y 2014. Seven years after Robinson became the General COUrlSel he 
still doesn't even know what the applicable federal law is for the campus cli.nfcs. Given his lack 
of legal leadership, Which contributed to the UC,Qavis Pepp8f Spray ... Police ,Riot,the UC, .. the 
post-secondary icon of student occupatkms and police: overreaction for the,60's, the_ UC's chief 
legal officer had no idea what to do_ Robinson has created such a dangerous legal environment 
at the UC that the least Napolnano coutd do ts ralae the UC risk oode color to red. 
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DHHS-OCR, THE ENFORCEMENT OFFICE FOR HIPAA REFUSED TO ENFORCE THE 
REQUIREMENTS OF THE JOINT GUIDANCE 

In 2010. I wrote the local San Francisco OffICe. Department of He.slth and Human Services, 
OffICe of.Civil Rights. (OCR), the HlPM enforcement agency,-detailing how the UC· was vfolating 
federal laW andthe Joint Guidahce by apPlYing HIPM to Its student" clinic records . . 

I wrote Michael F. Kruley, OCR's Regional Manager in 2011, highlighting that FERPA applied to 
student health records and that HIPAA applied to the heatth records various groups of non-
students: " 

1. Non-student patients, such as faculty, joint counseling partners, or"family members, 
are treated at campus heahh and counseling clinics and are subject to HIPAA and not 
FERPA; and 
2. Persons trom the community who are no1 students are regularly treated at the studenl 
psychology training clinics. and their records were subject to HIPM and not FERPA 

OCR Regional Manager Mtchael F. Kruley responded that the UC dlnics should not have 
applied HIPAAto student health recordS since they were exempt from·H1PAA and therefore 
OCR, the enforcem~nt agency for HIPAA. would close my complaint: 

·OCR will not be able to a~pt YOl,lr complaint for investigation. Your alle9atJon that the 
University of Califomia misrepresents its uses and disclosures of sbJdent records, even if 
fully substantiated, would not violate the Privacy and Security Rules. The Privacy Rule 
protects all -'ndtvldually identfflable health Informationn held or transmitted by a covered 
entity. The definition of this {Protected health JnfOmlation" held or trsnsmltted by a 
covered entity. The definition of the -protected health infonnatir;m" in the HIPAA Rules 
l(Ipecifically excludes education records covered·by the Family Educational Rights an 
Privacy Ad (FERflA). FERPA applies to most public and private postsecondary 
instl\u~ons and, thus to. the records on studenta.at the campus health cliniC3 of such 
Institutions. These records will be either education records or treatment records under 
FERPA, both which are exCluded from coverage ~nder the HIPAA Privacy Rule, even Tf 
the school i6 a HIPAA covered entity. So, although the entity itself may be covered by 
the Privacy Rule under HIPM~ .th8 health information about students maintained by ~ is 
excJuded. from the definition of protected health information. Therefore, OCR is closing 
this complaint. (See Attachment D) 

The ONY concern OCR had was to close the. file on the oompJalnt and to avoid any additional 
work which Involved enforcing the federal law it was responsib~ ror. 'V\Ihy woukj DHSS OCR 
the HIPM enforcement agency close my complaint and: 

1. Not tell the UC, a HIPAA Covered Entity, that the student clinic records it was treating as 
being subject to H IPAA were In fact not subject to HIPAA; 

2. Not tell the many UC clinics, HIPAA Covored Entities, that the student records they were 
treating as being subject to HIPAA were in fact not subject to HIPAA: 

3. Not teB the UC or its clinics, both HIPM Covered Ertlties, that they Viere 
misrepresenting their practices to students by providing a HIPAA NotiCe. while various 
officials surreptitiously applied FERPA's prOvisions. 

4. Not tell the UC or its cnnics, both HIPAA Covered Entities, that they were 
misrepresenting their practices to students by inappropria"tely providIng thern w ith an 
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inapplicable HIPM Notice, while various officials inappropriately applied HIPAA 
provisions. 

5. Not tell the UC or its clinics, both HIPAA CovelrEtd Entitles, that BOry1e of Iheir patients are 
6ubjeq III ftIPAA and:H1d Qth.eIS are MI. Kt\!IeY, (M: Re~iQMI ManagO{ for OCE! did 
quote tfie language from ·.Joint Guld8nce FAQ 7 regarding sl\ldElhts not being subjeCt to 
HIPAA to support the closing of my complaint. but he did nal quote the language from 
FAQ 7 regarding .nonstudents who woro subject to HIPAA since that language would 
have forced him'to keep my complaint open and investigate it. (-If the institution;s a 
HI PM covered 'entitY and provides health care to nonstudents, the individually 
Identifiable health information of the clinic's nonstudent patients is subject to the HI PM 
Privacy Rule") 

6. Not notify its sister federal agency, the DOEd FPCO, the FERPA enforcement agency, 
tha.t the UC and its clinics were improperly providing FERPA students with a HIPAA 
Notice and that the UC was not properly f"'Jowing the requirements of FERPA and the 
Joint Guidsnce regarding the confidentiality of student clinic records; 

7. Not notify its sister federal agency, the DOEd FPCO, that OCR was going to. close my 
compl .. int and that OCR was not going to Inve~tigate whether the uq or its clinics were 
violating federal law - so th'at FPCO could investigate the violation of student FERPA 
rights, 

DOEd FPCO, THE ENFORCEMENT OFFICE FOR FERPA REFUSED TO ENFORCE THE 
REOUIREMENTS OF THE JOINT GUIDANCE 

Michael Krulev. the Regional Manager for OCR's San Francisco HIPAA enforcement agency 
stated in his letter of May 9, 2011 , "For information about FERPA, please contact (FPCO) .. . _" 
then contacted FPCO detaJling hoW the UC 'Iiolated the Joint Guidance by apply HIPAA and 
violated federal law by not applying FERPA. The FERPA enforcement agency, fPCO refused to 
take any actiO," to erlforce FER~A because [ was not a student. 

~FERPA vests the rights it affords in ths eligible student. The statute DOEds not provide 
for these rtghts to be vested in a third party who has not suffered an alleged violation of 
their rights under FERPA. Thus, we require that a student have "standing." i.e., have 
suffered an alleged violation of his or her rights under FERPA, in order to file a 
complaint." http://www2.ed.gov/policy/gen/guidl!pcollerpalstudenls.trtml 

The problem wl1h restricting enforcement to complaInts by students Is that Within the UC's 
context of Its fraudulent rnlsrepresentation that the UC is providing confidentiality. for student! 
patient records under HIPAA, there is no way a student would know that his/her FERPA rights 
were being violated because the UC keeps telling himJher that HIPAA was the app!icable law. 
Further, not only did the UC fall to advise the student/patient that FERPA applied to his/her 
medical records, it specifically advised the student that it did not. UCSB on its website 
captioned "FERPA for Studenl$" spectflcally states: 

"Education records do not Include ... Medical records ... . " https:llreglstrar.sa.ucsb.edu/ 
FERPAstu. aspx 

This language is in direct conflict with FAa of the Joint Guidance: 

These records will be either education rllcords or treatment records under 
FERPA, both of which are excluded from coverage under the HfPAA Prtv3CY 
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Rule, even If the school is a HIPAAcovered entity," bttp'l/www2,ed goy/poljcy! 
gen!quid/focoldQc!ferpa-hipaa-Qujdance pdf 

There would be no reasoo for a student to eve(l know about the existence of FERPA, and if slhe 
diQ, nOf~.3$oD t.O CO/l~ 1~lnV<!Nll\g . hi$lli"' ·medlcal!~JdsJo EERP'A.iiu:e.slhe . 
recetved-repeated HIPAA Notices of Privacy Practices and an acMsetnent on the FERPA page 
that FERPA'seducation r~rd8. did not include medical records, As 8 result rt would be unlikely 
that FERPA complaints would be filed with the FPCO by a student regarding his/her mecical 
records. 

FERPRA USE AND DISCLOSURE EXCEPTIONS NOT REQUIRING STUDENT CONSENT 
ARE VERY DIFFERENTTHAN THOSE FOR HIPAA 

FERPA, the applicable federal law, has very different resbictions and exceptions, with only a few 
being similar to those in HIPAA. For example, under FERPA a student's health-care information 
may be disclosed without the student's coosent or knowledge to anothef" UC · school offici~· for 
a "legitimate educational purpose: 

"[T]OO term "school otfiCiar .. , (includes) professors; instructors; administrators; health 
staff; counselors; attomeY8; clerical staff trustees; members of committees and 
diSCiplinary boardS'; aM a contractor; volunteer or other party to who'm the school has 
outsourced institutional services or functions," htte 1/ww.N2 ed goy!poUcy!genloujdlfpcol 
ferpalstudents blml 

A school official has a legitimate educational interest if the offICial needs to revIew an education 
record in order to fulfill his or her professional responsibilities, This respon&:ibility does need not 
be an academic or heafth care Inler95\, it could include disdple, flnandal aid, infonnation to a 
schoollhe student has applied to. etc. http://www2.ed.gov/polk:y/gen/guid/fpcolferpal 
students.html 

There is absolutely nothing in the myriad provhllons of the HIPAA Notice of P,iYacy 
Practices thllt the etude."t's provided which details the ways in which the student's 
health care Information may be used or dlaclosed that would cause any· student/patient 
to believe that his/her medical information eQuid be provided under FERPA'to a school 
offj~al for a "legitimate· educCitional interest" totally unrelated to the patient's treatment. 
without the patlent's corn;.ent ~ over the patient's objection. The UC's HIPAA Notice is 
an absolute fraud and misrepresentaNon when the Ruden! is told that hIs/her health care 
information wi. only be disdosed for (HIPAA) reasons A, B, C and the UC CK:tUally releases 
informatoo for (FERPA) reasons C, D, and E - E being a legitimate educational interest. 

The UC falsely tells the student/patient that her/his health Information is protected, and 
completely fails to .carry out its legal duties and privacy practices providing a bait and switch of 
laws, citing H\PAA and following FERPA, Obviously, the UC does not follow the restrictions and 
exceptions contained In current HIPM Notice, since the current Notice is a HIPM Notice and by 
law the records of student/patients are excluded from HIPAA's coverage and subject to FERPA 
and state lows different restrictions and exceptIons, 

LIES, FALSEHOOOS, DECEPTIONS, IGNORANCE AT THE UNIVERSITY OF CALIFORNIA IS 
GREATER THAN CONFUSIONAT VIRGINIA TECH 

As 8 resuJI: of General Counsel Robinson's lack of legal leadership in this area, and Pre6ident 
Napolrtano's lack of administrative oversight 1he UC remains a per~tion of multipfe 
discordant legal theorie's when it comes to the Issue of how to handle the disdosure and use of 
UC clinic health care and mental health Informatlon of student/patients, 
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1. Many campus 'and some dinlc officials are advised that the provisions of FERPA control 
an student educational records , including their dinlc medical records. 

2, Ofb~.r campus and Clinic, omclals,are ,t~Jd thatthe HiPAA Notice that students· receive 
control'~ th'e use and disclosUre of their nealth care' information'. 

3. For various reasons, some personnel are told to give out the HIPAA Notice, but to fo'Uow 
FERPA when disdosing information. 

4. Some staffbelievB they are not proVlding a true HIPM notice but what they call a 
"virtual" or "faux" Notice. Th~y believe it is a Notice of their practices an.d not a "HI~AA 
Notice" because the heading doesn't say "HIPAA" on it. The UC staff don't realize that a 
HIPAA Notice of Privacy Practices DOEds n01 include the word "HIPAA" in its headIng. 

"THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE 
USED AND DISCLOSEDAND HOW YOU CAN GET ACCESS TO THIS 
INFORMATION. PLEASE REVIEW IT CAREFUllY." ht~rllw\wlhhs oov1ocrlprjyacyJ 
hlpaa/admjojstratjye/prjvacyrule/prdecember2000allSpans pdf 

5, Others, especiahy some heattti care providers, continue to use a HIPAA Notice because 
they don't want to tell students that FERPA applies because If students find out that their 
heaJth care records could be disclosed to a school official they fear students may quit 
using the campus clinlc and go elsewhere for medical services. 

Simply the UC staff and officials are so confused as 10 whether they follow HIPAA. FERPA, 
both. neither, say one and use the other - much less which state law applies or what to do if a 
state law conftlcts with FERPA or HIPAA. Even when they realIze that the UC attorneys and 
General Counsel have no idea what law should be follOWed, the sta.ff roHow their lawyers who 
are as co.nfused and,sometimes j.ust plain dising~nuous. Saying that their lawyer told them to 
follow HIPAA, even knowing it is improper allows officials and clink; directors to avold conflicts. 
Unfortunately, because there is so much confusion among ttie UC's legal counsel , that same 
confusion is transferred to UC staff which explains the variety of conflicting beliefs stated above 
- shades of Virginia Tech. 

IN ADDITION TO THE UC'S MISREPRESENTATION OF ITS PRACTICES AND THE 
FEDERAL AGENCIES REFUSAL TO ENFORCE FEDERAL LAW, DEPARTMENT OF 
EDUCATION APPROVED ACCREDITATION AGENCIES FAIL TO ENFORCE THEIR 
ACCREDITATION STANDARDS 

Ideally the UC should comply with ue policies, federal and state law, It has close to 20 HIPAA 
Privacy Officers in the university system yet not a single one, Including those at each campus 
had the expertise (or perhaps courage) to state. thel the campus d lnlC8 are in violation federal 
law by applying HIPAA to the student clinic records. The two federal agencies are unwilling to 
enfon::e HIPM and FERPA. This leaves essentially Accreditatlon ~tltles such ~s the WASe 
Senior College and University Commi88ion·(WSCUC). WSCUC has !he obligation to enforce Its 
standards especially In the area of institutional Integrity for which it has specific provisions for 
summary investigations and show caus~ orders i prov~ WSCUC with a lengthy analysis of 
the UC violatfoniof state and ,federal law and·its own pol1cies. However; I tried 10 Simplify the 
problem for their review by providing the URl for the JoInt Guidance, Which states FERPA and 
not HtPAA applies to student dink: records and the URL for UCSB stating that UCSB followed 
HIPAA, and for the UC's HIPAA Notices. Given that clear dichotomy of what wa8leg~ and what 
was being IIlagaNy done, WSCUC responded in a letter dated June 2, 2014 stated: 
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"TIle concerns you cite relation (sic) to UC system-widEt adherence to federallQlws and 
regulations in HIPPA and FERPA are considered to be 81 third party comment, not a 
formal complaint, since they do not directly involve you. By Commission polley, third 
party comments are maintained In WSCUC records, but do not require a-response or 
further 'aCtiCiri: . 

Every college WSCUC accredits is subject 10 the Joint Guidance, and virtually ever college they 
accredit is subject to the rule ltIat HIPAAdoesnot apply to student clinic records. WSCUC is 
also very familiar with the findings of the Virginia Tech shootings and role confUsion regarding 
HIPAA and FERPA played. ["'provided mcoc wtth the same URlS for the Joint Guidance and 
UCS8's HIPAA page and HIPAA Notice. WSCUC knows from reading those 3 URLS that the 
UC is in vi~atlon of federal law and has created !II confUsion similar to that at Virginia Tech. 
WSCUC knows this; it doesn't have to Investigate to know this - the federal and UC URLs 
definitely show the illegality. And" even knowing this prior to any type of .formal investigation 
WSCUC is willing to ignore it and allow 1) the misrepresentation of-hundreds of thousands of 
students regarding their health care Information over the past 5+years and 2) these campuses 
to be as contused about the federal law as Virginia Tech and risk the same potential for harm. 
The OOEd needs to be invesUgated as to why it accepts the accreditation of INSCUC. 

CONCLUSION 

The Department of Health and Human Services, Office of Civil Rights and Department of 
Education, Family Protection Compllance Office, the two enforcement agencies of the Joint 
GUidance, should be investigated for their misfeasance and nonfeasance In falling to enforce 
the HIPAA and the FERPA: 

1. In 2008 the US Departments of Education and Health and Human Services issued the 
Joint Gu;c1Bnoe stating that student health care .records were subject to FERPA and 
exc!oded rrom coverage by HIPM; 

2. The Joint GuIdance stated that HIPAAdld cover non-student patients at clinics of 
Covered Entities; 

3. In 2011, Michael f. Kruley, Regional Manager of the San Francisco DHHS OCR OffICe, 
the HIPAA enforcement agency, issued a letter reiterating that student health records 
were subject to FERPA and not HIPAA and woukl not investigate my complaint regarding 
the UC's cliniCS applying the wrong federal law - even though he assumed I was correct 
- because the clinics were not covered by HIPAA; 

4. In 2003, with the -initiation of HIPAA, the UC applied HIPAA to all of ita health and
counseling clinics and has continued 10 do so up to the present day; even after the 
Issuanee of the Joint Guidance In 2008 and OCR's letter that HIPAA did not apply in 
2011; 

5. In September 2013, 5 years after the Joint Guidancs's statement that student health 
care records were excluded from HIPAA, and 2 years after Kruley'sletter, the UC Office 
of the Presk1ent issued a new HIPAA Notioe to be used by all campus clJnlcs, a HIPAA 
hospital fonn to replace the tailored and more appropriate cliniC form ~ continuing to 
Illegally apply HIPPA 10 this vory day; 

6. In the 2013 HIPAA Notice, 1he UC cWntcs continued to advise thefr pat~nts to contact 
DHSS OCR if they had a complaint, 2 years after Kruley stated his office would not 
accept any HIPAA complaInts regaro.ing campus ciinlcs. 

7. There is a general. consensus among those who reviewed the Virginia· Tech massacre
that confusion of the Virginia Tech ·cOliege officials regardi·ng applicable health care and 
privacy law may have contributed to the shooting massacre; 

8. Under the Joint Guidance, FERPA, !-iIPAA and the letter at McI1ael F. Kruley, Regional 
Manager for DHHS OCR, campus clinic health care records of students are subject to 
FERPA and a.etude<! (rom HIPAA. 
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9. Despite the faf-l that at! of thesa federal entities state FERPA applies to the UC clinics . 
General Counsel Robinson, who has no health care legal experience continues to assert 
and knowingly misrepresent to UC student patients th~t HIPAA applies to their records; 

10. President Napolitano, having been advised in detail that as a result of the lan9u3l;Je of 
. the Joint GI,JkiBnce, and FERPA and HIPAA, the UC is In vloiation of federal law by 

applying HIPAA to its student health reC:Qfds. _ She has failed to investigate or have 
someone investlgate as to whether the UC is in violation of federal law ~ failing -to do so, 
her nonfeasance permits the continued misrepresentalklO of thousands of stud~ 
regarding thei' clinic health care Information and privaoy; 

11 . UC"General Counsel Robinson through his attorneys Inconsistent, inaccurate and total 
lack of legal gulda,nce has knowingly. created an environment of legal confusion for 
students and staff as great as that at Virginia Tech; 

12. The refusal of OCR and FPOC to InvesUgate the UC's pradices, despite being 
requested to do so, and having full knowledge that the UC is in noncompliance with 
feelerallaw have a.Owed hundreds of thousands of UC students to be misrepresented 
as to their heatth care and privacy rights; 

13. Despite Virginia Tech's lesson th;;lit confusion regarding FERPA and HIPAA may have 
facilitated·.the shootings. and could happen again at any other confus~ college, the two 
federal enforcement agencies, FPCO and OCR failed 10 take any action, provide any 
notice to the UC, provide any information to each· other, do anything excepl to avoid 
doing any work. which only led to greater-confusion and sn incieased likelihood of harm 
within the University of California system; . 

14. Appropriate enfOrcement by federal officers to protect.students from the factors that led 
to the Virginia Tech tragedy is mud"l more important than condolences from officials after 
sudl a tragedy In which they or their agencies failed to act. 

The UC may be the most legally contused educatfonal instRutlon in the country, and It Is 
unbelievable that the US Departments of Education and Health and Human Services failed to 
carry out their duties, permftting the UC's confusion to grow and pro~per, vlolaHng the studenti 
patkmlS healthcare and privacy rights and placing them al lncr~ased risk of harm or even death. 

CORRECTIVE ACTION 

A corrective plan has to be created to advIse students of any improper uses and disclosures of 
their health records tnat we~ made under HIPAA since 2006 that did not comply with the 
requirements ot-FERPA. Are payment. treatment and healthcare operations diSClosures and 
uses are pennitted under HIPM wfthout 8 signed authoriZation of the patient valJd under the 
applicable law, FERPA. If not what notice must be provided clinic patients to advise them of the 
improper disclosures11? More importantly what remedies do student patients have for these 
illegal uses and disclosures. legal services for patients should be paid for by the UC regarding 
the rights the student may have, especially If HIPAA and FERPA did not apply bUt state law did 
end It was not complied with. 

Cordially. 

!lbl!61 ,butrc) 
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June 26 , 201 4 

Oale King 
Director 
Family Policy Compliance OfEcc 
U.S . Department of Education 
400 Maryland Avenue, S.W. 
Washington , D,C. 20202-5920 

REce'VEij 
BY: - -- -

Re: Exposure of non-d irectory info rmation at I3loomsburg Univers ity of Pennsylvania 

Dear Mr. King: 

Office of the President 

A s a courtesy not ice to the Family Po licy Compliance Office (FPeO), Bloomsburg llnivt:rsity of Pennsylvania i~ 
voluntarily noti fying the FPCO o f a reccnt incident o f inadvertenL disc losure o f student informalion. The 
fo ll owing in fonnation outlines the disclosure and how it occurred, what steps were taken in response 10 the 
incident and ste ps planned or in progress to prevent future similar incidents from occu rring . 

On June 7,2014, a Bloomsburg L'niversity alumnus contactedHb)(6) : (b)(7(t) I professor of t b)(6) ; (b)U(C) 
l(bU6) (b)mCl I He indi'catcd th~t he had found two documents that contained what he assumed 
were current BU student names, Social Security numbers and assessment scores from an instrument adm inistered 
to incom ing education majors. On June 9, 20 14, members of the information techno logy statlwere able to 
con fi nn the availability of the documents and verify that the names and other persona l in formation belonged to 46 
current or fo rmer lJ U students. The fwo documents were web-linhd as exhihits to the in stitil tion's J\'ational 
Council for Accreditation of Teacher Education (NCA TE) Institutiona l Report that was 'posted to a password
protected website in November 2012. 

Wh ile the NCA TE Institut ional Report itself was access ible only hy usi ng fl. password known to a few I3C 
emp loyt!cs a nd 1'\(' A TE rev iewers, the linked documents would appear if an indi " idua l conducted a Google 
search with very .~pec i fic search cr iteria, thereby making the documents publicly availablc . It is important to note 
that the Soc ia l Security numbcrs that appeared on the documents were t!ntered by the students themse lves de~pite 
explicit instnlctions not to use them as a log-in credential. 

I sent a message of apology and concern to all 46 sluden ts and alumni identitled as Ix-ing. affected by [h is illl.: iclenL 
In th is message, the university in fo rmed Ihe stlld \,.' llts and illumui Ihar cCI1:1in persona l inlonnation regarding Ihelll 
was contained in documents available on a RU website. As pal1 of' that message, the un iversity apologized i'o r Ih(: 
eTror and explained that the university i1' committed to maintniilil1g the privacy ofstlldcnl il1t()I"I11Hlion nml will 
asse~ s its practices for protection of personal information. I also authoriLcd the purchase ot'credit lll onitorill g 
services for one year. Contact informatio n for Wayne Mohr, associate v ice president for ICchnology, w3s1 i5.ted for 
st udents to ask 'l ue:.lions or voice concerns. 

Carver Hil ll • Bloomsburg University . 400 East Seconrl StrHHt . Bloomsbur;;, PA 17815- 1381 
Phonp.: (570) 389 -~52 6 • FAX: (570) 38g -3899 

A MlJmwr of the Penflsylvania State System of HigluJ( Educafl()fl 
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t~ Bioomshlll'g 
UN I VE RSITY · 

Office 01 the President 

The university ha" protoco ls in place to protect confident ia l information. In this particular case, a few students out 
of many hundreds sclf .. e ntc:rcd Socj~ 1 'securi£}' numbers into an online lI:>scssment instrument despite clear and 
exp licit instructions not to do so. This personal information was then transferred to the documents that were 
exposed. Prior to this incident, the university had initiated a process 10 check for, and eliminate, personal 
information from thi s and other data sources. 

We hope thi s explanation of the recent event is helpful to you if any inquiries are made to the FPCO regarding the 
exposure orthe information on these documents. Please let me know jfthere arc any further steps that you might 
suggest we tak e to address this il1cidl.":nt. 

Ver truly yours, 
• (b)( ( ) 

David L. SOIt7., Presidl.":nt 

Carver Ha ll . Bioornsburg Universrty. 4QQ East Second Street _ Bloomsburg, PA 17815-1301 
Phone: (570) 389-4526 _ FAX: (570) 389-3899 

A Member of the Perrrrs'Ifiania State System of Higher EducatIOn 
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6/15/14 

~I( I. ('Iu(el 

Attn: Family Policy Compliance Office/FERPA 

US Dept. of Education 

400 Maryland AVE SW 

Washington DC 20202 

To whom it may concern 

r\lE-~·. nE~,E .;.,; 
{\ :. !';. ,-

SY: - . . . -

A teacher within the Lakewood School District \l(b)(6): (b)(7(C) D abused her authority. gained access to a 

confidential district document, and presented it for personal use in her argument for a civil court 

hearing (11/4/13) to the Snohomish County Di strict Court Cascade Division. This document was not 

subpoenaed but given by the teacher l[bl{6), (6){7{C) Il as evidence of a sample of my handwrit ing in a civil 

matter. Now, t his document is public record. 

The teacher i(bJ(6J (blmCl il collected this information in her professional ro le as my son's teacher, 

explaining in writing at the top of the document that the information provided would be "kept together 

in a fi le to assure confidentia l ity". She was not given permission to share this information. In fact, I 

signed a privacy contract with the l[b){6); (h){7{GJ ISchool office protecting these types o f 

documents. 

This document includes my son's legal name, date of birth, medical allergy information, parent 

addresses, and where parents can be contacted in case of emergency. The document also includes the 

school name, teacher name, and class making it easy to identify our son and find him within the school. 

The lakewood School District was made aware of my concern on va rious occasions verbally (Mrs, 

irb)!6) rblr t/c ) I Principal andl[b){6). [b){7(C t-I(b)(6). (b)(7(GJ , and in a formal writ ten citizen's 

compla int dated 11/12/13 (Superintendent Denn is Haddock). These comp laints were not taken 

seriously. In fact, the latest set of publically disclosed record s I received from the district (6/4/14) shows 

Icb)(6); (bl!t(Cl I suggesti ng that the teacher Kb){6) ; (b j(7(C) n "cau Id have provided" 

this document in court if she did so as a "sealed entry" thus protecting the document from becoming 

"public record", 
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Please consider this an official complaint against the lakewood School District. specifically l{b)(6); (b)(7(G) 

and the violation of our FERPA rights. 

Sincerely, 
(b){ ): (b)( ( ) 

District: Lakewood School District" 306 

Superintendent Michael P. Mack (Dennis Haddock) 

PO Box 220 

N. Lakewood, WA 982S9 

1360)652-4500 
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Family Policy Compliance Office 

Department of Education 

400 Maryland Ave, S.W. 

Washington, D.C. 20202 

June 24, 2014 

R
. ECEIVEIl 

I·' JUL 08 I "~ , i "" n 
UY: _. .... II 

Please except the following copy of emails and this letter as a formal 
complaint againste)(6) (bi(7(Ci ISchool, tb)(6) (b)(7(Ci I ME. I have 

tried to communicate with the administration there to no avail. They 

have ignored my emails and now I am sending them to you and the Board 

of Directors atilb)(6),(b)(/(C) ISchool in hopes that they will no longer 

be ignored and something will be done about this serious complaint of 

lawlessness in this school system. If you need anything further from me 
you can call me at l(b)(6)(bi(7(Ci lor email me at ri(6i (b)(7(C) 

or the address below. Thank you for your help. L-_______ -.J 

(b){o): ( J{ ( .... ) 
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I: ...: THE 
I. '" LEGAL :::11 AID 
:::':1 SOCIETY 

Family Policy Compliance OfTice 
U.S. Department of Education 
400 Maryland A venue, S W 
Washington, DC 20202-8520 

To Whom It May Concern: 

~
ECFN'-C:i\ 

, . \ . ...... . ., '" iJ 

B''I''--- - .--" 

bl\6l. (bIU(e) 

(bl\6l (bJmCI 

June 3, 2014 

I am writing to you on behdlf my clicntl(b)(6); (blU(t) land his mother, Fb)(6); (b)(7(C) I. Thc 

Legal Aid Society rcprcscntsl(b)(6); (blU(t) lin an on-going Family Court matter. 

I have attached a letter from Fb)(6); (b)(7(C) Idetailing a vioiation of confidentiality Ofi(b)(6); (b)(7(C) I 
school records by a dean atl(b)(6); (bl(7(C) 

's kb)(6); (blU(t) I I in the Bronx. !\ Ll ____ ...l letter explains, in 

:vfarch 2014 the dean scarchcdl(b)(6) (b)(lcell phone and called a person listed in the cell phone 

contacts as "Dad." "Dad" isl(~)~);(b) Imaternal grandfather, with whcrnh~\(6);(b)(7 Ihas a strained 
, 

relationship. He is not listed as contact for l(b)(S); lin any ofl(~)>?);(b) Ischool records. Nonetheless, 

the dean mvited the grandfather to the school and subsequently met with him and discussed 

h~;®;(b) Isehool performance with him. I should note that l(b)(6);(b)(7(C) lis easily available by cell 

phone and e-mail and has been responsive to the school in the past. 
" , .. ", ':,1 . 

The actions of ilie dean in this matter are a clear and serious violation of FERPA. The 

school's disclosurc of I;~;~r (b) I confidential edueation~l inrorm\atio~ ~id not fap~':lder any of thc 

exceptions delineated in FERPA. We are asking that appropriate actions be taken to reprimand 

l(b)(6); (b)(7(t) lan~ instruct 'th~m on p~op~~ handlidg of stu~~n~ infor'matio~. ., 
, "" .' , '.' ' , 
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I c:aa~n~b~e~C~O~n~t~ac~t~ed~a~t~I(~b)~(6~) ; ~(b;)(1~(C~I~~~~;~~:@:,l~e:ga~I~-a~i~d~'O:rg. Fb)(6); (blU(t) I can be 
reached at Fb)(6): (b)(7(C) @rnontefiore.org. We would appreciate a response. 

Thank you for your attention to this matter. 

Sincercl.>J 
(b)(6), (b)(7(C) 

~C'b",)(",)"(,,b):,..(l:.:((C ,,-I) ____ --lEducational 
Advocacy Proj cct 

cc: Fb){6): (b)(7{e) I Principal ,llb){6): (h){7{C) 

NYC Dept. of Education, Office of Equal Opportunity 
@)(6); (b)(7(C) 

epic.org 14-04-15-ED-FOIA-20150527-Release 000242



COMPLAINT UNDER THE FAMILY EDUCATIONAL RIGHTS AND PRIVIICY IICT (FERPAj 

June 1 B, 2014 

TO: Family Policy Compliance Office 
US. Department of Education 
400 Maryland Avenue. S.w. 
Washington, D.C. 20202-4605 

RE: School In Violation Of FERPA 

~ECE,:~!~~ 
BY: .. __ _ _ _ 

I hereby lodge an official complaint against the School District of Gaston County, North Carolina 
on behalf of 1cb)(6l: {bl(7(Cl Iwho attends 1(6)(6); (blU(t) I School for what I believe to be: 

[X I Inappropriate maintenance of recordslconlent 
[Xl A violation of the Family Educational Rights and Privacy kt of 1974. 

The nalure of the complaint is as checked: 

[I Challenge to Record or Content 

Inaccurate 
_Msleading 
__ Incomplete 

_X_ Inappropriate 

Record challenged may be identified as: 

Title: Lunchroom Video from School Surveillance Cameras on May 5, 2014 and May 6, 2014 
from daughter's mealtimes a~~1(61 (b1(7(0) ISchool. 
Date: Firsl requesl made May 8,2014 
Person responsible for Enby or person currently maintaining record: itb){6), (bl{7{C) School or 

Gaslon County Schools 
Dale challenged content discovered: May 9,2014 

[ I AllegecfVlolatlona of Act or Regulation. 

__ Failure to provide notif"alion of all rights (totally or in needed language) 
__ Failure 10 publish local access and hearing procedures 
__ Inappropriale person(s) grant denied access 
__ Failure to provide Interpretation assistance as requested 
__ Failure to provide requested hearing 
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__ F aHure to provide uninvolved hearing officer 
__ Failure of hearing officer to provide written opinion within reasonable time 
__ Inappropriate sharing of confidential inform ation 

X Other: Refusal to provide access to and copies of education records --

Date of Violation: May 8,2014, May 9,2014, May 27,2014 and June 17, 2014 
Date Violation Discovered if different from above.: _______ _ 

Other Relevant Information: 
(Use this section to add any additional explanatory comments) 

On May 8th,1 made a verbal request for copies of these videos tofb)(6) (b)(7(C) I member of 
the Gaston County Board of Education and was told that in order to receive a copy, that 
according to the school's attorney, I would be required to get a court order. 

On May 9, 2014 I made a verbal request to the principal of Ci(:::b)(",6)",(",b)"-(7(,,,C,-) ________ _ 

for copies of these video's and again was told that according to the school's attorney, that I 
would be required to get a court order in order to obtain a copy of these education records. 

On rvey 23, 2014, I made a second verbal request tol(b)(6) (b)(7(C) lasking to view videos from 2 
random days a month and was told on May 27th that the Department of Exceptional Children had 
done all they HAD to to by ALLOWING my child to be homebound and that I would not be allowed 

to view or obtain copies of any videos without a court order, 

On June 2, 2014, I file a freedom of information request asking for copies of all mealtime videos 
for the days that my child attended school and received the enclosed letter in response. 

My daughter was not being fed at school as she is unable to feed herse~. The videos will help us 
determ ine when this started and if this has anything to do with some recent serious health 
issues that she has been experiencing. I am now concerned that the videos will be destroyed 
before I can get the money raised to hire an attomey to file a suit in order to get the court order 
so that we may obtain copies of at least the 2 videos that 1 have watched with the school's 
principal and a representative of the DEC. 

Yours Truly, 

(b)(b) (b)(I(e) 
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June IS, 2014 

family Policy Compliance Office 
U.S. Department of Education 
400 :'laryland Avenue, SW 
\\lashington, DC 20202-8520 

~~E'~E~ 
Bi: .... 

I FERPA Complaint 

(b)(6); (b)(7(C) 

I am a licensed attorney practicing law in New York State and r work at the la\v firm of IIogan, 
Sarzynski, Lynch, De Wind & Gregory, I.LP. This o1Iicc rcprcsentsfb)(6); (b)(7(C) I 

l(b)(6); (b)(7(C) I was a student ati(b)(6); (b)(7(C) 101' Community and 
Public Affairs in the Masters in Social Work Program, but she \vas expelled from l(b)(6); (bl(7(C) 

Fb)(6); (b)(7(C) Ion December 17, 2013. l(b)(6); (b)(7(C) Iretained this orfice as counsel in appealing her 
unjustified expulsion ti'omFb)(6); (blU(t) I 

This office contactedl(b)(6); (b)(7(C) I. via a letter, on January 24, 2014, re uestin an 
appeal of her expulsion from the social work ro )ram and requesting all of b)( ); (b)(7( ) 
education records. Exhibit 1. ~eounsel, b)( );(b)( ( ) Scarlett, Esq., responded to our 
request by stating that all further communications t (b)(6 go through her of1ice and she included a 
records release form that needed to be signed by l(b)(6); (b)U(t) I in order for ~to release her 
records to this oi1ice. Exhibit 2. On February 6, 2014, a letter \vas sent req ucstingl(b)(6); (b)U(t) I 
records, along with an original, signed records release form that b)( ); counsel provided. Exhibit 
3. Sometime bet\veen February 6 and February 27, 2014, (b) counsel contacted this of1ice 
stating that she needed an original, signed records release form in order to release the documents. 
This oftice explained that she already received an original, signed records release form. 
1 !owcver, for convenience, on february 27, 2014, a second letter was sent requesting Ms. 
l(b)(6); (b)(7 Ireeords, \vith a second, original, signed records release form. Exhibit 4. 

On March 10, 20 14, ~ counsel V'ias contacted to determine wherel(b)(6); (b)U(t) I records \verc 
and why a copy had not been provided. Counsel stated that because there is litigationE!illJwili 
not release the records without authorization from the Nev·i York Attorney General's Office. 1\ 
Notice ol'Claim was served and tiled, on February 21, 2014, but a Complaint has not yet been 
filed. A letter v./as then sent to the Attorney General's Ollice on March 13, 2014, requesting that 
office to give~c()nsent to release the records. Exhibit 5. 

l(b)(6); (b)(7(t) I F" q. E-mail!rbl(61 ( tthd~ :;C'l 
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On April 10, 20 14, this o tliee received records from I{?)i!;l: I counsel, however, the records arc 
incom lete. There is no record oHb){6).{b)U(G) I final evaluation nor is therc a record o f Ms. 
(b)(6); (b)(7 transcript. On April II, 2014, this otlke sent a lcttcr to Hb)(6), Icounsel requesting the 
missing final evaluation and l(b)(6) ; (b)U(C) I transcript. Exhibit 6, To date, neither this office nor 

l(b){6) ; (b)U(t) Ihas seen the final evaluation or transcript. Also, on April II , 2014, this offiee filed 
a complaint to your o/lice for this same matter, Exhibit 7, 

After filing the previous complaint , thi s office was informed that because the request to view 
documents was from th is office rather than fromj{b)(6), (b)(1{q Iwas not in vio lation of FERPA 
and was not requ ired to allow this o ffice to access her records. 

On April 29, 2014, in light of your previous findings ,l(b)(6) (b)(7(C) , rcquested access to all of her 

educational records held by'(b)(~) ;' Fb](60b)(7(C) I submitted the r'\Wurt in writing and personall y 
delivered the request, as required by~ sTudent handbook, to 5 Registrar's Office. Exhibit 
8. In addition,Fb)(6):(b)(1(q ' submitted a request, in writing, to~ counsel. Exhibit 9. 

As of today,l(b){6), (b)(7(C) Ihas had no respo nse from ~to accommodate and a llow access to her 
educational records as requi red by FERPA. Thi s complaint is now submi tted, on l{b){6): (b)(7{GJ I 
behalf, as~has conti nued to deny b){). ( )( () be right to access her educalional records. Wt! 
respectfu lly ask your office to investigate (b) conduct and help l(b)(6),(b)(7(GJ ' access her 

educational records so that she may evaluate her expulsion from Lfb_)(_' I_, (_b)_(7_{C_1 ____ --' 

ffyou have any questions pleasc conlact thi s office. 

ADC;sma 

r !'); $ )(7{C) I 
ec: 
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Family Policy Compliance OffICe 
U.S . Department of Educatoo 
400 Maryland Ave, SW 
Washington, D.C. 20202-5920 

Dear Compliance OffICe, 

June 19, 2014 

~ECEIVE~ 

BY, 

My husband and I are parents in the Cass Midway R-1 School District in Freeman, MO. This Is a small 
rural SChool servicing grades K-12. For two years we have been trying to work with the sChool to unsuccessfully 
resolve multiple issues. We have reached the end of the grievance process with the school and are currently 
pursuing intervention from various state organizations. We have given constderable thought to the allegations 
contained in the following documentation, so our decision to bring these issues to your attention was not made 
lightly. We feel that, through our own experience, we have identifred the root issues with which many families in 
our community are currently struggling. 

Enclosed is the packet of information we are distributing to the different jurisdictional authorities per the 
included letter fromHb)(6): (b)(7(Cj ..... ith the Special Education Compliance Office. We have already filed this 
complaint packet with the Office of Civil Rights, Office of Quality Schools, the School Violence Hotline, and Tony 
Stansberry , State Area Supervisor. Unfortunately. no state agency that we've contacted has claimed juriSdiction 
over any of the issue bfought forth in the toltowing documentation. Being S 5msU community, certain behavior.J 
have become unprofessionally and unethically relaxed. The issue we hope your department can help with is the 
violation of our son 's HIPPA rights. 

We have spoken to many of the other parents that are experiencing the same issues and some much 
worse . They are reluctant 10 lodge Jonnal complaints for fear of retariahon as several of these indivtduals work al 
the school. Our own children have suffered for our continued pu~uit of a resolution, which has been reported in 
the attached document. Given this, it is our moral responsibi/il)' to t8ke all possible actions to secure a better 
educational future for the Children in our community. If your agency is unable to help, could you please provide 
informalion on any recommendation or additional organizations we can contact. I have endosed a well drafted 
email reply from Mr. Stansberry. I find it unfortunate and disturbinQ that parents would have to take legal aclion 
against an educational institution in order for them to comply with the writings of their own handbook. It is a gross 
lack of Integrity in the Educational System. 

Please consider fhis as a complainl filed wilh your office. Any help or infannation you can provide 
would be greatly appreciated as we have never before pursued anything to this level. We are striving for a 
solution that best serves and protects all children in our community. Further explanation is provided in the 
following documentation. 

Thank you (or your time and consideration . 

)(o), \O"'(c) 
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(b)(b); (b)(7(C) 

BRAGA HAUSER, LLC 
AITOR NEYS AT I A\X! 

SENT BY CERTIFIED MAIL, 
RETURN RECEIPT REQUESTED 

Mr. Dale King, Director 
Family Policy Compliance Office 
U.S. Department of Education 
400 Maryland Avenue, SW 
Washington, D.C 20202-5920 

May 19, 2014 

Re: FERPA and Related IDEA Questions 

Dear Mr. King: 

~ECEIVE~ 

B¥' __ _ 

I am an Illinois school attorney who regularly counsels our public school district 
and special education cooperative clients about FERPA and related IDEA issues. Over 
the past few years, we have experienced a marked increase in the frequency and scope 
of parent requests for students' education records, and I am therefore writing at this 
time to seek an official FPeO opinion with respect to the following issues: 

1. In determining what constitutes an education record under 20 U.s.c. 
§1232g(a)(4)(A) and 34 CF.R. §99.3, is the phrase "directly related to a 
student" to be construed as recorded information that contains U personally 
identifiable information" about a student? Case law and FPCO rulings appear 
to use these terms interchangeably; however, if that is not the case, what 
constitutes information that is "directly related to a student"? 

2. "Sole possession" v. education records - Under 20 U.s.c. §1232g(a)(4)(B) 
and 34 c.P.R. §99.3, when is a record construed to be" accessible or revealed" 
to a person other than the maker's temporary substitute? Would this include, 

for example: 

(a) When the maker/school employee leaves his/her employment in a 
district, or transfers his/her professional responsibilities for a student to 
another employee within the district when a new school year commences, 
and the maker's sole possession records are left in a folder or file cabinet 
that is accessible to other district employees thereafter? 
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Mr. Dale King 
May 19, 2014 
Page 2 of 3 

(b) When the maker (e.g., school employee or official. such as an independent 
evaluator hired by a district) confers with a school distr ict professional 
about a student and the information discussed also happens to be in the 
maker' s sole possession reC()rds? 

(c) When the maker (e .g., school employee or official, such as an independ ent 
evaluator hired by a district) takes notes (e,g., of srudcnt, parent, or staff 
interviews, school observations, etc.) in the course of his/her evaluation of 
a student or otherwise, and some or all of the information in these notes is 
included in the maker's evalua tion report? We believe that, as in Board of 
Education of the Toldeo City School District o. Horen, 2010 WL 3522373 (N.D. 
Ohio), the final reports, and not the evaluations' underlying "memory 
jogging" no tes, are education records. Does FPCO concur? 

3. Intra-district and home-school e-mails - In light of the rulings in Owusso 
Independent School District No. 1-011 v. Folvo 534 U.s. 426 (2002) and S.A. v. 
Tulare O}llnty Office of EduClltiOIl, 2009 WL 3126:~22 and 2009 WL 3296653, does 
FPeO concur that e-mails in which a student may be personally identified arc 
only "maintained" by a district if they are intentionally stored by a single, 
central custodian (i) after printing, in a filing cabinet, in a records room, or (ii) 
on a permanent database such as a "Google documents" file folder or other 
database installed by a di'>trict for this purpose - e.g., the IMPACT or Oracle 
databases, as in lucear; J. tJ. Board oJ Education of the City of ClIicngo District 299, 
109 LRP 46996 (N.D. [Ii. (2009) -- as distinguished from c-mails in staffs' 
individual school e-mail accounts or deleted c-mails that cou ld be retrieved 
from a district's server with some tl.'Chnical assistance, but arc not 
intentionally stored/ maintained by a district? 

4. Preliminary drafts of items such as evaluation reports - Are preliminary 
drafts of items such as evaluation reports, draft IEP goals, etc. " education 
records" at all, or after the fina l document is generated? Here, too, we believe 
that the court's analysis in the Toledo City School District case, supra, is 
appl icable and correct. Does FPCO concur? If not, is it permissible for an 
evalua tor or d istrict to determine that such preliminary drafts w ill not be 
maintained by a district? 

S. Transmission of education records to a school outside of the district - Does 
fPCO's ruling in Letter to Anonymous, 112 LRP 47381 (08/22/ 12) extend to 
situations where a private (vs. public sector) special education placement is 
being considered as a possible placement for a student with a disability? 
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Mr. Dale King 
May 19, 2014 
Page 3 of 3 

Thank you in advance for any clarification or guidance that your office can 
provide on these issues, as it will greatly assist public schools in meeting their FERPA 
and related IDEA obligations. 

Very truly yours, 

SRAGA HAUSER, LLy ,' 
(b)( ); (b)(7(C) 
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Family Policy Compliancc Office 
U.S. Department of Education 
400 Maryland Avenue, S W 
Washington, D.C. 20202·8520 

The Ledbellcr 

LLF 
Law Firm, P.L.e. 

June 3, 2014 

Re; Best Practices Breach Notification 

Dear Family Policy Compliance Office: 

~ECEIVE~ 
BV, __ . • • _ _ 

This office represents the Lake Havasu Unified School District No.1. We write to 
provide a best practices Breach Notification, to report and document a recent isolated 
breach of student information at the District. 

During the period of May 5-6, 2014, a total of eighty electronic messages, with 
attachments, were unlawfully accessed and forwarded from a District-owned iPad device, 
to a private email address 'ofaparent of a student in the Dislrict. This waS a violation of 
thc device-usc agreement; executed by the parent in question. 

The documl:nts contained the foltowing information: 

f) District Name 
• School Name 
• StudenL first and last name 
• Student date of birth 
• Student gender 
• Date and length of time of services provided, along with service code 
• Student Specific Consultati on Notes for five students 

As soon as it learned of the breach: the District took immcdime steps to notify the 
affected parents and/or guardians, as well as law cnforcement officials. The District also 
took immediate steps to ensure that this type of unlawful access docs not occur in thu 
future. 
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The iPad was removed from service, and all compromised information was 
inventoried. All other iPad devices within the Special Education Department were 
reviewed by the Department, to verify that no protected information was present on any 
other iPad device. Safeguards arc being implemented to ensure that this incident, 
although isolated, docs not repeat. 

This concludes our reporting ofthis breach. Should you have questions or 
comments, please contact our office. 

Thank you. 

cc; Client 

Sincerely, 

THE LEDBETfER LAW FIRM, P.L.e. 
/' 

(b)(b); (b)(7(G) 
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I. ' 

fl 
BY; __ 

June 25, 2014 

RE: Freshman Student (1(1i:b)~(6[);](b~)(:?:7(~CI) ========:::JISchool Fairfax county 
Helio, 

On March 11,2014 or days earlier I requested a public records request for all the emails from specific 

people working in Fairfax County Public Schools that regard or relate to my childl(b)(6); (b)(7(C) 

To date I have yet to receive the documents requested. This violates FERPA law. 

Please assist me in submitting a complaint as well as receiving the requested documents. 

Thank you, 
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Family Policy Compl iance Office 
C S Dept of Education 
400 Maryland Ave SW 
Washington DC 20202· 8520 

June 19,201 4 

Dear FERPA 

~ECEIVE~ 

BY:. __ _ ., , _ .. ,._ 

I' m writing to yo u after speaking to 1(b)(6) , (b){T(C) (two uttorncvs 
with the Department of Education, about thei r Ti tle (X investi gation o f the r ){6 ): (b){T{C) 

1(b){6) I J am a person affected by the 1(b)(6), (bR7(G) Ilaek of pro tection and 
sexually harassed by my advisor. 

I am writing now because of two issues. 

1. I wou ld like to report that in May 20 14, the l{b)(6) (b)(7(C) l egal council 
suggested 1 show up to mediation to sett le my concerns in Idaho and without legal 
counci l. I would li ke to report this hurassment and manipulat ion as in vio lation to 
my s tudent rignts. 

2. 1 would like to report that in July 2012, after I filed a complaint with the 
Associate Dean oj" Students, the legal council \vent through my cmails and deletcd 
some that showed my concerns about my advisor. I would like to report this 
harassment and manipulation as in vio lation to my student rights . 

I have included m y initia l eomplaintto the Idaho Human R ights Commission, which I 
fi led in January 20 14. T hough it is long · It might help in openi ng a complaint within 
your office. Yfy complaint invo lves the two concerns I have li sted above. I have been 
informed by the Department of Education that this is a complaint that should be filed 
with your office. 

Please feci free to caJl me at any time. Thank you. 

Res cctfull 
{b)( ), (b){ ( ) 

(b { , (b){T( ) 
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FERPA: 

June 2014 

I, l(b)(6); (b)(7(C) I state that in the Spring of 2012,~Fb~)(~6[);~(b~)(!7(~CI) ==::JI created a hostile work 
environment through retaliation of my grades and my continuation of my MFA work. In the 
Summer of 20 12 to April 2013, I state that the l(bj(6); (bj(1[1 Icreated a 
retaliatory environment by a continual push to remove me from the program because of 

information which I shared. 

I believe that both of these actions were the result of infonnation I shared with Fb)(6) (blUeC land 
l(b)(6); (b)(7(C) I at the Office ofIluman Rights. My first instance was that J shared Mr. 

Fbl(6); (b)(7Iprotcction of a professor who had suggested students get off of their medications. The 
second instance is that J shared that Iib)(61 (blm I had tried to start a sexual relationship with me. It 
is my belief that ill sharing these instances, theFb)(6); (b)(7(t) I moved to retaliate against my 

elaims. 

kb)(6); (b)(7(cI has intimidated, threatened, and retaliated with my Spring 2012 grades and my 
continuation of the program. As most of my activities at this university are related to him - he has 
made it clear 011 numerous occasions that if I upset him - I \vould hurt "my academic eareer.

PI 

During our May 13th, 2012 meeting I found out that what I2!J was concerned about was the 
gossip about a fellow professor, Fb)(6); (b)U(t) I In Fall 20 I 0, Kb)(6); (b)(7(C) Ihas recommended 

that three undergraduate students get off their bipolar/mental health medication in order to 
improve their acting. This is illegal and unethical. I came across a student in the theatre 
department who had tried to harm himself after being told by E!ill2I]to "get off his medication." J 
encouraged this student to go to the counseling office and I filed an addendum. Whenl found 
~had violated FERPA in Spring 2012 - I went to l(b)(6);(b)(7(t) I In doing so I followed both 

my conscioLls and the law. 

In the Fall 2010: 

• 1 arrived at the Kb)(6); (b)U(t) Ithough Kb)(6); (b)(7(C) Iwas on sabbatical, he made a point to 
meet with the playwrights throughout the first semester. l(b)(6); (b)U(t) I made a point oftelling me 
of his breakup with a student who worked at One World Cafe. ~did not re.spond to hi~ 
~estion of having a sexual relationshiQ.,. 

• In December 2010 when 1(~)(6); (b)U I insisted on a party for the (iraduatc Student Playwrights. 
asked several playwrights if this had ever happened before and they said it had not. We went to 
the restaurant Nosh. At the end of the evening, irb)(6); (b)(7(C lasked me who J was going home 
with. This made me very uncomfortable so J joked that it would be a fellow playwright, ~ 
~ then I quickly madeh?;~\c hake me home. 

In the Spring 2011: 

• 
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• During our 211d meeting, irb)(6); (b)(7( I made a point to ask me about my experiences with Mr. 
kb)(6); (bl I stated that I didn't care forl(bl(6l (bla( Inor he for me. I expressed my concern ofMr. 
kb)(6); (Idating his student, l(b)(6); (b)(7(t) I that time. I mentioned that I thought 
someone should talk to upper administration. ) I remarked "Theatre is a family and 
family shouldn't tell on each other." me to "drop" this subject when 1 
again mentioned it was a ainst Iii This was my first red flag. I later learned that 
Professor (b)( ); (b)(7( ) not only kne\v of romantic involvement with a student 
but was helping kbl(6l (bl(7( Inavigate these waters so wouldn't be noticed. Beeause of 
these two incidents, it became a VERY clear indicator to me that ~ complaints I raised about 
kb)(6); (b)(7(C) lactions would not be recognized. 

• It should be noted thaWb)(6) (b)(7( lwas fired in the Spring 20 II from the University and Mr. 
Irbl(6l (bla(Cl I felt disappointed in the outcomc. Both men knew of his 
involvement yet continucd to protect him. At this time I also learned that Irbl(6l (bla(Cl Umd 
been asked to step down as department chair because of hiring a graduate student who was a sex 
offender. The action of these professors trying to protect each other seemed to be very common 
for this department. 

In the Fall 2011: 

• Fb)(6); (b)(7( I became more aggrcssive. He bcgan tracking all events that I \ .... ould attend. Though 
he had asked that we as graduate students attend events before - he no\ .... became very very 
aggrcssive of any of my request for absences. I noted a marked difference from his insistenee so 
I finally asked a fellow writer,l(b)(6); (b)(7(t) I. ~as unable to attend many orthe :-.Jew Play 
Wednesdays. I askcd her what she ones she \vas required to attend and she stated that she came 
to the ones that she could and didn't worry about the others. I statcd that this was never an option 
for me. IQill2]said this didn't seem right but I was too alarmed to bring this forward, fearing that 

it would threaten my position as a graduate student. 
• The opening night of IIE:II[] I happened by thel"(b;;)(6'")'-; ("b)"(7"'(C'!to see l(b)(6); (b)(7 Idrinking with the 

members of his cast. 'I·he three cast members I remember were Iibl161· (b,lIllCl 
and Icb)(6); (b)(7(C) I All three of these student actresses will testify of this event. 

• At one point, Irbl(6l (blarCl lear keys and stuck them down her shirt front then 
challenged him to come get them. When I asked l(b)(6); (b)(7(t) labout these events the next day, 
she said Icb)(6); (b)(7(C) I actions were less than appropriate but that she got too drunk 
to remember the rest. I also asked Irb)(6) (b)(7(C I about these instances. It was both odd and a • 
relief to see irb)(6); (b)(7(cl begin to take such an interest ill Iib)(6) (b)mC) I seemed to enjoy the 
attention and seemed comfortable ",,..ith their "friendship." I avoided l(b)(6); (b)(7 las much as 

possible during this semester. 
• In December 2011, l(b)(6); (b)(7(C Isuggested that I should add an additional semester to my 

program. I was not comfortable and asked him "What would I need to do to graduate on timeT' 
kb)(6); (b)(7(CI sllgg..estcd we might share sQ!llcthing 111l?LC: intimate byUllCkily aI1~l..thcr student 
arrivcd and I was able to leave quickly, 

In the Spring 2012: 

• When I returned in JanuaI-Y, I was careful to avoid l(b)(6); (b)(7(t) I In our mcctings,lcb)(6); (b)(7(C) 

now began to make comments about his ex-wife plans of returning to Chicago. I found this 
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nU lside the scope ofRn adv isor's need 10 share and did nol comment. At this m~il~t he su ggested 
that my exira semes\~r .might all "go away''', I did not respond. 

• It was al this time that I asked my fri cnd, I{b)(6): (b)(7{C) Ito attend o ne o f the New Play 
Wednesdays. ·rh ...: reason I asked was that these look place in th...: eve ning and b)(): (b) \lould 
ortt:n make suggestions as the ...:vcning wou ld end. \1y hope \vas that wi th b)(), the re Mr. 
Kbl(61: ( Iwould leave me alone. I sent him two email s in regards to this matter. I have re ucsted 
these emails from th e University twice nnd yet they claim th cy cannot be fOlilld. I have (b)(6) ; 
Kb)(6); (b)(7( !information ifyoll would like to contact him lIbout thi s exchange. 

• In earl y A ril , ( , (b)( saw the theatre department seerctary,I(b)(6); (bj(7(C) I and I wcre nut at 
the (b){ ): ( fo r drinks. (b){): (b) nd I are friends) lie was th...:re with my Eng lish prnfessor,iEE!J 

Fb)(61. (b I Thcy carne over to ta lk and then went away. 
• But in April 10th, I elllailed 1 (~)(6) ; (b)(7 Ithat 1 could no\ allcnd class for playwriti ng final be\:ause 

of a doctor's appoi ntment. Recause he was upset, I rescheduled thc appo int men t for a different 
day after seeing my doctor. 

• I rescheduled my appointmcnt for May lo th , (performance day or thc one acts).so thai I eould 
allend the final . I (he n senl 1111 e mai l (May 8, 2012) to my direc-Ior ...:xpla ining that I had kidney 
appointment and would be Imahle to <Juend . I also spoke to kb)(6): (b)(T(C I about being gonc. He 
was a lso upset but I decided toju st lump it. It was after thi s email was sent that 1 found that Mr. 

Fb){6) ; Iwent 10 ~to ask her " Wh at is really going on with~" :1'1 liS IS MY BIGq!;ST 
CONCERN. If I cmai led and spokt: to l(b)(6 ); (b)(7 lalmulmy doctor' s appointments then he 
shou ld have NO reason to ask my friend. My prior comm itments arc neither a concern nor the 
busincss o f my advisor. This is ano ther life. I(b)(6), (b){iwas careful no t 
to tdJ 1(b)(6): (b)(T(C !anything. I'm ha ppy to num ber if necessary. 

May 13, 2012: 

During our final meeting, l(b){6): (b)(7(C) lexpressed a concern th;}t I not discuss our conversation 
with anyone. He also made several th reats to my person and conti nuaticm of the MFA program. 
In this meetingl(bj(6); (bunG ' stated lhat he he l i...: \'~s that I've been a "threat to the depaI1mcnt." This is an 
allusion to my decis ion to contacl the Associat...: Dean of Students whcn I found l{b)(6), (b)(7(C Ihad vio lated 
FERPA. I do not hold any writte n acknowledgement from the department staling th at I have acted (lut o f 
turn. 

From his own omis..<;ion,J(b)(6). (b){7{C) lagrecs tlHH he was fu riolls. This was taken from his response tll my 
retaliatio n complaint August 20 12. 

From f b)(6), (b)(7(C) Ireply: 

"1 will admit that by the lime of this meeting 1 was frustrated wilh j(b)(6); (b)(7 I because in the intervening 
time hetween our 5/7/12 meeting and our 5/13/ 12 meeting Ihe deparlmenl had produced the One Act 
Fe.\·tivlI! ill whiclll(b)@): <bR7? I had a play heil1K produced. Frustrated is an understatement of what he 
said. IrEb@l. (b)(U 1I1l1d ix:en confident in what he was to say - Hc would have inc luded o ne or morc 
mcmbers of my committee. Yet he ins isted that the meeting be in private . 

. June 2012: 

Based on my conversatio ns w ilh ~of lhe Om buds, I decided to take a year off and establish a safe 
di stance frnml{b){6): (b){7{G) I 

.lulv 2012 : 
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I was advised to get a new phone number. r also emailcd l(b)(6); (b)(7(C) Imy concerns about returning to 
Idaho for my belongings and that r felt unsafe of having any contact from l(b)(6); (b)(7(C) I 

August 2012 

I had to return to Idaho to clean out myoid apartment and ol1icc. At that time, I requested that the 
campus police eseort me to my offiee so I would be safe fromirbl(6l (blarS I It was beeause of his threats 
of the May 13,2012 meeting that I made this decision. r also contaeted~orthe Om buds to meet. 
Because most of our conversation took place via the phone I have included my response to her questions. 

(Sec August 8, 2012) 

September 2013 

1 finally emailed l2!Jofthe Ombuds my new iI. I had to change Illy number because r was afraid of 
future contact froml(b)(6); (b)(7 I (Sec September 12,2012) 

In the Spring 2013 

• January 2013, ~ofthe Ombuds asked to meet with Dean ~o reflect on some of my 
concerns about the proposed study plan. As my conversation took place via the phone with IQill2I1 

J have my response to her questions. (See emails .January 2013) 

• During this timc I presented a new studyvlan lcl(b)(6); (b)(7(C) lOne o(!.t!9 oddest rejecliolls earne 
when L1>JJggestcd a s~l:cenwriting.s.gllrse taught.hv Professor b)(); (b)( ( ) said it 
would he unaeeeptablc_. iJ.1ti [ found Q_tl.t that he has !~'{O of his stl1q~nts (b)(); (b)(7() alld (b) 

kb)(6); (b)( Itaking this class as a part of their \:1XA program. This behaviqr._p.y b)( ); (b)( ( ) is 
vic\-ved {IS obstruction.ofmy dcgrc.e. To allow two male students to take lbeclnss nne! noJ.1! 
female is also discrimination by gender. (Sec cmails from M~II"Ch 18 th

, 2013) 

• In April 2013, I contacted l(b)(6); (b)(7(C) lin regards to my proposed internshi 2013 \-"..ith ARK 
Regional Services. I was horrified to learn that my boss had contacted (b)( ); (b)( ( with my 
work information. As it \-vas only an internship possibility, I was amazed to find l(b)(6); (b)(7(C) 
insistence for morc information from my employer. To have hilTI receive more personal 
information made me feel unsafe. (See em ails April 18, 2013) 

In conclusion: 

Based on these instances, [have always striven to put myself at a safe distance from kb)(6) (b)(7(C I I 
cannot count the times which l(b)(6); (b)(7(q reminded me that I was HIS student and that he had that 
authority over my life. J Ie continually madc checkups on my personal life. This amount of control was 
overwhelming and unhealthy. I have seen five other pia ·writing MFA's graduate from this program 
without a fraction of involvement in their lives as (b)(6); (b)(7 has tried to take in mine. Those students 
arc l(b)(6); (b)(7(C) . I 
continual insistence that I return has made me feel terrified orhis future plans. I will not compromise 
my safety for any reason. Ilis insistence that I return moves beyond concern. He frightcns me. 

I would like to request that this Cniversity be investigated. By working through the Ombuds office since 
April 20 12 - I have striven to tind a reasonable outcome. Yet irbl(6l (blarel Ihas not been 

willing to facilitate this option. 
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'¥.:rr=dwill try to deny this claim on the grounds of insufficient t!vidcnce. If it ir-; indeed true, I do not 
Tee S ou (I have been made privy to slich intimate deta ils of hi s life. 

I certify that this complaint is true and complete to the best a f my recollection ,md knowledge. 

Respectfully, 

rb)(6) : (b)(7(C) I 
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June 4, 2014 

Family Policy Compliance Office 
U.S. DepanmenlofEducation 
400 Maryland Avenue, S. W. 
Washington, DC 20202-8520 

To Whom it May Concern: 

1 write to file a formal complaint against the l(b)(6); (b)(7(C) Ifor violation of 
my rights under the Family Education Rights and Privacy Act (FERPA) 20 U.S.C § 1232g; 34 
C.F.R. Part 99. I submit this complaint as it has very recently come to my attention that the 

1(b)(6j:(bj(7(G) lhas released my personal identifying information (PH) to a 
party without written consent authorizing such release as required by federal law. 

T am a student at the Fb)(6), (bl{7(t) I I submit this complaint as a student of 
said higher educational institution as defined in 20 U.S.c. § 1232g. 

Some time ago, ] received an unauthorized and unsolicited I{El(6) ; (b)(7(C) IDebit Card 
linked to a Higher One FDIC-backed checking account in the maiL This ac.oount satisfies the 
definitional requirements ofa bank account as defined in 34 C.F.R. § 668. 164. I received this 
bank account-linked debit card directly from Higher One via the U.S. postal service at my home 
address. 

To establish this account, thel(b)(6); (b)(7(Sl I at some time prior unknown to 
me, transferred my PIL including my social security number, address, and other unknown details 
to a for-profit banking firm to establish this bank aGCOunt on my behalf As you may be aware, 
this firm has a suspect history of compliance with many legal requirements regarding student 
accounts. 

I, at no time, authorized this release of information, nor did 1 provide written consent prior to the 
establishment of this account . I. was instructed that this was the method by which direct payment 
of my federal education funds would be tr.lU1smiued to me upon receipt by my universit y. While 
alternatives have since been provided me. no alternatives were mentioned or offered at the time. 
Thus, my discovery of this improper release of my PlI occurred just recently. 

I was informed by Busin"e~~s~slis~e[rv~iillce71s~s~t:aff~a~I~~~~~~S;;;~~;;~~~~~a: each 
student in attendance at t l an unsolicited and 
unauthorizedl[b){6); IHigher One Debit Card in this fashion . 
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At no time prior to releasing my information or establishing Ihis FDIC-backed checking account 
on my behalf did thel\b)(6), (b1(7(C) 10112;1,<61;(bI(1 las required by 34 C.F.R § 668.164, 
obtain written affirmative consent from either myself or my parents to open this account 

While thefb)(6): (b)(7(C) Imay establish relationships with third-party 
vendors and other contractors to engage ID permitted University business, including for financial 

aid purposes, at no time may they transmit my PII or other.;i~nI1~ofjnn~O~\II'o:n:t:o:sa=id:v::e::n::d::o:rs=or=::J 
contractors in a fashion inconsistent with federal law. Thel.l,b){6),(b)(7(C) 
was required to seek and receive my affirmative written consent to establish a Higher One bank 
account prior to doing so. While their failure to request and receive written consent to open a 
bank account in my name initially violated federal law, releasing my PIT in violation of federa l 
law is a further violation ofFERPA as outlined in 20 U.S.C. § 1232g. 

I respectfu ll y submit this formal complaint and request the assistance of the Secretary of the U.S. 
Department of Education in this maner. ] have repeatedly requested assistance from the Director 
of Business Services at the (b)( ). (b) ( ) ~bl(6) : Ib)(7(C) I to no avail. Ms. 

1 (~1(61: (b)(7 I continues to take tbe position that the (bl( ): {bl( ( ) may, at its 
discretion. transmit the PIT of its students to the Higher One entity to establish an FDIC bank 
account on behalf of a student withoutfirsl obtaining written consent from the student andior 
his/her parents. This is a clear violation of34 C.F.K § 668. l64. 

Thank you for your time and consideration in assisting me with this matter. I may be reached by 
mail at: Kb)(6), (b)(7(C) L by email at1(b)(6) . <b)(nC) @yahOl~ . co m. or by telephone 
atl(b)(6) : (b)(l(c) 

Respectfully. 

b){ ): (O){/{v) 
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7(:1 ) . ljyou how,: been denied m:ce,n'to edllcatioll r ecords; Provide (he spedl!c nature of thc 
records, lhe cI ;!tc 011 which YOII .. equested ac(:('SS, tlJ(~ lIlunc 1)( the official ,to wholl! you m;uk tir e 
/,cqucs l, lInd <Illy responses received, 

(h). if.l'OI,r or you,. c/Jilt/'s et/llcalioll recnl'd,\' /Ja lll: beeu impl'opt!r~J} rli.'~t:h,.'.cd: Provide j il l' (bit, I)n 
which fh e ,'ccnn' s were disclosed OJ' the date yOll Ir.:u 'ncd (h e rccclI'd !'l werc disdo;<icd , t-he n:'lIll~ 
of the school official who disclosed the records (if lmown), the s l)ccific natu rc of t.lle n~t"o n.h 
di ,o.;closcd, ;lnd t'o whom the records WCI'C discJo.~cd . -pjt.i!c..\~e ~ec: ~}'-.l...C~ec\ lel-le.r 

(c), { f yoll (/1'1.: seeking ((I amend education I'ecor(/.\': Pr(I\' irJ c: the l1at[ll't~ of th(~ record you an: 
,~cddJl1! tn lllllClld . what cx~ct information in the J'(~ col'cI YOII wish to :lmcnd, the date yon 
suhmi ll cd a " Cl}uc,~ t til amend, the mlllle or the !lfficilll to w hom you llIil(lc the l'Ci"jllcst, and any 
rC.'ip()II ,~j· .. ~ ,'cl:cive t!. 

-------- -----

------- --- ----------- - ----

---------------- --- -- -

8, Ocsc,-ihc hriefl.v wJwt steps you have taken, if :lnY, to rcso lyc yom' complaints with school 
offici~JJ:.; ~UJd thclr response, if :any; 

(b)(b); [b),,(e) 

9. CompJain:mi's signatu 1-- - !h,,(, /~/I~ 
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August 29, 2014 

U.S. Department of Education 
400 Maryland Avenue SW 
Washington, DC 20202 

To whom it may concern, 

I am writing in regard to a letter I sent in June 2014 notifying the Department of 
Education that my grade information from l(b)(6); (b)(7(C) Ihad been included without 

my permission in the pleadings of a lawsuit filed against me. I asked the DOE to 
determin e if my FERPA rights had been violated. Please be advised that I no longer wish 
to pursue the issue with DOE. 

Thank You, 
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