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I sent the e -mai l to yo u at lO: 52 a .m. yes terday . I receive d 
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Family Po licy Compliance Ofl icc 
US Dt:partmcnt of Education 
400 Mary lund A venue, S W 
Washington, IlC 2112112-5920 

May 14,2009 

To Whom It May Concern : 

l(b)(6i. Ib)(7(Ct 1 j(bl(61 Ibi L 
This Icncr i~ lO fi le a formal complaint agai nsl ~ tcacher a m p ' 1I ':arly College 

Hi ' h Schuol the Fami ly Educationa l Rights and Pri vacy Act in regards to my son 
b){ ):(b) ( ) ·tuden! at ECHS. 

On May 8,~ I received a ca ll from (b)( ): (b)( fort~l)~;~ ) I Early Col lege 

lIigh School. Ms .kb)(6): (b l was ca lling to inform me that my son (b () had been invo lved in a 

verbal altercation w ith olle o f thl: tcadlers allhc school. \1 S. ICblf61 fb ' read the referral to me over the 

phont: from both parties; ~<U\d Ms. ~ the [caeher invo lved in the vcrlm l a ltercation. She a.-;ked 

me if! wou ld be ab le to come in fo r a m~ting , l lold her that I was at lunch and I needed to go back to 

work, but I woul d be avai lable in about 45 minutes. When J arrived at work, my ta sk tl)ok a lot longer 

and it was more like an hour and a half~ bclon: I wa~ able to leave . When I got in my car around 3:00 

p.m., I received a eall from Hb)(6), II [ informed (b)(6) that I was on my way, hut fb)(6), I was calling to tell 

me it was too late in the a fte rnoon to meet.. Dr. (b)(6). (b) thef!:)(6) (b) !then intormcd me that a meeting had 

been schcduled for \II onday, May I I ~or 9:()O a.m. I asked Or. l{b)(6): (I if I needed to come and pil.:k 

~\lP from school. lIe sa id that was not necessary, ~could tinish the sch{Xl l day. 

On Monday, May II ~I arr ived at~~~;~;;" ) !school and entered a meeting with Od {b)(6): (b)U(t) I 
Ms. Fb){6),{bj I Ms.~and~The meeting started with :vis . m:Jtell ing her side of the story. Ms. 
~statcd lhat she askcd~filf some b)() )( and he refused to give her Ihe l(b)(6).{b)(7(t) PWIl 
after he dec ided 10 give her the b){ , (b) () he tonk [hem ofT and threw rhem at her. I .ater in her slory she 

mentiom:d [hat the (b)(6 ): (b)(7 had not only been thrown at her, but they had also hit her and caused her 

arm to welt. \Vhen \1 s (b){ ): llentioned the welt it was the firs! time Admini stratioll had heard or any 

inj ury, also when asked if she had 

any piclurc~ to verity that there had indeed been an injury, she replied that she had not tnken any 
photogr.lphs. 

In the ml::eting 1 explained to Or. Fb)(6) 
addressed, eoncemi ng irb)(@1 :(bl(7Icl 

khere was another situation that had tran sp in::d and 1 would like 

1 

On Friday, May 15,2009 a rter the school day had ended, I p icked up~and anothcr student. When 
they gOI in the car, I was informed lhal MsJ b){6), (b) had spoken 10 Ihe student's mother I;oncerning the 

situation with~nd MsKb!~!C ) I \Vhen ,Vt: IIrrived home, I ca lled the st udent's molher and asked her if 

I I 
, ' 
" , , . , 
I 'j 
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she had spoken 10 Ms.~shc confirmed the convcrsatinn. The pa rent said she was on the phone 
with her child and MS~'ikcd to speak to the parent. The student gave ~s. Fb)(6); (b illie -.;dl phorle 

and \rjs. ~f!~k Iwent into a private area In converse with the parent. I then asked the parent for tht' 

detail s ofthe con versa tion . The parent informed me that Ms. l~b)(~) ~ Ihad bcell li sten ing 10 her child 0 11 the 

phone and stated it w<!s her dllty to tclllhc her IllI;.' whole SlOry. s ince her child was lea ving out parts o f the 

Ms. Fb)(6); (b ~'h(;' n ht'gan io tcttlhe parent him by na me) had thrown her c,hild' s 
all\llher Icachel' ;1Ilt! jlml is why - conliscated by MsJ b)(6), (Ms. 

W,1S nOI preseu! when the silllOllio ll occurred and was going strictly hy whal th\,.' Ms.~tllld 
her. This was very upsc1Iing to me because I had not received the fuJI details of the situatiun from 

Administration or anyone e1s~ at the schoo l. 

On Monday, May 11 ,1i~\~}; Iwhen I arrived at the meeting r asked Dr.l(b )(6) , (b Gf MsJrb)(6), (could be 

ca lled into the meeting. Dr. j(b) (S); ( Iagreed, but w as unaware urthe situation that occurred with other 

studcnt's mother. He in tllrn ca lled the tcui,,: hcr, Ms. (b1(S); (b) into the meeting and she adllliuctl n n tape 

that she had indeed spoken to thi s parcn t <IIltl ..:ollc (l{G) name. I asked IUJr if she was tamiliar w ith the 

Family Educotional Rights ICl /)ri " lII';Y Ac.t (FEI( PA) :md if :;hl! was aWflre lhal she had vi () lat~cll Q;)\sy (b) I 
privacy rights. I info rmed Dr.I(b){6); (6) I Ms..M!~r (6) land the teacher that I would be reporting this 
s itualion to the proper authorities. 

A fter both teachers len the foom, il was tlecidcd that ~ would he suspended /()f thrt:(,! days for his 

actions. When (b (); returned \(1 sch(x)i 0 11 Frida , May 1 5~ there would be a meeting scheduled 
with Or. )( ,(b)) 01 )(); ( )( ) :hartcr Schoo l NChvork . The mecti ng 

W<lS ultimately resch~dul ed to Thursday. May 14, b)(l) al 8:00 a.m. 

When we arrived at this meeting, Or.@){6) (b) ~sked e veryone present ifit was okay th at r recorded the 

meeting and everyone aW7' Ir. Fbj~) ; I had spoken to the other student's parent and had a statement 

corroborating what Ms. )() ; sa id in th e previous meeting. Or.I\~)~), (b) Ithen explained the FERPA law 

to Ms , l(b)(6Ub) IDr.I(b)(~); )explaincd to me that [would have to initiate rhe complaint (0 FURPA and if! 
\,.,ould allow them a copy ol"the document I was sending to FERllA. I agreed . 

Therctore, I a lII asking th at the appropriate action be taken aga inst thi s teacher. Jf you need further 

inlormatinn, I can be rcached at i)b)(6) , (b)U(C) IThank you for your assistance in this 

matter . 

Berore any of these m~tings tuok place, permission was given to tape record all parties involved . 

• 

I 
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fb)(6); (b)(7(C) I 
L_;;;;;;;:;;;;;;;;;;==!:C::h::a::rt.:,;er School 
rb)(6); (b)(7(C) ~ 

New Orleans, LA 70119 
(b)( ); (b)( (v) 

School Phon 

School Fax 
b)( );(b)(7(G) 

School's Information 
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MRY C5 '; 0 

Tn Whum It M,IY Concern : 

1 h01ievc J have been dis{.;riminatoo Itgainsl due to the f}lc! thnl I am a 
parent. My name is l(b)(6) ; (b)(7(C) I arId my Fion l(b)(6) ; (b)(7(C) lattends 

Schoul Dilaril=l in I-hllne MO. He is currently cnrollt:d as aj{b){6):{b){i(q I I have kepr 
the disln(.;t updau!u un way ... Lu be able \{l contact me. ] am cnclming' ckmails showing 
where I have been given false nncJ inaccurate information and had infornultion 
withheld from tnt:. regarding hi!i cducltliunal progress. 'have had lu cnnrinue to 
request gr<ldes when it cJc.\r!y states in his Il..!P that 1 urn to n:(;civc such rcrons 

The limdinc helow outline!; my righl~ ;IS:i p:lr'=JlI being VillJutcd and'l picture of 
discrimllllllion occurrjng. 

~ 
On Mar(;h 22~ I scnt thel%\(6); (b)(7 I School my t.:hangc of dduJ'css :111(\ asked for u 
grade report. to he mili led (0 me (their quarler ended on o r ahout Man.:h 12'\' ). 

011 M.1rch 25110 J hadn't had rc.spnn!)e [com my ~il rl icr c-mail <lnd .1~keu again if lhe 
reports h'HJ been ~ent out yet. 

On March 29'11 J slill had nOI received a repor( ;md informed t.hem that I had noi. 

On March 30' h Mr. ~lhelm(6):(b)(i Isaid hc w(llI!d check un the grade card. 

On April 1;1 ] wa.~ finnlly sent tl gr,Hk fcpon for the 31(1 quarter. 

On April I ~I which IS nl'.'lring mjd~qllaJ'tcr for 4111 qlHtI'ter; 1 iI!:>kcd [or <Ill update; 1 did 
this he-cause my son's 3"" quarter grades wen: lower than what l lhoughllhcy Sl1ll111cl 
be . By the time I received 3'" quarter grades I klll'W it wa,c; getting c10fie 1O mid
qllaner report .. _ I tried c-mailing the F:pcciill servIce lellcher hut mils! hav t been 

~~~~~~}~;:,~~~~,~o~r~e~-~nJu,:lijlcd Ihel~}{6J , (b)(7 lasking him to forward to 
~ Ir.cssagc inquirillg how E!J was doi ng anJ 

when s.he i ve me tin update on his progress . 

On April 8'n 1 fi'l <llly received II rcspoll~o from Mrl;.I{b)(6);(b)(7{C) ~"ilying thaI the 

I.t!ilchcrs Were state test ing imd !:hc huon', received lilly reports hut they would bt:: 
scndiTlg home mid-quarters (he next week. 

) did no! rercivc any update or report the next week so I e-muiJcd again. 

April 2 1·~ 1 1 c-mli ilcd Mrs . I~)){6) . (b)(7 Isaying J was jusl lUnching bilSCf> again ;mel 3skt.:d 
if t [;Ould get an update On his grades. 

On April 21 ~I she responclcd hack by fiaying, 'The only progress reports that go 011\ 

are lhuse below 70%, so no news is gO('Jd news, I'd ~ily ". 
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Al this point] felt like Mrs. ~~)(6 ) ; (b)(7 Ibeing the case manager ilnd knowing lhat his 
IRP St!ltccllhat I, a~ his parent, s.hould he gelling reports. failed to comply withl(b)(Slg I 
lUP. J hoped she would have been thrilled, fifo: a profe!',,,ional cJucalOT, to honur my 
request and at least give me a quick glance at how he was per[ormillg. However, this 
was not the case; I was still giwn no indicHtioTl that he was failing one dus!'; thn\ 1 
rind out laler from the sChool'sl(b)(6); (b)(7( bnd that a meeting had heen held thaI 
morning with his father because of a prublem 1ll the area of math. J then replied back 
requesting to !>tlll be given a mid-quarter report and that his JEP stated that we WOlllJ 

re-ccivc grade reports and I hadn't as of yet. 

On A Hil 2tlLi Mrs. b)(6); (b)(7 replied b,lCk that she had forwarded my rcquosl lu Mrs, 
(b)(6) the school (b)(6); (b)(7 

On the same day I responded back 10 Mrs.Ii~\(6 ) ; (b)(7 It fell that since she was his case 
manager lhat she would have a better eOll11l!cl.ion wilh the grades and his progress. 

asked if she was still monituring him. 

01\ April 22"<.1 !:ihe wrote hack {'hat she" sees Hb)(6 I everyday ami that.<:;he talks 10 his 
teachers regularly (Jnd if there is H prohlem they discuss it and if he has a prohlcm 11 is 

reported in his grades. 

By J\priI2t'rl, (b)( ) case manager had led to believe that since J didn't receive any 
progress fCl)()rlS that (b)( ) l!' huving no difficulties alld she mill hadn't .';I<.1ted then: 10 

be lIny concerns or probkms. By t.his d:1tc I had asked several timts for an update and 
J had l'eccived no kind of rcporl from Mrs.I(~)(6); (b)(7 lor {he school district regarding 
how he was performing academically, J kll~W this wasn't right. or in compliance to 

his IEP. 1, an cduc~tor my!:>elf, know she could have very easily given me an upuute: 

she even told me thaI she was speaking regular! to his teacimrs. 13ecomillg frustr~(.ed 
[lnd bcin hrushed to the side I o-maikd the (b)( );(b)( slJ.l.illg thatT fdtlike Mr~. 
(b)(6); (b)(7 was ignoring my requests and thai contacting the Siale dcpartf)l(;!nl seemed 

to he the best solution. 

On this same dJY, April 22"<.1, Mr. (b)(6) the ~eh()oJ's b)(6);(b)(7 replies back to me 
saylng \hlll they (Mr.I(b)(6); I Mrs. (b)(6); (b)(7 Hnd Mrs. (b)(6); (b)(7(C) teacher) had mel un 
April 21 ~I with l(b)(~)2 Ifather because (b)(6) was ~trug.gling in (b)(6); (b) 

I(b)(~\ I father had request.ed a meetillg iUld rccl;:Jved it: all ] wa~ requesting was a 
progress report and was ignored. I feel like J was discriminated against. because T am 
\he non-custodial parent. ] wal-> only asking ror all update on his progress. 

On April 22,,(1 Mrs. fb)(6); (b)(7(C) ~aid that wlwn the progress reports were maiJccllhal he 

was pas:;ing; I found this to be an untruc statemenl hcc<luSC on April 23
1
'd J finally 

received from the .schoolt~)(6); (b)(7 I a mid-quaJ"lcr report (Wh,;,ic~.I~l iw~a~s~,~etn=I::O=U=I::b::y::'::n=U=ilj 
\ll all other pilfcnts on April 19

ih but not to me). ~had ar(:b)(6); (b)(7(C) 

and ~(bl(6 1 (bIU(t) I 
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1 Wi'!':; dCfini.e't nt heillg trcalt~d wjth equality '*&9;(6) I father requestecl a meeting 
concerning b)(). progress and <! meeting was scheduled. My request for :m updatt: 
oj' grades nnd progress being made WiJS rcpcal.t::.tIly ignored. I was even lied 10; I W8~ 
told no news is good news and that he Willi pasf.>lng: all classes 3\. llud w qu3.rler 
rcpMl ing. J believe the information I rece ived was m.is lcading:md inaCCUfale ,JIld 
viulatcd my riSlllS us a p.arcnl. 

M d I ' 1 k ' h l(b)(6) (b)(7(Ci IS hiD" 1 I Y propose relOO ullon: um as ITIg I c~ c 00 Il\lru.:1. aile L ~e (;llSC 

manager of my chjld's IF.P to stay in compli illlcC with his lndividuali:t.cU Education 
PI'1I1. 1 request thut Eb)(~) ,c Igrades to he sent to me as wriuen in his IEP wirhou\ me 
hij\lmg to request them each reponing period . 1 wl~h tll be given equal trcatment :1" ~I 

parent even though I am a 1l0u-custndiCJI p;u·cn t. J also desire tbtlt Ihe U1tclings or 
reguc!'J\!';i that 1 makt: be kept confidential and 110t he shmcd with people in the 
c Llmmunity. ) .US~·llpOSC thal i r] rcqllCf.> l till update 1i'om the Special Edu(;(lliull 
Department; lhat ~case manager notifies me if Ihere is a problem 01' conecm ; not 
to intent inn ally withhor<.lthis information i'rom me or to discrimin::lll! ag~tin"t he 
bcc,lu:ie I am:1. non-custodial purent.. 

~by the report I finally receiVed. hilS II few cl~sses that he needs to improve in hut 
for the m~)sL part if' doing extremely well. J, ;1$ ,l parem, would have loved to huve 
ht:ilnJ the positives from his elise manilger and/or ~chool di~ll'ict that he Was makin g 
A '~ Tn I wo of hi .'> clil~ses : espccially since 1 had requested iill update. Parent's thri ve 
on good news <lnd what if tJetlc.r way III crefltc positi ve home/school communications. 

The limeiinc :md e-mniJs 1 have otllJined alit! enclosed clemly ~how llUlI Mrs. 
W,{6) {b)(7 Iwa!> aW<.Irc of it ))fobJcm wilh al least the muth cI,,!>s ,tIld inlcfltionully 
withheld (hal Infonnul i(.lll from me illlU gavc me lin inaccurate rcpon. of progress 
heing ll1a.dc aflel' ll~<ld [~pc~l1.etJfi6 a!lrCd for (til update . ~hc had planned <ll~ccting (lll 
the mornmg (If Api'll 21 ' with (). ( f"llhcl' heCiiUSC of Ius l iKk of progre~f; In millh, 
,Ind .~he told me on the 2J ft· the same day, Ihill110 news is good news. She wid me hc 
W'I., passing all ,hIsses when mid·quarlc.r rcporls were scm out which proved to hI.! 
fa l!lc. I OJsk not to be he,d to or hilve information intentionally withheld anymore 
regard ing hi s etiucalion:,) progrcs~ heciltlsc J :tIn Ihe non-custodial paren t 

Sin cerely, 

1(6)(6); (b )(7(C) 
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Ln 

NIAGARA't{,;d 
UNIVERSITY 

Ol/,ce of the E)(aculi'/e lfica Prc5ideml 
Vice President lo r Ar;,1c"emic Affairs 

Director 
Fami ly Policy Compliance Office 
u.s. De partment of Education 
400 Maryland Avenue, SW 
Washington, D.C. 2020 2-5920 

" . l. 

RE: Inadvertent Disclosure of Education Records May 28th, 2010 

To the Director: 

This letter is to advise you that afte r a thorough investigation, Niagara University 
has determined that on May 28th, 2010, an unauthor ized, but inadvertent, disclosure 
of 27 students' education records occu rred via official university e-mail. 

Set forth below is a report of thi s unprecedented event at our ins titution, and our 
ongoing remed iClI action. 

I. lnadyertant Disclosure 
At the end of every semester, Niagara University determines if students have made 
"Satis factory Academic Progress" (SAP]. Those who have nut met our criteria Cl re 
dismissed, and receive a letter with standard language stating the terms of dismissal 
and setting forth the process for appeal. The address, name, "Attempted Semesters," 
and GPA of the affected students ("Variable Data") are plugged in to th is standard 
le tter ("Template") and sent via both certified mai l, and official university e-mail.at 
the appropriate time. 

On May 28th, a university employee in the office of Academic Suppon prepared the 
individual SAP letters to be sent to the 27 offected students as described above. 
These letters were sent to the students via certified mail withou t incident. 

After mailing the letters, the employee prepared an electronic copy to send to the 
affected students. Per procedures successfully implemented the previous semeste r, 
th is preparation involved the usc of the "ma il merge" function of the program 
"MicroSoft Access" to insert the Variable Data into the Template. However, owing to 
previous manipulation of that particular copy of the Variable Data us ing the 
program, "MicroSoft Exce!," the copy sent to each student contained a copy of every 
other s tudents' le tter. 

P.O. 8(;)()0 14 MAG/o ..... thi:v~l1':mV, NY 14109 Pi,o.'1E: 716-286-8360 FJIX.' 710-?86- 8349 w ... W .... ~'GARA.IW 
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The university became aware there was a problem on June 1, when a student 
reported receiving a 37 -page document containing not only his information, but that 
of 26 others. This report was referred to the University Counsel, who confirmed the 
receipt with the Universityl(b)(6); (b)(7(C) I 

While various remedies were immediately initiated (see "II. Remedial Action" 
below), the university also began a thorough analysis of what occurred, and 
concluded that while the matter was attributable to the employee's failure to adhere 
to the established protocol for the generation of SAP notices, enhanced focus on 
technical considerations should be added to the FERPA training the University 
routinely conducts. 

II. Remedial Action 
The university's response upon confirming the inadvertent disclosure was 
immediate. 

lune 1: Disclosure confirmed by General Counsel andfb)(6); (b)(7(C) 
Tune 1: l(b)(6); (b)(7(C) 

1(~)r6Jlb)(1ICJ hnformed. 

i u nc 1: (b )(6); (b )(7 lin fo rm e d, i ni~i~E:d:i:r:e:ct:e:d:, ;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;;::==:J 
lune 1: Emergency m"~!,Qi!\gj~ 

l(b)(6); (bX FERPA Officer ~ ) 
General 1. ~ 

c 
l(b)(6); (b)(7(C) Ito establish awareness issue, ensure no other complaints had 

been received, and draft a letter of notification to the affected students. The group 
also agreed on a course for the investigation, which involved thel~(b~)(~6)C; (~b~)(7~(C~)~==~ 

Irb)(6) (b)(7(C) I 
June 2: A letter of notification was sentto all 27 students via mail and e-mail. The 
letter set forth the content of the disclosure, warned the students that the 
information is confidential, and asked that they send confirmation of deletion to 

fcrpa@niagara.ed u. An .• r~e~dra~c~t~e~drs:a:m=p:'e~co:p:Y=iS=i n:c:,:u:d:e:d:a:s:':' A:':"========::J 
June 2nd-Iune 8th : Thci(blr6l (blmel 

Irblr6J (blrtr¢J Ilooked into the e-mails, and other computer records ,and 
discussed the occurrence with the employee who generated and sent them. The 
investigation was somewhat prolonged because the employee had some personal 
issues that require days off. 
June 16th: The General Counsel conducted two one-hour sessions called "Mass 
Communication and Privacy: Using Technology While Following FERPA" 
(announcement attached as "A"). While open to all, every department that routinely 
handles education records in an electronic format was reqUired to attend. At that 
session, a document generated by the IT Department and General Counsel was 
distributed and reviewed (attached as "C). 
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June 17th : The General Counsel met with the employees of th e office of Academic.: 
Support, including the employee who made the inadvertent di sclosures, to 
specifically discuss t he educational records generated/main ta ined by the office, and 
review the suggestions from IT for avoiding technical issues that can create privacy 
concerns. 
Going forward: 

• The routine FEKPA trainings wiJl have a specific technica l component; 
• The university established a "FERPA Alert" code for its Information 

Technology Help Desk, to ensure FERPA matters with a technical compon ent 
get immed ia te attention; 

• The University has printed up "FERPA Alert" cards that ask fund amental 
questions about managing/disclosing education records, and listed helpful 
contacts on the other side; 

• A facul ty·specit1c tra ining is being planned for the Fall, again with a focus on 
compliance when using teChnology and social networking. 

It is my hope that your Office can conclude that Niagara Un iversity properly 
invest igated this unusual breach, took reasonable and appropria te steps to prevent 
any further unauthorized disclosures, and is diligent in its pro tection of the 
education records it ma intains. 

On a personal note, I can add that the employees at the heart of this incident were 
personally dismayed and saddened to have occasioned the above actions, which are 
an anomaly for both t heir Department and Niagara University. We respectfully 
request that you and the Department consider thesc good-faith actions as you 
rcview this sclf·disclosurc, and please consider us open to any suggestions you 
might have for further action . 

Very truly yours, 

Attachmen ts 
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Attachment A 

NIAGARA. 
UNIVERSllY 

Office of the Executiva Vice President! 
Vice President for Academic Affairs 

June 3, 2010 

@mail.niagara.edu 

RE; FERPA Disclosure 
E-mail you were sent on May 2B, 2010 regarding "Notice of Academic Status" 

Dear 

On May 28th, your e-mail address of : '@mail.niagara.eduwasinadvertentlysentalargee
mail containing drafts orletters addressed to various other people. Unfortunately, this e-mail was 
sent to 26 other people. and contained your GPAand credit hours to date, in addition to those of 
others. The University enormously regrets this error. 

lfyou have not opened the May 28th e-mail, please do notdo so. If you have opened it, please do not 
forward or otherwise duplicate d1e contents, which are privileged and confidential. Whether you 
have opened it or not, please delete the contents, and send confirmation of their having been deleted 
to our FERPA Offtcer,fb\(6): (blU(t) lat FEJ?PA@niqgara.edu. 

Again, the University cannot stress how much it regrets this technological error. Please know that we 
are already moving to correct the situation, and very soon will be holding a mandatory training for all 
personnel Involved in this regrettable mistake. 

However, we wish to stress that this accidental disclosure is a one ·time occurrence, The University 
goes to great lengths to protect your privacy. With that In mtnd, the correction of this lapse is a top 
priority. 

Please feel free to contact me with any concerns. 

Since rely, 

b)(6) (b)a(G) 

P.O. Sox 20 14 Mt.GAllA UNIVERSITY, NY 14109 P HONE.' 716-286-8360 FA x; 716-286-8349 W\'IW.NI,o, 3A.'lA.EOU 
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One-Hour FERPA Training, Open to All 
Wednesday, June 16th 

Attachment B 

Mass Communication and Privacy: Using Technology While Following FERrA 

Tcchnology changes with the blink of an eye, but FERPA has been pretty much the 
same since 1974. The rules: education records (including grades, gpa, c-mails, 
marked papers, di sCiplinary records, bills, attendance) cannot be disclosed to third 
parties--cvcn parents--without specific authority to do so. We a re all careful to 
respect our s tudents' privacy, but in a world of increasing automation and lightning
fast communication, a FERPA violation can ha en with both alarmin 5 eed, and 
volumc. Please join the General Counsel, the b)(): (b)(7( ) 

I(b )(6); (b)(7 (C) ~ea m for th i s on e-hour dis cu s s ion ;""e"sl"'g:::n:::c=t"o-:;r:::e"'r"'e:::st:":"y"'o:::u:::r-:;m""e"'m=o:::ry=o~ 
the FERPA rules, thei r many exceptions, and techniques for using the latest 
technology whil e honoring the Family F.ducatio n Rights Privacy Act. 

Session I: Wednesday, June 16th, lOAM, l::J isgrove 350 

Session II : Wednesday, June 16th, 2PM, Bisgrove 350 

Please rsvp to sco le@niagara.edu to let us know which session you will be 
attending. 
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Attachment C 

Top Ten IT/ FERPA "Ilo's" 

1. The ddetion of cam munications with students should only be conducted on a 
routine, regular basis. with critical communications identified and archived for 2 
years, or as defined by your department. 
2. Use caution when storing educa tion records on USB sticks and oth er portable 
devices. 
3. Inform IT promptly when you beli eve there has been an unprivileged disclosure 
via an electronic communication. 
4. Do check a student's r'ERPA preferences via myNU prior to disclosing any 
information to a th ird party. 
5. Do store critical communicati ons, including e-mail, on your ne twork, home, or 
shared drives .. If you are uncertain how to do thi s, call IT at 0040. 
6. Do always look to see who is copied on an e-mail prior to responding to it. 
7. Do maintain busine!\s process documentation regard ing the creCltion of essential 
documents and communications. 
8. Do create PDF's to send information when you w cmt the best assurance that the 
final document can't be alte red. 
Y. Always log off your computer if you leave it, even for 1 minute. 
10. Change passwords routinely. 

Top Ten IT FER?A "Do Nots" 

1. Do not hit "reply all," without readi ng the reply li st and being really, really sure 
about it. 
2. Do r.ot store crit ical files on your C drive; ensure they a re routinely saved on a 
home or departmental drive. 
3. Do not download and store data in .Excel spreadsheets or Access databases; this 
can generate confusing, irregular copics of the data. 
1. Do not send information to the care of employees via non-university accounts. 
5. Do not engage in speculation, gossip, and other subjective communication about 
students via unive rsity e-mail; it could c rea te an educational record subject to 
mandatory disclosure at the request of the student. 
6. Do not leave yo ur computer logged in when you are away from your desk 
7. Do not leave yo ur password taped to your monitor. 
S. Do not rely on "auto-complete" to address your messages without carefully 
checking the listed recipient 
9. Never give your password out to anyone, whether via e-mail or otherwise. IT will 
not need to ask for it to help you. 
10. Never comment about education reco rds on social network si tes. 

epic.org 14-04-15-ED-FOIA-Release-20150326 000063



(b ( (b ( ( 

epic.org 14-04-15-ED-FOIA-Release-20150326 000064



(b ( (b ( ( 

epic.org 14-04-15-ED-FOIA-Release-20150326 000065



x:r ~, L \JU'J 

Fam ily Policy ComplirulCl.: Office 

t..: .S. Department of Education 
400 ,\1arylalld Avenue, SW 
Washington, D,C. 20202-5920 
Phone : (202) 260-3887 

Dear Sir or Madam: 

r-· . 

i ,; , 

Th is lelter is for purposes o r illquiry ;md complaint under the rules admin istered by the Pamily Policy Compliance 
Offil:e (FPCO). The underlying issue c.oncerns a graded researl:h paper assignment I submitted to Seminole 
Community College's (SeC) ANGEL electronic di stance ieam ing environment Sometime after J submitted the 
paper, it appears the system corrupted the paper electronically, such that the paper received by the proressor and 
stored within the system is not wh at I submit1cd . 

During the week of Seplembcr 7, I contacted ~s. {b)( ). {) () rscc, who is lisu:d as the point or contact for 
SCC'~ admillistration of records requests under U'A. I explained my desire make a written h ~ril1g request for 
the purposes of obtain ing this corru ted "education record" and having it corrcct(..>d. The documen t bares my 
personal iden tifying information (b){6I. (b)(7 indicated she was flO longer connected with administering rules Of 

requests re lated [{lillY inqu iry and suggested 1 conta(.:t other departments within the coll ege. After numerOUS 
te lephone I.;on tacts to vari OlI!) college departments since that time, 1 have yet to fi nd any party who aeknowlt:!dges 
him or herself as the appropriate poinl o f contact l spoke to the Rcgilltrar's office. and an individual there stated his 
dcpartmcill could not acc(;!pt a hearing request bl..'Cau se the document in questi on fell outside the scope ofFE RPA . 

I subsequently cuntaeted (b)(6J: (b)(7 I the hearing request has yet gone 
unanswered. I therefore r Irec my request for a that ~he will forward it to whumevcr has 
the propcr authority. I ask for an aflirmati on of ) or a 1 in wri ting along with the reasons for 
the denial. I have reviewed a policy leuer fr om FPCD, and it wou ld appear thaI " ILTIll papers" and similar academic 
writings fa ll within the scope oI"Ft:RPA I further ask that the FPCO forward to mc and Ihe coll eg~ an interpretative 
h:tter as to whether, in iL~ opinion, academic papers and sim ilor works submil1cd to l (b){6). ~rc education records 
within th~ meaning of thaI agency's ru les. 

hup:i/www.ed.gov/policy/gen/guidlfpco/ fcrpallibrary/ft lcwis 1 0 I I 05.html 
hltp:llwww.5Cc-fl. eduipolicies-prOCC<1uresJpoliciesJstudem/3.040.htm 

Sincerely, 

(b)(o). (b),,(e) 

cc: 

100 Weldon Bou lCVdrd 
San lord, [lorida 32773-61 99 

(bl(ol ; (b),,(el 

I ~~~~~~ ____ ~SCC 
TVv vvc loon DOUlevaro 

Sanford, Florida 32773 -6199 
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WASHOE COUNTY SCHOOL DISTRICT 

Public Policy, Accountability & Assessment 
425 East Ninth Street. PO. Box 30125 

Reno. NV 89520-3425 
Telephooe (775) 348-0201 - FAX (775) 348-0226 _. - .. - -- --

fam il y Policy and Compliance Office 
400 Maryland Avenut:, SW 
Washington, D.C. 20202-4605 

--1 
'1 
I 

--- ... .. i 
"'arch 30, 2010 

To Whom It May Concern: 

Please accept this letter as notification of a violation of the family Educational Rights 
and Privacy Act (FERPA from the Washoe County School District in Reno, Nevada. 
On March 10, 20lO the (b)(6):(b)(7 ofHunsherger Elementary School scnt notes to the 
entire facu lty which contained the first name of a student, the student ' s initials, and the 
name of the student's teacher. The notes were of an Intervention Assistance Team 
meeting and while all uftbe recipients were teachers, no t all had a need to access of the 
note about progress which constitutes a FERPA violation. 

To remedy the situation, the ~)~):(b) self-reported the violation to the FERPA 
compliance office in the Was oe ounty School District (March 17,2010), secured help 
from the Infonnatjon Technology Department in deleting the emai l from all of the 
mai lboxes of the teachers who did not have an educational need for the record (March 19, 
2010), acknowledged her mistake to stafr (March 11 , 2( 10) and has scheduled additional 
training for herself and her staff on April 6, 2010. This training will encompass the rights, 
rules, and responsibi li ti es of teachers under FERPA. 

Additionall y, Ihe l~~))(6) . (b){7 Inot ifled the parent via phone on March 17, 2010 and via letter 
on March 30, 201 0 that, the violation occurred and infonned the parent uf their right to 
contact your office and your contact infmmation. 

Sin~ercl 
, 

{bIt J: {bJ{ { J 
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May 19,2008 

Family Policy Compliance 011ice 
U.S. Department of Education 
400 Maryland Avenue, S.W. 
Washington, D.C. 20202-5920 

CO~FIDF.NTIAL 

Rc: Family Educational Ri hts and Privacy Act (FERPA) 
Com laint of (b)( ); (b)(7(C) ,han c of Address of Counsel 

(b)(o) (b)( (c) 

~(b)(6); (b)(7(C) ~ 
This letter pertains to the complaint ofagamst the Anaheim City School 

District in Anaheim, California. Please note that the address has changed for the undersigned 
counsel. Please direct all futurc correspondence to: 

(b)(6); (b)(7(C) 

Irvlne~ 

As this change of address occurred less than six months ago, any correspondence you 
sent to our former address shoflc1 bav~ heen foru.rded bv the post office to us. Other than a 
S' b 4 2007 1 I' b)(6) (b)( (C) kn '1 d . . f hi' ,eptem er , etter rom ac owe gmg receipt 0 t e comp amt, wc 
have not received any additional correspondence from you. If you did attempt to contact us after 
that date, I would 'rcatl 'a reeiate if you could please re-send any letters to the above address 
or call us at b)( ); (b)(7( ) 

Thank you for your assistance in this mattcr. 

Sincerely, 
(b)(b) (b)('(e) 

A V1~] t~)AM 3RUSS::LS CYICAGO [AST PALO A_I C HClJ\ ··:l,\J I~VINF .. O\JDO\J LOS ~\NG[Lc5 

M'JN (- \Jf-\f; YORK NCR-IIERN VIRGIN!/\ PAi, S SAL] '_AKl: ~-_I]Y <;A~ FR!\~CISCO -AlP] \NAS' N(i or--., J( 
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(b)( ); (b)(I(\...l 

August 29, 2007 

Family Policy Compliance Office 
U.S. Department of Education 
400 Maryland Avenue, S.W. 
Washington, D.C. 20202-5920 

CONFIDE~TIAL 

Rc: Fam}! Educational Rights and Privacy Act (fERPA) Complaint: 
(b)( ); (b)( ( ) Schuol, Anaheim City 
coo lsnc, 3lomia 

Introduction 

(b)(6) (b)(7(C) 

preschool student who is fb)(6); (b)(7(C) land has 

and by intimidating l(b)(6); (blU(t) I to give permission for a prior unauthorized disclosure of 

'r~b):(6;);Tc(b~)(~7(~C~)~~~~~--------' 

Statement of Facts 

began attending a 1)~\(6); (b)(7 I progrmn designed for students with 

="""Lr---' 
disabilities :~I :(b~)(;6)~; (;b):(7:;-" which is a public school in the Anaheim City School District in 

'b)(6) (b)(7 I· fb)(6); (b)(7(C) 
California. "g ;IS located at

L 
________________________ --' phone number 

(b)(b); (b)(7(G) -

and the District's address is 1001 South East Street Anaheim, CA 92805, phone 

AMSTERDAM BRUSSELS CHICAGO EAST PALO ALTO HOUSTON IRVINE LONDON LOS ANGELES 

MUNICH NEW YORK NORTHERN VIRGINIA PARIS SALT LAKE CITY SAN FRANCISCO TAIPEI WASHINGTON , DC 
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Family Policy Compliance Office 
August 29, 2007 

Page 2 

number (714) 517-7500. The Superintendent of the District is Ms. Sandra Barry. Prior to 

li~\(6); (b)(7!cnrollment, his parents worked with school otTic131s to develop an individualized 

education program (IEP) for~~lmc) las required by the Individuals with Disabilities in Education 

Act (IDEA). At that time,~was attending the Regional Center for disability-related 

Iwith a number of school 

t)(e) (b)( (e) 

(b)(o); (b)(7(1o) IspeaKs only 

~1:~~0,(~O,); ~(b~)(7r-r.: l,a::n:;d-:t::w::,,::,::ld'"d'jCtj::,,::n::a'j ::p::m::;·t::jc::j::p"m::,t"'s-. -i\'"t;-;;th::a:;-t-;m::;c::c::;t::Hl::'!j,~_(l("b_)"((6~))_."(_b"')_("'7_((7'C_'-))~~~~~~~~~~~~~'::;l was 

discussed, and all present verbally agreed not to disclose that information to anyone else, Inside 

or outside the school district, Withoute)(6); (b)(7(t) Iprior written authorization. 

l(b)(6) (b) I 
IIIC) "will return tob~\(6);(b)(7 Ithis September. At no time duringli~;~r(b) I attendance at 

l(b)(6); (b)(7(t) I Dn 
l(b)(6); (b)(7 Ihavel;~\(6); (b)(7 I employees or students been exposed Moreover.~ 

has never behaved in a way that could theoretically present a risk of such exposure i~)(6); (b)(7 

fb)(6); (b)(7(t) I 
Whenl(b)(6); ( Irides the school bus, he must sit in a 

special scat that sits on top of the regular bus seat. This special scat, which is a necessary 

accommodation for has restraints to keep i~li~)(c from falling out, l(b)(6); (b)(7(t) I 
and is so large as to prevent other children from sitting in the same seat with him. 

I All participants signed the document rdlecting the results 01 the IEI' meeting (allaehed hereto as Exhihil A). 
however. not all names art: lcgihk 
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Incident With First Bus Driver 

Family Policy Compliance Office 
August 29, 2007 

Page 3 

l(b)(6); (b)U(C) I 
On March 5,bns driver, Q short, Hispanic man of approximately 40-45 

years of age (name unknown), askedl(b)(6); (b)U(C) Ilr~had al(b)(6); (b)U(C) I and if so, 

h ' 'I TI d' 'd h "h h I" h d Id h' 1 d' 'j' (b)( ) (b)(7 W at was It. Ie flver sal t at t e sc 00 a to 1m to wear g aves, Ism ect (C) 
'-----' 

seat, and ensure that~sat alone in his scat. The driver wanted to know why he had to be so 

cautious; he was afraid he might pass on whatever illness ~ had to his grandchildren. At this 

un1e"~c,,i "C) not have any l(b)(6); (b)(7(C) b)( ); (b)(7() declined to 

I with 

left two voice messages forl(b)(7)(C) I At 4:00 p.m. on 

March 5, f"'b":)(~6);:;; (;;b);;;(7;;;(C;;;)=::!....----,~eturned the phone call, and said, "You called my office and 

upset my staff when you told the office clerk that the child was Fb
I(6

); (b)mcJ I 
d 

' h ' d' 1 d h' , f ') (b)(6) (b)(7(C) '" " " h emes avmg ISC ose t IS lI1ormatlOn. went on to state ulat t e 

drivers perhaps made an assumption about the child ' s (b)(6); (b) rand that she "did not handle 

transportation." (b)(6); (b)(7(C) then told the (~( ); (b)(7 she would advisejtb)(6). (b)U(C) I to call the 

transpOltation department to find out what happened (i.e. who disclosed the information to the 

bus driver), and (b)(b); (b)(7(G) hen screamed, "You do not tell her to call 

transportation!" b)(b); (b)(7(G) Itold the Fb)(7)(C) 'Inot to tell her how to do her job and she would not 

tell the ~~)(b); (b)(7 ow to do hers. rb)(7)(C) I then continued yelling, expressing that 

she was very upset withl(b)(7)(C) I 
rb)(6); (b)U(C) Ihung up and called l(b)(7)(C) 

l(b)(6); (b)U(C) I I upon whichlll, ___ ---l called the 

t found it 
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Family Policy Compliance Office 
August 29, 2007 

Page 4 

confidentiality 011(~)(6); (b)(7 records, and stated that she wanted the bus driver to attend this 

meeting. (b)(); (b)(7( ) as told that this was impossible because the situation had been "dealt 

with." 

First Meeting at l(b)(6); (b)(7(C) I 
Rather than schedule a meeting as jrb)(6); (b)(7(C) I requested, rb)(6); (b)(7(C) I and Ms. 

=.",-, 
(7(C) instead approachedl(b)(6); (b)(7(C) Ion March 6 i~li~) while she was delivering I(b)(~)? t 

d ' , th (b)() (b) ff' d d' d h th ['f' A II' d' h me lellle to e (7(C) ) Ice, an Irecte er to e ~~\(6); (b)(7 10 Ice. t a Urnes urlllg t e 

. . b)( ); (b)(7( ) ~:;-;;;:;;~~m 
"c"n"s"]u;;m;g"m,ee-,t"m"g"';;;;;;;;;;;;;;;;;;;;;;;;;;;;;;L.~,sPoke English and [b)(S); (b)(7(q I purported to translate for 

fb)(6); (b)(7(C) lI(b)(6); (b)(7(C) Iplaced two documents in front Otl(b)(6); (b)(7(C) land insisted 

she sign them. They were preprinted permission forms that had the letterhead of b)(); (b)(7( ) 

fb)(6); (b)(7(C) land the Anaheim City School District, and stated: 

"(/:;b)7i'( '-);"(b")("'7(l'T) ----. give permission for to be told that my child, , IS 
J understand that the above mentioned employee has been informcd of the 

ACSD Board Policy and has heen informed of the confidentiality of this matter. A 
separate permission slip is required for each employee. 

Parent Signaturc _________ Datc ____ _ 

(b)( ); (b)(7( ) 
to fill out the first form to authoriz (b)(6); (b)(7(C) to 

(b)( ); (b)(7( ) 
obtai, ... ______ ..... information, and that the second should authorize disclosure of this 

information to a woman who, upon information and belief, is named (b)( ); (b)( ( ) . nd serves 

as a rb)(6); (b)(7(C) rt (b)( ); (b)( () l(b)(6); (b)(7(C) lagreed that she had told (b)( ); (b)(7() of 

fb)(6); (b)(7(C) I and willingly signed the first form. 

L Copies of these two forms are attached hereto as Exhibits Band C 
could be spelled dirfcrcntly. 

but 
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