
UNITED STATES DEPARTMENT OF EDUCATION 

OFFICE OF MANAGEMENT 

Privacy, Infonnation, and Records Management Services 

May 28,2014 

Khaliah Barnes 
Director, EPIC Student Privacy Project 
1718 Connecticut Avenue, NW 
Suite 200 
Washington, DC 20009 

RE: FOIA Request No. 14-01 135-F 

Dear Ms. Barnes: 

This is an interim response to your fax dated April 15, 2014, to the U.S. Department of Education 
(Department) requesting infonnation pursuant to the Freedom of Infonnation Act (FOIA), 5 U.S.C. § 552. 
Your request was forwarded to the Family Policy Compliance Office ("FPcon) to search for documents 
that may be responsive to your request. 

On May 14, 2014, the Department sent you a letter (copy enclosed) in regards to a telephone conversation 
[with Gregory A. Smith, Director of the FOIA Service Center, and Regina Miles, FOIA Coordinator 
within FPCO] on Friday, May 9, 2014, asking you to narrow the scope of the request, but you advised the 
Department that you would like the scope of the request to remain as it is written. 

Enclosed is a CD containing 551 pages of documents responsive to your request, which were processed in 
FPCO. 

However, certain infonnation has been withheld according to the FOIA exemption specified below: 

• Personal Infonnation is withheld under (b)(6) of the FOIA, 5 U.S.C. § 552(b)(6) and 
Departmental Regulation 34 CFR § 5.71(a). Disclosure of this infonnation would constitute a 
clearly unwarranted invasion of personal privacy. 

You have the right to appeal this initial decision by writing to the address below 35 days from the date of 
this letter. Your appeal should be accompanied by a copy of your initial letter of request and this denial 
letter, and should contain any evidence or argument you wish the Department to consider in making an 
administrative detennination on your appeal. 

Appeal Address: 

U.S. Department of Education 
Office of Management 
400 Maryland Avenue, SW, LBJ-2W311 
ATTN: Appeals Office 
Washington, DC 20202-4500 

400 MARYLAND AVE., S.W .. WASHINGTON. DC 20202-4500 
www.ed.gov 

The Department of Edllcntion's m;tis;on is to promote student achievement and jJl'cparationfor global competitiveness by 
Fostering edllcational excel/ence and ensurillg equal accc.~s. 



Page 2 - EPIC.ORG 
FOlA No. 14-01135-F 

Or, you may complete the online FOlA appeal form, located at: 
http://www.ed.gov/policvlgen/leg/foia/foia appeal form l.html. 

At this time, the Department is continuing to process your request and your FOlA request case file 
remains open. It will not close until the Department provides you with a response regarding outstanding 
responsive documents from FPCO. 

If you have any questions, please contact the FOlA Service Center at (202) 401-8365 or 
EDFOIAManager@ed.gov. 

Enclosures 

Sincerely, 

4~~ 
Maria-Teresa Cueva 
FOlA Public Liaison, OMIPIRMS 

400 MARYLAND AVE., S.W .. WASHINGTON. DC 20202-4500 
www.ed.gov 

Tire Department of Education's mission is to promote student achievement and preparation/or glohal competitiveness by 
Fostering edllcational excellence and cl •. mrb'g equal acce.~s. 
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APR li2lJOO 

This is in response to your September 15, 2007, and Deeember 29, 2008, letters to this Office in 
which you allege that the!' • kDistrict) violated your rights 
under the Family Educational Rights and Privacy Act (FERP A). Based on information you 
provided to this Office, it appears that you are a fonner student and that you are 18 years of age 
or older. You state the following with regard to your allegation: 

... [w)e believe that the [District) taped [its July 20, 2006) closed session [scbool 
board meeting], and rather than furnish us with a copy of this tape as we requested 
in our [March 8, 2007] open rec:ords request, attempted to substitute a certified 
agenda after the local District Attorney's office began an investigation. Attached 
to the original complaint is a le~ from the district's attorney purporting that the 
tape "malfunctioned." 

Specifically, you appear to allege that the District failed to provide you access to audio-visual 
tapes and other documents that you believe the District maintained to memorialize. a July 20, 
2006, school board meeting which included infonnation from your education records pertaining 
to a grievance you made against the District. This Office administers FERPA, which addresses 
issues pertaining to education records. 

FERP A is a Federal law that gives parents and eligible students the right to have access to his or 
her education records, the right to seek to have the records amended. and the right to have some 
control over the disclosure of information from the records. When a student reaches the age of 
18 or attends an institution of postsecondary education, that student is deemed "eligible" and all 
of the rights afforded by FERP A transfer from the parents to the student The te(JI1 "educatioo 
records" is defined as those records that contain information directly related to a student and 
which are maintained by an educational agency or institution or by a party acting for the agency 
or institution. Enclosed for your information is a FERP A fact sheet. 

Under FERPA, a school must provide a student with an opportunity to inspect and review his or 
her education records within 45 days of the receipt of a request. A school is required to provide 
a student with copies of education records or make other arrangements wben a failure to do so 
would effectively prevent the student from obtaining access to the records. A case in point 
would be a situation in which the student does not live within commuting distance of the school. 
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Based on the information in your complaint fonn. it appears that you lived within corrunuting 
distance to the District at the time you made your request and the District would only be required 
to provide you with an opportunity to inspect and review your education records, although it 
could choose to provide you with copies. 

Additiona11y. FERP A would not require a school to provide students docwnents such as school 
calendars, updates, or notices of parent/teacber conferences, employee qualifications, or student 
handbooks, because such documents do not generaHy contain infonnation that is directly related 
to individual students. Likewise, a school would not be required to notify students about school 
plays,spelling bees, or sporting events in which they may be participating. 

In accordance with FERP A, a school generally is not required to maintain particu1ar education 
records or education records that contain specific information. Rather, a school is required to 
provide certain privacy protections relative to those records it selects to maintain. Nor does 
FERP A require schools to create or to re-create lost or destroyed education records. It may 
destroy education records without notice to the student, unless there is an outstanding request 
from the student to inspect and review such records. 

Additionally, FERP A generally requires that an eligible student provide written coll5ent before a 
school can disclose education records to a third party. However, a school is not required to 
provide any third party with access to education reCords, even when the student has provided 
prior written CODS.ent for such records to he dfsclosed to that third party. Therefore, although the 
District is pennitted to do so, it is not required to provide your parents or other third parties with 
access to, or copies of, your education records in response to a request from you. 

This Office investigates those timely complaints that contain specific allegations of fact giving 
reasonable cause to believe that a school has failed to comply with FERP A. A timely complaint 
is defined as one that is submitted to this Office within 180 days of the date that the complainant 
knew or reasonably should have known of the alleged failure to comply with FERPA. Based on 
infonnation you provided this Office and statements made by the District in regard to your 
request for access to audio·visual tapes or other documents relating to the July 20, 2006, school 
board meeting, you have not provided any evidence for this Office to determine that the District 
maintained any audio-visual tapes or other such documents to which you have not already been 
provided access. Accordingly, no basis exists for this Office to investigate your allegation that 
the District denied you access to your education records. 
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I trust the above information is helpful in explaining the scope and limitations ofFERPA as it 
relates to your concerns. 

Enclosure 

Sincerely. 

Paul Gammill 
Director 
Family Policy Compliance Office 



Ms. Paula Schwartz 
Superintendent 
Region 10 School District of Connecticut 
24 Lyons Road 
Burlington, Connecticut 060 13 

Dear Ms. Schwartz: 

APR 16 2009 

This is to provide the Region 10 School District of Connecticut (District) with techoical 
assistance regarding recent changes to the definition of "personally identifiable infonnation" in 
the Family Educational Rights and Privacy Act (FERPA) regulations. On December 9, 2008, the 
Department issued new regulations which revised the term "personally identifiable information" 
as follows: 

The term includes, but is not limited to-

(a) The student's name; 

(b) The name of the student's parent or other family members; 

(c) The address of the student or student's family; 

(d) A personal identifier, such as the student's social security 
number, student number, or biometric record; 

(e) Other indirect identifiers, such as the student's date of 
birth, place of birth, and mother's maiden name; 

(f) Other infonnation that, alone or in combination, is linked or 
linkable to a specific student that would allow a reasonable person in 
the school community. who does not have personal knowledge of the 
relevant circumstances, to identifY the student with reasonable 
certainty; or 

(g) {nfoonation requested by a person who the educational agency or 
institution reasonably believes knows the identity of the student to 
whom the education record relates. 

34 CFR § 99.3 "Personally Identifiable Infonnatioo." See the di scussion in the Analysis of 
Comments and Chonges """tion of the final regulations, 73 FR 74829-74833 . 
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The preamble to the December 9, 2008, FERPA regulations explains in depth the parameters of 
infoonation that is personally identifiable to a student. The discussion of Personally Identifiable 
nfonnation published in both the Notice of Proposed Rulemaking (NPRM) (73 FR, Marc)24. 

2008) and the Final 

Regulations are intended to provide agencies and institutions additional information to assist 
em in interpreting when information is personally identifiable to a student In this regard, the 

discussion beginning on page 74831 under Personally Identifiable Information states: 

The simple removal of nominal or direct identifiers, such as name and SSN (or other ID 
number), does not necessarily avoid the release of personally identifiable information. 
Other infonnation, such as address, date and place of birth, race, ethnicity, gender, 
physical description, disability, activities and accomplishments, disciplinary actions, and 
so forth, can indirectly identify someone depending on the combination of factors and 
level of detail released. Similarly. and as noted in the preamble to the NPRM. 73 FR 
15584, the existing professional literature makes clear that public directories and 
previously released information. including local publicity and even information that has 
been de-identified, is sometimes linked or linkable to an otherwise de-identified record or 
data set and renders the information personally identifiable. The regulations properly 
require parties that release infonnation from education records to address these situations. 

We removed the "easily traceable" standard from the definition of personally identifiable 
information because it lacked specificity and clarity. We were also concerned that the 
.. easily traceable" standard suggested that a fairly low standard applied in protecting 
education records, i.e., that information was considered personally identifiable only if it 
was easy to identifY the student The removal of the "easily traceable" standard and 
adoption of the standards in paragraphs (I) and (g) will not affect a parent's right under 
FERP A to inspect and review his or her child's education records. Records that teachers 
and other school officials maintain on students that use only initials, nicknames, or 
persona] descriptions to identify the student are education records under FERP A because 
they are directly related to the student. Further, records that identify a student by initials, 
nicknames, or personal characteristics are personaJly identifiable infonnation if, aJone or 
combined with other infonnation, the initials are linked or linkable to a specific student 
and would allow a reasonable person in the school community who does not have 
personal knowledge about the situation to identify the student with reasonable certainty. 
For example, if teachers and other individuals in the school commWlity generally would 
not be able to identify a specific student based on the student's initial.s, nickname, or 
personal characteristics contained in the record, then the infonnation is not considered 
personally identifiable and may be released without consent. Experience has shown. 
however, that initials, nicknames, and personal characteristics are often sufficiently 
unique in a school community that a reasonable person can identify the student from this 
kind ofinfonnation even without access to any personal knowledge, such as a key that 
specifically links the initials. nickname. or personal characteristics to the student. In 
contrast, if a teacher uses a special code known only by the teacher and the student (or 
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parent) to identify a studen(, such as for posting grades, this code is not considered 
personally identifiable information under FERPA because the only reason the teacher can 
identifY the student is because of the teacher's access to personal knowledge of the 
relevant circumstances, i.e., the key that links the code to the student's name. 

In response to the corrunenter who stated that a school should not be prevented from 
releasing infonnation when the subject of the record has waived any pretense of 
confidentiality by contacting the media and making the incident well·known in the 
community, we have found that in limited circumstances a parent or student may 
impliedly waive their privacy rights under FERP A by disclosing information to parties in 
a special relationship with the institution, such as a licensing or accreditation 
organization. However, we have not found and do not believe that parents and students 
generally waive their privacy rights under FERPA by sharing infonnation with the media 
or other members of the general public. The fact that infonnation is a maUer of general 
public interest does not give an educational agency or institution permission to release the 
same or related information from education records without consent. 

The "reasonableness" standards in paragraphs (I) and (g) of the new definition, which 
replace the "easily traceable" standard, do not require the exercise of SUbjective judgment 
or inquiries into a requester's motives. Both provisions require the disclosing party to use 
legally recognized, objective standards by referring to identification not in the mind of 
the disclosing party or requester but by a reasonable person and with reasonable certainty, 
and by requiring the disclosing party to withhold information when it reasonably believes 
certain facts to be present. These are not subjective standards, and these changes will not 
diminish the privacy protections in FERPA. 

The standard proposed in paragraph (I) regarding the knowledge of a reasonable person 
in the school or its community was not intended to describe the technological or scientific 
skill level of a person who would be capable ofre-identifYing statistical information or 
redacted records. Rather, it provided the standard an agency or institution should use to 
detennine whether statistical information or a redacted record will identify a student, 
even though certain identifiers have been removed, because of a well-publicized incident 
or some other factor known in the community. For example, as explained in the 
preamble to the ~PRM, 73 FR 15583. a school may Dot release statisti~s on penalties 
imposed on students for cheating on a test where the local media have published 
identifiable infonnation about the only student (or students) who received that penalty; 
that statistical information or redacted record is now personally identifiable to the student 
or students because of the local publicity. 

Paragraph (f) in the proposed defmition provided that the agency or institution must make 
a determination about whether information is personally identifiable information not with 
regard to "nat someone with personal knowledge of the relevant circumstances would 
know, such as the principal who imposed the penalty, but with regard to what a 
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reasonable person in the school or its community would know, i.e., based on local 
publicity, cotrunWlications, and other ordinary conditions. We agree with the comment 
that the "school or its community" standard was confusing because it was not clear 
whether just the school itself or the larger community in which the school is located is the 
relevant group for detennining what a reasonable person would know. 

We are changing this standard in paragraph (f) to the "school community" and by this 
change we mean that an educational agency or institution may not select a broader 
"community" standard when the information to be released would be personally 
identifiable under the narrower "school" standard. For example, it might be.well known 
among students, teachers, administrators, parents, coaches, volunteers, or others at the 
local high school that a student was caught bringing a gun to class last month but 
generally unknown in the town where the school is located. In these circumstances, a 
school district may not disclose that a high school student was suspended for bringing a 
gWl to class last month, even though a reasonable person in the community where the 
school is located would not be abLe to identify the student, because a reasonable person in 
the high school would be able to identify the student. The student's privacy is further 
protected because a reasonable person in the school comrmmity is also preswned to have 
at least the knowledge of a reasonable person in the local commWlity. the region or State, 
the United Slates, and the world in general. The " school community" standard, therefore, 
provides the maximmn privacy protection for students. 

We also have revised paragraph (f) in the definition of personally identifiable informalion 
to change the reference "school or its community" to " school community." In paragraph 
(g) of the definition of personally identifiable information, we removed the requirement 
that the requester have "direct, personal knowledge," As revised. paragraph (g) provides 
that personally identifiable infonnation means information requested by a person who the 
educational ~gency or institution reasonably believes knows the identity of the student to 
whom the record relates. 

lfyou have any questions, please do not hesitate to contact this Ms. [ngrid Brault at 202-260-
3887, 

cc: Ms, Christine L. Chirull 

Sincerely. 

Paul Gammill 
Director 
Family Policy Compliance Office 
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This is in response to the complaint you submitted to this Office on March 16,2009. You allege 
that your daughter's school district violated your rights under the Family Educational Rights and 
Privacy Act (FERPA). This Office administers FERPA which addresses issues pertaining to 
education records. SpecificaJly, you allege that your child's school principal violated FERPA 
when she disclosed your daughter's education records to her step-mother and grandmother 
during a November 11. 2008, meeting at the school. 

FERPA is a Federal law that affords parents the right to have access to their children's education 
records, the right to seek to have the records amended, and the right to have some control over 
the disclosure of infonnation from the records. Education records are those records that are 
directly related to a student and that are maintained by an educational agency or institution or a 
party acting for the agency or institution. 

FERPA is a Federal law that gives parents, custodial and noncustodial alike, the right to inspect 
and review their children's education records, unless the school has evidence that there is a court 
order or State law which specifically provides to the contrary. A school may ask for legal 
certification denoting parenthood, such as a birth certificate or court order. from the parent 
requesting access. Therefore, if the child' s father has FERPA rights and provided consent to the 
District to allow you daughter's stepparent and grandmother to attend the meeting and have 
access to your child's education records, then FERPA would permit the disclosure. 

Additionally, the term "parent" is defined as including natural parents, a guardian, or an 
individual acting as a parent in the absence of a parent or a guardian. The Department has 
detennined that a parent is absent ifhe or she is not present in the day-to-day home environment 
of the child. Accordingly. a stepparent has rights under FERPA where the stepparent is present 
on a day-to-day basis with the natural parent and child and the other parent is absent from that 
home. In such cases, stepparents have the same rights Wider FERP A as do natural parents. You 
do not explain, however, the custody arrangement of your daughter. ' 

We are enclosing a complaint fonn and guidance document for your reference. If after a review 
of this material, you continue to believe that the school violated FERP A, please complete the 
enclosed complaint fonn including the name and address of the school district that your daughter 
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attends, the name of the school official that disclosed the education records and the specific 
education records that were disclosed, and submit it to this Office. We will review the 
information you provide and take any necessary action. 

Enclosure 

Sincerely, 

Paul Gammill 
Director 
Family Policy Compliance Office 



APR 142009 

DeariL-' ',_---' 

This is in response to your Februarv 3. 2009, letter to this Office in which you allege that 
the I' , tDistrict) violated your rights under the Family 
Educational Rights and Privacy Aet (FERPA) when it disclosed information from your 
daughter's education records to third parties without your prior written consent. This 
Office administers FERP A which addresses issues that pertain to education records. 

Specifically you allege: 

, , , On January 30, 2009 senool Principal r' Iheld an assembly of all 
middle school students and read off the names of those he claimed were failing. 
Those names included my daughter who was absent that day .... 

On Monday. February 2, 2009\ " ~peated the assembly, again including 
my daughter who had just returned after a five day absence. 

On Tuesday February 3, 20091 " lonce again held the assembly but this 
time he not only read the names of those who he claimed are failing but also listed 
the classes each was reportedly failing . . . . 

FERPA is a Federal law that gives parents the right to have access to their children's 
education records, the right to seek to have the records amended, and the right to have 
some control over the disclosure of information from the records. The term "education 
records" means those records that are directly related to a student and maintained by an 
educational agency or institution or by a party acting for the agency or institution. 
Enclosed for your information are a FERP A fact sheet, guidance document, and 
complaint form. 

Under FERP A, a school may not generally disclose personally identifiable information 
from a minor student's education records to a third party unless the student's parent has 
provided written consent. However, please note that FERP A does not protect the 
confidentiality of information in general and, therefore, does not apply to the disclosure 
of information derived from a source other than education records, even if education 
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records exist which contain that infonnation. Rather, FERP A protects information 
derived from education records from improper disclosure. As a general rule, infonnation 
obtained through personal knowledge or observatio~ and not from an education record, 
is not protected from disclosure under FERP A. 

This Office investigates those timely complaints that contain specific allegations of fact 
giving reasonable cause to believe that a violation ofFERPA has occurred. If you wish 
this Office to further consider your allegation, please complete the enclosed complaint 
fonn and include the following information: the name of the student; the name and 
address of the superintendent of the District; and verification that the information 
disclosed by the principal is information contained in your daughter's education records. 
For example, could I"'!) lor another school official view infonnation in your 
daughter's education records and come to the conclusion that she was failing in one or 
more of her classes at the time you allege I''''' 1 made such announcements at the 
assemblies? We will review the information you submit and take any appropriate action. 

I trust that the above infonnation is helpful in explaining the scope and limitations of 
FERP A as it relates to your concern. 

Enclosures 

Sincerely, 

Ricky C. Norment 
Program Analyst 
Family Policy Compliance Office 



Mr. Alan Horwitz 
President 
National Technical Institute for the Deaf 
52 Lomb Memorial Drive 
Rochester, New York 14623 

Dear Mr. Horwitz: 

APR 14 2009 

This Office is responsible for administration of the Family Educational Rights and Privacy Act 
(FERPA), which protects the privacy interests of parents and eligible students in students' 
education records. See 20 U.S.c. § l232g and 34 CFR part 99. Under that authority we 
investigate, process, and review complaints and violations and provide technical assistance to 
ensure compliance with all FERP A requirements. 

We are responding to a letter that this Office received on September 20.2008, from a student ./ 
who alleged that the National Technical Institute for the Deaf (Institute) violated FERPA wheni' 
a laptop was stolen from the Institute on August 25, 2008. The enclosed August 29, 2008, letter 
to the student from you indicates that he was informed of the theft and told that the Institute was 
unable to determine if anyone had accessed the education records of the students. that were on the 
laptop. Furthermore, you explained the steps that the student may want to take with regard to 
safety and protection of the infonnation. 

Under FERP A. a parent or eligible student must provide a signed and dated written consent 
before a postsecondary institution discloses personally identifiable information from the 
student's education records. 34 CFR §§99.5(a); 99.30. Exceptions to the consent requirement 
are set forth in § 99.31(a) of the regulations. "Disclosure" means "to permit access to or the 
release, transfer, or other communication of personally identifiable information contained in 
education records to any party. by any means, including oral, written, or electronic means." 34 
CFR § 99.3. 

The preamble to the December 8, 2009, FERP A regulations explains the necessity for 
educational agencies and institutions to ensure that adequate controls are in place so that the 
education records of all students are handled in accordance with FERP A's privacy protections. 
See 73 Fed Reg. 74806, 74843 (Dec. 9, 2008). The "Department Recommend~iions for 
Safeguarding Education Records" (Safeguarding Recommendations) that were published in both 
the Notice of Proposed Rulemaking (NPlUvI) and the Final Regulations are intended to provide 
agencies and institutions additional information and resources to assist them in meeting this 
responsibility. (The NPRM was published at 73 Fed. Reg. 15574, March 24, 2008.) 
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The FERP A Safeguarding Recommendations recognize that no system for maintaining and 
transmitting education records, whether in paper or electronic form, can be guaranteed safe from 
every hacker and thief. tc:'chnological failure, violation of administrative rules, and other causes 
of unauthorized access and discloswe. Although FERPA does not dictate requirements for 
safeguarding education records. the Department encourages the holders of personally identifiable 
information to consider actions that mitigate the risk and are reasonably calculated to protect 
such infonnation. Of course, an educational agency or instirution may use any reasonable 
method, combination of methods, or technologies, taking into consideration the size, complexity, 
and resources available to the institution; the context of the infonnation; the type of information 
to be protected (such as SSNs or directory information); and methods used by other institutions 
in similar circumstances. The greater the bann thar would result from unauthorized access or 
disclosure and the greater the likelihood that unauthorized access or disclosure will ~ attempted, 
the more protections an agency or institution should consider using to ensure that its methods are 
reasonable. 

As explained in the FERPA Safeguarding Recommendations. one resource for administrators of 
electronic data systems is "The National Institute of Standards and Technology (NISn SOO-IOO, 
Information Security Handbook: A Guide for ManagelS" (October 2006). See 
http://csrc.nistgov/publicationsinistpubsl800-100ISP800-1 OO-Mar07 -2007.pdf. Another 
resource is NlST 800·53, Information Security, which catalogs information security controls. 
See http://csrc.nistgov/publicationsinismubsiS00-53-Revl /800-5 3 -rev I-fj oal-clean -sz.pdf. 
Similarly, a May 22, 2007, memorandwn to heads of Federal agencies from the Office of 
Management and Budget requires executive departments and agencies to ensure that proper 
safeguards are in place to protect personally identifiable information that they maintain, 
eliminate the unnecessruy use of SSNs, and develop and implement a "breach notification 
policy." Although directed towards Federal agencies, this memorandwn may also serve as a 
resource for educational agencies and institutions. See 
hUp:/Iwww.whitehou.<;e.gov/omb/memorandalIY2007/m07-16.pdf. 

The Department's FERPA Safeguarding Recommendations specify that an educational agency or 
institution that has experienced a theft of files or computer equipment, hacking or other intrusion, 
software or hardware malfunction, inadvertent release of data to Internet sites, or other 
unauthorized release or disclosure of education records, should consider one or more of the 
following steps: 

• Report the incident to law enforcement authorities. 
• Determine exactly what information was compromised, Le., names, ,addresses, SSNs, ID 

numbers, credit card numbers, grades, and the like. 
• Take steps immediately to retrieve data and prevent any further disclosures. 

• Identify all affected records and students. 
• Determine how the incident occurred, including which school officials had control of and 

responsibility for the infonnation that was compromised. 
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• organizational requirements governing access (user names, passwords, PINS, etc.); 
storage; transmission; and destruction of information from education records. 

• Detennine whether the incident occurred because of a lack of monitoring and oversight. 
• Conduct a risk assessment and identify appropriate physical, technologica1, and 

administrative measures to prevent similar incidents in the future. 
• NotifY students that the Department's Oftke of Inspector General maintains a website 

describing steps students may take if they suspect they are a victim of identity theft at 
hUp:l/www.ed.gov/aboutiofficesllistloiglmisusediidtheft.html; and 
http://www.ed.gov/ahoutlofficesllistloiglmisusedlvictim.html. 

The Safeguarding Recommendations note also that FERP A does not require an educational 
agency or institution to notify students that infonnation from their education records was stolen 
or otherwise subject to an Unauthorized release, aJthough it does require the agency or institution 
to maintain a record of each disclosure. 34 CFR §99.32(a)(L). However, student notification 
may be required in these circumstances for postsecondary instibltions under the Federal Trade 
Commission's Standards for Insuring the Seewity, Confidentiality, Integrity and Protection of 
Customer Records and Information ("Safeguards Rule") in 16 CFR part 314. In any case, direct 
student notification may be advisable if the compromised data includes student SSNs and other 
identifying information that could lead to identity theft. 

Under FERP A, no funds shall be made available to an educational agency or institution that has 
a policy or practice of petmitting the release of personally identifiable infonnation in education 
except as authorized by statute. 20 U.S.C. § I 232g(b) . Failure to take reasonable and appropriate 
steps to protect education records could result in the release or disclosure of personally 
identifiable infonnation from education records and may also constitute a policy or practice of 
permitting the release or disclosure of education records in violation of FERP A requirements. 
Should this Office investigate a complaint or other indications of noncompliance, we would take 
into consideration what steps an educational agency or institution has taken in response to a data 
breach or other unauthorized access to, release, or other disclosure of education records. 

If you have any questions, please contact this Office at (202) 260-3887. 

cc: Student 

Sincerely, 

Paul Gammill 
Director 
Family Policy Compliance Office 



Ms. Barbara A. Marshall 
Superintendent 
St. Joseph County Independent School District 
62445 Shimmel Road 
Centreville, Micbigao 49032 

Dear Ms. Marshall: 

APR 142009 

This Office is responsible for administration of the Family Educational Rights and Privacy Act 
(FERP A), which protects the privacy interests of parents and eligible students in students' 
education records. See 20 U.S.c. §1232g and 34 CFR part 99. Under that authority we 
investigate, process, and review complaints and violations and provide technical assistance to 
ensure compliance with all FERP A requirements. We are responding to your March 16, 2009, 
correspondence in which you explain that a former employee at St. Joseph County Independent 
School District improperly disclosed fb)(6) Ithe special education records of 
approximately 50 students and infonned us of the steps taken since the breach occurred. 

Under FERP A, a parent or eligible student must provide .a.signed and dated written consent 
before a postsecondary institution discloses personally identifiable infonnation from the 
student's education records. 34 CFR §§99.5(a); 99.30. Exceptions to the consent requirement 
are set forth in § 99.31 (a) of the regulations. "Disclosure" means "to pennit access to or the 
release, transfer, or other communication of personally identifiable infonnation contained in 
education records to any party, by any means, including oral, written, or electronic means." 34 
CFR § 99.3. 

The preamble to the December 9, 2008, FERPA regulations explains the necessity for 
educational agencies and institutions to ensure that adequate controls are in place so that the 
education records of all students are handled in accordance with FERP A's privacy protections. 
See 73 Fed. Reg. 74806,74843 (Dec. 9, 2008). The "Department Recommendations for 
Safeguarding Education Records" (Safeguarding Recommendations) that were published in both 
the Notice of Proposed Rulemaking (NPRM) and the Final Regulations are intended to provide 
agencies and institutions additional infonnation and resources to assist them in meeting this 
responsibility. (The NPRM Was published at 73 Fed. Reg. 15574, March 24, 2008.) 

The FERP A Safeguarding Recommendations recognize that no system for maintaining and 
transmitting education records, whether in paper or electronic fonn, can be guaranteed safe from 
every hacker and thief, technological failure, violation of administrative rules, and other causes 
of unauthorized access and disclosure. Although FERP A does not dictate requirements for 



Page 2 - Ms. Barbara A. Marshall 

safeguarding education records, the Department encourages the holders of personally identifiable 
infonnation to consider actions that mitigate the risk and are reasonably calculated to protect 
such infonnation. Of course, an educational agency or institution may use any reasonable 
method, combination of methods, or technologies, taking into consideration the size, complexity, 
and resources available to the institution; the context of the information; the type of infonnation 
to be protected (such as SSNs or directory infonnation); and methods used by other institutions 
in similar circumstances. The greater the harm that would result from unauthorized access or 
disclosure and the greater the likelihood that unauthorized access or disclosure will be attempted, 
the more protections an agency or institution should consider using to ensure that its methods are 
reasonable. 

As explained in the FERP A Safeguarding Recommendations, one resource for administrators of 
electronic data systems is «The National Institute of Standards and Teclmology (NIST) 800-100, 
Information Security Handbook: A Guide for Managers" (October 2006). See 
http://csrc.nist.gov /publications/nistpubs/800-1 00/SP800-1 00-Mar07 -2007. pdf. Another 
resource is NIST 800-53, Information Security, which catalogs information security controls. 
See http://csrc.nist. gov Ipublications/nistpubsl800-53-Rev 1/800-5 3-rev 1-final-clean -sz. pdf. 
Similarly, a May 22,2007, memorandum to heads of Federal agencies from the Office of 
Management and Budget requires executive departments and agencies to ensure that proper 
safeguards are in place to protect personally identifiable information that they maintain, 
eliminate the unnecessary use of SSNs, and develop and implement a "breach notification 
policy." Although directed towards Federal agencies, this memorandum may also serve as a 
resource for educational agencies and institutions. See 
http://www.whitehouse.gov/omb/memorandalfy2007/m07-16.pdf. 

The Department's FERPA Safeguarding Recommendations specify that an educational agency or 
institution that has experienced a theft of files or computer equipment, hacking or other intrusion, 
software or hardware malfunction, inadvertent release of data to Internet sites, or other 
unauthorized release or disclosure of education records, should consider one or more of the 
following steps: 

• Report the incident to law enforcement authorities. 
• Determine exactly what information was compromised, Le., names, addresses, SSNs, ID 

numbers, credit card numbers, grades, and the like. 

• Take steps immediately to retrieve data and prevent any further disclosures. 
• Identify all affected records and students. 
• Determine how the incident occurred, including which school officials had control of and 

responsibility for the infonnation that was compromised. 
• Determine whether institutional policies and procedures were breached, including 

organizational requirements governing access (user names, passwords, PINS, etc.); 
storage; transmission; and destruction of information from education records. 

• Determine whether the incident occurred because of a lack of monitoring and oversight. 
• Conduct a risk assessment and identify appropriate physical, teclmological, and 

administrative measures to prevent similar incidents in the future. 

• Notify students that the Department's Office of Inspector General maintains a website 
describing steps students may take if they suspect they are a victim of identity theft at 
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http://www.ed.gov/about/officesllist/oig/misusediidtheft.html; and 
http://www.ed.gov/aboutiofficesllistloigJrnisusedlvictim.html. 

The Safeguarding Recommendations note also that FERP A does not require an educational 
agency or institution to notify students that infonnation from their education records was stolen 
or otherwise subject to an unauthorized release, although it does require the agency or institution 
to maintain a record or each disclosure. 34 CFR §99.32(a)(I). However, student notification 
may be required in these circumstances for postsecondary institutions under the Federal Trade 
Commission's Standards for Insuring the Security, Confidentiality) Integrity and Protection of 
Customer Records and Information ("Safeguards Rule") in 16 CFR part 314. In any case, direct 
student notification may be advisable if the compromised data includes student SSNs and other 
identifying information that could lead to identity theft. 

Under FERP A, no funds shall be made available 10 an educational agency or institution that has 
a policy or practice of permitting the release of personally identifiable information in education 
except as authori:red by statute. 20 U.S.C. §1232g(b). Failure to take reasonable and appropriate 
steps to protect education records could result in the release or disclosure of personally 
identifiable infonnation from education records and may also constitute a policy or practice of 
pennitting the release or disclosure of education records in violation ofFERPA requirements. 
Should this Office investigate a complaint or other indications of noncompliance. we would take 
into consideration what steps an educational agency or institution has taken in response to a data 
breach or other unauthorized access to. release, or other disclosure of education records. 

If you have any questions, please contact this Office at (202) 260-3887. 

Sincerely, 

Paul Gammill 
Director 
Family Policy Compliance Office 



APR -Ii 2009 

This is in response to your March 9, 2009,letter to this Office, in which you express 
concerns relating to your child's special education needs. This Office administers the 
Family Educational Rights and Privacy Act (FERPA), which addresses issues that pertain 
to education records. 

FERP A is a Federal law that gives parents the right to inspect and review their children's 
education records, the right to seek to have the records amended. and the right to have 
some control over the disclosure of information from the records. Records that are 
directly related to a srudent and maintained by an educational agency or institution or by 
a party acting for the agency or institution are "education records" under FERP A. 
Enclosed for your infonnation are a FERPA fact sheet and guidance document. It does 
not appear that your concerns are addressed by FERP A. 

Some of the concerns you raised may be addressed by the lnruviduals with Disabilities 
Education Act (IDEA). Although Part B IDEA is a Federal law, it is administered by the 
States. For further information regarding IDEA, you may contact: 

Mr. Sam C. Howarth 
State Director of Special Education 
New Mexico Public Education Department 
300 Don Gaspar Avenue 
Santa Fe, New Mexico 87501-2789 
Telephone: (505) 827-6541 
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Also, I am returning the materials you sent to this Office because they may be useful to 
you when contacting :the office mentioned above. I trust that the above infonnation is 
helpful to you. 

Enclosures 

Sincerely, 

Paul Gammill 
Director 
Family Policy Compliance Office 



) 

'APR- 9 2009 

Deart:=] 

This is in response to your February 20. 2009, letter to this Office, in which you express 
. Concerns relating to special education. This Office administers the Family Educational 
Rights and Privacy Act (FERPA), which addresses issues that pertain to education 
records. 

FERPA is a Federal law that gives parents the right to inspect and review their children's 
education records, the right to seek to have the records amended, and the right to have 
some control over the disclosure of infonnation from the records. Records that are 
directly related to a student and maintained by an educational agency or institution or by 

. a party acting for the agency or institution are "education records" Wlder FERP A. 
Enclosed for your information are a FERP A fact sheet and guidance document. As you 
can see it does not appear that your concerns are addressed by FERP A. 

Some of the concerns you raised may be addressed by the Individuals with Disabilities 
Education Act (IDEA). Although IDEA is a Federal law, it is administered by the States. 
For further information regarding IDEA, yOll may contact: 

Mr. Gene Lenz 
Deputy Associate Commissioner for Special Education 
Department of Special Education 
Texas Education Agency 
W.B. Building 
1701 N. Congress Avenue, Room 6-127 
Austin, Texas 78701 
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Also, I am returning the materials you sent to this Office because they may be useful to 
you when-contacting the office mentioned above. I trust that the above information is 
helpful to you. 

Enclosures 

Sincerely, 

Paul Gammill 
Director 
Family Policy Compliance Office 



Dr. Dean Andrews 
Superintendent 
Liberty Hill Independent School District 
14001 HWY 29 W 
Liberty Hill, Texas 78642 

Dear Dr. Andrews: 

APR - 92009 

This letter is sent in regard to a report from KEYE-TV (CBS) concerning the Liberty Hill 
Independent School District's (District) practice of disposing of student education records in a 
manner that permits the improper disclosure of personally identifiable information from student 
education records in violation of the Family Educational Rights and Privacy Act (FERPA). The 
article (enclosed) and accompanying footage available at its website shows that a reporter from 
the TV station, Nanci Wilson, gained unauthorized access to student education records. 
Specifically. the TV station filmed images of personally identifiable information from records 
from the District that wac left in a dumpster. 

This Office is responsible for administration of the Family Educational Rights and Privacy Act 
(FERPA), which protects the privacy interests of parents and eligible students in students' 
education records. See 20 U.S.C. § 1232g and 34 CFR part 99. Under that authority we 
investigate, process, and review complaints and violations and provide technical assistance to 
ensure compliance with all FERP A requirements. 

Under FERPA, a parent or eligible student must provide a signed and dated written consent 
before a postsecondary institution discloses personally identifiable infonnation from the 
student's education records. 34 CFR §§99.5(a); 99.30. Exceptions to the consent requirement 
are set forth in § 99.31(a) of the regulations. "Disclosure" means "to pennit access to or the 
release, transfer, or other communication of personally identifiable information contained in 
education records to any party, by any means, including oral, written, or electronic means." 34 
CFR § 99.3. 

The preamble to the December 9, 2008, FERPA regulations explains the necessity for 
educational agencies and institutions to ensure that adequate controls are in place so that the 
education records of all students are handled in accordance with FERP A's privacy protections. 
See 73 Fed Reg. 74806, 74843 (Dec. 9, 2008). The "Department Recommendations for 
Safeguarding Education Records" (Safeguarding Recommendations) that were published in both 
the Notice of Proposed Rulemaking (NPRM) and the Final Regulations are intended to provide 
agencies and institutions additional infonnation and resources to assist them in meeting this 
responsibility. (The NPRM was published at 73 Fed. Reg. 15574, March 24, 2008.) 
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The FERP A Safeguarding Recommendations recognize that no system for maintaining and 
transmitting education records, whether in paper or electronic form, can be guaranteed safe from 
every hacker and thief, technologicaJ failure. violation of administrative rules, and other causes 
of unauthorized access and disclosure. Although FERP A does not dictate requirements for 
safeguarding education records, the Department encourages the holders of personally identifiable 
information to consider actions that mitigate the risk and are reasonably calculated to protect 
such information. Of course, an educational agency or institution may use any reasonable 
method, combination of methods, or technologies, taking into consideration the size, complexity, 
and_resources available to the institution; the context of the infonnation; the type of information 
to be protected (such as SSNs or directory information); and methods used by other institutions 
in similar circumstances. The greater the harm that would result from unauthorized access or 
disclosure and the greater the likelihood that unauthorized access or disclosure will be attempted, 
the more protections an agency or institution should consider using to ensure that its methods are 
reasonable. 

As explained in the FERP A Safeguarding Recommendations, one resource for administrators of 
electronic data systems is "The National Institute of Standards and Technology (NIS1) 800·100, 
Infonnation Security Handbook: A Guide for Managers" (October 2006). See 
http://csrc.nis!.gov/publications/nistpubs/800·IOOlSP800·1 OO·Mar07 . 2007. pdf. Another 
resource is NIST 800-53, Information Security, which catalogs infonnation security controls. 
See http://csrc.nist.gov/publications/nistpubs/S00-53·Revl/SOI).53·rev I • finaI-clean ·sz. pdf. 
Similarly, a May 22, 2007, memorandum to heads of Federal agencies from the Office of 
Management and Budget requires executive departments and agencies to ensure that proper 
safeguards are in place to protect personally identifiable information that they maintain, 
eliminate the uDJlecessary use of SSNs, and develop and implement a " breach notification 
policy." Although directed towards Federal agencies, this memorandum may also serve as a 
resource for educational agencies and institutions. See 
http://www.whitehouse.gov/ombimemorandairy2007/m07·16.pdf. 

The Department's FERPA Safeguarding Reconunendations specify that an educational agency or 
institution that has experienced a theft of files or computer equipment, hacking or other intrusion, 
software or hardware malfunction. inadvertent release of data to Internet sites, or other 
unauthorized release or disclosure of education records, should consider one or more of the 
following steps: 

• Report the incident to law enforcement authorities. 
• Determine exactly what information was compromised, i.e., names, addresses, SSNs, ID 

numbers, credit card numbers, grades, and the like. 
• T alee steps immediately 10 retrieve data and prevent any further disclosures. 
• Identify aU affected records and students. 
• Determine how the incident occurred, including which school officials had control of and 

responsibility for the infonnation that was compromised. 
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• Determine whether institutional poHcies and procedures were breached. including 
organizational requirements governing access (user names, passwords, PINS, etc.); 
storage; transmission; and destruction of infonnation from education records. 

• Determine whether the incident occurred because of a lack of monitoring and oversight. 
• Conduct il risk assessment WId identify appropriate physical, tecMological, and 

administrative measures to prevent similar incidents "in the future. 
• Notify students that the Department's Office of Inspector General maintains a website 

describing steps students may take if they suspect they are a victim of identity theft at 

http://www.ed.gov/aboutlofficesllistloiglmisusedlidtheft.html; and 
http://www.ed.gov/aboutlofficesnistloiglmisusedlvictirn.html. 

The Safeguarding Recommendations note also that FERP A does not require an educational 
agency or institution to notify students that information from their education records was stolen 
or otheIWise subject to an unauthorized release; although it does require the agency or institution 
to maintain a record of each disclosure. 34 CFR §99.32(a){I). However, ,rudent notification 
may be required in these circumstances for postsecondary institutions under the Federal Trade 
Commission's Standards for Insuring the Security, Confidentiality, Integrity and Protection of 
Customer Records and Infonnation ("Safeguards RUle") in 16 eFR part 314. In any case, direct 
student notification may be advisable if the compromised data includes student SSNs and other 
identifying information that could lead to identity theft. 

Under FERP A, no funds shall be made available to an educational.agency or institution that has 
a policy or practice of permitting the release of personally identifiable information in education 
except as authorized by starute. 20 U.S.C. §1232g(b). Failure to take reasonable and appropriate 
steps to protect education records could result in the release or disclosure of personally 
identifiable information from education records and may also constitute a policy or practice of 
permitting the release or disclosure of education records in violation of FERP A requirements . . 
Should this Office investigate a complaint or other indications of noncompliance, we would take 
into consideration what steps an educational agency or institution has taken in response to a data 
breach or other unauthorized. access to, release, or other disclosure of education records. 

[fyou have any questions, please contact this Office at (202) 260-3887. 

Sincerely. 

Paul Ganunill 
Director 
Family Policy Compliance Office 



Mr. Joseph White 
President 
University of Illinois at Urbana-Champagne 
506 S. Wright Street 
Urbana, Illinois 61801 

Dear Mr. White: 

APR - , 21l1J9 

This Office is responsible for administration of the Family Educational Rights and Privacy Act 
(FERP A), which protects the privacy interests of parents and eligible students in students' 
education records. See 20 U.S.C. § 123Zg and 34 CFR part 99. Under that authority we 
investigate, process, and review complaints and violations and provide technical assistance to 
ensure compliance with aU FERPA requirements. 

We are responding to a letter that this Office received on November 19, 2007, from a student 
who alleged that the University violated FERP A when it improperly disclosed education records 
of all undergraduates in the engineering program by inadvertently attaching their records to an e
mail addressed to the College of Engineering departments. The enclosed email indicates that the 
students were informed of the breach by email dated August Z9, 2007, fromr·' I 
Interim Associate Dean for Academic Affairs, in which he assures students that "the matter is 
being vigorously addressed and procedures are being changed to ensure that this kind of 
disclosure does not occur again." 

Under FERPA. a parent or eligible stUdent must provide a signed and dated written consent 
before a postsecondary institution discloses personally identifiable infonnation from the 
student's education records. 34 CFR §§99.5(a); 99.30. Exceptions to the consent requirement 
are set forth in § 99.3 I (a) of the regulations. "Disclosure" means "to pennit access to or the 
release, transfer, or other communication of personally identifiable information contained in 
education records to any party. by any me~, including oral, written, or electronic means." 34 
CFR § 99.3. 

The preamble to the December 8, ZOO9, FERPA regulations explains the necessity for 
educational agencies and institutions to ensme that adequate controls are in place so that the 
education records of aU students are hand1ed in accordance with FERPA's privacy protections. 
See 73 Fed. Reg. 74S06, 74S43 (Dec. 9, ZOOS). The "Department Recommendations for 
Safeguarding Education Records" (Safeguarding Recommendations) that were published in both 
the Notice of Proposed Rulemaking (NPRM) and the Final Regulatio~s are intended to provide 
agencies and institutions additional infonnation and resources to assist them in meeting this 
responsibility. (The NPRM was published at 73 Fed. Reg. 15574. March 24, ZOOS.) 
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The FERP A Safeguarding Recommendations recognize that no system for maintaining and 
transmitting education records, whether in paper or electronic form, can be guaranteed safe from 
every hacker and thief, technological failure, violation of administrative rules, and other causes 
of unauthorized access and disclosure. Although FERP A does not dictate requirements for 
safeguarding education records; the Department encourag.es the holders of personally identifiable 
information to consider actions that mitigate the risk. and are reasonably calculated to protect 
such information. Of course, an educational agency or institution may use any reasonable 
method. combination of methods, or technologies, taking into consideration the size, complexity, 
and resources available to the institution; the context of the information; the type of information 
to be protected (such as SSNs or directory information); and methods used by other institutions 
in similar circumstances. The greater the harm that would result from unauthorized access or 
disclosw-e and the greater the likelihood that unauthorized access or disclosure will be attempted, 
the more protections an agency or institution should consider using to ensure that its methods are 
reasonable. 

As explaincd in _the FERP A Safeguarding Recommendations, one resource for administrators of 
electronic data systems is "The National Institute of Standards and Technology (NISn 800-100, 
Information Security Handbook: A Guide for Managers" (October 2006). See 
hnp:llcsrc.nisLgov/publieationsinistpubs/800-1 OO/SP800-1 OO-Marll7-2007 .pdf. Aoother 
resource is NIST 800-53, Infonnation Security, which catalogs infonnation security controls. 
See http://esre. nist. gov IpublieationsinistpubslSO(}' :>3 -Rev I ISO(}' 53-rev 1-frnal-c1ean-sz. pdf. 
Similarly. a May 22, 2001, memorandwn to heads of Federal agencies from the Office of 
Management and Budget requires executive departments and agencies to ensure that proper 
safeguards are in place to protect personally identifiable information that they maintain, 
eliminate the unnecessary use of SSNs, and develop and implement a "breach notification 
policy." Although directed towards Federal agencies, this memorandum may also serve as a 
resource for educational agencies and institutions. See 
http://www.whitehouse.gov/omb/memorandalfy2007/m07-16.pdf. 

The Department's FERPA Safeguarding Recommendations specify that an educational agency or 
institution that has experienced a theft of files or computer equipment, hacking or other intrusion, 
software or hardware malfunction, inadvertent release of data to Internet sites, or other 
unauthorized release or disclosure of education records. should consider one or more of the 
following steps: 

• Report the incident to law enforcement authorities. 
• Detennine exactly what"inforrnation was compromised, i.e., names, addresses, SSNs, ID 

numbers, credit card numbers, grades, and the like. 
• Take steps immediately to retrieve data and prevent any further disclosures. 
• Identify all affected records and students. 
• Determine bow the incident occurred, inc1uding·which school officials had control of and 

responsibility for the information that was compromised. 
• Determine whether institutional policies and procedures were breached, including 

organizational requirements governing access (user names, passwords, PfNS, etc.); 
storage; transmission; and destruction of infonnation from education records. 

• Detennine whether the incident occurred because of a lack of monitoring and oversight. 
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• Conduct a risk assessment and identify appropriate physical, technological, and 
administrative measures to prevent simiJar incidents in the future. 

• Notify students that the Department's Office of Inspector General maintains a website 
desc,ribing steps students may take if they suspect they are a victim of identity theft at 
http://www.ed.gov/abouVofficesllistlQig/misusedlidtheft,html; and 
http://www.ed.gov/about/officesllist/oig/misusedlvictim.html. 

The Safeguarding Recommendations note a lso that FERP A does not require an educational 
agency or institution to notify students that information from their education records was stolen 
or otherwise subject to an unauthorized release, although it does require the agency or institution 
to maintain a record of each disclosure. 34 CFR §99.32(aX1). However, student notification 
may be required'in these circumstances for postsecondary institutions under the Federal Trade 
Commission's Standards for Insuring the Security, Confidentiality,lntegrity and Protection of 
Customer Records and Information ("Safeguards Rule") in 16 CFRpart 314. In any case, direct 
student notification may be advisable if the compromised data includes student SSNs and other 
identifying infonnation that could lead to identity theft, 

Under FERPA, no funds shall be made available to an educational agency or institution that has 
a policy or practice of permitting the release of personally identifiable information in education 
except as authorized by statute. 20 U.s.C. §1232g(b). Failure to take reasonable and appropriate 
steps to protect education records could result in the release or disclosure of personally 
identifiable jnfonnation from education records and may also constitute a policy or practice of 
pelDlitting the release or disclosure of education records in violation ofFERPA requirements. 
Should this Office investigate a complaint or other indications of noncompliance, we would take 
into consideration what steps an educational agency or institution has taken in response to a data 
breach or other unauthorized access to, release, or other disclosure of education records. 

If you have any questions. please contact this Office at (202) 260-3887. 

cc: Student 

Sincerely, 

Paul Gammill 
Director 
Family Policy Compliance Office 
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Dear 1$1(6) I 

The purpose of this letter is to confinn that this Office is not initiating an investigation in 
response to your correspondence of se~tember 24 and November 25, 2008, regarding 
your concerns with the (bX6) KDistrict). I originally 
infonned you of this othce's decision y telephone on December 11, 2008. This Office 
administers the Family Educatiolllll Rights and Privacy Act (PERP A), which addresses 
issues that pertain to education records. In accordance with the FERP A regulations, this 
Office notifies a complainant if it does not initiate an investigation under FERP A. 

You requested that the District amend the Individualized Education Plan (IEP) of your 
son, Student), by removing a portion of a statement made on 
June 18, 2008, b director of special education for the District. 
Specifically, you Object to . statement in connection with a June 25 due 
proceSs mediation meeting that "the only description [the Student] has related to PDD is 
' by history' according to his doctor." You state that since the document containing the 
medical diagnosis was removed from the Student's re"{lId.,l" " Ishould no longer 
be permitted to refer to the diagnosis. In response to your concern} ~ I stated that 
he was unable to I l erase the report from his memory." 

FERP A is a Federal law that gives parents of minor students the right to have access to 
their children's education records, the right to seek to have therecords amended, and the 
right to have some control over the disclosure of information from the records. 
"Education records" are defined as records that are directly related to a student and 
maintained by an educational agency or institution or by a party acting for the agency or 
institution. When a student reaches the age of 18 or attends an institution of 
postsecondary education, that student is deemed "eligible" and all of the rights afforded 
by FERP A transfer from the parents to the student. 

Under FERPA, a parent (or the eligible student, when the student is 18 years of age or 
older) has the right to request that inaccurate information in the, student's education 
records be amended. However, while the FERPA amendment procedure may be used to 
challenge facts that are inaccurately recorded, it may not be used to challenge a grade, an 
opinion, or a substantive decision made by a school about a student. FERP A was 



intended to require only that schools conform to fair recordkeeping practices and not to 
override the accepted standards and procedures for making academic assessments, 
disciplinary rulings, or placement determinations. Thus, the FERP A right to seek to 
amend education records which contain inaccurate information cannot be used to 
challenge a grade or an individual's opinion, unless it has been inaccurately recorded. 
Additionally, ifFERPA's amendment procedures are not applicable to a parent's request 
for amendment of education records, the school is not required to hold a hearing under 
FERP A about the matter. 

Also, FERPA does not protect the confidentiality of information in general. Rather, 
FERP A prohibits the improper disclosure of information derived from education records. 
Therefore, information that is based on opinion or hearsay and not specifically contained 
in education records would not be protected under FERP A. 

Based on the information in your letter and in our telephone conversation, you are 
concerned tha~'~i, 1C0ntinues to remember infonnation from a medical history 
and diagnosis report written by the Student's previous doctor, although the original 
docwnent in question has been removed from the Student's education records. It appears 
that you and the Student disagree witW" i , lopinion concerning the basis of the 
Student's eligibilit.r for special education services. As explained above, your 
disagreement withf··'" lopinion and other substantive decisions and opinions 
recorded in the Student's education records is not a pennitted basis for a challenge under 
the FERPA amendmentprocess. Accordingly, FERPA's amendment provisions do not 
apply to this situation, and the District would not be required by FERP A to consider the 
request to amend the records or to afford you or the Student a hearing with respect to the 
matter. 

As we discussed in our telephone conversation, some of your concerns may be addressed 
by the Individuals with Disabilities Education Act (IDEA). You indicated you had 
contacted your State education department, which administers IDEA. 

I trust that Ibe above information is helpful in explaining the scope and limitations of 
FERP A as it relates to your concern. 

Sincerely, 

Kathleen M. Wolan 
Program Analyst 
Family Policy Compliance Office 
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This is in response to your letter. received March 18, 2009, concerning the Family Educational 
Rights and Privacy Act gERP A). Specifically, you state thaI your Slep-son is • 19 year old 

_ student at I' " niversity and that his biological father is refusing to pay for his 
. educational support. You state that the biological father's position is thal Cormecticullaw 
requires that he be given copies ofms son's education records and, apparently, his son is not 
providing those records to him. You believe that the biological father' s position is in "direct 
conflict with both the specific letter of the provisions ofFERP A and the Privacy of Students Law 
as well as its state purpose and intent." 

FERP A is a Federal law that affords parents the right to have access to their children's education 
,records, the right to seek to have the records amended, and the right to have some control over 
the disclosure of information from the records. Under FERP A, parenes must also provide a 
signed and dated written C()Dsent before an educational agency or institution discloses personally 
identifiable information from a student's education records, except as authorized by law. When 
a student reaches the age of 18 or attends an institution of postsecondary education, that student 
is deemed "eligible" and a\l ofche righes affomed by FERPA transfer from the parenes 10 che 
student. 

, While FERP A generally prohibits the nonconsensual disclosure of information deri ved from 
education records. one exception pennits the nonconsensual disclosme of infonnation derived 
from education records to that student's parent if the student is a dependent student, as defined in 
sec.ion 152 ofche Internal Revenue Code of 1986. Further, neicher the age of the student nor the 
parent's status as custodial parent is relevant to detennining whether disclosure of infonnation 
from the education records of eligible stud~nts to a parent without written consent is pennissible 
lUlder FERP A. If a student is claimed as a dependent by either parent for tax purposes, then 
either parent may have access under this provision. 

However. it should be DOted that a postsecondary educational institution is not required by 
FERP A to disclose information from education records of dependent students to' his or her 
parents. Rather. _a postsecondary institution may refuse to provide parents access to the 
education records of their children under FERP A since all rights have transferred to the student 
by statute. With regard to the Privacy of Students Law, we are not familiar with such a law. 
Additionally, this Department does not have the authority to enforce a State law such as the one 
that you cited. in your letter. 
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I trusllhal this adequately explains the scope and limitations of FERP A as it pertains to your 
inquiry. Enclosed is a guidance document on FERPA fOT eligible students that] trust will be 
helpful to you and your family. 

,Enclosure 

Sincerely. 

Paul Gammill 
Director 
Family Policy Compliance Office 



Dr. Steven L. Walts 
Superintendent 
Prince William County Public Schools 
Kelly Leadership Center 
14715 Bristow Road 
Manassas, Virginia 20112 

Dear Dr. Walts: 

APR-32009 

lIDs Office is responsible for administration of the Family Educational Rights and Privacy Act 
(FERPA), which protects the privacy interests of parents and eligible students in students' 
education records. See 20 U.S.C. § 1232g and 34 CFR part 99. Under that authority we 
investigate, process, and review complaints and violations and provide technical assistance to 
ensure compliance with all FERP A requirements. We are responding to a letter from Mary 
McGowan, School Board Attorney, dated August 26, 2008, in which she explained that Prince 
Williams County Public Schools inadvertently disclosed student education records and infonned 
us of the steps taken since the breach occurred. 

Under FERF A, a parent or eligible student must provide a signed and dated 'Written consent 
before a postsecondary institution discloses personally identifiable information from the 
student's education records. 34 CFR §§99.5(a); 99.30. Exceptions to the consent requirement 
are set forth in § 99.31(a) of the regulations. "Disclosure" means "to permit access to or the 
release, transfer, or other communication of personally identifiable information contained in 
education records to any party, by any means, including oral, written, or electronic means." 34 
CFR § 99.3. 

The preamble to the December 9, 2008, FERP A regulations explains the necessity for 
educational agencies and institutions to ensure that adequate controls are in place so that the 
education records of all students are handled in accordance with FERP A's privacy protections. 
See 73 Fed Reg. 74806, 74843 (Dec. 9, 2008). The "Department Reconunendations for' 
Safeguarding Education Records" (Safeguarding Recommendations) that were published in both 
the Notice of Proposed Rulemaking (NPRM) and the Final Regulations are intended to provide 
agencies and institutions additional information and resources to assist them in r,neeting this 
responsibility. (The NPRM was published at 73 Fed Reg. 15574, March 24,2008.) 

The FERP A Safeguarding Recommendations recognize that no system for maintaining and 
transmitting education records, whether in paper or electronic fonn. can be guaranteed safe from 
every hacker and thief, technological faihire, violation of administrative rules, and other causes 
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of unauthorized access and disclosure. Although FERPA does not dictate requirements for 
safeguarding education records, the Department encourages the holders of personally identifiable 
infonnation to consider actions that mitigate the risk and are reasonably calculated to protect 
such infonnation. Of course, an educational agency or institution may use any reasonable 
method, combination of methods, or technologies, taking into consideration the size, complexity, 
and resources available to the institution; the context of the infonnation; the type of infonnation 
to be protected (such as SSNs or directory information); and methods used by other institutioll3 
in similar circumstances. The greater the harm that would result from unauthorized access or 
disclosure and the greater the likelihood that unauthorized access or disclosure will be attempted, 
the more protections an agency or institution should consider using to ensure that its methods are 
reasonable. 

As explained in the FERPA Safeguarding Recommendations, one resource for administrators of 
electronic data systems is "The National Institute of Standards and Technology (NIST) 800-100, 
Infonnation Security Handbook: A Guide [or Managers" (October 2006). See 
http://csre.nist . gov /publicationslnistpubsl800-1 OOIS P 800·1 OO·Mar07. 2007. pdf. Another 
resource is NiST 800-53, Information Security, which catalogs infonnation security controls. 
See http://csrc.ni 5t. gov Ipublications/nistpubsl800-5 3 -Rev 1 /800-53-rev 1-final-cIean-sz. pdf. 
Similarly. a May 22, 2007, memorandum to heads of Federal agencies from the Office of 
Management and Budget requires executive departments and agencies to ensure that proper 
safeguards are in place to protect personally identifiable information that they maintain, 
elim~te the unnecessary use of SSNs, and develop and implement a "breach notification 
policy." Although directed towards Federal agencies, this memorandum may also serve as a 
resource for educational agencies and institutions. See 
http://www.whitehouse.gov/ombimemorandalfy2007/m07-J6.pdf. 

The Department's FERPA Safeguarding Recommendations specify that an educational agency or 
institution that has experienced a theft of files or computer equipment, hacking or other intrusion. 
software or hardware malfunction, inadvertent release of data to Internet sites, or other 
unauthorized release or disclosure of education records, should consider one or more of the 
following steps: 

• Report the incident to law enforcement authorities. 
• Determine exactly what infonnation was compromised, i.e., names, addresses, SSNs, ID 

numbers, credit card numbers, grades, and the like. 
• Take steps immediately to retrieve data and prevent any further disclosures. 
• Identity all affected records and students. 
• Detennine how the incident occurred. including which school officials had control of and 

responsibility for the infonnation that was compromised. 
• Determine whether institutional policies and procedures were breached, including 

organizational requirements governing access (user names, passwords, PINS, etc.); 
storage; transmission; and destruction of information from education records. 

• Determine whether the incident occurred because of a lack of monitoring and oversight. 
• Conduct a risk assessment and identify appropriate physical, technological, and 

administrati ve measures to prevent similar incidents in the future. 
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• Notify students that the Department's Office oflnspector General maintains a website 
describing steps students may take if they suspect they are a victim of identity theft at 
http://www.ed.gov/aboutlofficesllistloiglmisusedlidtheft.html; and 
http://www.ed.gov/aboutlofficesllistloiglmisused/victim.html. 

The Safeguarding Recommendations note also that FERP A does not require an educational 
agency or institution to notify students that information from their education records was stolen 
or otherwise subject to an unauthorized release, although it does require the agency or institution 
to maiutain a record of each disclosure. 34 CFR §99.32(a)(I). However, student notification 
may be required in these circumstances for postsecondary institutions under the Federal Trade 
Conunission's Slandards for Insuring the Security, Confidentiality, Integrity and Protection of 
Customer Records and Infonnation ("Safeguards Rule") in 16 CFR part 314. In any case, direct 
student notification may be advisable if the compromised data includes student SSNs and other 
identifying infonnation that could lead to identity theft. 

Under FERP A, no funds shall be made available to an educational agency or institution that has 
a policy or practice of pennitting the release of personally identifiable infannation in education 
except as authorized by statute. 20 U.S.C. §I232g(b). Failure to take reasonable and appropriate 
steps to protect education records could result in the release or disclosure of personally 
identifiable infonnation from education records and may also constitute a policy or practice of 
pennitting the release or disclosure of education records in violation of FERP A requirements. 
Should this Office investigate 8 complaint or other indications of noncompliance, we would take 
into consideration what steps an educational agency or institution has taken in response to a data 
breach or other unauthorized access to, release, or other disclosure of education records. 

If you have any questioos, please contact this Office at (202) 26<>-3887. 

cc: Ms. Mary McGowan 

Sincerely, 

Paul Gammill 
Director 
Family Policy Compliance Office 



Rev. Dr. Thomas R. Ahlersmeyer 
President 
Concordia University 
4090 Geddes Road 
Anne Arbor, Michigan 48105 

Dear Reverend Ahlersmeyer: 

APR 0 22009 

This Office is responsible for administration ofthe Family Educational Rights and Privacy Act 
(FERPA), which protects the privacy interests of parents and eligible students in students' 
education records. See 20 U.S.C. §1232g and 34 CFR part 99. Under that authority we 
investigate, process, and review complaints and violations and provide technical assistance to 
ensure compliance with all FERP A requirements, We are responding to a letter from Dr. Dennis 
Genig, Vice President of Academics, dated March 24, 2008, in which he explained that student 
education records were stolen from Concordia University and infonned us of the steps taken 
since the breach occurred. 

Under FERP A, a parent or eligible student must provide a signed and dated written consent 
before a postsecondary institution discloses personally identifiable infonnation from the 
student's education records. 34 CFR §§99.5(a); 99.30. Exceptions to the consent requirement 
are set forth in § 99.31(a) of the regulations. IIDisclosure" means "to pennit access to or the 
release, transfer, or other communication of personally identifiable information contained in 
education records to any party, by any means, including oral, written, or electronic means." 34 
CFR § 99.3. 

The preamble to the December 9, 2008, FERP A regulations explains the necessity for 
educational agencies and institutions to ensure that adequate controls are in place so that the 
education records of all students are handled in accordance with FERP A 's privacy protections. 
See 73 Fed. Reg 74806,74843 (Dec. 9, 2008). The "Department Recommendations for 
Safeguarding Education Records" (Safeguarding Recommendations) that were published in both 
the Notice of Proposed Rulemaking (NPRM) and the Final Regulations are intended to provide 
agencies and institutions additional infonnation and resources to assist them in meeting this 
responsibility. (The NPRM was published at 73 Fed. Reg. 15574, March 24, 2008.) 

The FERP A Safeguarding Recommendations recognize that no system for maintaining and 
transmitting education records, whether in paper or electronic form, can be guaranteed safe from 
every hacker and thief, technological failure, violation of administrative rules, and other causes 
of unauthorized access and disclosure. Although FERP A does not dictate requirements for 
safeguarding education records, the Department encourages the holders of personally identifiable 
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information to consider actions that mitigate the risk and are reasonably calculated to protect 
such infonnation. Of course, an educational agency or institution may use any reasonable 
method, combination of methods, or technologies, taking into consideration the size, complexity, 
and resources available to the lnstitution; the context of the infonnation; the type of information 
to be protected (such as SSNs or directory infonnation); and methods used by other institutions 
in similar circwnstances. The greater the harm that would result from unauthorized access or 
disclosw-e and the greater the likelihood that unauthorized access or discloswe will be attempted, 
the more protections an agency or institution should consider using to ensure that its methods are 
reasonable. 

As explained in the FERP A Safeguarding Reconunendations, one resource for administrators of 
electronic data systems is "The National Institute of Standards and Technology (NIST) 800-100, 
Information Security Handbook: A Guide for Managers" (October 2006). See 
http://csrc.nist.gov/publicationslnistpubs/800-1 OO/SP800-1 OO-Mar07-2007.ndf. Another 
resource is NIST 800-53, Infonnation Security, which cataJogs information security controls. 
See hup:/ /csrc.nist.gov/publi cati ons/nistpubs/800-53-Rev 11800-53 -rev 1-final-clean-sz.pdf. 
Similarly, a May 22, 2007, memoranduro to heads of Federal agencies from the Office of 
Management and Budget requires executive departments and agencies to ensure that proper 
safeguards are in place to protect personally identifiable information that they maintain, 
eliminate the unnecessary use of SSNs, and develop and implement a "breach notification 
policy." Although directed towards federal agencies, this memorandum may also serve as a 
resource for educational agencies and mstitutions. See 
http:/{www.wbitehouse.gov/omb/memorandalfy2007/m07-16.pdf. 

The Department's FERPA Safeguarding Recommendations specify that an educationaJ agency or 
institution that has experienced a theft of files or computer equipment, hacking or other intrusion, 
software or hardware malfunction, inadvertent release of data to Internet sites, or other 
unauthorized release or disclosure of education records, should consider one or more of the 
following steps: 

• Report the incident to law enforcement authorities. 
• Detennine exactly what information was compromised, Le., names, addresses, SSNs, ID 

numbers, credit card numbers, grades, and the like. 
• Take steps immediately to retrieve data and prevent any further disclosures. 
• Identify all affected records and students. 
• Determine how the incident occurred, including which school officials had control of and 

responsibility for the information that was compromised. 

• Determine whether institutional policies and procedures were breached, including 
organizational requirements governing access (user names, passwords, PINS. etc.); 
storage; transmission; and destruction of infonnation from education records. 

• Determine whether the incident occurred because of a lack of monitoring and oversight 
• Conduct a risk assessment and identify appropriate physical, technological, and 

administrative measures to prevent similar incidents in the future. 

• Notify students that the Deparunent's Office of Inspector General maintains a website 
describing steps students may take if they suspect they are a victim of identity theft at 
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http://www.ed.gov/aboutloffices/listloiglmisusedlidtheft.html; and 
http://www.ed.gov/about/offices/list/,:,ig/misusedlvictim.html. 

The Safeguarding Recommendations note also that FERP A does not require an educational 
agency or institution to notifY students that infonnation from their education records was stolen 
or otherwise subject to an unauthorized release, although it does require the agency or institution 
to maintain a record of each discl.osure. 34 CFR §99.32(a)(1). However, student notification 
may be required in these circumstances for postsecondary institutions under the Federal Trade 
Commission's Standards for Insuring the Security, Confidentiality, Integrity and Protection of 
Customer Records and Infonnation ("Safeguards Rule") in 16 CFR part 314. In any case, direct 
student notification may be advisable if the compromised data includes student SSNs and other 
identifying infonnation that could lead to identity theft. 

Under FERP A, no funds shall be made available to an educational agency or institution that has 
a policy or practice of pennitting the release of personally identifiable infonnation in education 
except as authorized by statute. 20 U.S.c. §1232g(b). Failure to take reasonable and appropriate 
steps to protect education records could result in the release or disclosure of personally 
identifiable information from education records and may also constitute a policy or practice of 
permitting the release or disclosure of education records in violation of FERP A requirements. 
Should this Office investigate a complaint or other indications of noncompliance, we would take 
into consideration what steps an educational agency or institution has taken in response to a data 
breach or other unauthorized access to, release, or other disclosure of education records. 

If you have any questions, please contact this Office at (202) 260-3887. 

cc: Dr. Dennis Genig 

Sincerely, 

Paul Gammill 
Director 
Family Policy Compliance Office 



Dr. Robert E. Witt 
President 
The University of Alabama 
Tuscaloosa, Alabama 35487 

Dear Dr. Witt: 

APR II .sZOOg 

This Office is responsible for administration of the Family Educational Rights and Privacy Act 
(FERPA), which protects the privacy interests of parents and eligible students in students' 
education records. See 20 U.S.C. §1232g and 34 CFR part 99. Under that authority we 
investigate, process, and review complaints and violations and provide technical assistance to 
ensure compliance with all FERP A requirements. We are responding to two letters concerning 
The University of Alabama. One letter is dated April 14, 2008, from Dr. Robert W. Halli, 
Honors' College Dean. explaining that the University inadvertently disclosed student education 
records and informed us of the steps taken since the breach occurred. The other letter is dated 
May 30, 2008, from Dr. James E. McLean, University professor and Dean of the College of 
Education explaining that the course management site was hacked into and infonned US of the 
steps takeri since the breach occurred. 

Under FERP A, a parent or eligible student must provide a signed and dated written consent 
before a postsecondary institution discloses personally identifiable infonnation from the 
student's education records. 34 CFR §§99.5(a); 99.30. Exceptions to the consent requirement 
are set forth in § 99.31(a) of the regulations. "Disclosure" means "to pennit access to or the 
release, transfer, or other communication of personally identifiable information contained in 
education records to any party, by any means, including oral, written, or electronic means." 34 
CFR § 99.3. 

The preamble to the December 9, 2008, FERP A regulations explains the necessity for 
educational agencies and institutions to ensure that adequate controls are in place so that the 
education records of all students are handled in accordance with FERP A's privacy protections. 
See 73 Fed. Reg. 74806,74843 (Dec. 9, 2008). The "Department Reconunendations for 
Safeguarding Education Records" (Safeguarding Recommendations) that were, published in both 
the Notice of Proposed Rulemaking (NPRM) and the Final Regulations are intended to provide 
agencies and institutions additional infonnation and resources to assist them in meeting this 
responsibility. (The NPRM was published at 73 Fed Reg. 15574, March 24,2008.) 

The FERP A Safeguarding Recommendations recognize that no system for maintaining and 
transmitting education records, whether in paper or electronic form, can be guaranteed safe from 
every hacker and thief, technological failure, violation of administrative rules, and other causes 
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of unauthorized access and disc1osure. Although FERP A does not dictate requirements for 
safeguarding education records, the Department encomages the holders of personally identifiable 
information to consider actions that mitigate the risk and are reasonably calculated to protect 
such infonnatioD. Of cotn'Se, an educational agency or institution roay use any reasonable 
method, combination of methods, or technologies. taking into consideration the size. complexity. 
and resources available to the institution; the context of the information; the type of information 
to be protected (such as SSNs or directory infonnation); and methods used by other institutions 
in similar circumstances. The greater the harm that would result from unauthorized access or 
disclosure and the greater the likelihood that unauthorized access or disclosure will be attempted, 
the more protections an agency or institution should consider using to ensure that its methods are 
reasonable. 

As explained in the FERPA Safeguarding Recommendations. one resource for administrators of 
electronic data systems is "The National Institute of Standards and Technology (NIST) 800-100, 
Infonnation Security Handbook: A Guide for Managers" (October 2006). See 
ht!p:ffesrc.nist.govfpublicationsinistpubsiSOO-1 OOfSPSOO-I DO-Mar07 -2007.pdf. Another 
resource is NIST 800-53, Infonnation Security, which catalogs infonnation security controls. 
See http:"c"e.nis!.govfpublications/nistpubsl800-53-Rev1/8oo-53-rev I-final-clean-sz.pdf. 
Similarly, a May 22,2007, memorandum to heads of Federal agencies from the Office of 
Management and Budget requires executive departments and agencies to ensure that proper 
safeguards are in place to protect personally identifiable information that they maintain, 
eliminate the unnecessruy use of SSNs, and develop and implement a "breach notification 
policy." A1tho~h directed towards Federal agencies, this memorandum may also serve as a 
resource for educational agencies and institutions. See 
http://www.whitehouse.gov/omb/memorandalfy20Q7/m07-16.pdf. 

The Department's FERPA Safeguarding Recommendations specify that an educational agency or 
institution that has experienced a theft of files or computer equipment, hacking or other intrusion, 
software or hardware malfunction, inadvertent release of data to lnternet sites, or other 
unauthorized release or disclosure of education records, should consider one or more of the 
following steps: 

• Report the incident to law enforcement authorities. 
• Detennine exactly what information was compromised, i.e., names, addresses, SSNs, ID 

numbers. credit card numbers, grades, and the like. 
• Take steps immediately to retrieve data and prevent any further disclostires. 
• Identify all affected records and students. 
• Detennine how the incident occurred. including which school officials had control of and 

responsibility for the infonnation that was compromised. 
• Determine whether institutional policies and procedures were breac~ including 

organizational requirements governing access (user names, passwords, PINS. etc.); 
storage; transmission; and destruction of information from education records. 

• Detennine whether the incident occurred because of a'Lack of monitoring and oversight. 
• Conduct a ri sk assessment and identifY appropriate physical, technological, and 

administrative measures to prevent similar incidents iD the future. 
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• Notify students that the Department's Office of Inspector_General maintains a website 
describing steps students may take if they sUspect they are a victim of identity theft at 
http://www.ed.gov/aboulfofficesllistloiglmisusedlidthelthlml; and 
hllp:llwww.ed.gov/aboulfofficesllislfoig/misuscdivictim.html. 

The Safeguarding Recommendations note also that FERP A does not require an educational 
agency or institution to notifY students that information from their education record.3 was stolen 
or otherwise subject to an unauthorized release, although it does require the agency or institution 
to maintain a record of each disclosure. 34 CFR §99.32(a)(l). However, student notification 
may be required in these circumstances for postsecondary institutions WIder the Federal Trade 
Commission's Standards for Insw-ing the Secw-ity, Confidentiality, Integrity and Protection of 
Customer Records and Information ("Safeguards Rule'') in 16 CFR part 314. In any case, direct 
student notification may be advisable if the compromised data includes student SSNs and other 
identifying infonnation that could lead to identity theft. 

Under FERPA, no funds shall be made available to an educational agency or institution that has 
a policy or practice of pennitting the release of personally identifiable information in education 
except as authorized by statute. 20 U S .C. § I 232g(b ). Failure to take reasonable and appropriate 
steps to protect education records could result in the release or disclosure of personally 
identifiable information from education records and may also constitute a policy or practice of 
permitting the release or disclosure of education records in violation of FERP A requirements. 
Should this Office investigate a complaint or other indications of noncompliance, we would take 
into consideration what steps an educational agency or institution has taken in response to a data 
breach or other unauthorized access to, release, or other disclo,sure of education records. 

If you have any questions, please contact this Office at (202) 260-3887. 

cc: Dr. Robert W. Halli 

Dr. James E. McLean 

Sincerely. 

Paul Gammill 
Director 
Family Policy Compliance Office 



Dr. Edward Guiliano 
President 
New York Institute of Technology 
Northern Boulevard 
P.O. Box 8000 
Old Westbury, New York 11568-8000 

Dear Dr. Guiliano: 

APR 0 22009 

This Office is responsible for administration of the Family Educational Rights and Privacy Act 
(FERP A), which protects the privacy interests of parents and eligible students in students' 
education records. See 20 U.S.c. § 1232g and 34 CFR part 99. Under that authority we 
investigate, process, and review complaints and violations and provide technical assistance to 
ensure compliance with all FERP A requirements. We are responding to a letter from 
Dr. Richard Pizer, Provost and Vice President for Academic Affairs, in which he explained that 
the New York Institute of Technology inadvertently disclosed student education records and 
infonned us of the steps taken since the breach occurred. 

Under FERP A, a parent or eligible student must provide a signed and dated written consent 
before a postsecondary institution discloses personally identifiable information from the 
student's education records. 34 CFR §§99.S(a); 99.30. Exceptions to the consent requirement 
are set forth in § 99.31(a) of the regulations. "Disclosure" means "to pennit access to or the 
release, transfer, or other communication of personally identifiable infonnation contained in 
education records to any party, by any means, including 0ra1~ written, or electronic means," 34 
CFR § 99.3. 

The preamble to the new FERP A regulations explains the necessity for educational agencies and 
institutions to ensure that adequate controls are in place so that the education records of all 
students are handled in accordance with FERPA's privacy protections. See 73 Fed Reg. 74806, 
74843 (Dec. 9,2008). The "Department Recommendations for Safeguarding Education 
Records" (Safeguarding Recommendations) that were published in both the Notice of Proposed 
Rulemaking (NPRM) and the Final Regulations are intended to provide agencies and institutions 
additional infonnation and resowces to assist them in meeting this responsibility. (The NPRM 
was published at 73 Fed Reg. 15574, March 24, 200S.) 

The FERPA Safeguarding Recommendations recognize tbatno system for maintaining and 
transmitting education records, whether in paper or electronic fonn, can be guaranteed safe from 
every hacker and thief, technological failure, violation of administrative rules, and other causes 
of unauthorized access and disclosure. Although FERPA does not dictate requirements for 
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safeguarding education records, the Department encourages the holders of personally identifiable 
infonnation to consider actions that mitigate the risk and are reasonably calculated to protect 
such information. Of course, an educational agency or institution may use any reasonable 
method, combination of methods, or technologies, taking into consideration the size, complexity, 
and resources available to the institution; the context of the information; the type of information 
to be protected (such as SSNs or directory information); and methods used by other institutions 
in similar circwnstances. The greater the harm that would result from unauthorized access or 
disclosure and the greater the likelihood that unauthorized access or disclosure will be attempted, 
the more protections an agency or institution should consider using to ensme that its methods are 
reasonable. 

As explained in the FERP A Safeguarding Recommendations, one resource for administrators of 
electronic data systems is "The National Institute of Standards and Technology (NIST) 800-100, 
Information Security Handbook: A Guide for Managers" (October 2006). See 
http://csrc.nist.gov/publications/nistpubsl800-1 00/SP800-1 00-Mar07 -2007.pdf. Another 
resource is NIST 800-53, Information Security, which catalogs information security controls. 
See http://csrc.nist.gov/publicationslnistpubs/800-5 3 -Rev 1!800-53-rev 1-final-clean-sz. pdf. 
Similarly, a May 22, 2007, memorandum to heads of Federal agencies from the Office of 
Management and Budget requires executive departments and agencies to ensure that proper 
safeguards are in place to protect personally identifiable information that they maintain, 
eliminate the unnecessary use of SSNs, and develop and implement a "breach notification 
policy." Although directed towards Federal agencies, this memorandum may also serve as a 
resource for educational agencies and institutions. See 
http://www.whitehouse.gov/omb/memorandalfy2007/m07-16.pdf. 

The Department's FERP A Safeguarding Recommendations specify that an educational agency or 
institution that has experienced a theft of files or computer equipment, hacking or other intrusion, 
software or hardware malfunction, inadvertent release of data to Internet sites, or other 
unauthorized release or disclosure of education records, should consider one or more of the 
following steps: 

• Report the incident to law enforcement authorities. 
• Determine exactly what information was compromised, i.e., names, addresses, SSNs, ID 

numbers, credit card numbers, grades, and the like. 
• Take steps immediately to retrieve data and prevent any further disclosures. 
• Identify all affected records and students. 
• Determine how the incident occurred, including which school officials had control of and 

responsibility for the information that was compromised. 
• Determine whether institutional policies and procedures were breached, including 

organizational requirements governing access (user names, passwords, PINS, etc.); 
storage; transmission; and destruction of information from education records. 

• Determine whether the incident occurred because of a lack of monitoring and oversight. 
• Conduct a risk assessment and identify appropriate physical, technological, and 

administrative measures to prevent similar incidents in the future. 
• NotifY students that the Department's Office of Inspector General maintains a website 

describing steps students may take if they suspect they are a victim of identity theft at 
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http://www.ed.gov/ahoutloffices/listloiglmisusedlidtheft.htm1; and 
http://www.ed.gov/ahoutlofficesllistloiglmisusedlvictim.html. 

The Safeguarding Recommendations note also that FERPA does not require an educational 
agency or institution to notify students that infonnation from their education records was stolen 
or otherwise subject to an unauthorized release, although it does require the agency or institution 
to maintain a record of each disclosure. 34 CFR §99.32(aXI). However, student notification 
may be required in these circumstances for postsecondary institutions under the Federal Trade 
Commission ' s Standards for Insuring the Security. Confidentiality. Integrity and Protection of 
Customer Records and Information ("Safeguards Rule") in 16 CFR part 3 [4. [n any case, direct 
stu~ent notification may be advisable if the compromised data includes student SSNs and other 
identifying information that could lead to identity theft. 

Under FERP A; no funds shall be made available to an educational agency or institution that has 
a policy or practice of permitting the release of personally identifiable information in education 
except as authorized by statute. 20 U.S.C. §1232g(b). Failure to take reasonable and appropriate 
steps to protect education records could result in the release or disclosure of personally 
identifiable information from education records and may also constitute a policy or practice of 
pennitting the release or disclosure of education records in violation ofFERPA requirements. 
Should this Office investigate a complaint or other indications of noncompliance, we would take 
into consideration what steps an educational agency or institution has taken in response to a data 
breach or other unauthorized access to, release, or other disclosure of education records. 

[fyou have any questions, please contact this Office at (202) 260-3887. 

Sincerely, 

Paul Ganunill 
Director 
Family Policy Compliance Office 

. 
'. 

\ 
\. 



, 

Mr. Flavius Killebrew 
President 
Texas A&M University-Corpus Cluisti 
6300 Ocean Drive 
Corpus Christi, Texas 78412 

Dear Mr. Killebrew: 

APR 012009 

This Office is responsible for administration of the Family Educational Rights and Privacy Act 
(FERPA). which protects the privacy interests of parents and eligible students in students' 
education records. See 20 U.S.C. §1232g and 34 CFR part 99. Under that authority we 
investigate, process, and review complaints and violations and provide technical assistance to 
ensure compliance with all FERPA requirements. We are responding to a letter dated October 
23, 2008, from Michael L. Rendon, Registrar, in which he explained that an unidentified 
individual accessed a server maintained by Texas A&M Uruversity and infonned us of the steps 
taken since the breach occurred. 

Under FERPA, a parent or eligible student must provide a signed and dated written consent 
before a postsecondary institution discloses personally identifiable information from the 
student's education records. 34 CFR §§99.5(a); 99.30. Exceptions to the consent requirement 
are set forth in § 99.31(8) of the regulations . " Disclosure" means "to permit access to or the 
release, transfer, or other communication of personally identifiable information contained in 
education records to any party, by any means, including oral, written, or electronic means." 34 
CFR § 99.3. 

The preamble to the December 8, 2009, FERPA regulations explains the necessity for 
educational agencies and institutions to ensure that adequate controls are in place so that the 
education records of all students are handled in accordance with FERP A '5 privacy protections. 
See 73 Fed. Reg. 74806, 74843 (Dec. 9, 2008). The "Department Recommendations for 
Safeguarding Education Records" (Safeguarding Recommendations) that were published in both 
the Notice of Proposed Rulemaking (NPRM) and the Final.R,.egulations are intended to provide 
agencies and institutions addilional infonnation and resources to assist them in meeting this 
responsibility. (The NPRM was published at 73 Fed Reg. 15574, March 24, 2008.) 

The FERPA Safeguarding Recommendations recognize that no system for maintaining and 
transmitting education records, whether in paper or electronic fonn. can be guaranteed safe from 
every hacker and thief, technological failure, violation of administrative rules, and other causes 
of unauthorized access and disclosure. Although FERPA does not dictate requirements for 
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safeguarding education records, the Department encourages the holders of personally identifiable 
information to coosider actions that mitigate the risk and are reasonably calculated to protect 
such information. Of course, an educational agency or institution may use any reasonable 
method, combination of methods, or technologies, taking into consideration the size, complexity, 
and resources available to the institution; the context of the information; the type of information 
to be protected (such as SSNs or directory information); and methods used by other institutions 
in similar circumstances. The greater the harm that would result from unauthorized access or 
disclosure and the greater the likelihood that unauthorized access or disclosure Yoill be attempted. 
the more protections an agency or institution should consider using to ensure that its methods are 
reasonable. 

As explained in the FERP A Safeguarding Recommendations, one resource for administrators of 
electronic data systems is "The National Institute of Standards and Technology (NIST) 800-100, 
Information Security Handbook: A Guide for Managers" (October 2006). See 
hUp:llcsrc.nist.gov/publicatiQnslnislpubsl800-1 OOISP800-1 00-Mar07 -2007.pdf. Another 
resource is NIST 800-53, Information Security, which catalogs information security controls. 
See http://csrc.nist. gov /publ icationslnistpubsl800· 5 3 -Rev 1/800-5 3-rev 1-final ·clean-sz.pdf. 
Similarly, a May 22, 2007, memorandwn to beads of Federal agencies from the Office of 
Management and Budget requires executive departments and agencies to eosure that proper 
safeguards are in place to protect personally identifiable infonnation that they maintain, 
eliminate the unnecessary use of SSNs, and develop and implement a "breach notification 
policy." Although directed towards Federal agencies. this memorandum may also serve as a 
resource for educational agencies and institutions. See 
http://www.whitehouse.gov/omb/memorandalfy2007/m07-16.pdf. 

The Department's FERPA Safeguarding Recommendations specify that an educational agency or 
institution that has experienced a theft of files or computer equipment, backing or other intrusion, 
software or hardware malfunction, inadvertent release of data to Internet sites, Or other 
unauthorized release or di sclosure of education records, should consider one or more of the 
following steps: 

• Report the incident to law enforcement authorities. 
• Determine exactly what information was compromised, i.e., names, addresses, SSNs, ID 

numbers, credit card numbers, grades, and the like. 

• Take steps immediately to retrieve data and prevent any further disclosures. 
• Identify all affected records and students. 
• Determine how the incident occurred, including which school officials had control of and 

responsibility for the infonnation that was compromised. 
• Detennine whether institutional policies and procedures were breached, including 

organizational requirements governing access (user names, passwords. PINS, etc.); 
storage; transmission; and destruction of information from education records. 

• Determine whether the incident occurred because of a lack of monitoring and oversight. 
• Conduct a risk assessment and identify appropriate physical, technological, and 

administrative measures to prevent similar incidents in the future. 

• Notify students that the Department's Office of [nspector General maintains a website 
describing steps students may take if they suspect they are a victim of identity theft at 
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http://www.ed.gov/aboutiofficesllistioig/misUsedlidtheft.html; and 
http://www.ed.gov/aboutlofficesllistloiglmisusedlvictim.html. 

The Safeguarding Recommendations note also that FERP A does not require an educational 
agency or institution to notifY students that information from their education records was stolen 
or otherwise subject to an unauthorized release, although it does require the agency or institution 
to maintain a record of each disclosure. 34 CFR §99.32(a)(l). However. student notification 
may be required in these circumstances for postsecondary institutions under the Federal Trade 
Commission's Standards for Insuring the Security, Confidentiality. Integrity and Protection of 
Customer Records and Information ("Safeguards Rule'') in 16 CFR part 314. In any case, direct 
student notification may be advisable if the compromised data includes student SSNs and other 
identifying information that could lead to identity theft. 

Under FERP A, no funds shall be made available to an educational agency or institution that has 
a policy or practice of permitting the release of personally identifiable information in education 
except as authorized by statute. 20 U.S.C. §1232g(b). Failure to take reasonable and appropriate 
steps to protect education records could result in the release or disclosure of personally 
identifiable information from education records and may also constitute a policy or practice of 
permitting the release or disclosure of education records in violation of FERP A requirements. 
Should this Office investigate a complaint or other indications of noncompliance, we would take 
into consideration what steps an educational agency or institution has taken in response to a data 
breach or other unauthorized access to, release, or other disclosure of education records. 

If you have any questions, please contact this Office at (202) 260-3887. 

cc: Michael L. Rendon 

Sincerely, 

Paul Gammill 
Director 
Fnmily Policy Compliance Office 



Dr. Roy A. Church 
President 
Lorain County Community CoHege 
1005 N. Abbe Road 
Elyria, Ohio 44035 

Dear Dr. Church: 

APR 0 22009 

This Office is responsible for administration of the Family Educational Rights and Privacy Act 
(FERPA), which protects the privacy interests of parents and eligible students in students' 
education records. See 20 U.S.C. § 1232g and 34 CFR part 99. Under that authority we 
investigate. process, and review complaints and violations and provide technical assistance to 
ensure compliance with all FERPA requirements. We are responding to correspondence this 
Office received via e-mail on January 5, 2009, from David Cummings, VP Administrative 
Services, in which he explained a hacker breached two servers at Lorain County Community 
College and infonned us of the steps tlken since Ibe breach occurred. 

Under FERP A, a parent or eligible student must provide a signed and dated written consent 
before a postsecondary institution discloses pers<;mally identifiable information from the 
student's education records. 34 CFR §§99.S·(a)~ 99.30. Ex.ceptions to the consent requirement 
are set forth in § 99.31(a) of the regulations. " Disclosure" means "to pennit access to or the 
release, transfer, or other communication of personally identifiable infonnation contained in 
education records to any party, by any means, including oral, written, or electronic means." 34 
CFR § 99.3. 

The preamble to the December 9. 2008, FERP A regulations ex.plains the necessity for 
educational agencies and institutions to ensure that adequate controls are in place so that the 
education records of all students are handled in accordance with FERP A's privacy protections. 
See 73 Fed Reg. 74806,74843 (Dec. 9, 2008). The "Department Recommendations for 
Safeguarding Education Records" (Safeguarding Recommendations) that were published in both 
the Notice of Proposed Rulemaking (NPRM) and the Final Regulations are intended to provide 
agencies and institutions additional information and resources to assist them in meeting this 
responsibility. (The NPRM was published at 73 Fed Reg. 15574, March 24, 2008.) 

The FERF A Safeguarding Recommendations recognize that no system for maintaining and 
transmitting education records, whether in paper or electronic fonn, can be guaranteed safe from 
every backer and thief, technological failure, violation of administrati ve rules, and other causes 
of unauthorized access and disclosme. Although FERPA does Dot dictate requirements for 
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safeguarding education records, the pepartment encourages the holders of personally identifiable 
infonnation to consider actions that mitigate the risk and are reasonably calculated to protect 
such information, Of course, an educational agency or institution may use any reasonable 
method, combination of methods, or teclmologies, taking into consideration the size, complexity. 
and resources available to the institution; the context of the infonnation; the type of infonnation 
to be protected (such as SSNs or directory information); and methods used by other institutions 
in similar circwnstances. The greater the harm that would result from unauthorized access or 
disclosure and the greater the likelihood that unauthorized access or disclosure win be attempted. 
the more protections an agency or institution should consider using to ensure that its methods are 
reasonable. 

As explained in the FERP A Safeguarding Recommendations, one resource for administrators of 
electronic data systems is "The National Institute of Standards and Technology (NIST) 800-100, 
Information Security Handbook: A Guide for Managers" (October 2006). See 
http://csrc.niSl.gov/publicationsinistpubs/800-1 00lSP800-1 00-MarQ 7-2007. pdf. Another 
resource is NIST 800-53, Information Security~ which catalogs infonnation security controls. 
See http://csrc.nislgov/puhlications/nistpubs/800-53 -Rev 1/800-53-rev 1-final-clean-sz. pdf. 
Similarly. a May 22.2007, memorandum to heads of Federal agencies from the Office of 
Management and Budget requires executive departments and agencies to ensure that proper 
safeguards are in place to protect personally identifiable information that they maintain, 
eli!ninate the unnecessary use of SSNs, and develop and implement a " breach notification 
policy." Although directed towards Federal agencies, this memorandum may also serve as a 
resource for educational agencies and institutions. See 
http://www.whitehouse.gov/Qmb/memorandal!y2007/m07-16.pdf. 

The Department's FERPA Safeguarding Recoinrnendations specify that an educational agency or 
institution that has experienced a theft of files or computer equipment, hacking or other intrusion, 
software or hardware malfunction, inadvertent release of data to Internet sites, or other 
unauthorized release or disclosure of education records, should consider one or more of the 
following steps: 

• Report the incident to law enforcement authorities. 
• Determine exactly what information was compromised. i.e., names, addresses, SSNs, ID 

numbers. credit card numbers. grades, and the like. 
• Take steps immediately to retrieve data and prevent any further disclosures. 
• Identify all affected records and students. 
• Determine how the incident occurred, including which school officials had control of and 

responsibility for the information that was compromised. ~ 

• Detennine whether institutional policies and procedures were breached, including 
organizational requirements governing access (user names, passwords, PINS, etc.); 
storage; transmission; and destruction of infonnation from education records. 

• Determine whether the incident occurred because of a lack of monitoring and oversight. 
• Conduct a risk assessment and identify appropriate physical, technological , and 

administrative measures to prevent similar incidents in the future. 
• Notify students that the Department's Office of Inspector General maintains a website 

describing steps students may take if they suspect they are a victim of identity theft at 
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http://www.ed.gov/aboutloffices/listloiglmisusedlidtheft.html; and 
http://www.ed.gov/aboutlofficesllistloiglmisusedlvictim.html. 

The Safeguarding Recommendations note also that FERP A does not require an educational 
agency or institution to notify students that information from their education records was stolen 
or otherwise subject to an unauthorized release, although it does require the agency or institution 
to maintain a record of each disclosure. 34 CFR §99.32(a)(1). However. student notification 
may be required in these circumstances for postsecondary institutions under the Federal Trade 
Commission's Standards for Insuring the Security, Confidentiality, Integrity and Protection of 
Customer Records and Information ("Safeguards Rille") in 16 CFR part 314. In any case, direct 
student notification may be advisable if the compromised data includes student SSNs and other 
identifying infonnation that could lead to identity theft. 

Under FERP A, no funds shall be made available to an educational agency or institution that has 
a policy or practice of permitting the release of personally identifiable infonnation in education 
except as authorized by statute. 20 U.S.c. §1232g(b). Failure to take reasonable and appropriate 
steps to protect education records could result in the release or disclosure of personally 
identifiable infonnation from education records and may also constitute a policy or practice of 
permitting the release or disclosure of education records in violation of FERP A requirements. 
Should this Office investigate a complaint or other indications of noncompliance, we would take 
into consideration what steps an educational agency or institution has taken in response to a data 
breach or other unauthorized access to, release, or other disclosure of education records. 

If you have any questions, please contact this Office at (202) 260-3887. 

cc: David Cummings 

Sincerely, 

Paul Ganunill 
Director 
Family Policy Compliance Office 



Dr. Carol Seavor 
President 
Jefferson College of Health and Sciences 
920 S. Jefferson Street 
P.O. Box 13186 
Roanoke, Virginia 24031-3186 

Dear Dr. Seavor: 

APR 0 J2009 

This Office is responsible for administration of the Family Educational Rights and Privacy Act 
(FERPA), which protects the privacy interests of parents and eligible students in students' 
education records. See 20 U.S.C. §1232g and 34 CFR part 99. Under that authority we 
investigate, process, and review complaints and violations and provide technical assistance to 
ensure compliance with all FERP A requirements. We are responding to your letter dated 
December 7, 2006, in which you explained that the Jefferson College of Health and Sciences 
inadvertently disclosed student education records and informed us of the steps taken since the 
breach QCcurred, 

Under FERF A, a parent or eligible student must provide a signed and dated written consent 
before a postsecondary institution discloses personally identifiable information from the 
student's education records. 34 CPR §§99.5(a); 99.30. Exceptions to the consent requirement 
are set forth in § 99.3 t(a) of the regulations. "Disclosure" means "to permit access to or the 
release, transfer. or other communication of personaJly identifiable information contained in 
education records to any party, by any means, including oral , written, or electronic means." 34 
CFR § 99.3. 

The preambJe to the December 9, 2008, FERP A regulations explains the necessity for 
educational agencies and institutions to ensure that adequate controls are in place so that the 
education records of all students are handled in accordance with FERP A ' s privacy protections. 
See 73 Fed Reg. 74806,74843 (Dec. 9, 2008). The "Department Recommendations for 
Safeguarding Education Records" (Safeguarding Recommendations) that were published in both 
the Notice of Proposed Rulemaking (NPRM) and the Final Regulations are intended to provide 
agencies and institutions additional information and resources to assist them in,meeting this 
responsibility. (The NPRM was published at 73 Fed Reg. 15574, March 24, 2()()8.) 

The FERP A Safeguarding Recommendations recognize that no system for maintaining and 
transmitting education records. whether in paper or electronic fonn, can be guaranteed safe from 
every hacker and thief, technological failure, violation of administrative rules, and other causes 
of unauthorized access and disclosure. Although FERP A does not dictate requirements for 
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safeguarding education records. the Department encourages the holders of personally identifiable 
information to consider actions that mitigate the risk and are reasonably calculated to protect 
such information. Of course. an educational agency or institution may use any reasonable 
method, combination of methods. or technologies, taking into consideration the size, complexity, 
and resources available to the institution; the context of the information; the type of infonnation 
to be protected (such as SSNs or directory infonnation); and methods used by other institutions 
in similar circumstances. The greater the harm that wouJd result from unauthoriud access or 
disclosure and the greater the likelihood that unauthorized access or disclosure will be attempted, 
the more protections an agency or institution should consider using to ,ensure that its methods are 
reasonable. 

As explained in the FERP A Safeguarding Recommendations, one resource for administrators of 
electronic data systems is «The National Institute of Standards and Technology (NIST) 800-100, 
Information Security Handbook: A Guide for Managers" (October 2006). See 
http;lIesre.nist.gov/publications/nistpubs/800-1 OO/SP800-1 00-Mar07 -2007. pdf. Another 
resource is NIST 800-53, Infonnation Security, which catalogs infonnation security controls. 
See http://csrc.nist.gov/publicationsinistpubs/800-53-Rev 1/800-53 -rev (-fmal-dean-sz. pdf. 
Similarly, a May 22, 20D7, memorandwn to heads of Federal agencies from the Office of 
Management and Budget requires executive departments and agencies to ensure that proper 
safeguards are in place to protect personally identifiable infonnation that they maintain, 
eliminate the wmecessary use of SSNs, and develop and implement a "breach notification 
policy." Although directed to\Vafds Federal agencies, this memorandwn may also serve as a 
resource for educational agencies and instirutions. See 
http://www.whitehouse.gov/omb/memorandalfr2007/m07-16.pdf. 

The Department's FERPA Safeguarding Recommendations specify that an educational agency or 
institution that has experienced a theft of files or computer equipment, hacking or other intrusion, 
software or hardware malfunction, inadvertent release of data to Internet sites, or other 
Wlauthorized release or disclosure of education records, should consider one or more of the 
following steps: 

• Report the incident to law enforcement authorities. 
• Determine exactly what infonnatioD was compromised, i.e., names, addresses, SSNs, ID 

numbers, credit card numbers, grades, and the like. 
• Take steps immediately to retrieve data. and prevent any further disclosures. 
• Identify all affected records and students. 
• Detennine how the incident occurred, including which school officials had control of and 

responsibility for the information that was compromised. 
• Determine whether institutional policies and procedures were breached, including 

organizational requirements governing access (user names, passwords, PINS, etc.); 
storage; transmission; and destruction of information from education records. 

• Detennine whether the incident occurred because of a lack of monitoring and oversight. 
• Conduct a risk assessment and identify appropriate physica4 technological, and 

administrative measures to prevent similar incidents in the future. 
• Notify students that the Department's Office of Inspector General maintains a website 

describing steps students may take if they suspect they are a victim of identity theft at 
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http://www.ed.gov/aboutlofficeS/list/oig/misused/idtheft.html; and 
http://WWW".ed.gov/aboutiofficesllistloig/misusedlvictim.html. 

The Safeguarding RecoIIUDendations note also that FERP A does not require an educatioual 
agency or institution to notify students that information from their education records was stolen 
or otherwise subject to an unauthorized release. although it does require the agency or institution 
to maintain a record of each disclosure. 34 CFR §99.32(a)(1}. However, student notifica.tion 
may be required in these circwnstances for postsecondary institutions under the Federal Trade 
Conunission' s Standards for Insuring the Security, Confidentiality. Integrity and Protection of 
Customer Records and Infonnation «<Safeguards Rule") in 16 CFR part 314. In any case, direct 
student notification may be advisable if the compromised data includes student SSNs and other 
identifying infonnation that could lead to identity theft. 

Under FERP A, no funds shall be made available to an educatioual agency or institution that has 
a policy or practice of permitting the release of personally identifiable information in education 
except as authorized by statute. 20 U.S.C. § 1232g(b). Failure to ·take reasonable and appropriate 
steps to protect education records could result in the release or disclosure of personally 
identifiable information from education records and may also constitute a policy or practice of 
pennitting the release or disclosure of education records in violation ofFERPA requirements. 
Should this Office investigate a complaint or other indications of noncompliance. we would take 
into consideration what steps an educationaJ agency or instirution has taken in response to a data 
breach or other Wl3uthorized access to, release. or other disclosure of education records. 

If you have any questions, please contact this Office at (202) 260-3887. 

Sincerely, 

Paul Gammill 
Director 
Family Policy Compliance Office 



Dr. Bernard Lander 
President 
TOllo University California 
1310 Johnson Lane 
Mare Island 
Vallejo, California 94592 

Dear Dr. Lander: 

APR 0 .22009 

This Office is responsible for administration of the Family Educational Rights and Privacy Act 
(FERP A), which protects the privacy interests of parents and eligible students in students' 
education records. See 20 U.S.C. §1232g and 34 CFRpart 99. Under that authority we 
investigate, process, and review complaints and violations and provide technical assistance to 
ensure compliance with all FERP A requirements. We are responding to a letter from Dr. Harold 
Borrero, Registrar, July 27,2007, in which he explained that Touro University inadvertently 
disclosed student education records and infonned us of the steps taken since the breach occurred. 

Under FERP A, a parent or eligible student must provide a signed and dated written consent 
before a postsecondary institution discloses personally identifiable information from the 
student's education records. 34 CFR §§99.5(a); 99.30. Exceptions to the consent requirement . 
are set forth in § 99.31(a) of the regulations. "Disclosure" means "to pennit access to or the 
release, transfer, or other communication of personally identifiable infonnation contained in 
education records to any party, by any means, including oral, written, or electronic means." 34 
CFR § 99.3. 

The preamble to the December 9, 2008, FERPA regulations explains the necessity for 
educational agencies and institutions to ensure that adequate controls are in place so that the 
education records of all students are handled in accordance with FERP A's privacy protections. 
See 73 Fed Reg. 74806,74843 (Dec. 9, 2008). The "Department Recommendations for 
Safeguarding Education Records" (Safeguarding Recommendations) that were published in both 
the Notice of Proposed Rulemaking (NPRM) and the Final Regulations are intended to provide 
agencies and institutions additional infonnation and resources to assist them in meeting this 
responsibility. (The NPRM was published at 73 Fed Reg. 15574, March 24, 2008.) 

The FERP A Safeguarding Recommendations recognize that no system for maintaining and 
transmitting education records, whether in paper or electronic fonn, can be guaranteed safe from 
every hacker and thief, technological failure, violation of administrative rules, and other causes 
of unauthorized access and disclosure. Although PERP A does not dictate requirements for 
safeguarding education records, the Department encourages the holders of personally identifiable 
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infonnation to consider actions that mitigate the risk and are reasonably calculated to protect 
such infonnatioD. Of course, an educational agency or institution may use any reasonable 
method, combination of methods, or technologies, taking into consideration the size, complexity, 
and resources available to the institution; the context of the information; the type of information 
to be protected (such as SSNs or directory infomiation); and methods used by other institutions 
in similar circumstances. The greater the harm that would result from unauthorized access or 
disclosure and the greater the likelihood that unauthorized access or disclosure will be attempted, 
the more protections an agency or institution should consider using to ensure that its methods are 
reasonable. 

As explained in the FERP A Safeguarding Reconnnendations, one resource for administrators of 
electronic data systems is "The National Institute of Standards and Technology (NIST) 800-100, 
Infonnation Security Handbook: A Guide for Managers" (October 2006). See 
http:// csrc.nist. gOY /pub lications/nistpubsl800-1 OO/SP 800-1 00-Mar07 -2007. pdf. Another 
resource is NIST 800-53, Infonnation Security, which catalogs infonnation security controls. 
See http://csrc.nist.gov /puhlications/nistpuhs/800-5 3 -Rev 1 /800-5 3-rev 1-final-clean-sz. pdf. 
Similarly, a May 22, 2007, memorandum to heads of Federal agencies from the Office of 
Management and Budget requires executive departments and agencies to ensure that proper 
safeguards are in place to protect personally identifiable information that they maintain, 
eliminate the unnecessary use ofSSNs, and develop and implement a "breach notification 
policy." Although directed towards Federal agencies, this memorandum may also serve as a 
resource for educational agencies and institutions. See 
http://www.whitehouse.gov/omb/memoranda/ty2007/m07-16.pdf. 

The Department's FERP A Safeguarding Recommendations specify that an educational agency or 
institution that has experienced a theft of files or computer equipment, hacking or other intrusion, 
software or hardware malfunction, inadvertent release of data to Internet sites, or other 
unauthorized release or disclosure of education records, should consider one or more of the 
following steps: 

• Report the incident to law enforcement authorities. 
• Determine exactly what infonnation was compromised, i.e., names, addresses, SSNs, In 

numbers, credit card numbers, grades, and the like. 

• Take steps immediately to retrieve data and prevent any further disclosures. 
• Identify all affected records and students. 
• Detennine how the incident occurred, including which school officials 'had control of and 

responsibility for the information that was compromised. 

• Determine whether institutional policies and procedUres were breached,-including 
organizational requirements governing access (user names, passwords~ PINS, etc.); 
storage; transmission; and destruction of information from education records. 

• Determine whether the incident occurred because of a lack of monitoring and oversight. 
• Conduct a risk assessment and identify appropriate physical, technological, and 

administrative measures to prevent similar incidents in the future. 
• Notify students that the Department's Office of Inspector General maintains a website 

describing steps students may take if they suspect they are a victim of identity theft at 
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http://www.ed.gov/aboutlofficesllistloig/misusedlidtheft.html; and 
http://www.ed.gov/aboutlofficesllistloiglmisusedlvictim.html. 

The Safeguarding Recommendations note also that FERP A does not require an educational 
agency or institution to notify students that infonnation from their education records was stolen 
or otherwise subject to an unauthorized release, although it does require the agency or institution 
to maintain a record of each disclosure. 34 CFR §99.32(a)(I). However, student notification 
may be required in these circumstances for postsecondary institutions under the Federal Trade 
Commission's Standards for Insuring the Security, Confidentiality, Integrity and Protection of 
Customer Records and Infonnation ("Safeguards RuIe") in 16 CFR part 314. In any case, direct 
student notification may be advisable if the compromised data includes student SSNs and other 
identifying infonnation that could lead to identity theft. 

Under FERP A, no funds shall be made available to an educational agency or institution that has 
a policy or practice of permitting the release of personally identifiable information in education 
except as authorized by statute. 20 U.S.C. § l232g(b). Failure to take reasonable and appropriate 
steps to protect education records could result in the release or disclosure of personally 
identifiable infonnation from education records and may also constitute a policy or practice of 
permitting the release or disclosure of education records in violation of FERP A requirements. 
Should this Office investigate a complaint or other indications of noncompliance, we would take 
into consideration what steps an educational agency or institution has taken in response to a data 
breach or other unauthorized access to, release, or other disclosure of education records. 

If you have any questions, please contact this Office at (202) 260-3887. 

cc: Dr. Harold Borrero 

Sincerely, 

Paul Gammill 
Director 
Family Policy Compliance Office 



Dr. Darrel L. Hammon 
President 
Laramie County Community College 
1400 East College Drive 
Cheyeone, Wyoming 82007-3299 

Dear Dr. Hammon: 

APR 0 J201! 

This Office is responsible for administration of the Family Educational Rights and Privacy Act 
(PERP A), which protects the privacy interests of parents and eligible students in students' 
education records. See 20 U.S.C. § 1232g and 34 CFR part 99. Under that authority we 
investigate, process, and review complaints and violations and provide technical assistance to 
ensure compliance with all FERP A requirements. We are responding to a letter from Jennifer G. 
Hargett, Director of Enrollment Services, dated January 19, 2007, in which she explained that 
student education records were stolen from a Laramie County Community College school 
official and informed us of the steps taken since the breach occurred. 

Under FERP A, a parent or eligible student must provide a signed and dated written consent 
before a postsecondary institution discloses personally identifiable infonnation from the 
student's education records. 34 CFR §§99.5(.); 99.30. Exceptions to the consent requirement 
are set forth in § 99.31 Ca) of the regulations. "Disclosure" means ''to pennit access to or the 
release, transfer, or other communication of personally identifiable information contained in 
education records to any party, by any means, including oral, written, or electronic means." 34 
CFR § 99.3. 

The preamble to the December 9, 2008, FERP A regulations explains the necessity for 
educational agencies and institutions to ensure that adequate controls are in p1ace so that the 
education records of all students are handled in accordance with FERP A's privacy protections. 
See 73 Fed Reg. 74806, 74843 CDec. 9, 2008). The "Department Reconunendations for 
Safeguarding Education Records" (Safeguarding Reconunendations) that were published in both 
the Notice of Proposed Rulemaking (NPRM) and the Final Regulations are intended to provide 
agencies and institutions additional information and resources to assist them in meeting this 
responsibility . (The NPRM was published at 73 Fed Reg. 15574, March 24, 2008.) 

The FERPA Safeguarding Recommendations recognize that no system for ~ntaining and 
transmitting education records, whether in paper or electronic fo~ can be guaranteed safe from 
every hacker and thief, technological failure , violation of administrative rules, and other causes 
of unauthorized access and disclosure. AJthough FERP A does not dictate requirements for 
safeguarding education records, the Department encourages the holders of personally identifiable 



Page 2 - Dr. Darrel L. Hammon 

infonnation to consider actions that mitigate the risk and are reasonably calculated to protect 
such infonnation. Of course, an educational agency or institution may use any reasonable 
method, combination of methods, or technologies, taking into consideration the size, complexity, 
and resources available to the institution; the context of the infonnation; the type of infonnation 
to be protected (such as SSNs or directory information); and methods used by other institutions 
in similar circumstances. The greater the harm that would result from unauthorized access or 
disclosure and the greater the Likelihood that unauthorized access or disclosure will be attempted, 
the more protections an agency or institution should consider using to ensure that its methods are 
reasonable. 

As explained in the FERP A Safeguarding Recommendations, one resource for administrators of 
electronic data systems is "The Nationallnstitut.e of Standards and Technology (NIST) 800-100, 
Information Security Handbook: A Guide for Managers" (October 2006). See 
http://csrc.nist. gOY Ipublicationslnistpubs/800-1 OD/SP800-1 DO-Mar07 -2007. pdf. Another 
resource is NIST 800-53, Infonnation Security, which catalogs information security controls. 
See http://csrc.nist.gov fpubl icati ons/nistpubs/800· S3 -Rev 1/800-5 3-rev 1-fi nal-clean-sz.pdf. 
Similarly, a May 22,2007, memorandum to heads of Federal agencies from the Office of 
Management and Budget requires executive departments and agencies to ensure that proper 
safeguards are in place to protect personally identifiable infonnation that they maintain, 
eliminate the unnecessary use ofSSNs. and develop and implement a "breach notification 
policy.'" Although directed towards Federal agencies, this memorandwn may also serve as a 
resource for educational agencies and institutions. See 
http://www.whitehouse.gov/omb/memorandalfy2007/m07-16.pdf. 

The Department's FERPA Safeguarding Recommendations specifY that an educational agency or 
institution that has experienced a theft of files or computer equipment:, hacking or other intrusion, 
software or hardware malfunction, inadvertent reJease of data to Internet sites, or other 
unauthorized release or disclosure of education records, should consider one or more of the 
following steps: 

• Report the incident to law enforcement authorities. 
• Determine exactly what information was compromised, i.e., names, addresses, SSNs, ID 

numbers, credit card numbers, grades, and the like. 

• Take steps immediately to retrieve data and prevent any further discloswes. 

• Identify all affected records and studeots. 
• Determine how the incident occurred, including which school officials had control of and 

responsibility for the infonnatioD that was compromised. 

• Detennine whether institutional policies and procedures were breached,. including 
organizational requirements governing access (user names, passwor,ds, PINS, etc.); 
storage; transmission; and destruction of infoIlDation from education records. 

• Determine whether the incident occurred because of a lack of monitoring and oversight. 
• Conduct a risk assessment and identify appropriate physical, technological, and 

administrative measures to prevent similar incidents in the future. 

• Notify students that the Department's Office of lnspector General maintains a website 
describing steps students may take if they suspect they are a victim of identity theft at 
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htlp:llwww.ed.gov/aboutlofficesllistloig/misusedlidtheft.html; and 
http://www.ed.gov/about/officeS/listloiglmisused/victim.html. 

The Safeguarding Recommendations note also that FERP A does not require an educational 
agency or instiMion to notify srudents that infonnation from their education records was stolen 
or otherwise subject to an unauthorized release, although it does require the agency or institution 
to maintain a record of each disclosure. 34 CFR §99.32(a)(1). However, student notification 
may be required in these circumstances for postsecondary institutions under the Federal Trade 
Commission's Standards for Insuring the Security, Confidentiality, Integrity and Protection of 
Customer Records and [nfonnation ("Safeguards Rule") in 16 CFR part 314. Cn any case, direct 
student notification may be advi~le if the compromised data includes student SSNs and other 
identifying infonnation that could lead to identity theft. 

Under FERP A, no funds shall be made available to an educational agency or institution that has 
a policy or practice of permitting the release of personally identifiable information in education 
except as authorized by statute. 20 U.S.C. § 1232g(b). Failure to take reasonable and appropriate 
steps to protect education records could result in the release or disclosure of personally 
identifiable information from education records and may also constitute a policy or practice of 
pennitting the release or disclosure of education records in violation ofFERP A requirements. 
Should this Office investigate a complaint or other indications of noncompliance, we would take 
into consideration what steps an educational agency or institution has taken in response to a data 
breach or other unauthorized access to, release, or other disclosure of education records. 

lryou have any questions, please contact this Office at (202) 260-3887. 

Sincerely, 

Paul Gammill 
Director 
Family Policy Compliance Office 

cc: JeMifer G. Hargett 

, 



Mr. Stephen B. Martin 
Head of School 
Colorado Virtual Academy 
11990 Grant Street, Suite 402 
Northglenn, Colorado 80233 

Dear Mr. Martin: 

APROJ2OOI 

This Office is responsible for administration of the Family Educational Rights and Privacy Act 
(FERP A), which protects the privacy interests of parents and eligible students in students' 
education records. See 20 U.S.C. §1232g and 34 CFR part 99. Under that authority we 
investigate, process, and review complaints and violations and provide technical assistance to 
ensure compliance with all FERP A requirements. We are responding to your letter dated 
March 7, 2007, in which you explained that Colorado Virtual Academy inadvertently disclosed 
student education records and informed us of the steps taken since the breach occurred. 

Under FERP A, a parent or eligible student must provide a signed and dated written consent 
before a postsecondary institution discloses personally identifiable information from the 
student's education records. 34 CFR §§99.5(a); 99.30. Exceptions to the consent requirement 
are set forth in § 99.31 (a) of the regulations. "Disclosure" means "to pennit access to or the 
release, transfer, or other communication of personally identifiable information contained in 
education records to any party, by any means, including oral, written, or electronic means." 34 
CFR § 99.3. 

The preamble to the December 9, 2008, FERPA regulations explains the necessity for 
educational agencies and institutions to ensure that adequate controls are in place so that the 
education records of all students are handled in accordance with FERP A 's privacy protections. 
See 73 Fed. Reg. 74806, 74843 (Dec. 9, 2008). The "Department Recommendations for 
Safeguarding Education Records" (Safeguarding Recommendations) that were published in both 
the Notice of Proposed Rulemaking (NPRM) and the Final Regulations are intended to provide 
agencies and institutions additional information and resources to assist them in meeting this 
responsibility. (The NPRM was published at 73 Fed. Reg. 15574, March 24, 2008.) 

The FERP A Safeguarding Recommendations recognize that no system for maintaining and 
transmitting education records, whether in paper or electronic fonn, can be guaranteed safe from 
every hacker and thief, technological failure, violation of administrative rules, and other causes 
of unauthorized access and disclosure. Although FERP A does not dictate requirements for 
safeguarding education records, the Department encourages the holders of personally identifiable 
information to consider actions that mitigate the risk and are reasonably calculated to protect 
such informatioIL Of course, an educational agency or institution may use any reasonable 
method, combination of methods, or technologies. taking into consideration the size, complexity, 
and resources available to the institution; the context of the information; the type of information 
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10 be protected (such as SSNs or directory information); and methods used by other institutions 
in similar circumstances. The greater the hann that would result from unauthorized access or 
disclosure and the greater the likelihood that unauthorized access or disclosure will be attempted, 
the more protections an agency or institution should consider using to ensure. that its methods are 
reasonable. 

As explained in the FERP A Safeguarding Reconunendations, one resource for administrators of 
electronic data systems is "The Nationallnstitutc of Standards aod Technology (NISn 800-100, 
Information Security Handhook: A Guide for Managers" (October 2006). See 
http://esTe. nist. gov/publicationslnistpubsl8oo-1 00/SP800-1 O(}-Mar07 -2007. pdf. Another 
resource is NIST 800-53, Infonnation Security, which catalogs information security controls. 
See http://csrc.nist.gov/publications/nistpubsl800-53-Rev1/800-5 3-rev 1-final-clean-sz. pdf. 
Similarly. a May 22, 2007, memorandum to heads of Federal agencies from the Office of 
Management and Budget requires executive departments and agencies to ensure that proper 
safeguards are in place to protect personally identifiable: infonnation that they maintain, 
eliminate the unnecessary use ofSSNs, and develop and implement a " breach notification 
policy." Although directed towards Federal agencies, this memorandum may also serve as a 
resource for educational agenci~ and institutions. See 
http://www.whitehQuse.gov/omb/memoraodalM007/m07-16.pdf. 

The Department's FERPA Safeguarding Recommendations specify that an educational agency or 
institution that has experienced a theft of files or computer equipment, hacking or other intrusion, 
software or hardware malfunction, inadvertent release of data to Internet sites, or other 
unauthorized release or disclosure of education records, should consider one or more of the 
following steps: 

• Report the incident to law enforcement authorities. 
• Determine exactly what infonnation was compromised, i.e., names, addresses, SSNs, lD 

numbers, credit card numbers, grades, and the like. 
• Take steps immediately to -retrieve data and prevent any further disclosures. 
• Identify all affected records and students. 
• Determine how the incident occurred, including which school officials had control of and 

responsibility for the information that was compromised. 
• Determine whether institutional policies and procedW'es were. breached, including 

organizational requiremen~ governing access (user names, pas$words, PINS, etc.); 
storage; transmission; and destruction of information from education records. 

• Detennine whether the incident occurred because of a lack of monitoring and oversight. 
• Conduct a risk assessment and identify appropriate physical, technological, and 

administrative measures to prevent similar incidents in the future. 
• NotifY students that the Department's Office of Inspector General maintains a website 

describing steps students may take if they suspect they are a victim of identity theft at 
http://www.ed.gQv/aboutiofficesilistioigimisusediidtheft.html; and 
http://www.ed.gov/aboutlofficesllistloiglmisusedlvictim.html. 

The Safeguarding Recommendations note also that FERP A does not require an educational 
agency or institution to notify srudents that infonnation from their education records was stolen 
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or otherwise subject to an unauthorized release, although it does require the agency or institution 
to maintain a record of each disclosure. 34 CFR §99.32(aXI). However, student notification 
may be required in these circumstances for postsecondary institutions Wlder the Federal Trade 
Commission's Standards for Insuring the Security, Confidentiality. Integrity and Protection of 
Customer Records and lnfomlation ("Safeguards Rule") in 16 CFR part 314. In any case, direct 
student notification may be advisable if the compromised data includes student SSNs and other 
identifying information that could lead to identity theft. 

Under FERPA, no funds shall be made available to an educational agency or institution that has 
a policy or practice of permitting the release of personally identifiable information in education 
except as authorized by statute. 20 U.S.C. §1232g(b). Failure to take reasonable and appropriate 
steps to protect education records could result in the release or disclosure of personally 
identifiable information from education records and may also constitute a policy or practice of 
pennitting the release or disclosure of education records in violation of FERPA requirements. 
Should this Office investigate a complaint or other indications of noncompliance, we would take 
into consideration what steps an educational agency or institution has taken in response to a data 
breach or other unauthorized access to, release, or other disclosure of education records. 

If you have any questions, please contact this Office at (202) 260-3887. 

Sincerely, 

Paul Gammill 
Director 
Family Policy Compliance Office 



Mr. Kent John Chabotar 
President 
Guilford College 
5800 West Friendly Avenue 
Greensboro, North Carolina 27410 

Dear Mr. Chabotar: 

APR 022009 

This Office is responsible for administration of the Family Educational Rights and Privacy Act 
(FERP A), which protects the privacy interests of parents and eligible students in students' 
education records. See 20 U.S.C. §1232g and 34 CFR part 99. Under that authority we 
investigate, process, and review complaints and violations and provide technical assistance to 
ensure compliance with all FERPA requirements, We arc responding to a letter from Julie C. 
Theall, General Counsel, dated April 5, 2007, in which she expLains that Guilford College 
inadvertently disclosed student education records and infonned us of the steps taken since the 
breach occurred. 

Under FERP A, a parent or eligible student must provide a signed and dated written consent 
before a postsecondary institution discloses personally identifiable infonnation from the 
student's education records. 34 CFR §§99.5(a); 99.30. Exceptions to the consent requirement 
are set forth in § 99.31 (a) of the regulations. "Disclosure" means "to permit access to or the 
release, transfer, or other communication of personally identifiab1e information contained in 
education records to any party. by any means, including oral, written, or electronic means." 34 
eFR § 99.3. 

The preambLe to the December 9, 2008, FERP A regulations explains the necessity for 
educational agencies and institutions to ensure that adequate controls are in place so that the 
education records of all students are handled in accordance with FERPA's privacy protections. 
See 73 Fed Reg. 74806, 74843 (Dec. 9,2008). The "Department Recommendations for 
Safeguarding Education Records" (Safeguarding Recommendations) that were published in both 
the Notice o[Proposed RuLemaking (NPRM) and the Final Regulations are intended to provide 
agencies and institutions additional information and resources to assist them in meeting this 
responsibility. (The NPRM was published at 73 Fed Reg. 15574, March 24, 2008.) 

The FERP A Safeguarding Recommendations recognize that DO system for maintaining and 
transmitting education records, whether in paper or electronic fonn, can be gUaranteed safe from 
every hacker and thief, technological failure, violation of administrative rules, and other causes 
of unauthorized access and disclosure. Although FERP A does not dictate reqUirements for 
safeguarding education records, the Department encourages the holders of personally identifiable 
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infonnation to consider actions that mitigate the risk and are reasonably calculated to protect 
such information. Of course, an educational agency or institution may use any reasonable 
method, combination of methods. or technologies, taking into consideration the size, complexity, 
and resources available to the institution; the context of the infonnation; the type of infonnation 
to be protected (such as SSNs or directory information); and methods used by other instihltions 
in similar circwnstances. The greater the hann that would result from unauthorized access or 
disclosure and the greater the likelihood that unauthorized access or disclosute will be attempted. 
the more protections an agency or institution should consider using to ensure that its methods are 
reasonable. 

As explained in the FERP A Safeguarding Recommendations, one resource for administrators of 
electronic data systems is "Tbe National Institute of Standards and Technology (NIST) 800-100, 
Information Security Handbook: A Guide for Managers" (October 2006). See 
btlJl:llcsrc. nist. gov/publications/nistpubs/800-1 001SP800-1 00-Mara7 -2007. pdf Another 
resource is NIST 800-53, Infonnation Security, which catalogs infonnatioD secwity controls. 
See http://csrc.nist gov Ipublications/nistpubs/8oo-5 3-Rev 1/800-53 -rev }-final""lean-sz. pdf. 
Similarly, a May 22, 2007, memorandum to heads ofFederal agencies from the Office of 
Management and Budget requires executive departments and agencies to ensure that proper 
safeguards are in place to protect personally identifiable infonnation that they maintain, 
eliminate the unnecessary use ofSSNs, and develop and implement a "breach notification 
policy." Although directed towards Federal agencies, this memorandum may also serve as a 
resource for educational agencies and institutions. See 
bttp://www.wbitehQuse.gov/ombimemorandslfy2007/m07-16.pdf. 

The Department's FERPA Safeguarding Recommendations specifY that an educational agency or 
institution that has experienced a theft of files or computer equipment, hacking or other intrusion, 
software or hardware malfunction, inadvertent release of data to Internet sites, or other 
unauthorized rele~e or disclosure of education records, should consider one or more of the 
following steps: 

• Report the incident to law enforcement authorities. 
• Determine exactly what information was cOmpromised. i.e., names, addresses, SSNs, ID 

nwnbers, credit card numbers, grades, and the like. 
• Take steps immediately to retrieve data and prevent any further disclosures. 
• Identify all affected records and students. 
• Determine how the incident occurred, including which school officials had control of and 

responsibility for the infonnation that was compromised. 
• Determine whether institutional policies and procedures were breache~jncluding 

organizational requirements governing access (user names, passwords, PINS, etc.); 
storage; transmission; and destruction of infonnation from education records. 

• Determine whether the incident occurred because of a lack of monitoring and oversight. 
• Conduct a risk assessment and identify appropriate physical. technological, and 

administrative measures to prevent similar incidents in the future. 
• Notify students that the Department's Office oflnspector General maintains a website 

describing steps students may take if they suspect they are a victim of identity theft at 
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http://www.ed.gov/aboutlofficesllistloig/misusedlidtheft.html; and 
http://www.ed.gov/aboutiofficesllistloig/misusedlvictim.htmL 

The Safeguarding Recommendations note also that FERP A does not require an educational 
agency or institution to notify students that information from their education records was stolen 
or otherwise subject to an unauthorized release, although it does require the agency or institution 
to maintain a record of each disclosure. 34 CFR §99.32(a)(1). However, student notification 
may be required in these circumstances for postsecondary institutions under the Federal Trade 
Commission's Standards for Insuring the Security, Confidentiality, Integrity and Protection of 
Customer Records and Information ("Safeguards Rule") in 16 CFR part 314. In any case, direct 
student notification may be advisable if the compromised data includes stndent SSNs and other 
identifying information that could lead to identity theft. 

Under FERPA, no funds shall be made available to an educational agency or institution that has 
a policy or practice of pennitting the release of personally identifiable information in education 
except as authorized by statute. 20 U.S.C. § 1232g(b). Failure to take reasonable and appropriate 
steps to protect education records could result in the release or disclosure of personally 
identifiable infonnation from education records and may also constitute a policy or practice of 
permitting the release or disclosure of education records in violation of FERP A requirements. 
Should this Office investigate a complaint or other indications of noncompliance, we would take 
into consideration what steps an educational agency or institution has taken in response to a data 
breach or other unauthorized access to, release, or other disclosure of education records. 

If you have any questions, please contact this Office at (202) 260-3887. 

cc: Julie C. Theall 

Sincerely, , 

Paul Gammill 
Director 
Family Policy Compliance Office 



) 

I' 
Dear L...I ' ___ -----' 

This is in response to your January 28. 2009, Jetter to this Office in which y~u allege that 
1" l(District) violated your rights under the Family Educational 
Rights and Privacy Act (FERPA) when it disclosed information from the education 
records of your 500.1-3, I(Student), to a third party without your prior written consent 
lbis Office administers FERP A which addresses issues that pertain to education records. 

Specifically, you slate: 

... Recently ... the ... District violated my child 's rights under [FERPA] when · 
they disclosed information from the education records of [the Student] without 
my prior written notice. Specifically, they released emails from myself as [the 
Student's] parent to the Special Education Administrator t- " 1 The 
ernails between I·' ~ I and myself have a disclosure at the bottom of 
them which reads 

CONFIDENTIALITY NOTICE: this communicalion and any documents, fIles or 
previous e-mail messages attached to it. constitute an electronic communication 
within the scope of the Electronic Communication Privacy Act, 18 USC 2510. 
This communication may contain non·public, confidential, or legally privileged 
information intended for the :=iole use of the designated recipient(s). The unlawful 
interception, use, or duplication of such information is strictly prohibited under 18 
USC 2511 and any applicable laws. 

B~ed on this con:fiden~al.ity not!ce above I had relw:st~ prior to the ~tu?ent file 
bemg sent· from [the District) td' , DIstnct that [the DlStnct) and 
namelyl: I remove the e-mails from [the Student',] file. She has 
assured e I had been contacted. 

FERPA is a Federal law that gives parents the right to have access to their children's 
education records, the right to seek to have the records amended, and the right to have 
some control over the disclosure of information from the records. The term "education 
records" means those records that are directly related -to a student and maintained by an 
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educational agency or institution or by a party acting for the agency or institution. 
Enclosed for your infonnation is a FERP A guidance document. 

Under FERPA. a school may not generaUy disclose personally identifIable infonnation 
from a minor student 's education records to a third party unless the Student's parent has 
provided written consent. However. there are several exceptions to FERPA's general 
prohibition against nonconsensual disclosure of education records. One such exception 
pemtits a school to nonconsensnally disclose education records to another school where a 
student seeks or intends to enroll. Please see page 3 (fonrth paragraph) of the guidance 
document for additional information on this exception. 

If the District includes a statement in its annual notification that it discloses education 
records to a school where a student seeks or intends to enroll. it may make such 
disclosure of the Student's education records without notice to you. If the District does 
not include such a statement In the annual notification. it must notify you prior to making 
the disclosure. In either case, the District may generally disclose any education records, 
including the e-mails at issue, to another school where the Student seeks or intends to 
emoll regardless of the confidentiality notice in the e-mails or I· ., 1 
assurances to you. 

If the District does .not include the" required notice in its annual notificatioll; and it 
disclosed the e-mails to the other school district before notifying you of its intention to 
make this disclosure. you may contact this Office again with such infonnation. 
Otherwise, no basis exists for this Office to further consider your allegation. 

I trust that the above information is helpful in explaining the scope and limitations of 
FERP A as it relates to your concern. 

Enclosure 

Sincerely, 

Ricky C. Nonnent 
Program Analyst 
Family Policy Compliance Office 



[b1161 

IoIAR 1 S 200~ 
Dear

L
I(b_)(_6) __ ---' 

This is in resporu;e to your March 5, 2009, e-mail to the Secretary in which it appears you 
are alleging iliaf'" tUniversity) violated your rights under the Family 
Educational Rights and Privacy Act (FERP A) when it did not amend your education 
records as requested or offer you the opportunity for a hearing on the matter. This Office 
administers FERP A which addresses issues that pertain to education records. 

In a March 2009 telephone conversation, you informed me that you were seeking to 
amend your grade point average (GPA). You indicated that the University currently uses 
a different method for calculating a student's GPA than it used when you were a student 
there. It appears you believe that if the University calculated your GPA using the current 
method it would result in your GPA being higher. Thus, you are seeking to have the 
University amend your GPA by calculating it using the method currently used by the 
University to calculate GP As. In your telephone conversation, you indicated that the 
University infonned you that it was not going back to calculate the GPA' s of any fonner 
students using the current method. 

FERPA is a Federal law that give!; eligible students the right to have access to their 
education records, the right to seek to have the records amended, and the right to have 
some control over the disclosure of infonnation from the records. The tenn "education 
records" means those records that are directly related to a student and maintained by an 
educational agency or institution or by a party acting for the agency or institution. 

Under FERP A, an eligible student has the right to request iliat inaccurate or misleading 
infonnation in his or her education records be amended. While a school is not required to 
amend records in accordance with a student's request, the school is required to consider 
the request. If the school decides not to amend the record in accordance with the 
student's request, the school must inform the student of the right to a hearing on the 
matter. If, as a result of the hearing, the school still decides not to amend the record, the 
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student has the right to insert a statement in the record setting forth his or her views. That 
statement must be maintained with the record for as long as the record is maintained. 

This right is not unlimited. however, and a school is not required by FERPA to afford a 
student the right to seek to change substantive decisions made by school officials, such as 
grades or other evaluations of a student This fact is indicated in the legislative history of 
FERP A. The primary source of legislative history regarding FERP A is contained in the 
'Joint Statement in Explanation of BuekJeylPell Amendment," Volume"\20 nf the 
Congressional Record, pages 39862-39866. The Joint Statement states that FERPA was 
"not intended to overturn established standards and procedures for the challenge of 
substantive decisions made by an educational institution." (Emphasis added.) FERF A 
was intended to require only that educational agencies and institutions confonn to fair 
recordkeeping practices and not to override the accepted standards and procedures for 
making academic assessments, disciplinary rulings, or placement detennioations. Thus, 
while FERP A affords students the right to seek to amend education records which 
contain inaccurate iofonnatioD, this right carmol be used to challenge a grade or an 
individual' s opinion, unless the grade or the opiniol). has been inaccurately recorded.. 

As I explained to you in our March 2006 conversation, this Office investigates those 
timely complaints that contain specific allegations of fact giving reasonable cause to 
believe that a school has violated FERP A. As I further stated in our discussion and 
above, you may not seek to amend a grade under FERPA. Thus, if you are seeking to 
amend a grade under FERP A, there is no basis for this Office to further assist you. 

However, you indicated that you had additional evidence regarding the University 
allegedly violating your rights under FERP A that you wanted to share with this Office. I 
explained,that as a part of the complaint process, we provide a school with such evidence 
to support an allegation of a violation, and we request that the school evaluate the 
evidence and provide us with a timely response. I also explained that the stronger the 
FERP A evidence you provide to this office, the more likely the office would be to 
provide a fair and complete fmding relative to FERP A. I also infonned you that your 
case manager is Mr. Ricky Nonnent of my staff, and that he has already mailed you a 
complaint form. I suggest you use the complaint fonn to provide this Offi~ with any 
additional evidence which you have not previously provided. I also asked for you to use 
Mr. Nonnent as your primary contact to ensure your case gets a comprehensive review, 
and you agreed. 
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I trust that the above information is helpful in explaining the scope and limitations of 
FERPA as it relates to your coocem. We await any additional evidence that you wish to 
provide to this office to support your aJlegation. 

Sincerely, 

Paul Gamill 
Director 
Family Policy Compliance Office 



) 

(b)(b) 

MAR 18 2009 

Dear ,-1"'_--, 
Please be advised that we have received your letters, dated June 1,2008, January 10,2009, and 
February 16, 2009, regarding the Family Educational Rights and Privacy Act (FERPA). You 
state that you wish to amend your previous FERP A complaint against ther' i , I 
I"i) l(University), alleging that the University disclosed infonnation from your education 
records to the media You enclosed a copy ofaDallasNews.com article, dated April 17, 2008, to 
support your allegation. 

White the article states that you are in the Beaumont Federal Correctional Institution "for making 
threats at ther" l" you did not provide evidence to support your 
allegation that a improper disclosure of information from your education records was made by 
the University to the media Rather, you state that because a campus law enforcement unit report 
about your threats was disclosed to the dean of students' office, it was a violation ofFERP A to 
also release the report to the media. This allegation does not have merit because a law 
enforcement unit record does not lose its status as a "law enforcement unit record" if it is 
disclosed to school officials. Thus, a law enforcement unit record may be shared with school 
officials, as well as with the media Furthermore, the fact that you are incarcerated for making 
threats at the University is a matter of public record and this Office will not be investigating your 
allegation. 

With regard to your statement in two of your letters that this Office "did not withhold all Federal 
funds as required by law," please note that FERPA does not require that all Federal funds be 
withheld. In fact, FERP A requires that this Office work with the educational agency or 
institution to bring them into compliance with FERP A before taking any enforcement measures. 

I trust this adequately explains the scope and limitations of FERP A as it relate~ to your concerns. 

Sincerely, 

Paul Gammill 
Director 
Family Policy Compliance Office 
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This is in response to your letter dated February 24, 2009, in which you allege that your rights 
under the Family Educational Rights and Privacy Act (FERP A) have been violated. You did not 
enclose the two letters that you referenced wherein you asked that your children's school district 
send you copies of their education records. Nonetheless, you allege that the district refused your 
request. This Office administers FERP A which pertains to education records. 

FERPA is a Federal law that gives parents, custodial and noncustodial alike, the right to inspect 
and review their children's education_ records, unless the school has evidence that there is a court 
order or State law which specifically provides to the contrary. A school may aSk for legal 
certification denoting parenthood, such as a birth certificate or court order, from the parent 
requesting access. Enclosed is a FERP A fact sheet on the rights of noncustodial parents. 

FERPA requires that schools comply with a parent's request for access to his or her children's 
education records within 45 days of receipt of the request. A school is not required by FERPA to 
provide copies of education records to a parent unless a failure to do so would effectively prevent 
the parent from exercising the right to inspect and review the records. For example~ a school 
could be required to provide copi~ or make other arrangements, if the parent does not live 
within commuting distance of the school. 

Because it appears that you are seeking copies of your children's education records, and you 
have not indicated that the district is denying you the opportunity to inspect and review the 
records, no basis exists on which to consider yow FERP A allegation. If you require further 
assistance, you may contact this Office again. 

Sincerely. 

Paul Gammill 
Director 
Family Policy Compliance Office 
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This responds to your Februmy 26, 2009, email you sent to Secretary Duncan in which 
you appear to allege that rights afforded you under the Family Educational Rights and 
Privacy Act (FERPA) were violated at schools where your child attends or attended. 
Specifically. you state that schools have failed to include your name on their emergency 
contact fonn and have failed to include your child's complete name in their registration 
foans, You also state that your child's school has failed to invite you to a school event. 
Your letter was forwarded to this Office for response because, as you know, we 
administer the Family Educational Rights and Privacy Act (FERPA). 

FERPA is a Federal law that gives parents the right to have access to their minor 
children's education records, the right to seek to have the records amended, and the right 
to have some control over the disclosure of information from the records. The term 
l1education records" is defined as those records that contain information directly related to 
a student and which are maintained by an educational agency or institution or by a party 
acting for the agency or institution. Enclosed is a copy of a FERP A guidance document 
for parents. 

Under FERPA, a school must provide a parent with an opportunity to inspect and review 
his or her child's education records within 45 days of the receipt of a request. A school is 
required to either provide a parent with copies or make other arrangements of their 
child's education records when a failure to do so would effectively prevent the parent 
from obtaining access to the records. A case in point would be a situation in which the 
parent does not live within commuting distance of the school. It appears that you live 
within commuting distance to your child's schools and it they would be required to 
provide you the oppoctwtity to inspect and review your daughter's education records, 
though they would be pennitted to provide you with copies or make other arrangements. 

While a school is required to comply within 45 days with each individnal request for 
access, a school is not required by FERP A to honor standing requests, to provide 
immediate access to records. or to send out grades to parents at the end of marking 
periods. Additionally, FERP A would not require a school to provide parents documents 
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such as school calendars, updates, or notices of parent/teacher conferences because such 
docwnents do not generally contain information that is directly related to jndividual students. 
Also, schools are not required by FERP A to pennit parents to attend parent/teacher conferences 
or community events and such decisions are made at the local school level. 

You also state that schools where your child attends or atteoded do not include the child's 
complete name and do not include your name on the emergency contact cards. FERP A does not 
require schools to create or maintain education records, or to re-create lost or destroyed 
education records. Additionally, FERP A does not require a school to keep education records in 
any particular manner, so long as the records are treated consistent with FERP A. Accordingly, 
the issues you raise regarding a school's inclusion of yOW' child's complete name and inclusion 
of your name on the school's emergency contact card are Dot addressed at the Federal level and 
may be addressed directly with your child's schools. 

This Office does not address issues pertaining to allegations of discrimination or school 
employee conduct. Issues regarding discrirriination as you raise them may be addressed by 
writing to the following Office at: 

New York Office 
Office for Civil Rights 
U.S. Department of Education 
32 Old Slip, 26th Floor 
New York, NY 10005-2500 

I trust this information is helpful in explaining tha scope and limitations of FERP A as it relates to 
your concerns. 

Enclosure 

Sincerely, 

Paul Gammill 
Director 
Family Policy Compliance Office 
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This is in response to your September 16. 2008, letter to this Office in which you appear 
to b. seeking to have a grade on your transcript amended. You believe that this grade 
caused the College to disqualify you from further attendance at the College in the fall of 
2005. This Office administers the Family Educational Rights and Privacy Act (FERPA) 
which addresses issues that pertain to education records. 

FERPA is a Federal Law that gives eligible students the right to have access to their 
education records. the right to seek to have the records amended, and the right to have 
some control over the disclosure of information from the records. The tenn "education 
records" means those records that are directly related to a student and maintained by an 
educational agency or institution or by a party acting for the agency or institution. 
Enclosed for your information are a FERP A fact sheet and guidance document. 

Under FERP A, a student has the right to request that inaccurate or misleading 
information in his or her education records be amended. WhiJe a school is not required to 
amend education records in accordance with a student's request, the school is required to 
consider the request If the school decides not to amend the record in accordance 'With 
the student's reques~ the school must inform the student of the right to a hearing on the 
matter. If, as a result of the hearing, the school still decides not to: amend the record, the 
student has the right to insert a statement in the record setting forth his or her views. That 
statement must be maintained with the record for as long as the record is maintained. 

However, while the amendment procedure may be used to challenge facts that are 
inaccurately recorded. it may not be used to challenge a grade, an opinion, .or a 
substantive decision made by a school about a student. The FERPA amendment 
procedure is intended to require only that educational agencies and institutions conform 
to fair recordkeeping practices and not to override the accepted standa,r4s ·and procedures 
for making academic assessments. 

You may not use the FERP A amendment procedure to seek to amend your grade on the 
transcript; nor may you use it to overturn the substantive decision to disqualify you from 
further attendance at the ColJege. As such, there is no basis for this Office to assist you 
regarding your concern. 
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I trust that the above information is helpful in explaining the scope and limitations of 
FERP A as it relates to your concerns. 

Enclosure 

Sincerely, 

Ricky C. Norment 
Program Analyst 
Family Policy Compliance Office 


