U.S. Department of Justice

Civil Division

Washingion, DC 20530

May 31,2012

Ginger McCall, Esq.

Marc Rotenberg, Esq.

John Verdi, Esq.

Etectronic Privacy Information Center (EPIC)
1718 Connecticut Ave NW

Suite 200

Washington, DC 20009

Re: EPIC v. DHS
Civil Action & 11-¢v-02261 (JDB)

Dear Ms. McCall:

This is the third interim response to your Freedom of Information Act (FOLA) request to the
Department of Homeland Security (DFHS), dated April 12, 2011, Enclosed please find 213 pages of
responsive documents, of which 56 pages are litigation materials relating to a relevant FOIA request made
by the Electronic Frontier Foundation. These documents are from the United States Secret Service.

If you have any questions, please do not hesitate to contact me,
Sincef

Jean-Michel Voltaire

Trial Attorney

U.S. Department of Justice

Civil Division, Federal Programs Branch
20 Massachusetts Avenue, NW
Washington, DC 20530

Tel.: 202-616-8211

Fax: 202-616-8460

Email: jean.michel.voltairef@usdoj.gov

Enclosure(s):

cc: Donna Lewis
DHS Attorney Advisor
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General Information

Purpose

This diseclive defines the responsibilities of Sscret Service smployees with respect to the appropriate use of
the Internel and the services it provides.

Scope

This directive applios to all Sacret Service faclities and computer systems, regardiess of location; and to al
Secret Service personne, inciuding contract personnel employed by the Secret Sesvice.

Definition of Terms -

Firewall - A combinalion of computer hardware and software that screens incoming data (n order to guard
sgoinst unsuthorized system intrusion.

internet - Tha (nternet, or ‘Nat,' Is a public global network. Originally developed to link computer sysiems
within the Department of Defense in the 1970s, the system was ister expanded by the Nations! Sclence
Foundation to inciude colieges, research insiftulions and other U.8. Government agencies. In 1891, the

of ths Worid Wids Web made the intemst esasily accessible 10 the ganaral public. Today, the
intemet is a broad collection of networks mostly run by large telscommunications companies.

Internet Service Provider (ISP) - A vendor who provides direct accoss 10 the intemet, usually for a {(ee. An
ISP normally provides is users @ Web Browser and an e-mail account.

Saecret Service Computers - For the purposes of (his Directive, a Secret Service computer (s defined as any
computer owned of [sssed by the Sscrel Service (regardiess of location), or eny other computar being used
for Secret Service business.

Stand Alane Computer - A computer thal is not connected 1o any Secret Sesvice information system and
which would not require the transfarence of data from this computer to other Secret Service compulers. For
intemet use, the stand alons computer's datn storage devices must be devoid of Sacrel Service date.

RIF
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Wab Browser - A Web browser/browser (s a scftwere tool used 1o locale and view date in a standardized
graphical formet on the WWW (e.g., Netscape Navigstor).

World Wide Web (WWW) -The WWW or ‘Web' is 8 portion of the information avallable on the intemet and

consists of an electronic collaction of Aocuments stored on computers woridwide. The Web is noted for its
graphics (photos, colora, etc.) and hyperiinks (sliow users to jump quickly from one documaent to anather).

Responsibilities

OFFICE OF PROTECTIVE RESEARCH - Information Resources Msnagement Divigion (IRM) - IRM controls
connections to the Intemet, and manages ail services associated with the intemat.

ASSISTANT DIRECTORS/CHIEF COUNSEL - Assisiani Direciors or the Chisf Counsel has ultimate suthority
to grant or deny empioyee actuss 10 the Intemst. '

ASSISTANT DIRECTOR (INV, OPR) - The appropriats Assistant Director (INV, OPR) will review and approve
on o casa by case basis all requests for intemet sccess/use o support ongoing investigations,

OFFICE SUPERVISORS . Offics supsrvisors may imit or rovoke the privilege for thelr smpioyees to
Seciet Service equipment to access the Intemet for personsl nowoovupnmc:g. usege. vee

OFFICE SECURITY REPRESENTATIVE (O8R) - Tho OSRs within esch cffice are responsibie for

coondinaling computer security issues with IRM (nformation Security (INFOSEC) personnel.
responsible for insialing and updating ant-virus software on all eompul‘u conmc{od to the htu?:.m -

Authorization

All Secret Service employses have access (o the Internet through the Secrat Service Networie

Internet Connectivity

The Secrai Service Network Is equipped with safeguards, such as firewslls and intrusion detection

i o by o i e ot & i by e b i
(v} L] , Uniess 8

connect o v orvice peciiicelly authorized in accordance

Tha information Resources Management Division (IRM) controis the connections to the intemet. R is the only

entity which may connect (or direct the connection of) Secret Service equipment to the intemet service.
IRM approved “connectivity” software may be utilized. saulp Only

RIF
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Anthvirus software must ba inglalled, updated and aclivaied in @ny computer connected o the Intemet, in
amm:;ce with policy in this manual regarding Baseline Securlty Controls for Personal Computsr Virus
Protection.

Personal and Inappropriate Uses

Sacrel Service employees are permitied limited use of Secret Service equipment to access the internet fw
personal nasds.

Employees are expecied 10 conduct themseives professionally in the workplace and to refrain from using
government offica equipmant for ectivities thet are inappropriate.

Employses sre expecied {0 refer |o directive Human Resources and Training Manual section PER-05(10),

“Use of Govemnment Systems,” for information regarding personal uss, privacy, priviiege, empioyoe
non-work time, inappropriate personsl uses, ar't: nnct’lcm for mhu::o?omw o

Investigative Use ° Y

Criminal investigations thet invoive Inlernel technology currently fall into two broad categories:
- Threets sgainat Secret Service protectees.

- Violations of THle 18 USC Seclion 1030 (Fraud and Related Aclivity In Connection with Computers), and
relaled sistuies. (Sse “section CFi-03, Computer Fraud Investigations Manual.”)

Requesis for Intemat access/use 1o supporl ongoing investigations will be reviewed by the appropria
Assistant Director (INV, OPR), and spproved on a csse byuu& basis. i *

Parsonnel uliiizing the Intemel for investigative purposes are reminded that the sccess of an Inlsmet ske
leaves an “slectronio footprint,” which can generally be used to [dentify the intamst address of the entity
accessing the site. Therefore, ail Inlemet accesses {or investigstive use will utllize 'stand-alone’ computers
thst use anenymous accounts from an ISP,

T:;Io Eleﬁglmmu S&u.l'al A?‘em Program ‘("E:“:SAP) in Finencial Crimes Division is avallsbie 1o assist field
offices intem vesligations, as as the selzure and forensic processi
sncounlered during invastigations. P "9 of compulers

Many law enforcemant organizations have esiablished Home Pages, which sliow for the exchenge of

investigaiive information via Intemst o-mall. Intemet 6-mall is not secure. Dus to the possibity of
intercaption, sensliive investigative information or data should not be transmitted via Intemet e-mall.

RIF
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Disclosure

Executive Branch empioyess do nol have 8 right or expeciation of privacy while using any govemment office
equipment at any time, including sccessing the intemet, using e-mail, or for imited personsl use. To the
exient that employess wish that their private aciivilies remain private, they should avoid using en Agency’s
office equipmant, such as thalr computer, the internst, or e-mal “for personsl use.® By using govemnment
?uff.l:o squipment, executive branch employees [mply their consent to disclosing the contents of any encrypled

Byusing (his office equipment, consent 10 monitoring and recording is implied with or without cause, including
(but not limited 10) accassing the Internet, using e-mail, or for imHed persons! use. Any use of govemment
communicstions resources is made with the understending thet such use is generally not secure end Is not

anonymous.

All e-mall massages (snd other electronic detabass informaticn) as defined in Federal Law, are govemnment
records. Electronic communicalions may be discicsed within an Agency o empioyees who have 8 need to
know In the performance of their duties. Agency officisia, such as system managers snd superviscrs, may
access any elecUonic communications for work-relsted purposss. Electronic communicstions may only be
disciosed externaly in sccordance with applicable law or regulations.

RIF
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USSS RECORDS DISPOSITION
SCHEDULES ASSOCIATED WITH
PROTECTIVE RESEARCH

This section includes the following disposition schedules:

e Appendix 1 Records Disposition Schedule for the Protective Intelligence and
Assassment Division
. Appendix 2 Records Disposltion Schedule for Land Moblle Radlo (LMR)

Transmisslons Recording(s)




Manual : Professional Responsiblliity Section : MNO-07(10)
RO : MNO Dato  : 04/23/2008

Appendix 1: Records Disposition Schedule for the
Protective Intelligence and Assessment Division

This schedule covers the records for the Protective Intelligence and Assessment Division maintained at
the Service's Headquarters and the duplicate files maintained in the field.

Protective Intelligence Case Files
ITEM NO.
1. Criminal and Non-Criminal
intelligence investigations of persons, groups or arganizations that involve, or could involve, the use of
threats, force, or violence to attempt assassination or otherwise harm protectees. Contains original
investigative reports received from fleld offices of the Secret Service, correspondence with law
enforcement and Intelligence agencles. Includes photos, handwriting, personal history, statements of
suspects, court documents, reports, completed forms, teletypes, and similar documents.
a. Sample Case Flles Selected for Permanent Preservation
Unique or significant case flles selected by éecret Service management for permanent preservation
because of potential histarical or archival value. Following are some examples of general criteria that
will be used In selecting and earmarking such files for eventual offering to the National Archives:
(1) The case established a precedent for significanily changing Secret Service policy or procedure.
(2) The case was the subject of extensive litigation.
(3) The case received widespread attention from the news media.

(4) The case was reviewed at length in the publication of the agency such as the Annual Report
. to Congress of the Secretary of the Treasury.

Authorized Disposition:

Permanent. Offer to the National Archives 20 years from the date of closing of the case.
{NC1-87-88-1)

b. All Other Case Files
Judicial Cases.

Authorized Digposition;

Destroy 20 years from date of last action. (NC-1-87-76-3 #32)
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Non-Judiclal Cases

Authorized Disposition:

Destroy 5 years afier case becomes inactive. (NC-1-87-78-3 #34)

Case flles containing electronic survelllance records.

Authorized Disposition:

Destroy a minimum of 10 years after case is closed. (NC-1-87-76-3 #30, #31)
Field Office judicial and non-judicial cases.

Authorized Disposition:

Destroy 30 days from closing date of case. At discretion of SAIC files may be
retalned two years then destroyed. (NC-1-87-76-3 #33, #35).

Cases made for other districts.
Authorized Disposition:
Destroy 30 days from closing date. (NC-1-87-76-3 #28D)

PICS Computer file containing descriptive information of the subject and synopsis of
the case.

Authorized Disposition:

Delete record for each case three years following destruction of related paper case
file. (NC-1-87-88-1)

Secret Service Restriction for Access to Permanent Records. Documents less than 50 years
old will be made available only to authorized representatives of Government as a result of a
written request and as authorized by the Assistant Director, Office of Protective Research, U.
S. Secret Service. Such documents may not otherwise be published or Specified by the
Director, U.S. Secret Service.

2. Protective Intelligence Administrative Files

Proteclive Intelligence - General Files. Documentation of administrative actions involving all
phases of protective intelligence work such as mail consents, press index, intelligence reports
received from other agencies for which no action is taken by the receiving office, internal
protective intelligence investigative procedures, name check reports and similar racords
which clearly do not fit under item {1 and are not specified elsewhere. Consists of carbon
coplies as well as original materials.
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Protective Intelligence and Assessment Division
Authorized Disposition:
Review and purge when SAIC determines material is no longer neaded for administrative
purposes.
(N1-87-88-1)
Field Office
Authorized Disposition:
Cut off at the end of ihe month. Destroy 30 days after cut off. At the discretion of the
SAIC, files may be retained two years, then destroyed. (N1-87-88-1)

3. Protective Intelligence Summary File. Contains internal teletypes providing summary

information for particular intelligence situations.

Protective Intelligence and Assessment Division

Authorized Disposition:

Destroy After 10 years old. (N1-87-88-1)

Field Office

Authorized Disposition:

Cut off at the end of the calendar year then destroy. (N1-87-88-1)

4, Protective Intelligence Research Files. Consists of internal and external studies,
proposals, and contracts pertaining to behavioral sciences research on assessmenls of
dangerous prediction of violence and development of research models relating 1o the agency
protective function. Reports are prepared by agency staff or by private organizations or
individuals under contract to Secret Service. Reports are sensitive, some classified.

Research conducted directly by Secret Service.

Authorized Disposition:

Permanent. Transfer to Secret Service storage area five years after completion of research.,
When 20 years old, transfer to permanent custody of Natlonal Archives. (N1-87-88-1)

Research conducted by outside coniractors.

Destruction Not Authorized

S. Protective Intelligence Research Correspondence. Files dealing with the administrative
aspects of research. Documentation pertains to awarding of contracts, procurement of
services, supplies, and professional Issues related to research.
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Research conducted directly by Secret Service.
Authorized Disposition:

Permanent. Transfer to Sacret Service storage area five years after completion of research.
When 20 years old, transfer to permanent custody of National Archives. (N1-87-88-1)

Research conducted by outside contractors.

Destruction Not Authorized

6. Protactive Intelligence and Assessment Division's Trip Files
Contalns internal reports pertaining to each trip/visit for each person protected by the Secret
Service. Reports contain sensitive, some classified, operational and Intelligence Information
such as nolification teletypes to fleld offices, advance survey reports, instructions to agents,
preliminary, interim and final Intelligence reports. May include anonymous or vague
allegations cr threat infermation that warrant making inquiry but not of such a nature to justify
case investigation. May also Include intelligence data which may prove useful In future trips.
Trip files for domestic travel no longer needed for intelligence purposes.
Authorized Disposition:
Destroy when five years old. (N1-87-88-2)
Trip files for foreign travel no longer needed for Intelligence purposes.
Authorized Disposition:
Destroy when 10 years old. (N1-87-88-2)
Trip files having tong-term Intelligence value.
Authorized Dlsposlilon:
Destroy when no longer needed for administrative purposes. (N1-87-88-2)
Field Office files.
Authorized Disposition:

Cut off al the end of each calendar year. Destroy when no longer needed for administrative
and/or reference use, not to exceed five years, (N1-87-88-2)

7. Freedom of Information Request/Appeal
Electronic records and files that are the object of a request/appeal under the Freedom of
Information Act (FOIA).
RIF
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Authorized Disposition:
Maintain for six years from the date of release/denial of information. (GRS 14)
Non-FOIA Lawsuits/Appeals

All physical files and/or electronic records which are the object of a non-FOIA lawsult/appeal
naming the Secret Service as a defendant.

Authorized Disposition:

Maintain for six years from the date of completion of the legal process. (GRS 14)
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Appendix 2: Records Disposition Schedule for Land
Mobile Radio (LMR) Transmissions Recording(s)

This schedule covers Land Mobile Radio (LMR) lransmissions recordings of routine protective radio
transmisslons over multiple frequencles between the Command Post and agents, and support services
such as local policy during Presidential and Vice Presidential trips.

Item No. Description of Record Authorized Disposition

1. Land Moblle Radlo (LMR) Volce TEMPORARY
Transmission Recordings. Recordings of IRM will retain original transmisslon
routine protective radio transmisslons over (official record copy) data recordings for

multiple frequencles between the Command 30 days; destroy by burning or by
Posl and agents and support services such as  overwriting the storage madia on the
local police during Presidential and Vice- 31* day after the date of the recording.
Presidential trips. Media used to racord these However, when a recording is affected
transmissions may be optical disk hard drives by a particular case, significant event,
or equivalent hard drive technology, standard  pending or current litigation, or special
cassette tapes, magnetic tapes, compact disc  requests, the recording should be
(CDs), digital video disks (DVD) or other disposed of in accordance with
disposable electronic media. The Office of - appropriate autharization.

Protective Research, Information Resources  (N1-87-08-1)

Management Division (IRM), is respansible for

the recelpt of radio transmission dala via the

White House Communications Agency

(WHCA) and/or the Communications

Management and Control Activity (CMCA)

under provisions of Public Law 94-524. The

initial recording of radio transmissions by IRM i
is considered the official record copy.

Note: If a request is made for a copy of the
digital file within the 30-day cycle, the
following praocess will take place. If legally
acceptable, an IRM technician will run a digital
signature hashing program against each
requested file. The copied file and
documentation concerning the hash
comparison will be stored in IRM in .
compllance with legal and MNO policies. This
procedure safeguards against tampering with
these recordings.
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item No. Description of Record Authorized Disposition

Unusuat incldents/Significant
Events - Recordings related to
significant events, which occurred in
the course of protection travael.

. Pending or Current Litigation -
Recordings affected by pending or
current litigation.

Special Requests - Recordings
requesied by the President, Congress,
National Archives and Records
Administration, or similar authority, and
until otherwise directed.

. Case Flies - Recordings related to a
case.

. All Other Offices - Requested copies
of recordings. The business

owner will notify IRM when recordings
are affected by a particular case,
significant event, pending or current
litigation, and special requests.

PERMANENT

Retain as permanent and transfer to the
National Archives and Records
Administration with files according to
applicable disposition Instructions.
(N1-87-06-1)

TEMPORARY
Retain until litigation is resolved.
{N1-87-08-1)

TEMPORARY

Destroy when no longer needed for agency
business.

(N1-87-06-1)

TEMPORARY

Retain according to the appropriate
disposition authorization of that case.
(N1-87-06-1)

TEMPORARY

IRM will retain officlal record copy of
recordings. Destroy recordings 30 days
from the dale the transmission was
originally recorded. On the 31% day after
the data was recorded, destroy by burning.
Howasver, when recordings are affected by
a particular case, significant event, pending
or current litigation, or special requests, the
recordings should be disposed of in
accordance with appropriate authorization.
(N1-87-08-1)
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Subject: Introduction

To: Al Supervisors and All Manual Holders of the _Intexrception and Recording of
i Oral i E1 ic C i cat i M ]

Filing Instructions:

e Remove and destroy pages 7 and 8 of Chapter 1, dated
03/01/2006, and replace with the attached revised pages.

o File this Policy Memorandum in front of this section.
» These materials are to be reproduced locally for all holders of

the Interception and Recording of Wire, Oral and Electronic
Communications Manual.

« This directive is in effect until superseded.

Impact Statement: This directive restores previously deleted material
under the heading of "Security of Non-Telephone Consensual and Non-
Consensual Intercept Equipment” with regards to the ledger book.

Mandatory Review: The Responsible Office will review all policy
contained in this section in its entirety by or before March 2009.

Questions regarding this policy should be directed to the
Investigative Support Division at 202-406-5773.

@\h N

. Brian K. Nagel.
\AD - Investigations

DCP#: WIM 2006-3
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INTRODUCTION

The purpose of this manual Is to outline the legal and administrative procedures which must be followed when
conducting either consensual or non-consensual Interceptions of wire, oral, or electronic communications; or
when utilizing pen reglsters, vehicie locator systems (VLS), telephone traps and traces; or when requesting
governmental access to stored electronlc communications.

In addition to the Fourth Amendment of the Constitution, there are a number of statutes and executive orders
which govern the conduct of interceptions of wire, oral or electronic communications, both consensual and
non-consensual, '

The procedures used to conduct these interceptions are based upon procedures established by the Criminal
Division of the Department of Justice pursuant to Title 18, United States Code, Sections 2510 to 2522; Title
18 Sections 2701 to 2712; Tille 18 Sections 3121 to 3127 (Title I, il and Il of the Omnibus Crime Control and
Safe Streets Act of 1968, as amended by the Electronic Communicatlons Privacy Act of 1886 (ECPA); the
Communications Assistance for Law Enforcement Act of 1894 (CALEA), the Antiterrorism and Effective Death
Penalty Act of 1998 (Antiterorism Act}), the USA-Patriot Act of 2001, and The Homeland Securlty Act of 2002.

Although this Service may conduct interceptions pursuant to any of the aforementioned laws and regulations,
the overwhelming majority of interceptions are conducted pursuant to the provisions of Title |, I, and Iil of the
Electronic Communications Privacy Act of 1986. Since the other statutes are so dlverse and so infrequently
used by this Service, they are not addressed in this manual. '

All requests for authorization of communication Interceptions which are subject to provisions of statutes other
than those Incorporated in the Electronic Communications Privacy Act of 1886, should be directed to the
Intelligence Division. The Intelligence Divislon, in conjunciton with the Investigative Support Division, will
coordinate the conduct of the Interception and ensure all statistical and record keeping functions are
accomplished.

All of the guldellnes contalned in this manual have been designed to assure strict adherence to the laws and
rules that govern the use of these types of interceptions. It is the philosophy of the Secret Service that it is
preferable to err on the side of caution rather than risk any inadverient violation of law or established
procedure when conducting such interceptions.

Overview of the Electronic Communications Privacy Act of 1986
(Public Law No. 99-508)

This act is divided into three separate, but closely related titles: Title | - Interception of Communications and
Related Matters; Title Il - Stored Wire and Electronic Communications and Transactional Records Access;
and Tille Il - Pen Registers and Trap and Trace Devices. The policles and procedures incorporated under
this act became effactive on January 20, 1987,

Since the act includes provisions for both civil and criminal penaities, all offices contemplating the use of

investigative techniques covered under the act are cautioned to consult with the appropriate Office of the
United States Attomey prior to Implementation.
l‘ﬁ‘#‘"“‘"'l
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Definitions and Explanations

Department of Justice: For the purpose of this manual, Department of Justice refers to the Office of
Enforcement Operations, DOJ, Washington, D. C.

Wire Communications: The definition of "wire communication" means any “aural transfers” made In whola

or in part through the use of facilities for the transmission of communication by the ald of wire, cable or other

like connection between the point of origin and the point of reception as defined in 18 U.S.C. 2510 (1). Wire

?ognxx)nfcatlons are specifically excluded from the definition of electrenic communications, 18 U.S.C. 2510
12) (A).

Oral Communication: 18 U.S.C. 2510 (2) deflnes oral communication as any oral communication uttered
by a person exhibiting an expectation that such communication is not subject to Interceptions under
circumstances Justifying such expectation.

Oral communication, as defined, is specifically excluded from the definition of electronic communication.

Intercept: 18 U.S.C. 2510 (4) deflnes intercept as the aural or other acqulsition of the contents of any wire,
electronic or oral communication through the use of any electronic, mechanical or other device.

The “or other” was added to accommodate the non-aural acquisltion of electronic communications.

Electronic Communication: 18 U.S.C. 2510 (12) defines "electronic communication" as any transfer of
signs, signals, writing, Images, sounds, data or Intelligence of any nature transmitted in whols or part by a
wire, slectromagnetic, photo electronic, or photo-optical system that affects interstate or forelgn commerce.

“Electronic communication” Is also speclfically defined to exclude a wire or oral communication. The effect
of the breadth of this definition is that any and all forms of electronic communications, unless specifically
exempted, are now subject to statutory provision, just as wire and oral communications have been since 1868,

Electronic, Mechanical or Other Device: 18 U.S.C. 2510 (6) defines elactronic, mechanical or other device
as any device or apparatus which can be used to intercept wire or oral communication other than (a) any
telephone or telegraph Instrument, equipment or facility, or any component thereof, (i) fumished to the
subscriber or user by a communications common carrier in the ordinary ceurse of its business; or (il) being
used by a communications common carrler in the ordinary course of Ite business, or by an investigative or law
enforcement officer in the ordinary course of his duties; (b) a hearing aid or similar device belng used to
correct subnormal hearing to not better than normal.

Video Surveillance

Vidso surveillance or use of closed clrcult television (CCTV) Is not regulated by Title ), but it Is frequently part
of an application for electronic survelllance. Whan there I8 a reasonable expectation of privacy In the place
to be videotaped, prior approval from an appropriale DOJ official and a court order Is required before such
video survelllance may be used in an Investigation. A court order and prior DOJ approval Is required unless
the survelilance is used to record events in public places or places where the public has unrestricted access,
and where the camara equipment can be installed In places to which investigators have lawful access.

-
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If a court order is required, the pleadings are to be based on Rule 41 of the Federal Rules of Criminal
Procedure and the All writs Act (28 U.S.C. Section 1651).

Exceptions

Because the definition of electronlc communication s so broad and all-inclusive, It became necessary to
provide exceptions. The exceptions dealt with forms of electronic communications that sither appeared
patently not to be deserving of privacy protection or where a policy decision was made by the Congress not
to include a specific form of electronic communication.

These exceptions appear In the legislation elther as exceptions as defined in 18 U.S.C. 2510 or as exceptions
to the seclion that penallzes certain activity as unlawful, 18 U.S.C. 2511. These exceptions are as follows:

1. Tone only paglng devices. it has been the position of the Department of Justice that intercepting
tone beeps or vibrations from a pager is not a search and, therefore, such interceptions raise no
Fourth Amendment implications; the current statute endorses this policy. By contrast, digital display
and voice paging devices are covered by the current statute (see Chapter IV of this manual).

2. Communications from tracking devices (beepers) placed in automobiles or packages to trace
thelr location. 18 U.8.C. 2610 (12) (C). These are specifically excluded from this legistation
because of the manner in which they function and the limited privacy implications related to their use.
This area is being left to case law development.

3. Pen reglsters, and trap and trace devices. These investigative tools qualify as electronic
communications as that term is broadly defined. Since the privacy Interests Involved are so limited
with these techniques, they have been excluded from the coverage of Tille | of the current statute.

4, 18 U.S.C. 2511 (2) (h) (i). Howaever, Title Il (Chapter 206, 18 U.S.C. 3121-3127, of the Federal
Criminal Law Handbook) of the statute specifically regulates these techniques. By and large this Title,
to be discussed in Chapter IV of this manual, merely codifies existing Department of Justice policy
and practices on pen registers/trap and trace devices.

5. Certain radio communications. The definition of electronlc communication is so broad that it
sweeps in all forms of radio communications. Thus, it was necessary for the statute to specifically
exclude various forms of radlo communications that patently should not be subject to protection from
intercaption such as electronic communicalions that are broadcast so as to be readily available to the
public (AM and FM radio station broadcasts), ship to shore general public type communications,
cilizen band radlo, general mobile radlo services and the like. Reference Is made to 18 U.S.C. 2511

(2) (9).
This subsectlon of the statute also contains other specific exceplions relating to interaction with the Federal
Communications Act ar where there i3 a necessity to service the system or locate interference. A review of
Chapter 118 of the Federal Criminal Code and Rules Is strongly recommended.

Reference Is made to pertinent sections relating to the conduct of electronic survelllance to be found in the
U.S. Attorney's Manual, Title 9, Chapter 7.

e s e s
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Title | - Interception of Communications and Related Matters

The 1886 statute defines and regulates three types of communications: (1) wire; (2) oral; and (3) electronlc
communications. The last type, in essence, Is any form of communication using electronics in which the
human volce Is not utilized. _

it should be noted that the act mandates little change in the substantive or procedural requirements for
obtaining an order to intercept a traditional wire or oral communication. In explaining the provisions of the act
and the provisions set forth in the administrative guldelines which apply to interceptions not specifically
provided for In the act (primarily Titles | and IN), Title | of the current act largely replaces Title il under the old
statute. Additional crimes have been added to the list of crimes enumerated in 18 U.S.C., Section 2516 for
which a wire or oral interception order can be obtained. These additional crimes Include the following, which
may Impact directly on this Service's operalions:

18 U.8.C. 1203 (hostage taking);
18 U.S.C. 1029 (fraud and related activity in connection with access devices);
18 U.S.C. 115 (threatening or retallating against a federal official) and;

18 U.S.C. 2511, 2512 (Interception and disclosure of certain communications and use of certain
Interception devices).

In addition, a subsection (18 U.S.C. 2516 (1) (1)) was added that authorizes interception to ascertain the
location of any fugltive from justice from an offense described In 18 U.S.C. 2516 (1). Section 2518 of Tille
18, which describes the procedure for Intercepting wire, oral, and now electronlc communlcations, remains
substantially the same under this law.

Title Il - Stored Wire and Electronic Communications and Transactional
Records Access

Title 1 of the act is designed to protect the privacy of stored electronic communications, either before such
a communication I8 transmitted to the reciplent or, if a copy of the message Is kept, after It is dellvered.

In developing the legislation, electronic communications were divided into two categories: (a) communications
during the transmission stage, and (b) communications in "storage.”

Electronic Storage is defined in 18 U.S.C. 2510 (17) as both any temporary, intermedlate storage of a wire
or electronic communication Incidental to the electronic transmission thereof and the storage of such
communication by an electronic communication service for purposes of backup protection of such
communication. There was general recognition that the interception of communications during the
transmission stage is more Intrusive than of those in storage, and accordingly, those communications were
given aimost the same protection as that provided for wire and oral communications.

Stored communications were likened to regular mail being handled by the Post Office. Under present day

standards, a search warrant would be required to intercept mall since it enjoys Fourth Amendment protection.
Congress uitimately decided that electronic mall In storage incldent to transmission should be accorded the

‘l'i'i’f"“"""]
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same protection. The same principle applies to "backup" copies made by the providers of electronic
communications services.

Therefore, Fourth Amendment type protection will be accorded to the stored data for the first 180 days,
requiring a search warrant under Rule 41 of the Federal Rutes of Criminal Procedure for govemment access.
After the 180 day period expires, any records still retalned would revert to the status of third party records and
would be available by administrative or grand jury subpoena, a court order, or warrant. The most important
provisions of Title Il are the following:

Unlawful Access to Stored Communications

18 U.S.C. 2701 makes It an offense to (a) intentionally access, without authorization, a facllity through which
an electronic communication service Is provided; or (b) Intentionally excesd the authorization of such facility;
and as a resull of this conduct, obtaln, aiter, or prevent authorized access to a wire or electronic
communication while it is in elactronic storage In such e system.

This provision is Intended to address the increasing problem of both unauthorized "computer hackers” and
corporate spies who dellberately gain access to, and sometimes tamper with, electronic cammunications that
are not avallable to the public. The pravision is not Intended to criminalize access to "electronic bulletin
boards,” which are generally open to the public so that interested persons may communicate on speclfic
topics.

In addition, a communication will be found to be readily accessible to the general public if the telephone
number of the system and other means of access are widely known, and if a person does not, in the course
of gaining access, encounter any wamings, encryptions, password requests, or other indicla of intended
privacy.

Disclosure of the Contents of a Stored Communication

18 U.S.C. 2702 (a) generally prohibits the provider of a wire or electronic communication service from
knowingly divulging the contenis of any communicaticn while In electronic storage by that service to any
person other than the addressee or intended reciplent of the communication. The originator, addressee, or
intended recipient can give lawful consent to divulge the content of the communication.

18 U.S.C. 2702 (b) provides eight distinct exceptions that modify the general prohibitions against disclosure
contalned in 2702 (a). (See Chapter 5 for further explanation.) The eight exceptions allow disclosures to a
law enforcement agency, if tha contents were:

(a) inadvertently obtained by the service provider; and

(b) Appear to pertaln to the commission of a crime.

Simitarly, 18 U.S.C. 2511 (3), as amended, prohibits such a provider from divulging the contents of a
communication while it is in the transmission stage.

o
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Requirements for Governmental Access to Stored Communications

18 U.S.C. 2703 provides that a governmental entity may only obtaln access {0 the contents of an electronic
communication that has been in storage for 180 days or less pursuant to a search wamant. If the message
has been stored for mora than 180 days, the government can obtain the information by a variety of procedures
including a search warrant, grand jury subpoena, adminlstrative subpcena, or a court order, depending on the
type of notification the government wishes to provide.

18 U.S.C. 2703 (b) relates specifically to records held In remote computing systems and such records that
are not mentioned anywhere In 18 U.S.C. 2703 (a).

Procedures for Access to Transactional Information Including Telephone
Records

18 U.S.C. 2703 (c) sets forth the rules under which the government may obtain access to lransactional
records with or without the consent of the subscriber. These are records that pertain o the subscriber 1o, or
customer of, an electronlc communication service or remote computing service and which do not Involve the
contents of a communication. It should be noted that transactional records include toll racords. The
government will be able fo obtain such transactional racords by grand Jury subpoena, administrative
subpoena, search warrant, or court order based upon a finding of relevancy.

Backup Preservation of Information in Storage

18 U.S.C. 2704 sets forth the procedures that apply to backup copy preservation. This is the provision that
will permit law enforcement officlals to have a copy mads, in the nature of a picture of the records that exist
on a given day, of records of illegal activities in which a computer storage or remote processing firm is utflized
In the criminal activity.

Delayed Notice

18 U.S.C. 2705 describes the circumstances under which the governmant may delay notification to the
customer or subscriber.

Title lll - Pen Register and Trap and Trace Devices

Chapter 206 (18 U.S.C. Section 3121 to Section 3127) of the Federal Criminal Law Handbook covers Title
il of the Electronic Communications Privacy Act of 1988. The Title begins with a general prohibition against
the use of a pen register or a trap and trace device without first obtaining a court arder pursuant to 18 U.S.C.
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3123 or the Forelgn Intelligence Survelllance Act of 1978 (60 U.S.C. 1801 el seq.). This chapter, in essence,
codifies the existing Depariment of Justice policy of obtaining a court order to authorize the installation of a
pen register or a trap and trace device, and sets forth the procedure for seeking such an order.

NOTE: Under the provisions of the USA PATRIOT Act of 2001, the analysis remains unchanged with
respect to the Fourth Amendment and the wiretap statute. However, substantial amendments to the
definition of “Pen Register” and "Trap and Trace Device" alter the applicabllity of the pen/trap statute.

Title |, Il and Ill (General)

A review of Chapters 119, 121, and 206 of the Fedaral Criminal Law Handbook Is strongly recommended.
Further reference is made to pertinent sections relating 10 the conduct of electronic survelllance to be found
In the U.S. Attorney's Manual, Title 8, Chapter 7.

Communications Assistance for Law Enforcement Act (CALEA)

In October 1994, at the request of the nation's law enforcement community, Congress enacled the
Communications Assistance for Law Enforcement Act, or CALEA. The CALEA clarified the scope of a
telecommunications carrier's duly in effecting lawfully-authorized electronic surveillance and addressed
previous deflciencles in the Electronic Communicatlons Privacy Act. The CALEA requires telecommunications
carrlers to modify the design of lheir equipment, facilities, and services to ensure that lawfully-authorized
electronic surveillance can actually be performed.

Security of Non-Telephone Consensual and Non-Consensual Intercept
Equipment

Due to the sensitivity of this type of equipment, it must be centrally located In one safe within each office or
In a properly secured vaull rcom within the office. In most cases, non-consensual equipment will be
maintained within the Technical Security Division (TSD).

General access to the equipment should be limited to a minimum number of Individuals, preferably
supervisors, elther by the squad supervisor, or in offices where assigned, the Physica! Security Specialist, who
are assigned to maintaln, check out, check In, and secure the equipment. The record-keeping system
controlling the use of the aquipment must ulllize a bound ledger book for this purpose.

The ledge book should be prepared with columns reflecting the following fields of information:

1. Date out - date that equipment Is taken from storage.

2. Case Number - self-explanatory.
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Equipment - description of item.

Serial and/or SS property number - seif-explanatory.

Assigned to - last name of SA to whom equipment Is being issued.
SA initials - Initials of SA to whom equipment is being Issued.
Check out by - Initials of supervisor or other deslgnee.

. Date in - date item returned to storage.

© ® N © o & W

. Check in by - Initials of supervisor or other designee.
Reports to the Department of Justice

Non Consensual

The provisions of title 18 U.S.C. 2618 mandate that the Secret Service submit an annual report, due in
January, to the Attorney General or the Assistant Attorney General of the Uniled States regarding non-
consensual Intercepts. This report will cover each application for any non-consensual wire, oral, or electronic
interception order made by this Service under provisions of the Omnibus Crime Control and Safe Streets Act
of 1968 and the Electronic Communications Privacy Act of 1986.

Consensual

There are no reporting requirements to the Attorney General for consensual monitoring. However, DQJ
requires an agency to maintain the records of all consensual monitoring. Investigative Support Division {ISD)
will maintain all the consensual monitars approved and conducted for three (3) years per General Records
Schedule 23.
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Fillng Instructions:

e Remove and destroy the Chapter II Table of Contents (dated
03/01/2006), and replace with the attached revised Table of
Contents.

» Remove and destroy Chapter II, Consensual Interceptions ({(dated
03/01/2006), in its entirety and replace with the attached
revised chapter.

e File this Policy Memorandum in front of this section.
e This directive is in effect until superseded.

Impact Statement: This directive has been updated to remove language
that could compromise ongoing investigations of additional subjects
or criminal websites. More specifically, language has been removed
from pages 15 and 16 that allowed “working copies” to be made of
computer hard drives as they are not needed for continuing
investigations.

Mandatory Review: The Responsible Office will review all policy
contained in this section in its entirety by or before August 2012.

Questions regarding this policy should be directed to the
Investigative Support Division at 202-406-5773.

Q.

Wticha Merritt
AD - Investigations
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CONSENSUAL INTERCEPTIONS

Introduction

Pursuant to the provisions of Title 1, it is not necessary 1o obtain a court order in situations where one or more
parties to a communication have given their prior consent to the Interception or recording of their
conversations. Title 18 U.S.C. 2511 (2)(c) states that “It shall not be unlawful under this chapter for a person
acting undsr color of law to intercept a wire, oral, or electronic communication where such person Is a party to
the communication or one of the parties to the communication has given prior consent to such interception.*

The maonitoring of conversations with the consent of one of the participants is a particularly effective and
rellable investigative technique; and its use by the U.S. Secret Service (USSS) during a criminal investigation
is encouraged where appropriate, and is expected where necessary. Nevertheless, although it is clear that
such monitoring Is constitutionally and statutorily permissible, it Is appropriate that this Investigative technique
continue to be closely regulated.

For this reason, specific administrative guidelines and procedures have been established by the Department

of Justice (DOJ) and the U.S Secret Service. These guidelines and procedures address two categories of
consensual interceptions; non telephonic to include alectronic communications, and telephonic.

Secret Service Policy

Reference is made to the Attorney General's memorandum dated May 30, 2002, entitled “Procedures for
Lawiul, Warrantless Monitoring of Verbal Communication.” This memorandum allows the Director to delegate
this authority to other supervisors within the USSS. Accordingly, the Director has issued a delegation of
authority for the authorlzation of these interceptions. This delegation of autherity is reproduced as follows:

EGATION OF AUTHORITY
NO. 34 REVISION NO. 4

INTERCEPTION OR RECORDING OF CONVERSATIONS WITH THE
CONSENT OF ONE PARTY BY SECRET SERVICE PERSONNEL

In accordance with the Department of Justice U.S. Attorneys’ Manual, 8-7.301, Consensual Monitoring, the
following officlals of the U.S. Sacret Service are hereby delegated the authority to approve and to implement
the monitoring of private conversations with the consent of one party, in limited contexts as set forth in, and
pursuant to, the guidelines promulgated by the Attomey General dated May 30, 2002:
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Non-telephonic and Telephonic Interceptions

Assistant Director — Office of Investigations

Assistant Director — Office of Protective Research

Assistant Director — Office of Professional Responsibility

Deputy Assistant Director(s) - Office of Investigations

Deputy Assistant Director(s) — Office of Protective Research

Deputy Assistant Director(s) — Office of Professlonal Responsibility

Special Agent in Charge - Office of Protective Intelligance and Assessment Division
Speclal Agent in Charge - Office of Criminal Investigative Division

Special Agent in Charge - Office of Investigative Support Division

Speclal Agents in Charge — USSS Field Offices

This authority may be delegated to the Deputy Special Agent in Charge (DSAICs), Assistant Spaclal Agent in
Charge (ASAICs), and Resident Agent (RAICs) acting in the capacity of the Speciat Agent in Charge(SAICs)
enumerated above.

This delegation supersedes USSS Delegations of Authority No. 34, Revision No. 3, dated November 6, 2000.

Consensual Interceptions and/or Recordings of Telephonic and Non-
Telephonic Communications

Department of Justice Policy

Department of Justice (DOJ) administrative guidelines and procedures govemning the use of consensual
non-telephonic interceptions are outlined specifically in the Attorney General's memorandum dated May 30,
2002, entitled "Procedures for Lawtul, Warrantless Monitoring of Verbal Communication.” This memorandum,
hereinafter referred to as "the Altoney Gensral's memorandum,” is the basis for all USSS guidslines and
procedures set forth in this chapter.

Specific authorization and reporting procedures have been established for use during all consensual
interceptions of telephonic and non-telephonic communications. In most cases, thess authorization
procedures do not require prior written authorization from the.DQJ, Olfice of Enforcement Operaticns (OEO).
Howaever, in a number of “sensitive" cases, prior written approval for the interception must be granted by the
Director or Assoclate Director of the OEO, DOJ.

Cases Requiring Prior Written Department of Justice Approval

In all but the most sensitive cases, the authority to approve requests for consensual surveillance is transferrad
to the depariments and agencies.

There are six sensitive types of cases that require formal written approval from the DOJ. These sensitive
cases require approval in writing by the Director or Associate Director of the Office of Enforcement Operation
(OEO), Criminal Division, U.S. Department of Justice. These cases will be coordinated through the
Investigative Support Division (ISD)
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Prior to submitting & request for approval to the OEO, the investigator must first discuss with the Assistant
United States Attorney (AUSA) the appropriateness and legality of the consensual manitoring. Upon
concurrence from the AUSA, the investigator will make a formal request to the DOJ (OEO) with the approval
of the Director or his designee. (See the Delegation of Authority on page 1 of this chapter.)

An emergency request may be made by telephone 10 the autharizing official and should later be memoralized
in writing and submitted to the appropriate headquarters officlal as soon as practical after authorization has
been obtained

If an emergency situation requires consensual monitoring and the approving official can not be reached, the
authorization may be given by the Director or his/her authorized designee (Per Delegation of Authority). No
later than three working days after the emergency authorization, this Service must notify, in writing, OEOQ, of
the emergency manitoring.

The six “sensitive” case categories are as follows:

1. High Federal Officlals. investigations Involving such sensitive investigative tools such as those
utilized In consensual monitoring must be approached with extra care when the non-consenting party
is a high Federal officlal. The ofticials delineated are: Members of Congress, Federal Judges, and
any other Federal official holding a position of Executive Level IV or above, or a person who has
served In this capacity within the last two years. This group includes Cabinet members, members of
the White House staff, and most Presidential appointees. Investigations invoiving such officials must
be supervised and coordinated at a central point, particularly since such investigations may raise
issues involving the application of the Special Prosecutor provisions of the Ethics in Government Act
of 1978. This category encompassas all of the malor positions covered by that Act.

2. Other Public Officlals. The Department of Justice has deemed it inapproprlate to require central
authorization in all cases in which other public servants, both Federal and State, are non-consenting
parties because of the size and scope of the Federal and State work force and the wide variety of
offenses that might be Involved. However, certain offenses involving Federal or State public officials
strike at the very integrity of Government. Thus, in cases in which a public official is the target of the
investigation and the alleged offense involves bribery, confiict of interest, or extortion relating to
the performance of official duties, centralized Depariment of Justice control will be retained.

3. Members of the Diplomatic Corps. Consensual surveillance of members of the diplomatic coms of
a foreign country raises questions concerning the foreign relations of this country. To ensure
appropriate coordination with the U.S Department of State in this sensitive area, formal written
approval from the Department of Justice is required Is required before consensual monitoring is
utilized.

4. Protected Witnesses. It is vital lo the integrity of the Witness Security Program that controls be
maintained regarding the manner in which witnesses in the program, or those known to have been in
the program, are properly utilized. For instance, use of a protected witness as an undercover
informant can expose him/her to exireme danger, greater than that faced by other undercover
informants. Centralized control is important In this area as well.
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Federal Prisoners. The use of a monitoring device involving a person in the custody of either the
Federal Bureau of Prigons or the United States Marshals Service raises particularly sensitive Issues
not the least of which concerns the Fifth Amendment right to counsel. It is also vital to prisoner
security and safety that the Bureau of Prisons and the Marshals Service be Informed whenever
possible of consensual monitoring activities in their institutions or involving their charges; this is true
whether the consenting person is or is not the prisoner. Authorization in such cases must be
centralized in the Department of Justice. (Procedures on the use of Federal Prisoners are outlined in
Investigative Manual, section ISD-08.)

Where Otherwise Requested by the Department of Justice. The final category consists of specific
cases in which a written request from a United States Attorney or a higher Department of Justice
official is deemed necessary for the proper progress of an investigation. This determination will be
made by the United States Attoney(s) or officials of higher position within the Department of Justice.

Exceptions

Even If the interception falis within any of the six aforementioned categories, prior Depariment of Justice
approval Is not required for:

1.
2.

L

Extraterritorial interceptions;

Foreign Intelligence interceptions, including interceptions pursuant to the Foreign Intelligence
Survaillance Act of 1978 (50 U.S.C. 1801, et seq.);

Interceptions pursuant 10 the court-authorization procedures of Title 1 & Il of the Omnibus Crime
Control and Safe Streets Act of 1986 as amended (18 U.S.C. 2510, et seq.);

Routine Bureau of Prisons interceptions of verbal communications which are not attended by a
justifiable expectation of privacy,

Interceptions of radio communications; and

Intercaptions of telephonic communications.

Cases Not Requiring Prior Department of Justice Approval

If an interception which is to be made does not fall within the six "sensitive”® case situations, no prior written
Department of Jusiice authorization is required.
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Authorization Procedures for All Consensual Telephonic and
Non-Telephonic Interceptions

All interceptions must be authorized by the head of the department or agency or his/her authorized designee
(See Delegation of Authority), on page 1 of this chapter). However, prior to recelving approval, a
representative of the department or agency (usually, the case agent) must obtain advice that the consensual
monitoring is both legal and appropriate from the United States Attorney, an Assistant United Stales Attomey,
or the Department of Justice attorney responsible for a particular investigation.

The requirement for approval is based on the Attorney General’'s memorandum titled “Procedures for Lawiful,
Warrantless Monltoring of Verbal Communications” dated .May 30, 2002, which allows approval for the
interception by the Director or hisher designee.

Whenever possible, authority to conduct an interception should be requested at Ieast 48 hours prior to the
interception.

If the interception falls within any of the six "sensitive® case situatlons requiring prior Department of Justice
approval, the request for approval shall be made to the Department of Justice by the appropriate operational
division, through the Investigative Support Division (ISD).

Additlonally, the following guidelines, promulgated by the u.s. Department of Justice, wIIl apply to inmate
telephone conversations monitored by the Federal Bureau of Prisons:

1. Prison officials can monitor inmate tetephone conversations for the purposes of maintaining prison
security and prison administration. Attorney/client calls, however, are abviously excluded.

2. Law enforcement authorities outside of the Bureau of Prisons are not allowed random access to
inmate monitored telephone conversations, past, present or future.

3. Requests by outside law enforcement agencies to disclose transcripls of the general telephone
conversations of inmates that have been monitored in the past, in connection with a criminal
investigation relating to activities outside the confines of the prison and conceming specified
individuals, will be complied with only pursuant to a proper legat authorization, (e.g., grand jury
subpoena, search warrant, or subpoena issued by the court).

4. Requests by outside law enforcement agencies to monitor and disclose the future telephone
conversations of specified inmates In connection with a criminal investigation bsing conducted,
relating to activities outside the confines of the prison that do not affect prison security or
administration, will be complied with only where an interception order has bsen procured under the
authority of Federal statutes pertaining to electronic surveillance, 18 U.S.C. 2510 et seq.

In addition, it should be noted that Inmate/attorney telephone monitoring requires a court order, absent a clear
showing that there is no attorney client privilege involved. Also, in cases of consensual telephone monitoring
involving prisoner use requests -(see Investigative Manual, section 1SD-08), permission for telephone
monitoring may be appended upon request, in the initial communication requesting the use of the prisoner.

28 C.F.R. 540.102, directs the warden of a Federal correctlonal Institution to give notice to the prisoners of the
potential for monitonng their conversations.

| ]
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Examples of Consensual Non-Telephonic Interceptions and/or
Recordings

1. The use of a transmitter or recorder secreted on the person of an agent or informant while engaged in
conversations with a suspect or suspects.

2. The installation of a transmitter or recorder in a fixed location, without trespass, where an agent or
informant is engaged In conversation with a suspect or suspects. (Unless an agent or person is
acting pursuant to court order that authorizes entry and/or trespass.)

(NOTE: Should the consenting party leave the location where the transmitter or recarder Is Installed,
the interception and/or recording of further conversation between the non-consenting parties must
terminate immediately. Continued interception would require a court order under Title I.)

3. Elsctronic Communication intercepted over a modem or network connection. Additionalinformation Is
available on page 14 of this policy under the section entitled “Electronic Communications Consensual
Intercepts.”

Examples of Consensual Telephonic Interceptions and/or Recordings

1. Phone call to or from a consenting person, agent or otherwise, to a suspect while a second agent
listens on an extension telephone.

2. Phone call.to or from a consenting person, agent or otherwige, to a suspect while a second agent
overhears the conversation on spaaker-type phone equipment.

3. Phone call to or from a consenting person, agent or otherwise, 10 a suspect while a stenographer
records the conversation in shorthand while overhearing the conversation.

4. Phone call to or from a consenting person, agent or otherwiss, to a suspect which is recorded. This
example Is considered to be included within the above guldelines even though the conversation Is not
listened to by a third party until the conversation has been concluded, i.e., by playing the recording.
As in non-telephonic intercepts, tape cassettes or disks used in recording consensual telephonic
intercepts should be properly labeled. All avidence should be handled in accordance with evidence
handling procedures which can be found in the “Reference Guide for “Evid"/Evidence System,”
located under the Resources Sectlon of the Forensic Services Divislon (FSD) Homepage.

Reporting of Consensual Non-Telephonic Interceptions

Within two (2) days following any interception, an official message must be forwarded to the appropriate
operational division, appropriate Assistant Director’s Office, and the Investigative Support Division (ISD). This
officlal message should be submitted under the case number of the investigation in which the interceptian has
been conducted. If a local field office case number has been assigned, it must be dssignated Spaclal (“S*).
This official message will be part of the case file maintained at the field office and at the appropriate
operational division. (See the section entitted "Electronic Communications Coensensual Intercepts” on page 14
of this policy for electronic communication Intercept reporting requiroments.)

;
|
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This official message shall comment on the following factors:

- Name of the United States .Attomey, Assistant United States Attorney or Organized Crime Strike
Force attomey who provided advice as to the legality of the consensual interception, date of advice,
and the judicial district to which he/she is assigned;

- Reason for the interception;

- Whether or not the target of the Interceptton falls wilhin any of the six “sensitive” case situations. If
yes, explain (see the six “sensitive” case categorles listed in this chapler);

Type of equipment used;

- Equipment serial and/or USSS proparty number;

- Whether or not a recording was mada (If no, state reason why, i.e., equipment failure, etc.);

- Method of installation;

- Location where equipment was used (Include judicial district);

- Name(s) of all person(s) intercepled, Include all aliases, dates of birth, and Sccial Security numbers if
avalilable, or "unknown subject.” (The name(s) of the person Intercepted for which permission to
Intercept as a target was obtained should be lisled first, and should be denoted as a target);

- Name of consgenting party;

- Date of interception;

- Duration of interception;

- Investigative benefits derived (Be spacific if no benetits were derived); and

- Is continued use expected? Yes or No. '

When any authorization is granted, it applies to only those target individuals who were identifled in the initial
request. If additional individuals becoma targets of a consensual interception and/or recording in the
same investigation, a separate authorization must be obtained for these new targets.

The following pages have sample official message formais reporting a consensual interception of a
non-telephonic communication.
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Sample Official Message for Reporting a Consensual interceptjon for a
Non-Telephonic Communication

[FROM: ______ SAIC-FIELD OFFICE CASE NUMBER:
CASE TITLE:

TO: SAIC-APPROPRIATE OPERATIONAL DIVISION
INFO: AD - APPROPRIATE ASSISTANT DIRECTORS OFFICE

SAIC ~ INVESTIGATIVE SUPPORT DIVISION
SUBJECT: CONSENSUAL INTERCEPTION AND/OR RECORDING OF NON-TELEPHONIC COMMUNICATION
AUTHORIZATION: (NAME OF USSS AUTHORIZING OFFICIAL AND DATE OF AUTHORIZATION)
ADVISING AUSA: (NAME OF THE ASSISTANT UNITED STATES ATTORNEY WHO HAS GIVEN

ADVICE ON THE LEGALITY OF THE INTERCEPTION, DATE OF ADVICE, AND
THE JUDICIAL DISTRICT TO WHICH HE OR SHE 18 ASSIGNED)

REASON FOR INTERCEPTION: (TO OBTAIN INCRIMINATING STATEMENTS, CORRCBORATE INFORMATION,
ETC.) :

SENSITIVE SITUATION: (YES OR NO. IF YES, EXPLAIN; SEE " SiX" SENSITIVE CASE CATEGORIES
IN THIS CHAPTER.)

TYPE OF EQUIPMENT USED: (AUDIO/RF TRANSMITTER, RECEIVER, OR RECORDING DEVICES, ETC.)
EQUIPMENT SERIAL AND/OR USSS PROPERTY NUMBER: '
WHETHER OR NOT A RECORDING WAS MADE: (YES OR NO. IF NO, STATE REASON WHY, 1.E., EGQUIPMENT FAILURE, ETC.)

METHOD OF INSTALLATION: (ON BODY OF AGENT, ON BODY OF INFORMANT, IN GOVERNMENT
VEHICLE, ETC.)

LOCATION WHERE EQUIPMENT WAS USED:  (EXACT STREET ADDRESS, CITY, STATE, JUDICIAL DISTRICT)

NAME OF PERSON(S) INTERCEPTED: (IDENTIFY PERSON(S) INTERCEPTED, INCLUDE ALL ALIASES, DATES OF
BIRTH AND SOCIAL SECURITY NUMBER IF AVAILABLE, OR “UNKNOWN
SUBJECT.® LIST AUTHORIZED TARGET FIRST, THEN ENTER INCIDENTAL
INTERCEPTIONS. LIST EACH SUBJECT 8Y NUMBER, |.E., 1, 2, ETC.)

NAME OF CONSENTING PARTY:

DATE OF INTERCEPTION:

DURATION OF INTERCEPTION: (STARTING TIME TO ENDING TIME OF THE INTERCEPTION FOR EACH
INDIVIDUAL, LIST THE DURATION FOR EACH SUBJECT BY NUMBER AS
ABOVE.)

INVESTIGATIVE BENEFITS DERIVED: (BRIEF SYNOPSIS)

EXPECTED CONTINUED USE: (YES OR NO).

FIELD OFFICE CASE SA/SUPERVISOR/SAIC
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Incidental Non-Telephonic Consensual Interception

When a subject other than the target is intercepted, an official message must be sent in the above previously
mentioned format or in the following format (see sample below). The massage should indicate the authorized
target of the interception.

Sample Incidental Non-Telephonic Conéensual Interception Official
Message (Interception of Non-Target Individuals)

FROM: SAIC-FIELD OFFICE CASE NUMBER:
CASE TITLE:

TO: SAIC-APPROPRIATE OPERATIONAL DIVISION
INFO: AD - APPROPRIATE ASSISTANT DIRECTORS OFFICE

SAIC - INVESTIGATIVE SUPPORT DIVISION
SUBJECT: CONSENSUAL INTERCEPTIONAND CR RECORDING CF NON-TELEPHONIC COMMUNICATION (INCIDENTAL
INTERCEPTION)
ON (DATE), ________ SAIC OF (FIELD OFFICE) AUTHORIZED INTERCEPTION AND AECORDING OF (SUBJECT) FURSUANT TO A

COUNTERFEIT INVESTIGATION IN ABOVE CASE NUMBER.

DURING AN ATTEMPT TO LOCATE AND INTERVIEW THE TARGET (NAME), THE FOLLOWING PERSON(S) WASNVERE
INTERCEPTED.

NAME OF PERSON(S) INTERCEPTED: (IDENTIFY PERSON (é) IF KNOWN. INCLUDE ALL ALIASES, AND
IDENTIFIERS, OR UNKNCWN SUBJECT)

SENSITIVE SITUATION: {YES OR NO. IF YES, EXPLAIN; SEE “SiX" SENSITIVE CASE CATEQORIES)

TYPE OF EQUIPMENT USED: (AUDIO/RF TRANSMITTER, RECEIVER, OR RECORDING DEVICES, ETC.)

EQUIPMENT SERIAL AND OR USSS PROPERTY NUMBER:

WHETl;lER OR NOT RECORDING MADE: (YES OR NO. IF NO, STATE REASON WHY, L.E., EQUIPMENT FAILURE, ETC.)
METHOD OF INSTALLATION: (ON BCDY OF AGENT, ON BODY OF INFORMANT, ETC.)

LOCATION WHERE EQUIPMENT WAS USED: (EXACT STREET ADDRESS, CITY, STATE)

NAME OF CONSENTING PARTY:

DATE OF INTERCEPTION:

DURATION OF INTERCEPTION: (START TIME TO END TIME)

INVESTIGATIVE BENEFITS DERIVED: (BRIEF SYNOPSIS)

EXPECTED CONTINUED USE: (YES OR NO. IF YES, NOTE HERE IF ADDITIONAL AUTHORIZATION HAS

BEEN OR WILL BE REQUESTED)
FIELD OFFICE CASE SA/SUPERVISOR/SAIC
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Special Requirements for Sting Operations

"Sting” operation procedures are designed for operations where it Is expected that most of the persons to be
interceptad would be of the “walk-In* varlety, such as In atore front operations under conditions where the
target is unknown before he is Intercepted. However, if the “sting” operation is the type where it is known
prior to an interception, who is to be Intercepted, these blanket authorization procedures do not apply. The
normal procedures for obtaining authorization for each target apply.

The reporting requirements for non-telephonic consensual interceptions during a “sting” operation Is unique.
As in "non-sting" type cases, the tield office will provide in advance of the intercept to the appropriate
operational division the following Information:

1. Case Flle Number (Note: all intercept cases are to be designated as “S" Cases except case
classification code 704 "Sting" Operations. Code 704 requires Headquarters distribution of
memorandum reports.);

Date of intended use;

Target to be intercepted;

Type of violation (CFT/FInancial Crimes/etc.);
Statute violated;

Office and person making request;

N ® o & 0 p

If sensitive situation (what type?), and
8. Name and district of Assistant United States Attorney (AUSA).

Alltargets Intercepted under this "Blanket Worksheet" will be immediately reported via official message (as in
“Non-Sting® cases). Each new target will be assigned a separate case suffix number (first suffix field). Each
target can then be intercepted for a sixty day period baginning on the date of the first Intercept of that target,
without requesting an additional authorlzation.
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Sample "Sting" Operation Official Message

FROM: SAIC-FIELD OFFICE CASE NUMBER:
CASE TITLE:
TO: SAIC-APPROPRIATE OPERATIONAL DIVISION

INFO: AD - APPROPRIATE ASSISTANT DIRECTORS OFFICE
SAIC -~ INVESTIGATIVE SUPPORT DIVISION .

SUBJECT: CONSENSUAL INTERCEPTION AND/OR RECORDING OF NON-TELEPHONIC

COMMUNICATION - OPERATION (NAME)
AUTHORIZATION: (NAME OF USSS AUTHORIZING OFFICIAL AND DATE OF AUTHORIZATION)
ADVISING AUSA: (NAME OF THE ASSISTANT UNITED STATES ATTORNEY WHO HAS GIVEN

ADVICE ON LEGALITY OF THE INTERCEPTION, DATE OF ADVICE, AND THE
JUDICIAL DISTRICT TO WHICH HE OR SHE IS ASSIGNED)

REASON FOR INTERCEPTION: (TO OBTAIN INCRIMINATING STATEMENTS, CORROBORATE INFORMATION,
ETC))

SENSITIVE SITUATION: (YES OR NO. IF YES, EXPLAIN; SEE “SIX" SENSITIVE CASE CATEGORIES
IN THIS CHAPTER.)

TYPE OF EQUIPMENT USED: (AUDIO/RF TRANSMITTER, RECEIVER, OR RECORDING DEVICES, ETC.)

EQUIPMENT SERIAL AND/OR USSS PROPERTY NUMBER:
WHETHER OR NOT RECORDING WAS MADE: (YES OR NO. IF NO, STATE REASON WHY. L.E., EQUIPMENT FAILURE, ETC.)

METHOD OF INSTALLATION: (ON BODY OF AGENT, ON BODY OF INFORMANT, IN GOVERNMENT
: VEHICLE, ETC.)

LOCATION WHERE EQUIPMENT WASUSED: (EXACT STREET ADDRESS, CITY, STATE, JUDICIAL DISTRICT)

NAME OF PERSON(S) INTERCEPTED: (IDENTIFY PERSON(S) INTERCEPTED, INCLUDE AL ALIASES, DATES OF
BIRTH AND SOCIAL SECURITY NUMBERS IF AVAILABLE OR "UNKNOWN
SUBJECT.” LIST AUTHORIZED TARGET FIRST, and THEN ENTER
INCIDENTAL INTERCEPTIONS. LIST EACH SUBJECT BY NUMBER, L.E., 1,

2,ETC) .

NAME OF CONSENTING PARTY: .
DATE OF INTERCEPTION: .
DURATION OF INTERCEPTION: (STARTING TIME TO ENDING TIME OF THE INTERCEPTION FOR EACH

INDIVIDUAL. LIST THE DURATION FOR EACH SUBJECT BY NUMBER AS

ABOVE.)
INVESTIGATIVE BENEFITS DERIVED: (BRIEF SYNOPSIS)
EXPECTED CONTINUED USE: YES OR NO

FIELD OFFICE CASE SA/SUPERVISOR/SAIC
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Reporting of Consensual Telephonic Interception

As with the consensual non-telephonic interception, when conducting a consensual telephonic intercept, an
official message must be forwarded to the appropriate operational division with distribution to the appropriate
Assistant Director's Office and the Investigative Support Division {ISD). This Official Message should be
submitted under the case number of the investigation in which the interception has been conducted. It must
be designated speclal (S) In all cases Involving consensual Interceptions. The officlal message should
comment on the following factors:

- Name of USSS authorizing official and date of authorization;

- Name of the United States Attormey, Assistant United States Attorney or Organized Crime Strike
Force attorney who provided advice as to the legality of the consensual interception, date of advice,
and the judicial district to which he/she is assigned;

- Reason for the interception;

- Whether or not the target of the Interception falls within any of the six “sensitive” case situations. If
yes, explain. (See the six “sensitive” case categories listed in this chapter.);

- Type of equipment used;
Equipment serial and/or USSS property number;

- Whether or not a recording was made (if no, state reason why, l.e., equipment failure, etc.);

- Method of installation;

- Location where equipment was used (include judiclal district);

- Namae(s) of all person(s) intercepted, include all aliases, dates of birth, and Social Security numbers if
available, or “unknown subject.” (The name(s) of the person(s) intercepted for which permission to
intercept as a target was obtalned should be listed first, and should be denoted as a target);

- Name of consenting party;

- Telephone number to which the call was placed. (If the call was incoming to consenting party, note
this in the official message.);

- Telephone number, to include area code from which the call was placed;
- Date of interception;
- Duration of Interception;

- Investigative benefits derived. (Be specific if no benefits were derived); and

- Is continued use expacted? Yes or No.
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Sample Consensual Telephonlc Interception Official Message

SUBJECT:
AUTHORIZATION:

ADVISING AUSA:

REASON FOR INTERCEPTION:

SENSITIVE SITUATION:

TYPE OF EQUIPMENT USED:

WHETHER OR NOT RECORDING WAS MADE:

METHOD OF INSTALLATION:
LOCATION WHERE EQUIPMENT WAS USED:

NAME OF SUBJECT(S) INTERCEPTED:
NAME OF CONSENTING PARTY:
TELEPHONE NUMBER CALL MADE FROM:
DATE OF INTERCEPTION:

DURATION OF INTERCEPTICN:

INVESTIGATIVE BENEFITS DERIVED:
EXPECTED CONTINUED INTERCEPTION:

FIELD OFFICE

TELEPHONE NUMBER TO WHICH CALL PLACED:

[FROM: SAIC-FIELD OFFICE CASE NUMBER:
CASE TITLE:

TO: SAIC-APPROPRIATE OPERATIONAL DIVISION

INFO: AD — APPROPRIATE ASSISTANT DIRECTORS OFFICE

SAIC - INVESTIGATIVE SUPPORT DIVISION
CONSENSUAL INTERCEPTION AND/OR RECORDING OF TELEPHONIC COMMUNICATION

(NAME OF USSS AUTHORIZING OFFICIAL AND DATE OF
AUTHORIZATION)

(NAME OF THE ASSISTANT UNITED STATES ATTORNEY WHO
PROVIDED ADVICE ON LEGALITY OF THE INTERCEPTION. DATE
THE ADVICE WAS GIVEN, THE JUDICIAL DISTRICT TO WHICH HE
OR SHE IS ASSIGNED.)

(TO OBTAIN INCRIMINATING STATEMENTS, TO CORROBORATE
INFORMATION, ETC.)

(YES OR NO. IF YES, EXPLAIN; SEE “SIX* SENSITIVE CASE
CATEGORIES !N THIS CHAPTER)

{SONY TC-110A TAPE RECORODER, ETC.)

EQUIPMENT SERIAL AND/OR USSS PROPERTY NUMBER:

(YES OR NO)
(INDUCTION COIL, ETC.)

{NAME OF FIELD OFFICE, EXACT STREET ADDRESS, STATE,
JUDICIAL DISTRICT)

TARGET(S), (INCLUDE ALL ALIASES, DOB'S, SSN'S, AVAILABLE
OR *UNKNOWN")

(AGENT NAME, INFORMANT NUMBER, ETC.)
(IF CALL WAS INCOMING TO CONSENTING PARTY, NOTE)

(STARTING TIME TO ENDING TIME OF THE INTERCEPTION)
(BRIEF SYNOPSIS)
YES OR NO

CASE SA/SUPERVISOR/SAIC
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Additional Interceptions

A separate officlal message must be submittad for each and every telephonic and non-telephonic interception,

Interceptions of "Name Unknown" Subjects and ldentified Subjects
Previously Using an Allas

No additional official messages are necessary when identification is made on subjects using an alias or
“unknown subjects.” However, the identification will be indicated in the memorandum report referencing the
official message which previousty reported the target as unknown or subject using an allas.

Telephonic and Non-Telephonic Recordings

Once arecording is mads using any type of audio, video, and/or electronic storage device, it must be property
labslad to Identify the recording of all consensual interceptions of wire and oral communications. The label
must contain the case number, date and time of interception, name of case agent, and person intercepting the
communication.

All consensual regordings (audio, video, and/or electronic) will be inventoried on an SSF 1544, Certified
Inventory of Evidence, and will be maintained in a secure location. All evidence should be handled In
accordance to evidence handling procedures which can be found in the “Reference Guide for “Evid”/Evidence
System," located under the Forensic Services Division (FSD) Homepage, Resources Section.

At the time a non-judicial case is closed, with the approval of the appropriate Headquarters aperational
division, consensual recordings may be physically destroyed locally. Judicial cases also require permission
from the appropriate operational division and consuitation with the U.S. Attorney’s Office, prior to destruction.
SSF 1544 clearance procedures must be followed when physically destroying consensual recordings.
THE AUDIO, VIDEO, AND/OR ELECTRONIC STORAGE DEVICES (TAPES/ DISKS) SHOULD NEVER BE
RE-USED FOR THE RECORDING OF EVIDENCE.

Electronic Communications Consensual Intercepts

As previously stated in this manual, “slectronic communication® means any transfer of signs, signals, writing,
images, sounds, data, or intelligence of any nature transmitted In whole or in part by a wire, radio,
electromagnetic, photo electronics, or photo-optical system that affects interstate or foreign commerce.
Additional reference to this definition and related topics may be found under Title 18 U.S.C. 2510.

Generally speaking, consensual interception of electronic communications over public phone lines or network
connection will be handlied in the same manner as the interception of telephonic and non-telephonic
communication, with the local field office SAIC authorizing the intercept. Prior to the intercept, advice must be
obtained from the AUSA as 10 the legality of the proposed consensual interception.

14 T
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Examples of consensual computer data transmissions (electronic communications) are as follows:
» Party A communicates with Party B via computer attached by a modem or network connsction.

» Party A and Party B communicate with each other directly In what is called the “chat* mode.
Typlcally via an instant messenger program such as ICQ, MSN, AOL, etc.

When two [ndividuals (one consenling-Special Agent/Informant) are communicating over phone lines or
network connection using computers, as in the above examples, and the conversation is balng recorded,
printed or viewed by a third party, a consensual intercept is belng made. In these cases an official message
must be sent to the appropriate operational division.

NOTE: The private area of an electronic bulletin board is one that does not have general access. An
velite” bulletin board, where there Is no general access, Is treated the same as the private area of a
general access bulletin board. This area, for example, hag a speclal password, not known to the
general public. Cautlon must be exercised when using computer bulletin boards. This type of
consansual interception should be thoroughly discussed with the local U.S. Attorney's Office. Priorto
an Interception, Secret Service pergonnel may not "hack" onto a bulletin board galning access by
breaking security systems, etc. This would be considered a non-consensual interception and would
require a court order.

As in the case of consensual telephonic Intercepis, authorization for this type of intercept, conducted over
telephone lines or a network connection, should emanate from the SAIC of the investigating field office. The
authorization to intercapt the electronic communication will be obtained in the beginning of the Interception and
will be valld for the duration of the Investigation. Once an authorlzation has been given, an officlal message
must be sent every 30 days from the date of Inltia) interception to the appropriate operational division,
appropriate AD’s office and ISD.

Notification of such intercepts will be made in much the same manner as consensual telephonic intercepts.
Howaver, modilications to the official message are necessary. These modifications will include the type of

computer equipment used in the intercept in addition to, the property or serial number of the computer
equipment.

The intercepted communication must be converted to a hardcopy printout and/or stored to a technologically
appropriate storage device. The printouts and or communication stored on a storage davice must be treated
as evidence and handled in accordance to evidence handling procedures which can be found in the
“Reference Guide for “Evid”/Evidence System,” located under the Forensic Services Division (FSD)
Homepage, Resources Section.

The following page has a sample official message reporting a consensual interception of elsctronic
communication:
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Sample Official Message Reporting a Consensual Interception of
Electronic Communication '

[FROM: SAIC-FIELD OFFICE CASE NUMBER:
CASE TITLE:

TO: SAIC-APPROPRIATE OPERATIONAL DIVISION
INFO: AD - APPROPRIATE ASSISTANT DIRECTORS OFFICE

SAIC - INVESTIGATIVE SUPPORT DIVISION
SUBJECT: CONSENSUAL INTERCEPTION AND/OR RECORDING OF ELECTRONICS COMMUNICATION
AUTHORIZATION: (NAME OF USSS AUTHORIZING OFFICIAL AND DATE OF AUTHORIZATION)
ADVISING AUSA: (NAME OF THE ASSISTANT UNITED STATES ATTOANEY WHO HAS GIVEN

ADVICE ON LEGALITY OF THE INTERCEPTION, DATE OF ADVICE, AND THE
JUDICIAL DISTRICT TO WHICH HE OR SHE IS ASSIGNED)

REASON FOR INTERCEPTION: (TO OBTAIN INCRIMINATING STATEMENTS, CORROBORATE INFORMATION,
ETC)

SENSITIVE SITUATION: (YES OR NO. IF YES, EXPLAIN; SEE “SIX" SENSITIVE CASE CATEGORIES IN
THIS CHAPTER)

COMPUTER EQUIPMENT USED: (WITH SERIAL OR USSS PROPERTY #)

WHETHER OR NOT A COPY. WAS MADE: . (YES OR NO. IF NO, STATE REASON WHY, 1.E., EQUIPMENT FAILURE, ETC.)

TYPE OF EQUIPMENT USED TO MAKE COPY:  (WITH SERIAL OR USSS PROPERTY #)

METHOD OF MAKING COPY:

NAME OF CONSENTING PARTY:

NAME OF PERSON BEING INTERCEPTED: (TARGET UNIQUE NETWORK IDENTIFIERS TO INCLUDE TRUE NAME, USERNAME,
MAC ADDRESS, NETWORK COMPUTER NAME, PHONE NUMBER, EMAIL ADDRESS, IP ADDRESS, ICQ NUMBER, AIM NUMBER,
ETC; LIST THE TARGETS IF THERE IS MORE THAN ONE TARGETS)

DURATION OF INTERCEPTION: (MM/DD/CCYY, RH/MM — MM/DD/CC/YY, HH/MM)
INVESTIGATIVE BENEFITS DERIVED: (BRIEF SYNOPSIS OF THE INTERCEPTION RESULT)
EXPECTED CONTINUED INTERCEPTION: YES OR NO

FIELD OFFICE CASE SA/SUPERVISCR/SAIC
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Reports to the Department of Justice (DOJ)

There are na reporting requirements to the Attorney General for censensual monitoring. However, the
Department of Justice requires an agency to maintain the records of all consensual monitoring. The
investigative Support Division will maintain all the consensual monitors approved and conducted for three (3)
years, per General Records Schedule 23. ’
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NON-CONSENSUAL INTERCEPTIONS

Introduction

This chapter s intended to serve as an operational guide for all agent and technical personnel who engage
in the conduct of non-consensual wire or oral communication interceptions. Although most of the
non-consensual interceptions which are conducted by this Service are conducted pursuant to the provisions
of Titles | and/or lii of the Electronic Communications Privacy Act of 1986, as amended (18 U.S.C. 2510, et
seq.), this Service may, on occaslon, conduct non-consensual interceptions pursuant o the provisions of other
statutes or exacutive orders which have a bearing on our protective responsibilities such as the Foreign
Intelligence Survelilance Act of 1978 (S0 U.S.C. 1801, et seq.) or Execulive Order 12333.

Each of these other statutes or executive orders contains specific provisions for the conduct of communication
interceptions. Because the intercept guidelines conlained within these other statutes and executive orders
are so diverse and so infrequently used by this Service, they are not addressed in this manual. All requests
for authorization of communicatlons intercepts which are subject to provisions of statutes or executive orders,
other than Titles | and/or lil, should be directed to lhe Intelligence Division. The Intelligence Division will
contact the Investigative Support Division (ISD) in these cases to coordinate the conduct of these interceptions
and to ensure statistical and record keeping functions.

Prior to preparing for any non-consensual interception, this chapter should be read In its entirety by all agents
and supervisory agents who are to be responsible for preparation of the required documentation or who will
directly oversee the actual interception operalion. Because of the extremely sensitive nature of this type of
interception, each employes is cautioned that any deviation from the policy and procedure set forth in
.this chapter may subject the employse to disciplinary action, to Include dismigsal, and may aiso
expose the employee to criminal and/or civll liability.

Types of Non-Consensual Interceptions

With the continual advancement of technology, non-consensual interceptions are no longer limited to
standard hardwire telephones. They also apply to interceptions of celiular telephone communicalions,
electronics communications (to include e-mail, faxes, intermet and digital display pagers) , and imterception
of dialed numbers using trap/trace devices and pen registers . These interceptions remain governed by alf
the laws, policies, and procedures set forth in this chapter.

raE= I
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Preparing for a Non-Consensual Interception

Liaison with the Technical Security Division (TSD) and the Investigative Support Division (ISD) will be
established as soon as the decision has been made to apply for a non-consensual interception. TSD will
make all necessary coordination with the telephone service praviders for the interception of both hard lines
and cellular telephone systems. TSD will also determine what equipment will be required and acquire all
equipment necessary to conduct the Intarception. The most up to date telecommunication interception
equipment available and capable of Intercepting oral communication and call data will be Installed on all:
anticlpated targel telaphone lines. Eariy installation of the interception equipment will also facilitate the
initiation of the interception once it is authorized by the court. ISD will coordinate with the Electronic
Survelilance Unit of the Department of Justice (DOJ) and assist the case agent with required ELSUR checks
and preparation of Directorate authorization letier. ISD will also maintaln a record of electronic interception.

In addition, liaison must be established with the Assistant United States Attorney (AUSA) who will supervise
the interception. It Is the responsibility of this Assistant United States Attorney to provide guidance in the
composition and submission of the required affidavit, application, and court order; and to iater provide
supervision in the overall conduct of the interception.

Headquarters Notification of Submission of
Application to Department of Justice (Notification
Message)

Once a decision is made to apply for a nonconsensual interception (to include intercaption over digital display
pagers), telephone notification should be made to the Technical Security Division (TSD), appropriate
operational division, and the Investigative Support Division (ISD). Upon submission of the application to the
Department of Justice, an official message will be submitted to Headquarters under the case number of the
investigation for which the Interception is to be conducted.

The distribution of this official message will include the appropriate operational division, appropriate Assistant
Directors office, Technical Security Division (TSD), and Investigative Support Divislon (ISD). The official
message will reference the previous telephone communications between the case agent and Headquarters
officials, notifying of the intent to submit an affidavlt in support of a non-consensual interception. The following
page has a sample official message for reporting the notification.
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Sample Headquarters Notification Official Message Reporting
Submission of an Application to the Department of Justice

¢ 030172008

FROM: SAIC-FIELD OFFICE CASE NUMBER:
CASE TITLE:
TO:  SAIC-APPROPRIATE OPERATIONAL DIVISION
INFO:  AD-APPROPRIATE ASSISTANT DIRECTORS OFFICE
SAIC-INVESTIGATIVE SUPPORT DIVISION
SAIC-TECHNICAL SECURITY DIVISION

SUBJECT: NOTIFICATION OF APPLICATION FOR A NON-CONSENSUAL INTERCEPTION

INTENTION TO APPLY FOR A COURT ORDER TO CONDUCT A NON-CONSENSUAL INTERCEPTION.

INTERCEPTION HAS BEEN FORMALLY SUBMITTED TO THE DEPARTMENT OF JUSTICE, AS OF
SUBMISSION).

IN THE TITLE INVESTIGATION.

FIELD OFFICE CASE SA/SUPERVISOR/SAIC

REFERENCE IS MADE THE TELEPHONE CONVERSATIONS BETWEEN SA (APPROPRIATE FIELD OFFICE). AND
SA (APPROPRIATE OPERATIONAL DIVISION), AND SA (1SD). AND SA (PSS) (TSD), REGARDING THE

THIS OFFICIAL MESSAGE 1S TO SERVE AS NOTIFICATION THAT AN APPLICATION FOR A NON-CONSENSUAL

TECHNICAL SECURITY DIVISION IS REQUESTED TO PROVIDE EQUIPMENT AND NECESSARY TECHNICAL ASSISTANCJ

(DATE OF
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Types of Cases in Which Authorization May Be Granted

Judicial authorization for a non-consensual Inlerception may be granted if probable cause has been shown

in the application and accompanying affidavi(s) that any of the offenses enumerated in 18 U.S.C. 2516 have
been, are being, or will be committed.

It should be noted that the applicant's Federal agency must have rasponsibility for the investigation of the
offense for which the application is made as outlined in Tihle 18, U.S.C., 2516 (1). Offenses not specifically
assigned In legislation to another agency may be applied for by the U. S. Secret Service under the provisions
of Title 18 U.S.C., Section 3056 (c) (1) (C). For exampte, this means that the U.S. Secret Service would not
be allowed to apply for an interception for a violation of Section 831 pertaining to the prohibited transactions
involving nuclear materials since we are not responsible for the investigation of those crimes.

Overview of the Title | Application Process

The Title | application process begins with an affidavit prepared by the case agent. The affidavit will be
reviewed by the AUSA and, based on the affidavit, the AUSA prapares an application for the court order
(herein after “application”) and a draft court order. The affidavit, application, and draft court order is forwarded
to OEO/DOJ for review and approval by the AUSA handling the case. Once the affidavit, application, and draft
court order is approved by OEO, ISD will submit a letter In support of the Title I, signed by the Assistant
Director. OEO will then submit the documents to the attorney general or his/her designee with the
recommendation for approval. Once the attorney general or histher designee authorizes the Tile |
interception, OEQ will forward the signed authorization to the AUSA in charge of the case. The case agent
then will have the court order signed by a judge in the district where the Title | inlerception will take place.

*Spin off” applications on other subjects or facllities or telsphone numbers are handled as separate requesis
and the pracess Is the same as the initial request.

Roving Interceptions

18 U.S.C. 2518 (11}, (12) established the roving provisions under Title | of Electronic Crimes Privacy Act.
These provisions permit the interception of oral, wire, or electronic communications of named subjects without
requiring that a specific facility or premises be identified in advance of the authorization.

In the case of a roving oral interceplion, the application must eslablish, and the order must specifically find,
(hat probable cause exists that a particular subject is committing a Title | offense at a location that is not
practicel to specify.

In the case of a roving wire or electronic interception, 18 U.S.C. 2518 (11) (b) (ii) requires prebable cause
showing that the actions of a named subject could have the effect of thwarting the reception from a specified
factlity. While the statute does not address the jurisdictional restrictions of roving interceptions, DOJ ruled that
a roving interception is not trans-jurisdictional. An order must be oblained in each jurisdiction in which roving
inlerceptions are to be conducted. The exception to this is in the case of mobile cellular telephones or
vehicles that cross jurisdictional lines. Title 18, U.S.C. 2518 (3) permits exira-jurisdictional orders and
interception. Consuitation with an AUSA is advised when a roving Interception is considered.

,’n"i”?"“ 'I
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Applying for a Non-Consensual Interception

There are several steps that must be followed in apglying for an interception. Except for emergency
authorizations, all of the following documentation must be completed and submiited to the Department of
Justice, Office of Enforcement Operalions, Electronic Surveillance Unit, through ISD, for review and approval
prior to being presented to the presiding judge for approval and issuance of the court order:

1) Afiidavit,

2) Applicstion,

3) Cour Order,

4) Authorization Request Letter from the Diractor or his/her designes,

Except for itern 4, the Assistant United States Attorney who will supervise the interception should assist the
case agent in the composition and submission of these documents,

For the sake of brevity, no sample affidavits, applications, or court crders are included in this manual. Coples
of these may be obtained from ISD.

Apptication for interception of electronic communication and Pen Register and Trap and Trace orders capable
of collecting Uniform Resources Locators (URLS) should be forwarded by the AUSA handling the case to the
Cemputer Crime and Intellectual Property Section (CCIPS) of the Criminal Division, Department of Justice.

Exception

Prior DOJ approval is required for most applications to conduct interception of eleclranic communications.
An exception was made for elactronic communications intercepted over digital display pagers; applications
involving digital display pagers may be authorized by an Assistant United States Attorney.

1) Affidavit

The most important document which is submitied In support of 8 non-consensual interception is the affidavit.
The preparation of the affidavit must be supervised by the Assistant Uniled States Attorney who will oversee
the interception. Once the affidavit has been completed, it will be reviewed by the AUSA supervising the
interception and the Depariment of Justice Computer Crimes and inteliectual Property Section (CCIPS) if it
involves interception of electronics communications. The affidavit will then be forwarded by the CCIPS or the
AUSA reviewing the affidavit to Electronics Survelllance Unit (ESU) of the Office of Enforcement Operation
(OEOQ) for review and revigion.

The affidavit bacomes, in reality, an integral pan of the application, outlining the probable cause that has been
developed which supports the application for a non-consensual intercept. Although the prabable cause
standard for 8 non-consensual intercept affidavit is technically the same as other search and seizure
situations, the non-consensual Intercept "warranl” is a much more sensitive judicial issue. Tharefore, as a

| I~
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general rule, the highest degree of specificity, consistent with the Information available at the time the
appiication Is being made should characterize the affidavit. (There should be no tendancy to allege only the
minimum necessary to establish probable cause.)

Ofien times, there is a tendency to assert conclusions rather than facts in the affidavit. Therefore, care must
be taken 1o avoid unsupported statements of opinion and conclusions, particularly where they relate to key
facts. The source for each ltem of information in the affidavit should be specified. It Is important to set forth
underlying circumstances and the factors which give intrinsic reliabliity to the basic facts established by the
affidavit.

The probable cause outlined in the affidavit Is expected to be as current as possible. Generally, the
Depaniment of Justice expects the basic probable cause to be no more than 15 days old at the time the
saffidavit, applicalion, and court order are submitted for Department of Justice approval. As is the case in other
search and selzure situations, appropriate effort should be made in safeguarding the ideniity of any
intelligence sources which are used for developing probable cause. Particular care should be accorded when
establishing the reliability of informants and the accuracy of the infarmation which they provide.

In preparing the affidavit, there are a number of issues which must be addressed and a number of questions
which must be answered with specificlty. Some of these issues and questions are addressed as follows:

Details Relating to the Affiant

The following guestions must be addressed:

- s the afflant properly identified? (For joint investigations or task force situations, under the direction
of the AUSA, the affiant may be a Secret Service agent or another law enforcement member of the
task force or Joint investigation).

- Is the affiant's authority as the investigating agent clearly outlined?

- A brief explanation as to the agent's experience with the Secret Service (or other law enforcement
member); more specifically, his/her experience with the type of investigation for which the interception
Is being sought should be included.

Details Relating to the Target Telephone Number(s)

The paragraph quoted below should always be included in the affidavit In the event the target might change
his/her ielephone number during the course of a non-consensual intercep!. It should be placed just below the
paragraph describing the target telephone numbser in the affidavit.

The paragraph to be included in the affidavit, application, and, ultimately, in the court order should read
as follows:

*The authority given Is intended to apply not only to the target telephone number iisted above, but to any

changed telephone number subsequently assigned to the same cable, pair, and binding post ulilized by
the target telephone within the 30 day authorization period.”
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If the Interception involves electronic communications (facsimile, internet or electronic mall), consult the AUSA
for the appropriate wording for the affidavil. Once the &ffidavit has been completed, it will be reviswed by the
AUSA supervising the interception and by the Departmant of Justice Computer Crimes and Intellectual
Property Section (CCIPS).

Detalls Relative to Previous Application (ELSUR CHECK)

In accordance with 18 U.S.C. 2518(1) (e), the affidavit must contain a full and complete statement of any prior
electronic surveillance invoiving the persons, facilities or locations specified in the application. Electronic
Surveillance (ELSUR) checks will be conducted by the Investigative Support Division (ISD), at the request of
the case agent. The case agent should contact ISD and provide the names of the potential targets of the
interception along with all identiflers available, and all addresses and phone numbers. In joint investigations
all participating agencies’ indices should be checked by the case agent via their counterpart.

Details Relating to the Investigation

The following questions must be addressed in the affidavit:

- Arethe violations under investigation (specific statute citations), the person (s) lo be intercepted, and
the faclllties or location to be tapped or bugged, clearly identified?

- Have all of the details of the investigation which contribute to the establishment of probable cause
been specified?

- Have all sources of information been specified?

- Does the affiant explain the reliability of informants referred to and how these informants obtained
their informalion?

- s there a "particuler description” of the conversations to be Intercepted?
18 U.S.C. 2518(1) (b) requires the following:

"a full and complete statement of the facts and circumstances relied upon by the applicant,
to justify his belief that an order should be Issued, including (I} detalls as to the particular
offense that has been, i8 being, or is about to be committed, (ll) except as provided in
subsection (11), a particutar description of the nature and location of the facilities from which
or the place whers the communication is to be intercepted, (iil) a particular description of the
type of communications sought to be intercepted, (lv) the identity of the person, if known,
committing the offense and whose communications are to be intercepted;”

Nota: If any of the persons described who are likely to be intercepled are under Indictmeni or being
tried, or if the telephone to be tapped is a pubtic telephone, it should be noted in the affidavit. These
circumstances will probably require the court o make certain modifications to the court order.
Therefore, their inclusion in the affidavit will alert the court to these situations.

PYP TR
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Details Relating to the Goals of the Investigations

The affidavit must clearly state the goals of the investigation and what results are expected through the
use of the interception.,

Details Relating to Investigative Methods Already Utilized

The following questions must be addressed:

- Does the affidavit state with specificity what other investigative methods have been tried and falled,
or are too dangerous to try? Included are methods such as the use of standard survelllance
techniques, use of undercover agents or informants, execution of search warrants, use of immunity,
elc.

18 U.S.C. 2518(1) (c) requires the following:

"a full and complete statement as to whether or not other investigative procedures have been

tried and falled or why they reasonably appear to be unlikely to succeed if tried or to be too
dangerous;”

Time Period for Interception

The affidavit must specify the period of time requested for the interception. 18 U.S.C. 2518(1) (d) requires
the following:

"a statemant of the period of time for which the interception Is required to be maintained. If
the nature of the investigation is such that the authorization for Interception should not
automatically terminate when the described type of communication has been first obtained,
a particular description of facts establishing probable cause to believe that additional
communications of the same type will occur thereafter;"”

In any event, an initial request for an interception under Title | cannot exceed 30 days. This is specified in 18
U.S.C. 2518(5) as follows:

“No order entered under this section may authorize or approve the interception of any wire,
oral, or elactronic communication for any period longer than is necessary to achieve the
objective of the authorization, nor In any event longer than thirty days. Such thirty-day period
begins on the earlier of the day on which the investigative or law enforcement officer first
begins to conduct an interception under the order or ten days after the order is entered.
Extensions of an order may he granted, but only upon application for an extension made in
accordance with subsection (1) of this section and the court making the findings required by
subsection (3) of this section. The period of an extension shall be no longer than the
authorizing judge deems nacessary to achlieve the purposes for which it was granted and In
no event for longer than thirty days. Every order and extension theraof shall contain a

| o
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provision that the authorization to intercept shall be executed as soon as practicable, shall
be conducted in such a way as to minimize the interception of communications not otherwise
subject to interception under this chapter, and must terminate upon attainment of the
authorized objective, or in any avent in thirty days.”

Privileged Communications

The following questions must be addressed:
- Does the affidavit oulline any expectations that privileged communication will be intercepted?
- If so, doss the affidavit, through probable cause, justify such Interceplion?

18 U.S.C. 2517(4) provides that:

“No otherwise privileged wire, oral or elactronic communication intercepted in accordance
with, or in violation of, the provisions of this chapter shall iose its privileged character.”

Interception of Foreign Languages and/or Code(s)

Information should be provided in the affidavit relating to any use by the target(s) of any codes or forgign
langueages. if the targel(s) of the interception occasionally speak in a foreign language or code, and none of
the monitoring agents understand the language, the coded or foreign language portion of such conversations
may be monitored and racorded. Later, when a translator or decoding ‘information |s avallable, the
conversations can be minimized (after-the-fact minimization). However, if most of the conversation is in a
fareign language or code, and the manitoring agent understands the language or code, the entire conversation
is subject to the rules of minimization. Additional reference should be made to 18 U.8.C. 2518 (5).

Such Information should also be addressed in the preparation of the application and court order.

2) Application

After the affidavit has been reviewed and approved by the supervising Assistant United States Attorney,

he/she is responsible for the composition of the application.

Although 18 U.S.C. 2510(7) defines the various investigative or law enforcement officers who may technically
make application for the inlercaption, it is the policy of the Depariment of Justice that all such applications be
filed with the court by the Assistant United States Attorney who will supervise the interception.

The applicalion is nothing more than an affidavit by the Assistant United States Atlorney. It addresses all of
the issues which are addressed in the affidavit, albeit in synopsis form. When information from the affidavit
is repeated in the application, the same language should be used whenever appropriate, in order to avoid
misinterpretation, grammalical error, etc.

CE ‘
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The appiication should specifically reference each supporting affidavit and each affidavit should be made an
attachment to the application with these documents attached. If a required statement is inadvertently omitted
from the application, this would nol necessarily cause the application to be later rejected as an evidentiary
document during judiclal proceedings. There are a8 number of issues which are not addressed In the affidavit
which must be addrassed In the application. They are explained as follows,

Details Relating to the Applicant

The following questions must be addressed:
- s the Assistant United States Atlorney making the application properly identified?
- Is histher authority as a law enforcement officer clearly defined?

18 U.S.C. 2518(1) (a) requires that each application include the foliowing:

"the Identity of the investigative or law enforcement officer making the application, aﬁd the
officer authorizing the application;”

The Officer authorizing the application is the Attorney General of the United States or his/her designee.

Details Relative to Previous Application (ELSUR Check)

In accordance with 18 U.S.C. 2518(1) (e) the affidavit must contain a full and complete statement of any prior
elactronic survelllance (ELSUR) involving the persons, facilities or locations specified in the application. This
statement should include the date, jurisdiction, and disposition of any previous applications; as well as their
relevance, if any, to the on-going investigation. In addition to any known prior applications, the agency
conducting the Investigation should conduct an ELSUR check of its own electronic surveillance indices,
indices of any other agency perticipating in this invastigation, and the indices of any agency which may have
investigated the subjects in the past.

it is only necessary to notify the court of prior applications involving intercepteses, premises or faclilities named
in the present affidavit; persons who have been intercepted on a pravious wiretap, but who were not named
as interceplees in any court order need not be identified. If such circumstances exist, however, the court
should be notified by the AUSA handling the case to avoid a later appellate issue.

Details of Any Requests for Extensions

Whenever an exiension arder is being applied for in the application, specific detalls about results already
obtained must be included.

RIF
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18 U.S.C. 2618(1) (f) requires the foilowing:
“where the application Is for the extension of an order, a statement setting forth the results

thus far obtained from the interception, or a reasonable explanation of the fallure to obtain
such results.” '

Covert Entry

If accomplishment of the proposed interception will require surreptitious or covert entry, the application should
so advise the court. This notification will allow the court to modffy the court order to allow for covert entry.

Persons Under Indictment or on Trial

If a probable Interceplae I8 under indictment or on trial, this fact should be noted in the application. This
notification will allow the court to modify the court order to allow for Interception of this interceptee within
prescribed guidelines. These guidelines are described in the COURT ORDER saction of this manual chapter.

Public Telephone Interceptions

If the telephone to be intercepted is a public telephone, this fact should be noted in the application. This
notification will allow the court to modify the court order to allow for this kind of interception, within prescribed
guidelines. These guidelines are described in the COURT ORDER section of this manual chapter.

Toll and Subscriber Information

In order to save time during the conduct of the interception, it is recommended that a request for these records
be made a part of the application.

3) Court Order

After the Assistant United States Attorney has reviewed and approved the affidavit and completed the
appliication, he/she is responsible for the composition of the "warrant® or court order which will be signed by
the judge, authorizing the non-consensual interception.

Since much of the information which will be contained in the interception order has been included in the

application, the same language should be used whenever appropriate in order to avoid misinterpretation,
grammatical error, etc.

11 liiffr' I




Manual : Interception Section : Chapter(ll

RO

¢ 18D Date  : 002008

Authority to Issue a Court Order

The authority which atlows a judge to authorize a non-consensual intercept order Is derived from 18 U.S.C.
2518(3) as follows:

"Upon such application the judge may enter an ex parte order, as requested or as madified,
authorizing or approving Interception of wire, oral, or electronic communications within the
territorial jurisdiction of the court in which the judge Is sitting (and outside that jurisdiction but
within the United States In the case of a moblie interception device authorized by a Federal court
within such jurisdiction), if the judge determines on the basis of the facts submitted by the
applicant that -

(a) there is probable cauge for belief that an individual is committing, has committed, or is about
to commit a particular offense enumerated in section 2516 of this chapter;

(b) there is probable cause for belief that particular communications concemning that offense will
be obtained through such interception;

(c) normal investigative procedures have bean tried and have falled or reasonably appear to be
unlikely to succeed If tried or to be too dangerous;

(d) except as provided in subsection (11), there Is probable cause for bellef that the facllities from
which, or the place where, the wire or oral, communications are to be intercepted are being
used, or are about to be used, In connection with the commission of such offense, or are
leased to, listed in the name of, or commonly used by such person.”

Required Information

in preparing the court order, there are a number of issues which musl be addressed and a number of
questions which must be answered with specificily.

18 U.S.C. 2518(4) requires that the interception order contain the following information:

“Each order authorizing or approving the interception of any wire, oral, or slectronic
communication under this chapter shall specify -

{a) the identity of the person, if known, whose communications are to be intercepted;

(b) the nature and tocation of the communications facilities as to which, or the place where,
authority to intercapt is granted;

(c) a particular description of the type of communication sought to be intercepted, and a
statement of the particular offense to which it relates;

{d) the identity of the agency authorized to intercept the communications, and of the person
authorizing the application; and
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(o) the pericd of time during which such interception is authorized, including a statement as to
whether or not the intarception shall automatically terminate when the described
communication has been first obtained.”

18 U.S.C. 2518(4) also provides that, if needed, a court order can be issued compsliing cooperation from
communications common carriers, landlords, etc., ordering them to “...furnish the applicant forthwith all
information, facilities and technical assistance necessary to accomplish the Interception
unobtrusively and with a minimum of interferenca....”

Pursuant to Title 18 U.S.C. 2522, an order may be issued o enforce the assistance capabllity and capacity
requirement under the Communications Assistance for Law Enforcement Act (CALEA)

However, when this type of cooperation is provided for in the court order, efforts must be made to avoid
possible breaches of security during the interception. The Department of Justice has conctuded that there
Is no legal need for a communication common carrier, landlord, custodian or other person to be acquainted
with the full details of the court order such as, the name(s) of the subjecl(s) to be intercepted, the violation(s)
of law being investigated, etc., in order for them lo furnish the necessary assistance. Therefore, in the Interest
of security, a separate abbreviated court order should be prepared and presented to the court in the applicable
circumstances. A copy of this order may be left in the possession of the communication carrier.

Dates of Implementation and Termination

Court Orders for interceptions are normally for thirty (30) days. Once the court order is signed, a ten (10) day
grace period is aliowed from the date the court order is signed until the actuel interception begins. However,
the interception should normally commence as soon as practical after the court order has been signed by the
judge. For the actual thirty (30) day operational running ime of the wire, and for reporting purposes, the start
date Is the date the actual interception begins, as long as it Is within the ten (10) days after the order was
signed.

As is mandated in 18 U.S.C. 2518(4) (e), the court order must contain the period of time for which the
interception is authorized.

18 U.S.C. 2518(5) provides specific requirements relative lo the dates of implementation and terminatlion as
follows:

“No order entered under this section may authorize or approve the interception of any wire, oral,
or electronic communications for any period longer than is necessary to achieve the objective
of the authorization, nor in any event longer than thirty days."

"...Extensions of an order may be granted, but only upon application for an extension made in
accordance with subsection (1) of this section and the court making the findings required by
subsection (3) of this section. The period of extension shall be no longer than the authorizing
judge deems necessary to achieve the purposes for which it was granted and in no event for
longer than thirty days. Every order and extension thereof shall contain a provision that the
authorization to intercept shall be conducted in such a way as to minimize the interception of
communications not otherwise subject to interception under this chapter, and must terminate
upon attainment of the authorized objective, or in any event in thirty days.”
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Minimization

18 U.S.C. 2518(5) states that the court order shall contain a provision that the authorization lo intercept
*...shall be conducted in such a way as to minimize the Interception of communications not otherwise
subject to interception undar this chapter..."

Minimizalion is discussed in detall later In this manual chapter.

Covert Entry

If accomplishment of the interception requires surreptitious or covert enlry, this fact should so be stated in both
the application and court order. Neither the Electronic Communications Privacy Act of 1986 or the Fourth
Amendment raquire that an interception order include a specific authorization to enter covertly the premises
described in the order.

it is, however, the policy of the Department of Justice that such a provision be included in the order authorizing
agent/itechnical personnel to enter the premises surreptitiously; install, maintain, place more effectively, and
to remove the interception device at the expiration of the crder. Once the Initial entry has been accomplished
pursuant to the court's order, It Is not necessary to secure edditional Department of Justice or court approval
for subsequent entries in order to accomplish repositioning, maintenance, or removal.

Persons Under Indictment or on Trial

If a probable interceptee is under indictment or on trial, this fact should be stated in both the application and
court order. If this Is the case, the interception order should contain restrictive language requiring particutar
care to avoid the monitoring of conversations pertinent 1o trial ar other disposition of that case. Specific
restrictions relative to attorney-client communications are provided later in this chapter.

Interception of Foreign Languages and/or Codes

The interception of foreign languages and/or ccdes must also be addressed in the court order. |f the targst(s)
of the interception occasionally speak in a foreign language or code, and nane of the monitoring agents
understand the language, the coded or foreign language portion of such conversations may be monitored and
recorded. Later, when a translator or decoding information is available, the conversatians can be minimized
(after-the-fact minimization). However, If most of the conversation is in a foreign language or code, and the
monitoring agent understands the language or code, the entire conversation is subject to the rules of
minimization. Additional reference should be made lo 18 USC 2518 (5).

14
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Details Relating to the Target Telephone Number(s)

The paragraph quoted below should always be included in the affidavit in the event the target might
change his/her telephone number during the course of a non-consensual intercept. It should be placed
Just below the paragraph describing the target telephone number in the affidavit.

The paragraph to be Included in the court order should read as follows:

"The authority given is intended to apply not only to the target telephone number listed above, but to any
changed telephone number subsequently assigned lo the same cable, pair, and binding post utllized by
the target telephone within the 30 day authorization period."

Public Telephone Interceptions

i the telephone to be intercepted is a public telephone, this fact should be stated in both the application and
court order. Where a public telephone is to be Intercepted, the order should contain a provision to limit,
insofar as practicable, monitoring activity to Instances when the telephone is being used by those whose
interceplion has been authorized. Physical survelllance of the telephone is usually necessary in this type of
situation. Through the use of the surveillance, interception is limited to calls placed by, or 10, the subjects.

Toll and Subscriber information

In order to save time during the conduct of the interception, it is recommended that a request for these records
be made a part of the order. An example of this paragraph follows:

IT 1S FURTHER ORDERED, pursuant to 18 U.S.C. 2703 (d), and upon request of the United
States, that the Telephone Company of forthwith
provide agents of the U. S. Secret Service, subscriber and toll information relative to this order.

Periodic Reports by the Supervising Attorney

18 U.5.C. 2518(8) provides the following:

"Whenever an order authorizing interception is entered pursuant to this chapter, the order may
require reports to be made to the judge who issued the order showing what progress has been
made toward achievement of the authorized objective and the need for continued interception.
Such reports shall be made at such intervals as the Judge may require.”

The statute does not make the filing of these reports mandatory unless the judge so directs in the

suthorization order. However, the Department of Justice takes the position that it is clearly in the interest of
the Government to file these reports in order to demonstrate continuing judicial supervision over the
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Interception. Accordingly, the supervising AUSA should, as a matter of course, recommend 1o the judge that
the reporling requirement be Included in any order which authorizes the interception of cral communications.
The appropriate interval between reports depends upon what is reasonable under the facts of the case. The
usual interval, however, is about ten (10) days. The AUSA may call upon the investigative case agent to assist
In the preparation of the reports. The format of lhese reports is usually left to the discretion of the supervising
Assistant United States Attorney.

4) Authorization Request Letter From the Director or Designee

During this process, the AUSA handling this non-consensual request will be In direct communication with the
Department of Justice's Office of Enforcement Operations (OEO). The affidavit, application and court order
{draft) will be reviewed and approved by the supervising AUSA and OEO. A copy of each of these documents
must be forwarded by the USSS office involved in this application via e-mail, FAX or overnight package
delivery service to 1SD. Every effort should be made to expedite the submission of these documents, as the
probable cause stated in the affidavit must remain current.

Once the documentation has been received, ISD will prepare a letter from the Director's office to the Attorney
General, formally requesting authorization 1o apply for a court ordered interception.

After the formal request letter is prepared, ISD will obtain the signature of the Director or designee. The
signed letter, along with the supporling documentation, will then be forwarded to the Electronics Surveillance

Unit {(ESV), Office of Enforcement Operations (OEO), Criminal Division, Department of Justice. OEO uses
this letter as a signal that the Secret Service is in {otal agreement for the need to conduct this interception.

The following are examples of a formal request letter.

R
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Sample of Director's Formal Request Letter (Oral communication)

DATE:

File Number:

Name

Assistant Attorney General
Criminal Division

U.S. Depariment of Justice

Dear

This letter is submitted in support of an application for a court order authorizing the interception of wire
communications on telephone number (___ ) , subscribad in the name of ,at
the address of .

Based on information learned from the investigation, we believe the telephone number listed above is
being used in connaction wilh violations of Title 18, United States Cods, Section . and possl|bly
other crimes.

The investigation by this Service shows that the individual(s) identified in the affidavit have been and
probably will continue to be involved in viclations of the aforementioned sections of the United States Coda.

Based on the facts documented in the attached affidavit, the Secret Service believes that the authorization

for interception of wire communications will prove fruitful in Identifying other co-conspirators, victims, and
the manner in which the largets engage in criminal activity.

Sincerely,

Director
United States Secret Service

17
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Sample of Director's Formal Request Letter (Electronic
Communication)

Date:

File Number:

Name

Assistant Attorney General
Criminal Division

U.S. Department of Justlice

Dear ’

Attached herewith are copies of the affidavit, application, and draft court
order prepared in support of an application for a court order authorizing the
interception of electronic communications to and from the Internet Protocol
address block of =xxx.xxx,xxx, with the usable IP address range xxx.XxXX.XXx
through xxx.xxx.xxxX, which presently resolves to a (Name of network or website
hosting the IP addresses), located at (addregs) on the following individuals:

Bob Doe (a/k/a “BDoe"); Jane Doe (a/k/a “Jane”); Roy Jones {(a/k/a “RJ");
Peter Parker (a/k/a “Spiderman”), and others yet to be identified.

As the affidavit makes clear, the aforementioned subjects are utilizing a
(Name of net work or web site) and are being hosted at (Name of the
communication companv), There is probable cause to believe that the subjects
have committed, are committing, and will continue to commit felony
identification document offenses, felony access device offenses, and felony
computer crime offenses in violation of Title 18, United States Code Sections
Based on the facts documented in the attached affidavit, the Secret
Service believes that the authorization for interception of electronic
communications will prove fruitful in identifying other co-conspirators,
victims, and the manner in which the targets engage in criminal activity.

Sincerely,

Director
United States Secret Service

18
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Department of Justice Approval

After the affidavit(s), application and court order have been reviewed by the Office of Enforcemant Operstions,
a recommendation of either approval or rejection will be mads to the Deputy Attorney General, Associate
Attorney General or a designated Assistant Atlorney General. If the request for authorization is approved, the
approving official will send a farmal approval latter, authorizing the submission of the application for the
interception to the United States Attorney in the District where application is to be made. The AUSA
supervising the Title | should contact the affiant (the case agent) once the raquest is approved.

When the letter of approval is recelved by the AUSA, the case agent will obtain a copy of this letter and will
forward the \etter 10 ¥SD for inclusion in the non-consensual Intercept file maintained within the Investigative
Support Division (ISD). If the Office of Enforcement Operstlons rejects the request for authorization, this
Service and the supervising AUSA authorizing the application will be notified of the reasons for the rejaction
and advised of what measures need to be taken in arder to reapply for the intercaption.

Headquarters Team Assistance

After the application is submitted to Headquarlers, and pending approvai from DOJ Office of Enforcement
Operations, a team comprised of the following personnel will travel to the field office involved to coordinate
the administrative requirements-and future conduct of the interception:

Representatives from the Investigative Support Division (ISD) will meet with the supervisory agents
and the case agent of the office handling the interception concerning the manual requirements,
minimization, and wire room restrictions for the interception operation. If requesied, ISD will assist the
case agent in preparing his or her portion of the briefing for the interception.

Representatives from the appropriate operational division will be responsible for meeting with the
SAIC, case agent and the Assistant Unitad States Attorney, as necessary, to go over any questions raised
during the review of the affidavits, application, and court order. They will also mest with the case agent
and office supervisory personnel to identify and resclve surveillance and wire room manpower
requirements, costs, and other case related issues.

Reprosentatives from the Technical Security Divislon (TSD) will caordinate with the local \elephone
company (o review the technical aspects of the interception. TSD will determine a suitable site and
additional equipment requirements. The type of intercept will diclate the equipment needs (i.e. phone,
celiular phone, fax, e-mail).

This team assists the case agent in the details of planning the intercept and bringing to the site the necessary
personnel and equipment without the case agent specifically requesting them.

After the Depariment of Justice has approved the interception and the court order is expected to be signed,
this team may travel again to the office to assist in seiting up the wire room and altend the minimization
briefing given by the AUSA. The case agent needs to prepare the case briefing, specific agent assignments,
and administrative data (scheduling, hotel information, elc.).
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The minimization briefing must be attended by all interceplion personnel, including survelilance agents and
field office administrative support. If wire room personnel must be replaced after the brisfing due to exigent
circumstances, the replacements must receive a similar briefing.

Once the wire room personne! have been briefed and are confident that all procedures and the conduct of the
intercept comply with DOJ and Secret Service policy, the ISD representatives will return to Washington, DC.

ISD representatives will continue to monitor the progress of the inlercept and be avallable to answer questions
and give advice (o the case agent and the wire room supervisor. If necessary, the ISD representatives can
return to provide on-site assistance.

Application to the Court

After the Department of Justice has formally approved the application for authorization of the interception, the
supervising Assistant United States Attorney will submit the application to a judge having jurigdiction within
the district where the interception Is to take place. The application should be presented as expeditiously as
possible following the receipt of authorization.

Although interception orders may be granted by judges of a Uniled States District Court or judges of the
United States Courts of Appeals, the Department of Juslice mandates that, except in extraordinary
circumstances, ll applications should be presented to a District Court Judge. The documents to be presented
to the judge include the originals and one (I) copy each of the affidavit(s), application(s), court order(s) (draft),
and Depariment of Justice authorization letter.

Sealing of Documents

If a court order is granted, the court or the supervising Assistant United States Attorney, in the courl's
presence, will seal the court order along with ail related documents. The usual practice is either 1o file the
sealed package with the District Court Clerk for safekeeping in the clerk's vault, or for the supervising
Assistant United States Attorney to retain custody of the sealed documents until the interception has been
complated, at which lime they will ba filed with the court.

A copy of the documents may be kept by the supervising Assistant United States Attorney. Each district may
vary as to "sealing” procedures. Questions as to the proper procedure should be directed to the appropriate
official in the U. 8. District Court Clerk's office.

Procedure if the Application for an Interception Order is Denied

If the court refuses to Issue an interception order, the appropriale Assistant Director's office must immediately
be notified of the reasons for this rejection. The supervising Assistant United States Attorney will immediately
notify the Office of Enforcement Operations. That office will determine whether a new application can or
should be made based on the facts immediately available, or whather additional investigation is needed.

[RTE
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Emergency Interceptions

18 U.S.C. 2518(7) provides for the interceplion of communications for up to 48 hours, withou! a prior court
order, under certaln emergency conditions. However, that section also provides that an application for a court
order approving the interception must be made within 48 hours after the interception has begun.

The Attorney General, Depuly Attorney General, and Assaciate Attorney General all have the power to
authorize emergency interceptions. This emergency provision does not dispense with any of the application
procedures prescribed under 18 U.S. C. 2618(1). It merely delays the applicalion process for 48 hours. The
Director or his/her designee must obtain oral authorization and submit a wrilten request for the emergency
interception. This request must identify the persons to be inlercepted, the facilities from which, or the place
where, the wire or oral communications are to be intercepted, and the offenses that are expected to be related
to these intercaptions.

Furthermore, 18 U.S.C. 2518(7) requires that the request letter specifically explain the justification for an
emergency interception. 18 U.S.C. 2518(7) (a) clearly sets farth the definition of an "emergency situation" that
will warrant an interception without first obtaining a court order. Emergency situations include those which
involve conspiratorial activities which threaten the national security interest or which are characteristic of
organized crime or any offense that involves immediate danger of death or serious physical injury.

The request should be accompanied by documentation setting forth probable cause that:

(1) An individual is committing, has committed, or is about to commit a particular offense enumerated
in 18 U.S.C. 2516;

{2) That particular communications concerning the offense cited wlill be obtained through such
interception;

{3) That the facilities from which, or the place where, the wire or oral communications are to be
intercepted, are baing used, or are about to be used, in connection with the commission of such
offense.

Explicit guidetines for the conduct of an emergency interception are set forth in 18 U.S.C. 2518(7). Whenever
an emargency interception Is being contemplated, the Assistant United States Attorney who would supervise
such an interception should iImmediately contact the Office of Enforcement Operations (OEO) for guidance
and advice. In practice, the emergency procedures are initiated when the AUSA in charge of the case
contacts an Electronic Survelllance Unit (ESU) attorney at OEO. At the same lime, the case agent should
contact the Investigative Support Division (ISD) and the appropriate operational division. After discussions
with the AUSA, the ESU attorney, in consullation with the OEO Director or an Associate Director, determines
whether the statutory requirements for the emergency interception have been met. Once approved, the ESU
attorney notifies the AUSA supervising the case.

The Director or his/her designee (OEO) then contacts the Attorney General (AG), the Deputy Attorney General

(DAG), or the Associate Attorney General (AAG) lo seek permission and to make a determination that an
amergency situation exists as defined in the statute.

Preparing to Conduct the Interception

After a judge has issued the interception “warrant®, 18 U.S.C. 2518(5) requires that the authorization to
intercep! be executed as soon as practicable. If all of the preparatory procedures which have thus far been
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cullined in this chapter have been followed, execution of the interception "warranl” can begin as soon as it Is
issued.

Prior 10 conducling any interception, all Secret Service employees and other law enforcement personne!
participating in the interception must read and understand this chapter, minimization memorandum, affidavit,
application and court order. The guidelines contained In this chapter have been designed to assure strict
adherence to the laws and procedures which govern the use of these interceptions.

it is the philosophy of the Secret Service that it is preferable to err on the side of caution rather than
risk any inadvertent violation of law or established procedure when conducting these interceptions.

Staffing Requirements

Non-consensual interceptions are sensitive in nature, and, as such, require great care in their execution. The
USSS field supervisor overseeing the interception should insure that staffing is properly allocated and ulilized
during the operation. Staffing may include personnel from other law enforcement agencles who are task force
or joint investigation participants. Whenever possible, eight hour shifts should be utilized during the operation.
However, twelve hour shifts may be acceptable depending on the volume of calis and activity anticipated and
the avallability of manpower.

Supervising Agent

The Supervising Agent {"Wire Room Supervisor') normally is the liaison between the supervising Assistant
United States Attorney (AUSA) end the monitoring agents. This insures that instructions from the AUSA are
properly communicated to the monitoring agents and {hat the supervising attorney recelves an accurate
overview of whal the interception is producing.

The Supervising Agent is also charged with the responsibility of conducting the interception in compliance with
all instructions of the court and the supervising AUSA and insuring that the interception devices are installed
as soon as practical after the court order is obtained.

The Supervising Agent will also insure that information gained from {he interception is communicated, in a
timely manner, to the case agent and survelllance perscnnel.

The Supervising Agent will be responsible for the chairing of daily meefings involving key interception
personnel, providing timely distribution of information and updating operational instructions.

The Supervising Agent should prepare and deliver to the supervising AUSA daily written reports. Copies of
these reports should be made for the case agent. There is no prescribed format for such reports, but they
should show the nature and scope of the interceplion for that day. For instance, they should indicate the
number of pertinent (relevant) conversations intercepted, the number of non-pertinent conversations
minimized, whether any of the largets named in the order were intercepted, whether any new targets were
identified, and whether any problems have arisen( e.g. equipment malfunction, privileged communications,
or evidence of other crimes).

jrRI¥F © 7 ‘
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These daily reports should be made even throughout a weekend or holiday period and may initially be
accomplished via telephone with the documentation being prepared the next working day. A copy of the
corresponding day’s consecutive call log should accompany each repori. The Supervising Agent's duties
include providing for the overall integrity of the interception as well as the Integrity and admissibility of the
avidence obtained by following the principles and guidelines set forth within this manual.

The Supervising Agent should insure that the Interception is property terminated at the time specified in the
court order, or when the objective of the inlercaplion has been accomplished, whichever comes first. The
Supervising Agent is responsible for the operation and will coordinate all external surveiliance activity with the
surveilling agenis. 1t is imporiant that hefshe have an overview of the entire investigation and be able to
confirm voice identifications, identify patterns of invalvement and generally maximize the effectiveness of the
intarceptlon. :

Since the Supervising Agent's primary purpose is to insure the integrity of the interception operation, haishe
will not be the case agent for the invastigation for which the Interception is conducted. (The case agent cannot
properily devote the lime and attention required during the execution of the interception.) Whenever possible,
only one Supervising Agent should be assigned 1o the interception. However, more than one may be assigned
during very aclive interception oparalions.

Wire Room Shift Leader

The Wire Room Shift Leader will be a senior Special Agent who is famlliar with the entire invesligation.
He/she will supervise wire room activilies, moniior personnel, and ensure the integrity and security of the wire
room during their particular tour of duty. The Shift Leader will maintain liaison with the Supervising Agent and
TSD support personnel, who will maintain the integrity of the equipment under their supervision, In the
absence of a Supervising Agent (i.e. midnight shift), the Shift Leader will assume the responsibilities of the
Supervising Agent in notifying the supervising AUSA, case agent and surveillance personnel of relevant
information when necessary. The Shift Leader will keep the monitoring personne! appraised of any significant
developments in the case that may affact the monitoring of the interception.

Monitoring/Minimization Personnel

The personnel (normally Special Agents) assigned to the actual interception, moniloring, and recording of
conversations are in the most sensitive position of the interception operation. They must adhere carefully to
the minimization guidelines set forth in the court order and by the supervising AUSA. The monitoring
personnel must be accurate in the recording of all information in the Consecutive Call Log which they will
maintain. They are not to discuss the content or context of any of the calls monitored with any individual
(Including agents or other personnel) who do not have a specific need to know.

Prior to assuming their monitoring duties, all monitoring personnel must listen (o any recordings made earlier
during the investigation in order to familiarize themselvas with the voices of the targets intercepted during
those conversations. Separate monitoring personnel must be assigred 1o each target telephona line; if any
target telephone line I3 deemed to be extremely busy, then two people should be assigned to monitor that line.

In the case of interception of electronic communications, monitoring personnel requirements vary depending
on number of Internet Protocol (IP) addresses inlercepted. However, one minimization employee should be
assigned per one Internet Protocol (IP) address. See the Interception of Electronic Communication section
of this chapter for additional informalion, page 44).
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Technical Security Division (TSD) Personnel

In most cases, Technical Security Division (TSD) personnel will be responsible for obtaining the necessary
technical informatien and equipment needed to accomplish the Interceptian. TSD will also secure and
establish the monitoring area in conjunction with the Suparvising Agent and Shift Leader(s).

The only persons who are authorized to install and test interception and recording equipment are TSD
speciatists (Telecommunication and Security Specialist, or Special Agent). TSD personnel will be readily
available al any time during the interception in order to respond to lechnical problems which may arise.

In the case of interception of electronic communications, ECSAP trained Special Agents may install, maintain
and lesl interception and recording equipment in coordination with the TSD personnel.

in addition, TSD will make all necessary coordination with the telephone or internet service provider and
squipment manufacturers {o obtain necessary equipment for telephone (hard line and wireless) and electronic
communication interception. The most up to date telecommunication interception equipment avaliable and
capable of intercepting oral communication and call data will be installed on all anticipated target telephone
lines.

The TSD representative should coordinale his/her activities with tha case agent or ather designated agent
personnel! to provide the necessary information for the issuance of judiciary subpoenas requesling subscriber
and other telephone Information.

To preciude obtaining a subpoena each and every time subscriber informatlion, or other information, is needed
from the telephone company; the court in the original non-consensual interception order can direct the
telephone company to provide this informalion as needed by this Service.

TSD personnel should never be usad for monitoring, nor should they be used for any other function
normally asslgned to a Special Agent.

Criminal Research Specialists (CRS) and Data Analysis

CRS personnel from ISD will be assigned to accomplish the required database searches and telephone toll
link analysis as necessary using analytical software.

The numbear of CRS parsonnel assigned to the interceplion will depend on the volume of calls and activity
anficipated during the interception. However, in most cases, it may be appropriate to assign at least one CRS
who has been trained in the call data and telephone tofl link analysis requirements and capabliities of PenlLink,
as well as other computer programs. Prior to the initiation of the interception, vital aspects of these
applications will be discussed with the Wire Rcom Supervisor and case agent in accordance with the U.S.
Secret Service guidsiines for standardization of software.

For utilization of CRS support in an interception the SAIC - 1SD must be contacted. For specific information
regarding the Criminal Research Specialist Program, see the Investigative Manual, ISD-18.

IrRir
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Transcribing Personnel

One of the most critical elements of the interceptlon is the transcription of intercepted conversations. In order
to effectively transcribe these conversations, the transcribers should have a thorough knowledge of the
invesligation, the targets involved, and lhe violations of law under investigation. Administrative support
phersonr\eclri m?y be used to type the transcribed conversations, but agent personnel must thoroughly review
the transcription.

In cases where intercepted conversations are conducted in a foreign language, language specialists from
other agencies or approved private contractors may be used to ald in monitoring the calls and transcribing
them into English.

The amount of transcriplion during the interception will depend on the guidelines set forth by the supervising
AUSA and the needs of the supervisory and case agents.

Surveillance Personnel

Whenever possible, visual surveillance should be conducted in conjunction with the interception. incriminating
conversations, obtained from the interception, will have a greater impact during presentation at trial if It is
corroborated by lestimony from survelllance agents, or joint investigationtask force members, confirming that
the target(s) were at a certaln location or attended a certain mesting when an interception was made.

Surveillances conducted In conjunction with the interception will often provide a better overview of the target's
involvement In the violation of law under investigation and may provide additional probable cause for court
ordered extensions of interceptions. The use of survelllances may develop very valuable investigative leads
and advance knowledge of target actions.

The number of surveillance agents required during the interception operation will depend on the number of
targels involved, the number of target telephones, the violations of law under Investigation, etc. In any case,
the use of survelllance agents requires close communication and liaison with the Suparvising Agent (Wire
Room Supervisor) and the case agent.

Other Investigative Tactlcs

In an Ideal situation, pertinent conversations will be intercepted as soon as the interception operation begins.
However, in many cases extensive monitoring takes place before pertinent and/or incriminating conversations
are recorded. In these situations, it may be possible to induce the targets to discuss the violation of law under
investigation.

These inducements can be accomplished in a number of ways. If the investigation involves the use of an
undercover agent or confidential informant, the agent or informant may be used to generate conversations
between targets by placing calls to these targets, thereby making inquiries about the illegal activity under
investigation. The undercover agent or confidential informant may very well be in a position to place "orders”
for contraband, thereby inducing the targets o engage In incriminating conversations.

Interviews of targets, or friends or associates of targets, conducted by agents may also induce conversations
between the targels. If the targets believe that arrests are imminent, or that inquiries are being made about
the violations of law under investigation, these targets may very well participate In pertinent and/or
incriminating conversations. o
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The innovative investigator can utilize a myriad of investigative tactics designed to maximize the efiectiveness
of the interception, and this innovation Is certainly encouraged. However, before any of these tactics are
employed, their use should be approved by the supervising AUSA, and closely coordinated with the
supervising agent and case agent.

Field Office Wire Room

In most cases, and whenever possible, the interception operation wiil be established within a field office
through acquisition of a leased (dedicaled) telephone line(s) which is connected to the clrcuit utilized by the
target telephone(s). The Investigative Support Branch of TSD should be consulted (0 ensure the most cost
effective method of line installation.

The interception and recording equipment must be installed and sacured within a rocom in the field office which
can be saparately secured and which will not be accessed by personnel who are not directly involved with the
interception operation. As soon as the monitoring station is capable of beceming operational, i. e., the leased
line{s) have been Installed and Is active and the interception and recording equipment is on site, the
monitoring station should be considered secure and accessible to only authorized personnel who are directly
involved with the Interception.

At this time, a Personnel Access Log (SSF 3285A) must be posied and maintained at the entrance to the
monitoring station. All persons who access the wire rcom must make the appropriate entries in the log each
and every time they enter or exit. The Supervising Agent and/or Shift Leader have the responsibility to ensure
that these procedures are adhered to by all personnel.

Note: Should the wire room be protected by an elactronic access system, the use of the Personne!
Access Log can be suspended In lleu of a camputerized printout.

The Personnel Access Log (SSF 3285A) can be found via the USSS Forms Library at Intranet address
http://ssweb/mnol/pars/forms.

Outside Wire Room

if circumstances prevent establishing a wire room within a field office, it is necessary to obtain a suitable site
at an outside location. Twenty-four (24) hour security coverage wlll be placed on the wire room as soon as
it Is capable of becoming operational, i.e., the leased lines has been installed and is active and the interception
and recording equipment is on site. At this time, the personnel operating the wire room will begin to maintain
a "Personnel Access Log.”

If the locatlon of the wire room normally allows access by “outside” personnel (hotel room maids, etc.),
arrangements should be made to deny them access to the wire rcom.
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Conducting the Interception

Monitoring and Recording

The law makes no distinction between “listening to", "monitoring,” or “recording” a conversation. Courts
generally regard an interception crder In the same light as any other warrant; it authorizes a limited "search”
and limited “seizure” of evidence. Whether a conversation Is merely overheard, or if it has been recorded,
makes no difference legally; it has been seized.

Minimization

One of the most critical issues relative 1o a court ordered interception pursuant to Title | is the isaue of
minimization. 18 U.S.C. 2518(5) requires that every court ordered Interception must "contain a provision that
the authorization to intercept...shall be conducted in such a way as to minimize the interception of
communications not otherwise subject {0 interception...” This provision requires that the Interception
procedures be conducted in such a way 80 as to include the smallest possible number of interceptions of
"Innocent” communications.

In this context, the word “possible” means feaslble or praclicable consistent with the objective of obtalning
evidence of the criminal activity described in the interception order. In a normal situation, some interception
must take place before it can be determined that the interceplion of the communication should be interrupted.
It Is difficuit to establish set rules In this area, for Ihere appears to be an exception to every trulsm concerning
minimization.

As a guiding principle, problems relating to minimization must be dealt with on an ad hoc basls, and monitoring
personnel must be provided with Instructions by the supervising AUSA as the interception operation
progresses. The minimization process should be monitored closely by the Wire Reom Shift Leader to ensure
continuity. The character of the criminal enterprise, i.e., the nature of the activity, its complexity and size, its
geographical reach, and similar considerations ail bear on the conduct of an Interception.

The purpose of the investigation may be a critical factor in determining the authorized scope of the
interception. Where an objective of the Iinterception is to define the scope of criminal activity, or to identify
unknown conspirators, or to obtain information on the operation of an illegal enterprise, the parameters of
interception are much broader than when an interception is instituted for a narrow, limited purpose.

If, however, the expected content of the communications to be intercepted is narrow in scape, efforts should
be made to minimize accordingly. For example, If, at the time of the initiation of the interception, the
monitering personnel know all the targets who are suspected of the criminal offense, they can tailor their
minimization efforts to avoid monltoring incoming or outgoing calls involving other persons. Simillarly, If the
monitoring personnel know during what time of day the telephone will be used for criminal activity, they can
avoid intercepting calls at other times.

Such conslderations affect the Inltial minimization tactics employed during the investigation, but the
interception policy may be changed to conform with investigative requirements as the interception continues.
On the other hand, where the monitoring agents do not, at the ocutset, have reason to believe that any
identifiable group of calls will be innocent, it may be reasonable to monitor all calls until a pattern of innocent
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calis develops. Such a pattern may not aiways be identifiable because it Is often Impossible to determine that
a particular conversation would be irrelevant and innocent until it has been concluded.

The use of code words, cover-up jargon, or other evasive tactics makes investigation difficult and necessitates
more detailed and extensive monttoring of conversations. Accordingly, the interception of all telephone
communications for such time as is appropriate where evasive tactics are used does nol constitute a fallure
to minimize.

In analyzing the overall interception, the courts have said that telaphone conversations of brief duration do not
permit monitoring personnel sufficient opportunity to identify the caller and characterize the conversation.
Interceptions of conversations complseted in less than two (2) minutes cannot be considered unreasonable.
Moreover, calls between known co-conspirators may be monitored in their entirety since relevant information
may emerge at any point in a call.

Where one of the parties is a known conspirator, the monitoring of histher conversations may be more
extensive than if he/she ware nol suspected, at least during the early phases of the intercaption; by listening
to such calls, monitoring personnel can effect the screening of unknown parties. The interception of
communications of suspected conspirators is similarly appropriate until their complicity can be determined.

The courts have endorsed a variety of methods which may be employed when attempting to *minimize”
interceptions. The methods which would most likely be employed by this Service fall into three categories:
extrinsic, intringic and after-the-fact minimization. Each approach to minimization involves different
procedures; however, more than one approach may be employed during an interception operation.

Extrinsic Minimization

Extrinsic minimization invoives limiting the time period during which monitoring is conducted. Although a Judge
may issue a non-consensual interception order for an effective pertod of up to thirty days, most orders are
effective for only fifteen or twenty days. This is one example of extrinsic minimization.

A second example of extrinsic minimization is the termination of interceptions before the expiration of the court
order. A third example would be a situation where monitoring is restricted to certain hours each day,
depending on the type of violations involved and the circumsiances in the case.

Intrinsic Minimization (Spot Monitoring)

Intrinsic minimization (or "spot monitoring”) is the most common method of minimization used during voice
interceptions. It involves the screening of all conversations as they are taking place. This method requires
the monitoring personnel to make a reasonable, good-faith effort to avoid either listening 1o or recording
non-pertinent conversations.

Monitoring personnel must be permitted a reasonable amount of flexibilily to guard against the possibility that
a conversation which appears non-pertinent at first may later become pertinent, involving discussions of
violations clted within the court order. Spot monitoring is a method which provides the monitoring agents with
this fexibliity.

if the monitoring psrsonnel listen to the first part of a conversation and cannot determine with certainty that
It is either pertinent or non-pertinent, the monitor should deactivate the listening and recording devices.
Periodically thereafter, the monitor should reactivate the listening and recording devices for brief pertods until
the nature of the conversalion and/or the idenlity of the subject can be verified.
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After-the-Fact Minimization

After-the-fact minimization for an audio interception involves recording every conversation and then restricting
disclosure of non-pertinent conversations by ranscribing or re-recording only pertinent conversations and then
sealing the original tapes. Except under exiraordinary circumstances, and then under the strict supervision
of the supervising AUSA, this method of minimization for an audio intercept will not be employed by this
Service, (Foreign language minimization is covered in the section below.)

In the instance of interception of electronic communications (fax, internet, e-mall, and online instant chat),
after-the-fact minimization has to be the method utilized. This will involve intercepting and reading all of the
fax or email transmissions and then determining which are pertinent or non-pertinent. The supervising AUSA
will provide guidance when using this type of minimization.

Foreign Languages

If the targets of the inlerceplion occasionally speak in a foreign language, and none of the monitoring
personnel understand the languags, the foreign language portion of such conversalions may be monitored
and recorded. Later, when a translator is available, the conversations can be minimized (after-the-fact
minimization). However, if most of the conversation Is in a foreign language, and monitoring personnel
understand the language, the entire conversation is subject to the rules of minimization. Seek the guidance
of the supervising AUSA when using this type of after-the-fact minimization.

Public Telephones

If the target telephone is accessible to the general public, as well as to the targets of the interception, the
maonitoring personnal must avoid interceptions of individuals who are not included in the court order, i.e.,
members of the general public. This can most easily be accomplished through a visual surveillance of the
target telephone. The survelllance personnel can notify monitaring personne! when a target utilizes the target
telephone.

If surveillance cannot be accomplished, the monitoring personnel should monilor conversations only when
the voices are recognized as those of the targets or suspects or when the dialed telephone numbers are
racognized as suspect.

Evidence of Other Crimes

If the monitoring personnel overhear conversations which apparently relate lo crimes which are not
enumerated in the court order, they should continue to intercept and record this type of call as though these
crimes were included In the court order. However, these newly developed crimes and the interceptions
relating to them should be reported to the supervising AUSA as soon as possible, but not tater than the next
day.

The supervising AUSA will then make a determination as to whether the intercepted conversations may be
evidence of a crime not listed in the court order. If 8o, the supervising judge will be informed by the supervising
AUSA,
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New Targets

One of the staled and authorized purposes of the interception is to identify additional targets in the
investigation who have not been named in the court order. Whenever any such Individual is identified by
name, nickname, telephone number, etc., the supervising AUSA should be nolified immediately. He will then
notify the court and a determination will be made as to whether or not an amendment to the court order is
required.

Privileged Communications

One of the primary objectives of aulhorized interceplions of private communications is to provide the
investigative agency with legally admissible evidence of criminal activity which could not be obtained through
normal investigative techniques. However, the confidentiality of conversations between individuals who stand
in the relationship of husband - wife, clergyman - parishioner, physician - patient, and attorney - client are
pratected by testimonial privilege.

Accordingly, 18 U.S.C. 2517(4) states as follows:

“No otherwise privileged wire, oral or electronic communications intercepted In accordance
with, or in violation of, the provisions of this chapter shall lose its privileged character.”

if an intercepted communication would be otherwise privileged, it cannot be introduced as svidence.
Whenever moniloring personnel become aware that the conversation baing monitored is privileged, they
should immedialtely deactivate the listening and recording devices and, as soon as praclicable, notify the Wire
Room Shift Leader and the supervising AUSA of the interception.

Whenever privileged communications are partially intercepted, the monitoring personne! must indicate this
fact in the Consecutlve Call Log. A more sericus situation is presented when the conversations overheard
by monitoring personnel are between the target and his/her attorney (or vice versa). In this instance, the
confidential commurication is not only protected by a testimonial priviiege, but also by the Sixth Amendment's
guarantee of the individual's right to the assistance of counsel.

If the intercepted communications deal with legal advice given by the attorrey to the client concerning a
pending criminal case, then care must be taken not to violate the client's Sixth Amendment rights. In the event
that monitoring personnel Iintercept 8 communication between an attorney and client concerning a pending
criminal case (i.e., a case in which the client is under indictment). the monitoring personnel must immediately
deactivate the monitoring and recarding equipment and make a notalion in the Consecutive Call Log that the
conversation was partially intercepted and was not completely overheard. The entries in the log should
identify the attorney and the client who were intercepted.

In rare instances, this Service may be authorized to intercept the conversations of a target and his/her attomey
after an indictment has been returned against the target. However, great care must be exercised by the
supervising AUSA that pending cases against a target are not needlessly jeopardized in order to further
potentlal cases.

In the event the electronic survelilance intercepis a communication betwesn an atiorney and client relating
to matters other than a pending criminal case {e.g., a conversation in relation to an illegal activity), the
monltoring personnel should, at the earliest practicable moment, bring this fact to the attention of the Wire
Room Supervisor and the supervising AUSA. Upon being informed of the circumstances and content of the
conversation, the supervising AUSA must decide If the conversation Is, in fact, privileged.
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If that determination Is made, the supervising AUSA should instruct this Service not to disclose the content
of the privileged communication to other investigative or police agencies, or conduct further investigation
based upan the contents of the privileged communication. Such privileged conversations should not be
included in the copies of transcriptions of the tapes, but should be recorded on the sealed copy that will remain
in the custody of the court.

Minimization Memorandum

The issue of minimization I8 one of the most critical issues relative to a court ordered interception conducted
under Tille |. For this reason, Secret Service policy requires that all personnel, who are to be responsible in
any way for the conduct of the interception, read and initial 8 memorandum which outlines the issues involved
with minimization prior to conducting the interception. In most cases, this memorandum will be authored by
the supervising AUSA,; if, however, the supervising AUSA is not the author, it will be the responsibllity of the
Supervising Agent to author the memorandum.

In addilion to reading this minimization memorandum, all interception personnel will be responsible for reading
the court order, application, and affidavit supporting the interception.

The following pages contain a sample minimization memorandum which addresses all of the issues that must

be understood by all participating personnel prior to conducting the interceplion. Note: An after-the-fact
minimization memorandum may differ in content at the discretion of the AUSA.

Sample of Minimization Memorandum

MEMORANDUM
DATE:
FROM:
United States Attomoy

By:
Assistant United States Attorney

SUBJECT: Minimization of Inierceptions

TO: All Supervisery and Monitaring Agents and other parsonnel of the U.S. Secret Service Participating In the Intercaption of
Wire Communications, to and from Telephone Number(s)

IMPORTANT: This memcrandum and the attachaed court order, application. and affidavimust be pasted within the listening post
and said items shall be read in thair entirety by all suparvisory and monitoring agents participating in any interceptionsprior to such
participation. The attached Review Log must be signed and dated acknowledging same. YOU MUST NOT PARTICIPATE IN ANY
MONITORING UNTIL ALL OF THE ABOVE LISTED ITEMS HAVE BEEN READ AND UNTIL YOU ARE TOTALLY FAMILIAR WITH
THE FEDERAL VIOLATIONS ENUMERATED IN THE COURT ORDER.

Your objective is to execute the courl order, recording only those conversations which are spacifically designated, and minimizing
the interception of nen-pertinent or privileged communications.

1. LEGALLY THERE I8 NO DIFFERENCE BETWEEN "MONITORING" AND "RECORDING"

The law makes no distincton betwaen "LISTENING." "MONITORING," or "RECORDING" a conversation. Courts generally
regard a wire intarception kke any other search warrant: [t authornizes a limited “search,” and limited “seizure” of evidence.
Whether 8 conversation is merely overhaard or aiso recorded makes no difference legally; it has been seized.

If you “selze” everything thal is intercepted. the fruits of your investigation are likely to be suppressed. We have to eslabtish that
we neither LISTENED to nor RECORDED conversations wa had no right Io ovethear, We have to establish that we are making
and have made a reagonable effort to stay within the legal limits of the court order.
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Sample of Minimization Memorandum (page 2)
I, CONVERSATIONS WHICH MAY BE LISTENED TO
We have authority to intercept telephone conversatons of akfa and

lil. NEW TARGETS

IV. CONVERSATIONS WHICH MAY NOT BE LISTENED TO AND RECORDED

V. PRIVILEGED COMMUNICATIONS

C. DOCTOR - PATIENT:

(list all targats) and others yet unknown conceming violations of Title 18, United Statas Code,
Secions ___and . {List all viclations dited in court crder). Any Intsrception of a non-enumerated offansa must
be bmugm to my attention (supervlslng Assistant United States Attorney) through the Supervising Agent immediately.

Listen to the beginning of each conversaton for only a period of ime as is necessary to determine the parties snd the
nature of the conversstion; if the parties or the nature of the conversation are not covered by the order, TURN OFF THE
LISTENING AND RECORDING DEVICES.

If the targets act with great circumspection, l.e.. coded, guarded, or cryplic Ianguage is used, the monitoring agents may|
be justified in monitoring a significant part, or perhaps all, of a conversation in order to be sure that it is indeed innocent.

One of the stated and authorized purposes of the imerception is 10 identify additional 1argets in the investigation who may
have not been named In the court order.

Whenever any such Individual is identified by name, nickname, telephone numbey, eic., | (supervising attomey) shou!d be
notified immediately. | will then notify the count and a determination will be made as to whethar or not an amendment to
the court order is required.

The court order |s quite clear that we must not listen to any "privileged” conversations, and must minimizae the interception
of convarsalions which do nof relate (o the criminal aclivity undar investigation.

Wa musl not listen to any conversation which woutd fali under any legal privilege. The genaral categories of privileged
communications are as follows: Attomey - Client; Clergyman - Parishionar; Doctar -Patient; Husband - Wife.

A. ATTORNEY - CLIENT:
Consider this an absolute rule: NEVER knowingly listen to or record a conversation between a target and his attomay.

Should there be any conversations betwesn any of the targets and any ol their attomeys, you areNEVER to listen to ANY
portion of ANY of thesa conversations al ANY time. To lisien to any conversation with any of these attomeys could result
In the dismisgal of a pending Indictment. If you should listen to a conversaton with an unknown individual, and you
datermine that this individual is an agent or an employee of cne of thase attorneys, you should instantly cease monitoring
the convarsaton. If you happen to accidentally monitor a convarsation with one of these atlomeys or thelr agents or
employees, make 8 nots of that conversaton and its contents, immedialely notify ma. but untll given further ingtructions
DO NOT relate to anyone tha substance of that conversatlon (this includes any other sgent of the USSS).

If at any ime during the investigation we leam of the name{s) and/or telsphone number(s) of any attorneys retained by our
targets, this name and talephone number are to be posted in a conspicuous place in the monitoring site. Any dial-outs to
that telephone number require that the recorder and menitoring device be tumed off as soon as it is ascertained that it IS
an attorney who Is calling our subjact or belng called by him/her.

B. PARISHIONER - CLERGYMAN:

All conversations batween 8 parishioner and his ctergyman are to be considered privileged. We could not obtain an
Intercaption wamant 1o listen to a man confess his sins 10 a priast in a confessional booth; similarly. we musi not tlisten tg
o target discuss his or her parsonal, financial or iegat problems with his or her priest, minister, rabbi, etc.

Any conversalions a patient has with a doctor refative to diagnosis, symptoms, treatment, or any other aspect of physical,
mental or emotional health is priviteged. The instant il is learned that one of our largets is talking 1o a doctor about his or
her heatth (or someone eise’s health), TURN OFF THE MACHINE. STOP LISTENING. STOP RECOROCING.
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Sample of Minimization Memorandum (page 3)

Vi. “MINIMIZATION"

D. HUSBAND - WIFE:

Any conversation between a husband and his wife which relatas in any way to the marital relationship is
priviiegad, For example:

if they discuss their sex life - DONT LISTEN. DON'T RECORD.
If they discuss problems their child Is having in schoo! - DON'T LISTEN. DON'T RECORD.
If they discuss a fight or argument they had a night or day or week ago - DONT LISTEN. DONT RECORD.

Howaver, it may be that a target’'s wife or husband acts 8s a partner, message taker or message-deliverer for|
o target. Therefore a Umited degree of spot monitoring may be conducied H a target cails his of har spouse.
{See Secton VI B, below.) I a pattern develops demonstating that our tergef's spouss Is in fact deeply invoived
in the targel's dealings, then (urther monitoring as with any newly identified co-conspirator may be in order.
Howevar, the matter musi be reported by me to the Count, so that an amendment to the court crder ¢can be made,
adding the spouse as a targat.

€. OTHER RELATIONSHIPS
No legal privilege exists with regard to conversations betwesn any of the targets and tis or her paramour.
Simllariy, no legal privilege exits with regard to conversations between any of the targets and their chitdren.

However, keep In mind thal our function is to intercapt and record conversations related to violations of specific
Federal statutss, not to indiscriminately invade the privacy of our targets and athers.

In general, foliow the rules outlined in paragraphs VI and VI,

Itis hereby ordered, that the execution of his order shall be conducted in such a way as 1o minimize the interception of
communications not related to the violations of taw under investgation. Your job is to listen to/record all pertinent
conversations, while minimizing the interception of innocent (non-criminal) conversations.

That is easy to say. and difficult to do. Wa cannot expact the targets o cblige us by using words which specifically indicate
their criminal activity. Codes, vague expressions, oblique references are quite ilkely to occur during monitoring.

Therafore, It may be necessary to listen 10 and record some non privileged conversations which In fact do nol relate to the
violations of law under invastigation,

In my opinlon, the courts will net suppress pertinent conversations simply because some non-privileged and non-pertinent
conversations have been interceptad.

Always remamber, however, thal eventually a court may have to daecide whather we execuled the interception in a manner
specified by the cour! order.

The standard which a court g ilkely to apply, In determining whather there was an overly broad listening to non-pertinent|
conversations, Is simply:

Old the officers make a reasonabls effort to oovi\ply with the restrictions and requirements of the count order?

*...d court should not admit avidence derivad from an electronic surveillance ardar unless, after reviewing the
monlioring log and hearing the tastimony of monitoring agents, it Is left with the conviction 1hat on the whole the
agents have shown high regard (or the right of privacy and have dons all they reasonably could to aveid
unneceseary Intrusion.” U.8, v. TORTORELO

~...the monitoring agent and thereafter the reviewing court must constder many factors. Including the precise
sreiationship of the parties, the length of the relatonship, the number of calis between the parties, the state of the
investigation, activities... of the alleged conspirator who I8 @ party to the conversaton, and the content of the
conversation to determina the approgpriate degree of minimization,").8. v. FALCONE
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Sample of Minimization Memorandum (page 4)

Vil. 8POT MONITORING OR 8POT CHECKING

Vill. CATEGORIES OF CONVERSATIONS

intercepted.

The Supreme Court has announced @ standard for minimization which requires that interceptions be abjectively
reasonabie In view of both the purpose of the invastigation and the facts available to the monlloring agents al the time of
the Interception,

ltis, therefore, Impontant for each monitoring agent to be familiar with the factual background In this case in order that, If
neoassshe uﬂgpa? may be prepared 1o articulate the reasons for the frequsncy and duration of any given interception in which
P ed.

Kesp in mind that each of you may ba required to explain from the witnass stand why a particular conversaton was

Make 8 good-faith effort to comply with the cental purpose of the Intercepion warrant: to intercept and record
conversations pertaining to the conspiracy under investigation. Use your common sense. Make a good-faith effort to
comply with the purposes and restricions of the interception wamrant. | can't expect anything more from you, and neither,
In my opinion, will ths courts.

Assuming that a conversation does not, during the first two minutes, fall within the scope specified within the cour order,
the interception and recording devicas mus! be tumned off. However, it is possible that some tme after the intarception and
recording devices have been tumed off, a target may get on the telephons or the parties might begin lo engage in
conversations that reiate to the viofations of federal law which are set forth in the court order. To guard against missing
such a conversaton, listen periodicatly (spot monitor) by activating the intercepiion and recording devices every 30 to 80)
seconds or 80 to determins If the parties or nature of the conversation have changed to within the scope apecifiad within
the courtorder. LISTEN FOR A FEW SECONDS. if during this brief listening period, it appears that the conversation fails
within the scope of the court order, continue to listan and record. If there is no such evidence. TURN OFF THE
INTERCEPTION AND RECORDING DEVICES; STOP LISTENING.

Continug to spot-monitor as the circumstances indicate. Use your judgment as to when (o spot monitor because many
factors enter Into your decision: parties to the call or conversation, pracise relalionship of the parties, the length of
retationship, the number of calls or contacts between parties, prasent status of the investigation, past conduct of the parties,
etc.

Most conversations will fall within one of the following categories:
A. "PATTERN OF INVOLVEMENT™:

If during the course of the interception, one or more individuals is identified (by name, nickname, voice, eic.)as a
co-conspirator o accomplice of our subjects, and there is no applicable privitege inveived (Sectien F), the “spot
monitoring” requirement may be relaxed somewhal as 10 conversalions between our subject and those individuals.

B. CONVERSATIONS INVOLVING UNKNOWNS:

When a conversaton involves one or more unknown Individuals, listen and record tha conversation for up to two
minutes (unless you are satisfied bafore then that the conversation is not, and is unlikely to becoma, pertinent), Many
courts have agreed that two minutes IS a reasonable period for monitoring agents (o listen 1o a conversation before
deciding whethar it relalas to the violations of law under investigation. If after this two minute period it appears thatj
the conversaton does not rotate to the viclations under investigation, TURN OFF THE RECORDER and STOP
LISTENING TO THE CONVERSATION.

However, it Is posaible that at some lime afier this initial period, cne or more of the targets may join the conversation,
and/or the conversation may turn from innocent, unrelaled topics 1o the violations under investigation. We have the
rightto SPOT MONITOR apparently innocent convereations to guard against such a possiblity (particularly since we
may anticipaie that members of the violations under invastigation will deliberately try 1o dalay and disguise discussion
of those violations to frustrate the use of the interception).

Pericdically reactivate the recording and listening devices. Listen to and recard the conversation for a brief period.
11 during this period you hear evidence pertaining to the violations under investigation, continue lo listen and record;
if not, DEACTIVATE THE LISTENING AND RECORDING DEVICES.
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Sample of Minimization Memorandum (page 5)

C. PATTERNS OF INNOCENCE:

if. atter a period of Ume. we have leamed that convarsations between particular Individuals are invarlably
innocent, nol crime-releted, then a “Paitem of innocence” axists and such conversations shoukd not be recerded,
listened 1o, or aven spol-monitored unless exigent circumstances exisl.

D. EXIGENT CIRCUMSTANCES:

Under special circumstances, it may be necessary to record and listen to conversations which nomally would
nol be intercapted.

If you anticipate such circumsiances, consult me at ence.
1X. EVIDENCE OF OTHER CRIMES: ACTION REQUIRED

We do not have authorizaton to overhear evidence contemning the commission or planning of other crimes. This
interception must be conducted with our sole legal purpose in mind: interception of conversations between aur named
subjacts and co-conspiratrs and accomplices conceming thogse federai viclations enumerated In the Coun Order.
Intercaption of non-enumerated offenses must be brought to my attention immedialely.

X.USE OF LISTENING AND RECORDING DEVICES

No Interception or recording device is (0 be lefl unattendad on *automatc.” "MINIMIZATION® requires that monitoring
agents determine whether or not each conversation is relevant and subject to inferception.

Anytme a conversation or any part thereof Is monitored It is to be recorded. if the Interception or recording device has a
geparate monitor switch, the switch is not to be activated unless you are recording. Howaver, If the Interception or
recording device malfunctions, or a recording tape has just run out, monitering is parmissible while the situation is being!
remedied. Be sure to repori the overheard conversation and the circumsiances of this situation in the Conseculive Call
Log.

XI. BAILY REPORT OR LOG

Apstracts of summaries of each canversation are to be made at the ime of interception and are {0 be included in the
Consecutive Call Logs. If the conversation was not entirely recorded, an appropriate natation should be mada Indicating
the incompiete nature of the conversaticn (e.g.. monitering discontnued) and why the conversation was not completaly
racorded (@.9.. non pertinent, privileged). Where the exacl words used by the paricipants are important, that portion of
the conversation should be included in the Cansecutive Call Log. Coples of the logs should be delivered to me on the
following day.

The iogs are to be a reflection of all acYvity occurring at the lisiening post and conceming the intercepted calls or
conversations as well as the equipment itself (e.g., replaced reel #2 with #3; malfunction of a recorder, etc.). These logs
will ultimately be used by you {o explain and to reflact your actien taken in intercepting or not intercepting a particular
communication. Thaerelora, It is vitally important to succincily dascribe parties to (he conversation, the nature of the call
and the action taken {e.g.. monitor discontinued, not partinent or privileged, etc.).

The Consecutive Call Lag I of extreme importance both for our reports to the lssuing judge and ultimately to the count

which will iigate the issue of minimization. it you keep an accurate account of the nature of the conversations, cur efforts
in preparing for any hearing or trial will be minimized.

The judga of the District Court who issued the court order has the right to require us to make periodic reports to him about
the progress of the investigation and the manner in which the warrant is baing exacuted. | will need this information in

order to comply with tha raporting requirement.

| must receive a copy of all logs, ranscripls, and surveaillance reports dally!

if anything sppears to ba breaking suddeniy or a problem arises, CALL ME.

Signature

2'1(1'1-" o
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Disclosure of Intercepted Communications

Strict guidelines have been established relative to the disclosure and use of communications seized during
non-consensual interceptions. 18 U.S.C. 2517 sets forth who may disclose or use information derfived through
elactronic surveiliance, and to whom the information may be disclosed, and how the information may be used.
informatlon can be disclosed to, or used by, the fallowing individuals:

(1) To another law enforcement officer for praper performance of his/her official duties;

(2) Any law enforcement officer who legally obtained the information may use the information in proper
performance of his/her officlal duties;

(3) While giving testimony under oath In any proceeding held under the authority of the United States;

(4) Privileged information can not be disclosed (i.e., husband/wife, lawyer/client, doctor/patient,
clergyman/parishioner);

{5) Theinformation related to other offenses may be used in accordance with the above sections when
a judge of competent jurisdiction approved Interception;

{6) To any other Federal law enforcement officer or agency (intelligence, protective, immigration,
national defense, national security, elc.) to assist the officials in the performance of his/her official
duties;

(7) To anyforeign iaw enforcement officer to the extent that such disclosure is appropriate to the proper
performance of his/her official duties and in accordance with the Privacy Act. The foreign law
enforcement officer may also disclose or use the information in the performance of his/her official
duties;

(8) To @ny appropriate Federal, State, local or foreign government officials for tha purpose of
preventing or responding {o a threat.

The contents of an intercepted communication s to be disclosed by an agent or attorney only after he/she is
satisflied that the person to whom disclosure is made has a need to know the information. Disclosure of
Intercepted communications lo any other investigative agency, pursuant to 18 U.S.C. 2517, should be made
only after the Suparvising Agent and supervising AUSA have agreed on such disclosure.

A memorandum of disclosure should be prepared by the invesligative or law enforcement officer making the
disclosure. This memorandum should indicate the name and agency of the person to whom disclosure was
made, the date of disclosure, a brief summary of the information disclosed, identification of the interception
(call number, stc.) and the purpose for making the disclosure. The investigative or law enforcement officer
making the disclosure must inform the recipient that the disclosed information came from an authorized
interception, and that subsequent authorization must be obtained before use in any proceeding. Any
disclosure of the contents of intercepted communications, by Government attorneys and agents or any other
person, which is not pursuant to 18 U.S.C. 2517, may subject the offending party to a civil aclion for damages
under Title 18 U.S.C. 2520.

Preliminary Meeting Held by Supervising Attorney (AUSA)

In anticipation of the issuance of the court order, but prior to the initiation of the interception, the supervising
AUSA should hold a meeting with the Supervising Agent, case agent, all prospective monitoring personnel,

{RYF ]
H !
i |
1

38



Manual ¢ Interception Section : Chapter it
RO : 18D Oste  : 03/01/2008

all transcription personnel, all TSD personnel, and headquarters representalives (ISD, et al.) invoived with the
interception operation. During this meeting, the supervising AUSA should inform all participants of the
contants of the anticipated court order, emphasizing those provisions of the court order describing the type
of communication sought for interceplion, the particular violations of law to which the communications relate,
the guidelines for minimization, and the guidelines for terminating the interception when the objective has been
attained.

The supervising AUSA should emphasize that any limitations in the court order relating to limited hours of
operation, visual survelliance, etc., should be strictly followed. All personnel should be briefed on the rules
relative to the disclosure of intercepted communications. Prier to participating In any of the specific functions
assoclated with the interception, all personnel involved with the inlerception must carefully read the following
documents:

1. Affidavit supporting the application for the interception order,
Agpplication for the Interception order,
Draft court order submitted for authorization,

Minimization memorandum prepared by or for the supervising AUSA,

o s W N

Chapter lll of The Interception and Recording of Wire, Oral and Electronlc Communication Manual.
After reading these documents, each individual must sign and data the Document Review Log (SSF 3285).

The Document Review Log (SSF 3285) can be found via the USSS Forms Library at Intranel address
hitp://ssweb/mno/pars/iorms,

Posting the Court.Order

Since the interception must be confined to the terms of the court order, the order must be posted in the
wire raom, near monitoring personnel, for quick reference.

Installation of the Interception Equipment

The only personnel who are authorized to Instali and test any of the equipment which will be used to
accomplish the Interception are specialists who are assigned to either the flald office or to TSD. Once the
equipment has been installed and is operational, these same personnel are responsible for {he technical
maintenance of the equipment. They should not be utitized for the rouline operation of the recording
equipment, i.e., maintaining the recorder, monitoring, etc., nor should they become involved in any other
non-technical segment of the investigation. All routine operational functions which involve the operation of
the intercept equipment should be performed by wire rcom personnst only.
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Pen Register

Whenever it is anticipated lhat a non-consensual interception is to be appiied for, a request for the installation
of a Pen Register should immediately be initiated. The Pen Register is an integral part of most
non-consensual interceptions, and its use prior to the interception can provide additional probable cause
needed In the application. Early installation of a Pen Register will also facilltate the Initiation of the interception
once it is authorized by the court. As stated earller, Pen Register operation is covered under Title 1M of the
Electronic Communications Privacy Act of 1888.

A separate Pen Register should be requested for each target telephone. Prior to requesting the Installation
of a Pen Reglster, Chapter [V of this manual shauld be read in its entirety by all of the investigating and
supervisory personnel who will be direclly involved in the conduct of the interception.

Personnel Access

As soon as the Pen Register is installed and operational, the wire room should be considered secure and
accessible to only authorized personnel who are direclly involved with the interception.

At this time, a "Personnel Access Log" (SSF 3285A) must be posted and maintained at the entrance to the
wire raom. All persons who access the wire must make the appropriate entries in the log each and every lime
they either enter or exit.

Headquarters Notification After interception Is Initiated (Initiation
Message)

As stated earlier, as soon as a judge has issued the interception warrant, 18 U.S.C. 2518(5) requires that the
authorization to intercept be execuled as soon as practicable. Immediately following the initiation of the
interception, the SAIC of the office conducting the interception must submit an official message to
headquarters under the case number of the Investigation for which the interceplion is conducted. The
distribution of this official message will include the appropriate operational division, the appropriate Assistant
Directors Office, the Technical Security Division (TSD), and the Investigative Support Division (ISD). This
official message should comment on the following factors:

1. Target telephone (or IP addresses) number(s) and subscriber(s) (area code and number;
subscriber name and address),

2. Location of target telephone(s) (or Internet Service Provider) (apartment number, complete
address),

3. Court order number, date and judicial district (date signed by judge),
4. Date and time interception initiated,
5. Anticipated duration of use (number of days).

If, during the course of the interception, new target line(s) are identifled and approved for interception, an
official message(s) must be sent notifying Headquarters of their initiation.

The following page has a sample offictal message for reporting the initiation of an interception.
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Sample Official Message Reporting the Initiation of a Non-Consensual
Interception

FROM: SAIC-FIELD OFFICE CASE NUMBER:

CASE TITLE:
TO: SAIC-APPROPRIATE OPERATIONAL DIVISION
INFO:  AD-APPROPRIATE ASSISTANT DIRECTORS OFFICE
SAIC- INVESTIGATIVE SUPPORT DIVISION
SAIC-TECHNICAL SECURITY DIVISION
SUBJECT: INITIATION OF NON-CONSENSUAL INTERCEPTION

REFERENCE 1S MADE TO (QFFICE) OFFICIAL MESSAGE DATED , REPORTING THE SUBMISSION OF A
NON-CONSENSUAL INTERCEPT APPLICATION TO THE DEPARTMENT OF JUSTICE.

INTERCEPTION ORDERS HAVE BEEN GRANTED AND INTERCEPTIONS HAVE BEEN INITIATED FOR THE FOLLOWING
TARGET TELEPHONE LINES (OR IP ADDRESSES):

NAME OF THE TARGET:

TARGET TELEPHONE NUMBER (OR IP ADDRESSES) AND SUBSCRIBER:  (AREA CODE AND NUMBER; SUBSCRIBER
NAME AND ADDRESS)

LOCATION OF TARGET TELEPHONE {OR INTERNET SERVICE PROVIDER): (APARTMENT NUMBER, COMPLETE ADDRESS)
COURT ORDER NUMBER, JUDICIAL DISTRICT AND JUDGE:

DATE AND TIME INTERCEPTION ORDERS GRANTED: (DATE SIGNED BY JUDGE)
DATE AND TIME INTERCEPTION INITIATED/ACTIVATED:

ANTICIPATED OURATION OF USE: {(NUMBER OF DAYS)

FIELD OFFICE CASE SA/SUPERVISOR/SAIC
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Preparation and Logging of Recording of Intercepted Communication

18 U.S.C. 2518(8) (a) directs that the contents of any intercepted communication *...shall, if possible, be
recorded on tape... or other comparable device.” This requirement is mandatory in all bul the most
extraordinary situations. Although the mechanical breakdown of recording equipment would probably be
temporarily excusable under this section, the preferred practice is to provide for recarder redundancy in an
effort to avold such a situation.

Recording of Intercepted Communication

Currently, the communication Interception equipment employed by this Service utilizes two (2) high capacity
recordable disks. The interception equipment can also store the intercepted communication on its hard
drives.

The two high capacity disks will be utilized simultaneously for each target telephone line during the wiretap
operation. One will be the "Primary Evidence® disk; the second disk will be the "Back-up” disk. The
intercepted communication saved on the hard drive may be used to produce the work copy. Only the pertinent
communicalion may be copied on the work copy for transcription.

The high capacity disks will be provided by TSD. Each of the disks will be digitally recorded with case number,
case title, disk number, and the phone number intercepted by the wire room personnel. The disk cover will
also be labeled with the sams Information.

All "Primary Evidence" disks may be pre-numbered prior to beginning interception in sequential order for use
throughout the entire operation. A suffix letter of "E” (evidence) will follow the assigned disk number (example:
Disk #- 001E). The disk numbers must be digitally recorded on the disk. The “Primary Evidence” disk should
be replaced when the maximum capacity of disk space is filled. It Is the responsibllity of the Shift Leader to
record the call number sequence (example: disk number - 001E, Call numbers - 001 to 100) on the disk label.
The disk will be then placed in a Tille | Evidence Control Record (SSF 3277) envelope. The wire room Shift
Leader will make the appropriate entries on the envelope. Form SSF 3277 can be obtained from ISD.

A second disk will be utilized to record a "back-up” of the aevidence disk. The "back-up"” disk should also be
pre-numbered in sequential order for use throughout the entire aperatlon. The number of each disk will
coincide with the "Primary Evidence"” disk number, except that the suffix ielter of "B" (back-up) will follow the
number (example: 001B). The disk numbers must be recorded on the disk and disk label. The back-up (B)
disk will be replaced at the same time as the evidence (E) disk. The disks will then be placed in a separate
SSF 3277 (Title | Evidence Contro! Record) and the wire room Shift Leader will make the appropriate entries
on the envelope. Form SSF 3277 can be obtained from ISD.

Only the pertinent conversations may be recorded using the data saved on the hard drive of the computer
used in the interception. These separate recordings may be used to transcribe by the transcribing personnel.
Each "work" disk containing pertinent conversations will be secured in a Tille | Evidence Control Record (SSF
3277) after the conversation has been transcribed.

The SSF 3277's conlaining evidence, backup, wark copy, transcript, and consecutive call log will be
inventoried on SSF 1644 per the procedures outlined In INV-16.
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Procedure When No Recording Can Be Made

As was stated eariier, absent exigent circumstances, tha contents of any intercepted communication shall be
recorded on a tape or technologically comparable storage device. In those unusual situations whare an
interception cannot bs recorded, (e.g., equipment failure) the intercepting agent must submit a memorandum
reperting the contents of the interception.

This memorandum should be as near a verbatim transcript as possible under the circumstances of the
Interception, and should oulline the circumstances that prevented the recording of the interception. The
memorandum should indicate the date, time, and place of the Interception, the court order authorizing the
interception, and should be signed by the intercepting monitor. Upon completion, the memorandum should
be treated as though It was a recarding of the conversation, and secured in a Title | Evidence Contro! Record,
SSF 3277, and the wire room Shift Leader will make the appropriate entries on the envelope.

Disk Control Log

The Disk Control Log (SSF 3279A) is a record of the installation and removal of the "Primary Evidence" and
"Back-up” disks and wilt be maintalned by the Shift Leaders in the wire room. The “Work" disks are not
entered Into this log. All Installation and removal of "Evidence" or "Back-up” disk will be recorded in the Disk
Control Log.

The Disk Control Log (SSF 3279A) can be found via the USSS Forms Library at Intranet address
hitp://ssweb/imno/parsforms.

Consecutive Call Log

The interception equipment currently employed by this Service generates the Consecutive Call Logs
automatically and allows the operator to input all information pertalning to the call directly into the interception
equipment during the interception of communication. The monitoring parsonne) shall input the necessary
information into the equipment contemporaneocus to Intercepted phone communication in order to maintain
accurate records. Some of the required information includes, whether the call is pertinent or non pertinent,
synopsls of the call, and whather the call was or was not minimized. The call information, to include dialed
number, duration of call, and incoming or outgoing call status, will be provided by the interception egquipment
automalically.

The Consecutive Call Log gensrated by the interception equipment will be printed dally at a predetermined
time and wifl be handled as evidence. Three copies of the Consecutive Call Log will be made. The original
will be secured in a Tllle | Evidence Control Record envelope (SSF 3277). One copy each will be provided
to the case agent and AUSA. The remaining copy will be retained by the wire room Shift Leaders for use of
wire rgom personnel.

If the monitoring personnel are unable to maintain the Consecutive Call Log via the interception equipment,
the Title | Consecutive Call Log (SSF 3279) will be used to record necessary information.

The Tille | Consecutive Call Log (SSF 3279) can be found via the USSS Forms Librery at Intranet address
hitp://ssweb/mno/parsfiorms.
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Interception of Electronic Communication

The procedures for obtalning authorization remains the same as previously prescribed. Processing of
evidence differs slightly as compared to intercaption of oral communication.

Processing evidence from electronic communication interceptions involves "After the Fact Minimization.” A
thorough review of the "evidence handling" procedures should be discussed with the AUSA.

in addition, interception of electronic communication requires slightly different configuration than the traditional
Title | Interception. Interception of electronic communication requires a minimization team, investigative team,
and technical support team.

Intercepted communication will be downloaded by the minimization personnel at the predetermined time each
day by transferring the e-mail/fax/chat/other files from the server's mainframe to the hard drive of the
minimization personnel’s computer terminal. Each transfer of data will be logged on the Activity Log and
malntained by the minimization team. The minimization personnel will take necessary precautions to ensure
the Integrity of intercepted data during transfer from the server's malnframe and while reviewing and sorting
into appropriate categories.

The minimization team will review all Intercepted communications and a determination should be made
whelher they are pertinent or non pertinent; considering ihe identities of the sender, the recipient, the content
of the transmission and other available information. The data should then be indexed into three categories.
These categories are “Pertinent,” "Non Pertinent,” and “Unknown."

On the computer used to download and review the data, the minimization team will create three folders. These
folders are “Pertinent,” “Non Pertinent,” and "Unknown." Each of the folders will also contain three sub folders.
These subfolders are, “Chat,” "E-mail/fax," and *Other.”

All chatinstant messaging deemed pertinent will be reviewed and moved to the “Chat” folder of the “Pertinent”
folder. All e-malls and faxes deemed pertinent will be reviewed and moved to the "Emailffax” folder of the
“Pertinent” folder. All others, i.e. downloads and web browsing deemed pertinent, will be reviewed and moved
to “Other” folder of the “Pertinent” folder.

All chatinstant messaging deemed non pertinent will be reviewed and moved to “Chat” folder of the “Non
Pertinent” folder. All e-mails and faxes deemed non pertinent will be reviewed and moved 1o the *Email/fax”
folder of the “Non Pertinent” folder. All others, |.e. downloads and web browsing deemed non pertinent, will
be reviewed and moved to the “Other” folder of the “Non Pertinent” folder.

if the minimization team is unable to make a determination as to pertinent or non pertinent, the Intercepted
data should be moved to the “Unknown” folder. Every effort should be made to make the determinaticn
whether they are pertinent or non pertinent. The minimization team may consult with the Investigative team
without disclosing whole communication to determine whether the communication is pertinent or not.

Evidence of other crimes should be moved to the “Other” subfolder in the "Unknown" folder untll the AUSA
supervising the interception Is notified and the court order is amended to monitor other crimes not authorized
in ihe original court order.

Any data containing codes, foreign language, or encryption may be placed in the “Unknown” folder untll
determination s made to whether they are pertinent or non pertinent.

At the end of the Interception, the entire intercepted communication/data will be stored on a technologically
appropriale storage device. This includes psrtinent, non-pertinent, and unknown communications. Also, all
pertinent communication will be stored on a separate technologically appropriate storage device.
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The storage device containing all intercepted communication/data will be lcgged, per INV-14 and INV-15, as
evidence and sealed at the completion of the interception. The storage device containing only the pertinent
communicalion will also be logged as evidence and properly stered. ‘

A print out of the folder directory should be made and stored along with the storage device. The evidence
handfing procedures should be discussed in detail with the AUSA supervising the Interception.

The investigative team may conslst of Agents who are familiar wilh the case. These agents will have access
to only the “Pertinent” folder of the intercepted communication. The investigative team will have minimum
contact with the minimization team to prevent undue influence.

The technical support team may consist of TSD or ECSAP trained personnel. if required, outside venders
may be utilized In technical aspects of the interception under the supervision of the TSD or ECSAP Agents.
The technical support team will ensure all the equipment used in the interception Is in proper working
condition. They may install, maintain, and test the equipment to ensure working condition. Prior to instaliation,
the technical support team will ensure that all the computers and storage devices are free of contamination.

If an intercepted communication contains privileged information, the AUSA supervising the interception should
be notified immediately.

Transcripts

Generally speaking, it is not necessary to routinely transcribe all of the pertinent conversations that are
intercepted. Howaever, if the intercepted conversation is only marginaly audible or intelligible, a transcript will
probably facilifate the understanding of the conversation. In these cases, it Is highly recommended that a
transcript be made.

If it is probable that the intercepted conversation will be used during any judicial proceeding, the conversation
should be transcribed. Transcripts facllitate the writing of Investigative reports, aid in the preparation for
judiclal proceedings, facllitate the direct and cross-examination of witnesses, enable an attomey to quote
relavant portions of conversations during summation, and facilitale appellate review of the trial record.

If the transcripts are to be distributed to the jury, every effort should be made to ensure that they are as
complete and accurate as possible. If the key evidence in a case consists of recordings which are difficult
to comprehend without the use of transcripts, the verdict may depend upon whether the Jurors can follow the
transcripts and whether the jurors accept them as accurate. An omitted word or phrase, though irrelevant to
the importance of the conversation, may reduce the credibllity of the transcription of a less easily understood
but more important passage. The transcript should also contain auditory signposts to assist the jurors in
following the conversation. Inaudible passages should be marked as such, with an indication of how long the
inaudible passage is.

Notlceabte changes in the volume or character of background noise should be highlighted. Such signposts
may enable a juror who has lost his/her place on the transcript to find it again. A transcript which was perfectly
adequate for investigative purposes may not be sufficient for judicial presentation.

Transcripts which are prepared during the interception will probably require extensive revision when preparing
for trial. The transcription style should be consistent from conversalion to conversation. The following
information obtained from the computer generaled Consecutive Call Log and the disks must be contained in
the heading and body of the transcript.
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Target Talephane Number,

Call Number,

Date of Call,

Page Number (page ___of __),
Transcriber Name,

Date(s) of Transcription (Date In/Date Out),
Case Number,

Ingoing/Outgoing,

©® & N o o0 B

"In" Parties,
10. "Ouf" Parties.

In the case of interception of eleclronic communication, transcription may not be necessary unless the
communication is in codes or in foreign language.

The transcription should be devoid of any edltorial Insertions. For example, if one of the parties to the
conversation referred to "Big Jim," the identity of “Blg Jim” should not be inserted in the transcript.

Transcription may be done by non-agent administrative personnel. However, they must work in conjunction
with an agent working on the interception; that agent must then review the transcription for accuracy. Copies
of all transcripts should be made for both the supervising AUSA and Wire Room Supervisor.

The original transcript is evidence and should be handled as such. Upon completion, the transcript will be
placed in a Title | Evidence Control Record (SSF 3277) and secured.

Termination of the Interception

18 U.S.C. 2518(5) commands that the court orderad interception terminate either when the objective of the
surveillance has been realized or on a specified date within 30 days after the start of the intercepfion,
whichever comes first. The interceptions of conversations must terminate as soon as the Government has
obtained the evidence which was the objective of the authorization. If the interception is continued beyond
that point, evidence derived from continued Interception will not be construed as obtained pursuant to a court
order.

Such an unauthorized interception would violate the Fourth Amendment and would have three serious
consequences: First, avidence derived from (he unauthorized interception would be rendered inadmissible.
Second, the personnel conducting the unauthorized interception might be subject to criminal penaities. Third,
the personnel conducting the unauthorized interception might be subject to civil suit by persons whosge
conversations were intercepted.

it should be noted that, while many court orders cite the identification of co-conspirators as one of the primary
objectives, a blind reliance upon this language as grounds for continuing the survelllance untll the calendar
expiration date could be subject to serious consequences. While it is true that identifying and defining the

...........
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roles of conspiralors is a proper objective, it must be realized that these interceptions rarely resull In the
identification of all parlicipants. The primary consideration is whether a continued interception can stand the
test of subsequent court scrutiny.

The Wire Room Supervisor bears Initial responsibllity for determining when the interception should be
terminated. When, during the course of the Interception, the Wire Room Supervisor determines that the
communications expected to be overheard have been intercepted and recorded, he/she shall inmediatety
consult with the supervising AUSA regarding the decislon. If the supervising AUSA does not concur, then
interception under the original court order shall continue. If the supervising AUSA determines that sufficlent
evidence has been obtained from the autharized interception, the electronic survelllance must cease.

Regardless of whether or not an authorlzed Interception has achleved its objective, it may only take place
during the perlod authorized by the court order. When nearing the end of this time period, it is the
responslbility of the Wire Room Supervisor to notify the supervising AUSA of the Impending termination of the
intercaption. The Wire Room Supervisor must then ensure that the interception s terminated by the time the
court order elapses.

Application for Extension of Interception

in many instances, a court ordered interception will reveal some, but not all, of the evidence sought in the
application. On other occasions, the interception will reveal so much evidence that the scope of the
investigation must be expanded considerably. In either situalion, it may be desirable to continue the
interception of the targel telephone or apply for authorization for the interception of additional target
telephones. The AUSA, In consultation with the Wire Room Supervisor and Case Agent, will make the
decision as to whether or not an application for extensien is appropriate.

18 U.S.C. 2518(5) provides as follows:

*...No order entered under this section may authorize or approve the Interception of any wire,
oral, or electronlc communication for any period longer than Is necessary to achieve the
objective of the authorization, nor in any event longer than thirty days. Extensions of an order
may be granted, but only upon application for an extension made In accordance with subsection
(1) of this section and the court making the findings required by subsectlon (3) of this sectlon.
The period of extension shall be no longer than the authorizing judge deems necessary to
achleve the purposes for which it was granted and in no event for longer than thirty days. Every
order and extenslon thereof shall contailn a provision that the authorization to intercept shall be
executed as soon as practicable, shall be conducted In such a way as to minimize the
Interception of communications not otherwise subject to interception under this chapter, and
must terminate upon attainment of the authorized objective, or In any event in thirty days...”

Any application for the extension of a court ordered Interception must satisfy all of the statutory provisions
which govemn the initial applicalion and court order. Although Title | does rot place a limit on the number of
exlensions that may be applied for, the courts look very carefully at extended use of court ordered
interceptions.

Applications for extensions by the AUSA can often be processed In three or four days, but the time frame can
vary widely. If it is important that the electronic survelllance not be interrupted, the extension request must
be submitted to the AUSA with sufficient lead time.

When a time gap exists betwean the termination of the original interception and the signing of the extension
order, il is not necessary that the interception facllities be removed or dismantled. It is sufficient that they be
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deactivated, that is, turned off. During this period it is imperative that Interception personnel understand
that they do not have authority to intercept or record communications unless and untll the court
signs the extension, and even then their authority Is circumscribed by the terms of the extension
order and not the original.

During the extension interception, the same procedures should be followed as during the ariginal interception.
Headquarters must ba notified via official message upon the inltiation of the extensicn.

Final Headquarters Notification (Termination Message)

Immediately following the termination of each interception, the SAIC of the office conducting the interception
must submit an officlal message to headquarters under the case number of the investigation for which the
interception was conducted. The distribution of this official message will include the appropriate operational
division, the appropriate Assistant Directors Office, the Technical Security Division (TSD), and Investigative
Support Division (ISD).

This official message will reference the previous Headquarters initiation official message reporting initiation
of the interception.

This official message will certify the termination of use, disconnection and removal of all of the interception
equipment and should comment on the following factors:

1. Target telephone number (or IP addresses) and subscriber (area code and number; subscriber
name and address);

Location of targst telephone (or Internet Service Provider) (apartment number, complete address);
Court order number, date and judicial districl (date signed by judge);

Date and lime of interceptlon termination;

o & v N

Duration of use (date and time it was first operational through date and time it was disconnecled;
total number of days operational);

Investigative benefits derived (brief synopsis);
Security specialist completing the removal of equipment;

Telephone company representative notified of removal (titte, name and telephone number);

© ® N o

Location equipment removed from (location name and address).
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Sample Headquarters Notification Officlal Message for Reporting the
Termination of a Non-Consensual Interception

FROM: SAIC-FIELD OFFICE CASE NUMBER:
CASE TITLE:

TO: SAIC-APPROPRIATE OPERATIONAL DIVISION

INFO: AD-APPROPRIATE ASSISTANT DIRECTORS OFFICE
SAIC-TECHNICAL SECURITY DIVISION
SAIC-INVESTIGATIVE SUPPORT DIVISION

SUBJECT: TERMINATION OF NON-CONSENSUAL INTERCEPTION

REFERENCE 1S MADE TO OFFICIAL MESSAGE, DATED , REPORTING THE INITIATION OF THIS

NON-CONSENSUAL INTERCEPTION. THIS INTERCEPTION HAS BEEN TERMINATED.

NAME OF THE TARGET:

TARGET TELEPHONE NUMBER (OR IP ADDRESSES) AND SUBSCRIBER: (AREA CODE AND NUMBER; SUBSCRIBER
NAME AND ADDRESS)

LOCATION OF TARGET TELEPHONE (OR INTERNET SERVICE PROVIDER): (APARTMENT NUMBER, COMPLETE ADDRESS)

COURT ORDER NUMBER, DATE AND JUDICIAL DISTRICT: (DATE SIGNED BY JUDGE)

DATE AND TIME INTERCEPTION TERMINATED:

DURATION OF USE: (DATE AND TIME IT WAS FIRST OPERATIONAL

) THROUGH DATE AND TIME IT WAS

DISCONNECTED; TOTAL NUMBER OF DAYS
OPERATIONAL)

INVESTIGATIVE BENEFITS DERIVED: {BRIEF SYNOPSIS)

SECURITY SPECIALIST COMPLETING THE REMOVAL OF EQUIPMENT:

TELEPHONE COMPANY REPRESENTATIVE NOTIFIED OF REMOVAL: (TITLE, NAME AND TELEPHONE NUMBER)

LOCATION EQUIPMENT REMOVED FRCM: {LOCATION NAME AND ADDRESS)

FIELD OFFICE CASE SA /SUPERVISOR/SAIC)

S
47 l




Manual : [nterception Section : Chapterill
RO : 18D : Date : 030172008

Sealing and Custody of the Evidence Upon Termination of Interception

Immediately upon termination of the interception, the original recordings of the conversations (evidence disks,
storage devices), the intercepted electronic communicaticn should be submitted by the supervising AUSA to
the judge authorizing the interception. The judge will then order these evidentiary items sealed and order their
place of custody.

As most courts and their clerks are not equipped to safeguard evidence, the supervising AUSA will probably
suggest that the court order the custody of the sealed evidence to remain with the investigating office which
undertook the survelllance. In many instances, the bulk of the evidentiary material wlll preclude their being
kept by the clerk of the court.

The sealing should be done under the supervision of the authorizing judge. Careful attention should be
cbserved when safeguarding the evidence. If recordings are to be sealed, careful attention must be paid to
environmental conditions such as extreme heat or cold or strong magnetic forces which can adversely affect
the original condition of the storage devices. Any such conditions must be avoided.

Inventory - Disclosure of the Wire Tap

Whenever law enforcement officers conduct a search pursuant to the issuance of a warrant, they must
subsequently notify the person or persons whose property has been searched and give that person or parsons
an Inventory of the items that have been seized. A similar notice and inventory must be served upon the
subject of an eavesdropping warrant. 18 U.S.C. 2518(8) () states in part as follows:

"Within a reasonable time but not later than ninety days after the filing of an application for an
order of approval under section 2518(7)(b) which is denled or the termination of the period of an
order or extensions thereof, the Issuing or denying Judge shall cause to be served, on the
persons named In the order or the application, and such other parties to Intercepted
communications as the judge may determine In his discretion that is In the Interest of Justice, an
Inventory which shall include notice of -

(1) the fact of the entry of the order or the application;

(2) the date of the entry and the period of authorized, approved or disapproved
Interception, or the denlal of the application and;

(3) the fact that during the period wire, oral, or electronic communications were or were
not Intercepted.

The judge, upon the flling of a motion, may in his discretion make available to such person or his

counsel for Inspection such portions of the intercepted communications, appiications and orders
as the Judge determines to be In the Interest of justice...”
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Postponing of the Inventory - Disclosure of the Wiretap

Congress reccgnized that the continuing investigation of a subject could be compromised if the inventory
invarlably was served within the prescribed BO day period. Therefore, the filing of the inventory may be
postpened during a period when the supervising AUSA can demonstrate that there is "good cause” for the
postponement. 18 U.S.C. 2518 (8) (d) states in part as follows:

"...On an ex parte showing of good cause to a judge of competent jurisdiction the serving of the
Inventory required by this subsection may be postponed."

Whenever the supervising AUSA has reason to believe that there Is "good cause" to postpone the serving of
the inventory, he/she should immediately file an ex parte motion stating the good cause and requesting
postponement. The motion may be made to any judge of compstent Jurisdiction. Normally, it would be made
before the judge to whom application for the order was originally made.

Preparing the Inventory List for Disclosure of the Wiretap

The Supreme Court has held that 18 U.S.C. 2518 (8) (d) requires the Government, when the intercept is over,
to classify all persons whose conversations have been overheard and to provide that information to the issuing
judge so that he/she may use it in causing mandatory notice to be served on persons named in the application
or order and in exercising his/her discretionary power to have notice served on unnamed persons who were
intercepted.

The following are essential classifications:
1. Persons named in the order or the application,

2. Other persons whose intercepted communications apparently incriminate them in the offense or
offenses specified in the interception order,

3. Other persons whose intercepted communications apparently incriminate them in offenses not
specified In the interception order, and

4. Persons whose intercepted communications are apparently non-incriminating.

If any omission is discovered after the judge has been provided with the classifications, a supplementary
report correcting the omission should be made to him/her as soon as possible. To facllitate the preparation
of the inventory listing, the supervising AUSA should require the Wire Room Supervisor to fumish him/her a
preliminary report detailing the names of those intercepted and the category into which each falls,
approximately 90 days after termination of the interception.

The inventory listing should be forwarded by the supervising AUSA to the court approximately 5 days prior to
the date that the inventory is due. Attached to the inventory should be a proposed order of those who must
be inventoried. The supervising AUSA should assist the judge in the exercise of this function by making
recommendations.

Ordinarily, those In the first three of the above categories are inventoried, and those in the fourth category are
not. It is important to Insure that every Indictee and prospective indictee who has been Identified
subsequent to the Inventory proceedings, is served with an inventory as soon as practicable.

oo A e s
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Record Retention

As per 18 U.S.C. 2516(8)(a), recordings of Intercapted conversations or other evidentiary material (e-mail,
faxes, etc.) must be retained, maintained and protected for a minimum of ten years at a location so ordered
by the court. The seal placed upon the recordings by the court will not be broken during this maintenance
period unless authorized by the court. Upon expiration of the retention period, the recordings may only be
destroyed pursuant to court order by the original authority granting interception.

The Secret Service case file and all administrative records pertaining to the investigation shall be retained for
a minimum of ten years in the field office (refer to ADM Manual, Section MNO-07(06)). Each case file must
have a SSF 3103, Non-Consensual Interception, affixed to the front of the file folder to preclude unauthorized
disclosures and to prevent premature destruction of the file. The SSF 3103 may be obtained from ISD.

A copy of the inventory submitted to the supervising AUSA, and a list of all telaphone numbers
assoclated with subjects on this Inventory list, is forwarded to ISD for Inclusion in the electronic
interception fite. Other documents Included In the electronic Interception flle are all court orders,
affidavits, applications, extensions, and minimization Instructions.

Indexing of the Targets in MCI

It is the responsibility of the controlling fleld office to ensure that all pertinent Information Is entered Into the
MCI system. During the Indexing of subjects intercepted under the court order, subject interest codes 42 and
43 will be used in conjunction with other codes (suspect or defendant). Interest code 42 will be used to identify
subjects who are being intercepted or who have been intercepted by this Service. The subjects will include
primary targets of an investigation, as well as any additional targets who may become a suspect or a
defendant. Interest code 43 will be used to dentify subjects who are being Intercepted or who have been
intercepted by other law enforcement agencies.

The interest codes 42 and 43 may be entered by the field office personnel. However, modification of the
codes can only be done by ISD personnel. The new interest codes will not affect the status or closing of the
case.

In addition to updating the subject screen with the interest codes 42 and 43, the Subject Summary (SSUM)
will also be updated with the subject's telephone numbers, address, date of interception, agency conducting
the interception and other pertinent information to include charges, sentencing information, and whether the
subject is a primary target of the investigation or was an additionally developed target In the case of
intercepted faxes, this will include all subjects, fax numbers and addresses. In the case of intercepted email,
this will include email addresses and intemet protocol addresses.

Reports to Department of Justice

Title 18 U. S. C. 2519 requires that in January of each year this Service provide to the Attorney General of the
United States an annual report of all interceptions conducted In the prior twelve (12) months. This report will
cover each application for any non-consensual wire, oral, and electronic interception made by this Service
under provisions of the Omnibus Crime Control and Safe Streets Act of 1968 and the Electronic Com-
municalions Privacy Act of 1886.
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This annual report will be compiled by the Investigative Support Division (ISD) with input from the field and
will be reported on Court Forms WT1 (Annual Prosecutor Summary of Wiretap Reports), WT2 (Report of
Application and/or Order Authorizing Interception of Communication), and WT3 (Supplementary Report for
Wiretaps Reported In Previous Calendar Years). Office of Enforcement Operation (OEO), BOJ will provide
instructions on completion of the required forms.

The completed forms (WT1, WT2, and WT 3) will be forwarded, under covering memcrandum from the Office
of the Director to Office of Enforcement Operations (OEQ), DOJ.
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STORED WIRE AND ELECTRONIC
COMMUNICATIONS AND
TRANSACTIONAL RECORDS ACCESS

Introduction

Title |1 of the Electronic Communications Privacy Act of 1986, as previously outlined in Chapter | of this
manual, is designed to protect the privacy of stored electronic communications. This includes storage prior
to transmisslon (o a recipient as well as any copy of the transmitted communications kept after delivery to a
recipient.

Chapter 121 under Title 18 U. S. C. 2701 to 2712, governs these areas of communications. Criminal as well
as civil sanctions may be applied to any violations of the provisions of Title Il. Therefore, It Is strongly
recommended that early consultations be made with the appropriate United States Attorney's office in
conjunction with the appropriate operational division when seeking disclosure in areas covered under Title Il

Definitions

1. Electronic storage is defined in 18 U.S.C. 2510 (17) as "... any femporary, intermediate storaga of
a wire or electronic communication incidental to the electronic transmission thereof; and any storage
of such communication by an electronic communication service for purposes of backup protection
of such communication.”

For example, If electronic mail has been sent, but not opened by the intended recipient, then itis In
“electronic storage,” incidental to transmission. Once the electronic mail has been opened by the
reciplent, it can be argued that the electronic mall Is no longer in electronic storage incidental to
fransmission.

2. An "electronic communication service” provides its users the ability to send or receive wire or
electronic communication.

3. Remote computing service: the provision to the public of computer storage or processing services
by means of an electronic communications system. Remote Computing Service “allows persons to
use the facilities of these services to pracess and store thelr own data.” Subscriber to a remote .
computing service “transmits records 10 a third party for the purpose of computer processing.”

4. Transactional record: any record showing business taking place between the provider of an
elactronic communications service and a subscriber/party (i.e., service agreements, toll records,
subscriber informatlon, etc.).
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It should also be noted that other definitions concerning Titles |, Il, and 1l of the Electronic Communications
Privacy Act of 1986 may be found under related chapters/sectlons of the Federal Criminal Law Handbook

Disclosure of Communications or Records

Generally, a person or an entity providing a public electronic communication service, or remote computing
service, shall not knowingly divulge the contents of a communication held in electronic storage by the
individual or company. The same holds true in relation to any communication carrled on or malntained by any
public remote computing service. Included in the foregoing are communicatlons recelved by way of electronic
transmission, created by means of computer processing, or held solely for the purposes of storage or
computer processing.

Exceptions for disclosure of stored wire and electronic communications and transactional records, fall into the
following elght categories (Title 18, U.S.C. 2702 (b)). The contents of such communications and records may
be disclosed to:

1. Addressees, intended reciplents or thelr agents;

2. Those individuals or entitles as otherwise authorized in sectlong 2517, 2511 (2) (a) or 2703 of this
title;

3. Others wih the lawful consent of the originator or an addressee or intended recipient of such
communication, or the subscriber in the case of remote computing service;

4. A person employed or authorized or whose facllities are used to forward such a communication to its
destination;

5. Others as may be necessarily incident to the rendition of the service or to the protection of the rights
or property of the provider of that service;

8. To the National Center for Missing and Exploited Chiidren, in connectlon with a report submitted
thereto under section 227 of the Victims of Chlld Abuse Act of 1880 (42 U.S.C. 13032);

7. Alaw enforcement agency, if such contents were inadvertently obtained by the service provider, and
appear to pertain to the commission of a crime; and

8. To a Federal, State, or local government entity, if the provider, In good faith, belleves that an

emergency Involving danger of death or serlous physical Injury to any persen requires disclosure
without delay of communications relating to the emergency.
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Governmental Access Requirements

In this section, requirements for Federal law enforcement access shall be reviewed. However, it should be
noted that access is also provided for State and/or local government entities. For additional informalion in this
regard, reference is made to Chapter 121 of Federal Criminal Law Handbook.

The Secret Service may require a service provider to disclose the contents of an electronic communication
that (s in electronic storage in an electronic communication system for one hundred and eighty (180)
days or less, only with a warrant Issued by a court with jurisdiction over the offense under investigation as
outlined in 18 U.S.C. 2703(a).

If the communication has been in electronic storage In an electronic communications system for one
hundred and eighty {180) days or more, disclosure may be sought in several ways, as described In Tille
18 U.S.C. 2703 (a) (b). These include:

1. A search warrant (without prior notice to the subscriber).

2. A court order (with prior notice to the subscriber, and may request seeking delayed notice to the
subscriber.)

3. An administrative, grand jury, or trial subpoena (with prior notice to the subscriber, may request
delayed notice up to 80 days with written certification by a supervisory official).

It should be noted, that in the obtaining of a court order, the relevancy of the material requested must be
shown. Time limilations relaling to the maximum duration of such orders or extensions thereof are not
applicable.

Under Title 18 U.S.C. 2703 (b), the government may obtain the contents of any electronic communication held
in remote computing services. If the electronic communication that is held on these services is on behalf of,
and recelved by means of, electronic transmission from a subscriber and solely for the purpose of providing
storage, the information may be obtained in the following ways:

1. A search warrant,

2. An administrative, grand jury, or trial subpoena,

3. A court order authorized by Section 2703 (d), with a request seeking delayed notice to the subscriber.
When a search warranl is contemplated to obtain the records, contact should be made with the Assistant

United States Attorney and Computer Crimes and Intellectual Property Section of the Office of Enforcement
Operalion, DOJ, for proper languags of the search warrant.

W
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Transactional Records

Under Title 18 U.S.C. 2703(c ), transactional records, to Include name, address, local and long distance
telephone connection records, length of service, telephone or instrument number or identity Including any
temporarily assigned network address, and means and source of payment for such service (including any
credit card or bank account number), may be obtained through following ways:

1. Asearch warrant issued by court of jurisdiction,

2. A court order issued by court of competent jurisdiction,

3. By aconsent of the subscriber,

4. A formal written request relevant to an investigation conceming telemarketing fraud,
Unlike other sectians, notice to a subscriber Is not required under this sectlon.

Backup records may be ablained by court order or subpoena (18 U.S.C. 2704). Time limitations relating to
the maximum duration of such orders, etc. are again not applicable. As to notification, once a backup copy
of an electronic communication has been created (within two days of the individual's or company's receipt of
a court order or subpoena), notice shall be made to the subscriber or customer within three days of the recelpt
of confirmation that the backup copy has been created. Such notification shall be made by the Governmental
entity unless such notice Is delayed pursuant to section 2705 (a).

"...the service provider shall release such backup c'opy to the requesting governmental entity no
sooner than fourteen days after the governmental entity's notice to the subscriber or customer -
if such service provider-

..has not recelved notice from the subscriber or customer that the subscriber or customer has
challenged the governmental entity's request; and

..has not Initlated proceedings to challenge the request of the governmental entity ..." (18 U.S.C.
2704(4) (A) (B))

Finally, transactional records may be obtalned through consent, court order, subpoena, or warrant, with no
time limil or notification requirements.

Backup Preservation |

Regarding backup record preservation (18 U.S.C. 2704), the Secret Service, acting under 18 U.S.C.
2703(b)(2), may Include In its subpoena or court order a requirement that the service provider to whom the
request is directed create a backup copy of the cantents of the electronic communications sought In order to
preserve those communications.
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With no notification given to the subscriber or customer of such subpoena or court order, a service provider
must create such a backup copy as soon as practicable consistent with its regular business practices, and
shall confirm to the Secrel Service that such a backup copy has been made. Such a backup copy shall be
created within two business days after receipt by the service provider of the subpoena or court order.
Additional provisions under 18 U.S.C. 2704 cover the rights of a service provider to destroy a backup record
copy and the rights of the subscriber or customer to quash such a subpoena or court order.

Delayed Notice

Under Title Il, the Secret Service may request a delay of up to ninety (80) days in the notification of a customer
or subscriber of grand jury subpoena, or administrative subpoena as outlined in 18 U.S.C. 2705, upon written
certification by a supervisory official that such notification as required by 18 U.S.C. 2703(b) may have an
adverse result. Such an adverse result Is defined in 18 U.S.C. 2705 as:

1. Endangering of the life or physical safety of an individual;
Flight from prosecution;
Destruction of or tampering with evidence;

Intimidation of potentlal withesses; or

© > w0 N

Otherwise seriously jeopardizing an investigation or unduly delaying a trial.

It should be noted that a true copy of any such certification shail be maintained by the Secret Service.
Extensions of the delay of notification up to ninety days each may be granted by the court upon application
by this Service.

Cost Reimbursement

Except as otherwise provided, the Secret Service, In obtaining communications, records, or other information
under seclions 2702, 2703 or 2704 of Title 18, shall pay to the person or entity assembling or providing such
information a fee for reimbursement for such costs as are reasonably necessary and which have been directly
incurred in searching for, assembling, reproducing, or otherwise producing such information. Such
reimbursable costs shall include any costs due to necessary disruption of normal operations of any electronic
communication service or remote compuling service in which such Information might be stored.

The amount of the fee shall be mutually agreed upon by the Secret Service and the person or entity providing
the information. In the absence of agreement, the fee shall be determined by the court which issued the order
for production of such information. If no court order was issued, the fee shall be determined by the court
before which a criminal prosecution relating to such Information would be brought. This payment requirement
does not apply with respect to records or other information matntained by a communications common carrier
that relate to telephone toll records and telephone listings obtained under section 2703 of Title Il. A court may,
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however, order payment as previously described if the court determines the information required is unusually
voluminous In nature or otherwise has caused an undue burden on the provider.

In conclusion, Title Il (Chapter 121, Title 18, U.S.C. 2701 to 2712) represents a comprehensive tool to be used
in investigations by the Secret Service. Where case law precedent Is not firmly established in this area, care
must be taken in its use. Timely consultations with the Office of the United States Attorney are recommended,
as well as review and understanding of the terminology outlined in 18 U.S.C. 2510 and 18 U.S.C. 2711.
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1. Preface

MySpace.com (“MySpace”) is committed to assisting law enforcement, to the extent
permitted by law, in investigations related to unlawful activity. This Law Enforcement Guide is
designed to scrve that purpose by providing information to facilitate law enforcement requests
for user data held by MySpace. The Guide specifies what information is collected by MySpace,
how long that information is retained, how to tailor requests to ensure MySpace produces the
specific information sought, and the legal process necessary to permit MySpacc to disclose
different types of information. Finally, the Guide provides contact information for MySpace

personnel dedicated specifically to responding to law enforcement requests, including cmergency
requests.

Because MySpace wishes to prioritize law enforcement requests, it has established
dedicated lines of communication reserved solely for law enforcement. This Guide is intended
solely for use by bona fide law enforcement agencies and may not be distributed to any other
person or organization without the express writtcn authorization of MySpace. MySpace will
require verification that the person requesting this Guide is a bona fide law enforcement officer

or acting on behalf of a law enforcement agency or prosecutor’s officc prior to releasing this
Guide.'

II. General Information about MySpace and Law Enforcement
Requests

The MySpace service empowers millions of users to communicate with a worldwide
network of friends. MySpace is a:free online social networking service that allows users to
create their own profile pages, which can include lists of their favoritc musicians, books and
movies, photos of themselves and friends, and links to pages within and outside the MySpace
environment. The service also permits users to send and receive private messages (the functional
equivalent of emails) with other MySpace users, and to restrict the disclosure of certain
information (blogs, profile information) exclusively to their MySpace friends. Users have
extensive control over their own accounts, both with regard to the identity information they
provide, and in their ability to retain or delete information stored in their profiles. Finally, the
MySpace site has extensive help pages that may assist law enforcement in determining if the
information sought is publicly available, and may further assist law enforcement in
understanding the particular features offered. The MySpace help pages can be found via a link at
the top right hand comer of the MySpace.com home page.

MySpace is committed to assisling law enforcement investigations to the fullest extent,
consistent with applicable law. The primary set of laws governing MySpace’s ability to disclose

' This Guide is the property of MySpace and MySpace reserves the right to change any of the policies
stated in this Guide at any time without notice. MySpace will make reasonable efforts to inform law
enforcement of any significant changes in policies or procedures through updates to this Guide. The
information in this Guide is not intended to create any enforceable rights against MySpace.
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user information is found in the Electronic Communications Privacy Act, 18 U.S.C. § 2701, et
seq. (“ECPA"). ECPA mandates that MySpace may disclose certain user information to law
enforcement only in response to specific types of legal process, including subpoenas, court
orders, and search warrants. Generally speaking, ECPA permits the disclosure of basic user
identity, log-in information, and stored files in response to a subpoena; but requires a court order
under § 2703(d) to disclose additional user records (such as message headers), or a search
warrant to authorize disclosure of content (such as private messages). Should you seek further
clarification about ECPA’s restrictions on providers like MySpace, we suggest you contact the
Department of Justice’s Computer Crime and Intellectual Property Scction (CCIPS) at 202-514-
1026. :

III. Information Collected and Retained, and Legal Process
Required

A. Information Overview

MySpace has four basic types of information about its users that may be relevant to a
criminal investigation: 1) basic identity/subscriber information supplied by the user in creating
the account; 2) IP log-in information captured by MySpace from the user’s computer; 3) files
stored in a user’s profile (such as “about me” information or lists of friends); and 4) user sent and
received message content. Depending on the type of information sought, ECPA may require the
use of a different form of legal process, and the period MySpace retains the information may
differ. In order to assist law enforcement in narrowly tailoring its requests and ensuring the
necessary process is provided, we identify below the specific categories of information and
corresponding process required to lawfully produce that information under ECPA. When
drafting subpoenas, court orders, or search warrants, please be as specific as possible about the
profile at issue, and the nature of the information sought. Clearly worded requests will reduce
confusion, enable MySpace to respond more quickly, and ensure that no issues arise under ECPA
limiting MySpace's ability to comply.

B. Public vs. Private Profiles

Please note that users may choose whether to make certain profile information (e.g., their
“about me” details, blogs, and friends lists) publicly viewable and availablec to anyone visiting
their profile (including law enforcement), or to keep it private and limited only to thc MySpace
“friends” of their choosing. For public profiles, law enforcement may access and save screen
shots of publicly available information without involvement by MySpace. Because users can
change the content on their profile and change the status from public to private at any time,
MySpace encourages law enforcement to preserve content on public profiles themsclves by using
screen shots (preserving electronic copics of html files). '

C. Identifying the “Fricnd [D”
As a threshold matter, given the size of MySpace's user population, it is critical and

required that the ‘FriendID” of the relevant account be included in the legal process. The
FriendID can be located in the web address of the profile in question.
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Example of FriendID for Tom’s profile:

http://www.myspacc.com/index.cfm?fuseaction=user.viewProfile&friend[D=6221 &Mytoken=2
0050518161358

The above FriendID in this example is *6221°. This unique number allows us to locate the
profile. If the profile appears as ‘MySpace.com/Tom’, click on the ‘View More Pics’ link. This
will display the following link:

http://viewmorepics.myspace.com/index.cfm?fuseaction=user.viewPicture&friendID=6221 &frie
ndName=Tom&Mytoken=20050829192700

The FriendID can then be located in the URL.

D. Specific Categories of Information Retained and Associated Legal Process
Required

1. Basic user identity information

Type of Information Available: date profile created; first and last name provided by uscr; user
ID; e-mail address provided by user; zip code, city, and country provided by user; account
-creation date and time; and the IP address at time of sign-up.

Process required: Grand jury subpoena, administrative subpoena or civil investigative demand
pursuant to 18 U.S.C. § 2703(c)(2); or court order; or search warrant; or user consent.

2. IP address logs
Type of Information Available: ].bgs showing the IP address assigned to the user and the date
stamp at the time the user accessed his or her profile (PST or PDT, depending on the date of log-
in).

Process required: For historical records - grand jury subpoena, administrative subpoena or civil
investigative demand under 18 U.S.C. § 2703(c)(2); or court order; or search warrant; or user
consent. To capture log-in IPs prospectively - a Pen Register/Trap and Trace Order under 18
U.S.C. §3121.

3. Private messages and bulletins

Type of Information Available: the contents of private mail messages and/or bulletins sent from
and held for users on MySpace servers.

Process required for messages less than 180 days old: Search warrant under 18 U.S.C. §
2703(a); or user consent.
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Process required for messages over 180 days old: Subpoena or court order where the
government provides prior notice to the subscriber (or delays notice under 18 U.S.C. § 2705) for
messages over 180 days old; or search warrant; or user consent.

4, Stored user files (photos, videos, blogs)

Type of Information Available: Profile information including photos, videos, blogs, blog
comments by other users, the identities of their friends, and **About Me” entries.

Process required. A grand jury or administrative subpoena, civil investigative demand; or court
order where the government provides prior notice to the subscriber (or delays notice under 18
U.S.C. § 2705). 18 U.S.C. § 2703(b)(2); or search warrant; or user consent.

5. Other gencral records or information

Type of Information Available: user’s date of birth, gender, homctown, and occupation, as well
as historical private message header information, excluding subject.

Process required. ‘Court order under 18 U.S.C. § 2703(d); or scarch warrant; or user consent.
E. MySpace Retention Periods

The retention periods identified below reflect MySpacc’s retention of user data in the
normal course of business. MySpace honors all law enforcement preservation requests made
during the period the data is available. MySpace also automatically preserves the data of users
who are identified as registered sex offenders and removed from the MySpace site pursuant to
MySpace’s Sentinel SAFE project.” Please notc that all retention periods are estimated and may
vary depending on system conditions and other circumstances.

1. Active Accounts

a. Basic user identity information, stored user files, and general records:

The basic identity information entered by a user in creating a profile, all data displayed
on the profile (blog entries, about me information, etc.) and all stored files (images and videos)
contained in an account are maintained as long as the user has not edited the data or removed the
files from the profile. Once a change is made by the user, the previously existing information is
overwritten. Upon receipt of a preservation request, however, MySpace will capture all user data
available at that time, and future actions by the user will not affect the preserved data.

2 MySpace’s Sentinel SAFE project is designed to identify and remove from the MySpace site any users
identified-as registered sex offenders. MySpace deletes all profiles identified by the Sentinel SAFE
process as RSOs within approximately 24 hours of making a conclusive match. Importantly, when
MySpace deletes a profile as a result of a registered sex offender match with the Sentinel SAFE database,
the information contained in and related to the profile, including photos, private messages, ctc. are
preserved by MySpace. Upon receipt of the appropriate legal process for the information sought,
MySpace will promptly produce this preserved user information.
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b. IP address logs:

The IP Log for each FriendID is logged after every log in to the MySpace system. The IP
Log for each FriendID is availablc for one year after the applicable login on the account. This
data cannot be modified by the user once it is recorded.

c. Privale messages and bulletins:

Private messages in a user’s inbox are available until the user removes them. MySpace
does not maintain copies of messages marked for deletion by a user and cannot recover delcted
messages. Private messages in a user’s sent box are retained for 14 days unless the user has -
manually deleted them.

2. Deleted Accounts

a. Basic user identity information, stored user files, and general records:

User identity information is available for one year after account deletion. Other stored
files, such as photos, may be lost at the time of account deletion.

b. [P address logs:

MySpace retains Friend ID, IP Address and Login time and date stamps dating back one
year.

¢. Private user communications:

No private messages (inbox or sent mail) are available for deleted accounts (except those
deleted through our Sentinel SAFE project).

IV. Information that may Reside on a MySpace User's Computer
(not with MySpace)

Available Forensic Evidence includes:

A. Instant Messenger Chat Logs: MySpace Messenger IM Client logs may be stored
to the local machine. The default pathway for these logs is C:\Documents and
Settings\USERNAME\Application Data\MySpace\IM\Conversations. For a machine running
Windows Vista, the default pathway is C:\Users\USERNAME\AppData\Roaming\MySpace\IM.

B. Cookie Data: If a user logged into that machine accessed MySpace.com, and did
not clear their cookies, you can locate coackies in the C:\Documents and

Settings\Username\Cookics directory. The cookies will be named
‘username@word.myspace.com’

C. Cached MySpace Pages: Electronic copies of viewed MySpace pages will be
stored to the local machine temporarily (until the user or machine flushes them out). The default
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location for these files is C:\Documents and Settings\Uscrnamc\Local Settings\Temporary
Internet Files. Images viewed by the user that were stored on MySpace will also be stored here.

D. Stored login information: Sites and browsers allow users to ‘save’ their login
settings. Check form fields in the browser to see if they have pre-populated information.

V. Requests to Preserve Records

MySpace honors requests by law enforcement to preserve information in accordance with
18 U.S.C. § 2703(f). In response to such requests, MySpace will preserve the specific
information identified in the requcst for up to 180 days and will extend the preservation as
necessary at your request. Please email or fax a signed letter on law enforcement agency
letterhead requesting that MySpace preserve the records to 310-356-3485. Please specifically
list the particular information that you seek to preserve, and limit your preservation request to
information for which you intend to seek legal process. Attached in our form section is a sample
letter for a preservation request.

MySpace can only preserve a currently active (non-deleted) account. Please note that
once information in an active account has been preserved, the following will occur unless other
arrangements are made with MySpace and indicated in the request:

- The account will remain publicly viewable; and
- The user will be prevented from logging into the account.

If restricting the user’s access to the profile will impede an investigation, you must
specifically request in the letter that the subject account should not be locked. In such cases,
MySpace will output to a flat file the specific information for which preservation is sought that is
available at the time the request is processed. Because the user will retain access to the account,
please note that any interim changes to account information made between the time the {lat file is
crealed and the ultimate legal process is served may not be retained. Accordingly, when serving
follow-up legal process for information previously the subject of a preservation request, please
specify that the request seeks both the information preserved and any existing updated user
profile information. Please also reference any prior preservation requests so that we may
respond to your legal process more efficiently.

V1. Service of Process and Production of Records

In order to streamline the process for satisfying law cnforcement requests, MySpace will
accept service of all subpoenas, court orders, scarch warrants, emergency requests and user
consents by fax (310-356-3485), by email to compliance@myspace.com or mail (at the address
on the cover of this Guide). MySpace will also accept service and produce documents in
response to out-of-state domestic subpoenas, court orders, and search warrants.

MySpace’s preferred method for producing information in response to legal process is to

submit the information in an Excel spreadsheet sent via e-mail. MySpace can also provide a
signed authentication letter for the production by PDF or Fax. Accordingly, where possible,
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please specify on the applicable subpoena, order or warrant (or cover letter) the email address to
which results can be sent and where an authentication letter can be faxed (if you prefer to have
the letter faxed).

VIL. Interpreting Information Produced by MySpace

The explanations provided below are intended to assist law enforcement in understanding

the meaning of the information produced by MySpace, and respond to the most frequently asked
questions about MySpace productions.

A. Email Address

Please note that an email address consists of two parts: A username and then the domain
that hosts the email account.

Example: Abuse@MySpace.com

‘Abuse’ is the usernamec and all information after the ‘@’ belongs to the domain (which in this
case is MySpace.com). Therefore, you should contact MySpace.com to make inquires about the
username ‘Abuse’. If the email domain belongs to a different ISP (e.g., MSN, AOL, Yahoo, or
Gmail), then information about that email address should be sought from that provider.

B. 1P Address Logs

IP (Internet Protocol) Logs include the IP address assigned to the user (by their ISP
(Internet Scrvice Provider)) at the time of login, and also include a date stamp showing when the
login occurred. All IP logs provided by MySpace.com are Pacific Standard or Pacific Daylight
Time, depending on the date of log-in. Please refer to the month and day on the log to determine
whether PDT or PST is applicable.

Example: 67.134.143.254 08/22/2005 3:15 PM PST

You can find out which Internet Service Provider the IP address belongs to by performing a
“Whois™ lookup on the IP address at any of the following sites:

http://whois.domaintools.com or http://www.networksolutions.com/cgi-bin/whois/whois

The IP Address in the example above (67.134.143.254) generated the following resuit:
Qwest Communications QWEST-BLKS-5 (NET-67-128-0-0-1)

67.128.0.0 - 67.135.255.255

This result means the IP address belongs to Qwest Communications. Qwest Communications

could be contacted to providc the information about what individual or company was using that
IP address at that date and time.

Page 9 of 15

CONFIDENTIAL - FOR LAW ENFORCEMENT USE ONLY



C. Privatec Messages

Private messages will be produced in Excel spreadsheet form, with two separate tabs on
the bottom of the spreadshect for messages. One tab is the ‘Sent From User’' messagcs (user’s
sent mail) and the other is ‘To User’ (user’s inbox).

The spreadsheet for private messages will have the following five headers:

ToUserid FromUserid . Subject Body CreatedDate
ToUserid is the FriendID of the account the message is sent to.

FromUserid is the FriendID of the account the message is sent from.

Subject is the subject line of the message in question.

Body is the actual content of the message.

CreatedDate is the date stamp of the message.

Example: é
ToUserid FromUserid Subjcct |
6221 22234567 RE: Welcome to |

MySpace.com !
Body :

Thank you Tom for the welcome!

E[rggl;:'ﬁnpzllwww.myspace.conv index.cfm?fuseaction=user.viewProfile& friendID=6221 &Myt
oken=20050423222742">Tom</a> Date: Apr 23, 2005 4:49 PM

Hi, My name is Tom! Welcome to MySpace

CreatedDate

4/23/2005 22:29

Pleasc note the *--------euuunueee Original Message ---------=------- ¢ in the body of the message and
the ‘Re’ (“Regarding”) in the subject line shows that the user in question is responding to an

cxisting private message sent to him. The responding email shows who the original sender is, as !
well as the time and date sent. [
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VIII. User Consent

Because ECPA provides an exception for disclosures of information with the consent of
the user, MySpace will disclose information based on user consent obtained by law enforcement
where sufficient information is provided to verify that the person providing the consent is the
actual creator of the profile, and where law enforcement endorses the authenticity of the consent.
Accordingly, in addition to a description of the specific information sought, the user must
provide the information called for in the sample Consent Form set out below. MySpace will be
unable to release the information if the user is unable or unwilling to provide registration
information that correlates to the information in MySpace user records.

IX. Emergency Disclosures

Under 18 U.S.C. §§ 2702(b)(8) and 2702(c)(4), MySpace is permitted to disclose
information, including user identity, log-in, private messages and other information voluntarily
to a federal, state, or local governmental entity when MySpace believes in good faith that an
emergency involving danger of death or serious physical injury to any person requires such
disclosure without delay. MySpace will disclose records to assist law enforcement in the case of
emergencies mecting ECPA'’s threshold requirements. Accordingly, we request that law
enforcement provide information in writing sufficient to show the existence of the emergency. If
you find it useful, you may provide the information requested in MySpace's Emergency
Disclosure Form (contained below) on your Law Enforcement letierhead. Providing such
information will ensure that true emergencies receive the swiftest response. The Emergency
Disclosure request must be submitted by a law enforcement officer.

For emergency law enforcement requests, MySpace also reserves a special telephone

hotline that MySpace staffs 24 hours a day/7 days a week. The emergency hotline is 888-309-
1311, .

X. Sample Language for Requests

This section provides sample language that law enforcement may use to complete. the
section of their legal process identifying the information they seek from MySpace. These are
examples of the most commonly requested information from MySpace. It is important to be as
specific as possible when identifying the information you are requesting from MySpace.

A. Sample Subpoena Language for Basic User Identity Information and IP logs:
Records concerning the identity of the user with the Friend1D ###HH consisting of name,

postal code, country, e-mail address, date of account creation, IP address at account sign-up, and
logs showing IP address and date stamps for account accesses
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B. Sample Search Warrant Language for User Information Including Private
Messages:

Records concerning the identity of the user with the FriendlD ##HHH# consisting of name,
postal code, country, e-mail address, date of account creation, IP address at account sign-up, logs
showing IP address and date stamps for account accesses, and the contents of private messages in
the user’s inbox, and sent mail folders.

C. Sample Preservation Request Letter
(Must be on law enforcement department letterhead)

Custodian of Records
MySpace.com

407 N. Maple Drive
Beverly Hills, CA 90210

Re: Preservation Request

Dear Custodian of Records:

The below listed account/profiie is the subject of an ongoing criminal investigation at this
agency, and it is requested pursuant to 18 U.S.C. § 2703(f) that the following information
associatcd with said account/profile be preserved pending the issuance of a scarch warrant or
other legal process sceking disclosure of such information: [Specify information to be
preserved]. I understand that MySpace.com will lock the profile/account in question, thereby
rendering the account inaccessible to its owner.

Profile URJ.:
FriendID:

If you have any questions concerning this request please contact me at [insert c-mail address and
phone contact]

Thank you for your assistance in this matter.

Sincerely,

(Your Signature)
(Your Name Typed)
(Your Title Typed)
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D. Sample Coansent Form

(Must be on the investigating agency or department letterhead)
I, "XYZ", being duly swomn, on this [insert date] do hereby state the following:
I have one or more profiles on MySpace.com.

The URLs / FriendIDs are:

I understand that the "ABC" agency is conducting an official criminal investigation and has
requested that I grant my consent to authorize the "ABC" agency to access, request, receive,
review, copy and otherwise utilize, as thcy dcem appropriate, the following information from the
above profiles: [specify information sought]

I hereby authorize MySpace.com to provide to any agent of the above referenced agency, the
above-specified information associated with my identified MySpace.com profiles/accounts.

The following information should be used to verify my identity:

Email address for account:

Password for account:

Date of birth for account:

Zip Cade for account:

Pursuant to this Consent, I waive any claims against, indemnify and hold harmlicss
MySpace.com, its afliliates, and their respective directors, officers, agents, and employees from
and against any claims, damages or expenses relating to or arising from, in whole or in part, the
disclosure of such information, records and data.

I have not been promised anything in exchange for providing this consent and authorization.

In witness whereof, the undersigned makes the above statements under penalty of perjury.

Member Signature and Printed Name Date

Law Enforcement Witness Signature, Printed Date
Name and Printed Title

Page 13 of IS

CONFIDENTIAL - FOR LAW ENFORCEMENT USE ONLY



E. Sample Emergency Disclosure Form
(Must be on the investigating agency or department letterhead)

Emergency Disclosure Form

Please complete this form to assist MySpace in exercising its discretion to disclose information
to you pursuant to 18 U.S.C. § 2702(b)(7) and § 2702(c).

1. What is the nature of thc emergency involving death or serious physical injury?

2. Whose death or serious physical injury is threatened?

3. What specific information in MySpace’s possession related to thc emergency do you
need?
Signature ol Officer Printed Name of Law Enforcement Officer

XI. Websites and Resources

www.myspace.com/safety - MySpace.com’s Safety Tips section which includes a section
dedicated to parents concerned about their child’s Internet use.

United States Department of Justice, Computer Crime and Intellectual Property Section,
www.cybercrime.gov - DOJ guidance on authorities governing obtaining electronic cvidence.

United States Department of Justice, Office of Justice Programs, National Institute of Justice -
publishes an investigative guide for electronic crime. The information contained in Electronic
Crime Scene Investigation-A Guide for First Responders (available free of charge and
downloadable from the Dcpartment of Justice website (www.ncjrs.org/pdffiles1/nij/187736.pdf))
belps line officers perform their jobs. )

www.ncmec.org - National Center for Missing and Exploited Children website.

XII. Information to Provide to Parents and Schools
A. Parent Resources

MySpace offers information for parents concerned about their child’s use of MySpace on
the bottom of every single MySpace.com page.

www.myspace.com/safety is the web address for the Safety Tips section. Click on the “Tips for
Parcnts’ tab to access the parent section.

This area offers:
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Internet safety tips for parents to communicate to their child.
Step by step instructions on how to remove a MySpace account.
Links to monitoring software and additional safety related information.
Contact information for MySpace for further assistance.
A parent pamphlet available for download and distribution,
B. School Resources
MySpace has a team dedicated to assisting with school related issues. Please have your local
school email SchoolCare@MySpace.com in regards to teacher identity thefi, school threats, the
school forums on MySpace, or any other school related issue. There is also a School

Administrator’s Guide available to school administration that they can request at
SchoolCare@MySpace.com.
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MYSPACE LAW ENFORCEMENT GUIDE
QUICK REFERENCE SHEET _
24/7 HOTLINE: 888-309-1311 FAX: 310-356-3485 EMAIL: LawEnforcement@MySpace.com

%, % 2,
c}Z ‘Z:%r o"@ %%%"'o O{%;
AN %, % % %
Type of Information Sought %
|Basic Subscriber tnformation v v v
IIP addresses v v v
'<J |Private messages (sentinbox) less than 180 days v
E Private messages (sentinbox) older than 180 days v v v
% Private message headers (subject lines redacted) v v
O Subject lines in private message headers 4
Stored user files (blogs, images, friends) v v v
Realtime capture of IP log-ins ! v
IMPORTANT REMINDERS

Friond IDs - Please provide the FriendID/URL in all requests.
Spaecificity - Please describe the data sought as specifically as possible.

Presarvation - MySpace will preserve data when requested to do so under 18 U.S.C. 2703(f) - please refer to the full Law Enforcement Guide for more details.

Emergencles - MySpace will provide Law Enforcement with user data where Law Enforcement provides sufficient information to give MySpace a good faith
belief that a threat of death or serious injury requires disclosure - please refer o the full Law Enforcement Guide for more details or cafl our hotlipe fisted above.
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lace for friends

Law Enforcement Information Handout
Prepared by MySpace.com 09/02/2005 -

Mailing Address:
Custodian of Records
MySpace.com

1333 2" Street, First Floor
Santa Monica, CA 90401

Email Address:
lawenforcement@MySpace.com

Telephone Numbers:
Phone: 310.917.4949 x8
Fax: 310.394.4180

Overvnew of MySpace.com

MySpace.com is a free, online commumty, where millions of individuals create individual
‘web page profile’, and communicate easily with other users.

We recommend creating an account to understand the full functionality of the site. Users
create profiles for themselves, in which they can upload images, post journal entries
(“blogs”), post comments on their friends’ profiles, and send prlvate messages to other
MySpace.com members. You can add/be added to a ‘Friends List’, in which all people on
your Friends List will show up on your profile page (and conversely, you will show up on
their profile pages).

Information Collected at Signup
Here are screenshots of how a user creates an account. Please note that this is all the

information we collect about a user during sign up:
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Phone: 310-917-4949 o Fax: 310-394-4180



iﬁmys pace.com
a place for friends

|

Already a member? Click Here to Log In

J0IN MYSPACEHERE!

Email Address: [NonVelidatedEmail@myspace.com

First Name: [OptionelFirstName
Last Name: |OptionellastName
Password: [sececcee

Confirm Password: [eesesess

Country: |United States . ¥]

[Postal Code: Eﬁim_ (required for US, UK & Canada only)
Gender: & Female ¢ Male

Date Of Birth: [Jan  ~[ /] = /[1982 =]

v By checking the box you agree to the MySpace
Tarms of Service and Privacy Policy

Please enter the text from the image above:
Iaychwvf

Verification:

Available Information
Most profile information is publicly viewable and available. Publicly available information

includes journal entries (in most cases), images, user comments, and public profile
information.

In order to make an electronic copy of the profile, save the webpage(s) and files on your
own computer. Do this before it gets modified or deleted. While viewing the profile in
question, click your browser’s File (in the upper left-hand corner) then click ‘Save As’.
Make sure to do the same for all journal entries and the image gallery.

To request the following information from MySpace.com, we require a subpoena:
-IP logs (recorded at time of login)

-Dates and times of login (PST)

-Email address

-Zip code

1333 2™ Street, First Floor e Santa Monica CA 90401
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-Name
-Private Messages

Please note that all information above is not necessarily accurate. Users do not need to
confirm their email address, nor provide verified information. Users may also fake IP

addresses if they use a proxy.

Please note that we do not have street address or credit card information. MySpace.com is
a free site and does not require credit card use at any time.

MySpace may disclose private information to law enforcement without a subpbena in
limited, emergency situations in which the safety of a MySpace user or member of the
public is at risk and there is insufficient time for the law enforcement agency to obtain a
subpoena. In these circumstances, MySpace will require the delivery of a signed statement
on law enforcement letterhead certifying the existence of an emergency and supplying all
the information that would be required in a subpoena.

Length of time MySpace.com retains records

Active Accounts

Data/Images on an active account
MySpace.com does not retain information that is altered/removed on an active profile.

Once a change is made, existing information is overwritten.

IP Logs -
IP Logs are available for up to ninety days afier a user’s last login.

Private Messages in an active account
User’s Inbox — Retained until user removes them. We cannot recover that message unless

it is in another user’s Sent Mail.
Sent Mail — Retained for 14 days.

Trash Mail — Retained 30 days or less. Users can empty their trash at any time.

Deleted Accounts
No mail is available for deleted accounts.
User 1D, IP Address, Login date stamps are retained for up to 90 days after account

deletion.
Profile information is available for up to ten days after account deletion.

Preserving an account
A letter of preservation can be faxed to MySpace.com. Please note the following regarding

preserved accounts:
-They are still publicly viewable

1333 2™ Street, First Floor e Santa Monica CA 9040
Phone: 310-917-4949 o Fax: 310-394-4180
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-The user will not be able to log into the account
-We can only preserve a currently active (non-deleted) account
-Information in the Sent Mail/Trash can is still subject to automatic deletion.

If restricting the user’s access to the profile will impede an investigation, you can request
that private messages be output to flat file for preservation before a subpoena is served.

Court Order/Subpoena Language

The time will come when you need to draft a subpoena in order to request private
information. MySpace.com has millions of users — you MUST state the ‘FriendID’ in the
subpoena of the account(s) you need information for. The FriendID can be located in the
web address of the profile in question.

Example of FriendID for Tom’s profile:
http://www.myspace.com/index.cfm?fuseaction=user. v1ewProﬁle&frlendlD=622l&Mvto

ken¥20050518161358

The above FriendID in this example is *‘6221°. This allows us to locate the profile. If the
profile appears as ‘MySpace.com/Tom’, click on the ‘View More Pics’ link. This will
display the following link:
http://viewmorepics.myspace.com/index.cfm?fuseaction=user.viewPicture&friendID=622
1&friendName=Tom&Mytoken=20050829192700

The FriehdlD -can then be located in the URL.

When requesting information, please use the following exact phrases for whichever parts
of information you need:

-“Email Address” .

-“IP Logs” (which includes the datestamps of the IP logs at login)

-“Private messages in the user’s Inbox, Trash and Sent Mail”

Please be as specific as possible in the subpoena as to what information you are requesting,
For example, “Request for FriendID 6221 IP logs, email address and private messages
located in the user’s Inbox and Sent Mail Records for date range 5/14/2004-6/16/2005.”

We can respond to court requested information with approximately a two-week
turnaround. The preferred way to transmit requested data is via E-mail, as it will be in an
Excel spreadsheet. Therefore, if possible, specify on the subpoena document the email
address results can be sent to.

MySpace.com will accept subpoenas dclivered by fax or mail. We also respond to out-of-
state subpoenas.

1333 2™ Street, First Floor e Santa Monica CA 90401
Phone: 310-917-4949 ¢ Fax: 310-394-4180
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Deciphering the information sent from Space.com

Email Address |
Please note that an email address consists of two parts: A username and then the domain
that hosts the email accounts.

Example: Abuse@MySpace.com

‘Abuse’ is the username and all information after the @ would belong to the domain
(whlch is MySpace.com). Therefore, you would want to contact MySpace com to make
inquires about the username ‘Abuse’.

[P Logs
IP Logs also include a date stamp. All IP logs are Pacific Standard Tlme zone.

Example: 67.134.143.254 08/22/2005 3:15 PM PST

You can find out which Internet Service Provider the IP address belongs to by going to a
Reverse DNS site, such as httg://wvyw.yvhois.sc and entering the IP address into a search
field.

The example in question generated this as the following result:
Qwest Communications QWEST-BLKS-5 (NET-67-128-0-0-1)
67.128.0.0-67.135.255.255

That means the IP address belongs to Qwest Communications. You will then need to
contact Qwest Communications to see what individual or company was using that IP
address at that date and time.

Private Messages
There will be two separate tabs on the bottom of the Excel spreadsheet for the Private

Messages. One is the ‘Sent From User’ and the other is ‘To User’. These are messages that
are sent from the user in question to other users and that are located in the user’s “Sent
Mail” records, and messages from other users to the user in question that are located in the
user’s “Inbox” records.

The spreadsheet for private messages will have the following five headers:
ToUserid FromUserid Subject Body CreatedDate

ToUserid is the User ID of the account the message is sent to.

1333 2™ Street, First Floor ¢ Santa Monica CA 90401
Phone: 310-917-4949 ¢ Fax: 310-394-4180
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FromUserid is the User ID of the account the messages is sent from.
Subject is the subject line of the message in question.

Body is the actual content of the message.

CreatedDate is the date stamp of the message.

Example:

ToUserid FromUserid Subject

6221 222345245322  RE: Welcome to MySpace.com
Body

Thank you Tom for the welcome!

ceevmmnenmmmae—e Original Message -----------------

From: <4

HREF="http.//www.myspace.com/index.cfm?fuseaction=user.viewProfile&friendID=6221
&Mytoken=20050423222742">Tom</a> Date: Apr 23, 2005 4:49 PM
" Hi, My name is Tom! Welcome to MySpace

CreatedDate
4/23/2005 22:29

Please note the ‘--===---=-------- Original Message ---=-----==-e=--- * in the body of the
message.and the ‘Re’ (as in Reply) in the subject line shows that the user in question is
responding to an existing private message sent to them. The responded email shows who
the original sender is, as well as'the time and date sent.

&

Overview of MySpace.com’s Terms of Use Agreement
MySpace’s Terms of Use Agreement contains the rules for use of the site by users.

Unfortunately, as with any set of rules, the rules governing the use of MySpace are
violated by users from time to time. We are not always able to identify those violations in
a timely manner.

e These are some of the key points in our Terms of Use Agreement:
Users must be age 16 or older to be on MySpace.com.
e Users are not allowed to post personally identifiable information on their profile
(last names, telephone numbers, addresses, etc)
Users are not allowed to use the site for commercial purposes
Users are solely responsible for the content they publish and display
Members are responsible for their personal disputes with other members
We reserve the right to delete any profile from our service
We may review “private” content at our discretion

1333 2™ Street, First Floor  Santa Monica CA 90401
Phone: 310-917-4949 ¢ Fax: 310-394-4180
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Overview of Safety Settin
MySpace.com offers a range of settings for users to protect themselves from unwanted
attention.
¢ Block user - This will prevent users from being able to private message or post
comments/journal responses on another user’s profile.
Restricting journal entries to friends only.
Privacy Settings — Hide online status, approving comments, requiring email/last
name in order to add as a friend, Friend only Blog comments and Friend only
Group invite.
e IM Privacy Settings — Controls who can instant message a user.

Cybercrime Websites and Resources

www.whois.sc; Reverse DNS and Website lookup to see who owns an IP address or Web
Address.
www.wiredsafety.org: Resource for online safety

1333 2™ Street, First Floor ¢ Santa Monica CA 90401
Phone: 310-917-4949 e Fax: 310-394-4180
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Facebook Law Enforcement Guidelines

This document describes procedures law enforcement authorities should follow to request data
from Facebook.

This document is CONFIDENTIAL and intended for law enforcement use only. Please do not
redistribute it without the express written permission of Facebook.

Facebook services continuously change and the company may modify these policles without

notice. This version was reléased in May, 2010. Contact Facebook at subpoena@facebook.com
to request the latest version of these guidelines.
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Address
All requests for records must be sent one of three ways:

* By faxto (650) 644-3229

* By e-mail to subpoena@facebook.com

* By mail to: Facebook, Inc.
Attn: Security Department/Custodian of Records
1601 California Avenue
Palo Alto, CA 94304

T of Request

All requests for records should clearly identify the type of request in the subject line. Only the
following types of requests will be accepted:

* Preservation Requests. For requests that identify an account by User ID, Username or
email address, we will preserve then-existing account records for 90 days, pending
service of formal legal process.

* Formal Legal Requests. For requests pursuant to formal compulsory legal process issued
under U.S. law, we will provide records as required by law. Response times vary
depending on case complexity and records requested.

* Emergency Requests. Emergency requests must be made using the attached Emergency
Request Form, and will only receive a response if we believe in good faith that serious
bodily harm or death of a person may occur if we do not respond quickly.

Impartant Considerations )

You should review the Facebook Statement of Rights and Responsibilities to understand more
about rules of conduct on Facebook. In particular you should be aware of the following, as they
may impact your investigation:

*  We will always disable accounts that supply false or misleading profile information or
attempt to technically or soclally circumvent site privacy measures.

* We are required to disable accounts engaged in illegal actlvity, even If that activity is
brought to our attention through a request for records.

If disabling or restricting user access to the user’s profile will jeopardize your investigation, you
should_clearly specify “DO NOT DISABLE UNTIL XX/XX/XXXX" on your request. Please note
however, if the matter has already been reported independently to our operations team, they
may take independent action.

By default we will return data no older than 90 days prior to the date we receive the request.
You must specify a date range or specific date if you need information outside that range.
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Types of Data

Depending on the type of formal legal process provided, we will be able to respond with one or
more of the following types of data:

Basic Subscriber Information (sometimes referred to as Neoselect) will be delivered in XML
format and may include:
¢ User Identification Number
* E-mail address .
* Date and Time Stamp of account creation date displayed in Coordinated Universal Time
* Most Recent Logins {generally captures the last 2-3 days of logs prior to processing the

request) in Coordinated Universal Time
* Registered Mobile Number

Expanded Subscriber Content (sometimes referred to as Neoprint) will be delivered in PDF
format and may include:

* Profile Contact Information

*  Mini-Feed

¢ Status Update History
*  Shares

* Notes

¢ Wall Postings

*  Friend Listing, with Friends Facebook ID’s
*  Groups Listing, with Facebook Group ID’s
*  Future and Past Events

*  Video Listing, with filename

User Photos (sometimes referred to as User Photoprint) is delivered in PDF format and may
include photos uploaded by the user and photos uploaded by other users that have the
requested user tagged in them.

Group information will include the BSI of the group creator/administrator in XML format and the
current status of the group in a PDF format.

Private Messages if retained will be in PODF format.

IP Logs are very limited and frequently incomplete, but when avallable are provided in a tab
delimited text file and Include:

*  [Column One] Viewtime ~ Date of execution, in PACIFIC TIME ZONE (UTC -8 / -7).

» {Column Two)] Userid — The Facebook user ID of the account active for the request

* [Column Three] IP - Source IP address

¢ " [Column Four] Script — Script executed. For Instance, a profile view of the url
“http://www.facebook.com/profile.php?id=29445421" would poputate script with
“profile.php” and Scriptget — Additional information passed to the script. in the above
example, scriptget would contain “id=29445421"

¢ [Column Five] Session Cookie — HTTP cookie set by user session. -
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Request Requirements
Formal requests for records must address each of the following 3 areas:

Authorized Law Enforcement Agent information:
The following contact information is required for every request:
¢ Requesting Agency Name
* Requesting Agent Name and Badge/Identification number
* Requesting Agent work-authorized e-mail address
* Requesting Agent phone number including any extension
* Requesting Agent Mailing Address _
* Requested response due date (Please allow at least 2 — 6 weeks for processing)

Facebook User Information:

We only respond to requests that identify an account by email address, user 1D or username.
Facebook 1Ds are Intrinsic in site URLs. If you have a subject’s profile page URL, you can find the
ID by looking for the string “Id” In the URL and passing along the number immediately following.

For instance, the user ID for the following profile is “29445421”:
http://www.facebook.com/profile.php?id=29445421

Group IDs follow a similar pattern, but the string to look for Is “gid”. The group ID of the
following URL is 2204894392:
http://www.facebook.com/group.php?gid=2204894392

Instead of a Facebook 1D in the URL, you may see a Facebook username. For example:
http://www.facebook.com/john.smith,

In order for us to accept a username as a valid account identifier, you must also supply the date

when you viewed the URL In question.

Investigation Details:

We review each request for records individually and prioritize requests based upon case
circumstances and other factors not always obvious from the formal process. Please provide
any additional details about the case that you can, so that we can make sure that your case is
prioritized appropriately and the records youreceive are most relevant to your case.
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EMERGENCY DISCLOSURE REQUEST FORM

Requesting Agency Name

Requesting Agent Name

Requesting Agent Badge #

Requesting Agent work-authorized e-mail

Requesting Agent phone number Including any extension

Detailed description of the nature of the emergency {l.e. potential bodily harm, crime being
committed):

Identifying Information for user account (Facebook User 1D, Username, Email & DOB):

Detailed explanation of information needed to resolve emergency:

l, ) ___, attest that the above-mentioned facts are true and accurate to
the best of my knowledge.

Signature and Badge # Date
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Facebook Subpoena / Search Warrant Guidelines

This document describes the procedure for requesting data from Facebook, Inc.
and its corporate affiliates (“Facebook”) along with the types of data available.
Please note that this document is dated February 2008. If it is more than 6

months old, please contact Facebook at subpoena@facebook.com for any
updates.

This document is CONFIDENTIAL. It contains Facebook Proprietary Information.

itis intended for law enforcement and legal counsel use only and should not be
redistributed without the express written permission of Facebook.

V0208.1.AA LAW ENFORCEMENT USE ONLY Page 1 of 5
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Changes in this version:

e Updated Submission Process
e Various Grammar/Formatting changes.

Facebook reserves the right to charge reasonable fees, where
permissible, to cover our costs in replying to subpoena and warrant
requests.

Acceptable Use Policy

Privacy and Integrity are cornerstones of the Facebook application and company
philosophy. Our privacy settings allow an individual to control access to their data
on the site. We actively monitor the site for accounts that try and circumvent our
privacy features, either by technical means or by providing false profile
information. In accordance with our terms of service (available at
http//www.facebook.com/terms.php), we will disable any and all accounts,
including accounts that may belong to law enforcement, which supply false or
misleading profile information and/or attempt to technically or socially circumvent
our privacy measures.

Information required in your Subpoena or Warrant

In general, data retrieval is based upon a Facebook user ID or group ID. When
the Facebook ID is not available, an e-mail address(s) associated with the
account is often the most uséful information for locating an account. While
Facebook will accept requests without these types of information, the additional
time required to identify a particular user account will delay response
substantially. In some cases, we may not correctly identify an account without
additional information. We may purge data as part of our normal operations
before we are able to identify a particular user or group if a user ID or group ID is
not provided.

How to find the Facebook ID
Facebook IDs are intrinsic in our URLSs. If you have a subject’s profile page URL,

you can find the ID by looking for the string “id" in the URL and passing along the
number immediately following.

For instance, the user ID for the following profile is “29445421™:
http://www.facebook.com/protile.php?id=29445421

Group IDs follow a similar pattern, but the string to look for is “gid”. The group ID
of the following URL is 2204894392.

http //www.facebook.com/group.php?gid=2204894392

V0208.1.AA LAW ENFORCEMENT USE ONLY Page 2 of 5
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How to Submit a Request

Please contact our legal department at subpoena@facebook.com to inform us
that a request may be coming. This is especially important if you are interested in
IP logs and the timeframe is approaching 90 days.

Please have as much of the following information as possible available:

- Requestor's (i.e. Law Enforcement Department, Law Office) full contact
information (Point of contact name, physical address, phone number and

e-mail): please note we generally send information via e-mall. Therefore, an e-mall address is
necessary.

- Response Date Due (Please allow 2-4 weeks for processing):

- Full name of user(s): _
. Full URL to Facebook profile(s):
- School(s)/network(s):

- Birth date(s):

- Known e-mail address(s):

- Instant Messenger Account |d(s):
. Phone number(s):

- Address:
- Period of activity at issue (specific dates will most likely expedite your
request): '

We may take steps to preserve relevant data, but will not work on producing data
until a subpoena or search warrant is received. These should be faxed to:
(650) 644-3229, e-mailed to subpoena@ifacebook.com or mailed to:

Facebook

Attn: Security Department
151 University Avenue
Palo Alto, CA 94301

Facebook will generally respond via e-mail. If the volume of returned data is

larger than a few megabytes, Facebook will respond via read-only media
(CDROM or DVDROM). Responses will be in PDF, Excel or text formats.

V0208.1.AA LAW ENFORCEMENT USE ONLY Page 3 of 5
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Types of Information Available

User Neoprint

The Neoprint is an expanded view of a given user profile. A request should
specify that they are requesting a “Neoprint of used Id XXXXXX".

User Photoprint

The Photoprint is a compilation of all photos uploaded by the user that have not
been deleted, along with all photos uploaded by any user which 'have the
requested user tagged in them. A request should specify that they are requesting
a “Photoprint of user ld XXXXXX".

User Contact Info

Al user contact information input by the user and not subsequently deleted by
the user is available, regardless of whether it is visible in their profile. This
information may include the following:

Name-

Birth date :
Contact e-mail address(s)
Physical address

City

State

Zip

Phone

Cell

Work phone

Screen name (usually for AOL Messenger/iChat)
Waebsite

With the exception of contact e-mail and activated mobile numbers, Facebook
validates none of this information. A request should specify that they are
requesting “Contact information of user specified by <some other piece of contact
information>". No historical data is retained.

Group Contact Info

Where a group is known, we will provide a list of users currently registered in a
group. We will also provide a PDF of the current status of the group profile page.

V0208.1.AA LAW ENFORCEMENT USE ONLY Page 4 of 5
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A request should specify that they are requesting “Contact information for group
XXXXXX",
No historical data is retained.

IP Logs

IP logs can be produced for a given user 1D or IP address. A request should
specify that they are requesting the "IP log of user Id XXXXXX" or “IP log of IP
address XXX.XXX.XXX.XXX".

The log contains the following information:

e Script — script executed. For instance, a profile view of the URL
htip//www.facebook.com/profile.php?id=29445421 would populate script
with “profile.php”

_» Scriptget ~ additional information passed to the script. In the above
example, scriptget would contain “1d=29445421"
Userid — The Facebook user id of the account active for the request
View time — date of execution in Pacific Time
IP - source |P address

IP log data is generally retained for 90 days from present date. However, this
data source is under active and major redevelopment and data may be retained
for a longer or shorter period.

Speclal Requests .
The Facebook Security Team may be able to retrieve specific information not

addressed in the general categories above. Please contact Facebook if you have
a specific investigative need prior to issuing a subpoena or warrant.
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MICROSOFT ONLINE SERVICES
Law Enforcement Hotline: (425) 722-1299

Where to Serve Legal Process in Criminal Matters -

Windows Live m,, Windows Live ID (Passport),
MSN®, Xbox & Other Online Services:

FAX: (425) 708-0096

Microsoft Corporation
Attn: Online Services Custodian of Records
One Microsoft Way
Redmond, WA 98052-6399

EMERGENCY REQUESTS

Microsoft Online Services will respand to emergency requests outside of normal business hours if the
emergency involves “the danger of death or physical injury to any person...” as permitted in 18 U.S.C,
§ 2702(b)(8) and (c}{4). Emergencies are limited to situations like kidnapping, murder threats, bomb
threats, terrorism threats, etc. If you have an emergency request, please call the law enforcement
hotline at (425) 722-1299.

NON-U.S. LAW ENFORCEMENT

Microsoft has established local contacts within your country or region to handle legal process related
to Microsoft Online Services. If you are not already familiar with your local contact, please e-mail the

Global Criminal Compliance team at globalcc@microsoft.com, and you will be directed to the local
contact handling requests from your country.

All legal process for criminal matters from non-U.S. law enforcement, prosecutors and courts must
be directed to Microsoft Corporation, One Microsoft Way, Redmond, WA 98052 and not to
Microsoft’s local subsidiary as all Microsoft Online Services customer data is stored in the U.S. Your
local contact will be able to educate you as to what local process must be followed in order to obtain
online services customer account records from Microsoft.




What are Microsoft Online Services?

= E-mail Services

= Authentication Service: Windows Live ID

s Instant Messaging: Windows Live Messenger

= Social Networking Services: Windows Live Spaces & MSN Groups

»  Custom Domains: Windows Live Admin Center & Office Live Small Business
= Online File Storage: Office Live Workspace & Windows Live SkyDrive

» Gaming: Xbox Live




E-mail Services

What are the Various E-mail Services Microsoft Provides?

«  Several different domains:
= @hotmail.com
s @msn.com
*  @live.com
= Microsoft also provides some country specific domains such as .co.uk, .fr, .it, .de, .es, .th, .tk,
.€0.jp
= Currently all e-mail service customer data is stored in the U.S. even if the account
name contains a country specific domain.
= E-mail accounts may be either free or associated with a paid service
= Accounts that start out as paid accounts may later become free ~OR™ accounts that
start out as free may later be associated with a paid service.
® Therefore, the records available in response to law enforcement requests will vary
depending on the type of e-mail service.

Below are several examples of the paid e-mail services Microsoft offers:
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What E-mail Services Records are Retained and for How Long?

E-mail account registration records are retained for the life of the account. Internet Protocol {“IP”} connection
history records are retained for 60 days.

How Do | Read E-Mail Account Results?

Sample E-mail Account Registration Records:

© reatnd 2/24] 2008 14044 Y
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s All registration data is provided by the user EXCEPT for the Registered from IP Address.
Occasionally the “Registered from IP Address” field may blank for some accounts. In this

situation the user’'s IP address was not captured by Microsoft’s systems during the
registration process.

Microsoft retains e-mail account registration records for the life of the account.
For free MSN Hotmall and free Windows Live Hotmail accounts, the e-mail content is typically

deleted after 60 days of inactivity. Then if the user does not reactivate their account, the free

MSN Hotmail and free Windows Live Hotmail account will become inactive after a period of
time. ’

Sample E-mail Account IP Connection Records:
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s QOccasionally the “Pass/Fail” column will include an entry entitled “mymsn”. When this
indication is present, it means the user logged in from the www.msn.com homepage.

Stored E-mail Records for MSN Premium Customers:

s Microsoft’s systems only store the e-mails a user has
elected to maintain in the account. Therefore, the Folders on MSN
only e-mails provided in response to legal process %m A48y
seeking stored e-malil content will be the e-mails (@ sent Messages
stored in the “Folders on MSN" section of a user’s (& trash Can
account. > | E@unkEe-mai (1)
= Be aware that users may also store e-mail content (Z) Folders on your computer
on their computer’s hard drive. Microsoft will not (& stored Messages
be able to disclose e-mail content stored on a user’s Borafts
computer — only e-mail content stored on E outbox
Microsoft’s e-mail servers. >
(3 sent Messages
@ Trash Can

Additional Tips:

= Within the available IP records, an entry could exist that belongs to Microsoft services due to
internal configurations. ‘Registered From IP’ addresses or other IP addresses in the IP history
that are in the blocks of 65.54.xx.xx (MSN Hotmall) or 207.68.174.xx, 207.46.237.xx,
65.54.198,xx, 64.4.55.xx (MSN Mabile) are from Microsoft-owned servers, but they do not
provide any further infprmation which relates to the user.

s (fthereisanentry of 1.1.1.1 or 2.2.2.2 in the ‘History Info’ the entry is a Microsoft system
generated line item. The 1.1.1.1 and 2.2.2.2 entries are not generated by user activity.
Specific questions can be directed to the Global Criminal Compliance Team.

FREE E-MAIL ACCOUNT AGE OUT TIMELINE

= Users may self delete an account at any point along this process. The 30 day inactivity period
is canceled if someone tries to create the same account name ~or™~ attempts to access it.
Between 120 and 365 days, users can recreate an e-mail mailbox.




Authentication Service: Windows Live ID

What is the Service?

The Windows Live ID authentication service, formerly known as “Passport”, helps simplify your sign in: Create
your sign in credentials — e-mail and password - once, and then use them everywhere on the Windows Live
Network. There are three different ways you may obtaln a Windows Live ID:

* Use a @live, @hotmall or @msn e-mail account
s EasyID: Use an e-mail address you already have - @other_email_provider.com.
s You can use any existing e-mail address from any e-mail provider when you create

your credentials for Windows Live ID. Then you can use those credentials to sign in to
any Windows Live 1D site.

=  Sign up for a limited account - @passport.com

s Create credentials only — Log on using e-mail address and password only. Account
cannot send or receive e-mail.

Windows Live ID / Passport accounts:
s Works with MSN, Office Live, and Microsoft Passport sites
= Have an MSN Hotmail, MSN Messenger, or Passport account? It's your Windows Live ID.

R T

‘sgnmtowndowstive Dwebste st Sian i
" ..t Signin
t-mad address T Sign i now to view or change yaur account sattir
Password: TT 7T To mgn in to the website where vou clicked the Ac
forsRiour ganpeed® | brosser, and then sign in on the previous page.

. Related links

® Sign up for an acccunt

* Leam more about privacy and gecunty
® Geisnswers from Customer Suppd:

) Save my e mat address end pasauord
. (8 Save my r-mad addrers
T () Amavs ds for ty emal addeess 5 password
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What Windows Live ID {Passport) Records are Retained and for How Long?

Microsoft retains the following:
»  Windows Live ID retalns registration records as long as the account exists in our systems. All
registration data is provided by the user.

= The last 10 Microsoft site and IP connection record combinations (not the last 10, consecutive 1P
connection records.)

How Do | Read Windows Live ID (Passport) Account Results?

2006/08/12
10:24:42

e A, (&
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Q TR

$rs
I 192.192.45.868
B iy o

| s ‘ A . ; / ,
209.154.235; 92.212.1.52;82.20.2.45:12.209.154.6
 16;192.192.45.86;
J.t &u c % %" -kvad it i ks 5 ,

2006/08/12
10:24:42 10:24:42 Credential

Create Credential Row

2006/08/12 [2006/08/12 |Create 1 JMDCEGAM Hotmail 2 192.192.45.86
10:24:42 10:24:42 Credential

—— = = == S ©

tgnore this value . The IP address from
The tima when the 9 Y The Microsoft site where tho account
account was created where the account was crealed
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The last time the user falled 1o login.
(if the curent state is “Login Failed”

ignore this valus.)

The number of times the user has failed to login.
This value is reset to zero once lhe user is
successful in logging in.

Login Successful Row

The IP address from
whaere the user tried to
login but falled

12006/11/30 10:22:35

2008/08/12 10:24:42

Login Succass

0 ]192,192.240.192

e

uff=

< =

The IP address from

The last ime the usor Tho first time ever ihe user where the user lasl
successfully togged In. (If succossfully logged in - fogged In
the current stafe is "Login typically the same as the
Falled eise ignore this creation date.
value.)
Current State Row
2008/08/28 17:02:08 [2006/08/12 10:24:42 Cument State (login succeeded) 0 192.192 45.86

==

The timestamp of the lasl
fogin attermnpt

Tha last time the
user successfully

togged in ~

Please Igncre this IP Address.
Refer ta IP address in "Failure
Row" or “Success Row'.

Shows Iho FIRST lime of the LAST day's successful
togins to a new Microsoft site or from a new client
machine.

Please ignore this iP
Address. Refer to IP
address in "Failure Row” of
"Success Row".




Additional Tips:

1.

In Create credential Row

2. Inthe Current State Row

N o

a. ThelP address DOES NOT denote the IP address of the machine of the last attempt. if the last login was a failure, then
the [P address is present in the “IP address” column of the Login Failure Row while if it was success then the IP address is
present in Site/IP/Time history row.

b. if the state is “Login failed”, then refer the "Last Modified” timestamp in the "Login Failure Row” to find the last time the
user tried to login and falled. If the state is "Login Successful”, then refer to the “Last Modified” timestamp in the “Login
Success Row" to find the last time the user signed in successfully.

In Logm Fallure Row

a. Thevalue (number of failure tries) Is cleared once the user is able to successfuily login. Hence, if a user failed to fogin on
several tries, but eventually lags in successfully, there is no record of the previous failures.

tn Site IP/Time/History Row

a. The Site IP/Time/History table is not updated If the user logs in again from the SAME IP address to the SAME Microsoft
site. It only shows the FIRST logln of the LAST day for the user, from the same IP and to the same machine.

b. There are many cases where end user IP address is hidden by ISP proxy server. SIS shows the P address of ISP proxy
server, instead of real end user IP address. So for the individual user information you can approach the ISP.

¢. The table is limited to only the fast 10 MS SITE and IP combinations.

Sign-In Summary records are restricted to initlal authentlcation so subsequent authentication to other Microsoft sites are not
logged.

All times are UTC and the time-stamps come from Windows Uive 1D (Passport) servers and not the user’s computer.

Ignere rows “IP Address History” and “Date/Time History”. These are present for some clder accounts and have now been
replaced by "Site \P/Time/History” row.

w1 One way to understand the table is to draw the timeline and plot the individual events in It. It gives a quick
view of the activitles In that account. Here is the timeline for the Sign-In Summary Table provided above:

8/12/2006 9/28/2008 11/30/2006
Account craaled in Hotmail Las! failure allsmpt Last Succassfd login

- ..) ~ . o N . ..u-umm’)-unm.w-\.um R TN . A
9/1/2006 11/1/2008
an 11/16/2008 - 117307200k 302008
8/12/2006 Last 10 entrios in Hotmall

Login falled for lhe first ime




Instant Messaging: Windows Live Messenger

What is the Service?

Windows Live Messenger is the “Next generation of MSN Messenger”
s Free service
® Customers use Windows Live ID / Passport account to sign-in
= Microsoft retains:
*  Windows Live ID / Passport account registration data
» Some Windows Live ID / Passport account IP connection records
Windows Live Messenger program is downloaded onto client

= Microsoft servers authenticate users, but Microsoft does not log the content of

’ communications between users
Windows Live Messenger customers talk to Yahoo! contacts

= |f a Windows Live Messenger customer adds a Yahoo! contact to his or her contact list,

Microsoft will have the name of the Yahoo! contact.
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What records are retained and for how long?

Since the Windows Live ID service is used to authenticate Windows Live Messenger or MSN Messenger users,
Windows Live ID records are retained. Please refer to the “Authentication Services: Windows Live ID” section

above.

Please note that Microsoft needs a full account name with domain (@hotmail.com, @msn.com or @live.com)
in order to identify a Windows Live 1D (Passport) account. An account cannot be identified when only an alias

or screen name has been provided.




Social Networking Services:
Windows Live Spaces & MSN Groups

What are the Services?

Windows Live Spaces is a free service where users may create and customize their own blog, upload photos
and network with other users (friends and friends of friends).

MSN Groups are free websites that provide features such as message boards, chat rooms and photo albums,

http://spaces.live.com _ » __htt //groups msn.com
cp
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_ Windows Live Spaces MSN Groups
*  One owner = Has only one manager but manager may have
= Only the owner of the space can upload assistant managers
content = Anyone who Is a member of the group can
s Spaces can be public or private upload content
=  Space owner can invite you to a private space s  Groups can be public or private
if you belong to his or her contact list and/or * Manager must e-mail link in invitation to a
e-mail you the link to the space private group




What Records are Retained and for How Long?

Windows Live Spaces: Only the owner of a Windows Live Space can upload content {e.g. images, documents,
videos), and when they do so, the IP address and date and time is also captured. In addition, if someone posts
a comment to the blog, Microsoft captures the text of the comments as well as the IP address, date and time
of upload and the nickname. These transactional records are retained for 90 days.

MSN Groups: When a manager or member of an MSN Group uploads content, Microsoft captures the IP
address and date and time of content upload. These transactional records are retained for 60 days.

Sample Language

Windows Live Spaces: The Windows Live Spaces online service enables customers to reach out to others by
publishing their thoughts, photos, and interests in an easy way. They can be as inclusive or exclusive as they
want to be. They can set three levels of permissions to view their Space: 1) public — allows anyone on the
Internet, 2)allows anly the group of people from their Windows Live Messenger allow list, or 3) private —
allows only each person specified individually from their MSN Address Book. Information that they publish in
their Space is arranged in units called content modules. Content modules contain information and links to
thelr items such as photos, music, blogs, and lists. However, when you are looking for information on a

specific incident like a photo posting or blog posting, please request all content and logs for the Space. We
cannot retrieve single incident data.

When submitting legal process for information on Windows Live Spaces, please include the following item
descriptions as needed (listed below in bold):

v Forinformation requests on Spaces website content & logs: content including photos; photo albums;
blogs; lists etc.; and (IS (website activity) logs:

Any and all website information for the [Space requested] including content, photos, blogs, lists,
and all 1IS logs.

s For information requests on the creator (owner) of the Space:
Any and all subscriber information for the creator of the [Space] including means and source of
payment of any such paid subscription records associated with the owner’s e-mall account as
well as assoclated IP history for the account.

s For information requests on other visitors of the Space (e.g. by nickname or email address):
Any and all subscriber information for the visitor {visitor name] of the Space {Space name]
including means and source of payment of any such paid account and associated IP logs for
these accounts. Note: we have information only on visitors who posted comments posted to the
Space.




MSN Groups: When submitting legal process for information on MSN Groups, please include the following
items (in bold):

* Forinformation requests on group website content/logs: content, including images; member lists;
1S (activity) logs:

Any and all website information for the [group requested] Including content, images,
member lists, and all 1IS logs.

s Forinformation requests on the manager of the group:
Any and all subscriber information for the manager of the group including means and source
of payment of any such paid account and associated IP logs for these accounts.

= Forinformation requests on other members of the group (e.g. by nickname or email address):
Any and all subscriber information for the member [member name] of the group [group
name] including means and source of payment of any such paid account and associated IP
laogs for these accounts.

Please note that the following items cannot in any way be associated with MSN Groups: Telephone number(s)
and Local and long distance telephonic connection records. In addition, when you are looking for information .
on a specific incident like a photo posting or message posting, please request all group content and logs. We
cannot retrieve single incident data.




Custom Domains:
Windows Live Admin Center

What is the Windows Live Admin Center Service?

The Windows Live Custom Domains Is now Windows Live Admin Center, which includes Windows Live Custom
Domains, Windows Live @edu, Windows Live @net and Windows Live Community Builder. You may learn
more about all of these services at http://domains.live.com.

Windows Live Custom Domains provides customers with their own domain name and, initially, up to 100 e-
mail accounts. For example, John Doe may create a custom domain www.johndoefamily2.com and may
create e-mall addresses such as john@johndoefamily2.com, mary@|ohndoefamily2.com, etc.

Windows Live@edu delivers student and alumni e-mail as well as communication and collaboration services.
The e-mail accounts offer a 5 GB in box, university domain name, as well as other features and students may
keep their e-mail after they graduate. Additional services may also be utilized by Windows Live@edu
customers such as Office Live Workspace and Windows Live SkyDrive. Learn more about Windows Live@edu
at http://get.liveatedu.com/Education/Connect.

Law enforcement should know to send their criminal legal process to Microsoft if a domain name lookup
indicates assoclation with Microsoft.

Windows Live Admin Center

windows Live Custorﬁ Domains is now Windows Live Admin Center.

Wwe're changing the name 1c better reflect cu- featu-es and capab:hties, but don't weo-ry,
this :s still where you access the same great features you did with Custem Cemains. In
fact, we're intrcducing excitirg new features se thirk you'll really hike. Thank yeu fer
undersianding as e transilicn 0 our new rame,

¢ Existing customers - You may ncl nctice aryvthing new beyend tne name charge.
This is still the same grest service you've beer using.

e All users - We're excited to inlrgduce the abiity te customize Windows Live servizes
like wWindows Live Hotrnail witk your cwn logo. Now your domain use-s will see your
organization’s l0as every time they check their dotmail. Just select the co-branding
link in the lef: navigatior 10 get started.

o New customers - Get started belcw ¢ register your decmam and create custcmized
¥/indows Live acccun's,

Learn mere about Wirdows Live pregrams e organizatiens
o windows Live @ 2du -+ This pragram 2 specifically talcred for the reeds nf
educatioral INStHLIONS. caare mc-s
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Custom Domains:
Office Live Small Business & Office Live Workspace

What is the Office Live Service?

Office Live Small Business provides customers with web sites, custom domain name and e-mail as well as e-

commerce and other tools. Office Live Workspace provides storage and access to Microsoft Office documents
as well as space to share documents and projects.

Law enforcement should know to send their criminal legal process to Microsoft if a domain name lookup
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Online File Storage: Windows Live SkyDrive

What is the Windows Live SkyDrive Service?

Windows Live SkyDrive provides password-protected online file storage for yourself, to share with others or
share with the world. Learn more at hitp://skydrive.live.com.

TRy

Your space  Friends
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Gaming: XBOX LIVEs

What is the Service?

Xbox LIVE is the premier online gaming and entertainment service that enables customers to connect
their Xbox® to the Internet and play games online. The Xbox LIVE service is available on both original
Xbox and new Xbox 3602 consoles.

Original Xbox

»  Accounts restricted to ages 13 and up

® Credit card required

s Data collected: Date of birth, name, e-mail address, physical address, telephone, credit card
number, type of credit card, credit card expiration date

Xbox 360 — User under 13

® (Credit card required
s Data collected: Date of birth, name, e-mail address, physical address, telephone, credit card
number, type of credit card, credit card expiration date, Microsoft Passport

Xbox 360 — User 13 and up — No credit card requirement (but can be used)

= Data collected without credii card: Date of birth, name, e-mail address, physical address,
telephone, Microsoft Passport

= Data collected with credit card: Date of birth, name, e-mail address, physical address,
telephone, credit card number, type of credit card, credit card expiration date, Microsoft
Passport

Note: General subscriber information is unverified. Detailed credit card verification has been
implemented.

What records are retained and for how long?

Both registration and IP connection history records are retained for the life of the gamertag account. Because
the volume of IP connection history records may be large, when possible please ask for the specific date range
of records y;ou are specifically interested in receiving. A full listing of retained records is below:

¢ Gamertag

e (Credit card number

¢ Phone number

e First/last name with zip code

i
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Serial number but only if box has been registered online. “Console 1D” is better.
Service request number from Xbox Hotline (e.g. SR 103xx-xx-xx)
E-mail account {e.g. @msn.com, @hotmail.com or any other Windows Live ID account name)
IP history for the lifetime of the gamertag (only one gamertag at a time)

If your investigation involves a stoten Xbox console, if the console serial number or Xbox LIVE user gamertag is
provided and the console has been connected to the Internet, IP connection records may be available.

Sample Xbox LIVE Account Results
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Legal Process

Legal Process Required for
Customer Account Information and Content

The Electronic Communications Privacy Act (ECPA) (18 U.S.C. §§ 2701-2712) sets forth the appropriate legal
process required to compel Microsoft’s Online Services Records Custodians to disclose customer records and
contents: )

Information that may be disclosed with a subpoena. Basic subscriber information includes name,
address, length of service (start date), screen names, other email accounts, IP address/IP logs/Usage
logs, billing information, content {other than e-mail, such as in Windows Live Spaces and MSN Groups)
and e-malil content more than 180 days old as long as the governmental entity follows the customer
notification provisions in ECPA (see 18 U.S.C. §§ 2703(b), 2705.)

Court orders are required for the rest of the customer’s profile (18 U.S.C. § 2703(d)). A court order
issued pursuant to 2702(d) will compel disclosure of all of the basic subscriber information available
under a subpoena plus the e-mail address book, Massenger contact lists, the rest of a customer’s
profile not already listed above, internet usage logs (e.g. WEBTV or MSN Internet Access), and e-mail
header information (to/from) excluding subject line. ‘

Search warrants are required for contents. A search warrant will compel disclosure of all information
available with a court order issued pursuant to 2703(d) (as listed above}, plus all contents (if prior
notice is not provided or an order for delayed notice is not obtained), and is the only means to compel
the disclosure of e-mails; including subject line, in electronic storage 180 days or less**.

*#A Note About Opened E-mail Content less than 181 days: Under ECPA, e-mail in electronic
storage for 180 days or less may be disclosed pursuant to a search warrant. While some have
interpreted “in electronic storage” to refer only to unopened mail, a Ninth Circuit decision in
Theofel et a| v. Farey-Jones and Kwansy, 341 F.3d 978 (9" Cir. 2003) held that opened e-mails on
ISP servers are also In "electronic storage.” Therefore, as Microsoft receives and processes legal
process for its online services In the Ninth Circuit, Microsoft discloses both opened and
unopened e-mail in electronic storage for 181 days or less only upoh pursuant to a search
warrant.

Preservation Requests 18 U.S.C. § 2703(f): Upon the request of a governmental entity, Microsoft shall preserve
all Information, including {P logs and contents for a period of 90 days from the date of the preservation. A
preservatidn creates a snapshot of the information in or about the account at a particular point in time, but there
is no update of the information throughout the preservation period. Per Microsoft policy, preservations may be
extended up to two (2) times. Each extension shall be for a period of 90 dayé from the expiration of the current
preservation, resulting in a maximum of 270 days on a given preservation. An extension does not create a new
snapshot, but merely preserves the information for the additional period.

fldéntial For-Law En




