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FBI Privacy Threshold Analysis (PTA) Cover Sheet  ioonpatugi 71207

NAME OF SYSTEM: 2257 Program Pomography Producer/Perdormer Uarabases

FBI SYSTEM CONTACT PERSON
Name: 584 | |
Program Office:  Viclent Crimes Section, Crintes Agatnst Children Unit (2257 Program)
Division:  CID (but physically stationed in the Los Angeles Division)

Phone: | Keell) / Koffice) ig c

Roons Number: N/A {physically stationed in the Los Angeles Diviston)
Date PTA submitted for approval:  08/24/2007
ol

FBI DIVISION APPROVALS. AP fand/orBTA) shodd be preparedfapproverd by thecognizant program rmariagement in

satlaboratienwith 1T, securing and endeuser managemenvand OGGRAM. - (PR PTAs relating 1o electronic fosmisdquestionnaines mplisatiog

the Paperwerk Reducrion Act should also be coordmated with the RMD Farms Dask}  # thesubject of a PTAPIA s under the program
cognizanee of an FRING Division, prior to forwardingan OGU the PTABIA musvaldse be referred tovhe FRING Divisiontor program review and

approval i required by the PRIHG Divising,

Program Dinvsion: finser divislahname) FRIMQ Divisions, D

Program Manager Signaryee: Signaturen's’

{or otherappopriare Datesigned: Prate sigrnd 5542007

executive as Diviston Wame: Namez

detarmines) Titles Tither  UhsipChiet

Dipwisheri Privavy Officer Slgiiature: Stgsaryre: ¢
Dateisighed: Dare signed: 9/52007
Manes Na;x:.ﬁ:l
Tirler, Titlgs AST

Upoa Evision approval, forward sigesd bacd copy plus slectronic copy to DGCPOLU (EH Room 7338,

FINAL FBI APPROVAL: (¥ Subjert 1o URA condition st quession AT, page4)

EBY Brivacy and Civil Libertes Officer Signarure: /s
Date Sigaad:. 8713707

Farne: David €, Lasson
Tigles Acting Depury General Coursel
Upar final FBE approval, FREGGT will distiibure as tollows:
T Originad sigosd copyre 100-HQ-E13217 94
Coples;
T D0} Privagy and Civil Liberties Qffice-Maiin Justice, Ropm 4259 T -OGEOPCLU ntranet website
T <ERI QIO 1o RULL Library
- FBESeel) (plectrosieiopy viae-mail) L-PUA Tiekler

¥ Brogeam Divigion PO Brbvagy Officet
2% PRIHQ Divisinn POUT Privacy Ofticer

{*please feprodies as nesded for FrogramyDiviston file{a))

EPIC-557

b6
b7C



FBEPRIVALY THRESHOLD ANALYSIS (PTA)
MAME OF SYSTEM: 2257 Program Pornography Producer/Pearformer Databases

For sfficiency. a system owner or program manager can be aided in making the dersrminarion of whether a Privacy Impact Assessment (PIA} is

required by conducting and following Privacy Threshold Anabysis (PTA).
APTA connains basic questions about the nature of the systern in addition ro a basie systern deseriprion. The questions are as follows:
A, General System Description: Please briefly describe:

1. Typeof informarion in the systerm:

The 2257 Program is responsible for sonducting inspections 3t poermography producers’ places of business t ensure their
compliance with Title 18, United Stares Code Section 2257 (18 ULS.C. 82257} and Tidle 28, Code of Federal Regulations Section 75 (28 CFR. Part
75),  The statute and corresponding regulations were enacred in an effort to prevent the sexual exploitation of children,  The statute requires
thar records be kepr by producers for certaln producrs made after /01,1980, and which contain one or more visual depletions of an acnusal
hurian being engaged in sctual sexually explicit conduct.  In general, the records required to be malotained by producers of sexually explicit
marerial inclode records related 1o the verification of a performer’s legal name and date of bieth,  Under the statote and regulations, prodocers are
required 1o obrain the legal name and date of birth of performers by exantining an appropriate picture identification card. Producers must also
mainzain a copy of the picture identificarion card rhat was submivted, if the producy was produced after a specified date, Addidonally, produrers
have to record any pame {other than the performer’s legal name) ever used by the performer, inchudiog maiden pame, aickaame, stage name, or
professional name, and are also required to oross reference performers names with other productions made by that producerin which the
parformer has appeared.  The regulations also requice that producers atfix to every product, a statermnent which provides the name, tite and

business address of the person responsible for maintaining the required revords.

2257 Program field personne] responsible for conducting inspections are currerily comprized of two field Supervisory Special
Agerirs {S8As), five retired agents ("contracrors”) (o be increased o eight contractors i the near future), and one part-time Supporr Senvices
Technician.  The producers ro be inspected by 2257 Program personnel are randomly selected from a darabase using a random number

generator algorithm. The database, named the "2257 Program Pornography Praducer Diatabase” thereinafter “the Producer database™), will be

raaintained by 2257 Program personne!l

b7E

On-site inspertions at the produscer’s fisted place of business are conducted without advance notice to the producer as designared by
the regulations. During the inspection, ientification documents maintained by the producer are sopind or electronically scanned by the
comtractors, ard are then compared to —copies of facial photos of performers thar were greviously grinted. A regulatory nspection report is
subsequently issued disclosing any violations found during the oresite inspection, such as the lack of ermification or the use of illegible
idemvification.  The 2257 Program has also begun 1o develop a database comprised of the following information for sach performer identified
during en-site inspections conducted pursuant to T8 US.C 52257 and 28 0F R Part 7S: stage name, true name, date of birt}‘l |
| b7E

IThis darabase, named the "2257 Program Pornography Perdformer Database” (hereinafter

“the Performer darabase™} will be mainrained by 2757 Program personneg] |

2IET

For information, as indicated above, 2257 Program personnel will obiaie digital copies of idemification documents (.., driver
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FBEPRIVALY THRESHOLD ANALYSIS (PTA)
MAME OF SYSTEM: 2257 Program Pornography Producer/Pearformer Databases

licenses, passporty, ste.) either by obtaining such digiral coples directly from the producer during an on-site inspection or by scanning hard copies

of dnmmem&i |

b7E
2. {f the systenis solely related to internad povernment operations please provide a brel explanation of the quartity and type of
employee/conmractor information:
Nt applicable.
3. Purpose for collecting the information and how it will be used:
Thie Producer database will be used to maiotain a master st of all knownsuspected producers of pomagrapby, including
praduction compandes, website addresses, magazine publishers, etc.  An algorithm will be utilized o randomly select production companies,
website addresses, magazine publishers, etc,, for inspection by the 2257 Program pursuant o 18 US.C 82257 and 28 CF R Pant 75,
The Pedfarmer database will be used to maineain s master st of performers that 2257 Program personnel can reference for
information refative to the 2257 Program and inspections purstant 1o 18 US.C 82257 aned 28 CFR. Part 75,
b7E
3 Thesysien's siroctoee {incduding components/subsystems):
b7E
4. Means of accessing the systern and transmitting information to and from the systarm:
Borh darabases will be maintained on the same stand-alone computer maintainad ar the secure 2257 Program offsite in the Los
Angeles Division.  The databases will only be able to be accessed via the stand-alone compurer by 2257 Program personnel.  The stand-alone
camputer will not be connecred fo any external systern, including the Internet.  No mass transmission of sither database will ecour. | |
b7E
| Inr addiion, idersifving information for a limited pumber of pedormers, indluding stage name, rue owme and date of bieth, will be
listed in regulatory inspection reports, I |
| | b7E
3
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FBEPRIVALY THRESHOLD ANALYSIS (PTA)
MAME OF SYSTEM: 2257 Program Pornography Producer/Pearformer Databases

b7E

[ prithout baving physical access 1o the entire Performer darabase, which oply 2287 Program persanniel will have.

[ | b7
| |and ersure the Performer darabase’s compliance with MIOG 180-10 4, while

still safeguarding the personally idertifiable information from access by unanthorized personnel.

5. Who within FBhwill have access to the informarion in the system and controls for ensuring thar enly authorized persons can access

the information:

Qnly persormel assigned to the secure 2257 Program offsite in the Los Angeles Division will have physical access to the databases,
which will be maintained on a stand-alone compurer.  The stand-alone compurer will not be connecred to any external sysrem, including the
Internst.  Forhnfarmation, the 2257 Program offsite is currently focated i the secure Corman Federal Building, 6230 Van Nuys Boudevard, Van
Noys, California. A copy of the databases, or just centain inforration from the databases, ray be provided to authorized personnel from 30,
Vioterit Crimes Section, Crimes Against Children Unit, which is responsible for oversighe of the 2257 Prograrm, as well as senior FBI management, as

needed for program oversighr.

b7E

withaut having physical access ro the entire darabase, which only 2257 Program personnel will have.

& Who outside the FEhwill have access to the information i the systern and controls for ensuring that only authorized persons
can access the information:

As stared above, only personnel assigned ro the secure 2257 Program offsite in the Los Angeles Diviston will have physical arcess ro
the databases.  Certain information from the databases may also be provided to anthorized personpel from the Departrent of Justice wha have
responsibilities related to the 2257 Program, but they would not be able to directly access the systers themselves.  This would include Assistart
United States Atomays assipned 1o review regulatory inspection reporis or prosecute criminl cases referred by 2257 Program personnel. if there is
a progecution related to vielations of 18 US.C 82257, informarion in the darabase may become refevant ro the proceedings and could be disclosed

A5 TISCessan.

7. Has this system been ceritied and accredited by the FBI Security Divisions? _Yes K. No
** Program to confact ISSM fo ascertain if C&cAd requared, and if so, initicfe process 1o ebiain C&d. -DCL
& 1sthis system encompassed wi thin an OMB-3007  _ Yes U Na X Don't Know

{if ves, please aitach copy of latest one )
8 Was the svstem developed prior to Aprit 17, 20037

YES {H “yos,” proceed 1o Question 1)

ik
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FBEPRIVALY THRESHOLD ANALYSIS (PTA)
MAME OF SYSTEM: 2257 Program Pornography Producer/Pearformer Databases

X NO (H "m0, proceed to Sextion i)
1. Hasrhe sysrem undergons any significant changes siacr Apeit 17, 20037
_YES “yes,” please explain the nature of those changes:
{Cantinue tw Question 2.)

__ND {H “no,” the PTA is complete and should be sent to FBLOGC's Privacy and Ciuil Liberties Uit (PCLUY for review, approval, and

fonvarding to DOf's Privacy and Civil Liberties Office.  Unless vou are atherwise advised, ns P4 s reguired )
Z. Diothe changes involve the collectian, maimenanae, or dissemination of information in identifiable form about indivaduals?

YES  {f "ves” please proveed to Question 3)

ND {tf “no,” the PTA is complere and shoiuld be sent ro FBIOG s Privacy and Civil Liberties Unit (PCLUY for veview, approval, and

fonwarding 1o DOf's Privacy and Civif Liberties Office. Uniless you are othenwise advised, no PIA is reguired )
3. lsthe sysremn solely refated to intemal government operations?

LYES H Mves,” i this @ Major Indormation System {as Bisted on OGC's FRINET website)?:
Yes,  {ff"yes afull BlAtsrequived..  FTAs complere}

No. (i "no," the FTA ks complete and should be sent to FBEOGCs Privacy and Civil Libersies Unit (ROLU for review,

approval, and fonsarding to DOP's Privacy and Civil Liberties Office.  Unless you are othensise advised, ne P& s reguired.

{FBl and DO reviowing officials reaerve the right ro require a PIAY
NO { 00" go to section I to derermine if a full or shortdorm PIA ks required )
H.  Forsystems developed after Apat 17, 3003,
1. What is the purpose of the system? {Answer in detail unless details already provided in A. 2 abowe):
Plrase see the msponse provided in A2 abeve.

{Cantinue to Question 2.}

7

Daes the system collect, maintain or disserninate informarion in idemrifiatde form about indhviduals?
X YES {if “yes please procead to Question 3.} Custodian of Records name is "personally identifiable information.”

MO (I 'm0, the PTA §s romplete and should be seny v FBY OGC's Privary and Civil Librerting Unle (PCLUY for review, approval,

and forwarding xo DOPs Privacy and Civil Liberties Office.  Unless yeus are otherwise advised, no P& iz required }
3. lsthe system solely refated to internal government operations?
L YES H yes,” v his a Major Infermarion System {as fisted op OGC's FBINET website}®:
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FBEPRIVALY THRESHOLD ANALYSIS (PTA)
MAME OF SYSTEM: 2257 Program Pornography Producer/Pearformer Databases

;;;;;; Yes.  { "ves," s full PlA s required..  PTA is compless }
oo (e, the PFTAIs complere and should be sent to FREQG s Privacy and Ciuil Liberries Unit (PCLUD
for review, ;s.ppm\»ai, and fmwa,rdmg o BOY's Priva oy and Civil Liberties Office. Unless you are othenwise adwvised,

oo PiS fsrequived.  {FBland DO} reviewing officlals reserve the right to requirs a PIA}

X NO {if “ne.” go o seetion o dexermine ¥ a full or shore-form PIA is required }

H,  FullorShor-Form PIA
1. Isthe system a major infermation syster {as fisted on OGU's FRINET website]?
YES (I "ves" afull PiAds required.  PTAlscomplete)

X WO {if “no.” please continue 1o question 2.

2. Does the system involys routine Infarmation AND have limited use/access?

X YES Ashor-form PlA s requited.  (Le, vouneed only answer Guesdons 1.1, 1.2, 2.1, 3.1, 4.9, 5.0 {f appropriate} 6.2,
6.3, and 8.9 of the Pl temgplate)  Please note that FBand DU
reviewing affisials reserve the right w require completion of & full

Pia {PTA s complotefanvard with PIA)

NQ (i "no,” a full PI& is required.  PTA is complete.)
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ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
DaveE 10-24-2014d By W10/ iaim-an9)

FBI Privacy Threshold Analysis (PTA) Cover Sheet  (osc/peLu (Rev. 07/06/07)

NAMEOFSYSTEM: [____|  P7E

FBI SYSTEM CONTACT PERSON FBI OGC/PCLU POC
Name] | Name:

Program Office: ITB

Division: IT Operations Phone;| |
Phone] | Room Number:7338
Room Number: 8979

Date PTA submitted for approval: 04/24/2008

FBI DIVISION APPROVALS. ApiA (and/or #TA) should be preparad/approved by the copnizant program managarnent in
coifaboration with 17, security, and end-user management and OGC/PCLU. (PIAs/PTAs refating to electronic forms/questionnaires implicating

the Paperwork Redustion Act shouid also be coordinated with the RMD Forms Desk) I the subjecrof 2 FTA/PIA s under the program

cogoizance of an FRIHQ Division, prior 1o ferwarding to GGC the FTA/PIA must also be referred 1o the FRIMO Division Tor program review and

approval, if required by the FBHHG Division.

Program Division: FBIHQ Division: if Operations
Program Manager Signature: Signature: /s/
(or other appropriate Date signed: Date signed: 04/24/2008
executive as Division Name: Name:
determines) Title: Title: IT Specialist
Division Privacy Officer Signature: Signature: /s/

Date signed: Date signed: 5/6/2008

Title: Title: Division Privacy Officer

ipon Division approval, forward signed hard copy plus electronic copy 1o OGC/PCLU (EH Room 7238),

-FINAL FBI APPROVAL:
FBI Privacy and Civil Liberties Officer Signature: /s/
Date Signed: 6/26/2008
Name: David C. Larson
Title: Acting Deputy General Counsel
Upor final FB approval, FBI OGC will distribute as follows:
1- Signed original to 190-HQ-C1321794
Copies:
1-DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259 1- OGC\PCLU intranet website
2 -FBIOCIO / OIPP 1-PCLU Library
1-FBI SecD (electronic copy via e-mail) 1-PCLU Tickler

2*- Program Division POC /Privacy Officer
2*- FBIHQ Division POC /Privacy Officer
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(*please reproduce as needed for Program/Division file(s))
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAMEOFSYSTEM: [ | b7E

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment

(PIA) is required by conducting and following Privacy Threshold Analysis (PTA).

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records Management Division (RMD) to

identify and resolve any records issues relating to information in the system.
A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:
A.  General System Description: Please briefly describe:

1. Type of information in the system:

a.  Ifthe system is solely related to internal government operations please provide a brief explanation of the quantity and type of

employee/contractor information:

The following types of information are collected in theI

b7E
2. Purpose for collecting the information and how it will be used:
b7E
3. Thesystem's structure (including components/subsystems):
b7E
4. Means of accessing the system and transmitting information to and from the system:
b7E
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)

NAMEOFSYSTEM: [ |  b7E

5. Who within FBI will have access to the information in the system and controls for ensuring

that only authorized persons can access the information:

FBI Headquarters and Field personnel with a need to see information related to :

| |investigations. All access to th4 |is approved by: b7E

6.  Who outside the FBI will have access to the information in the system and controls for ensuring

that only authorized persons can access the information:

that run on the

b7E
FBINET closed network. ~ FBINET can only be accessed by authorized persons.
7. Has this system been certified and accredited by the FBI Security Divisions? XYes _No
8  Isthis system encompassed within an OMB-300? X Yes _No _ Don't Know

{if ves, please attach copy of latest one )

Was the system developed prior to April 17, 2003?
X YES (If “yes,” proceed to Question 1.)
__NO (If “no,” proceed to Section Il.)

1. Hasthe system undergone any significant changes since April 17, 2003?

__YES  If “yes,” please explain the nature of those changes:

(Continue to Question 2.)

X NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)

NO (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)

3. Isthe system solely related to internal government operations?

2 EPIC-220



FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAMEOFSYSTEM: [ | b7E

__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for
review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised,

no PIAis required.  (FBland DOJ reviewing officials reserve the right to requirea  PIA)))

NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)

Il.  Forsystems developed after April 17, 2003.

1. Whatis the purpose of the system? (Answer in detail unless details already provided in A. 2 above):

(Continue to Question 2.)
2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)
__NO  (If “no,” the PTA is complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,
and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is required.)
3. Isthe system solely related to internal government operations?
__YES  If "yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes.  (If "yes,"afull PIAisrequired..  PTAis complete.)
__No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU)
for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise
advised, no PIAis required.  (FBl and DO)J reviewing officials reserve the right to requirea  PIA.))
__NO (If “no,” go to section Il to determine if a full or short-form PIA is required.)
. Full or Short-Form PIA

1. Isthe system a major information system (as listed on OGC's FBINET website)?

__YES  (If “yes,” afull PIAis required. ~ PTAis complete.)
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)

NAME OF SYSTEM: I:l bTE

NO (If “no,” please continue to question 2.)

2. Does the system involve routine information AND have limited use/access?

__YES  Ashort-form PIAis required.  (le, you need only answer Questions 1.1, 1.2, 2.1, 3.1, 4.1, 5.1 (if appropriate), 6.2, 6.3,
and 8.9 of the PIA template))  Please note that FBI
and DOJ reviewing officials reserve the right to
require completion of afull PIA.  (PTAis

complete—forward with PIA.)

NO (If “no,” afull PIAis required.  PTA is complete.)

4 EPIC-222



ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
DaveE 10-24-2014d By W10/ iaim-an9)

(OGC/PCLU (Rev. 05/15/09)

FBI PRIVACY THRESHOLD ANALYSIS (PTA)
(equivalent to the DOJ Initial Privacy Assessment (IPA))

NAME OF SYSTEM / PROJECT: | | b7E

SYSTEM/PROJECT POC FBI OGC/PCLU POC

Name: SA: Name:
Program Office: ASTOS/ASB/ASU phonel ]

Division: CIRG Room Number: 7458 |JEH

Room Number:

FBI DIVISION INTERMEDIATE APPROVALS [complets as necessary consanant with Division policy]

Program Manager (orother appropriate executive as Division Privacy Officer
Division determines)
Program Division: {insest Signature: Signature:
division name} Date signed: approved 7/21/09 Date signed: 7/29/09
Name: 55/1: ch Name: SSA Kenneth R. Gross, Jr.
Title: Title: Chief Division Counsel
FBIHQ Division: Signature: Signature:
[insert division name] Date signed: Date signed:
Name: Name:
Title: Title:

Afrer all division approvals, forwasd signed hard copy plus electronic copy to FBE OGC/PCEU (JEH 7338)

{Vhe FBI Privacy and Cavil iberties Officer’s determinations, conditions, and/or final approval wilt be recorded on the following page)
Upon final FBI approval FBI QGU/PCLU will distribute a5 follows:

1- Signed original to file 190-HQ-C1321794 (fwd to JEH 1B204 via PA-520)

Copies  (recipients please print/reproduce as needed for Program/Division file(s)):

1- DOJ Office of Privacy and Civil Liberties (via e-mail to privacy@usdargo 1-0OGC\PCLU intranet
(if classified, via hand delivery to 1331 Penn. Ave. NW, Suite 940, 20530) 1-PCLUUC

2-FBIOCIO / OIPP (JEH 9376, atm|:| 1-PCLU Library

1- FBI SecD/AU (electronic copy: via e-mail to U] b tsc 1-PCLU Tickler

1-RMD/RMAU (atenf 1]

2 - Program Division POC /Privacy Officer
2 - FBIHQ Division POC /Privacy Officer

EPIC-211
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FBIPTA: | | b7E

FINAL FBI APPROVAL / DETERMINATIONS / CONDITIONS: {This section will e completed by the FBI PCLU/PCLO following PTA submission.  The

PTA drafrer should skip vo the next page and continue.}

PIAis required by the E-Government Act.

PIAis to be completed as a matter of FBI/DOJ discretion.

Is PIA to be published on FBL.GOV (after any RMD FOIA redactions)?  __ Yes. _ No {indicats reasan}:

__XXPIAis not required for the following reason(s):
_XX System does not collect, maintain, or disseminate PIl.
__ System is grandfathered (in existence before 4/17/2003; no later changes posing significant privacy risks).
___Information in the system relates to internal government operations.
___ System has been previously assessed under an evaluation similar to a PIA.
__No significant privacy issues (or privacy issues are unchanged),

_ Other {described

Applicable SORN(s):
Notify FBI RMD/RIDS per MIOG 190.2.3? __ No Yes (see sample EC on PCLU intranet website).

SORN/SORN revision(s) required? __No _ Yes {indirate revisicns needed)

Prepare/revise/add Privacy Act (e)(3) statements for related forms? No _ Yes {indicate forms affecred):

RECORDS. The program should consult with RMD to identify/resolve any Federal records/electronic records issues.  The system may contain Federal
records whether or not it contains Privacy Act requests and, in any event,a  records schedule approved by the National Archives and Records
Administration is necessary.  RMD can provide advice on this as well as on compliance with requirements for Electronic Recordkeeping Certification and

any necessary u Pd ates.

Other:
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FBIPTA: |

David C. Larson, Deputy General Counsel
FBI Privacy and Civil Liberties Officer

Signature: David C. Larson

Date Signed: 07/28/09

I.  INFORMATION ABOUT THE SYSTEM / PROJECT

1. Provide a general description of the system or project thatincludes:  name of the system/project, including associated

acronyms; structure of the system/project, purpose; nature of the information in the system and how it will be used; who will have

access to the information in the system and the manner of transmission to al users.

authenticated users can access the system

I The FBI will be responsible for ensuring that only
—

Jin order to meet

continuity of operations requirements.  The security features owaill be approved by the Security Division before it becomes

operational.

2. Does the system/project collect, maintain, or disseminate any information about individuals in identifiable form, i.e., is information

linked to or linkable to specific individuals (which is the definition of personally identifiable information (PII))?

__XX_NO. i no, STOP,
OGC/PCLU for final FBE approval.

The PTA s now complete and after division approval{s) should be submitted to FBI

Unfess you are otherwise advised, no PlAis required ]

YES. [If yes, please continue.]
3. Does the system/project pertain only to government employees, contractors, or consultants?
NO. YES.
4, s information about United States citizens or lawfully admitted permanent resident aliens retrieved from the system/project by name

or other personal identifier?

NO. YES.
5. Are Social Security Numbers (SSNs) collected, maintained or disseminated from the system/project?
NO. YES. If yes, check all that apply:

SSNs are necessary to establish/confirm the identity of subjects, victims, witnesses
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FBI PTA:
or sources in this law enforcement or intelligence activity.
SSNs are necessary to identify FBI personnel in this internal administrative system.
SSNs are important for other reasons.  Describe:
The system/project provides special protection to SSNs (e.g., SSNs are encrypted, hidden from all users viaa a
look-up table, or only available to certain users). Describe:
Itis not feasible for the system/project to provide special protection to SSNs.  Explain:
6. Does the system/project collect any information directly from the person who is the subject of the information?

NO. [If no, proceed to question 7.]

YES.

a. Doesthe system/project support criminal, CT, or FCI investigations or assessments?

YES. [If yes, proceed to question 7.]
NO.
b.  Are subjects of information from whom the information is directly collected provided a written Privacy Act (e)(3)

statement (either on the collection form or via a separate notice)?

NO. [The program will need to work with PCLU to develop/implement the necessary form(s).]

YES. Identify any forms, paper or electronic, used  to request such

information from the information subject:

7. Has the system undergone Certification & Accreditation (C&A) by the FBI Security Division (SecD)?

NO. If no, indicate reason; if C&A is pending, provide anticipated completion date:

YES. If yes, provide date of last C&A certification/re-certification:

Don't Know.

8. Is this system/project the subject of an OMB-300 budget submission?

NO. Don't know. YES. Ifyes, please provide the date and name or

title of the OMB submission:

9. Is this a national security system (as determined by the SecD)?

NO. YES. Don't know.

EPIC-214



FBI PTA: bTE

10. Status of System/ Project:

This is a new system/ projectin development. [  vou checked this block, STOP.  The PTA s now complete
and after division approval(s} should be submitted 10 FBI OGC/PCLU for final FBE approval and determination if

Pid and/or other actions are reguired .]
Il. EXISTING SYSTEMS / PROJECTS
1. When was the system/project developed?

2. Hasthe system/project undergone any significant changes since April 17,2003?

NO. [If no, proceed to next question (11.3).]

YES.  If yes, indicate which of the following changes were involved (mark all boxes that apply):

A conversion from paper-based records to an electronic system.

A change from information in a format thatis anonymous or non-identifiable to a format that is identifiable to
particular individuals.

Anew use of an IT system/project, including application of a new technology, that changes how information in
identifiable form is managed.  (For example, a change that would create a more open environment and/or

avenue for exposure of data that previously did not exist.)

A change that results in information in identifiable form being merged, centralized, or matched with other
databases.

A new method of authenticating the use of and access to information in identifiable form by members of the

public.

A systematic incorporation of databases of information in identifiable form purchased or obtained from
commercial or public sources.

A new interagency use or shared agency function that results in new uses or exchanges of information in
identifiable form.

A change that results in a new use or disclosure of information in identifiable form.
A change that results in new items of information in identifiable form being added into the system/project.

Changes do not involve a change in the type of records maintained, the individuals on whom records are
maintained, or the use or dissemination of information from the system/project.

Other.  [Provide brief explanation]:

3. Does a PlAfor this system/project already exist? NO. YES. Ifyes:

a. Provide date/title of the PIA:
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YES.

NO.

Has the system/project undergone any significant changes since the PIA?

b.

{The PTA is now complete and afier division approvalls) should be submitted to FBEGGC/PCLU for final F8 approval and

or other actions are reguired ]

’
7
7

determination i PIA and
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ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
DaveE 10-24-2014d By W10/ iaim-an9)

FBI Privacy Threshold Analysis (PTA) Cover Sheet  (occ/pcLu Rev. 1/17/07)

NAME OF SYSTEM] | b7E

FBI SYSTEM CONTACT PERSON

Name: I:l

Program Office: Network Engineering Unit, Network Section

Division: Information Technology Operations Division ch
Phone:

Room Number: 1B964

Date PTA submitted for approval: ~ 3/31/08

FBI DIVISION APPROVALS. APria{and/or PTAY shouid be prepared/approved by the cognizant program management in
ceilaboration with {1, security, and end-user management and OGC/PCLUL (PIAs/PTAs relating to electronis forms/questionnaires implicating
the Paperwork Reduction Act should also be coordinated with the BMD Forms Deske)  Hf the subject of 3 PTA/PIA s under the program cognizance
of an FBIHG Division, pricr o forwarding to OGC the PTA/PIA must alse be referrad to the FBIHG Division for program review and approval, if

required by the FRIHQ Division.

Program Division: NEL FBIHQ Division:Netwark Section
Program Manager Signature: /s/ Signature: /s/
(or other appropriate Date signed: 4/16/08 Date signed: 4/16/08
executive as Division Name:: b6 Name: Julius]  Brooks
determines) Title:  Unit Chief, Network Engineering b7C | Title: Chief, Network Section
Division Privacy Officer Signature: Signature:/s/
Date signed: Date signed: 4/21/08
Name: Namel | bé
Title: Title: ITOD Division Privacy Officer b7C

Upan Divisien approval, forward signed hard copy plus electrenic copy 1o DGC/PCLU (EH Reom 7338},

:FINAL FBI APPROVAL:

FBI Privacy and Civil Liberties Officer Signature: /s/
Date Signed:5/15/08
Name: David C. Larson

Title: Chief Privacy and Civil Liberties Officer

Upon final FBE approval, FBE OGO will distribute as follows:

1- Original signed copy to 190-HQ-C1321794

Copies:
1- DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259 1-OGC\PCLU intranet website
1-FBIOCIO 1- PCLU Library
1- FBI SecD (electronic copy via e-mail) 1-PCLU Tickler

2*- Program Division POC /Privacy Officer
2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: | b7E

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment (PIA) is

required by conducting and following Privacy Threshold Analysis (PTA).

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:
A. General System Description: Please briefly describe:

1. Type of information in the system:

b7E
a. Ifthe systemis solely related to internal government operations please provide a brief explanation of the quantity and type of
employee/contractor information:
b7E
2. Purpose for collecting the information and how it will be used:
b7E
3. Thesystem's structure (including components/subsystems):
b7E
| There have been no significant changes to 1t since 2005. No P1A was done
(because it was grandfathered under the E-Government Act). No significant changes are being proposed that
would involve personally identifiable information.
4. Means of accessing the system and transmitting information to and from the system:
b7E
5. Who within FBI will have access to the information in the system and controls for ensuring  that only authorized persons can
access the information:
b7E

|()n|y a limited number of system personnel (e.g., Network Management personnel, EOC operators, Security Division auditors, ISSOs,
and ISSMs, etc.) have accessl I
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: b7E

secu rlty purposes.

6. Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons can

access the information:

No one outside the FBI unless authorized by both ITOD and the Security Division

7. Has this system been certified and accredited by the FBI Security Divisions? ~_x_Yes No

8 Isthis system encompassed within an OMB-300? _x_Yes No _ Don't Know

riach copy of latest one )

I Was the system developed prior to April 17, 2003?
X YES (If “yes,” proceed to Question 1.)
~_NO (If “no,” proceed to Section I1.)

1. Hasthe system undergone any significant changes since April 17, 2003?

__YES  If “yes,” please explain the nature of those changes:

(Continue to Question 2.)

X NO (f “no,” the PTAis complete and should be sent to FBIOGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is req uired.)
2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)

__NO (If “no,” the PTAiis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and

forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIAis required,)
3. Isthe system solely related to internal government operations?

__ YES If"yes,"is this a Major Information System (as listed on OGC's FBINET website)?:
Yes.  (If "yes," afull PIAis required.. ~ PTAis complete.)

x__ No. (If “no,” the PTAiis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU)
for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA

is required.  (FBl and DOJ reviewing officials reserve the right to requirea  PIA))
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: | b7E

NO (I “no,” go to section Il to determine if a full or short-form PIAis required.)

Il.  For systems developed after April 17, 2003.

1. Whatis the purpose of the system? (Answer in detail unless details already provided in A. 2 above):

(Continue to Question 2.)
2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)
__NO  (If “no,” the PTAis complete and should be sent to FBIOGC's Privacy and Civil Liberties Unit (PCLU) for review, approval, and
forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIAis required,)
3. Isthe system solely related to internal government operations?
__YES  If"yes," is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes. (If"yes,"afull PIAis required..  PTAis complete.)
_ No.  (If “no,” the PTAis complete and should be sent to FBIOGC's Privacy and Civil Liberties Unit (PCLU) for
review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised,

no PlAis required.  (FBl and DOJ reviewing officials reserve the rightto requirea  PIA))

__NO (If “no,” go to section Ill to determine if a full or short-form PIAis required.)

. Full or Short-Form PIA
1. Isthe system a majorinformation system (as listed on OGC's FBINET website)?
__YES  (If“yes,” afull PIAis required. ~ PTAis complete.)
__NO (If “no,” please continue to question 2.)
2. Does the system involve routine information AND have limited use/access?
__YES  Ashortform PlAis required. (I,e,,you need only answer Questions 1.1,1.2,2.1,3.1,4.1,5.1 (if appropriate), 6.2,6.3,and

89 of the PIAtemplate.)  Please note that FBl and DOJ reviewing

officials reserve the right to require completion of a full PIA.
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FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM: | | b7E

(PTAis complete-—-forward with PIA.)

__NO (If “no,” afull PIAis required. ~ PTAis complete.)
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ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
DaveE 10-24-2014d By W10/ iaim-an9)

FBI Privacy Threshold Analysis (PTA) Cover Sheet  (osc/pcLu (Rev. 07/06/07)

NAME OF SYSTEM:  Bank Robbery Statistical Application

FBI SYSTEM CONTACT PERSON FBI OGC/PCLU POC

Name: Name: | |

Program Office: ITB [ |

Division: ITOD Phone] | b6
Phone: | | Room Number:7338 b7¢
Room Number: 8979

Date PTA submitted for approval:  2/29/2008

FBI DIVISION APPROVALS. APria{and/or PTAY shouid be prepared/approved by the cognizant program management in

ceilaboration with {1, security, and endeuser management and OGC/PCLULL (PIAs/PTAs relating to electronis forms/

gquestionnaires irripliz:zating
the Paperwork Reducton Actshould alse be coordinated with the RMUE Forms Deskl)  H the subject of e PTA/PIALs under the progrars cognizance

of an FBIHG Division, pricr 1o fonwarding ro OGO the PTA/PIA must also be referred to the FRIHG Division for program review and approval, if

required by the FRIHQ Division.

Program Division: CID FBIHQ Division: ITOD
Program Manager Signature: Signature: /s/
(or other appropriate Date signed: Date signed: 04/29/2008
executive as Division Name: Name: b6
determines) Title: Title: IT Specialist p7c
Division Privacy Officer Signature: Signature: /s/
Date signed: Date signed: 5/6/2008
Name: Name: bé
Title: Title: Division Privacy Officer b7¢C

Upan Divisien approval, forward signed hard copy plus electrenic copy 1o DGC/PCLU (EH Reom 7338},

JFINAL FBI APPROVAL:
FBI Privacy and Civil Liberties Officer Signature: /s/
Date Signed: 6/26/08
Name: David C. Larson
Title: Acting Deputy General Counsel
Upon final FBE approval, FBE OGO will distribute as follows:
1- Signed original to 190-HQ-C1321794
Copies:
1- DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259 1-OGC\PCLU intranet website
2 -FBIOCIO / OIPP 1-PCLU Library
1- FBI SecD (electronic copy via e-mail) 1-PCLU Tickler

2*- Program Division POC /Privacy Officer
2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: Bank Robbery Statistical Application

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment (PIA)

is required by conducting and following Privacy Threshold Analysis (PTA).

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records Management Division (RMD) to

identify and resolve any records issues relating to information in the system.

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:

A. General System Description: Please briefly describe:
The Bank Robbery Statistical Application (BRSA) is a mainframe application that serves as the repository for all

statistical data reported on the FD-430 Form

—

Type of information in the system:
Bank Crime Statistics
a. Ifthe systemis solely related to internal government operations please provide a brief explanation of the quantity and type of

employee/contractor information:

2. Purpose for collecting the information and how it will be used:

Bank Crime Statistical reports

3. Thesystem's structure (including components/subsystems):

Database Management System [ADABAS/Natural]

4. Means of accessing the system and transmitting information to and from the system:

FBI Investigative Mainframe

5. Who within FBI will have access to the information in the system and controls for ensuring  that only authorized persons

can access the information:

Only customers that have access to FBINET may have access to BRSA.

6.  Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons

can access the information:

Only customers that have access to FBINET may have access to BRSA.

7. Has this system been certified and accredited by the FBI Security Divisions? XYes _No
8  Isthis system encompassed within an OMB-300? X Yes _No Don't
Know
{it ves, please atrach copy of latest one . SORRY, Ldo nov have a copy of the latest one)
I Was the system developed prior to April 17, 2003?
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)

NAME OF SYSTEM: Bank Robbery Statistical Application

X YES (If “yes,” proceed to Question 1.)

NO (If “no,” proceed to Section I1.)
1. Hasthe system undergone any significant changes since April 17, 2003?

__VYES  If“yes,” please explain the nature of those changes:

(Continue to Question 2.)

X NO (If “no,” the PTAiis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review,

approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIAis required,)

2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?

__YES  (If “yes,” please proceed to Question 3.)

__NO (If “no,” the PTAiis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is req uired.)

3. Isthe system solely related to internal government operations?
__YES  If"yes," is this a Major Information System (as listed on OGC's FBINET website)?:

_ Yes. (If"yes,"afull PIAis required..  PTAis complete.)

_ No.  (If “no,” the PTAis complete and should be sent to FBIOGC's Privacy and Civil Liberties Unit (PCLU) for

review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised,

no PlAis required.  (FBl and DOJ reviewing officials reserve the rightto requirea  PIA))

__NO (If “no,” go to section Ill to determine if a full or short-form PIAis required.)

Il.  For systems developed after April 17, 2003.

1. Whatis the purpose of the system? (Answer in detail unless details already provided in A. 2 above):

(Continue to Question 2.)
2. Does the system collect, maintain or disseminate information in identifiable form about individuals?

__YES  (If “yes,” please proceed to Question 3.)

__NO  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

2
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: Bank Robbery Statistical Application

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is req uired.)

3. Isthe system solely related to internal government operations?
__YES  If"yes," is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes. (If"yes,"afull PIAis required..  PTAis complete.)
_ No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU)
for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise

advised, no PIAis required.  (FBl and DOJ reviewing officials reserve the right to requirea  PIA))

__NO (If “no,” go to section Ill to determine if a full or short-form PIAis required.)

Il.  Full or Short-Form PIA
1. Isthe system a majorinformation system (as listed on OGC's FBINET website)?
__YES  (If“yes,” afull PIAis required. ~ PTAis complete.)
__NO (If “no,” please continue to question 2.)
2. Does the system involve routine information AND have limited use/access?
__YES  Ashortform PlAis required. (I,e,,you need only answer Questions 1.1,1.2,2.1,3.1,4.1,5.1 (if appropriate), 6.2,6.3,
and 8.9 of the PIAtemplate.)  Please note that FBI
and DOJ reviewing officials reserve the right to

require completion of afull PIA. ~ (PTAs

complete—forward with PIA))

__NO (If “no,” afull PIAis required. ~ PTAis complete.)
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ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
DaveE 10-24-2014d By W10/ iaim-an9)

FBI Privacy Threshold Analysis (PTA) Cover Sheet

(OGC/PCLU (Rev. 07/06/07)

NAME OF SYSTEM: | | bTE
FBI SYSTEM CONTACT PERSON FBI OGC/PCLUPOC
Name: | | Name: | |
Program Office: ITB | | b6
Division: IT Operations Phone{ | b7C
Phone:| Room Number:7338
Room Number: 8979
Date PTA submitted for approval: 04/24/2008
FBI DIVISION APPROVALS. APia{and/or PTA) shouid be prepared/approved by the cognizant program management in
cellaboration with [T, security, and end-user management and OGC/PCLULL (PIAs/PTAs relating to electronis forms/questionnaires implicaring
the Paperwork Reduction Act should alse be conrdinated with the RME Forms Deckl)  H the subject of a PTA/PIALs under the program cognizance
of an FBIHQ Division, prior 1o forwarding ro OGC the PTA/PIA rmust also be referred to the FBIEG Division for program review and approval, if
required by the FRIHQ Division.
Program Division: FBIHQ Division: IT Operations
Program Manager Signature: Signature: /s/
(or other appropriate Date signed: Date signed: 04/24/2008
executive as Division Name: Name:: bé
determines) Title: Title: IT Specialist b7cC
Division Privacy Officer Signature: Signature: /s/
Date signed: Date signed: 5/6/08
Name: Name: bé
Title: Title: Division Privacy Officer b7C

Upon Division approval, forward signed hard copy plus electronic copy o OGC/PCRU (JEH Roam 7338},

JFINAL FBI APPROVAL:
FBI Privacy and Civil Liberties Officer Signature: /s/
Date Signed: 6/26/08
Name: David C. Larson
Title: Acting Deputy General Counsel

Upon final FRI approval, FBEOGC will distribute as foliows:
1- Signed original to 190-HQ-C1321794
Copies:

1- OGC\PCLU intranet website
1- PCLU Library
1-PCLU Tickler

1- DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259
2-FBIOCIO /OIPP
1- FBI SecD (electronic copy via e-mail)

2*- Program Division POC /Privacy Officer
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2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment (PIA)

is required by conducting and following Privacy Threshold Analysis (PTA).

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records Management Division (RMD) to

identify and resolve any records issues relating to information in the system.
A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:
A. General System Description: Please briefly describe:

1. Type of information in the system:

a. Ifthe systemis solely related to internal government operations please provide a brief explanation of the quantity and type of

employee/contractor information:

b7E
2. Purpose for collecting the information and how it will be used:
b7E
3. Thesystem's structure (including components/subsystems):
b7E
4. Means of accessing the system and transmitting information to and from the system:
Information is manually entered into the |
b7E

5. Who within FBI will have access to the information in the system and controls for ensuring

that only authorized persons can access the information:
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)

NAME OF SYSTEM: b7E
FBI Headquarters and Field personnel with a need to] |
b7E
I All access to thd Iis approved by |
6. Who outside the FBI will have access to the information in the system and controls for ensuring
that only authorized persons can access the information:
b7E
hat run on the FBINET closed network.  FBINET can only be accessed by
“authorized persons.
7. Has this system been certified and accredited by the FBI Security Divisions? X Yes _No
8  Isthis system encompassed within an OMB-300? X Yes _No _ Don'tKnow

{if ves, please atrach copy of latest one)

Was the system developed prior to April 17, 2003?
X YES (If “yes,” proceed to Question 1.)
~__NO (If “no,” proceed to Section Il.)

1. Hasthe system undergone any significant changes since April 17, 2003?

__YES  If “yes,” please explain the nature of those changes:

(Continue to Question 2.)

X NO (f “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is req uired.)
2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)

NO (If “no,” the PTAis complete and should be sent to FBIOGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is req uired.)

3. Isthe system solely related to internal government operations?
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: bTE

__YES  If"yes," is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes. (If"yes,"afull PIAis required..  PTAis complete.)
_ No.  (If “no,” the PTAis complete and should be sent to FBIOGC's Privacy and Civil Liberties Unit (PCLU) for
review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised,

no PlAis required.  (FBl and DOJ reviewing officials reserve the rightto requirea  PIA))

__NO (If “no,” go to section Ill to determine if a full or short-form PIAis required.)

Il.  For systems developed after April 17, 2003.

1. Whatis the purpose of the system? (Answer in detail unless details already provided in A. 2 above):

(Continue to Question 2.)
2. Does the system collect, maintain or disseminate information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)
__NO  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,
and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is req uired.)
3. Isthe system solely related to internal government operations?
__YES  If"yes," is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes. (If"yes,"afull PIAis required..  PTAis complete.)
_ No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU)
for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise

advised, no PIAis required.  (FBl and DOJ reviewing officials reserve the right to requirea  PIA))

__NO (If “no,” go to section Ill to determine if a full or short-form PIAis required.)

. Full or Short-Form PIA
1. Isthe system a majorinformation system (as listed on OGC's FBINET website)?

__YES  (If“yes,” afull PIAis required. ~ PTAis complete.)
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: | b7E

__NO (If “no,” please continue to question 2.)

Does the system involve routine information AND have limited use/access?

__YES  Ashortform PlAis required. (I,e,,you need only answer Questions 1.1,1.2,2.1,3.1,4.1,5.1 (if appropriate), 6.2,6.3,
and 8.9 of the PIAtemplate.)  Please note that FBI
and DOJ reviewing officials reserve the right to

require completion of afull PIA. ~ (PTAs

complete—forward with PIA))

__NO (If “no,” afull PIAis required. ~ PTAis complete.)
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FBI Privacy Threshold Analysis (PTA) Cover Sheet  (osc/pcLu (Rev. 07/06/07)

NAME OF SYSTEM: | | »7E
FBI SYSTEM CONTACT PERSON FBI OGC/PCLU POC
Name: Name: | |
Program Office: ITB | | b6
Division: ITOD Phonel | b7C
Phone: [ | Room Number:7338
Room Number: 8979
Date PTA submitted for approval:  04/29/2008

FBI DIVISION APPROVALS. APria{and/or PTAY shouid be prepared/approved by the cognizant program management in

ceilaboration with {1, security, and endeuser management and OGC/PCLULL (PIAs/PTAs relating to electronis forms/

gquestionnaires irripliz:zating

the Paperwork Reducton Actshould alse be coordinated with the RMUE Forms Deskl)  H the subject of e PTA/PIALs under the progrars cognizance

of an FBIHG Division, pricr 1o fonwarding ro OGO the PTA/PIA must also be referred to the FRIHG Division for program review and approval, if

required by the FRIHQ Division.

Program Division: DI FBIHQ Division:ITOD
Program Manager Signature: Signature: /s/
(or other appropriate Date signed: Date signed: 04/29/2008 bé
executive as Division Name: Name b7C
determines) Title: Title: IT Specialist
Division Privacy Officer Signature: Signature: /s/
Date signed: Date signed: 5/6/2008 b6
Name: Nam4 b7cC
Title: Title: Division Privacy Officer

Upan Divisien approval, forward signed hard copy plus electrenic copy 1o DGC/PCLU (EH Reom 7338},

JFINAL FBI APPROVAL:
FBI Privacy and Civil Liberties Officer Signature: /s/
Date Signed: 6/26/2008
Name: David C. Larson
Title: Acting Deputy General Counsel
Upon final FBE approval, FBE OGO will distribute as follows:
1- Signed original to 190-HQ-C1321794
Copies:
1- DOJ Privacy and Civil Liberties Office-Main Justice, Room 4259 1-OGC\PCLU intranet website
2 -FBIOCIO / OIPP 1-PCLU Library
1- FBI SecD (electronic copy via e-mail) 1-PCLU Tickler

2*- Program Division POC /Privacy Officer
2*- FBIHQ Division POC /Privacy Officer

(*please reproduce as needed for Program/Division file(s))
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: b7E

For efficiency, a system owner or program manager can be aided in making the determination of whether a Privacy Impact Assessment (PIA)

is required by conducting and following Privacy Threshold Analysis (PTA).

Whether or not a PIA is required, the system owner/program manager should consult with the FBI Records Management Division (RMD) to

identify and resolve any records issues relating to information in the system.

A PTA contains basic questions about the nature of the system in addition to a basic system description. The questions are as follows:

A. General System Description: Please briefly describe:
b7E
1. Type of information in the system:
b7E
a. Ifthe systemis solely related to internal government operations please provide a brief explanation of the quantity and type of
employee/contractor information:
2. Purpose for collecting the information and how it will be used:
The information provided by the b7E

|exists in the field divisions.

3. Thesystem's structure (including components/subsystems):

| b7E

4. Means of accessing the system and transmitting information to and from the system:

FBI Administrative Mainframe

5. Who within FBI will have access to the information in the system and controls for ensuring  that only authorized persons

can access the information:

Members of the variousl units, bureau-wide. b7E

6.  Who outside the FBI will have access to the information in the system and controls for ensuring that only authorized persons

can access the information:

No One.
7. Has this system been certified and accredited by the FBI Security Divisions? X  Yes _No
8  Isthis system encompassed within an OMB-300? X Yes _No _ Don'tKnow

8 ener g Sy m e N D ‘ SOEWD DR F ot svens S [ I g Taat et euaves ¥
'\':1 yves, pleass artach Tapy of latest one; SURRY, Qo not Rave a8 copy of the iatest one)

T
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)

NAME OF SYSTEM: b7E
I Was the system developed prior to April 17, 2003?
X YES (If “yes,” proceed to Question 1.)
NO (If “no,” proceed to Section I1.)

1. Hasthe system undergone any significant changes since April 17, 2003?

__VYES  If“yes,” please explain the nature of those changes:

(Continue to Question 2.)

X NO (If “no,” the PTAiis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review,

approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIAis required,)
2. Do the changes involve the collection, maintenance, or dissemination of information in identifiable form about individuals?
__YES  (If “yes,” please proceed to Question 3.)

NO (If “no,” the PTAis complete and should be sent to FBIOGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is req uired.)
3. Isthe system solely related to internal government operations?
__YES  If"yes," is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes. (If"yes,"afull PIAis required..  PTAis complete.)
_ No.  (If “no,” the PTAis complete and should be sent to FBIOGC's Privacy and Civil Liberties Unit (PCLU) for
review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised,

no PlAis required.  (FBl and DOJ reviewing officials reserve the rightto requirea  PIA))

__NO (If “no,” go to section Ill to determine if a full or short-form PIAis required.)
Il.  For systems developed after April 17, 2003.

1. Whatis the purpose of the system? (Answer in detail unless details already provided in A. 2 above):

(Continue to Question 2.)

2. Does the system collect, maintain or disseminate information in identifiable form about individuals?

2 EPIC-236



FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: | b7E

__YES  (If “yes,” please proceed to Question 3.)

__NO  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU) for review, approval,

and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise advised, no PIA is req uired.)

3. Isthe system solely related to internal government operations?

__YES  If"yes," is this a Major Information System (as listed on OGC's FBINET website)?:
_ Yes. (If"yes,"afull PIAis required..  PTAis complete.)
_ No.  (If “no,” the PTAis complete and should be sent to FBI OGC's Privacy and Civil Liberties Unit (PCLU)
for review, approval, and forwarding to DOJ's Privacy and Civil Liberties Office. ~ Unless you are otherwise

advised, no PIAis required.  (FBl and DOJ reviewing officials reserve the right to requirea  PIA))

__NO (If “no,” go to section Ill to determine if a full or short-form PIAis required.)

Il.  Full or Short-Form PIA
1. Isthe system a majorinformation system (as listed on OGC's FBINET website)?
__YES  (If“yes,” afull PIAis required. ~ PTAis complete.)
__NO (If “no,” please continue to question 2.)
2. Does the system involve routine information AND have limited use/access?
__YES  Ashortform PlAis required. (I,e,,you need only answer Questions 1.1,1.2,2.1,3.1,4.1,5.1 (if appropriate), 6.2,6.3,
and 8.9 of the PIAtemplate.)  Please note that FBI
and DOJ reviewing officials reserve the right to

require completion of afull PIA. ~ (PTAs

complete—forward with PIA))

__NO (If “no,” afull PIAis required. ~ PTAis complete.)
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FBI PRIVACY THRESHOLD ANALYSIS (PTA) (OGC/PCLU (Rev. 07/06/07)
NAME OF SYSTEM: b7E
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ALl TH-ORIBTIOH (CHTATHEDR
HeEsEIN 18 UNCLASSTEIRED
Dave 10-2-2-201d By WS/ L bg)

Unclassifed,/FOUO

(OGC/PCLU (Rev. 08/28/08)

FBI PRIVACY THRESHOLD ANALYSIS (PTA)
(equivalent to the DOJ Initial Privacy Assessment (IPA))

NAME OFSYSTEM/PROJECT: [___ ] b7E

SYSTEM/PROJECT POC
Name:l I

Derived From:

Classified By:

Reason:

Declassify On: Division: CIRG

Room Number:

Program Office: Aviation Surveillance Branch

FBI OGC/PCLUPOC

Namei I
Phone::

Room Number: 7458

FBI DIVISION INTERMEDIATE APPROVALS

Program Division: Critical Incident Response Group (CIRG)

FBIHQ Division: CIRG

Program Manager Signature:
(or other appropriate executive Date signed:
as Division determines) Name: I I

Title: Supervisory Special Agent, Aviation Support Unit

Signature:
Date signed:
Name: |.BrittJohnson

Title: Section Chief, Surveillance and Aviation Section

(SAS)

Division Privacy Officer Signature:
Date signed:
Name: Kenneth R. Gross, Jr.

Title: SSA/CDC

Signature:
Date signed:
Name:

Title:

After all division approvals, forward signed hard copy plus electronic copy to FBI OGC/PCLU (JEH 7338).

FINAL FBI APPROVAL / DETERMINATIONS / CONDITIONS:

Other:

PlAreq uired: _x_No __ Yes: SORN/SORN revision required: _x_No _ Yes:
Applicable SORN(s):

Notify FBIRMD/RIDS per MIOG 190.2.3: _x_No _ Yes

Consult with RMD to identify/resolve any Federal records/electronic records  issues: _x_No _ Yes:

Prepare/revise/add Privacy Act (e)(3) statements for related forms? _x_No ___Yes-forms affected:

David C. Larson, Deputy General Counsel
FBI Privacy and Civil Liberties Officer

Signature: /s
Date Signed: 10/31/2009

Unclassified/FOUO
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Unclassified/FOUO

FBI PRIVACY THRESHOLD ANALYSIS (PTA)

NAME OF SYSTEM / PROJECT: : b7E

Upon final FBl approval, FBI OGC/PCLU will distribute as follows:
1- Signed 0rigina| to file 190-HQ-C1321794 (fwd to JEH 1B204 via PA-520)

Copies  (recipients please print/reproduce as needed for Program/Division file(s)):

1-DO)J Office of Privacy and Civil Liberties (via e-mail to privacy@usdo].gov) 1-OGC\PCLU intranet

(if classified, via hand delivery to 1331 Penn. Ave. NW, Suite 940, 20530) 1-PCLUUC
2-FBIOCIO / OIPP (JEH 9376, attnl—l 1-PCLU Library
1-FBI SecD/AU (electronic copy: via e-mail to UCI I 1-PCLU Tickler

1-RMD/RMAU (e ] b6
b7C

2 - Program Division POC /Privacy Officer
2 - FBIHQ Division POC /Privacy Officer

Unclassifd/FOUO
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Unclassified/FOUO

FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM / PROJECT: :l b7E

Unclassifid/FOUO
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Unclassified/FOUO

FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM / PROJECT: : b7E

I.  INFORMATION ABOUT THE SYSTEM / PROJECT

1. Name of the system/project. ~ Provide current name, any previous or anticipated name changes, and any associated acronyms:

| b7E

2. Briefly describe the system's/project’s structure (including identification of any components/subsystems or parent system, if

applicable):
b7E
3. Whatis the purpose for the system/project?
b7E
4, Please provide a general summary of the nature of information in the system/project and how it will be used:
b7E

5. Does the system/project collect, maintain, or disseminate any information about individuals in identifiable form, i.e., is information

linked to or linkable to specific individuals (which is the definition of personally identifiable information (PII))?

__ X__No. Stop. The PTAis now complete and after division approval(s) should be submitted to FBI OGC/PCLU

forfinal FBlapproval.  Unless you are otherwise advised, no PIA is required.
YES. If yes, please continue.

6. Access

a. Describe the means of accessing the system/project and transmitting information to and from the system/project:

b.  Describe who within the FBI will have access to the information in the system and the controls for ensuring  thatonly

authorized persons can access the information:

c.  Describe who outside the FBI will have access to the information in the system/project and the controls for ensuring that only

authorized persons can access the information:

7. Doesthe system/project pertain only to government employees, contractors, or consultants?
Unclassified/‘ﬂ'OUO
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Unclassified/FOUO

FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAME OF SYSTEM / PROJECT: : b7E

NO

YES. If yes, provide a brief explanation of the quantity and type of information:

8. Isinformation about United States citizens or lawfully admitted permanent resident aliens retrieved from the system/project by name

or other personal identifier?
NO YES

9. AreSocial Security Numbers collected, maintained or disseminated from the system/project?
NO

YES. If yes, for systems/projects other than those supporting law enforcement or intelligence activities:

- What is the purpose for the collection, maintenance  or dissemination of SSNs?
- Is it feasible to eliminate SSNs from the system/project (please indicate why or why not)?

- In light of Federal policy to reduce the use of SSNis, is it feasible to minimize system/project-user access to

SSNs in the system/project (why or why not)?

10.  Does the system/project collect any information directly from the person who is the subject of the information?

NO

YES. If yes, for systems/projects other than those relating to criminal investigations, CT, or Cl:

- Indicate how such information is collected:

- Identify by name and form number any forms used  to request such information from the information

subject (this includes paper or electronic forms):

- Are information subjects from whom information is directly collected provided a written Privacy Act (e)(3)

statement (either on the collection form or via a separate notice)? Yes No

11.  Hasthe system undergone Certification & Accreditation (C&A) by the FBI Security Division (SecD)?
NO. If no, please indicate reason; if C&A is pending, provide anticipated completion date:

YES. If yes, please:
Unclassified/SOUO
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Unclassified/FOUO

FBI PRIVACY THRESHOLD ANALYSIS (PTA)
NAMEOFSYSTEM/PROJECT: [ 1 b7E

- Provide date of last C&A certification/re-certification:
Don't Know
12.  Is this system/project the subject of an OMB-300 budget submission?
NO _ Don'tknow

YES. If yes, if the name of the OMB 300 is not the same as the name of the system/project, please provide OMB

name:

13.  Isthis a national security system (as determined by the SecD)?
____NO _YES _ Don'tknow

14.  Status of System/ Project:

This is a new system/ project in development.  [Stop.  The PTA is now complete and after division approval(s)

should be submitted to FBI OGC/PCLU for final FBI approval and determination if PIA and/or other actions are

required .]

This is an existing system/project.  [Continue to Section I1.]

Il. EXISTING SYSTEMS / PROJECTS

1. When was the system/project developed?

2. Hasthe system/project undergone any significant changes since April 17,2003?

NO. If no, proceed to next question (I1.3).

YES. If yes, indicate which of the following changes were involved (mark all boxes that apply):
A conversion from paper-based records to an electronic system.

A change from information in a format thatis anonymous or non-identifiable to a format that is identifiable to

particular individuals.

Unclassified/ﬁOUO
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Unclassified/FOUO

FBI PRIVACY THRESHOLD ANALYSIS (PTA)

NAME OF SYSTEM / PROJECT: I:l b7E

Anew use of an IT system/project, including application of a new technology, that changes how information in
identifiable form is managed.  (For example, a change that would create a more open environment and/or

avenue for exposure of data that previously did not exist.)

A change that results in information in identifiable form being merged, centralized, or matched with other

databases.

A new method of authenticating the use of and access to information in identifiable form by members of the

public.

A systematic incorporation of databases of information in identifiable form purchased or obtained from

commercial or public sources.

A new interagency use or shared agency function that results in new uses or exchanges of information in

identifiable form.
A change that results in a new use or disclosure of information in identifiable form.
A change that results in new items of information in identifiable form being added into the system/project.

Changes do not involve a change in the type of records maintained, the individuals on whom records are

maintained, or the use or dissemination of information from the system/project.
Other.  [Please provide brief explanation]:
3. Does a PlAfor this system/project already exist?
NO

YES. If yes, please provide date/title of the PIA:

The PTAis now complete and after division approval(s) should be submitted to FBI OGC/PCLU for final FBI approval and

determination if PIA and/or other actions are required .

Unclassified/?OUO
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DaveE 11-ts-2nld By Wl G/ L bg)

G

{OGCPCLU (Rev, 08/16/2018)

FRIPRIVACY THRESHOLD ANALYSIS (PTA)
{Bguivalent to the DO Initial Privacy Assessment (LAY

NAME OF SYSTEM/ mmwm | b7E

BIKR FBI Unique Asset I

¥ 50000187

SYSTEM/BRQIECT POC FBI OGCAPCLL POC
Name Name: AGC] | bé
Program Office: Data Intercept Phonel | b7cC
Technology Unit (VTV} Room Number: 7350 JEH
Division: Operational Technology
Phonel |
Room Number: ERFBLDG 27938-A
FBI BIVISION INTERMEDIATE APPROVALS jemupiete g

Program 'Maﬂavez‘- {or other appropriate

executive gs Division deterniines)

1 Program YHvision: Signature: Signaturs: b6
Data Intercept’ Diate signed: 334 Date ssgneé b7C
Technology Unit Mame] |

Titler Unit Chaef, DITU
FRIMNG Division: Signature ' ‘\
Operational Technology | Datersi
Division (OTD) Name:
‘ Fitle:

EPIC-487



X PIA is required by the E-Government Act.
PIA is to be completed as a matter of FBUDOJ discystion,

___PIA is not required for the following reason(s):

__System does not collect, maintain, or disseminate PiL

__ System Is grandfathered {in existence before 4/17/2 2003: no later changes posing significant privacy tigks).
mformatmn in the system relates to internal goversment operations.

_ System has besn o reviously assessed snder an evalaation similar to a PIA.

_No mgmf cant pm acy issues (or privacy issugs are unchanged).

Applicahle SORN(s): DONFRLO02, Central Records System

Notify FBI RMD/RIDS per MIOG 190237 No X Yes-Ses sample EC onFCLU iniranet wehsite here:
http://homs/DO/OGC/LTB/PCLU PrivacyCiv 19%20L iberties% 20T ibrary/form_for_miog190-2-3_ec.wpd

SORN/SORN revision(s) required? _ No
separate SORN for intercepted information.

Prepare/revisefadd Privacy Act {e}3) statements for related forms? X Ne

RECORDS. The program should consult with RMD to identify/resolve any Federsl records/eleciron o gecords issuss.
The system may contain Federal records whether or ant it contains Privacy Act requests and, i any svent; a records
schedule approved by the National Archives and Records Administration is neeessary. RMD can provide advice on this
as well as on compliance with requirements for Blectronic Recordkesping Certification and any pecessary updates.

Other:

*’idi‘\ﬂ{:’."“\)\‘ ik)f Teids i L.L"

7

&
c
z

Br;&m&%ﬁnmy {Acting) Deputy Gensral Counsel and Signature: f}; Lo 3

N \Wf/"’m faiid ’\«'\ \\.J\}_«\ o
LB Privacy and Civil beamex {Oificer Date Signed: , et
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1. INFORMATION ABOUT THE SYSTEM / PROJECT

1. Provide s general description of the system or project that includes: {a) name of
the system/project, including associated acronyms; (b} structure of the
system/project, including interconnections with other projects or systems; {c)
purpese of the system/preject; (d) nature of the information in the system/project
and bow it will be used; (2) whe will have aceess to the information fu the
system/project; (f) and the manner of transmission to afl users.

b7E

b7E

b7E

b7E

EPIC-489
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b7E

b7E

2. Does the system/project collect, maintain,

about

o~

or dissentinate any information

o

individuals (.., a human being or natural person, regardless of nationality)?

if ves

§,

Please indicate if any of the following characteristics apply to the information in the

system about individuals: Bear in mind that log-on information may identify or be

» please continue.]

~
3.

vidual,

indi

cable toan

lin

EPIC-490
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{Check all that apply.)
X The information directly identifies speeific individuals.

X The information is intended to be used, in conjunction with other data elements,
to indirectly identify specific individupals.

_ X Theinformation can be used to distinguish or trace an individual’s identity (i.e.
is linked or linkable to specific individuals).

¥ vou marked any of the above, proceed to Question 4.

_______ None of the above. If none of the above, describe why the nforma{wn does not
identify epxuﬁ mdividw ls either divectly or indirectly. {1V yow checkad fhiv Homy,

Y ENOEE ¥ o ¥l “ s -3 3
STGE here after proviling the sogussted deseription

V}e
,/
V/-fl
7
3

4, Dooes the systeny/project pertain only to government employees, contractors, of
consultans?

X NO ___YES

B

5. ls information about United States citizens or lawiully admitted permanent resident
aliens retrieved from the system/project by name or other personal identifier?
______ NQ. [If no, skip to guestion 7.}

X YES. [If yes, proceed to the next guestion.]

6. Daes the system/profect callect any information directly from the person who is the
subject of the information?

NGO [If no, proceed fo guestion 7.}

X . YEB

a. Does the system/project support criminal, CT, or FCI investigations or
assessments?

NO

X YES {H yes, proceed to question 7.}

EPIC-401



b. Are subjects of information from whomn the inforration is directly collected
provided a written Privacy Act (£)(3) statement {either on the collection form or via a
separate notioe)?

__NO {The program will need to work with PCLU to develop/implement
the neeessary formis).]

YES Identify any forms, paper or clectronie, used to request such
information from the information subjeet:

7. Are Social Security Numabers (SSNs) collected, maintained or disserninated from the
syster/project? Full S8Ns should only be used as identifiers in limited instances.

NO X YES Ifyes, cheek all that apply:

____KSNs are necessary to establish/confirm the identity of subjects, victinms,
witnesses or sources in this law enforcement or intelligence activity,

8N are necessary to identify FBI personsel in this internal administrative

Systeny

. The system/project provides special protection to SSNs (e.p., SSNs are
'*vpted hidden from all users via a look-up table, or only available to certain
users). Describe:

X tisnot feasibic for the systemy/project to provide special protection to
S8Ns.

Eynlatne | b7E

8. Is the system operated by a contractor?

X No.

EPIC-492



_ Yes. Information systems operated by contractors for the FBI may be
considered Privacy Act systems of records. The Federal Acquisition Regulation
contains standard contract clauses that must be included in the event the system
collects. maintains or disseminates PIl and additional requirements may be
imposed as a matter of Department of Justice policy. Consultations with the
Otffice of the General Counsel may be required if a contractor is operating the
system for the FBL

9. Has the system undergone Certification & Acereditation {C&A) by the FBI

Security Division (SecD)?
X _NO  Hno, indicate reason; f C&A s pending, provide apticipated
completion date: Pending. Note the C&A conducied fwﬁis b7E
separate and apart from the C&A conducted for Insight-State & Local.
___YES  Ifyes, pleasc indicate the following, if known:
Provide date of last & A certification/re-certification:
Confidentiality: Low_ Mederate  High Undefined

Integrity: Low _ Moderate  High Undefined

Availabiitys _ Low _ Moderate __High  Undefined
. Not applicable — this system is only paper-based.
10. s this system/project the subject of an OMB-300 budget submission?
WX NO

CYES$  If yes, please provide the date and name or
titls of the OMB subinission:

11.  Does the system conduct data mining as defined in Section 804 of the
Implementing Recommendations of the 9/11 Commission Act of 2007, P.L. 110
33 (eodified at 42 USC 2000ee-3)?
X NGO
__YES  If yes, please deseribe the data mining function:
12, Is this a national security system {as determined by the SecD)?

X NO YES

EPIC-493



13,

§, EXISTING SYSTEMS / PROJECTS

1. When was the systeny/project developed?

2. Has the systeny/project undergone any significant changes since April 17, 20037
NO [If no, procesd to next guestion (1L3).]

__ YES Ifyes, indicate which of the following changes were involved {(mark all
fhangew that apply, and provide brief explanation for cach marked change):

____ Aconversion from paper-based records to an electronic system.
A change from information in a format that s anonymous or non-
identifiable to a format that is identifiable to particular individuals.

Anew use of an [T system/project, inchuding applicatiom of a new
technology, that changes how inforraation in identifiable form is managed.
(For example, a change that would create @ more open eny ronument and/or
avenue for exposure of data shat previously did not exist.)

_____ Achange that results in information in identifiable form being
merged, centralized, or matched with other databases.

, A new methad of anthenticating the use of and access to
information in identifiable form by members of the public.

. A systematic incorporation of databases of information in
identifiable form purchased or obtained from commercial or public sources.

A new interagency use or shaved agency function that results in
new uses or exchanges of information in identifiable form.

L A change that results in a new use or disclosure of information in
identifiable form.

EPIC-494



A change that results in new items of information in identifiable
form being added into the system/project.
_____ (hanges do not involve a change in the type of records maintained,
the individuals on whom records are maintained, or the use or
dissemination of information from the system/project.
Other {Provide brief explanation]:
3. Does a PIA for this systenvpraject already exist?

e

NO  YES
1 yes:
4. Provide dateftitle of the PIA:
b. Has the system/project undergone any significant changes since the PIAT

NO __YES
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