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UNCLASSIFIED//FOR O LY

(OGC/PCLU (Rev. 04/01/2011)

FBI PRIVACY THRESHOLD ANALYSIS (PTA)

NAME OF SYSTEM / PROJECT: |

BIKR FBI Unique Asset ID: _N/A
Derived From: SYSTEM/PROJECT POC FBI OGC/PCLU POC
Classified By: Name: 10 Name: AG
Reason: Program Office: Phone
Declassify On: Division: St. Louis Field Office Room Number: 7350 JEH
Phone:
Room Number| |

FBI DIVISION INTERMEDIATE APPROVALS [complete as necessary consonant with
Division policy]

Program Manager (or other appropriate Division Privacy Officer
executive as Division determines) N
Program Division: Signature| | Signature: - 5
St. Louis Field Office Date signed: & //2 /AOL2_ Date signed: / £//3/¢ %
Name: | Name: SSA Craig Severson
Title: Supervisory Operations Specialist Title: Chief Division Counsel
FBIHQ Division: Signature:: Signature:
[insert division name] Date signed: Date signed:
Name: Name:
Title: Title:

After all division approvals, forward signed hard copy plus electronic copy to FBI
OGC/PCLU (JEH 7350).

(The FBI Privacy and Civil Liberties Officer's determinations, conditions, and/or final approval
will be recorded on the following page.)
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FINAL FBI APPROVAL / DETERMINATIONS / CONDITIONS:

PIA is required by the E-Government Act.
PIA is to be completed as a matter of FBI/DOJ discretion.

Is PIA to be published on FBLGOV (after any RMD FOIA redactions)? ___ Yes. _X_No: No PIA is required.

_X_ PIA is not required for the following reason(s):
___ System does not collect, maintain, or disseminate PIL.
___ System is grandfathered (in existence before 4/17/2003; no later changes posing significant privacy risks).
_X Information in the system relates to internal government operations.
____System has been previously assessed under an evaluation similar to a PIA.
___No significant privacy jssues (or nrivacy issnes are unchanced)

___ Other (describe):

Applicable SORN(s): _ FBI Central Records System, DOJ/FBI-002, 63 Fed. Reg. 8671 (Feb. 20, 1998), as amended
by 66 Fed. Reg. 17200 (Mar. 29, 2001) and 66 Fed. Reg. 29994 (June 4, 2001).

Notify FBI RMD/RIDS per MIOG 190.2.3? _X_No __ Yes--See sample EC on PCLU intranet website here:
http://home/DO/OGC/LTB/PCLU/PrivacyCivil%20Liberties%20Library/form_for_miog190-2-3_ec.wpd

SORN/SORN revision(s) required? _X No _ Yes (indicate revisions needed):

Prepare/revise/add Privacy Act (e)(3) statements for related forms? _ No ___ Yes (indicate forms affected):

N/A

RECORDS. The program should consult with RMD to identify/resolve any Federal records/electronic records issues.
The system may contain Federal records whether or not it contains Privacy Act requests and, in any event, a records
schedule approved by the National Archives and Records Administration is necessary. RMD can provide advice on this
as well as on compliance with requirements for Electronic Recordkeeping Certification and any necessary updates.

Other:

[

[Unit Chief Signature: ‘:} 3 4
Privacy and Civil Liberties Unit Date Signed: / z
| [Deputy General Counsel Signature:
FBI Privacy and Civil Liberties Officer Date Signed: Z/5 ;2
7
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UNCLASSIFIED//FOR O LY

I. INFORMATION ABOUT THE SYSTEM / PROJECT

1. Provide a general description of the system or project that includes: (a) name of
the system/project, including associated acronyms; (b) structure of the
system/project, including interconnections with other projects or systems; (c)
purpose of the system/project; (d) nature of the information in the system/project
and how it will be used; (e¢) who will have access to the information in the
system/project; (f) and the manner of transmission to all users.

The National Archives and Records Administration (NARA) Military Records
Center (MRC), located in St. Louis, Missouri, houses military personnel records of
individuals who formerly served in the four major branches of the Armed Forces. The St.
Louis Division (SL) therefore covers a large number of leads received each year from
FBIHQ, field offices, and CJIS seeking to verify the military service information of
several categories of individuals, such as persons of investigative interest, applicants for
federal employment, and persons seeking to purchase a firearm.

In order to more efficiently cover military service leads, several SL Investigative
Operations Analysts (I0As) Upon receiving a lead, these IOA’s query
NARA databases to identify relevant military records and to electronically request
retrieval of the corresponding service personnel folders by NARA personnel. The IOAs
review the folders after retrieval and prepare a response to the lead, typically in the form
of an EC or report, which may include copies of relevant documentsysuch as a court
martial judgment or dishonorable discharge. The response is uploaded into the
Automated Case Support System (ACS) and the original personnel folder is returned to
NARA personnel.

2. Does the system/project collect, maintain, or disseminate any information about
individuals (i.e., a human being or natural person, regardless of nationality)?

UNCLASSIFIED//FOR LY

EPIC-288
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UNCLASSIFIED//FOR NLY

NO

X YES [If yes, please continue.]

3. Please indicate if any of the following characteristics apply to the information in the
system about individuals: Bear in mind that log-on information may identify or be
linkable to an individual.

(Check all that apply.)

X The information directly identifies specific individuals.

The information is intended to be used, in conjunction with other data elements,
to indirectly identify specific individuals.

X The information can be used to distinguish or trace an individual’s identity (i.e., it
is linked or linkable to specific individuals).

If you marked any of the above, proceed to Question 4.

___ None of the above. If none of the above, describe why the information does not
identify specific individuals either directly or indirectly.

4. Does the system/project pertain only to government employees, contractors, or
consultants?

X NO YES

5. Is information about United States citizens or lawfully admitted permanent resident
aliens retrieved from the system/project by name or other personal identifier?

NO. [If no, skip to question 7.]
X _YES [If yes, proceed to the next question.]

6. Does the system/project collect any information directly from the person who is the
subject of the information?

X NO [If no, proceed to question 7.]

YES

a. Does the system/project support criminal, CT, or FCI investigations or
assessments?

NO

UNCLASSIFIED//FOR O ONLY
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UNCLASSIFIED//FO ONLY

YES [If yes, proceed to question 7.]

b. Are subjects of information from whom the information is directly collected
provided a written Privacy Act (e)(3) statement (either on the collection form or via a
separate notice)?

NO [The program will need to work with PCLU to develop/implement
the necessary form(s).]

YES Identify any forms, paper or electronic, used to request such
information from the information subject:

7. Are Social Security Numbers (SSNs) collected, maintained or disseminated from the
system/project? Full SSNs should only be used as identifiers in limited instances.

NO X YES Ifyes, check all that apply:

X SSNis are necessary to establish/confirm the identity of subjects, victims,
witnesses or sources in this law enforcement or intelligence activity.

SSNs are necessary to identify FBI personnel in this internal administrative
system.

SSNs are important for other reasons. Describe:

The system/project provides special protection to SSNs (e.g., SSNs are
encrypted, hidden from all users via a look-up table, or only available to certain
users). Describe:

It is not feasible for the system/project to provide special protection to
SSNs. Explain:

8. Is the system operated by a contractor
X No.

Yes. Information systems operated by contractors for the FBI may be
considered Privacy Act systems of records. The Federal Acquisition Regulation
contains standard contract clauses that must be included in the event the system
collects, maintains or disseminates PII and additional requirements may be
imposed as a matter of Department of Justice policy. Consultations with the
Office of the General Counsel may be required if a contractor is operating the
system for the FBI.

9. Has the system undergone Certification & Accreditation (C&A) by the FBI
Security Division (SecD)?

UNCLASSIFIED//FOR LY
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NO If no, indicate reason; if C&A is pending, provide anticipated
completion date:

b7E
____YES If yes, please indicate the following, if known:
Provide date of last C&A certification/re-certification:
Confidentiality: Low__Moderate _ High _ Undefined
Integrity: __Low __Moderate _ High _ Undefined
Availability: = Low __Moderate _ High _ Undefined
_____Not applicable — this system is only paper-based.
10.  Does the system conduct data mining as defined in Section 804 of the
Implementing Recommendations of the 9/11 Commission Act of 2007, P.L. 110-
53 (codified at 42 USC 2000ee-3)?
X NO
YES Ifyes, please describe the data mining function:
11. Is this a national security system (as determined by the SecD)?
_X NO  YES
12. Status of System/ Project:
_____ This is a new system/ project in development. [If you checked this block,
STOP. The PTA is now complete and after division approval(s) should be
submitted to FBI OGC/PCLU for final FBI approval and determination if
PIA and/or other actions are required.]
II. EXISTING SYSTEMS / PROJECTS
1. When was the system/project developed? b7E

2. Has the system/project undergone any significant changes since April 17, 20037

UNCLASSIFIED//FOR O ONLY
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X _NO [If no, proceed to next question (II.3).]
YES If yes, indicate which of the following changes were involved (mark all
changes that apply, and provide brief explanation for each marked change):
A conversion from paper-based records to an electronic system.

A change from information in a format that is anonymous or non-
identifiable to a format that is identifiable to particular individuals.

A new use of an IT system/project, including application of a new
technology, that changes how information in identifiable form is managed.
(For example, a change that would create a more open environment and/or
avenue for exposure of data that previously did not exist.)

A change that results in information in identifiable form being
merged, centralized, or matched with other databases.

A new method of authenticating the use of and access to
information in identifiable form by members of the public.

A systematic incorporation of databases of information in
identifiable form purchased or obtained from commercial or public sources.

A new interagency use or shared agency function that results in
new uses or exchanges of information in identifiable form.

A change that results in a new use or disclosure of information in
identifiable form.

A change that results in new items of information in identifiable
form being added into the system/project.

Changes do not involve a change in the type of records maintained,
the individuals on whom records are maintained, or the use or
dissemination of information from the system/project.

Other [Provide brief explanation]:

3. Does a PIA for this system/project already exist?

X NO YES

If yes:

UNCLASSIFIED//FOR O NLY
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a. Provide date/title of the PIA:

b. Has the system/project undergone any significant changes since the PIA?

NO YES

[The PTA is now complete and after division approval(s) should be submitted to
FBI OGC/PCLU for final FBI approval and determination if PIA and/or other
actions are required.]
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FBI PRIVACY THRESHOLD ANALYS!

NAME OF SYSTEM / PROIJNECT: | |

BIKR FBI Unique Asset B Pending

{OGOPULE (Rev. 084

S (PTA)

SYSTEMPROJECT POC
Numey |
Program Cffice, TSOTY
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Namw!
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Room Numben T8O
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Progrm Manager  {or other approgsiate

Frograms Pivision
TSCHT

Kignatn
Prate signed:
- Name:
Title:

Sigtature:
Pate signed
Nasm:
Fitle:

- FRIMO Davision:
SO T

Signature:

TRy

Name] |

Title: T Branch Chiet
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i Name:| |
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L INFORMATION ABOUT THE SYSTEM / PROJECT

{. Provide a general deseription of the system or project that includes: {8) name of
thexystem/project, including associated acrenymy; (b) structure of the
system/project, including interconnections with sther projects or systems: {¢}
purpese of the system/project; (d) mature of the information in the systemiproject
and how il be wsed; (o) who will have acvess to the information in the
sestemyproject; () and the manner of transmission fo sl gaars

tests new featares andéor modifications fo existing] [hefore
*‘*ﬂpif:z‘r‘en'f'ation The purpose of the| [is to impdement a testing
process for detenmining whether re qmwmmix for systems o components ars mm;*si el

Y3
and correct, the software developmeoent phass fullills ‘ii o reguirements or comhitions
fnposed by the previows phase, and to insurs that the Ginal systems or c&mrs;mzmms
comply with specified reguivements. The goat of the festing process i3 o detest any
softwars developrent defects so that they may be correeted prior to full fmplementation.

P

=

| Ipm vides tessers the abillty o ron stroctured and ad hoe test
seenarios for new functions on existing| Hoes not contain
personally identifiable information. To ran fet:i's,l Juses data specifically

1

NG

devetoped by the production tesn. The data is oreated threugh a ce“‘-m;ﬂ.a“ {m\ eas af

skewing data t‘*z'nn'a:bn another IT exnvironment o oreals anonymized test data that
does not velatedn or nk o tndividuals i any way.

Testing dlagnostios are stored in the] for new fanetions and
regression testing {see below for ades 'ripi"im of types of testing

weh-hased test management sotbvare that offers quality assuranes for :"s‘z:;'m_rmﬂem
manggemend, ledd management, and business provess iextinw for I'T and appheation

environments. Application {ssues detected in testing are reported back to the developes

S

asl_ | Avtual test data 35 ot stored in thel | The
development staff is responsible for diagnosing, prioritizing, and covrscting defects and

subntitting updated code to |
for ve-verifioation,

| [t ows testirs to run vardous forms of testing as follows:

\

New Functionality Test: Al now fanctions are vertfied nanmadty,. Manual verification
incorporates & human tester © ran and verify the results, and regoives a presproduction 1T
syatera to host the appioation being tested in 8 controlled non-development environment.
The test sconarios are based on functional decumentation and supporting user o aystent

requirementy defined by the business oljective. During thiv test phass, tosters take o
Erax

avcount what the syatem s reguired to do, and how the sy siun have i;-w'xn i ‘i}?}ﬁ‘ii &
meed the requirement. n other words, the tost mimics funciiens that the s

to perforn once operaticaad.
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testing of new fanctionality and
data t..,))..}_JUiE&.

Regrossion tosts will bo povered as part of end-to-end
Rargeted regression tests of high impact arzas such as

&

Benchmark Test: Renchmark tosts are nu to sosare provious release wser-focusal
benchnuarks are nut or \ctdui by the cureent "{”}‘t\k;»,l |uS se-focused
henchmauks are verifiod manuvalby and repesied for cach wlense of |

Croxs Ageney Integration Test: Cross agiey tests are nin to ensurg i‘it‘-x{:l
transactionad mports, exports, and recontilialion processes are ol npacted by the new
release and remain operatinal per design. The benchmark for this level of testing 18 in

ensure that user functions,such as log-ins, saves, or searches, perfonm the same o bat
thian the peevious release. corrently mabiaing fext connections with]
These agencles recotve tost data from the
[ As previnosTy stafed, test data is ouly used for testing puposes.
The testing process beging whe [recetves an official build of the software onee It
has passed Jas dhefined

by the profect schedule,

Avross ti-ui:|'§.s::~:r phase (which may inctode several builds), the following
processes soour i this orden:
1. High prionty tests sre rony these verify the exports and functionality added o

chanped for the build and, if considered successiul, then

2. Medinm priovity are runyg these verify continaity of unchanged funetionality and
earchmark user-facing fawtions :;zmiy i constdered successtol, then

3. Low priovity tosts are vong these ‘in-\':iurie free form, end 1 end testsag a final
cheek that all documented capabilities finction and ave ready for production.

|L¢\m\ work with the development team to disgnose and roselve identitied 1 R

thironghout m»:ﬁag] |§‘ﬁ<i‘ roguest & new by nid W hm & gor
faxoe i detected ar when a laree number of moderate sues bave heen fived and are
Wwariine fo hs )\'d“\-l‘d I

[ Treceives test data fron or funcUonality testing to ensure that new
softeare implementation functions within] pequitements, | |
rogquires users 1o mpm different login and asswWOrd ore dentials from those used for

o e e ost data, Thig allow sI:ho mEnage usy
FoThtates user achivity auditing to identify inappropriste or unanthorized

ROLERE 1
accounts and |
Prior to the tosting of suy pew function, a Privavy Threshold &2 \dmmi’u‘x of the
system is performed consistent with FRI poliey to ensure that the newly antivipated
fupetions of the system meet the appropriate it:;\:i wid policy requirements.
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. Does the systemroject collect, matntain, or disseminaie any information about
mjz\- wduals (e, o human being or natural persen, regardless of nativnadiny)?

X NG [ eo, STOP, The PTA fs now complete snd affer division approval(s)

shoald bosubmitted to FBLOGC/PCLU for final FBY approval, Unless vou are
atherwise advised, ne PLA s required.]

YES [ yvey, please continue]

. Please indicats H any of the follewing characternistios apply o the informasion inthe
,.} dem abont individuals: Bear inwind that logeon information ma W identify or be
linkable to an individual,

{Cheok all that applv)

The information direetly identifies spocifie individuals.

The miformation is ttended © beonsed, i conjunction with other data glements,
io indirectly identity specific individuals.

The information can b e uewd to dHatingudsh ov race wn individeal s identity e, 18

is hnked or Hukable to specific individuals),
Iyvou marked any of the above, proeced to Question 4.

\\\\\\\\\\ Nome of the above, I nony of the above, desoribe why the information does not
whentify spectlie individuals either divectly ov indirectly, {H you checked this Hem,
STOP heve after providing the reguested duseription.]

4. Does the systemfproject pertain only 1o goversment emplovees, contractors, or
consulianis?

NO O YES

3. Iswformation abont i&‘uwu States citivens or leedully admitted pez‘n‘;amrt‘i’ restdent
alions refeioved from the systemiroject by name or other persenal ideatifier

WO [ no, ship to goestion 7.

YES [Hyes, proceed to the next question

& qu:s ih‘ systemdproject colloct any nformation directly from the porson whe is the
subject of the anformation?
UNCLASSIFIRD 4 FOR OF
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NO Y no, proceed to guestion 7.

YES

vetumpredect support oriminsl, OF, or FOT tnvestigations ov

CYES [ ves, proceed to guestion 7.]

;‘;1‘0‘“1‘? d o wriiten Pr va«;}c .s?xg.t (_3}{_3} S'iz-i‘l‘i;-fnt‘:.iﬁ *\iﬁ;&ﬁ‘it-i on tha mrxiieaﬁun formorviaa
separate motioe)?

N The progevam will need to work with PCLLU e developAmplement
) prag pramp
the necessary formis) |

YES Identify any forms, paper or electronie, psed fo request such
faformation from the information subject:

5 X

.4 cutle tui maintained or disseminated from the
aysior

he wsed as dentifiers in Hmited instances.

SSNE sz necessury o establishivonfirm the identity of subjrets, victims,
withesses of sourcey in this lag

wy pndrcement or intelligence sotivity,

RSNy are pecessary 1o ddemify FBI persounsd tn this intemad advinistrative

S8Ns are impovtant for other reasons, Deserihas

~~~~~~~~~~~~~~~ The systemiproiect provides special protection to S8Ns (e,
SENy gre encrypted, hidden from all wsers vin a look-up table, or only
av,ul\tbi s o certadn userst,  Deseribe!

T ts ot feanible for the systenypraject o proviste speaial protection
. Explain:

8. o the system operated by & contractor”

UNCLASSIFIED 7 FOR OFFICES
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‘ stems operated by contractors for the FBImay be
considered Frivacy Aot systerns of records. The Federal Acquisition Regulation
confaing S‘tm'admd Li(}i}‘-l.i‘ilci' clauses that must be incloded 1 the ovent the systern
collests, maintaing or dissemingies PI and additional requitements may be
imposed as 2 natter of Department of Justice policy, Consultations with the
e of the Gwoeral Counsel may be required i a contractor iy operating th
syateny for the FBL

Yes 'itﬂ*nm'zsv%&n 3

PV

& Fas the syston undergone Certification & Accreditation (CRA} by the FRI
Regurity Diviston {8ecl2)?

NO I one, indieate reason; {HC&A s pending, provide anticipaied
ompletion date

YES I ves, please indicate the following, f Knoewn:

Frovide date of st C& A ceriification/re-ceriifivation:
November 3, 2018

Confidentiality: BasieModerate _High _ Undefined

Integrity: __Basic_ Moderate __High  Undefined
Avatlability: Basic  Moderate | High | Undefined

Mot applicable ~ thiz systen is only paper-based.

10, Is this svstenyproiect the subjeot of ey OMB-300 Inulget subngssion?
X £ '} L

CYES  Hoves, please provide the date and name oy
tithe of the OME submission:

11, Does the svsiem eonduet data mining ag defined 1o Section 804 of the
Iuplomenting Recommendations of the 941 Commission Actof 2007, P.L G-
§3 {vodified ap 43 URC 2000
Dt

4 }{}

I ves, please deseribe the data mining hunction:

12 ixthis a national seonrity system (s determined by the SeeD)?

Firakd

b X

UNCLASSIFIED ¥ FOR OF
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13, Status of Systemyd Projests

................ Thiv ix ¢ now systeny? project in development. {1 vou chueked thas black,
STOPR. The PTA I now complete and after division approvid(s) should be
submitted o FBL QGUPULU for final B approval and determinstion i
PIA andfor other actions are reguived. |

L EXISTING SYSTEMS / PROJECTS

‘t

1o When was the systenvproject developed? Septomber 2004

2. Hags the systemdproject wdergome any significant changes singe Apait 17, 20037

X NGO [ oo, procead fo next guestion (1133

YES I veg, indicate swhich of the following changes were involbved {mark all

X

changey that apply, and provide brief explanation for each muarked change)

A conversion from paper-based records to an alestronie systent
““““““““““““ A chan }.:..L from information o a format that 15 QONRUous or Botx
wentifiabde to a ot that is identifiabde to particular individuals.

o Aonew gse of au 1T systemdproject, inchuding application of a new
tmmmimw that changes how mformation in identifishle form is man sagesd.
wple, o change that wonld create @ more open environment andfor
or exposure of data that previousty did not exist)

{For ex
avenue

A vhange that resulis in information tn identifiable form being
red, ccnimhz:ed, or matched with other duabases.

~~~~~~~~~~~~~~~~ A new method of anthenticating the wse of and accesa o
information in identiflable form by members of the public.

- shared agency function that resuliy in
new uses or exchanges of wformution in dentifiable fun

A newW INIEragency use ¢

UNCLASSIFIED # FOL
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A change that resalts In new items off information in idemifisble
form heing added ino the systemiproject.

Changes do not vvolve a ehange in the type of records maintained,

im mdz\}\ vade oncwhom records are mataained, or the sseor
dissensination of information from the systenypruiect,

{iher {Provide brief explanation]:

3. Dues a A for this systemvproject already exist?
X DO YES

I yes
& Provide dateftitieal the PR

. Has the systemiproject andergone any signifieant changes sines the PIAY

pan

\\\\\\\\\\ NG YES

PThe PTA is now complete and after division approval(s) shanld be submitted to
FREOGUPULU for final FBI approval and determination if PLA and/or other
actions are reguived.]
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