U.S. Department of Justice

Federal Bureau of Investigation

Washington, D.C. 20535

February 7, 2013

MR. ALAN BUTLER

ELECTRONIC PRIVACY INFORMATION CENTER
SUITE 200

1718 CONNECTICUT AVENUE, NW
"WASHINGTON, DC 20009

Subject: STINGRAY/CELL SITE SIMULATCOR DEVICES
FOIPA No. 1182490- 000

Dear Mr. Butler:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts
(FOIPA), Title 5, United States Code, Sections §52/552a. Deletions have been made to protect information which is
exempt from disclosure, with the appropriate exemptions noted on the page next to the excision. In addition, a
deleted page information sheet was inserted in the file to indicate where pages were withheld entirely. The
exemptions used to withhold information are marked below and explained on the enclosed Explanation of
Exemptions:

Section 552 Section 552a
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611 page(s) were reviewed and 231 page(s) are being released.

I Documeht(s) were located which criginated with, or contained information concerning other Government
agency(ies) [OGA]. This information has been: :

L referred to the OGA for review and direct response to you.

I” referred to the OGA for consultation. The FBI will correspond with you regarding this information
when the consultation is finished. '



In accordance with standard FBI practice and pursuant'to FOIA exemption (b)(7H{E) [5 U.S.C. § 552
{b)THE)], this response neither confirms nor denies the existence of your subject's name on any watch lists.

For your information, Congress excluded three discrete categories of law enforcement and national
security records from the requirements of the FOIA. See 5 U.S. C. § 552(c) (2006 & Supp. IV (2010). This
response is limited to those records that are subject to the requirements of the FOIA.  This is a standard
notification that is given to all our requesters and should not be taken as an indication that excluded records
do, or do not, exist.

W

E‘:’ou have the right to appeal any denials in this release. Appeals should be directed in writing to the Director, Office
of Information Palicy (OIF}, U.S. Department of Justice,1425 New York Ave,, NW, Suite 11050, Washington, D.C.
20530-0001, or you may submit an appeal through OIP’s eFOIA portal at hitp:/iwww.justice.dov/oip/efoia-portal. html.
Your appeal must be received by OIP within sixty (60) days from the date of this letter in order to be considered timely.
The envelope and the letter should be clearly marked “Freedom of Information Appeal.” Please cite the FOIPA
Request Number assigned to your réquest so that it may be easily identified. .

I~ The enclosed material is from the main investigative file(s) in which the subject(s) of your request was the focus of
the investigation. Our search located additional references, in files relating to other individuals, or matters, which may
or may not be about your subject(s). Qur experience has shown when ident, references usually contain information
similar to the information processed in the main file(s). Because of our significant backlog, we have given priority to
processing only the main investigative file(s). If you want the references, you must submit a separate request for them
in writing, and they will be reviewed at a later date, as time and resources permit.

4 See additional information which follows.

Sincerely,

Dl

David M. Hardy

Section Chief

Record/Information Dissemination Section
Records Management Division

For your information, sealed court records are not eligible for release under the Freedom of Information Act 7

(FOIA). Some of the material responsive to your request has been withheld pursuant to a sealing order in the United
States District Court, Southern District of Alabama.

This represents the fifth interim release of information responsive to your Freedom of Information Act (FOIA) request.

Enclosure(s)
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EXPLANATION OF EXEMPTIONS

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552

(A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign policy

and (B) are in fact properly classified to such Executive order;

related solely to the internal personnel niles and practices of an agency;

specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute(A) requires that the matters
be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding or refers to
particular types of matters to be withheld;

trade secrets and commercial or financial information obtained from a person and privileged or confidential;

inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with the

. agency;

personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy;

records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records or
information ( A )-could be reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a fair
trial or an impartial adjudication, ( C )} could be reasonably expected to constitute an unwarranted invasion of personal privacy, { D) could
reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any private
institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law
enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence
investigation, information furnished by a confidéntial source, ( E } would disclose techniques and procedures for law enforcement
investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could

~ reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any

individual;

contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for the
regulation or supervision of financial institutions; or

geological and geophysical information and data, including maps, concerning wells,
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a
.information compiled in reasonable anticipation of a civil action proceeding;

material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime or
apprehend criminals;

information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign policy,
for example, information involving intelligence sources or methods;

‘investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or privilege

under Federal programs, or which would identify a source who furnished information pursuant to a protise that his/her identity would be held
in confidence;

material maintained in connection with providing protective services to the President of the United States or any other individual pursuant to
the authority of Title 18, United States Code, Section 3036; ‘

required by statute to be maintained and used solely as statistical records;
investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian employment
or for access to classified information, the disclosure of which would reveal the identity of the person who furnished information pursuant toa

promise that histher identity would be held in confidence;

testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service he
release of which would compromise the testing or examination process;

material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the person
who furnished the material pursuant to a promise that his/her identity would be held in confidence.

FBI/DCI



16 August 2010
ALL INFORMATION CONTAINED

eau of Investigation.
e mmemaem
Washington DC 20535
Attention: Confracting Officer L
Subject: Proposal Dated 16 August 2010 . 111;76c
Reference: g% Eka_nrest for Proposal (RFP) dated 25 January 2010 : * BbTE

Enclosure: 1) Proposal (Volume 1- Technical and Volume 2 — Cost)

Deaf ]
Qis happy to provide i onse to the Sponsors referenced (a) RFP for effort to be added

er the referenced (b ntract. Our specific assumptions used in preparing this proposal
are included in both the Technical and Cost volumes. :

The Consolidated Materials List (CML) for this effort currently is not finalized (non-auditable).
Qur staff is working to generate an fully auditable CML which we will provide during

pegotiations,

As requested this proposal shall remain valid for a period of sixty (60) days Irescrvcs the
right to revise, update, or extend the validity of this proposal should the proposed rates change b3

prior to negotiations. Be
kB7C

rShDuldlﬂu_:ﬁau.itLﬁmhﬂ_infﬂmation please do not hesitate to contact the undersigned aD b7E
Very truly yburs, ' .
Manager, Contracts
Ce;

/ CELL/OTD 005613




AL}, TRFORNATION CONTATRED
HEREIN IS UNCLASSIFIED

j DATE 10-03-2012 BY 65179 DMB/STP

Dec:s:on Based on Techmcal
Cost & Time Crltena

BIE

" LELLATD G652




Décision Criteria: . Technical, Cost, Time

N

CELLATD 05653

b3
b5
BTE




Decision Criteria: Technical, Cost, Time

" Technical

.

| |

| ]
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(FLL/OTD 005654




Decision Criteria: Technical, Cost, Time

Cost . | . - i
. ..
Time

- b3
b5
. b7E

e CELE/OTD 005655




ALL INFORMATION CONTAINED
HEREIN IS UNCLA3SIFIED

. ]___] , . DATE 09-19-2012 BY 65179 dmh/stp

| Decisibn Based on Technical, -
Cost & Time Criteria

CELLAT 803857




II\/IPROVEMENTS/INNOVATIONS
TO PROCESS

CELLATD 005658




CELLATR 03650

b3 |
b5
BTE

" BIE




16 August 2010 _
ALL INFOREATION CUNTAINED

535 P A N ety I
Washington DC 20535 ' _ |
Attention: ' Contracting Officer
Subject: Proposal Dated 16 August 2010
Reference: Reauest for Proposal (RFP) dated 25 January 2010 °

Enclosure: - 1) Proposal (Volume I- Technical and Volume 2 — Cost)

D .
happy to proxide i ponse to the Sponsors referenced (a) RFP for effort to be added
the reference: ontract. Qur specific assumptions used in preparing this proposal

are included in both al and Cost volumes.

The Consolidated Materials List (CML) for this effort currently is not finalized (non-auditable).
Our staff is working to generate an fully auditable CML which we will provide during

negotiations.
As requested this proposal shall remain valid for a period of sixty (60) daysl peserves the
right to revise, update, or extend the validity of this proposal should the proposed rates change
prior to negotiations.

_Shonld von reanire fiurther information please do not hesitate to contact the undersigned a‘

Very truly yours,

Manager, Contracts’

o

CELL/OTD 005662

_ bIE
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be
b7cC
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09 September 2010 i In Reply Please Refer to]

935 Pennsylvania Ave. N.W. ALL INFORMATION CONTAINED

JEH Bldg Room 6853 HEREIN IS UNCLASSIFIED

! DATE 09~19-2012 BY 65179 DMH/stp

Washington, D.C. 20535

Attention: JConti-acting Officer

Subject: Proposal Information:

(a) Updated Proposal -I I b3 .

(b) Fact-finding Responses - ‘ b6
b7C
Reference:  (a] b7E
(b
(c) Government Questions and Requests for Clarification, dated 24 August 2010
(d) Proposal discussions and fact-finding meeting held 31 August 2010 -2
September 2010. .
peal ]
_ through its
fs submitting the atiached responses to the Government’s referenced c, fact-
Tinding questions which includes information on software dependencies. Attached also is an
updated proposal fo hich incorporates the changes and re-phasing of tasks requested
by the Customer pe: ¢} and (d).
uire i ion or wish to negotiate please contact the undersigned at.
b3
Very truly yours, b6
b7c
b7E
— NVIERager, conaacess
Ce;
Enclosures:
b7E

{ELL/OTD 005791




Page 1 of 2

ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 09-1%-2012 BY 65179 DHH/stp

Subject: FW: questions?

Date: 19:30:51 -0400
From

To
cC
. e
does this help? BIC
From| l
- Se pgust 16, 2007 8:59 AM
T
S TRE: ions?
b3
From: bé
Senl: 16, 2007 8:38 AM ] Bic
To b7E
Su questions
The agent who was here yesterday had some questions. I think I know some of the answers to
below but I want to be sure so I thought I'd get your input to be sure., Thanks
Few questions.
2.
b3
bE
3. . b7C
b7E

https://www.324mail.com/owa/?ae=Item&a=Preview&t=IPM.N... 5/17/2012

CELL/OTD 063693




Page2 of 2

https://www.324mail.com/owa/?ae=Item&a=Preview&t=IPM.N... 5/17/2012

CELL/OTD 005896

be
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Page 1 of 2

Subject: RE: FW: questions? ALl INFORMATION CONTAIRED
Date: Fri; 17 Aug 2007 10:04:08 -0400 HEREIN IS UNCLASSIFIED
" Frol : DATE 09-19-2012 BY 65179 DMH/stp
Toy | .
| think sefting up a fraining class would be great, the uple othg ) oup that need a training class b3
also. It wouldn't be hard to get a full class to go oveﬂnd new b6
- b7C
b7E

From
Sent: Friday, August 17, 2007 9:06 AM

zzBiﬁFW‘FW_EE‘
Su : FW. questions? ig

H ] . 78

I've been askin i i i questions. | is helps. It looks like to mé that you guys could use
a good fraining class for coull bout a2 quote if that would help. Don't hesitate to
call or e-mail with questions. Were here o NElR. 1hank

From

Se G 6, 2007 3:37 PM

To

Subject: RE: FW: questions?

It does generally, however let's follow—up a bit shall we. b3
bo

Question 1. I'm good . b7C

BTE
1

Question 2. |_

hitps://www.324mail.com/owa/?ae=Item&a=Preview&t=IPM.N... . 5/17/2012

{ELL/01D e




Page 2 of 2

&
L il
_Ouestion 3 l I
b3
bhé
b7C
L} )4 P bR

From

Sent: st 16, 2007 2:35 PM
To
Su : FW: questions?

https://www.324mail.com/owa/?ae=Item&a=Preview&{=IPM.N... 5/17/2012

{ELLATD 005898




FEDERAL BUREAU OF INVESTIGATION
FOIPA
DELETED PAGE INFORMATION SHEET

Serial Description ~ Unrecorded Serial

Total Deleted Page(s) ~ 36
Page8~ b5 -
Page 9~ b5
Page 10 ~ b5
Page 11 ~ b5
Page 12 ~ b6, b7E
Page 13 ~ b5, b7E
Page 14 ~ b5, b7E
Page 29 ~ Duplicate
Page 30 ~ Duplicate
Page 31 ~ Duplicate
Page 32 ~ Duplicate
Page 33 ~ Duplicate
Page 34 ~ Duplicate
Page 35 ~ Duplicate
Page 39 ~ Duplicate
Page 41 ~ Duplicate
Page 42 ~ Duplicate
Page 43 ~ Duplicate
Page 44 ~ Duplicate
Page 45 ~ Duplicate
Page 46 ~ Duplicate
Page 47 ~ Duplicate
Page 48 ~ Duplicate
Page 49 ~ Duplicate
Page 50 ~ Duplicate
Page 51 ~ Duplicate
Page 52 ~ Duplicate
Page 81~ b5
Page 91 ~ b7E
Page 98 ~ b5, b7E
Page 100 ~ b7E
Page 109 ~ b5, b7E
. Page 112 ~ b4, b5, b7E
Page 113 ~ b5, h7E
Page 115 ~ b5, b7E
Page 116 ~ b5, b7E
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Physical Surveillance
Course -
Legal Training

Science and Technology Law Unit
Office of General Counsel
Federal Bureau of Investigation

b7E

b6
b7¢C




L

TOPICS

General Discussion/Guidance

Title i
Law of Consent |

Loan of ELSUR Equipment

B7E




General Operational Guidellines

» Law Enforcement Sensitive collection
. devices, systems, and techniques are not
- to be disclosed. Only the product of the

~ technical operation is disclosed.




Law enforcement sensitive

» FOUO (For Official Use Only) — a caveat
applied to sensitive but unclassified information
that may be exempt from release under FOIA
LES (Law Enforcement Sensitive) is another of 9
potential exemptions under FOIA to protect law.
enforcement sources and methods, evidence,
reports, tools and techniques, etc.

*FOUQ/LES is unclassified information




Law Enforcement Sensitive

Law Enforcement Sensitive (LES)

collection devices, systems, techniques,

~ and related information are not to be

disclosed. Only the product of the

- technical operation is disclosed.

Examples equipment is LES; CART
SOPs are LES.




Law Enforcement Sensitive -’

« Law Enforcement Sensitive (LES)

equipment enjoys “qualified privilege”
+ State/local vs. Federal prosecutions
~» Testimony — how to ...




T-l

e Title lll & Electronlc Communlcatlons
Protection Act

— Title 1ll, 18 USC sec. 2510, Omnlbus Crime
Control and Safe Streets Act Commonly
referred to as the Wire Tap Act

— As amended by the ECPA, Title Il prohibits
the interception of wire and oral
communications, and electronic
communications.

— Provides for criminal penalties and civil
damages against anyone who “intentionally
intercepts, endeavors to intercept” any covered
communication.




Title Il Order

« Law enforcement exception - the government may

~apply for a court order authorizing an interception.
18 U.8.C. §2516(1) - |

* Application must specify the offense being
investigated, the nature and location of the faCI|ltleS
where the communications are to be intercepted,
and a particular description of the communications
sought to be intercepted. 18 U.S.C. § 2518(1)

« Standard: Probable cause o believe that a

- particular offense is being committed and that
targeting the specified fac:hty will yield
communications concernlng the offense.18 U.S.C. §
2518(3)




itle 11l Order (cont.) '

Good for up to thirty (30) days. Extensions
allowed, but same PC standard applies to
extension. 18 U.S.C. § 2518(5)

Required to “minimize” the lnterceptlon
unrelated to criminal activity. 18 U.S.C. §
2518(5) -

Requires a finding that normal investigative

procedures are unlikely to be successful or are
too dangerous. 18 U.S.C. § 2518(3)(c)

Requires notice to the target within 90 days. 18
U.S.C. § 2518(8)(d); Delayed notice may be
authorized by court.




| 'Pen Register/
Trap and Trace

e Court ordered survelllance

Government must certn‘y that lnformatlon
likely to be obtained by use of device “is

relevant to an ongoing criminal
investigation.” 18 U.S.C. § 3122(b)(2)




What is the Pen/Trap "addressing
) mformatlon”’?

Dialing, Routlng, Addressmg, Slgnallng
Information

Transmitted by Instrument or Facility from which
? Co)mmunlcatlon is Transmitted (outgoing call)
pen

Identifies Originating Number or Other D/R/A/S
or is Reasonably Likely to |dentify the Source
(incoming call) (trap) |

Utilized in Processing or Transmission of
Communications

Is not “Contents of any...COmmunications”




Limitation:

* Thou shaII NOT collect the Contents of
any communication

—18 USC sec. 3121 (c) — “use technology

reasonably available fo restrict . . . so as

not to include the contents of any wire or
electronic communications”

— 18 USC sec. 3127 penltrap definition:
“shall not include the contents ofany
communication”




Law of Consent
Versus Court Order/Search Warrant




Loan of ELSUR Equipment

- AG Order 2954-2008
- DIOG Ch. 12 — Assistance to Other

Agencies |
-+« OTD Policy -




CONTACT INFO

Assistant General Counsel
Office of the General Counsel
Science and Technology Law Unit

@ic.fbi.gov




Physical Surveillance
~ Course -
Legal Training

Science and Technology Law Unit
~ Office of General Counsel
Federal Bureau of Investigation

b6
b7C




 TOPICS

General Discussion/Guidance

Title 11l
Law of.COhsent

‘Loan of ELSUR Equipment




General Operational Guidelines

* Law Enforcement Sensitive collection
- devices, systems, and techniques are not
to be disclosed. Only the product of the
- technical operation is disclosed.




Law enforcement sensitive

« FOUO (For Official Use Only) — a caveat
‘applied to sensitive but unclassified information
that may be exempt from release under FOIA
*LES (Law Enforcement Sensitive) is another of 9
potential exemptions under FOIA to protect law
enforcement sources and methods, evidence,
reports, tools and techniques, efc.

‘FOUO/LES Is unclassified mfo_rmatlon




~ Law of Consent




Loan of ELSUR Equipment

» AG Order 2954-2008

« DIOG Ch. 12 — Assistance to Other
Agencies

* OTD Policy -




CONTACT INFO

Assistant General Counsel |
| Office of the General Counsel
o Science and Technologx’ Law Unit

|@ic.fi.gov




TOPICS

General Discussion/Guidance

Title lil
Law of Consent

Loan of ELSUR Equibment

bL7E







Leal Authdrity for use o B
Support of Federal, State, and Local
Requests for Assistance

m 18 USC § 3121 - § 3125

- mAG Order 2954-2008
= DIOG 11.11

"

-1}

o fhanes
-
o]




Legal Authorlty for use of Pen Reglster
Trap and Trace |

= Besides 18 USC § 3121 — 3125 (... relevant to
an ongoing criminal investigation . ) ‘

m 18 USC § 3121 states, “... no person may y
install or use a PRT&T deVICe without first o
obtaining a court order ..

s The FBI may not use without an order.




Legal Authority to Deploy

b5
k78




Legal Authority to Deploj

= When is a Rule 41 Search Warrant necessary?
(Probable cause standard)

b5
b7E




FBI Technical Assistance to US Federal
State and Local law enforcement
Agencies

m |t must be lawful. (4.a)
u Approprlate and consistent with the law. (4. b)

n Appropnate use of personnel and ﬂnanclal
resources. (4.c) -

m Not jeopardize any ongoing sensmve or
classified investigation. (4.d)

RN
-_ .w:__‘{-.,'%
il B

B5
b7E




Request by Executive Level Official in

- writing (letterhead, email, fax, etc). (5.a)

L




that: (5.c)
m Technical Assistance will be used
rliv\rfully.(S.cA) |

The Requestmg Agency shall certlfy'




~ Supporting thé' Request shall e
written certification of an appropriate
attorney for the prosecutorial office.(5.d)

- m Itis lawful and authorized under the relevant law
of the applicable le'lSdlCtlon for the Requesting
Agency:
» To make use of the FBI Technlcal ASSIstance'
- requested and(5.d.1)

» For the FBI to provide the Technical
Assistance requested, including the FBI

personnel involved.(5.d.2)




- In Emergency Situation

b5
b7E




b5
B7E




e U
e ey

Procedures for field office _agproVal

for technical assistance (6)

a The CDC shall review the request, the
certification(s) and supporting court order and

other legal process.(6.1.a) -
=

b5
b7E




_Coﬁﬂnued

> Is Authorized under the AG Order No 2954-2008.
(6.1.c.1)

- » Can be implementéd as specified within the order or
other legal process. (6.1.c.2) |

> Is lawful, reasonable and appropriate. (6.1..3)
> Complies with FBI policy. (6.1.c.4)

b3
b7E




e,

Approving Official




Law Enforcement Sensitive

m Law Enforcement Sensitive (LES)
collection devices, systems, techniques,
and related information are not to be
disclosed. Only the product of the
technical operation is disclosed.

" lequipment is LES.




Law Enforcement Sensitive

s FOUO (For Official Use Only) — a caveat applied
to sensitive but unclassified information that may
be exempt from release under FOIA

m LES (Law Enforcement Sensitive) is another of 9

potential exemptions under FOIA to protect law
enforcement sources and methods, evidence,
~-reports, tools and techniques, etc.

m FOUOQ/LES is unclassified information

k7B
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DOJ'S Policy on Celisite Simuiators: P

U.S.C. § 3127(3))
— BEST PRACTICES

Emergency Pen Register Authority
~ Federal v. State Orders |
— Voluntary Disclosures

Loan of ELSUR Policy
— Using State Orders
— Liability-scope of authority

Protecting Sensitive Technlques
— Use as evidence

b7E

B7E




o B A e 2 A A B B DG AR Y
Olad Definition

« "pen register”

means a device
~ which records or
decodes electronic
or other impulses
which identify the
numbers dialed or
otherwise
transmitted on the
telephone line fo
which such device
“is attached....

New Definition

= "pen register” means a device
or process which records or
decodes dialing, routing,

_ addressing, or signhaling
information transmitted by an
instrument or facility from
which a wire or electronic
communication is |
transmitted, provided,
however, that such
information shall not mclude
the contents of any
communication...




v

v “signaling information”: any non-content

information “transmitted by” a telephone instrument |

http://30.100.99.18/ogc/usabookiusabookiesis/13esis.htm

b5




R e -;'ag,: A IR L Ay A e e e

to use a Pen Register Device to obtain
“signaling information” transmitted from a
cellular telephone to:

1) ldentify a target phone or
2) Locate a phone




b5
L7E

Use PR/TT order to authorize use oil

1. authorize installation & use

2. Advise of potential

3. Not retain records beyond use to locate target phone




—~ 47 U.S.C. § 333 prohibits interference with cellular
frequencies

b3
b7E

— 18 USC 3124: requires thata pen register be
implemented with “minimum of interference” to -
those accorded service-







.. Maintaining/Purging_“' en” data?

b5
b7E




A R R AP R AR A A i AR

Therefore, pursuant to 18 U.S.C. § 3123(d), |

request that this application and order be sealed until otherwise
ordered by this court; and

N

b1
h7E

b5




- DOJ command Cente

OEO (business hours
Emergencies involving:
= Immediate danger of death or serious injury or.
immediate threat to a national security interest

bs

— MIOG, Part 2, 10-10.7.1 , fict




" Consent (18 USC 3121 (b)(3))|

Voluntary Disclosure by Provider (18 USC
2702(c)(4)) : if provider “reasonably believes that an
emergency involving immediate danger of death or
serious physical injury to any person justifies the
disclosure of: “a record or other information
Dertalnlnq to a subscrlber or customer of such
service.”

B7E
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1.is generated by the network for network
“purposes regardless of a LE order.

2.is necessary to Provision of Service & a call
cannot be processed without it.

3. exists in the network as a RECORD or Other
Information prior to its being obtained by LE.

4. NON-Content data; not substance of a
communication.

5.is delivered only at the beginning and end of
calls per CALEA J-Std




S e Y

1. CALEA prohibits collecting location information
“solely pursuant” fo a PR/TT

- 2.18 USC 2703(d) (stored communicatiom{ |




carriers to “expeditiously isolates”

— “call-identifying information”: includes cell site
information utilized in processing calls

~ for government access "before, during, or
immediately after the transmission of a [ ]
communlcatlon" (i.e., in real-tlme or near real-
time)

» CALEA J-Standard: location mformatlon is
delivered after generation of data by the carrier’s
network and use in the provision of service (e.g.,
call origination, Answer, call release)







b5

» AND Use a PR/TT order for |g'ear
1.
2 -
b5
3.. Not retain fecords - . b




- Smith v.
Maryland, 442 U.S. 435, 744 (1979)

* no legitimate expectation of pliv'acy in information knowingly conveyed to a third

party
= In re Digital Analyzer found “[n]o logical distinction between telephone numbers
called and a party’s own telephone number (or ESN number), all of which are

regularly voluntarily exposed and known to others. 885 F. Supp. at 199 (citing
Smith v. Magland,yMgL’l.S. 735, 742-45 (1979)). PP T

b5
b7E
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— will provision for up to
max. charge

n | Language:




“’:A’ \in n

disclosure based on Roviaro v. Umted

States, 353 U.S. 53 (1 957): disclosure of identity (and

testimony) of informant.

Generally technique, type of device, location of install, etc.
is pratected

» unless Defense can establish disclasure is necessary to defense,
l.e., no other/adequate means to cross-examine/test evidence; if
SO:

-+ then Balancing_ bf interests

*

see also Jayme 8. Walker "The qualified privilege to protect sensitive

investigative techniques from disclosure," LEB Vol 69 NO 5 at 26 (May 2600)

b3
LIE
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denied, 479 U.S. 854 (1 986) (concealed mlcrophone in office, defendant
sought information about location of device claiming necessary to
demonstrate that voices on tape could have been distoried by way mic was -
hidden and the distortion led to misidentification of the voice), recognized a’
qualified government privilege not to disclose sensitive investigative

. techniques.

i

= With United States v. Foster, 986 F.2d 541, 543 (D.C. Cir. 1993) ‘
(defendant sought location of observation post: officer's observation of drug
transaction was key evidence implicating defendant; surveillance not taped

or photographed, so no alternative evidence for jury to examine to determine
whether surveillance post provided clear view from which officer could make
_.,,.__;qcrte denh catlon of Qefendant) e e g




b7E

- Defendant sought nature & deta:ls of pen reglster used to
determine the geographical location of a cellular phone
— Court found the information protected by qualified investigative
techniques privilege & national security privilege
'— Balanced government’s interest in maintaining privilege with
Defendant’s need for the information
» Defendant had the Product of the Surveillance: the
cellphone used in making threatening calls was found in
defendant’s house during search of residence;

» Defendant did not need to know how the technology traced the -
- geographic location of the phone.

= |ocating the phone in the residence confirmed the accuracy of
the geographic surveillance;

— Moreover,Defendant could challenge the technology used to
establish that phone found in residence was the one that actually
made the criminal calls.




Contact Info: "

- Assistant General Counsel,

Science &Technology Law Unit,

Office of the General Counsel

-DOJ (CCIPS): www.cybercrime.gov

b7E
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DATE: 10-11-2012

CLASSIFIED BY 65179/dmh/stp/as
REASON: 1.4 (ec,gi '
DECLASSIFY ON: l0-11-2037

ALL INFORMATION CONTAINED

From: HEREIN IS UNCLASSIFIED EXCEPPS

To: WEERE SHOWN OTHERWISE

Date: Thu, May 8, 2003 3:12 PM

Subject: FYI - Info you requested - (* % % SEORRY"F * «)

* * *}gg@* * *
b3

Two unpits are available: and) " b7E
bl
b3

LELL /00 COo1528




e —

: _ | o
ig‘, = b3

If you have additional questions or need more info feel free to

holla'}

—ihanks

ok ok % M* * &

| Y
cC: ‘ , b7C

.‘;E(-:-EET.

z2P
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ALL TKFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

DATE 10-11-2012 BY 65179/dmh/stp/as

FOR OFFICIAL USE ONLY

Portable Electronic Device

Security Management Plan
. (SMP) for Legacy

. From
Investigative Technology Division

09/7/2004

Federal Bureau of Investigation
935 Pennsylvania Averue, NW bE
Room 9364 b7C
Washington, DC 20530

b7E
r P;rm:ad.Byi’
rogram Manager

—T o

[cian
l

an =

Engineering Research Facility, Building
Oantic Fireinia 27755
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| FOR OFFICIAL USE ONLY
1  INTRODUCTION |

- This document serves as the instrument for the Mobile Computing Security Program to identify

requirements and assess risk, with the objective of providing an approval-to-operate. The
information required for this assessment includes, but is not limited to, a complete scope of need,
justification, concept of operations, technical specifications, configuration management and
residual risk relative to the device being placed into service. Once completed, and if residual risk
is deemed acceptable, an official EC will be generated granting a Security Management Plan
(SMP) for those device(s) described within, in the manner set forth in the concept of operations.
Attachmients 1 and 2 are “living” documents. That is they are updated each time there is a
change in the configuration, or when new devices are fielded under this SMP. Attachment 1 is
the Configuration Management control document that lists the specific applications in use under
this SMP. Attachment 2 is a complete listing of all devices fielded under this SMP.

2 MISSION BACKGROUND

b3
b7E

3 JUSTIFICATION FOR REQUEST

SN
CELL-DTD 001542
: 2
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FOR OFFICIAL USE ONLY

1
1 -
b7E
| 1
1 1
4  CONCEPT OF OPERATIONS
1
]
L
b3
b7E .
tEliorp 001543
3

FOR OFFICIAL USE ONLY




'FOR OFFICIAL USE ONLY
5  TECHNICAL DATA |

51 |

g
52  Field Control/Storage
5.3
CELL/OTD D01 5% 4
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FOR OFFICIAL USE ONLY
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5.4

FOR OFFICIAL USE ONLY
Technical Specifications '

CELL/OTD 001545

5 .
FOR OFFICIAL USE ONLY
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FOR OFFICIAL USE ONLY

8  POINTS OF CONTACT

The ISSM has approval authority for the} land is responsible for the life cycle
system security. Significant changes in configuration or usage will be submitted to the ISSM by
the ISSO for approval.

Infom‘latiqn Systems Security Manager:

The ISSO is responsible for day-to-day oversight of the; He is responsible for
engineering, development, configuration management and ensuring that the program securi:
requirements are met. The ISSO also maintains an up-to-date inventory of all |
coptained within this OP plan and to report any:

o Loss

o Changes in configuration or usage

o Incremental/decremental changes to the baseline to the PSO and ISSM.

linformation Svstems Security Offjcer(s):
Note: In the event that an ISSM is not assigned, ISSM duties are the responsibility of the
assigned security ofﬁcer ggc
bTE

9 CONFIGURATION MANAGEMENT

Configuration management is a process that controls and manages changes (i.e., new
applications, peripherals, changes in configuration, etc.) to a device or system. By controlling
changes made to a system’s hardware, software, firmware, and/or documentation, throughout the
system/device life cycle, configuration management is a mandatory, integral part of this overall

risk management solution. The ISSM and ISSO are responsible for managing this process.

21 Incremental Changes

Incremental changes to the baseline may be vetted and approved by the ISSM. Minor changes
such as the revision number of an application do not require ISSM approval but are to be tracked
by.the ISSO in the configuration information periodically provided to the ISSM in the
configuration management document illustrated in Aitachment 1.

9.2  Security Architecture and Usage Changes

Any changes affecting the security architecture including the manner in which ther___—l
are used or the type of data stored on them may require a renegotiated Security
Management Plan (SMP).

CELL/OTD 001555
15
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FOR OFFICIAL USE ONLY
10 - RULES OF BEHAVIOR

The PEDs known as] Icovered under this SMP are granted deviations from the
standard security settings based on operational need. These deviations have corresponding
expected rules of behavior with respect to how they are used, stored, and maintained. These
include: . . | : ,

101 lgrotection

10.2 Data Proefection

‘ b3
10.3 , | ©7E

10.4

CELLZBTD o01556
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FOR OFFICIAL USE ONLY
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DATE: lD-11-2012

CLASSIFIED BY 65179/duh/stp/as
REASON: 1.4 (o)

DECLASSIFY ON: 10-11-2037

ALL IHFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT |

WHERE SHOWN OTHERWISE

* * L SHERET ™+ *

TASK ORDER CONTRACT

TASK #1

LELE

. ***M*** ) . 1

b3
b4
b7E

bl
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TASK ORDER CONTRACT
TASK #1

]

* % TRREEREY * * *

b3
2!
b7E

b1
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* % ESRERTL * * *

ITASK ORDER CONTRACT

TASK #1

The deliverables for Task #1 shall include:

*(S_
*(S

(3]

*(8)

* % FSEGRET * *
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DATE: 10-11-2012
] CLASSIFIED BY 65179/dwh/stp/as
v . REASOM: 1.4 (c,g)

DECLASSIFY ON: 10-11-2037

ALL INFORMATION CONTAINED

* %k % * %k % HEREIN IS UNCLASSIFIED EXCEPT
‘M . VHERE SHOWN OTHERWISE
STATEMENT OF WORK
1 INTRODUCTION
(8)
(5]
b1
. b3
2 OBJECTIVE
=N
{81 _ '
) - 1

S

3 TASK DESCRIPTION

(U)-After the award of the contract, the FBI will provide task assignments in writing to
the contractor. The contractor will submit, in writing, a best estimate for the technical approach,
cost, and amount of time needed to perform the task as well as a description of the task
milestones and deliverables. Written approval from the FBI Contracting Officer will be required
before the contractor will be authorized to proceed with the task order. The price quote for each
task order shall include all items to be procured by the coniractor for use in the task assignment.

4 SCOPE
'* * M* *

CELL-OTD CO1602
1




(8

. (s

. (S)

(&) : ' s

. sl b3

e (S

sy

5 REQUIREMENTS

basis:

(U) Once a contract is established, the follo'wing events will occur on a task assignment

. Task Assignment: (U) The FBI will provide a task assignment in writing to the
contractor. The contractor will submit, in writing, a best estimate for the technical
approach, cost, and amount of time needed to perform the task as well asa
description of the task milestones and deliverables. Written approval from the
FBI Contracting Officer will be required before the contractor will be authorized
to proceed with the task order. The price quote for each task order shall include
alli items to be procured by the contractor for use in the task assignment. .

. Technical Review Meetings: (U) The contractor shall conduct technical review
meeting(s) to give the FBI a technical description of the proposed effort.
Meeting(s) will also be conducted to provide the FBI with an on going status of
the task effort. Meeting schedules and locations will be determined at 2 later date,

*  Acceptance Testing: (U) Once a demonstration device is constructed for a task,
the contractor shall conduct an Acceptance Test to demonstrate compliance with
technical requirements. An FBI representative shall participate and witness the
Acceptance Test, Within thirty days of the completion of the Acceptance Test, -
the FBI shall provide written description of the device's technical deficiencies to
the contractor.

* % TERERET * *

CELL-0TD QGOi1603




# % # SIERET * *

. Product Delivery: (U) Onoe the contractor has demonstrated that the developed
product (device, system, or study) complies with the FBJ requirements, the
contractor shall deliver the product to the FBI in the quantity specified in the task

assignment.

6 Security

[

(U) The work described in this Statement of Work is considered sensitive. Release of any

information related to this work may compromise the FBI's mission and is prohibited without prior

written consent from the FBI.

ETQ 0T S04
* %




DATE: 10-12-2012
CLASSIFIED BY 6517%/dnh/stp/as
REASON: 1.4 {c,q)

DECLASSIFY ON: 10-12-2037

ALL INFORMATION CONTAINED g
From: HEREIN IS UNCLASSIFIED EXCEPTh7¢
To: WHERE SHOWN OTHERWISE
Date; Mon, Feb 2, 2004 8:24 AM . 13
Subject: b7E
(8)-.
bl
. . : b3
Plus i heard last week that one of their main guys has b7E

left the company to pursue a career in dentistry - whats up wit

that? go figure...

dont worry - as soon as the release hits we'll test/confn.rm it

and ship/email it out right away!

SESRET

CELL/OTD OGTSTH




DATE: 1l0-12-2012 ALL INFORMATION CONTAINED
. . CLASSIFIED BY 65179/duh/stp/as HEREIN IS UNCLASSIFIED EXCEPT
Al REASON: 1.4 {c,q) WIERE SHOWN OTEERWISE

DECLASSTIFY 0M: 10-12-2037

wior GEERET ***

(U) 8Security Addendum to EC dated 03/13/03, captioned,

requisition #128815 dated 03/12/03.

| and

(s)

is;x

(s)

(&) -

(S) [ l

,tsmuh

() Full and open competition of referenced procurement

r]:emmeﬂt couldl

recommendae at No advertlsaman e made.

Security OLLicer

April 24, 2003

Investigative Technology Division

Derl jae) -3
Dec v K1

e W***
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 10-12-2012 BY 65179/dnh/stp/as

From: r
Sent: . . EM_I
To: ‘

Subject: | ]

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

----Original M &
From:

Sent: Menday, July 23, 2007 4:41 PM
To: - I
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

— 1

| omit to inform you that we are shipping to your office a few items that were distributed in the Iconference. Oneof - »3

which is a thumbdrive that contained the powerpoint presentation materials which should be helpful to those who couldnt 15

attend the conference but want {0 know what covere ecalled gver the course of fime that you had reached out to b7C
. .us and asked i bL7E

5

| , [Material information
including where fo procure the part is shown in the enclosed attachment.]

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

CELL/OTD gO1753




ALL INFORMATION CONTAINED
HEREIY IS UNCLASSIFIED
DATE 10-12-2012 EY 65173/duh/stp/as

From: L : _]

" Sent: , Tuesday, July 24 2007 2:50 PM
To:
Subject:

_ SENSITIVE BUT UNCLASSIFIED
NON-RECORD

[ 1

We would like to see if you could work with your field ofﬁcel

——-Original I‘irsapn—
From: — ]

Sent: Tuesd 104 AM
To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b3
bé
b7C
bL7E

FYl] |has a VERY limited tech budget. Do | need to try to fight my office for extra money next year, or is there a

possibility of ____overing the purchase sometime in the future?

1!
From:
Sent: Mondav, Julv 23, 2007 4:50 PM
To; .

Subje

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

-—-Orliinal Messie—-—

From: |

Sent: onday, Ju: 141 PFM
To: [

Subje

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

CELL/OTD 001754




1

! omit fo inform you that we are shipping to your office a few items that were distributed in theljconference.
One of which is a thumbdrive that contained the powerpoint presentation materials which should be helpful to
those who couldn't attend the conference but want to know what was covered. ! recalled over the course of time
that you had reached out to us and asked why you were not successful

|[[Material information including where to procure the part 1s shown in the

enclosed attachment.]

<<File[___Jppt>>

b3
be
b7C
b7E

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

CELLAOTD G©GO1755




ALL INFORMATION CONTAINED
HEREIN IS5 UNCLAISIFIED

DATE 10-12-2012 BY e65179/dmh/stp/as

From: | ‘
Sent: riday, August 10, :

To: T
Ce:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

8/10-14/07 wouid be the best. Let us know if you want a hotel room on the beach, we may be able to hook you up,

‘Thanks,
[ 1
—Original |
From:
s »
Tg:\t: EM . b3
Subject: b6
_ b7cC
SENSITIVE BUT UNCLASSIFIED . ' b7E

NON-RECORD

Advise us on the available date for Sept.

From: . j
Sent: _ Tuesday, July 24, 2007 3:18 PM
To:

Subje:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Put us on the list requestinD Hopefull;l:will be prioritized for funding. | will do an

Again,| ~ ] and | would like to be present fo] August is bad until 27th. Early Sept,
much better.
Thanks, ]

1 {

" ——Original M
From:
Sentz ﬁm uly 24 c'ﬁﬁj:so PM

To:
solece L— CELL OTD 001756




SENSITIVE BUT UNCLASSIFIED
NON-RECORD

[ 1

We would like to see if you ceuld work with your field ofﬁcd

—Original M
From: i |
Sent: Tuesday, July 24, 2007 7:04 AM
To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

FYI.Dhas a VERY limited tech budget Do | need to try to fight my office for extra money next year, or
is there a possibility oil:-jcovering the purchase sometime in the future?

—

~—Qriginal M
From:
Sent: 2007 4:50 PM
To: .
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

-----Original Messa
‘From: i . |
Sent: _Monday, July 23, 141 PM

To;
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Mark:

| omit to inform you that we are shipping to your office a few items that were distributed in th
conference. One of which is a thumbdrive that contained the powerpoint presentation materials which
should be helpful to those who couldn't attend the conference but want to know what was covered. |

recalled ov. out to us and asked why you were not
successful _

10

CELLAOTD 001757
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" attachment.]

<<filel___ Tppt>>

TMaterial information including where fo procure the part Is shown n he enclose

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

CELL/GTER

PoiI7SS
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 10-12-20l2 BY 65179/dmh/stpfaz

From: l le
Sent: Friday, August 10, 2007 11:02

Teo:
Cec:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Sorry 9/10-14

-——Qriginal oo
From: |

Sentz Fti 07 9:56 AM 3 b3
To: b6
Ce: : h7¢
Subject: b7E

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

8/10-14/07 would be the best. Let us know if you want a hotel room on the beach, We may be able to hook you up.

Thanks,

~—Origlnal Message——

) me—

Sent:  Wednes July 25, 2007 4:24 PM
Te:

Subject:l

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Advise us on the available date for Sept.

—-Original Messgge-se--
From: :

1
Senf;___'[u::dar, July 24, 2007 3:18 PM
To:

Sul

bject: - |
SENSITIVE BUT UNGI_ASSIFIED
NON-RECORD

CELL/OTD 2001759




Put us on the listrequesting] __[Hopefull [l be prioritized for funding. wil doan___]

Again| |and 1 would like to be present for

much belter.

Thanks,

-~--Original M
From:

Sent: L July 24, 2007 2:50 PM
To: -
Subject:

SENSITIVE BUT UNCLASSIFIED -
NON-RECORD

[ 1

August is bad until 27th. Early Sept,

We would like to see if you could work with your field officgd | gg
b7C
b7E

--~Qriginal M =
From:
Sent: Tuesday, July 24, 2007 7:04 AM
To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

FYIDhas a VERY limi budget. Do [ need to fry to fight my office for extra money next year,
oris there a possibility o overing the purchase sometime in the future?

" weOriginial M
From:
Sent: H ‘

To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

{ELL/OTD CB1760




~—--0riginal Messadga—
Sent: _Mony U 41 PM

To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

]

it to inform you that we are shipping to your office a few items that were distributed in the
onference. One of which is a thumbdrive that confained the powerpoint presentation
materials which should be helpfu! to those who couldn't attend the conference but want to know
what was covered. [ recalied i ad re d asl
why you were not successiul '

[[Material infarmation including where to

procure the part is shown in the enclosed attachment.} B3
b6

<<Fiel____Jopt>> b7
b7E

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUYT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED,

SENSITIVE BUT UNCLASSIFIED
| CELL/OTD DO1787T

14




SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

CELL.oTD OQUTTaZ
i5




ALL INFORMATICH CONTAINED
HERETN IS5 UNCLASSIFIED
DATE 10-12-2012 BY 55179/duh/stp/as

From:
Sent:
To:

Cc:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Hi:l

Hi,mjgmmg:‘t developments that have come out of the meeting| ~ |Progr;
at this week that | would like to bring to your attention as it relates to my planne

- . ' b3
- - b6

: h7C
| will folliow up with a telephone call to clarify if necessary. . b7E

1

-—--Original Message—
From:
Sent:
To:
Cc:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Sorry 9/10-14

anea=0ri [
From: :
Sent: riday, Aug X H

To:
Cc:
Subject:

CLLAOTD  0O17gz




SENSITIVE BUT UNGLASSIFIED
NON-RECORD

B/10-14/07 would be the best. Let us know if you want a hotel room on the beach, we may be able to hook you
up,

Thanks,

—-Original Messagg—---
From:
Seng; 2007 4:24 PM

To: :
Subject: l )

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Advise us on the available date _for Sept.

~==-0riginal M
From: I !
Sent: Tuesday, July 24, 2007 3:18 P!

To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I.Euj.—us]pn the fist requestingl Hopefulyf{_______Jwill be prioritized for funding. |will do an

Again| |and | would like to be present forl lAugust is bad uniil 27th. Early
Sept, much better. ‘

Thanké,

—0Original M
From:
Sent: Tuesday, July 24, 2007 2:50 PV
To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD '

1

We would like to see if you could work with your field ofﬂcel ]

L

b3

bo
b7cC
b7E




«===Original M -
From: i ]

—

Sent: Ul uly 24, 2007 7:04 AM
To:
Subject: ‘

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

FYI,Dhas a VERY limited tech budget. Do | need to ry to fight my office for extra money next
year, or is there a possibility o:?:overing the purchase sometime in the future?

1

-=-={riginal Messa -
From:
Sent: i b3

To: ‘
Subject: . )}:gc
' b7E

SENSITIVE BUT UNCLASSIFIED
NON-RECORD '

—0riginal Message-~—

From; L ]

Sent: R
To: .
Subject: ’

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

mit to inform you that we are shipping to your office a few items that were distributed in the
onference. One of which is a thumbdrive that contained the powerpoint presentation
materials which should be helpful to those who couldn't attend the conference but want to

know what was covered. | recalled over the course of time that you had reached out to us
and asked why vou were not successful

__|Materfal information
including where to procure the part is shown in the enclosed attachment.]

<<rieTJpot>>

cE%LfaTﬁ

DEI17es

3




b3
b6
b7cC
HTE

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCL ASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

CELLA-OTD 0T 7SS

19




ALL INFORMATION CONTATINED
HEREIN 15 UNCLASSIFIED

DATE 10-12-20l12 BY 65179/dmh/stp/as

From:

Sent; . uesday, Augus
To:

Subject:

7 2:15 PM

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

1

~===0riginal
From: TJ'PHJ
Sent: 3 .
To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Sounds 'good.

~—-0ri
From:
Sent: 10, 2 3:15 PM

To:
Cc:
Subje:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

W]

Here are some t developments that have come out of the meetingl
attended a this week that | would like fo bring to your attention as it relates to my planne
— Is week thatt would iike o bring 10 your attention as it relates 1o my

|Program Mana

P
CELL/BTD Q01767
1

b3
b6
biC
b7D




1 will folllow up with a telephone call to clarify if necessary.

—~~0riginal Message-—
from:

Sen
To:
Ce:

Subject: { |
SENSITIVE BUT UNCLASSIFIED

NON-RECORD
Sorty 9/10-14
[ |
b3
b6
b7C
b7E

«=-=-Qriginal Message—

From:

Sent: gy, Atgtsl 10 2TiZ Sne A
To:

Ce:

Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

8M10-14/07 would be the best. Let us Know if you want a hotel room on the beach, we may be abie fo
hook you up. : '

—

" ~s=Original M e
From:

Sent: T, 7 4:24 PM
To:
Subjects

SENSITIVE BUT UNCLASSIFIED
NON-REGORD

21
CELL-OTD 001768
2




Advise us on the availabie date for Sept.

=--=-Qriginal M =
From: I I
Sent: Tuesday, July 24, 2007 3:18 PM

To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Put us on the list requestinDHopequy I:wi!l be pricritized for funding. | will

doa

Again] Iwould like to be present f6r|:|August is bad until 27th,
Early Sept, much better.

Thanks,

SENSITIVE BUT UNCLASSIFIED

NON-RECORD b3

b7E
We would like to see if 1ou could work with your field ofﬁcgl '

-—{yiginal Messi — '
From: i |
Sent: uesaay, July 24, :

To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

FYI[__Jhas a VERY limited tech budget. ed to iry to fight my office for extra
money next year, or is there a possibifity o covering the purchase sometime in the

future? .

22
(ELLooTD 00176F

3




-~-~Original Messagg—--
From:
Sent:
To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

—Qriginal M
From:
Sent: 3 ‘

To:

Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

1 omilt to inform you that we are shipping fo your office a few items that were
distributed in th nference. One of which is a thumbdrive that contained the B3 '
powerpoint presentation materials which should be helpful to those who couldn't

attend the conference but want to know what was covered. | recalled over the course bIC
of time that you had reached out to us and asked why you were not successfulf | PTE .

[Material information including
where to procure the part is shown in the enclosed attachment.]

SENSITIVE BUT UNCLASSIFIED
23

CELL/DOTD OR1770
4




SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCI ASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCL ASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

CELL OTD DO1771

5




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 10-15-2012 BY 65179/dmh/stp/as

From: r I
Sent: : M
To: : .

Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

—

=~==-Original Mess
From: I !
Senk: Tuesday, August 14, 2007 6:02 P
To:
T e

SENSITIVE BUT UNCLASSIFIED

NON-RECORD b3
b6
b7C
b7E

~—--Qriginal
From: |

Sent: Tuesday, Auqust 14, 2007 5:05 PM
To:
Subject:

SENSITIVE BUT UNCLASSIFIED

NON-RECORD CELL/BTD

25
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-—=--Qriginal
From:
Sent:

To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Got it today. Let us know when.

-0
From: '
Sent:’ v, August 14, 2007 2:15 P
To: |
Subje

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

[ ]

~--=Original
From:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Sounds good.

Ihanks____l

——Qriginal Message-—— -

CELL-DTD

26

podI77E

b3
b6
b7cC
b7E




From:

I
Sent: Friday, August 10, 2007 3:15 PM
To: |
Ce: :
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Here are some recent developments that have come out of the meeting
Manager) attEIEﬂj.d kw&mwmmmmwmm_l
to my planne

ll’(ogram

t will folllow up with a telephone call to clarify if necessary.

1

——Qriginal M
From: i

1
Sent _briday. August 10, 2007 11.02 AM
To:
Cc:
Subject:

SENSITIVE BUT UNCLASSIFIED

- NON-RECORD

Sorry 9/10-14

——Original Message——

From:
Sent:
To:

Cc:
Subject:

G:55 AM

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

CELLADRTD

7

o017 74

b3

b7C
b7E




8/10-14/07 would be the best. Let us know if you want a hotel room on the beach, we may be
able to hook you up. .

Thanks,

~—-Criginal M
e —
Sent: I_Wﬁdumum_i’ M
To: .
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Advisé us on the available date for Sept.
-«-=-Original M
From: i 1
Sent: Tuesday, July 24, 2007 3:18 PM
To: l l
Subject: L i

SENSITIVE BUT UNCLASSIFIED
NON-RECORD C

Put us on %equesﬁng IHopefullylZIwill be prioritized for funding. 1 4

| will do a b6

b7C
Again] would like to be present fo August is bad BTE
until 27th. Early Sept,'much better, rl:l

-—Origlnal Message—-—

From: '
Sent: r:mmrmnr <50 P
To:

Subjectr

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

]

_We would like to see if you could work with vour field office] ]

_ 28
CELLADTD Q1775

4




~=-~Qriginal M [—
From: I |
Sant; H
To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD =

FYi, Dhas a VERY limited tech budget. Do I nged to try to fight my office for
extra money next year, or is there a possibility o overing the purchase
someiime in the future? '

1

—~«=-Original M
From: I

Sent: Ay, July 23,2007 4:5
To:

Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

—Qriginal

From:

Sent: _Monday, July 23, 2007 4:41 P
To:

Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

[ ]

l omit to inform y t we are shipping to your office a few items that were
distributed in theﬁﬁionference. One of which is a thumbdrive that
contained the powemoint presentation materials which should be helpful to
those who couldn't attend the conference but want to know what was

covered, | recalled over the course of ti

. [{Material information including
where {o procure the part is shown in the enclosed attachment.]

' 29
CELL-aTp 001 rad=2
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SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCILASSIFIED

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
| SENS!TIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNGLASSIFIED

30
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SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

l 31
CELL/,OTD 001778
‘ 7




ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 10-15-2012 BY 65179/dmhi/stp/as

" From: . I

Sent: dnesday, October 10, 2007 8:46 AM
To: L1 AGENTS
Subject: ' l

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Hello all,

FY], the basic SOP for requesting cell fracking is obtaining a Title 18, Section 2703(d) pen order.

The best way to offer up our services to the locals is have them call you, then you give them r my cell numbers,
and we will talk them through the process.

SENSITIVE BUT UNCLASSIFIED

CELLAQTD 001781

34

b3
b6
b7C
bTE




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 10-15-2012 BY 65179/dmh/stp/as

From: | |
Sent: . Monday, October 15, 2007 4:13 PM

To:
Subject:

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
Did you receive vourl 'fJ/et? '
| haue, or you. It can be shipped out to your office.
Th is still pending. '
Let me know if you and your team still want an cn-site working demanstration/training of th stem at your focation.
You should now be able fo use th ' o work in collaboration with you n any and al
tracking mission. :
=====Original e
From: - i
Sent: Tuesday, July 24, 2007 3:18 PM
To:
Subject: |
SENSITIVE BUT UNCLASSIFIED _ :
NON-RECORD b3
: . b6
. b7C
Put us on the list requesting[ Hopefulf__1vili be prioritized for funding. 1will do anlj bTE
Again,| ___would like to be present for|:| August is bad until 27th. Early Sept, much
better. ,
Thanks,
|
~eOrlginal Message——
From: ?- .
Sent:  Tuesday, July 24, 2007 2:50 PM
To:
Subjects

SENSITIVE BUT UNCLASSIFIED
NON-RECCORD

[ ]

We would like to see if you could work with your field office and} ]

CELL-OTD 0OO77 &2




~~==0riginal M oener
From:
Sent: Tuesday, July 24, 2007 7:04 AM
To |

Su& I |

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

FYI.DIas a VERY limited tech budget. Do ! need to try fo fight my office for extra money next year, or is
there a possibility o overing the purchase sometime in the future?

SENSITIVE BUT UNCLASSIFIED B3

NON-RECORD . bs
: b7C
b7E

—~—Original Messagg-———
From:
Sent: a:41 PM
To:
Subject:

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

—1

| omit to inform you that we are shipping to your office a few items that were distributed in thD
conference. One of which is a thumbdrive that contained the powerpoint presentation materials which
should be helpful to those who couldn't attend the conference but want to know what was covered. |
recalled over the course of time that you had reached out to us and asked why you were not successfu

[Materfal information including where {o procure the part is Shown m fhe enclosed atachment.]

<< Filel ppt >>

36
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SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

LiaTh 001784

37

b3
b6
b7¢C
bLTE




ALL INFORMATICN CONTATINED
HEREIN IS UNCLASSIFIED
DATE 10-15-2012 BY 65179/ /duh/stp/as

From: | I
Sent: Monday; October 15, 2007 4:19 PM

Cc;
Subject:

UNCLASSIFIED , - b3

NON-RECORD be
b7C

bTE

[ Pis prepare and ship out t

Pls close out thg that} butin a few months ago once as shipped out the items tD
]

UNCLASSIFIED

CELL-OTE SO01785

38




ey

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 10-15-2012 BY 65179/dmh/stp/as

From: l |
Sent: _Eriday, November 16, 2007 1116 AM
To: :

Cc:
Subject:

UNCLASSIFIED
NON-RECORD

i . unitaf we would recommend it be transferred to his
office. -

‘ We understand that thd . : : |
| : '

| have heard that thel |

-Original Messagg-—---
Fronmu: ‘
Sent: _ 16, 2007 8:58 AM
To:

Cc: ‘ . 23
Subject: b6
- b7C
UNCLASSIFIED _ bLIE

NON-RECORD

OK. | did not know that - 1 only stayed for one night at the tech conference.

Just so you know, for some reason, | have two | Not sure why, but ! da, | just noticed that | have
two last week. | thought the other case was an | but now that | have inventory, | was going through all of our
| ]

I:Iio you need one?

Hoes not need it, then what do you want with it’?

| would imagine that some where, some division needs one.

if you want me to keep both, then so be it. '
Thanks again for getting back to me.

From: | |

Sent: Thursday, November 15, 2007 1:05 PM
To:

Cox

Subject: ‘ )

UNCLASSIFIED
NON-RECORD

LELL/OTD 001208




In the |we advise the attendees to ratair] |

=0t
From: |
Sent: ursday, November L1 PM
To:

Subjecty

UNCLASSIFIED
NON-RECORD

Hello there. What shall we dowith[______Jyou probably told me and 1 forgot-surplus is or send it back to you or
hold it for now? - _

——OﬂiﬂuaLMr_asar

From:

Sent: _Tuesdav. November 13, 2007 Ii"l.iﬁ PV
To: ]
Subjecty

UNCLASSIFIED
NON-RECORD

Thanks.

From:
Sent; PM
To:

Subject:

UNCLASSIFIED
NON-RECORD

Il find oust whaDNants. | would guess we can send them back to the unit. lll get back to you.

]

-—--Qriginal M
From: |
Sent: “Tuesday, November 13, 2007 12:59 PM

gzﬂj!\::: | _ I |

UNCLASSIFIED
NON-RECORD

Guys, _
CELE-0TE  og180%

2

b3

b7C
L7E




UNCLASSIFIED

 UNCLASSIFIED

UNCLASSIFIED

~ UNCLASSIFIED
UNCLASS]FIED
UNCLASSIFIED

UNCLASSIFIED

cEtL,0TE  OQ1810

63

b3
b6
biC
b7E




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
.DATE 10-15-201Z BY 65179/dmh/stp/as

From: i

Sent: rsday, April 17, 2008 9:14 AM

To: LL FBI EMPLOYEES
Subject: Historical cell phone location utilizing subpoena

UNCLASSIFIED
NON-RECORD

Helio all,
| was assisting Jon 2| |case when he made a very good point which | thought share. e
- If you are trying to locate an individual via cellular telephone, a simple subpoena for toli records with cell site/ftower i;g

focation] ]

—

|Request the information to be

delivered in an electronic format.

UNCLASSIFIED

CELL-OTD OD182¢

82




ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED .
DATE 10-15-2012 BY 65179/dmh/stp/as

From: : | I
Sent: M 0 2:51 PM

To:
Subject:

UNCLASSIFIED
NON-RECORD

Just in case you hadn't heard this yet

From: I :
Sent: Monday, Mav 19, 2008 10:14 AM
To:

b3

b7c
b7E

—
ELL/OTD 001840

1




Ce:
Subject:

UNCLASSIFIED -
NCN-RECCRD

See below for some good information Provided bl

b

lin]

ssal |

From:
Sent:

To:
Ce:

Subject:

UNCLASSIFIED
NON-RECORD

Couple of items frorr:|

Yesterdamut on a one day class in|:Ifor all law enforcement to discuss their commitment to helping law

enforcement. They are apparently doing this in all regions of the country. Catch the one nearest youl It was preity good
they had members of theiri |present, and their legal compliance team. They
even feed us breakfast and lunch. No charge. |

Please pass on as appropriaie.

94
CELL/OTD 0071841




Division|

From: ! |
Sent: v, Aoril 15, 2008 3:05 PM

To:

Ce:

Subject:

UNCLASSIFIED

NON-RECORD

b3
b6
b7cC
b7E

From:

Sent: Tuesday, April 15, 2008 3:57 PM
To: .

Ce:

Subject:

UNCLASSIFIED

NCN-RECORD

Gentleinen, { was approached by thel [reqarding the ability to] |
_myijj_on[ I

UNCLASSIFIED

UNCLASSIFIED
k2 cEL.;-_/OT& 001842




UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

% CELL~OTD 001843




ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 10-15-201Z2 BY 65179/dmh/stp/as

From:
Sent:
To:

Subject:

Monday, May 19, 2008 2:31 PM

UNCLASSIFIED
NON-RECORD

FYl

From:
Sent: -
To:

|
" Mongav, Mav 10, 2008 12.17 PM

97

CELL-0TD ©COC1844

b3
b6
b7C
b7E




Cc:
Subject:

UNCLASSIFIED
NCN-RECORD

All:

FYI: See below for additional info fro

[ 1

ssAl |

From: ! ]

Sent: ‘Monday, May 19, 2008 11:42 AM
To:
Subject: l

UNCLASSIFIED
NON-RECORD

L1

b3

bic
LTE

98

$ELL/OTD
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From: | ,__l

Sent: .
To:
Subject:

UNCLASSIFIED
NON-RECORD

SSA_ ]
Unit Chief

From: i

Sent: ~Mondzv, Mav 19, 2008 1214 AM

To:

99

CELL-OTD 0018406

b3

b7C
b7E




Ce: .
Subject:

UNCLASSIFIED
NON-RECORD

See below for some good information provided by | lin| |

[

ssal | | | os

o4
b6
biC
b7E

Sent: Friday, May 16, 2008 6:50 PM

Subject:

UNCLASSIFIED
NON-RECORD

. Couple of items ﬁom:l

Yesterday put on a one day class inl__—l for all law enforcement to discuss their commitment to helping law

enforcement, They are apparently doing this in all regions of the country. Catch the one nearest you! It was pretty good
they had members of thei‘ |nrgs_en1._an_d_thgiL|g_gaL¢9mﬂag,c_:§,;g§m. They

even feed us breakfast and lunch. No charge. l




Please pass on as appropriate. _

[ 1

SA
|_ [Division]
‘From: L. 3

Sent: dl 15, 2008 3:05 PM
To:

Cc:

Subiect:

UNCLASSIFIED
NON-RECORD

From: [ |
Sent: Tuesday, April 15, 2008 3:57 PM

To:
Cc:
Subject:

UNCLASSIFIED
NON-RECCRD

Gentlemen, | was approached by the

|regarding the ability to [

S
| [Division] I

oTh
CELL” w01

Q01848

b3
bé

‘b7C

b7E




To:
Ce: |
Subject: Importan| [Fechnical Bulietin

: BUT UNC
NON-

b6
b7C
b7E

SEN FIED

140

4  CELL-,OTD 001887




SESRET

From:
Sent: Thursday, November 06, 2008 1:29 PM
To:
Subject: ] |I echrical Bulietin
BUT {ED
- N

How did you get on thDupdate email list? Are you smart enough to turn the knobs by yourself?

FYI]:bre always enjoying the mildDWInters. | do admit that | miss a bit of snow now and again.

All the best,

From: { | '

Sent:  TRirsy. NAvABELTA. 2008 10:58 AM bl

To: g b3

Ce: . bé

Subject: [ JTechnical Bulean b7C
b7E

'S u SIFIED

N D

(3}

147
5 CELL/oTD (001894




~ SEN EIED
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Message Page 1 of2
LAATD QU424
From: | | |FBYy
Sent:  Monday, Sepiember 20, 2004 10:37 AM
To: - |(ITD) (FBI) .
Ce: 1 el - FB)
Subject: RE: Information o
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Thanks for the info. Keep us posted, Something strange is happening,
b6 .
- Oric . b7C
From: 1TD) (FBI)
Sent: Monday, September 20, 2004 9;42 AM
To: (FBI)
Cc iTD) (FBI) .
Subject: Information b6
b7C
SENSITIVE BUT UNCL ASS|FIED e
NON-RECORD ' ’
-—---Original Message----- | : bé
From: (FB) b7C
Sent: Wednesday, S er 15, 2004 4:11 PM
To: ino) (FBD)] J1TD) (FBD |

9/21/2004
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' Message . ‘ Page 2 0f2

[}

@rD) (Fen;L G ooy (B 25,
Subject: Info fro
SENSITIVE BUT UNCLASSIFIED | P4k
NON-RECORD CELLASTD Go%

b6

v7C
SENSITIVE BUT UNCLASSIFIED . b3

biE

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

9/21/2004
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[

.ﬁ;ei;zonling Remarks ’ 8:30—8:45 am
Introduiction to bTE 8:45 — 9:00 am
Introdti_c_tion to 9:00-9:10 am 10 min
Introduction to 9:10-9:20 am 10min ..
Website Demo 9:20=-%35am 15 min
Introduction to CONOPS and Surveillance 9:35-10:00 am 25 min
Techniques
Break' 10:00<10:15am | 15min.
htrodqeﬁon to Legal Issues 10:15 - 10:25 am 10 min
Introduction to Wireless Industry 10:25 - 10:45 am 20 min
Infroduction to Mobile Phone Systeml___] 10:45 — 11:20 zm 35 min
Lunch, 11:20-12:50pmt [ 1hr30min
12:50-1:115pm 25min
1:15 — 2:45 pm 1 hr 30 min
Break . 2:45-3:00pm- |  15min.
I__]Lab Exercises 3:00-5:00pm 2 hrs
Wrapl-li'p and Feedback Forms 15 min

5:00-5:15pm_
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Day 1 Review (Question and comments)
| 7 8:40—9:00 am
9:00~9:30 am
' b6
b3 : 9:30-12:00pm BIC
B7E Lunéh ‘ . [ 12:00-1:30pm - biE
‘ ‘ 1:30 -~ 6:00 pm 4 hrs 30 min
Wrap-up and Feedback Forms | 6:00-6:15pm 15 min
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Day 2 Review (Questions and comiments) 8:30 -8:35 am 5 min
Introduction to] | 7 835-9:10am -  35min
‘ 9:10-10:10 am 1 br
10:10-12:00pm |  1hr 50 min
Lanéh”- 12:00-}:30pm | 1hr30min
1:30 - 4:45 pm 3 hrs 15 min
Wrap-up and Feedback Forms 4:45 — 5:00 pm 15 min
c a E‘_i.fc :;'Q @3429‘3
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Day S‘Review (Questions and comments) 8:30—8:40 am }

‘ | 8:40—11:30am | 2hrs 50min
 Lunch 11:30-1:00pm | 1hr30min -
L | 1:00 — 4145 pm 3 hrs 45 min
_‘-J‘“frap-.llip and Feedback Forms 4:45 - 5:00 pm 15 min
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Day 4 Review (Questions and comments) 8:00—8:10 am
_— | | %10-10:152m | 2Mus 5min
®7E | Feedback Forms 10:15 —10:30 am 15 min »
Lunch ~ 10:30~1:00pm | 2 hrs 30 ain R &
Wrap_éup, Closing Remarks, and Dismissal 1:00— 4:00 pm 3 hrs o
(Collect Badges, Ship Equipment)
n
' CELL/ DT gsal?=
8




-aeheh e e eeeeae > a6 e e s
= o B " Sl e Tl .

L7E




b7E

b7E

" B GRILSE QY

e

N .
i ~ihe Y
i i, an -
ek

Program Overview

3

CELL-0Th GOREP

b3
b7E




Wireless technology is ingrai i
modern society. |

L .. PEROmER] UssOfly

. = . ' LY P
a + e
T .‘~"_
. Lty

> 1+ AND YOURINPUT &|
= {INVOLEMENT IS.KEY!]

{n‘; E‘!;?_E..Lﬂ‘@'g% %:%{g‘?ﬁ}ﬁ‘

b7E




b3
b4
b7E

CELL-OTD OR&Z?S




bé
bic
b7E




~

PEOw W E BN R D B E D e @RS E R R e

e —— e

/

\rnu-u--u

\

bIE




L7E

bL7E

CCELL/OTD 004297



CELL/OID QRsnog

b7E

b7E




b7E

b7E

CELLARID Onsroe




bé
b7C
bTE




n........i.hﬁiﬁiiﬁiﬁiiﬁiﬁﬁﬁj’ [
R e v >~ Intxo E

-

b7E




b7E

b7E
b3

cELL /OTD O0&A3T1




b7E

TELLAOTS O04TUE

b3
b7E




e

. T Foi

ngfi[‘é‘[ﬁﬁﬁg

Ry

B DRl AR
ol

. R
e . e . . . e
: - - - - LI

CELL~OTD

CO4£3U5

b3
b7E

b3
b7E



CELLADBTS 3SR IR

b3
b7E

b7E







"R OSERe S,
- .l '

Website Demonstration

bIE
« PURPOSE: To provide mformatlon interactive
media| 7s
. ACCE§S
» URL:
+ NEBTWQRK CLASSIFICATION: Secret
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Legal

" For ORI T AT

Legal considerations await the OGC’s review,

analysis, and approval
Additional Legal and Policy issues being

identified

Updates and reference material will be posted on

the

Any Speciﬁé legal question, guidance, or advice
‘should be referred to your CDC and/or to the OGC

web site’ |
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» Pen Registers
Title I
Search Warrants

Disclosure and Evidentiary Considerations
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Safety Issues
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1970's  1980's _1990's _2000's |

» Business

« Mohile "+ 4%t generation » Mass adoption } {

: Telephony - technology * 2™ gerieration - enterpri‘se.
. concept - {aalog) technology Integration
. $pecified by deployed {digital). | +3"generation
ATT's Bell - : « 2.5 generation {high speed.
Labs . ({faster "dial- -data, apps)
up” speeds} -« Future???

100%

50% . /

1975 1985 - 1995 2005

b7E

» 151.8 million .
subscribers (11/03) |

» 147,719 Base-
stations (6/03) S SE—

* More mobile than
landlineusage
- (10/02) o b

* Digital systems

replacing Analog ; .1/|/ r 'K B

Systems ‘ MAh Binl DeH OrH bt bew Bk D Dt Bew el el
' Balyshatn | ChmdRaliighs | .
Source: CTIA ’ ) o) -
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%

TU.S. Carrier Market Share (2003Q3) + Market dominated
by 6 nationwide
‘Noxtol_  Others Pri oviders
8%

T-Mobile

Chagular
16%

U,5, Cellular
3%

*Includes affiliates and resale

Source: The Yankee Group,)

4

Big &

» Few regional
independents

= Others franchised
or aligned with

» Expect further
consolidation

eI ReRtaa,,,
[ Sraa,

L elol)e"

I (rotad, banking;**1** Interugt apps (Le.
U2 WAP) p ‘

» Game playjrg ™ »Vidag playback | *Vide¥ trpnsfer
«Vidoo _.* «Video up*link
conferéncing {e.o. securit]-,
-~ cameras) s
>LocotiopBased | »Intemot browsIng | . Schetyling,
¥ M-cominerce *Fi calendars, cte

* Sales force.,
automation .

-+ Tefemetry - News, sportds., | - Fils transfer
WWireless VPN's entertalnment ",
5 2 ~E-mallishort %
= messaging o
. ‘f‘.vway » Data Broadcast
coRy =0 Voice 3
Rospense s} tmnsfer o7
o
i AL 1."-"“.‘.
Two-way TRreesesen i Bata
Real-Time lnt:g;easﬂson -Exchange
Communication .

Sonrce: Merrill Lynch,
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“QOLD WCRLD”
N wiss
. "‘-—‘Ggmi_e'r -

“NEW EVOLVING WORLD”
o N PRI BN e

o oGantéi . 3 pvider
* Providefs. - L

o wEndor
W ORewede SN L g ot
r‘D,iEﬁaEkE.hijne-‘:."' . gm"t"k :
< ~Appiications# ' - OPeRtOE < 7
> °. Platfoims : ;

Repeater
Micro-cell

Repeater
Micro-cell

Nefwork Operator
" Base station
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For.QHiclsl MSG.0n23 1A

NORMAL VOICE DUTY CYCLES
Forward Channet 4 CONTINUOUS TRANSMIT X
Reverse Channel % CONTINUOQUS TRANSMIT X
PUSH TO TALK DUTY CYCLES
‘Forward Channel} I:I !:l - l—_:' ‘
Reverse Channel l:] D I:'
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Introduction to the Mobile
Phone Systems

b7E

R

S

.b7E

Cellular System allows the reuse of spectrum
within a region by employing centrally
connected base stations
Each base station wirelessly connects to
multiple mobiles within a designated
geographic area (cell) ‘
Base stations connect to a Mobile Switching
Center (MSC) and then to the Public
Switched Felephone Network (PSTN)
‘The system allows . Ja
— ‘Reuse of spectrum in regions, increasing the
capacity of the system over a trunked radio
system
—  Mobility of users in the system without loss of
connectivity,

CELLA/0TD 0043235




inmobile systems, «célliilar systersis.share

Control Channet .
o .
& =
Be @ ‘T

Base Station
Dase Cantrofler

Whﬂe n:ui!:‘.lplt‘.'o actess tec,hn;quss are. B‘xﬁplbyed

= = ) i
N“ ‘ommorsystemoifiponeitts’ x|
@ Reverso Chan N /

Foerﬁclat lea‘Qﬁl ¢

Communication between the mobiles and the network occur in two frequency
I —
bands in the United States™
~
" Cellular Spectrum Allocafions in North ‘America
S —— .

824 MHz 235 B45  B49 870 880 sso 894
I [~y
ey kT nw 7 o b '»M

B82S MHz B846.5 259 I91.5

ECS Spectrum Allocations in North America

a el s ElE] o puelemelto Jaf e [Efe] ¢
1i5MHz & 15 5 &5 18 15 & 15 5'6 .18
1850 1910 1230 1880
MHz ) MHz MHz Mz
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“Cellular and PCS frequency bands are subdivided
(R¥) channels for communication between base stations and mobiles ‘ b7E

| \ 4 K

x 7
Repe,rse L; ‘A‘ eighbor / #{™
/ \ xhany/

Base Station

Mobile
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There are currently five cellular technologies in use in

the U.S. market
— AMPS (10% Market Share)
—TDMA (1S-136) (20%* Market Share)
- GSM (17% Market Share)
— CDMA {46% Market Share)
—iDEN ( 7% Market Share)
g, . Cormenarecomenipg TOMA gstems 0 GSM. v

CELL/GTD 004334
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= Background
— Initial U.S. cellular system
~— Reached feasible system capacity limits in mid 90s
* Limitations
— Provides basic voice service
‘— No additional services: Digital Mcssagmg, Location based services, ete.

b7E

st

+ Background
— Technology was the first commerclally available digital cellular technology
in U.S.

~ Provides increased system capaclty and advanced digital services
. Technology

+ U.S. TDMA systems being replaced with GSM systems

R
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* Background
— Technology first introduced in Europe and migrated to the U.S.

— Provides increased system capacity, advanced digital services and ability to offer
seamless international mobile operation

» Technology ‘
. = Mnultiplex users by assigning unique operating time slots in shared frequency
— 1

» GSM is the most widely adopted cellular technology in the world

b7E

» CDMA and GSM phones will dominate near term U.S, market
— 83 percent of the marlkei (with conversion of 18-136 systems to GSM)

* 3G Systemns will be CDMA based
 Carriers will continue to develop enhanced features
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Goal —~Leam operatlon of equ:pment in smulated case enwronment

* Agenda
~ EQUIPMENT SET UP
— sr‘l:MADlniMI I
- SCENARIO #2 I
— SCENARIO #3} [
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* Location

* Setup
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* Location
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+ Setup

+ Location

PSR - ;
' - ‘ N "_ 1

+ Setup
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Useful Acronyms

AMPS — Advanced Mobile Phone Service

BSC - Base Station Controller

BSID — Base Station ID

BTS — Base Transceiver Station

CDMA — Code Division Multiple Access

DSSS - Direct Sequence Spread Spectrum

DF — Direction Finding

ESN — Electronic Serial Number -

FDMA — Frequency Division Multiple Access
GSM - Global Standard for Mobile Cemmunication
HLR - Home Location Register

iDEN — Integrated Dispatch Ephanced Network
IMEI - International Mobile Equipment Identity
IMS1 - Infernational Mobile Sybscriber Identity
MIN —~ Mobile Identification Number
MSC/MTSO — Mobile Switching Center/ Mobile Telephone Switching Office
NID — Network IDentification

CELL-GTD 05397
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PA - Power Amplifier

PCS — Personal Communtications Service

PN — Psuedo Noise

PSTN — Public Switched Telephone Network

PTT - Push-to-Tatk

. RF —Radio Frequency
SID ~ System YDentification

~ TDMA — Time Division Multiple Access

1 J

TMSI — Temporary Mobile Subscriber Edentity
VLR — Visitor Location Register
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Tl - Reverse CDMA channel used by mobiie stations for
communicating to the base siation

Advanced Mobie Phone Service (AMPS) — First U 8. cellular standard; based
on analog FDMA fechnology ‘

Base [ Transcelver] Station (BTS) — Fixed radio site communicating with
mobiles within a géographical ared

Base Station.Controller (BSC)— Interface between base stations and the switch
which conveys switch conimands to the appropriate base station and base station
requests to the switch

Camped — When 2 mobile is not on a call but acitvely monitoring the paging or
control channel

Cellular Phone  Portable radio used to communicate wirelessly in a network

Code Division Multiple Access (CDMA) — Spread specirum technology which
uses codes to differentiate signals shaning the same fréquencies

Col{ec:ion — Assimilating and storing of intercepted identity information and call
conten

Control Channe] - Radio channe! on the forward or reverse link used to send
cormand and requests

Direct Sequence Spread Spectrum — Technique employed in US cellular
- CDMA systems which uses codes shared between sender and receiver to spread
transmitted data and send over the air )

I}iretiﬁon Finding (DF) ~ A technique vsed to identify the location of a radio
signa
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Downlink— See Forward Link

Ec/To — Ratio (in dB) between the Pilot Channel signal en and the total
interference in(t.he re)neived gnandwidth Sigma’ enerey

Electronic Serial Number —Unigue serial numiber programmed into the
memory of 2 mobile phone g%@mnufaqcmm P

Forward Link— From the base station to the mobile
Frequency Division Multiple Access (FDMA) — Multiplexing technique which

uses frequency to distinguish users

Global Standard for Mobile Communications (GSM) — Cellular technology
utilizing TDMA techniques which originated in Europe

Home Location Register gHLI?— Database containing mobile subscriber
information for locally registered mobiles ) .

Idle— See Camped ‘

Integrated Dispatch Enhanced Network (iDEN) — Proprietary cellular
technology utifized by Nextel

Intercept - i igatj
networ

International Mobile Equipment Ydentity (IMET) — Code uniquely identifying
the mobile station hardware

International Mobile Subseriber Ifentity (IMSI) — Method of identifying
statfons in the land mobile service

a subject and his serving

Handoff - Transferring communication with a mobile station from one base
station to another

Long PN Code - 42-bit psevdo-random ¢ode used to iniquely identify CDMA
mobile stations on the npimk

Mobile XIdentiication Number (MIN) — Telephone number associated with a
mobile phone

Mobile Station — See Cellular Fhone

Mobile Switching Center (MSC)— Switch connecting the cellufar network to
the PSTN which coordinates call Touting in a given service area

Mobile Telephone Switching Office (MTSO) — See Mobile Sw.itching Center

Multipath - Radio signals from the transmitter arriving at the receiverviaa
number of different paths

Neighbor Channel — One of 2 group channels that are probable candidates for
‘handoff

Network Identification (NID) — Number uniquely identifying a network within a
cellular system

Paging Channel - Walsh code channe] in the CDMA. forward channet used for

transrmssion of control information and pages from the base station to the mobile

Pilot Channel — Signal transmitted continuously by CDMA base stations
allowing mobiles to acquire base station timing and assess signal quality

CELLAQFTL SRRSO
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Short PN Code vsed to

PN Code Offset — One of 512 time offset versions of the
identify CDOMA base station sectors in a network
Power Amplifier (PA) — Provides gain in a transmitter ‘

Public Switch Telephone Network (PSTN) - Collection of interconnected
voice-criented public telephone networks

Radio Frequency (RF)— Radio signals between 9 kHz-300 GHz

Repistration — Process by which a mobile station identifies its location and
parameters to a base station .

Reéverse Link — From the mobile to the base station

Short PN Code~ 15-bit psendo-random code used to uniquely identify CDMA
base station sectors in a networl

Short PN Code Offset — See PN Code Offset

Sync Channel - Walsh code c¢hannel 32 in the CDMA forward channe] which
transports the synchronization message to the mobile

System Identification (SID) — Number uniguely identifying a cellular system

Temporary Mobile Station Ident SI) — Temporary mobile station
idennpﬁcaiggn assigned by the base sgtg}:w D ~Femporary mobi

Time Diviston Multiple Access (TDMA) - Multiplexing technique which vses
frequency and {ime lopdistinguishau?ets ) HpIoXIng a

Traffic Ckannel — Commupicating path between a mobile station and base
station used to transport ¢ali content and commands

Uplink - See Reverse Lir;k ‘

Visitor Location Register {(VLR)— Database coniaining mobile subscriber
information for mobiles active in the locel system but registered in another
cellular system

Walsh Cotles — 64 orthogonal codes used to define CDMA communication
subchannels on the forward link

b7E
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16-73.4 Loan of Electronic Surveillance Equipment (See MIOG, Part 2, 10-9.14 & ~'1b-10.10.)

.)
' - (1) LOAN OF ELECTRONIC SURVEILLANCE EQUIPMENT TO STATE AND
LOCAL LAW ENFORCEMENT AGENCIES. _

By Department Order 1945-95, dated January 18, 1995 (replacing Department Order
890-80, dated April 29, 1980), the Attorney General delegated to the Federal Bureau of
Investigation the authority to approve loans of electronic surveillance equipment to state and local
law enforcement agencies for use in their investigations (i.e., NOT joint FBI investigations).
Under this delegation, the loan of such equipment is to be made only in exceptionai circumstances
. and 1o be consistent with federal and state laws, as well as with state and local law enforcement
regulations.

Electronic surveillance equipment is ci‘eﬁned as any equipment which would be used in
Title 18, USC, Section 2510, et seq. (Title IIT) - or consensual electronic coverages.

(a) Itisthe policy of the Department of Justice that loans of electronic surveillance
equipment to state and local law-enforcement Lenczes are generally to be discouraged and are to
be permitted only:

1. in furtherance of the federal government's interests in the investigation and prosecution |

of violations of state criminal law that are of federal concem:
.} 2. in compliance with all applicable provisions of federal, state and local law;
3. without interfering with state and local control of state and local law enforcement; and

4. without duplication of other federal programs of assistance to state and local law
enforcement.

{b) No request may be granted until the head of the state or local law enforcement
agency certifies in writing that the agency:

1. has authority under state and local law to borrow the equipment on the terms required
by this Order;

L4

2. has valid legal authority under state and local law to conduct the parucular electronic
survelllance for which the equipment is requested: and

3. cannot obitain the requested equipment from other law enforcement agencies within the
state. :

(¢) The Director of the FBI or his designes may. at his dlscreuen grant & request

{or the loan of electronic surveillance equipment upon receipt of a written request from a state or
“ocal law enforcement agency. The formal request must contain a copy of a written opinion of the

'
’
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chief legal officer of the state or local government relative to comphance with (b) 1. and (b)2. -
above. ' .

(d) The Director of the FBI or his designee shall not grant a request for the loan of
electronic surveillance equipment unless the Director or his designee determines that:

1. there is no-current need for the equipment within the Bureaw;

2. it is in the interest of the United States to facilitate the cnmmal investigation for which
the equipment is needed; and,

3. the agency has prevmusly not violated the terms of any loan of electronic surveillance
equipment by the FBI.

_ (e) Any loan of electronic surveillance equipment shall be made by written agreement
between the Director of the Federal Bureau of Investigation or his designee and the state or local
law enforcement agency. The agreement shall identify the equipment and state the subject,
duration, location, and purpose of the surveillance to be conducted. It shall also include the
following provisions:

1. the loan of the equipment is subject to the needs of the Department of Justice, and the
equipment must be returned upon rcquest'

2. the loan of the eqmpment is lumted to the duration of the validly authorized surveillance .
for which it is requested. and in any event not to exceed 90 days; . '

3. the equipment may be used only for the validly authorized surveillance for which it was
requested;

4, the agency will not permit any other person or governmental entity to use the
equipment;

5. the agency may disclose electronic surveillance equipment, information concerning it, or
its installatiorr or use only with the consent of the Director of the FBI or his designee and subject
to the nopdisclosure provisions set forth in 28 C.F.R_ 1622, 1624, and 1626';

6. the agency will not use the electronic surveillance- eqmpbaent outside the United States
or under circumstances where there is reason to believe that the equipment may be taken outside
of the United States, without the approval of the Director of the FBI or his designee; and,

7. the agency will reimburse the United States for all joss or damage to the equipment.
Any dispute over the amount of loss or damage will be resolved by thé Director of the FBI or his
designee, and this resolution will be final. The Director of the FBI or his designee may agree to
any other terms consistent with the above stipulations.

QELL "‘é‘jww ‘dﬁﬁm‘kﬁ'%i& .




(f) When the head of the state or local law enforcement agency represents to the
Director ot his designee that an emergency situation and need for electronic surveillance
equipment exist and that the requesting agency is authorized under state law to conduct
emergency electronic surveillance in such circumstances, and specifies the provision of state law
upon which he is proceeding, the Director or his designee may grant the emergency request. The
information required to be submitted by the head of the law enforcement agency in (b} and {c)
must be subzmtted to the Director or his designee w1thm th.ree days of the day on which the loan is

made.

(g) The Director of the FBI, pursuant to Attomey General Department Order

- f-2.45-%5, dated January 18, 1993, has delegated his authority to permit| |

on a case-by-cAse basis, to assist in the installation and operation of electronic
surveillance equipment. Such delegated authority requires the concurrent approval from the
Section Chief of the appropriate Criminal Investigative Division section having oversight over the
investigative program involved; the Electronic Surveillance Technology Section Chief)]
Laboratory Division; and the Office of the General Counsel. If such technical assistance is
approved, the state or local court orders (where required) should specifically include the court's
authorization for FBI assistance in the state and local electronic surveillance endeavor, Without
such approval, no FBI personnel may install the equipment or participate in the surveillance. This
restriction does not prohibit maintenance and repair of the equipment when not installed.

{h) The Director of the FBI will retain all requests for electronic surveillance
equipment by state and local law enforcement agencies, The Director will report to the
Assistant Artorney General, Criminal Division, on October 1 and April 1 of each year on the
duration and results of all loans made pursuant to the order.

(i) The Director of the FBI, pursuant to Attorney General Department Order
1943-93, dated January 13, 1995, hes-delegated his authority to approve loans of electronic
surveillance equipment upon written request from a state or local law enforcement agency. Such
delegated authority requires the concurrent approval of the Section Chief of the appropriate
Criminal Investigative Division section having oversight over the investigative program involved
and the Electronic Surveillance Technology Section Chief, Laboratory Division, Where requests
involve installation or operation of technical equipment by FBI

I:approval by the Office of the General Counsel is also required.

() The FBI field division must advise FBIHQ when requesting approval to [oan
electronic surveillance equipment (be it either a routine or an emergency request) whether there is
a current need for equipment within the division: whether, in the SAC's opinion. it is within the
interests of the United States to loan the reguested equipmnent in the specific criminal
investigation; and, whether the agency involved has previously violated the terms of any loan of
electronic surveillance equipment by the FBI. :

(k) Rourine requests should be by electronic communication (EC) to FBIHQ,

directed to the Electronic Surveillance Technology Section. Laboratory Division. and to the
appropriate Criminal Investigarive Division section having oversight over the investigative

CELL - OTD O9494EX
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program involved, and should enclose both a written request from the head of the Iocal or state .
law enforcement agency and the written opinion of the chief legal officer of the local or state
govemnment. Emergency requests should be by telephone, confirmed by EC, and followed by an

.EC, enclosing the necessary documents. _ ‘ .

(2) THE USE OF FBI ELECTRONIC SURVETLLANCE EQUIPMENT IN JOINT
CASES WHERE STATE.AND LOCAL LAW ENFORCEMENT AGENCIES OBTAINED
AUTHORITY FOR ITS USE (SEE MIQG, Part2,10-10.3 (8).)

(&) A JOINT CASE, for purposes of this section, is an investigation in which there

" exists significant FBI interest in the subject or subjects of a local investigation and substantial -

. FBI investigative resotrces have been utilized and/or will be utilized in the planned mvesu gation
with the Iocal agency.

(b) FBIHQ authority MUST be obtained prior to any use of FBI electronic
surveillance equipment or personnel in furtherance of any order or authority obtained by state or
local law enforcement agencies. Should approval be granted for such use, the pertinent local or
state order or authority MUST contain specific language authorizing FBI participation and
specifying whether the assistance is for installation, monitoring, or whatever is required.

(c) In requesting FBIHQ authority, the field office is to set forth the following
information .
‘ 1. A synopsis of the inv.estigation coﬁ&ucted to date by FBI and the local agency involved, '. ) .
1o include the date the FBI case was opened, as well as when the joint investigarion was initiated.

2. the specific SAC comments as to the value of the assistance to the FBI investigation
and extent of federal control over local electronic surveillance.

3. the exact nature of equipment to be utilized and technical assistance required, and
whether the equipment is on hand in the requesting division,

4. the specific comments of theL b as to the ability of the local , b7E
agency to properly utilize technical equipment requested. . '

5. that the Jocal agency has valid legal authority under state or local law to conduct the
electronic surveillance for which equipment will be utilized, to include citation of the specific
statute; .

: 6. that the Chief Division Counsel or the Assistant U.S. Attorney has revzewed the
affidavits and orders to be filed and concurs in their sufficiency; and,

7. that FBI policy in limiting disclosure as set forth in Paw 2. Sections 10-10.13 and
10-10.16, of this manual, will be honored in any subsequent local proceedings.
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The above information is to be provided by appropriate comminication to the
attention of the Laboratory Division, as well as ta either the Criminal Investlganve Dmsmn or the

es appropnate

(d) Any request for FB] assistance in the execution of a locally obtained court order b7E
which requires | | will be handled separately and
will require significant Justlf' cation. Emergency requests for such assistance are to be disconraged
and Jikely will NOT be approved.

(3) LOAN OF ELECTRONIC SURVEILLANCE EQUIPMENT TO OTHER
FEDERAL AGENCIES.

(a) The loan of FBI technical electronic surveillance equipment to other federal
agencies is permissible on a short-term basis. The loan of equipment is subject to availability and

-+ must not necratxvely affect the techmcal investigative capabilities of the FBL

(b} For agencies of the Department of Justice (DOJ) (e.g., the Drug Enforcement
Administration (DEA)), material support and assistance, including the loan of technical

. equipment, should be handled on a local level, subject to the provisions stated above.

{¢) For agénéies outside the DOJ, requests must be'made on a headquarters level,
and the requesting agency must have appropriate electronic surveillance authority and capability.

(d) All technical equipment provided must be available in existing field office
inventory. ‘

#*EffDte: 11/12/1998 MCRT#: 838 Div: D7 Cav: SecCls
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22 | Why the “USA Patriot Act™?

#: ] I eSenate: Uniting and Strengthening
'l America (Act) |
i I ®House: Providing Appropriate
Tools Required to Intercept and
Obstruct Terrorism (Act)
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. ®The PenRegister and Trap and
Trace Statute

it . ®Other Amendments to the Wiretap
| - Statuté and ECPA relating to
Wireless

% ¥ . June24,2008 : 4:
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The PeniTrap Statute

A _ 0 Old statute: the term "pen register”

means a device which records or
decodes €lectronic or other impulses
which identify the numbers dialed or

fine fo which such device is attached
(18 U.S.C. 3127(3)) :

3 0 New statute: Technology-neutral

language

: _r .Tune?.d 2003 - L 5

otherwise transmitted on the telephone |

5.1 1. The Pen/Trap Statute (old
4| statute)
1. © In the matter of the Application of the

USA for an Order Authorizing the Use of
a.Cellular Telephone Digital Analvzer 885
F.Supp 197 (S.D. CA 1995). :

: ®FACTS: i

- First application denied for failure to descnbe
operatlor_l of device. Supp. Affidavit filed.

— AUSA asks for PRIT&T order out of
“abundance of caution”

~ Affidavit discloses that Digital Analyzer (DA)
captures ESN, user’s cell # and number

5 »3 June 24, 203!'aled Whe’]‘““““"“‘““"fy . 6
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SR * 1. In the matter of the Application of the USA for an Order

“4 Authorizing the Use of a Cellular TelephoneDigital Anajyzer, 885
> I F.Supp 197 (S.D. CA 1995).

"4+ eHolding:
' -~ Court agrees that no order is required.
— Court notes:

The statutory definition of a pen register limits it
to a device ‘which records or decodes '
glectronic or other impulses which identify the
numbers dialed or otherwise transmitted on
the telephone line fo which such device is
aftached...’ 18 U.8.C. 3127(3)". _

— Court finds that bécause DA i$ not “attached”
toaline, DA does not qualifyas a PR.

»
A F
I3
3

Y& fune 24, 2003 7

3 Voim In the matter of-the Appilcation of the USA for an Order

5 '- Authorizing the Use of a Celiular Telephone Digital Analyzer 885
& F.Supp 197 (S.D. CA 1995).

¥ | e Court addresses application even though |
‘f  notrequired. :
;. @ Court denies request because:
— As:drafted, orderis not limited fa nse in that
judicial district|
~ — Moreover: .“The order sought, ...would not
insure sufficient accountability. For example,
depending upon the effective range of the digital

analyzer, telephone numbers and calls made by :
others than the subjects of the investigation

could be inadvertently intercepted.” Id, at 201.

2]

1]

bl ‘ June 24,2003 o | 8
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= ¥ The Pen/Trap Statute (USA
- Patriot changes)

.o -New PR Language: the term "pen register”
-means a device orprocess which records or
decodes dialing, routing, addressing, or signaling
information transmitted by an instrument or facility
from which a wire or electronic communication is -
¥ transmiited ..

. @ No content: ..provided, ‘however, that such
information shall not include the contents of any
-communication (18 U.S.C. 3127(3), (4))

I" ® Technology-neutral adjustments made
throughout PR/T&T statute.

_;‘Jlmc 24,2003 r I

' The Pen/T rap Statute (USA
| Patriot changes)

‘8- F. ® New T&T Language: the term “trap and trace”
means a device orprocess which identify the
originating humber or other dialing, routing,
addressing, and signaling information reasonably
likely to identify the source of a wire or electronic
communication....” 18 U.8.C. § 3127(4).

S1 §2 June24, 2003

10
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¥ ® Can obtain order locally for a

device installed in another district
(18 U.8.C. 3123(a))

| ® Order is good nationwide, even if

providers that carry the
communication are located outside
of the district (18 U.S.C. 3123(a))

: ® Court issuing the order must have

jurisdiction over the offense

7l -

T

‘i ® Providers nof named in order may
|-t¥  demand a certification (18 USC 3123(a))
‘ K _'.Zy:unc24,2003 | J . 18
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Taw enforcement uses its own
device on a public provider's
network pursuant to a pen/trap
order (3123(a)(3)) .
—E.g.: date and time of installation and
removal; information collegted

F. ®No 4yr Sunset onPen/Trap Reports

: Jane 24, 2003 [ ] 20°

P " "
gk -8 5 B June 24, 2003 L I 19

s Pen/Trap:

i ® Actual text triggers reporting when:

. "the law enforcement agency implementing :

an ex parte order under this subsection '

seeks to do so by installing and using its _

" . own pen register or trap and trace device on ;

-a packet-switched data network of a provider,
of electronic communication service tothe - -
public” P.L. 107-56, sec. 216

CELLAOTE 04645
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@&t Overview:

& 41 ®The Pen Register and Trap and
"4t Trace Statute

" @ Other Amehdments to the Wiretap
| Statute and ECPA |

¥ . b7E

| Il. The Computer Trespasser |
i EXCG._ptiOh

£ ® Old law: law enforcement often had to géta
‘wiretap orderin order to help victims monitor .

‘computer hackers
b5
‘8 t: ® Newlaw: new exception fo Title lil: 18 U.S.C.
;& £
3 ¥ 2511(2)(1) _
& &I — allows interception of “computer trespassers” - i.e.
those without authorization to use a computer oTE
o :I."June24,2003 o A
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+ Exception

i 1l. The Computer Trespasser

new exception to Title ill at 18 U.S.C.

2511(2)()
- @ Subject to 4-year sunset provision
! — grandfather clausefor pre-sunset offenses

2510(21)) _
— Person who accesses “without authorization”

— Definition continues: “and thus has no-reasonable
expectation of privacy...”

L

B:, June 24, 2003 6
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_.“f:;'_oThe Pen Register and Trap and
-} Trace Statute

g § ®The Computer Trespasser

3 b Exception

£ ®The Cable Act Fix

I} @ Other Amendments to the Wiretap

- Statute and ECPA

b7E
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: 1V. Other Amendments to
K= 1 Title ll and ECPA |

® Scope of subpoenas under 2703(c)
i @Voluntary disclosure of information
§ {: by providers

t: ®Nationwide search warrants fore-
mail

¥ 1. ®Voice wiretaps in hacker
investigations

A

Loy g e

% Tune 24, 2003 I | ' 29

£iL VVoice Mail Fix

.+ @ Old [aw: unopened voice mail required-a

k. Title lil.order (18 U.S.C. 2510(1))

§ | @ Extra problem because of the

¥!  convergence intechnologies

® New faw: all stored voice is governed by
ECPA '

— Treat it like e-mail

. — Fresh, unopened voice mail: search warrant "

— Old oropened: -subpoena, 2703(d) order with
(delayable) notice '

. ® Subjectto tT.eAiear_s_uns_eJ provision
¥ " ,'.; S June 24, 2003 30

S CELL nTD 0044 50

b7E

b7E




* Scope of Subpoenas

A £ ®0ld law: can obtain “basic
' subscriber information” with a
subpoena (18 U.S.C. 2703((:)(1 HC):
—name
— address
— local and long-distance telephone toll
billing records

— telephone number or other subscriber
number or identity

— length of service of a subscriber |

BB | Junc 24,2003

31

33 Sproéna-Broadened Scope

® New law: all previous categories
: plus (18 U.S.C. 2703(c)(2)): -

used to pay for-an account

and “records of session times and
durations”

; .3- @ Information on credit-card/bank account

"';f.:: ® “temporarily assigned network address” '

£ - e Notsubject to 4 vr sunset provision
& ‘- June 24, 2003

b7E .
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g% Voluntary Disclosure By
&7 & Providers (Part 1)

¥ '0 Old law: providers could dlsclose
content but not non-content records to
protect their rights and property

' ® New law: -all voluntary disclosures

¢ covered by 18 U.S.C. 2702

— non-public:providers can now voluntarily

E disclose for-any reason

11 @ Adds disclosures by public providers to
}:  protect rights and property (18 U.S.C.

2702(b)(5), (c){3))

& 3L mSubject to t rovision =

4% Voluntary Disclosure by
' 5 Providers (Part If)

':@f; ® Old-law: no explicit provision to allow

4. providers to disclose to protect life and
L imb |
' ® Newiaw: public providers can disclose

i content and non-contentinformation in
§ I emergencies “involving immediate

§1i danger of death or serious physical

§ ‘I injury” (18°U.S.C. 2702(b)(6)(C), (c)(4))

‘ ® Subject to the 4-year sunset provision

; =- June24,2008 I | _ 34
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Voluntary Disclosure by
Providers (Part 1)

Fre b,
e L]

A

® 18 USC 2702(b): ‘Publi¢ Provider may voluntarily
disclose fo law enforcementwhen:”

— USA Patriot Act: If provider-reasonably believes an -
emergency involving immediate danger of death-or
Serious bodily .injury requires disclosure- 18 .S, C
2702{b)(6)(C).

— Homeland Security Act (P.L.107-296, §225) further i
amended USA Patriot Act: “To a Federal State, orlocal
governmental entity, if the provider, in good faith,
believes that an emergency involving danger of death
or serious physical injury to any person requires
disclosure without delay of communications relating to
that emergency.” 18 U S.C 2702(b){7). ;

| ‘¥r; June 24, 2003 33

5 | Voluntary Disclosure by
& | Providers (Part 1)

. @ Assuming emergency situation; LE can

! .provide facts to convince providerthat
emergency involving danger of death or
serious injury exists and provider may
disclose.

— Exception applies to content-and non-content
information (dialing, addressing, routing,
signhaling, and location)

-- REPORTING REQUIREMENT

%
BT & - Junc24, 2003 ) 36
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. ‘ June 24, 2003

Q&A

Associate General Counsel

Technology Law Unit

Engineering Research Facility
FBI Academy Campus USMCB

Bldg 27958A, Rm. A-027
‘Quantico, VA 22135

Tel.

38
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ICALEA Solutions

T RSO UEn Oy L

* Key elements of CALEA

» Various types of Wireless Carrier interconnection
configurations

- Further support available from of
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