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Statement of Work

o (1)) To provide engineering services for

e (U) To report, track, and document processes and outcomes.

mp 1.2 BACKGROUND
)
(a1
(3]
(5] b1
b3
L7E
HE
(5]
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Statement of Work

bl
b3

- {8 2.0 REQUIREMENTS AND DELIVERABLES

)

o
R SR 1

(U) 2.1 TASKING

(U) Work under this SOW shall be task-oriented. Each task shall be coordinated with the
Contractor by the Contracting Officer’s Technical Representative (COTR) and awarded on a task
by task basis through the Contmchng Officer (CO). As indicated in each Task Order (TO) SOW,
the Contractor shall provide services to include the following:

Providing and enhancine svstemsl

Systems

Systems qualitvy assurance: -
Systems |

Reporting, tracking, documentation development, and presenting;
Project management to include scheduling, cost management, process analysis and
evaluation, project control, and risk management.

* (U) The CO shall specify the intended pricing type, firm fixed-price or cost-plus fixed fee,

during request for TO proposals. Reference the solicitation documentation for additional
information regarding “Ordering Procedures.”

(U) For key personnel, the COTR shall require the Contractor to provide a resume demonstrating

.experience, skills, and education. Once key personnel are approved by the FBI, replacement of

those personnel on by the Contractor is subject to review and approval by the COTR. All

Contractor personnel shall possess the knowledge and skills necessary to complete the work

identified hv-the FRI
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Statement of Work

(U) The Contractor shall be expected to apply a broad base of engineérs and support personnel

with varying backgrounds in order to maintain the efforts under this contract. At a minimum, the

Contractor shall include a copy of the job descriptions to include experience levels and formal
education required for each labor category presented in the proposal.

(U) Services provided undér each. TO shall be performed in accordance with this SOW for the

contract as well as contractual terms and conditions. All services and enhancements under this

contract shall be conducted with all appropriate legal authority.

(0} (%) 2.2 REQUIREMENTS

The Contractor shall meet the system level criteria for performance as stated below:

o

e

U)2.2.7 The Contractor system shall requir and any
| features under this contract to ensure siich use are [imited to personnel with

1 ] 1 +
UIC 1O UICU aULIOTIY.

(U) 2.3 DELIVERABLES

(U) The Contractor shall provide any of the following as required in specific Task Order
requirements documentation:
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Statement of Work
¢ Project Deliverables
Q
o
-o—Froduction Kun Equipment

¢ Documentation

o White Paper Study Reports
o Baseline Design Documentation

o Monthly Project Status Reports
e Meetings or Briefings

o Kick-Off, Program Management, Status or Technical Integration Meetings
o Review or Technical Briefings to include any required materials

oo
~) a3

(U) 3.0 REPORTING AND STATUS REVIEW REQUIREMENTS

(U) 3.1 Project Prbgress Reports: Project progress shall be reportg:d to the COTR on a monthly
basis. At a minimum, the report shall include the following information per Task Order:

technical accomplishments and status, upcoming milestones, issues/concerns/risks, action items,
and projected cost or schedule overruns

(U) 3.2 Other Reports: Other reports that may be required by the contractor on a per-task order
basis shall include:

Test Procedures Report

Installation Report

System| |

LS ANV i 3 AA 1
L1allllily Ilally dild 1vidllUadls

Task Order Closeout Report

e 6 & & o & o

Contract Closeout Report

(U) 3.3 Phase Review Meetings: Formal phase review meetings shall be conducted at a

minimum at the conclusion of each Task Order Phase and mclude reports for project plans,
status, and results. :

(U) 3.4 Other Review Meetings: Other meetings that may be required by the contractor on a

per-task order basis shall include:

e Monthly or Periodic Technical Integration Meetings - To review technical progress,
address any technical challenges and barriers, and communicate with project team

» System Requirements Review - To review and baseline the requirements to be satisfied
by the proposed system (product)
e Preliminary Design Review - To review and concur on initial system design concepts

including exploitation techniques and implementation methodology
Critical Design Review - To review and approve final system design

Test Readiness Review - To review test readiness and authorize initiation of testing

CELL/O0TD 022

++ TIRORET




Statement of Work

e Operational Readiness Review - To review operational readiness and officially accept

system (product)

() }é 4.0 SPECIAL CONSIDERATIONS

(U) 4.1 Health and Safety

(U) In certain configurations if the Contractor systems

| the

Contractor shall provide information regarding these topics in writing and make recommendation

to reduce such risk.

{m ESi 4.2 Security and Restrictions Considerations

HE!
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1.0 (U) INTRODUCTION
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SESRET/NOFORN/20366225

bl

b3
b7E

(U) The structure of this statement of work consists of the following: Section 1 provides

a broad project description and background of the task requirements; Section 2 details

the specific system requirements, key technology areas, concept of operations, and

technical strategy; Section 3 lists and describes the tasks to be accomplished; Section 4
lists the deliverables, and Section 5 lists the customer representatives, roles and

contact information.

U) Within this statement of work, all references toi

are def

lor

ned as a product that is|

as

(V) The following requirements as identified in Section 2 shall be provided for under this

Task Order to}

JAll capabilities- shall be available for

utilization|

fn order to provide all requirements below shall not be accepted.

2.1 Task Overview

bl
b2

(]

b7E

_SECRET/NOFORN2D360125

2
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“SESRET/NOFORN/20360225

211 Requirements
2141 | ><<
2112 | X
21.1.3 |
2114 | X
2415 | X
(81 2146 | X
a7 [ bl
214147 | X B2
BTE
2.1.1.8 | <
2.11.9 | X
2.1.1.10) X
2.1.1.11| X
2.1.1.12| X
O A A AT \//
L.l 110
2.1.1.14f X

2.1.2 Key Technology Area

SESRET/NOFORN/30366375
3
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SESRET/NOFORN/20366225

2124 &~

.

bl

b3
bTE

N
-
N

2.1.3 Operating Requirements

2131

b3

-

2.1.3.2

LTE

2133

2.1.3.4

21.3.5 (U) The system shall be

W 2.1.4 (SHNE) System Capabilities

]

ke

b3

h7E

e
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SECRELL/NOFORN20366225 _

. s
2,2 (SHNE) Concept of Operations
2.2 (SHNE)
(81
<
bl
b:
>< LR
X
| I ) ><
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N
P
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2.21.8 —-
5
2.21.9] >
Bl
b3
8
b3
LR
2.2.1.10 The system shall perform the following general sequence of operations:
2.2.1.10.4 <
e
: b7E
(3

2.21.10.4 ><

pe——
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2.2.2.12 The system shall perform the following general sequence of operations
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2.2.311 (U)

A 13 bt ol 3
!

he system shall perform the following general sequence of operations:

2.2341.4><

N
N
o
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bl
b2

b:‘
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2.2.3.11.3
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__SEeRGITNOFORN/2364275

(U) A conceivable technical strategy for providing the
is g i . the Contractor shall take the following into account

when performing the required under this Task'Order. b3
: b7E

2.2.4.5

2.24.6

2.24.7

!\3
!\3
K-
o]

2.24.9

2.2.410

_SBORET/NOFORN/20366225
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SESRET/NOFORN/20366325

3.0 (U) Task Descriptions

m This section describes the tasks to be completed. It is divided into five major

areas shall be completed under this ask Order:

(a) General Project Tasks — Genera] project tasks include a kickoff meeting to
be conducted at the customer’s facility, a general project status review
conducted at the midpoint of the project, and a monthly meeting at the
customer’s discretion status reports identifying current task status, risks,

mitigations, percent complete, expected date of completion, and actual date

of completion for-each enhancement feature:.

(b)l |

[to address

the following requirements:|

(c)

—
[oR

(e) Demonstration — Conduct a demonstration of a fully operational system

accordmg to the regunremenis described herein svstem at the customer

4.0 (Uj Deliverables

(U) This section describes the deliverable items from the task order.

(U) Monthly Status Report
(U) Monthly Program Review

(U) System Power Requirements forf | .

o3

(U) System Testing Plan i b7E
(U) System

(U) System Demonstration at customer facility
(U) Pictorial system connection diagram

WINOFORN/M
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SECREF/NOFORN/ 20366225

¢ (U) Final Technical Summary Report

4.1 Security Standards and Régulation’s

V) S_ECURITY STATEMENT: This program, all documentation, all associations, all
stated and implied requirements and all personnel must adhere to and meet security

requirements. Any breech of security will result in immediate termination of the program
and possible repercussions, both contractual and criminal. All dissemination of the

program and contract information outside those parties designated by the COTR must
be approved in writing by the COTR, to include, but not limited to, partners, technical
and contract information and personnel. This program in its entirety is restricted from
any and all disclosure to any entity considered foreign to the United States. The
contractor shall set up procedures to insulate the program procurement or parts and

protection of program information as agreed upon by the COTR.

5.0 Customer Representative

The Contracting Officer (CO) is the only person from the FBI with the authority to
negotiate contractual issues or changes and obligate funding. The Contractor is
responsible for any changes made without authorization of the CO.

Contracting Officer

The following Bureau personnel may be contacted after award of the contract in

performance of this work and for technical gwdance but are not authorized to negotiate

~_contractual issues or obligate funding:

béE

bic

Programmatic and Technical Personnel

~) DPraiarnt AManarsse N TER
a) FlIUjcL L ividliaytCi/ivuilin
b) Program Manager/Unit Chief

SPeRET/NOFORNZO362E  CELL/OTD 022754
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BT

(5 b3

(U) The structure of this statement of work consists of the following: Section 1 provides
a broad project description and background of the task requirements; Section 2 details

the specific system requirements, key technology areas, concept of operations, and
technical strategy; Section 3 lists and describes the tasks to be accomplished; Section

4 lists the deliverables, and Section 5 lists the customer representatives, roles and

|
|
; contact information.

2.0 ~~@N{)=Scope
(U) Within this statement of work, all references to a}===%]
| |are defined as a product that is

(U) The following requirements as identified in Section 2 shall be provided for under this B3
Task Order td iliti ilable b7E

for utilization

1

in-order to provide all requirements below shall not be accepted.

2.1 Task Overview

g o
- bIE
211 Requirements
AN
2111 X
8
21121 X
21.1.3| X

SESRET/NOFORN/20350225 e
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SEERET/NOFORN/ 20356225

21.1.4 | X
21.1.5 | X
21.1.6 X
2117 | X
B 2148 [ X
21.1.9
2.1.1.10{ X
21.1.11| X<

21112 XX

N
-
-
-
w

21114

2.1.2 Kéy Technology Area

21.21| X

2422

<

21.2.3| >

21.24><

“SESRET/NOFORN/20356225
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‘ _SEeRET/NOFORN/2 5

2425 X

21.2.6| X
| (8 b
1 B ) E%
214271 >
2.1.3 Operating Requirements
2.1.3.1
‘Ib?;
b7E
2.1.3.2
2133
2.1.3.4

2.1.3.5 (U) The system shall be]

“SESRET/NOFORN/ 20360225

4
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SEeRET/NOFORN/203606325

P& E ij E
2.2 (SHNF) Concept of Operations
:b 3
m2.2.1 (SHNE]

[&] bl
(13 3
b7E

X
N X
(8

>
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X
\/
(5]
<<
-l
bl
b3
B7E
(8) -
2.21.14
: ‘ bl
2.2.1.11 The system shall perform the following general sequence of operations: b3
b7E
221.41.4%
HE

o

pze7el
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T//NOFORN/. S

2.2.210| X

2.2.2.12 The Contractor shall ensure the system is able to perform the following

general sequence of operations

2.2.2.12.1 >
bl
b3
18
2.\\“2.\2\.12. N
2.2.212.3 X

W/INOFORN/W
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(5

2.2.3.11 (U) The system shall perform the following general sequence of operations:

2.2.3.11.1 X

2231412 >

(50

N
()
o
-
—
w

-
METHN OFORNS%W
11
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224

b3
bLIE
(U) A conceivable technical strategy to provide thq i
l lis described below. The Contractor shall take the following into
account when| under this Task Order.
2245 e
b7E
2246
2.24.7
2.2.4.8
2.2.4.9
2.2.410
“SECRET/NOFORN/20366225
14
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3.0 (U) Task Descriptions

Itis divided into five major-areas:

(a) General Project Tasks — Geneéral project tasks include a kickoff meeting fo
be conducted at the customer's facility, a general project status review

conducted at the midpoint of the project, and a monthly or bi-monthly at the
customer’s discretion status reports identifying current task status, risks,
mitigations, percent complete, expected date of completion, and actual date

of completion.

(H

(g

(0

(e) Demonstration — Conduct a demonstration of a fully operational system

according to the requirements described herein at the customer facility to

meliiddiae |

I

4.0 (U) Deliverables

(U) This section describes the deliverable items from the task order.

(U) Monthly Status Report
(U) Monthly Program Review

(U) System Power Requirements for
(U) System Testing Plan

(U) System

(U) System Demonsiration at cusfomer facility
(U) Pictorial system connection diagram

® & & o & 5 o 0

(U) Final Technical Summary Report

M/INOFORN/M
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4.1 Security Standards and Regulations

~(U) SECURITY STATEMENT: This program, all documentation, all associations, all

stated and implied requirements are subject to the security requirements of this contract

-and all Contractor personnel shall adhere to and meet security requirements. Any

breech of security will result in immediate termination of the program and possible

repercussions, both contractual and criminal. All dissemination of the program and
contract information outside those parties designated by the COTR shall be pre-
approved in writing by the COTR, to include, but not limited to, partners, technical and
contract information and personnel. This program in its entirety is restricted from any
and all disclosure to any entity considered foreign to the United States. The contractor
shall set up procedures to insulate the program procurement or parts and protection of
program information as agreed upon by the COTR.

5.0 Customer Representative

The Contracting Officer (CO) is the only person from the FBI with the authority to
negotiate confractual issues or changes and obligate funding. The Contractor is
responsible for any changes made without authorization of the CO.

- Contracting Officer |

The following Bureau personnel may be contacted after award of the contract in
performance of this work and for technical guidance, but are not authorized to negotiate
contractual issues or obligate funding:

Programmatic and Technical Personnel

a) Project Manager/COTR
b) Program Manager!Uhit Chief
SBEEELT/NOFORN/ 20360325
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STATEMENT OF WORK

Contract

b3

Task Order 3

1.0 (U) INTRODUCTION

b1

b3
b7E

M//NOFORN/M

CELL - OTD iy g
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(U) The structure of this statement of work consists of the following: Section 1 provides
a broad project description ‘and background of the task requirements; Section 2 details
the specific system requirements, key technology areas, concept of operations, and
technical approach; Section 3 lists and describes the tasks to be accomplished; Section
4 lists the deliverables, and Section 5 lists the customer representatives, roles and

contact information.

© 2.0 (SHNE] Scope

_{U) Within this statement of work, all references to | |

are defined as a product that is| ;};3
DTE
2.1 Task Overview
o
bl
2.1.1 Requirements -
21411 | X
21.1.2 | X
21.4.3 1 X
(5
2114 | X
21185 | X
21.1.6 | X

‘SEERET/NOFORN 20356225
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i
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2117 | X

~
~N

[
— -

NN
o o

2.1.1.10

X X ><X

N
—
= 3
-
no

w

2.1.1.44] X

N
N -
-
-

2.1.2 Key Technology Area

2.1.21 ><

21.2.24 X

2.1.2.3 >

151 21.24

2.1.2.6

2.1.2.5 X
X

2.1.27 >

Mm@mmm
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2.1.3 Operating Requirements

2.1.31
b3
b7
2.1.3.2
2133
2134
21.3.5 (U) The system shall be
(0} 2.1.4 (SHNE) System Capabilities
bl
} b3
15)
2,2 @J‘ME) Concept of Operations
b3

_SPedET/NORORN/2U360225
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2.21.8

2.2.1.9 The system performs the following general sequence of operations:,

bt
b3
}‘—:':'

2.2.1.9.1| X

e

I\
)
-
to

2.2.1.9.3

2.21.9.4

>

BESRET/NOFORN/20360425
7
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h2
b7E
(a)-
X
%
7\
X
(5
X
X
><
(3] b
\/
(2 X

2.2.2.10 The system performs the following general sequence of operations

S /MNOFORN/20 25
SERRE/NOFORN034422
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2.2.3.11 (U) The system performs the following general sequence of operations:

29221411
P I7 A N

e

2.2.3.11.2 ><
bl
p3
|:S:| TR

i

|

|

|

‘

| 2.2.3.11.3| ~

SECRET/NOFORN/ZD369225
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(5 b1
b
>< b7E
994 (N ]
b3
b7E
(U) The conceivable technical approach to developing|
l |is described below. o3
2.2.4.5 o
2.2.4.6
2.2.4.7

“SEERET/NOFORN/20366225
13
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22438

D
il

2.2.4.9

2.24.10

3.0 (U) Task Descriptions

" (SHNE) This section describes the tasks to be completed. It is divided into five major

areas:

{3)
\</

General Project Tasks — General project tasks include a kickoff meeting to

be conducted at the customer’s facility, a general project status review

conducted at the midpoint of the project, and a monthly or bi-monthly at the
customer’'s discretion status reports identifying current task status, risks,

mitigations, percent complete, expected date of completion, and actual date
of completion. -

(b)

(©)

b3
hIE

(d)]

(e)

Demonstration — Conduct a demonstration of a working system at the

customer facilitv {o include]

SEeRET/NOFORN 20360225
14 jzm(rg,g,/am 022723
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4.0 (U) Deliverables

*

(U) This section describes the deliverable items from the task order.

(U) Monthly or Bi-Monthly Status Report
(U) Monthly or Bi-Monthly Program Review

(U) System Power Requirements for |
(U) System Testing Plan
(U) System|

b3

B1E

(U) System Demonstration at customer facility
(U) Pictorial system connection diagram

(U) Final Technical Summary Report

4.1 Sécurity Standards and Regulations

(U) SECURITY STATEMENT: This program, all documentation, all associations, all

stated and implied requirements and all personnel must adhere to and meet security -

requirements. Any breech of security will result in immediate termination of the program
and possible repercussions, both contractual and criminal. All dissemination of the
program and contract information must be approved in writing by the COTR, to include,
but not limited to, partners, technical and contract information and personnel. The
contractor shall set up procedures to insulate the program procurement or parts and
protection of program information as agreed upon by the COTR.

5.0 Customer Representative

The following Bureau personnel may be contacted in performance of this work, but are

e
~d

3

i3

not autnorized to negotiate contractual issues:

Programmatic and Technical Personnel

a — Project Manager/COTR
b) Project ManagerfCOTR
c) - Unit Chief
“SEGRET/NOFORN/2361225
15
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FEDERAL BUREAU OF INVESTIGATION

Precedence:—ROUTINE Date: 12/14/2010
To: Finance Attn: A/sc| I
CO
General Counsel Attn: UC
Operational Technology Attn: UC
uc
| [
ACSO | |

From: Security

Security Operations Sectlon/Acqu1s1tlon Security
Unit/PA-558

Contact: . |

Approved By:

Drafted By:

Case ID #: 260A-HQ-1528742 Serial 3741

Title: SENSITIVE BUT UNCLASSIFIED (SBU) ACQUISITIONS

Svnopsis: To advise that al

|for the identified procurement involvin

i
L

under Requisition

Reference: 319W~HQ~A148?699;SECD Serial 4
319W-HQ-A1487699-SECD Serial 93
319W-HQ-A1487699-SECD Serial 481

Details: ASH has received a request for al |

| This procurement is identified as
Requisition] [for a

| and

|for the Operational

UNCLASSIFIED

~3

g Ko Wk

s pien, ey
E::: ‘Eﬁ: nm;x }Lm.. --""“” Ifmuu‘ H gmr‘" " ﬂ t!{ i i gt st gt




UNCLASSIFIED

'To: Finance From: Security

Re: 260A-HQ-1528742, 12/14/2010

Technology Division, Tracking

Technology Unit.

Upon review of this request, the procurement does not

No further action by ASU will be taken unless notified - b7E
of | |

Ouestions concerninag this matter should be directed to

Unit Chief |

|Please'provide direct feedback regarding

the Unit's performance in this area by clicking here:

UNCLASSIFIED

2
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UNCLASSIFIED

To: Finance From:

Security

Re: 260A-HQ-1528742, 12/14/2010

LEAD(s) ¢

Set Lead 1: (Info)

FINANCE

For information

Set Lead 3: {(Info)

only
4

OPERATIONAL TECHNOLOGY

AT QUANTICO, VA

For information

only.

*

UNCLASSIFIED
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4
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