NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 62332B
18 December 2012

Jared Kaprove, Esquire

Electronic Privacy Information Center
1718 Connecticut Avenue, N.W., Suite 200
Washington, DC 20009

Dear Mr. Kaprove:

This is the final response to your Freedom of Information Act (FOIA) request
of 15 July 2010 for contracts and communications with Raytheon Company
regarding the Perfect Citizen program, as well as all analyses, legal memoranda,
and related records regarding the Perfect Citizen program. The second portion of
your request was later clarified to be for the analyses or legal memoranda of the
program itself, and not analyses or legal memoranda relating to the contracting for
the program. A copy of your request is enclosed. Your request has been
processed under the FOIA, and some of the documents you requested are
enclosed. Certain information, however, has been deleted from the enclosures,
and 98 pages have been withheld in their entirety.

Some of the information deleted from the documents was found to be
currently and properly classified in accordance with Executive Order 13526. This
information meets the criteria for classification as set forth in Subparagraph (c) of
Section 1.4 and remains classified TOP SECRET as provided in Section 1.2 of the
Executive Order. The information is classified because its disclosure could
reasonably be expected to cause exceptionally grave damage to the national
security. Because the information is currently and properly classified, it is exempt
from disclosure pursuant to the first exemption of the FOIA (5 U.S.C. Section
552(b)(1)).

In addition, this Agency is authorized by various statutes to protect certain
information concerning its activities. We have determined that such information
exists in these documents. Accordingly, those portions are exempt from
disclosure pursuant to the third exemption of the FOIA which provides for the
withholding of information specifically protected from disclosure by statute. The
specific statute applicable in this case is Section 6, Public Law 86-36 (50 U.S.
Code 402 note).

Personal information regarding individuals has been deleted from the
enclosures in accordance with S U.S.C. 552 (b)(6). This exemption protects from
disclosure information that would constitute a clearly unwarranted invasion of
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personal privacy. In balancing the public interest for the information you
request against the privacy interests involved, we have determined that the
privacy interests sufficiently satisfy the requirements for the application of the
(b)(6) exemption.

In addition, commercial and financial information that is privileged or
otherwise confidential has been deleted from the enclosures pursuant to the
fourth exemption of the FOIA.

Lastly, some of the information has been deleted from the enclosures
pursuant to the fifth exemption of the FOIA. This exemption applies to inter-
agency or intra-agency memoranda or letters which would not be available by law
to a party in litigation with the agency, protecting information that is normally
privileged in the civil discovery context, such as attorney-client privileged
communications and information that is part of a predecisional deliberative
process.

The Initial Denial Authority for NSA information is the Deputy Associate
Director for Policy and Records, D. M. Janosek. Since some documents were
withheld in their entirety and information was withheld from the enclosures, you
may construe this as a partial denial of your request. You are hereby advised of
this Agency’s appeal procedures. Any person denied access to information may
file an appeal to the NSA/CSS Freedom of Information Act Appeal Authority. The
appeal must be postmarked no later than 60 calendar days from the date of the
initial denial letter. The appeal shall be in writing addressed to the NSA/CSS
FOIA Appeal Authority (DJ4), National Security Agency, 9800 Savage Road STE
6248, Fort George G. Meade, MD 20755-6248. The appeal shall reference the
initial denial of access and shall contain, in sufficient detail and particularity, the
grounds upon which the requester believes release of the information is required.
The NSA/CSS Appeal Authority will endeavor to respond to the appeal within 20
working days after receipt, absent any unusual circumstances.

Sincerely,

PAMELA N. PHILLIPS
Chief
FOIA/PA Office

Encls:
a/s
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1.0 (U) BACKGROUND

1.1 (UHFEYO) Sensitive Control Systems (SCS) perform data collection and control of
large-scale distributed utilities or provide automation of infrastructure processes. From an
information assurance perspective, the protection of SCS is essential to mission
operations and has become a significant point of interest in support of the Department of
Defense (DOD) and the Intelligence Community (IC). The prevention of a loss due to a
cyber or physical attack, or recovery of operational capability after such an event, is
crucial to the continuity of the DOD, the IC, and the operation of SIGINT systems.

Understanding the technologies utilized in the infrastructure nodes to interoperate on the
mmercial backbone enables the Government to protect the systems

" (b) (3)-P.L. 86-36

13 -(S{- Recently, the Control Systems Division (CSD) of the
Information Assurance Directorate / Vulnerability Analysis|

2.0 (U) SCOPE

1 g ' '
IL Government needs

fall into two categories, sustained Contractor technical support and experts whose
specialized task-based expertise will be required on an intermittent basis. Sustained
contractor technical support personnel are differentiated from the expert contractor
personnel by the nature of their taskings; it is anticipated that experts will only be required
in limited instances to address specific requirements within a tasking. Sustained
personnel will tend to be involved in the broader scope of the tasking.

3.0 (U) APPLICABLE DOCUMENTS

(U) Applicable guidelines are available on-line after Contractor's are assigned after
contract award. '

(b) (1)
-SEERET
P! NsR/Egskp-1652
Dated: 20070108
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(U) REQUIREMENTS
(U) Technical Requirements

(U//POH0) Develop and document a thorough understanding of a specific SCS
concentrating on the interfaces and communication between significant
components. All documentation and intermediary work products (e.g., IDAPro work
files including comments, data captures of communications, etc.) shall be delivered
in electronic format.

(U//FOY0) Investigate and document the results of vulng)r,ap_nﬁnty exploration and
research against specific SCS and devuces (5). (3, P.L. 86-36

Develop CND best practuces/capabllltles that defend
against vulnerabilities identified in a SCS. Tools must include the appropriate
documentation for the specific tools (e.g., Concept of Operations, Software
Requirements Specifics, High Level Design, Low Level Design, drawings,
commented source code, integrated help, etc.) in accordance with CSD's software
engineering documentation guudellnes .

4.1.4 St
|

Developed capabilities shall include the appropriate documentation for the specific
tools (e.g., Concept of Operations, Software Requirements Specifics, High Level
Design, Low Level Design, drawings, commented source code, integrated help,
etc.) in accordance with office/division guidelines.

4.1.5 (& All capabilities shall be tested and documented as

4.2
4.2.1

required in accordance with the Control System’s Division (CSD) Test
Documentation Guidelines. Documentation shall include the Tools Submission

Sheets, Testing, and Users documentation necessary to submit tools and
techniquesl I specific format to be

provided where required.

by (1)
(V) General Requirements - (b) (3)-P.L. 86-36

(U) Program Reviews

(UTTFODOY The Contractor shall conduct Program Reviews (PRs) with the Government
throughout the contract from which the Government can evaluate performance and help
resolve program issues. At the discretion of the Government, the reviews shall be
conducted at the Contractor's facility and/or at the Government’s facility The PRs shall
encompass all aspects of the program status (i.e., cost, schedule, data deliverables,
technical performance, and progress), and address concerns and significant upcoming
events. Government attendance at PRs will be determined by the COR. The Contractor

shall plan for the first PR to occur 60 days ADAD and quarterly thereafter. Prior to the PR,

(b) (%) .
Lodentdbnld . L. 86-36
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the Contractor shall provide an agenda and include any associated supporting technical
; information. The Contractor shall keep minutes of each review and shall submit a report
IAW Contract Data Requirements List (CDRL).

(U//FEY0) The Contractor shall prepare and submit contract status and cost reports IAW
CDRLs that document accomplishments, issues, action items and expenditures for all
charges to the contract. In addition, the Contractor shall maintain current and submit
weekly time sheets for all personnel working under this contract/SOW.

, (U//FOUE) The contractor shall provide weekly reports either verbally or via email to the
Government COR on the research and development progress with the tasks under this
SOWwW.

4.2.2. (U) Program Management Plan

(U//FOUS) The Program Management Plan (PMP) shall describe the systems to provide
overall coordination of activities under PERFECTCITIZEN. The plan shall describe the
contractor’s organization, approach and systems for accomplishing required activities.
This shall include but not be limited to: quality control, risk management, teaming,
subcontracting arrangements, security procedures, and project management.

(U//FOUB)-The Contractor shall identify the specific management planning/control

procedures that will be employed on the contract, to include methods the contractor will

! employ to provide government insight, data accessibility and/or deliverables. An

T organizational chart shall be provided which depicts the management structure that will

j assure continued commitment to the program’s success. This structure shall support the

' narrative description of contractor controls applicable to any task, activity or project to
manage cost, schedule and technical performance.

5.0 (U) CATEGORIES OF LABOR AND DESCRIPTIONS ) (1)

, (b) (3)-P.L. 86-36
5.1 (V) Production Software Engineering

] Prodl.icg'on software engineers shall be responsible for
(b) (1)
Systems based on defined requirements and operational constraints, T oo 86-36

5.1.1 (U) Junior Production Software Engineer

(U//FOU©) Description: A junior production software engineer’s primary role is software
programmer and shall be able to develop production quality software based on pre-
defined software requirements and designs.

(U//FEYQ) Requirements: A junior production software engineer shall meet the following
requirements:

o (U//FEYO) Six years of software engineering experience or a Bachelor of Science
degree in Computer Science, Electrical Engineering, Computer Engineering,

—SHERET BT |
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Physics or similar technical major and two years of software engineering
experience.

(U//FOUE) Demonstrated experience codmg in C, assembly or similar languages
on Linux, Unix and/or Windows.

(U//FOUS)-Demonstrated ability to develop modular software components based
on defined software designs.

(U//FOYQ) Demonstrated ability to use a software integrated development
environment (IDE) such as Visual Studio, Eclipse or similar IDE.

(U/IFOYE) Demonstrated ability to develop and execute unit tests.

(U//FOUS) Demonstrated ability to maintain code in a software version reposutory
such as subversion, CVS, or similar tcol.

(U//FOY6) Demonstrated ability to work to a schedule and meet deliverable dates.

(U//FOY6) Demonstrated ability to report progress via accepted communication
channels such as email, wiki and/or a schedule tracking application.

(U/FF2HO) Demonstrated knowledge of one or more of the following: TCP/IP
network protocols or SQL programming.

5.1.2 (U) Mid-level Production Software Engineer

(U//FEYQ) Description: A mid-level production software engineer’s primary role is to lead
technical design of software components as well as lead integration testing of software
components.

(U//O4Q) Requirements: A mid-level production software engineer shall meet the
following requirements:

(U//FOY8) Nine years of software engineering experience; or a Bachelor of
Science degree in Computer Science, Electrical Engineering, Computer
Engineering, Physics or similar technical major plus five years software engineering
experience; or a Masters degree in Computer Science, Electrical Engineering,
Computer Engineering, Physics or similar technical major and two years software
engineering experience.

(U//FEBO) At least three years experience coding in C, assembly or similar
languages on Linux, UNIX and/or Windows.

(U//FOH6Y Demonstrated ability to design and develop modular software -
components based on defined software designs.

(U//POHS) Demonstrated ability to use a software integrated development
environment (IDE) such as Visual Studio, Eclipse or similar IDE.

(U//FOY6) Demonstrated ability to develop and execute unit tests.

(U//FSHO) Demonstrated ability to maintain code in a software version repository
such as subversion, CVS, or similar tool.

—swenes ®r(1
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(U//FOUQ).Demonstrated ability to work to a schedule and meet deliverable dates.

(U//FOHO) Demonstrated ability to report progress via accepted communication
channels such as email, wiki and/or a schedule tracking application.

(U//FOUO) Demonstrated knowledge of one or more of the following: TCP/IP
network protocols or SQL programming. '

(UFSYB-Demonstrated ability to document component designs within a High
Level Design (HLD) document.

(U//Fe"e) Demonstrated ability to plan and develop component integration tests.

5.1.3 (U) Senior Production Software Engineer

(U//FOUQ) Description: A senior production software engineer’s primary role is to lead
technical design of software systems as well as lead integration testing of software
systems. The senior production software engineer shall assist the systems engineer in
eliciting software requirements from system stakeholders. Additionally, the senior
production software engineer shall assist the technical project manager and systems
engineer with setting development standards and process.

(V//FOUYE)Bequirements: A senior production software engineer shall meet the following
requirements:

°

(UHFEUYO) Fourteen years of software engineering experience; or a Bachelor of
Science degree in Computer Science, Electrical Engineering, Computer
Engineering, Physics or similar technical major plus ten years software engineering
experience; or a Masters degree in Computer Science, Electrical Engineering,
Computer Engineering, Physics or similar technical major plus seven years
software engineering experience.

(U/AFFOUJ8) At least three years experience as a soﬁware architect or lead
developer designing and implementing systems.

(U//FOUO) At least six years experience coding in C, assembly or snm|lar
languages on Linux, UNIX and/or Windows.

(U/A~e50) Demonstrated ability to elicit user and system requirements and
document requirements in a Concept of Operations (ConOps) document.

(U//F©56Y Demonstrated ability to plan and develop system integration tests and
document test strategy in a formal Test Plan document.

(U//FEO©) Demonstrated ability to design and develop modular software
components based on defined software designs.

(U//FeYE) Demonstrated ability to use a software integrated development
environment (IDE) such as Visual Studio, Eclipse or similar IDE.

(U/A=2-67 Demonstrated ability to develop and execute unit tests.

(U//F&U6) Demonstrated ability to maintain code in a software version repository
such as subversion, CVS, or similar tool.

—SECREH- (Y (1) ]
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¢ (U/FOHO) Demonstrated ability to work to a schedule and meet deliverable dates.

o (U//FEYQ) Demonstrated ability to report progress via accepted communication
channels such as email, wiki and/or a schedule tracking application.

o (U//FOYB) Demonstrated knowledge of one or more of the following: TCP/IP
network protocols or SQL programming.

o (U//FEYO) Demonstrated ability to document component designs within a High
Level Design (HLD) document.

¢ (U/fFEU)-Demonstrated ability to plan and dévelop component integration tests.
- (b) (3)-P.L. 86-36

5.1.4 (U) Expert Production Software Engineer

(U//POUO) Description: A senior production software engineer's primary role is to lead
technical design of software systems| |as well as lead integration
testing of developed software systems. The expert production software engineer shall
assist the systems engineer in eliciting software requirements from system stakeholders.
Additionally, the expert production software engineer shall assist the technical project
manager and systems engineer with setting development standards and process.

(U//FOQ) Requirements: A expert production software engineer shall meet the following
requirements:

o (U/FOYO)Twenty years of software engineering experience; or a Bachelor of
Science degree in Computer Science, Electrical Engineering, Computer
Engineering, Physics or similar technical major plus fifteen years software
engineering experience; or a Masters degree in Computer Science, Electrical
Engineering, Computer Engineering, Physics or similar technical major plus twelve
years software engineering experience.

o (U/IFOUEY At least three years experience as a software architect or lead
developer designing and implementing systems.

o (U/fFOUO) At least ten years experience coding in C, assembly or similar
languages on Linux, UNIX and/or Windows.

° ‘ !At least two years expenence developing production
oping production quali

¢ (U//FOHQ) Direct experience with one or more of the control systems or SCADA
systems currently under analysis by the Control Network Broadcasting Dnvision
(CNBD).

o (U/FOHE) Demonstrated ability to elicit user and system reqmrements and
document requirements in a Concept of Operations (ConOps) document.

o (U/FOUSYDemonstrated ability to plan and develop systém-integration tests and
document test strategy in a formal Test Plan document. _

BT
“SECRE (h) (31 -p. 1. 86-36
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o (U/FOUQ) Demonstrated ability to design and develop modular software
components based on defined software designs.

o (U//FOYS) Demonstrated ability to use a software integrated development
environment (IDE) such as Visual Studio, Eclipse or similar IDE.

o (U//FOUOY Demonstrated ability to develop and execute unit tests.

o (U//FEYO) Demonstrated ability to maintain code in a software version repository
such as subversion, CVS, or similar tool.

o (U//FOYO) Demonstrated ability to work to a schedule and meet deliverable dates.

¢ (U//FEYO) Demonstrated ability to report progress via accepted communication
channels such as email, wiki and/or a schedule tracking application.

o (U/FOUOyDemonstrated knowledge of one or more of the following: TCP/P
network protocols or SQL programming.

o (U//F©YO) Demonstrated ability to document component designs within a High
Level Design (HLD) document.

o (U//FEYOYDemonstrated ability to plan and develop component integration tests.

5.2 (U) Production Embedded Engineering

(U//FeUB) Production embedded engineers shall be responsible for some set of aspects .
pertaining to the development of an embedded product. The particular set of aspects is
determined by experience level, individual background, and current production need.

5.2.1 (U) Mid-level Production Embedded Engineer

(U//FOUO} Description: A mid-level production embedded engineer shall implement
designs and requirements in the development of production products or in a feasibility
study to research new products.

(U//FEYQ).Bequirements: A mid-level production embedded engineer shall meet the
following requirements:

o (U//FOUYS) Nine years of embedded engineering experience or a Bachelor of
Science in Computer Science, Electrical Engineering, Computer Engineering,
Physics or similar technical major and five years of embedded engineering
experience; or a Masters degree in Computer Science, Electrical Engineering,
Computer Engineering, Physics or similar technical major and two years of
embedded engineering experience.

o (U/FFOYO) Familiarity with the characteristics of embedded system development.

o (U/FOUE) Familiarity with at least one hardware design language or familiarity
with writing applications for embedded systems.

—SECRET- BT (1)
'L. 86-36
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5.2.2 (U) Senior Production Embedded Engineer

(U//FOUO) Description: A senior production embedded engineer shall lead the
implementation of designs and the translation of customer needs into design
requirements. These actions will be done in development support of production
products, or in feasibility studies to research new products.

(U/FSUIQ) Requirements: A senior production embedded engineer shall meet the
following requirements:

o (U//FEUQ) Fourteen years of embedded engineering experience; or a Bachelor of
Science degree in Computer Science, Electrical Engineering, Computer
Engineering, Physics or similar technical major plus ten years embedded
engineering experience; or a Masters degree in Computer Science, Electrical
Engineering, Computer Engineering, Physics or similar technical major plus seven
years embedded engineering experience.

o (U//FOUO) At least six years experience in an embedded product development
position

° (U#EQ@;:g:rience in one or more of the following areas: application of in-
circuit emulatien, Background Debug Mode (BDM) or Joint Test Action Group
(JTAG) (IEEE 1149.1) interfaces, Field Programmable Gate Array (FPGA)
development, testing of embedded systems

¢ (U//FOUQ)Experience with embedded Real-Time Operating System (RTOS)
application development environments

5.2.3 (U) Expert Production Embedded Engineer

(U//FOUCTBescription: A expert production embedded engineer shall possess the
capabilities of the senior production embedded engineer and shall possess applicable
Control System skills so that engineering expertise can be immediately applied to specific
problems with little or no “spin-up”. This category is a consulting role across multiple
efforts, and would be used for short term assignments where the immediate application of
specific skills or knowledge would be necessary to meet schedule demands, or to address
an intelligence gap that cannot otherwise be resolved.

(U//PeLQ) Requirements: A expert production embedded engineer shall meet the
following requirements:

o (U//FOYO)Twenty years of embedded engineering experience; or a Bachelor of
Science degree in Computer Science, Electrical Engineering, Computer
Engineering, Physics or similar technical major plus fifteen years embedded
engineering experience; or a Masters degree in Computer Science, Electrical
Engineering, Computer Engineering, Physics or similar technical major plus tweive
years embedded engineering experience. :

o (U//FOYQ) Experience in the following areas: application of in-circuit emulation,
Background Debug Mode (BDM) or Joint Test Action Group (JTAG) (IEEE 1149.1)
interfaces, Field Programmable Gate Array (FPGA) development, testing of
embedded systems

-sEeRsd- BT .
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o (U/FOYQ) Direct and applicable experience with one or more of the control
systems or SCADA systems currently under analysis.

53 (V) Production Hardware Engineering

(U//FOUY8) Production hardware engineers primary responsibility is to support capability
developments and facilitate research efforts.

5.3.1 (U) Mid-level Production Hardware Engineer

(U//FOUQ) Description: A mid-level production hardware engineer shall contribute in
creating test and development environments and production capabilities, as well as
provide engineering perspective in writing and reviewing technical documents.

(U//FODO) Requirements: A mid-level production hardware engineer shall meet the
following requirements:

» (U//FOYO} Nine years of production hardware engineering experience; or a
Bachelor of Science degree in Computer Science, Electrical Engineering,
Computer Engineering, Physics or similar technical major plus five years
production hardware engineering experience; or a Masters degree in Computer
Science, Electrical Engineering, Computer Engineering, Physics or similar technical
major plus two years production hardware engineering experience.

o (U//FODO) Ability to effectively use typical laboratory equipment including
oscilloscopes, Volt Ohm Meters (VOMSs), logic analyzers, and protocol analyzers.

o (U//FODOY Ability to interconnect various and disparate computer equipment and
communications circuit equipment

o (U//FOUS) Ability to perform rudimentary fabrication skills including cable
construction, component assembly, and circuit construction.

5.3.2 (U) Senior Production Hardware Engineer

(U//FOY®) Description: A senior production hardware engineer is expected to lead the
design and implementation of hardware oriented tasks as. The senior production
engineer will translate customer needs into design requirements.

(U//FOY6) Requirements: A senior production hardware engineer shall meet the following
requirements:

o (U//FOUQ) Fourteen years of hardware engineering experience; or a Bachelor of
Science degree in Electrical Engineering, Computer Engineering, Physics or similar
technical major plus ten years hardware engineering experience; or a Masters
degree in Electrical Engineering, Computer Engineering, Physics or similar
technical major plus seven years hardware engineering experience.

o (U/FOUQ) Ability to effectively use typical laboratory equipment including
oscilloscopes, Volt Ohm Meters (VOMs), logic analyzers, and protocol analyzers.

—srersd- (b) (1} -]
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o (U//FOUE) Ability to interconnect various and disparate computer equipment and
communications circuit equipment

o (U//FEYO) Ability to perform rudimentary fabrication skills including cable
construction, component assembly, and circuit construction.

« (U//FEUe) Demonstrated experience in a hardware design, specification, testing,
evaluation, or integration.

o (U/IFEeYeYExperience in digital or analog circuit design or electrical power
generation or electric power distribution.

o (U/HFFEYOYExperience in the following areas: electronic chassis design, circuit
board fabrication or test, design of FPGA based products or HDL, EMi testing or
mitigation, communications circuits or telephony, computer or computer system
design.

5.3.3 (U) Expert Production Hardware Engineer

(UTFOU6)-Description: A expert production hardware engineer shall possess the
capabilities of the senior production hardware engineer and shall possess Contro! System
or SCADA knowledge and experience so that engineering expertise can be immediately
applied to specific prablems with little or no “spin-up”. This category is a consuiting role
across multiple efforts, and would be used for short term assignments where the
immediate application of specific skills or knowledge would be necessary to meet
schedule demands, or to address an intelligence gap that cannot otherwise be resolved.

(UMFOYQ) Requirements: A expert production hardware engineer shall meet the following
requirements: '

o (U/FOUD) Twenty years of hardware engineering experience; or a Bachelor of
Science degree in Computer Science, Electrical Engineering, Computer
Engineering, Physics or similar technical major plus fifteen years hardware
engineering experience; or a Masters degree in Computer Science, Electrical
Engineering, Computer Engineering, Physics or similar technical major plus twelve
years hardware engineering experience.

o (U/MPOYS} Ability to effectively use typical laboratory equipment including
oscilloscopes, Volt Ohm Meters (VOMs), logic analyzers, and protocol analyzers.

o (UHFOUYOT Ability to interconnect various and disparate computer equipment and
communications circuit equipment

o (UMFEUQ). Ability to perform rudimentary fabrication skills including cable
construction, component assembly, and circuit construction.

» (U//FOHO) Demonstrated experience in hardware design, specification, testing,
evaluation, and integration. ‘

o (U//FEUBY-Experience in digital or analog circuit design or electrical power
generation or electric power distribution.

—sEereT (b) (1)
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o (U//FEYS) Experience in the following areas: electronic chassis design, circuit
board fabrication or test, design of FPGA based products or HDL, EMI testing or
mitigation, communications circuits or telephony, computer or computer system
design.

o (U/fFEUQ) Direct experience with one or more IC organizations support CNO
capability development.

o (U//FBY0) Direct and applicable experience with one or more of the control
systems or SCADA systems currently under analysis. b} (1)
(b} (3)-P.L. 86-36

e rm e i - ———

5.4 (U//FOUQ) Specialized Software Engineering

Specialized software engineers shall possess three primary
capabilities: a) identity software vulnerabilities; b) :

5.4.1 (U/)’FOL@LJunIor Specialized Software Engineer

(Gt pescrigtion: A junior specialize ineer's primary role
shall be 16 assist with identifying software vuinerabilities,

{ (U//FUO) Requirements: A junior specialized software engineer shall meet the following
| requirements:

o (U//FOUS} Six years of software engineering experience or a Bachelor of Science
degree in Computer Science, Electrical Engineering, Computer Engineering,
Physics or similar technical major and two years of software experience.

o (U/FOUE) Demonstrated experience coding in C, assembly or similar languages
on Linux, UNIX and/or Windows.

o (U//FOUO) Demonstrated ability to develop modular software components based
on defined software designs.

o (U/FQUO)-Demonstrated ability to use a software integrated development
environment (IDE) such as Visual Studio, Eclipse or similar IDE.

o (U/EQUQ)Demonstrated ability to develop and execute unit tests.

o (U/EGUO)YDemonstrated ability to maintain code in a software version repository
such as subversion, CVS, or similar tool.

o (U/FOUOY-Bemonstrated ability to work to a schedule and meet deliverable dates.

o (U//FOUYBY-Demonstrated ability to report progress via accepted communication
‘channels such as email, wiki and/or a schedule tracking application.

o (U//EQUQ) Demonstrated knowledge of one or more of the following: TCP/IP
network protocols or SQL programming.

-sBeRsT () (1) ]
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o (U//FOYQ) Demonstrated knowledge in software compilers, operating system
architecture, and/or device drivers.

. I-_(ﬂ-
|
e - !Demonstrated ability to develop methods to defend
' against identified vulnerabilities. T

(b} (3)-P.L. 86-36

5.4.2 (U//FBUQ) Mid-level Specialized Software Englneer

) Description: A mid-level specialized software engineer’s shall

lead technical desugn of software components as well as lead integration testing of
software components.

(U/IFOUQ) Requirements: A mid-level specialized software engineer shall meet the
following requirements:

° ‘(SI Nine years of software engineering experience; or a
Bachelor of Science degree in Computer Science, Electrical Engineering,
Computer Engineering, Physics or similar technical major plus five years software
engineering experience; or a Masters degree in Computer Science, Electrical

Engineering, Computer Engineering, Physics or similar technical major with an
emphasis nd two years of software engineering
experience.

o (U//FOUQ) At least three years experience coding in C and assembly on Linux,
UNIX and/or Windows.

o (U//FOHQ) Demonstrated ability to develop modular software components based
on defined software designs.

o (U//FOUQ) Demonstrated ability to use a software integrated development
environment (IDE) such as Visual Studio, Eclipse or similar IDE.

¢ (U//FOUO) Demonstrated ability to develop and execute unit tests.

o (U/FOYOY-Demonstrated ability to maintain code in a software version repository
such as subversion, CVS, or similar tool.

¢ (U//FOYQ) Demonstrated ability to work to a schedule and meet deliverable dates.

« (U/TFOUSY-Demonstrated ability to report progress via accepted communication
channels such as email, wiki and/or a schedule tracking application.

o (U/FOUQ) Demonstrated knowledge of one or more of the followmg TCP/IP
network protocols or SQL programming.

pp—— (5) {1}
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s (U//FOHQ) Demonstrated knowledge in software compilers, operatmg system
architecture, and/or device drivers.

o (U//FOHQ) Demonstrated ability to document component designs wnthm a ngh
Level Design (HLD) document.

o (U/FOUS)Demonstrated ability to plan and develop component mtegrat|on tests.

S .

° -(-E-

o 8t | Demonstrated ability to develop methods to defénd |
against identified vulnerabilities.

o (&5

5 r Specialized Software Engineer

Description: A senior specialized software engineer shall lead
technical design of software systems as well as lead integration testing of software
systems. The senior specialized software engineer shall assist the systems engineer in
eliciting software requirements from system stakeholders. Additionally, the senior '

specialized software engineer shall assist the technical projlacmaumannm&mﬁ_'
_enaineer with setting development standards and process. ‘

(U//FOYO) Requirements: A senior specialized software engineer shall meet the following
requirements:

o (U//FOYO) Fourteen years of software engineering experience; or a Bachelor of
Science degree in Computer Science, Electrical Engineering, Computer
Engineering, Physics or similar technical major plus ten years software engineering
experience; or a Masters degree in Computer Science, Electrical Engineering,
Computer Engineering, Physics or similar technical major plus seven years
software engineering experience.

o (U//FOUOTAL least six years experience coding in C and assembly on Linux, UNIX
and/or Windows.

° (U//FGHG)-Demonstrated ability to elicit user and system requirements and
document requirements in a Concept of Operations (ConOps) document.

¢ (U/FOUO) Demonstrated ability to design modular software systems for maximum
reuse and maintainability.

—sucrer| RIRE
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(U/FOYO) Demonstrated ability to document system designs within a High Level
Design (HLD) document.

(UMFSUQ) Demonstrated ability to plan and develop system integration tests and
document test strategy in a formal Test Plan document.

(U/FOU0) Demonstrated ability to use a software integrated development
environment (IDE) such as Visual Studio, Eclipse or similar IDE.

(U//FO0) Demonstrated ability to develop and execute unit tests.

(V//IFeYQ).Demonstrated ability to maintain code in a software version repository
such as subversion, CVS, or similar tool. :

(U//\FS_LK) Demonstrated ability to work to a schedule and meet deliverable dates.

(U//FOU63 Demonstrated ability to report progress via accepted communication
channels such as email, wiki and/or a schedule tracking application.

(U//FOBO) Demonstrated knowledge of one or more of the following: TCP/IP
network protocols or SQL programming.

(U//FOUO) Demonstrated knowledge in software compilers, operating system
architecture, and/or device drivers.

(U/iFeH@) Demonstrated ability to document component designs within a High
Level Design (HLD) document.

(V//FGUO) Demonstrated ability to plan and develop component integration tests.

1

(b} (3)-P.L. 86-36

-(-SI lDemonstrated abuluty to develop methods to defend
. agamnstidentiied vulnérabimties. . -

+: | [

5.4.4 (U//FBUO) Expert Specialized Software Engineer

| Description: An expert specialized software engineer shall be

(U//FOUQ)) Requirements: An expert specialized software engineer shall meet the
following requirements:

(U//FFOUB)-Twenty years of software engineering experience; or a Bachelor of
Science degree in Computer Science, Electrical Engineering, Computer
Engmeermg, Physncs or similar technical major plus fifteen years software
engineering expenence or a Masters degree in Computer Science, Electrical

—SECRED () (1) - ]
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Engineering, Computer Engineering, Physics or similar technical major plus twelve
years software engineering experience.

(U/POYQ) At least eight years experience coding in C and assembly on Linux,
UNIX and/or Windows.

(U//FOUO) At least two years experience coding in C, assembly or similar
languages in an embedded environment.

(U//FOYe)-Demonstrated ability to elicit user and system requirements and
document requirements in a Concept of Operations (ConOps) document.

(U//FOUS)-Demonstrated ability to design modular software systems for maximum
reuse and maintainability.

(U//FODOY Demonstrated ability to document system designs within a High Level
Design (HLD) document.

(U//FEY0) Demonstrated ability to plan and develop system integration tests and
document test strategy in a formal Test Plan document.

(U/FE"63 Demonstrated ability to use a software integrated development
environment (IDE) such as Visual Studio, Eclipse or similar IDE.

(U//Fedey-Demonstrated ability to develop and execute unit tests.

(U//EQUOY-Demonstrated ability to maintain code in a software version repository
such as subve‘rsiqn, CVS, or similar tqol. ’

(U//EoUY0) Demonstrated ability to work to a schedule and meet deliverable dates.

(U//POTOD) Demonstrated ability to report progress via accepted communication
channels such as email, wiki and/or a schedule tracking application.

(U//FeBY0) Demonstrated knowledge of one or more of the following: TCP/IP
network protocols or SQL programming.

(U//~eU"8) Demonstrated knowledge in software compilers, operating system
architecture, and/or device drivers.

(U//FOYQ) Demonstrated ability to document component designs within a High-
Level Design (HLD) document.

(U//Fe4©) Demonstrated ability to plan and develop component integration tests.

<

bemqnstrated ability to develop methods to defend
against identified vulnerabilites. ..
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5.5 (U) Penetration Testing

(U//FOYQ) Penetration testers shall be responsible for identifying network vulnerabilities
in SCADA systems and recommending defensive measures to defend against possible
attack by an adversary.

5.5.1 (U) Mid-level Penetration Tester

(U//FOUYS) Description: A mid-level penetration tester shall identify and dem ‘
vulnerabilities that may be used by an adversary to exploit components of th

system.

(U/FOUY0)-Requirements: A mid-level penetration tester shall meet the fo|lowmg
requirements:

o (U/POYQ) Nine years of penetration testing experience; or a Bachelor of Science
degree in Computer Science, Electrical Engineering, Computer Engineering,
Physics or similar technical major plus five years penetration testing experience; or
a Masters degree in Computer Science, Electrical Engineering, Computer
Engineering, Physics or similar technical major with an emphasis on penetration
testing and two years of penetration testing experience.

o (U//FSYQ) Demonstrated experience as a penetration tester using topls such as
nmap, nessus, dsniff, libnet, netcat, and network sniffers and fuzzers.

o (U/FOUO) ‘(b) (3)-P.L.

¢ (U/FOUYQ) Demonstrated ability to develop methods to defend agamst identified
vulnerabilities and exploits.

5.5.2 (U) Senior Penetration Tester

(U/FFOUODescription: A senior penetration tester shall identify an strate
vulnerabilmes that may be used by an adversary to exploit the entir system.

lly, the senior penetration tester leads the information assurance evaluation of
ystems, including developing threat models, conducting security analysis and
testing, demonstrating vulnerabilities and documenting the resuits.

(U//FOUO) Requirements: A senior penetration tester shall meet the following
requirements:

o (U/FOUQ) Fourteen years of penetration testing expenence or a Bachelor of
Science degree in Computer Science, Electrical Engineering, Computer

-smers il (1)’?'IL 86-36

Page 18 of 31 LTSy

§6-36



DOCID: 4021776 g F %("1)

odl3 = . L, 86-36

Engineering, Physics or similar technical major plus ten years penetration testing
experience; or a Masters degree in Computer Science, Electrical Engineering,
Computer Engineering, Physics or similar technical major plus seven years
penetration testing experience.

o (U/FEYQ)Demonstrated experience as a penetration tester using tools such as
nmap, nessus, dsniff, libnet, netcat, and network sniffers and fuzzers.

o (U/FOUS) ‘(b) (3)-P.L. 86-36

o (UTFOUOBemonstrated ability to develop methods to defend against identified
vulnerabilities and exploits.

o (U//FOUOT Demonstrated ability to plan, develop and execute information
assurance evaluation tests and document test results in a formal document.

5.6 (U) Systems Security Engineering

(U//FOY8) System security engineers are primarilv responsible for defining ihe system
security architecture necessary to defend a system. ‘

5.6.1 (U) Mid-level Systems Security Engineer

(U//FOUQ) Description: A mid-level systems security engineer is r ible for
assessing the potential risks/threats to a subsystem of an existing ystem. The

mid-level systems security engineer must be able to develop and document a system
. security architecture for the subsystem to defend against threats and minimize the
potential risks.

(U/FODO) Regunrement A mid-level systems security engineer must meet the following
requirements:

+ (U/#FBUB}Nine years of systems security engineering experience; or a Bachelor
of Science degree in Computer Science, Electrical Engineering, Computer
Engineering, Physics or similar technical major plus five years systems security
engineering experience; or a Masters degree in Computer Science, Electrical
Engineering, Computer Engineering, Physics or similar technical major with
emphasis on systems security engineering experience plus two years of systems
security engineering experience.

o (U/FODO) At least three years experience practlcmg information assurance and
computer network defense (CND).

¢ (U//FOU0) At least one year experience with a certification and accreditation
process such as DoD Information Technology Security Certification and
Accreditation Process (DITSCAP) or Department of Defense (DoD) Information
Assurance Certification and Accreditation Process (DIACAP).

o (U/FFOUO) At least one year experience with formal policy and procedures for
securing and protecting information systems such as Director of Central

-SEeREn|- (6Y (1)
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Intelligence Directive (DCID) 6/3, Intelligence Community Directive (ICD) 503, or
NIST Special Publications 800-30/37/39.

(U//PEUY8) Demonstrated experience developing system security engineering
architecture papers including providing analysis of the security posture of existing
systems and proposing a comprehensive security architecture.

5.6.2 (U) Senior Systems Security Engineer

(U//FOU0O) Description: A Senior Systems Security Engineer shall be able to develop a
SCADA system-wid itv architecture to defend against and minimize the potential
threats for the entire bystem. (b) (3)-P.L. B86-36

(U//FOYO) Requirements: A senior systems security engineer shall meet the following
requirements:

5.7

(U//POYE)-Fourteen years of systems security engineering experience; or a
Bachelor of Science degree in Computer Science, Electrical Engineering,
Computer Engineering, Physics or simitar technical major plus ten years systems
security engineering experience; or a Masters degree in Computer Science,
Electrical Engineering, Computer Engineering, Physics or similar technical major
plus seven years systems security engineering experience.

(UTTFOUE) At least six years experience practicing information assurance and
computer network defense (CND) in general Q least four years experience
practicing information assurance and CND on ystems. (b}{(3)-P.L. 86-36

(U//FOHQ) At least one year experience with a certification and accreditation
process such as DoD Information Technology Security Certification and
Accreditation Process (DITSCAP) or Department of Defense (DoD) Information -
Assurance Certification and Accreditation Process (DIACAP).

(U/TFOUS) At least one year experience with formal policy and procedures for
securing and protecting information systems such as Director of Central
Intelligence Directive (DCID) 6/3, Intelligence Community Directive (ICD) 503, or
NIST Special Publications 800-30/37/39.

(U//FOB0) Demonstrated experience developing system security engineering
architecture papers including providing analysis of the security posture of existing
systems and proposing a comprehensive security architecture.

(V) Lab Systems Administration

(U/IFOHQ) Lab systems administrators shall be responsible for maintaining the lab
system infrastructure, including: desktop workstations, the lab computer network, server
computers, backup systems, power and cooling systems, IT asset management systems,
printers, scanner and other peripherals:

(b} (1)
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8.7.1 (U) Mid-level Lab Systems Administrator

(U//FOYE) Description: A mid-level lab systems administrator shall deploy and maintain
server and network equipment as directed by the lab manager or senior lab systems
administrator.

(U//FOUO)-Requirements: A mid-level lab systems administrator shall meet the following
requirements:

o (U//FOUO) Nine years of systems administration experience; or a Bachelor of
Science degree in Computer Science, Electrical Engineering, Computer
Engineering, Physics or similar technical major plus five years of systems
administration experience; or a Masters degree in Computer Science, Electrical
Engineering, Computer Engineering, Physics or similar technical major with
emphasis on systems security engineering experience plus two years of systems
administration experience.

o (U//FOUE) At least three years experience deploying Microsoft Windows-based
servers, including Active Directory and email OR at least two years experience
deploying Microsoft Windows-based servers, including Active Directory and email
with Microsoft Certified System Engineer (MCSE) certification.

¢ (U//FEUYB)-At least three years experience deploying Linux-based and Solaris-
based servers.

o (U/FFOUO) At least one year experiencé PC hardware troubleshooting.

5.7.2 (U) Senior Lab Systems Administrator

(U//FeUJS3 Description: A senior lab systems administrator shall possess the capabilities
of the mid-level lab systems administrator and shall assist the lab manager as needed
with procurements and technical management of the lab infrastructure.

(U//~6H6) Requirements: A senior lab systems administrator shall meet the following
requirements:

o (U/FOUYS)Fourteen years of systems administration experience; or a Bachelor of
Science degree in Computer Science, Electrical Engineering, Computer
Engineering, Physics or similar technical major plus ten years systems
administration experience; or a Masters degree in Computer Science, Electrical
Engineering, Computer Engineering, Physics or similar technical major with
emphasis on systems security engineering experience plus seven years of systems
administration experience.

o (U/FOUO) At least five years experience deploying Microsoft Windows-based
servers, including Active Directory and email OR at least four years experience
deploying Microsoft Windows-based servers, including Active Directory and email
with Microsoft Certified System Engineer (MCSE) certification.

o (U//FEUO} At least five years experience deploying Linux-based and Solaris-based
servers. ‘

o (U/FFOUO) At least three years experience PC hardware troubleshooting.

-secreT (5) (11 ]
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(UMFOUO) At least five years experience deploying TCP/IP network switches and
routers in a heterogeneous networked environment including Windows, Linux and
Solaris computers.

(U//FOUYO) At least two years experience working with lab stakeholders to
determine infrastructure requirements for upcoming IT asset procurements.
Demonstrated ability to manage procurement from requirements to deployment.

(U/F@YO) Demonstrated ability to create and manage an IT and Asset
management inventory database.

(U//FOY0) Demonstrated ability to document configuration and topology of lab
infrastructure using Microsoft Visio or equivalent drawing tool.

(V) Systems Engineering

(UIFeus) Description: Systems engineers shall be responsible for defining and
managing system requirements and ensuring the delivery of a high-quality software
production products.

(U//FOYO) Requirements: A systems engineer shall meet the following requirements:

(U/AFBUYB3-Ten years of systems engineering experience; or a Bachelor of Science
degree in Computer Science, Electrical Engineering, Computer Engineering,
Physics or similar technical major plus six years systems engineering experience;
or a Masters degree in Computer Science, Electrical Engineering, Computer
Engineering, Physics or similar technical major plus three years systems
engineering experience.

(V/FOUJO)-AL least five years experience in systems engineering, including
experience in the design, development, and implementation of technology projects
using a Software Development Lifecycle (SDLC).

(U//FOUS) At least five years experience in developing and managing system
requirements, including developing and delivering Concept of Operations
(ConOps), System Requirements Specification (SRS) documents and
Requirements Tracability Matrix (RTM) documents.

(UHFOUQ) At least five years experience in developing and managing system test
plans and procedures.

(UFOHO) Demonstrated ability to elicit requirements from system stakeholders.

(U//FEYO)y Demonstrated ability to communicate effectively with production
software engineers to convey requirements and ensure software design meets
stated requirements.

(U//FeYeDemonstrated ability to work with project management on defining
project scope and schedule milestones.

- 5.9 (V) Technical Project Management
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(UHAOYOT Description: Technical project managers shall be responsible for ensuring a
successful and timely delivery of the project deliverables. The technical project manager
manages the project scope and schedule as well as manages the resources of the
project.

(U/FO0) Requirements: A technical project manager shall meet the following
requirements:

5.10

(U//BaYO] Fifteen years of technical project management experience; or a
Bachelor of Science degree in.Computer Science, Electrical Engineering,
Computer Engineering, Physics or similar technical major plus ten years technical
project management, or a Masters degree in Computer Science, Electrical
Engineering, Computer Engineering, Physics or similar technical major plus seven
years technical project management experience.

(UFFEUJO) At least six years experience in systems engineering, including
experience in the design, development, and implementation of technology projects
using a Software Development Lifecycle (SDLC).

(U//FOYO) At least six years experience in developing and managing system
requirements, including developing and delivering Concept of Operations
(ConOps), System Requirements Specification (SRS) documents and
Requirements Tracability Matrix (RTM) documents.

(U/FFOB0) At least six years experience in developing and managing system test
plans and procedures.

(U//FOUO) Demonstrated ability to elicit requirements from system stakeholders.

(U//FeB©)Demonstrated ability to communicate effectively with system
development engineers to convey requirements and ensure software meets stated
requirements. ‘ : '

(U//RSUY©) At least six years experience in developing and tracking a project
schedule using Microsoft Project or similar project scheduling tool.

(U//EGUYO) Demonstrated ability to communicate effectively with program
management, including the ability to write project status reports and deliver oral
presentations.

(U/FFOUErDemonstrated ability to define project scope and schedule milestones
and work with system development team to meet milestone dates.

(U//FFEY0) Demonstrated ability to effectively manage project scope and/or
resource changes.

(U) Expert Target Systems Analysis

(U/HSY0) Description: Expert target systems analysts shall be able to investigate the
systems currently considered to be targets and influence the research and development
on these systems based on investigation results. They shall holistically examine all
products and information associated with a given target system.

—SEEeREF (b} (1)
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(U/FFOHO) Requirements: The expert levels of this category shall meet the following
requirements:

s (U/FEUD) Twenty years industry experience with________|proctds@dnidl: 86-36
systems. Such experience must include direct involvement in the specification,
design, commissioning, acceptance, and operation of at least one type of control
system.

(U//FEUS) A solid background in computer and microprocessor fundamentals. -
(U//FEO] A solid background in either; |__ _ ]

: “(b) (1)
o 18 | (b) (3)-P.L. 86-36
(U//FOY0) Familiarity with CND.
(U//POYO) Familiarity with SCADA and control system vulnerability analysis.

5.11 (U) Program Management
(U#RQUO} The program manager shall meet the followmg requirements:

. -(-d-— LEjngmleTrs of experience managing software
development| or a Bachelor of Science degree in -
Computer Science, Electrical Engineering, Computer Engineering, Physics or
similar technical major plus ten years experience managing software development
programs | lor a Masters degree in Computer Science, Electrical

Engineering, Computer Engineering, Physics or similar technical major plus seven
years experience managing software development programs|

o (U/FOHO) Demonstrated ability to lead technical staff in the fundamentals of
software development.

o (U//FEYS) Demonstrated ability to managmg contract financials including budget
and expenditures.

o (U//ROYe)-Demonstrated ability to recruit and retain contract staff.

o (U/FFOU0O) Demonstrated ability to plan projects and milestones, including cost and
schedule.

o (U//FOUO) At least five years experience managing NSA or other intelligence
agency contracts.

o (U//FEUS) Project Management Professional (PMP) certification.

5.12 (U) Administrative Support
(U) The administrative specialist shall meet the following requirements:

~SECRER{ (oY |

Page <4 orf 371 o r3r—+<'L. 86-36




DOCID:

4021776 @ | o —

5.13

—bii3kan . 86-36

(U/A2H0O) At least one year of experience in office administration.

(U//=o4©) Demonstrated experience performing tasks such as typing,
administration, processing or reception.

(U//FOUO) At least one year experience using Microsoft Office products, including
Word, Excel and PowerPoint.

(U) Access Control

(U//FOYO) The Access Control Specialist shall possess the following skill requirements:

5.14

(U//FOUOY At least three years experience in Access Control/Physical Security.

(U/H©0) Experience manning a security post or other facility access control
points. Shall be detail oriented and possess sound judgment, and have good
decision-making skills.

(U/FFOD0) At least one year experience using Microsoft Office products, including
Word, Excel and PowerPoint.

(U) Lab Manager

(U/fFEHQ) The lab manager shall be responsible for managing the lab infrastructure
necessary to support the overall mission. The lab infrastructure includes: desktop
workstations, the lab computer network, server computers, systems under test, backup
systems, power and cooling systems, IT asset management systems, printers, scanner
and other peripherals.

(U//FOUS) The Lab Manager must meet the following requirements:

(U//FOYOT-AL least five years experience managing a diverse software
development lab or similar environment such as a data center.

(U//FFEPE) Demonstrated experience assisting with IT asset procurement and
tracking

(U/AF6B0T Demonstrated experience maintaining accurate documentation and
diagrams of lab infrastructure assets

(U/A~0Y0) Demonstrated experience maintaining an accurate database of IT
assets :

(U/A008Y-Demonstrated experience managing the installation and deinstallation
of equipment

(U//FeYeyDemonstrated experience managing a reliable comp"uter network of
heterogeneous devices.

(U/=0Y0) Demonstrated ability to document configuration and topology of lab
infrastructure using Microsoft Visio or equivalent drawing tool.

(U/A©YO) Demonstrated ability to effectively task lab system administrators.

-smenmT| ‘ (b) (1)
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6.0 (U)DELIVERY ORDER PROCEDURES

(U//FEBB) The Government will issue Delivery Orders (DO) for all work performed by the
Contractor. When the Government has a requirement for work to be performed, the
Contracting Officer (CO) will notify the Contractor by issuing a Request for Proposal
(RFP). Both the Government and the Contractor will mutually agree on the scope of the
work to be performed, man-hour estimates to complete the work to be performed, place of
performance, and a listing of materials and resources needed to complete the work to be
performed. Notwithstanding anything in the contract to the contrary, all DOs shall be
within the scope of the activities described in paragraph 2. The contractor shall notify the
Contracting Officer in writing, if it believes that a DO exceeds the scope of paragraph 2.1.
A DO will be issued if the proposal is acceptable. If the proposal is not fully acceptable as
offered, negotiations shall be conducted by the CO prior to issuance of any DO. The CO
reserves the right to withdraw and cancel the proposed work to be performed in the event
issues pertaining to the proposed work to be performed cannot be resolved. The
Contractor shall not commence work on the new DO prior to the issuance of the DO
signed by the CO.

7.0 (U) FACILITIES

7.1 (U/FOYO) Each Delivery Order (DO) will identify the place of performance.

7.2 (U/FFBY6)-Bustained Contractor personnel shall work on-site in the Government
spaces. The Government will provide standard space and equipment within Government
facilities. The Contractor is not relieved of its responsibilities to its employees under the
Rehabilitation Act of 1973, as amended by the Americans with Disabilities Act, and the
provision of space, equipment, or supplies by the Government does not constitute
Government acceptance of such responsibilities towards Contractor personnel. The
Government will provide access to facilities, office space, supplies, and services, to
include workstations, computers, and phones. Access will be granted to classified and
unclassified NSA/CSS local area network (LAN) services, LAN support, telephones, and
reproduction facilities.

7.3  (U//FEYEYThe program manger, Expert Contractor personnel, administrative
support and access control personnel shall work in the contractor facility. The contractor's
facility shall be located within a thirty minute drive of the National Business Park. The
contractor shall provide within their facility an NSA accredited Sensitive Compartmented
Information Facility (SCIF). The SCIF shall be accredited in accordance with DIRECTOR
OF CENTRAL INTELLIGENCE DIRECTIVE 6/9, Physical Security Standards for Sensitive
Compartmented Information Facilities and shall meet the standards for physical security,
storage and access control. The Contractor shall have SCIF space available as required
to process and store classified information and include the furniture, computers, internet
connectivity, NSANet connectivity, and telephones (secure and non-secure) necessary for
satisfying the requirements of this SOW. The contractor shall implement procedures for
the secure receipt, accounting, storage, handiing, and destruction of classified documents.

_sgmd_ (b} (1)} -
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Administrative files shall be handied on a need-to-know basis and all contractual and
financial documents shall remain in the custody of the designated and approved
contractor’s representative.

8.0 (U) TRAINING

8.1 (U) General Requirement

(U//FeYOYThe Contractor shall ensure that personnel accessing information systems
have the proper and current information assurance certification to perform information
assurance functions in accordance with DoD 8570.01-M, Information Assurance
Workforce Improvement Program. The Contractor shall meet the applicable information
assurance certification requirements, including-

DoD-approved information assurance workforce certifications appropriate for each

category and level as listed in the current version of DoD 8570.01-M; and

Appropriate operating system cetrtification for information assurance technical positions

as required by DoD8570.01-M.

e (U/FOU0) Upon request by the Government, the Contractor shall provide
documentation supporting the information assurance certification status of
personnel performing information assurance functions. ‘

¢ (U/A/846) Contractor personnel who do not have proper and current certifications
shall be denied access to DoD information systems for the purpose of performing
information assurance functions.

e (U/FOUO) The contractor is not authorized to charge the government for this
training. _

(U//FOBO) The Contractor shall provide fully qualified personnel who possess the
necessary training, qualifications, and clearances to accomplish all requirements identified
in this statement of work. Except for the need for specialized training determined by the
Contracting Officer, Contractor personnel shall require no additional training to perform
these SOW requirements. Except where there is an approved specialized training
requirement, personnel shall not be assigned to the contract until they are fully qualified to
perform the work. Personnel that require commercial training in order to perform the work
are not fully qualified. '

8.2 (U) Government-Unique Training Not Available to the Public

(U/IFEU8) Government-unique training on specific vendor systems may be required for
the sustained Contractor personnel. Training may entail out-of-state travel of
approximately one week per course. The Contracting Officer must grant advance written.
approval of the specific training. The Government will fund the specialized training. The
contractor will be reimbursed for traveling to related specialized training.

9.0 (U) TRAVEL

9.1 (U) General Travel
—szexres] | by (1)
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(V) Travel within the Fort Meade complex or for travel within a fifty-mile radius of Fort
Meade shall not be chargeable to the contract.

(V) In the event the Contractor is required to travel within the Continental United States
(CONUS) or Outside the Continental United States (OCONUS) in support of the contract,
all travel shall be performed in accordance with the Department of Defense (DoD) Joint
Travel Regulations and authorized by the Government COR. The contractor will not be
reimbursed for travel related to govemment unique training. '

10.0 (U) DELIVERABLES

10.1 (U) Contract Data Requirements List (CDRLs)

(U) The Contractor shall prepare and deliver all data required by this SOW and associated
Dos to the Government for review and approval IAW the CDRL. Electronic submissions of
engineering documentation, including software, hardware, and microelectronics designs,
may be made in the native design format with prior approval of the COR.

(U) Monthly program reviews will be held at either the Government and/or Contractor’s
facility from which the Government will assess progress, performance, and assist with
resolving issues. The Contractor's responsibility for cost control/tracking and scheduling,
technical documentation, data reporting, etc. will be reviewed.

eV (3)-F.L, 86-36
10.2 (U) Property

(U/Eed0) To the greatest extent possible the acquisition activity will be compliant with
NSA/CSS Information Technology (IT) asset standards, known as the NSA/CSS
Enterprise Solutions (NES) Baseline. All IT procurements will be processed as required
through the Baseline Exception Request (BER) process in accordance with NSA/CSS
Policy 6-1. All purchases of Electronic and Information Technology (EIT) products will be
made in compliance with Section 508 of the Federal Acquisition Regulation (FAR) except
when equipment is being purchased to be used in the lab for testing.

(U//ROYO) There may be instances when the contractor is required to procure hardware,
software and/or firmware that either has Foreign Ownership, Control or Influence (FOCI)
concerns or foreign origin (developed, manufactured, maintained or supported outside of
the US or in the United States or its territories by an individual who is not a citizen of the
United States or its territories) issues. In order to insure FOCI and/or foreign origin
concems are properly identified and mitigated to an acceptable level, a security risk
assessment by the Acquisition Security Office I:@__ls required prior to the prime
contractor's purchase of any IT products and other purchases/subcontracts with known
FOCI or items of foreign origin. Prior to the prime contractor issuing a purchase order or
subcontract for IT products under the resultant contract, the Contracting Officer's
Representative (CO prepare and submit an Acquisition Security Form (ASF). Based
on the results of themassessment certain countermeasures may be agreed upon
between BA3 and/orthe COR and |__l_‘5_r|n an effort to reduce all identified potential

counter-intelligence risks to an acceptable level. In the event that the prime contractor

(b) (1} .
mﬂ_ Hodt-3 ;IL. 86-36

Page 28 or 31l RS



!

DocID: 4021776 @ e

-sBenEg| BT
(b7 (37-P.L. 86-36

subcontracts for the items identified on the Purchase Order, the Contracting Officer's
Representati R) and/or the Acquisition Program Manager will inform the Contracting
Officer of the countermeasurés required with which the prime contractor will'be >' = -+ *57*¢
required to comply and implement in any resultant subcontract-or purchase order. All

additions or modifications to the intended purchase require the preparation and

submission of an amended ASF to There may be other property other than the

property listed above that the contractor may be requested to order. The Government will

reimburse for all other direct costs (ODCs).

10.3 (U) Documentation

(U/fFOU0O) Documentation deliverables must be submitted to the Government in MS
Word or HTML and must be provided in electronic format on a CD. Drawings must be in
Autocad format. The Contractor shall obtain the COR's concurrence in advance of
submission of format deviation.

10.4 (U) Configuration Control and Management

(U) The contractor shall perform the necessary configuration management and control of
all hardware, software, and any contract related documentation associated with the
PerfectCitizen to insure positive control of all contract related hardware, software, and
documentation updated or generated under this effort. The contractor shall provide a
Configuration Management Plan (CMP) in accordance with the CDRL.

The prime on PerfectCitizen is going to be the developer of this plan. However, the
implementation of the plan will be through another contract. These two contractors will be
required to work together with the government contract lead.

11.0 (U) SCHEDULE

11.1  (U//FOUO) The Contractor shall fill the following labor categories with the identified -
quantity of qualified personnel within 14 days after contract award: Mid-level production
software engineer (4), Senior production software engineer (2), Mid-level production
embedded engineer (1), Senior production hardware engineer (1), Senior specialized
software engineer (1), Senior penetration tester (1), Systems engineer (1), Technical
project manager (2), and Program manager (1). All other positions as defined in the
Delivery Orders shall be filled with qualified personnel within 30 days of contract award.

11.2 (U/FOUO) In the event that a person must be replaced, the Contractor shall
provide a detailed written explanation of the circumstances necessitating the proposed
replacement. A resume for the proposed replacement and any additional information
requested by the Contracting Officer shall be provided to the Government for review NLT
one month in advance of the change in personnel working under this contract.

12.0 (U) SECURITY REQUIREMENTS
—sEoReT byt L. 86-36
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12.1 (U//FEB6) The Contractor shall comply with all the security requirements
established for this contract by the DD Form 254, Contractor Security Classification
Specification. All Contractor personnel having access to classified information or materials
shall possess and maintain a current NSA/CSS Top Secret/Sensitive Compartmented
Information (TS/SCI) level clearance in accordance with "Personnel Security
Requirements for Contractor Access to NSA/CSS Sensitive Compartmented Information
(Attachment To DD 254)", dated January 2005.

12.2 (U//FeYO) The contractor shall submit, update and maintain a current Contractor
Position Roster Log (CPRL). The CPRL is to be managed according to published
guidelines from the Office of Security Services Policy Issuance 10-10, industrial Security
Program, dated March 1996. The Government Contracting Officer's Representative
(COR) will provide form G9008, Classification Guidance, for the appropriate classification
guidance as needed.

12.3 (U//FeUY6) All subcontracts for this contract that require subcontractor employees
to have access to classified information or material will be subject to the same security
concems as set forth herein.

12.4 (U//FOY©} Uncleared Contractor personnel will be authorized to perform
unclassified tasks. All uncleared Contractor personnel performing unclassified tasks

~ associated with this SOW shall be US citizens and shall abide by all applicable security

policies and regulations. Non-U.S. citizens, to include immigrant aliens, are not authorized
access to any portions of this contract or to perform of any work under this contract.

12,5 (U/FEYE) In order to preserve the anonymity of the ultimate users of the supplies
and services of this contract, all purchasing, shipping, and receiving, shall not be directly
or indirectly associated with the Sponsoring Agency (NSA). The contractor shall facilitate
all communication with vendors and subcontractors so that the interest of the Sponsoring
Agency (NSA) is not acknowledged.

12.6 (U/FOUYO) Contractor purchases of Information Technology (IT) (IT as defined by
the Clinger-Cohen Act of 1996) and products of foreign origin (developed, manufactured,
maintained or supported outside of the US or in the United States or its territories by an
individual who is not a citizen of the United States or its territories) shall be subject to a
Government risk assessment. (Reference contract clauses: 324.204-9006 EVALUATION-
FOCI; 352.204-9011 NOTICE: USE OF A FOCI SOURCE FOR SUPPLIES AND
SERVICES; 352.204-9012 RISK ASSESSMENTS FOR THE USE OF A FOCI SOURCE
FOR SUPPLIES OR SERVICES; 352.204-9014 NOTIFICATION OF NON-U.S. CITIZEN
PARTICIPATION; 352.227-8005 NOTIFICATION OF FOREIGN ORIGIN SOFTWARE
AND/OR FIRMWARE; 352.227-8006 STATEMENT OF FOREIGN ORIG!IN SOFTWARE
AND/OR FIRMWARE (AUG 2003). The Government risk assessment will be performed
prior to the Contractor purchasing items of this nature. The contractor may be required to
implement risk mitigation countermeasures resulting from the Government's assessment.
Any such countermeasures will be provided by the Contracting Officer (CO).

Egliél;d.L. 86-36
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13.0 (U) CONTRACT TRANSITION PLAN

(U/FFO0) The Contractor shall provide a Contract Transition Plan (CTP) that outlines
how they will meet the Government's need to minimize disruptions during the transition
from the incumbent to the successor at the end of the PerfectCitizen contract. The CTP
will be incorporated into the contract upon award

14.0 (U) DEFINITIONS I ~ (b)Y (1)

(b) (3)-P.L. 86-36

14.1  For purposes of the contract:

1411 (8 |Information Systems means any equipment or interconnected system or
subsystems of equipment that is used in the automated acquisition, storage, manipulation,
management, movement, control, display, switching, interchange, transmission, or
reception of data and includes computer software, firmware and hardwafg; 5, _p 1. gs-36

14.1.2 (U) Sensitive Control Systems SCS _shall mean:
14.1.2.1 (U//FOUO

14.1.2.248 I

(b) (1)
(b) (3)-P.L. 86-36
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DEPARTMENT OF DEFENSE 1. CLEARANCE AND SAFEGUARDING
CONTRACT SECURITY CLASSIFICATION SPECIFICATION a. FACILITY CLEARANCE REQUIRED
. TOP SECRET
(The requirements of the DoD Industrial Security Manual apply b. LEVEL OF SAFEGUARDING REQUIRED
to all security aspects of this effort.) TOP SECRET

2. THIS SPECIFICATION IS FOR: (x and complete as applicable)

3. THIS SPECIFICATIONIS : (x and compiete as applicable)

X a. PRIME CONTRACT NUMBER

H98230- 10-D- 0133

>< a. ORIGINAL {Complete date in ali cases)

DATE (YYYYMMODD)

Aocqo3 ([

b. SUBCONTRACT NUMBER

b. REVISED (Supersedes| Revision No.
all previous specs)

DATE (YYYYMMDD)

>< ¢. SOLICITATION OR OTHER NUMBER Due Date (YYYYMMOD) ]
FACTS REQ 0000044228 INDEFINITE c. FINAL (Compiete tiem 5 in ai cases)

DATE (YYYYMMDD)

4. IS THIS A FOLLOW-ON CONTRACT?|_X | ves

I I Na. If Yes, compiete the following:
Clagsilied malerial received or generated under 198230-04-C-1566

{Preceding Contract Number} is iransferred to this foflow-on contract.

in respense to the contraclor's request date

5. IS THIS A FINAL DD FORM 2547 | | Yes | X | No. Il Yes, complete Lhe fcllowing:

. retention of the identified classified material is authorized for the period of,

[6.CONTRACTOR {incluge Commercial and Govemment Entity (CAGE) Code)

8. NAME. ADDRESS, AND ZIP CODE

Raythcon Company
800 Intemational Drive
Linthicum, MD 21090-221 1

8T141 Defense Security Service
938 Elkridge Landing Road
Suite 310

Linthicum, MD 21090-2917

b. CAGE CODE | c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code}

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND ZIP CODE

b. CAGE CODE | ¢. COGNIZANT SECURITY OFFICE (Name, Address. and Zip Code)

8. ACTUAL PERFORMANCE

2. LOCATION

b. CAGE CODE | ¢. COGNIZANT SECURITY OFFICE {Name. Address, and Zip Code)

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
PERFECT CITIZEN

DD FORM 254, DEC 1939

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES| NO {11.IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: | YES | nO
8. COMMUNICATIONS SECURITY (COMSEC) INFORMATION X 3 ALY OR A GOVERNMENT ACT TS > X
b. RESTRICTED DATA % | b. RECEIVE CLASSIFIED DOCUMENTS ONLY X
¢. CRITICAL NUCLEAR WEAPON DESIGN INFCRMATION % | c. RECENVE AND GENERATE CLASSIFIED MATERIAL %

d. FORMERLY RESTRICTED DATA X |d. FASRICATE. MODIFY. OR STORE CLASSIFIED HARDWARE X

€. INTELUGENCE INFORMATION; f %-. Sxle. PERFORM SERVICES ONLY X
s Comy information (SC1) Xt B R O o S AT A O CL Y ST JHE US. X
(2) Non-SC) X |0 RO RO R RIS SEDINER S LEEARE LRSI centen X

f.  SPECIAL ACCESS INFORMATION 3 |n. recure A comsec account x

g NATO INFORMATION M [i. HAVE TEMPEST REQUIREMENTS Pl

h.  FOREIGN GOVERNMENT INFORMATION M |i. HAVE OPERATIONS SECURITY {OPSEC) REQUIREMENTS X

¢ UMITED DISSEMINATICN INFORMATION M { k. BEAUTHORIZED TO USE THE DEFENSE COURIER SERVICE pd

j. FORQOFFICIAL USE ONLY INFORMATION X I. OTHER (Specdy)

k. OTHER Specdy)

PREVIOUS EDITIONS ARE OBSOLETE.
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12. PUBLIC RELEASE. Anyinformation (classified or unclassified) pertaining 1o this confract shail not be released for public dissemination except as provided by the Industriat
Sfi’wmy Manual or unless it has been approved for public release by appropriate U.S. Govemment authority. Proposed public releases shall be submitied for approval grios to
release

Direct E Through (Specify)

Proposcd public relcases shall be submitted for approval by the Contracting Officer prior 1o public rlcase.

lo the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.
* In the cass of non-DoD User Agencies, requasts for disclosure shall be submitted to that agency.

13. SECURITY GUIDANCE. The security ctassification guidance needed for this classified effort is identdied below. If any difficulty is encountered in applying this guidance or
if any other contriduting factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended changes; lo challenge the
guidanca or the classification assigned to any informaticn or material fumished or generated under this contract; and to submit any questions for interpretation of this guidance
to the official identified below. Pending final decision, the information involved shall be handled and prolected at the highest level of classification assigned or recommended.

{(F1in as approprigte for the classified effort. Attach. or forward under separate corespandence. any doc s/guides/extracts relerenced herein. Add additiona! pages as
ded 10 provit plete quidance.}

Contact the NSA Industrial and Acquisition Security Division at 443-479-1069 regarding any security concerns rclated to this contract.

CLASSIFIED AIS PROCESSING WILL BE INVOLVED? ANNUAL REVIEW OF THIS FORM REQUIRED ¢/ *YES". provide date such review is due}

YES (] wo [] wo YES (date) 1 YEAR ADAD

TYPED NAME, TITLE AND SIGNATURE OF PROGRAMPROJECT | ACTIVITY NAME ADDRESS, ZIP CODE, TELEPHONE NUMBER AND
MANAGERICOD AR OTHED DESICMATED OFFICIAL OFFICE SYMBOL ‘

_ | Director, NSAJCSS -~ :
§800 Savage Road, ATTN: Fuite 6685
Ft. Meade, MD 20755-6688

ONLY AUTHORIZED NSA CONTRACTING OFFICERS MAY SERVE AS CERTIFYING OFFICIALS FOR NSA SCI CONTRACTS AND SUBCONTRACTS.

idenidy the pertineni contractual clauses in the contract document itself, of provide an appeopriate stalement which identfies the addiional

——
74. ADDITIONAL SECURITY REQUIREMENTS. Requirements, in addition to ISM requirements, are established for this contract. (¥ Yes. l X I YES | I NOJ
requaements. Provide a copy of the requirements to the cognizant securily office. Use lem 13 if additional space is needed) .

15. INSPECTIONS. Elements of this contract are oulside the inspection responsibility of the cognizant security offica. (I Yes, explain and identdy | X l YES NO}
specific areas or elements carved out and the activity responsible lor inspections. Use item 13 if addiional space is needed.)

NSA has inspection responsibility.

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safg%la-rding the classified
information to be released or generated under this classified effort. All questions shall be referred to the official named below.

a.TYPED NAME OF CERTIFYING OFFICIAL b. TITLE _ [ TELEPHONE inche Area Cotie{) s
‘ Contracting Officer B ﬂ]
d. ADDRESS (include Zip Code) . 77, REGUIRED DISTRIBUTION
9800 Savage Road, Suite 6720 |X] & contractor

Ft. Meade, MD 20755-6720 b. SUBCONTRACTOR

c. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR
d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

t. OTHERS AS NECESSARY  Q131, DCS

X
x o. ADMINISTRATIVE CONTRACTING OFFICER

R e
DD FORM 254 (BACK), DEC 1999

T {b) (3)-P.L. Sﬂ-36

~-36
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ATTACHMENT A: January 2008

SECURE TELECOMMUNICATION REQUIREMENTS

Secure telecommunications are required as this contract involves access 10
classified information or sensitive unclassified, Government or Government derived
information at the contractor facility. These requirements apply to the use of Government
contractor telecommunications equipment over which classified information or sensitive
unclassified Government or Government derived information is transmitted.

The following detfinitions apply:

Telecommunications: Preparation transmission, communication, or
related processing of electrical, electromagnetic, electromechanical, electrooptical or
electronic means.

*Government Contractor™ telecommunications: Voice and data
telecommunications between or among Federal Government Agencies and their
contractor/subcontractors. This includes management information processing systems
and local data networks.

“Secured” means the application of communications security (COMSEC)
equipment, devices or techniques to telecommunications or information processing
systems over which classified information is transmitted.

“Protected™ means the application of National Security Agency (NSA)
approved protection equipment, devices or techniques to contractor or
telecommunications over which sensitive unclassified, Govemment or Government
derived information is transmitted.

*Sensitive unclassified, Government or Government derived information™
is defined as any information, the loss, misuse or unauthorized access to, or modification
of which might adversely affect the U.S. national interest, the conduct of DoD programs
or the privacy of DoD personnel.

A COMSEC account is required for this contract. The NSA Central Office of
Record has primary responsibility for auditing alt COMSEC material held in this account.
NSA will ensure that all Government contractor secure telecommunications facilities are
operated in accordance with NSA requirements.

The contractor or subcontractor shall comply with NSA/CSS Policy Manual 3-16
dated 5 August 2005.
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Equipment, devices, techniques and services required for securing or protecting
contractor telecommunications will be acquired only from sources listed in the NSA
Information Systems Security Products and Services Catalog. Contractors shall comply
with the STU 11l Doctrine or other appropriate doctrine.

Keying matenials required for the operation of secured and protected
teleccommunications systems will be furnished by the government. A Defense Courier
Service account may be required for shipment of this material.

The prime contractor shall include requirements that conform to this DD254 in all
subcontracts that require secured or protected equipment or services.

COMSEC incidents will be reported as follows: The contractor shall make an
immediate telephonic notification to NSA of any incident or violation of COMSEC
requirements. Notification will be made to the Office of COMSEC Insecurities on

| | Violations or possible compromises of COMSEC informafioh $Bout® . L. 86-36
also be reported tol _ r the NSA Support Services Operations '
Center, Security Duty Ofticer at] | A follow-up written report is required

and shall be appropriately classified. Specific guidance as to proper classification will be
provided by NSA. The report shall be submitted to the Contracting Officer, ATTN:
DA342 and the appropriate Defense Security Service (DSS) Cognizant Security Office.
If accountable COMSEC material is involved, the Central Oftice of Record will also be
provided a copy of the report.

Clarification and guidance for COMSEC requirements may be directed to the
NSA procedural and Material Control Branch af |

2
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ATTACHMENT B: Junuary 2008

St

SCI OUT-OF-HOUSE CONTRACTS

Classificd material released under this contract does not become the property of the contractor and
can be withdrawn by the National Securily Agency (NSA) at anytime. Upon expiration of the conlract, ail
classified materials released to the contractor and all other materials of any kind incorporating data from
such classified materials will be returned 1o the NSA for final disposition. A certificate of destruction in
lieu of the material will suffice when the material has been destroyed, at the direction of or under the
supervision of the Contracting Officer (CO) or his designated representative.

Non-U.S. citizens. to include immigrant aliens, are not authorized access to any portions of this
contract, proposal or study without express written approval from NSA, Industrial and Acquisition Security

(Q12).

Contractors will maintain such records as will permit them to furnish on demand the names of
individuals whom have, or have had, access to classified material in the custody of the contractor.

Reproducuon of any material released 10 the contractor by NSA requires approval of the
Contracting Officer’s Representative (COR).

Contractor employees may not carry any classified material on commercial aircraft without the
permission of the CO or his designated representative. '

The contractor will not release classified material to any activity or individual of the contractor's
organization not directly engaged in providing services under the contract or to another contractor
(including a subcontractor), government agency, private individual, or organization without the written
consent of the CO. In the event that consent for such a release is requested. the CO will verify that the
proposed recipient has both appropriate clearance and need-to-know.

All TOP SECRET and Sensitive Compartmented Information (SCI) material related to this
contract will be transmitied via the Defense Courier Service unless alternate means of transportation are
approved.

Since this contract requires access 10 SCL, NSA has exclusive security responsibility for this
contract, and personnel requiring access to such material will be cleared and indoctrinated by NSA.

No references to SCI access or programs, even by unclassified acronyms, nor general statements
of involvement in SCI activities may be made either wrilten or orally in advertising promoncmdl efforts or
recruitment for employees. This restriction also applies to information provided 1o .stockho!ders or
contained in company brochures and similar materiat.

Technical information on file at the Defense Technical Information Center (DTIC) will be made
available to the contractor if the contractor requires such information. The CO or his duly authorized
representative will cenify on a DD Form 1540, Registrations for Scientific and Technical Information
Services, and the field of interest relating to the contract work. Contractor generated technical reports will
bear the statement “Not Releasable to the Defense Technical Information Center per DoD Instruction
3200.12."

When a Permanent Change of Station (PCS) assignment is required, contractor personnei and
accompanying dependents, at the discretion of the government, may be required 10 undergo psvchological
Screening interviews.
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Please refer 1o NSA/CSS Classification Manual 1-32, dated 23 November 2004 for mlormauon
regarding to classification, declassification markings for all contracts.

The following documents apply to this contract:
Classification guidance will be provided by COR

Director of Central Intelligence Directive (DCID) 6/6, Security Controls on the Dissemination of
Inielligence Information, effective 11 July 2001

Exccutive Order 12958, Classified National Security Information, dated 25 March 2003

32 Code of Federal Regulations, Part 2001, Implementation of Executive Order 12958, dated
October 1995

DCID 1/19, Security Policy for Sensitive Compartmémed Information, dated 1 March 1995
DoD 5220.22-M, National Industrial Security Program Operating Manual, dated 28 February 2006
NSA/CSS Policy 5-25, Hand-Carrying Classified Material, daled 12 April 2005

DCID 6/9, Physical Security Standards for Sensitive Companmemed Information Facilities, dated
18 November 2002

DCID 6/3, Protecting Sensitive Compartmented Information Within Information Systems, dated
5 June 1999

Personnel Security Requirements for Contractor Access to NSA/CSS Sensitive Compartmented
Information, dated January 2005

DCID 6/4, Personnel Security Standards and Procedures Governing Eligibility for Access to
Sensitive Companmented Information, dated 22 January 1992 and as amended 14 April and 12 August
1994, effective 2 July 1998

DCID 1/20, Security Policy Concerning Travel and Assignment of Personnel with Access 10
Sensitive Comparimented Information, effective 29 December l99l

NSA/CSS Classification Manual 1-52. dated 23 November 2004
NSA/CSS Policy 3-22, NSA/CSS Technical Security Program, dated 21 April 2005

When the DD254 is for a COMSEC contract, the following DD254 additional references and
paragraphs will be included on the atiachment:

NSA/CSS Policy Manual 3-16 dated 5 August 2005
NSA Policy 3-21. Access to Classified Cryptographic Information. dated 18 October 2004

NSTISSP No. 8, National Policy Governing the Release of Information Systems Security
(INFOSEC) Products or Associated Infosec Information to Foreign Governments, dated 13 February 1997

Conuractor and subcontractor personnel, as well as individuals who are consultants to the
contractor or its subcontractors. with access to certain specified classified cryptographic information or
materials, or 10 spaces where such classified cryptographic information or materials are produced.
processed or stored shall be subject to requirements set forth in NSA Policy 3-2}. The Contractor Security

(%)
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Official shal! notify such personnel that they are subject 1o this requirement and shall provide the CO
writien confirmation that this notice was provided within 90 days of the effective date of this DD254.

Unless Controlled Crypiographic liems (CCls) are being produced, all material created from the
pattern generation tape, whether immediate or end product. shall be afforded the same protection as the
pattern generation tape. The contractor or subcontracior shall ensure that an appropriate classification
marking is affixed to each item in a manner that affords the item sufficient protection. Reticules. masters
and submasters, working plates. blowbacks, and any other material created from the patiern ‘generation (ape
or its derivative shall be marked with the appropriate classification and shall be controlled within the
“inprocess™ accounting system as specified in NSA/CSS Policy Manual 3-16. Depending on the process
used for the fabrication of CC1 products, reticules and other materials produced from the pattern generation
tape or ils derivatives shall be marked to reflect cither a classification or a CCl designation, as appropriate.
Such material shall also be controlled within the “inprocess™ accounting system.

Contractor/subcontractor-generated documents, both classificd and unclassified, shall not be
released to Defense Technical Information Center (DTIC). They shall bear the statement *Not Releasable
to the Defense Technical Information Center per DoD Directive 3200.12."

Any external view or photographs of end item hardware, when all covers are in place, shall be
unclassified, but the information shall be restricted as FOR OFFICIAL USE ONLY. This information will
not be published without prior approval of the CO.

All classified COMSEC documents (drawings, reports, test data, correspondence. etc.,) originated
by the contractor or subcontractor shall not be disclosed to foreign nationals and must be marked
NOFORN. Director, NSA, as specified in NSTISSP No. 8, must approve release of those documents that
need to be shared with foreign governments. Documents approved for release to a foreign government
shall be marked “REL to US and (insert name of specified country) ONLY". Documents will also bear the
caveat "COMSEC MATERIAL - Access by Contractor Personnel Is Restricted to U.S. Citizens Holding
Final Government Clearance.”

Classified and COMSEC waste paper should be destroyed daily. Burning or use of an approved
destruction device as identified in NTISSI 4004, Annex B, “NSA Approved Destruction Devices™ may
destroy COMSEC paper material. Classified and CCI hardware production scrap shall be disposed of at
intervals not exceeding six months. The contractor may be authorized to return ait production waste of
classified microcircuits and hybrids to NSA COMSEC Account 880099 for destruction. Instructions for
the destruction of classified and CCl waste hardware material will be provided by the CO.

Unpopulated (bare) COMSEC printed wiring boards that bear a security classification marking
may be handled as unclassified. Upon mounting of the first classified component, the board shall be
handled as a classitfied COMSEC printed wiring assembly.

Any development, emulation, study or proposal concerning a COMSEC system. equipment,
software or firmware, shall be subminted through the CO to the Deputy Director for Information System
Security, NSA. Such efforts require NSA review if they are based directly or indirectly on information
gained during performance of a U.S. COMSEC contract: are derived from a U.S. approved cryptosystem or
other COMSEC experience; or when it can be inferred from the information revealed in the effort,
regardless of the availability of such information in open literature. The subject matter will be evaluated by
NSA to determine whether it is protected by statve. The contractor shall inform each employee having
COMSEC access of this NSA review requirement. While waiting completing of the review, the
information will be safeguarded as described in NSA/CSS Policy Manual 3-16.

The contractor/subcontractor shall not divulge 1o any individual. company, organization, or other
U.S. Government department or agency any information, classified or unclassified. pertaining to the design
or capabilities of COMSEC or communications protection systems or equipment being developed.
produced. purchased or provided as government fumnished equipment (GFE) under this or any other NSA
contract unless prior NS A approval is obtained.

(9]
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Additional requirements for contractors handling classified operational keying material marked
CRYPTO are provided in NSA/CSS Policy Manual 3-16. Access to such material is restricted to those
individuals approved by NSA.

A Closed Area as defined in NSA/CSS Policy Manual 3-16 is required for this contract. A list of
all individuals (visitors, contractor or government personnel) who access the Closed Area shail be
maintained during the contract. Disposition instructions for the access list will be provided by the CO.

This contract requires the establishment and implementation of No-Lone Zone (NLZ) procedures,
which preclude single person access to designated arcas. NLZ requirements are specified in NSA/CSS
Policy Manual 3-16, paragraph 86. More information can be found in Annex E page E-10 and Annex E
page E-13 (see the NOTE under TPI definition). The contractor shall ensure that the company Standard
Practice Procedures (SPP) manual includes security provisions implementing the NLZ requirement.
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Intelligence and
Information Systems

800 International Drive
Linthicum, Maryland
21090 USA
410.981.6000
410.684.6880 fax

June 16, 2010

Maryland Procurement Office

9800 Savage Road (SAB3)

Fort George G. Meade, MD 20755-6626

. . : C T Tib) (3)-PLL. 86-36
Attention: |Contracnng0&icer ibi

Subject: Contract H98230-10-D-0133.

Dea| 1]

Raytheon Company is in receipt of the award for Contract H98230-10-D-0133, ,
PERFECTCITIZEN and respectfully requests a debriefing with your office. If at all possible,
Raytheon requests the debrief during the week of June 21,2010. The debriefing co
scheduled in parallel with the meeting you indicated will be held that week with Mr.

if this is convenient for you and your team. We look forward to working with you on
this contract and building a long, positive relationship with

Should you have any questions, or require additional information, please do not hesitate to

contact the undersigned.

Sincerely, ~"(b) (3)-P.L. 86-36
o ‘ (b) (6)

Raytheon Company

raytaeon.com

pproved for Release by
SAon 12-18-2012, FOIA
ase #62332
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UNCLASSIFIEDFOR OFFICIATUSE-ONEY

MARYLAND PROCUREMENT OFFICE
9800 SAVAGE ROAD
FT. MEADE, MD 20755-6720

FAX TRANSMITTAL

S (b) (3)-P.L. 86-36
TO: (b) (6)

DATE: March 18, 2010 . '

FAX:

PAGES (including cover): 1

""(b) {3)-P.L. 86-36
FROM:

"Phone
Fax: (

NOTE:
Lorie, We need the resumes for the personnel noted below.

Thanks, Kevin

(o) (B)-P.L. 86-36
(b) (6}

pproved for Release by NSA on
2-18-2012 FOIA Case # 62332
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’ (b) (3)-P.L. 86-36

(b) (6)
From: @raythéon.com]
Sent:  Thursday, March 18, 2010 5:01 PM ) o : " (b)) (3)-P.L. 86-36
To: ' T

Subject: PERFECTCITIZEN Solicitation H98230-09-R-1482//Final Proposal Revision Request-RESUMES

Kevin,

I wanted to confirm the discussion we had this afternoon regarding the 3/18/10 Government request for 13
additional resumes in support of the 3/5/10 Raytheon Final Proposal Revision Submittal.

o Raytheon will deliver the requested resumes by Wednesday, 3/24 or sooner

o Emailing softcopy of the resumes is acceptable and can be transmitted in separate emails if the files are
large

o Evaluator is using the same process as before and ensuring that the person proposed matches the
required labor qualifications

After | send the resumes, | will call you to confimm receipt of the resumes.
Thanks,

Lorie

__ o : T o(b) (3)~P.L. 86-36

Raylheon Company T (b1 (6)
800 International Drive :
Linthicum, Maryland 21080

Rraytheon.com

pproved for Release by NSA on
2-18-2012 FOIA Case # 62332

3/18/2010
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INSA-BA342 USA CIV , 4
From: @nsa.ic.gov on behalf off Nsa_Pisa ClV‘ R4 i holy L 86738
Sent:  Wednesday, March 17, 2010 3:20 PM
To: | INsa-BA342 UsA iV
Cc: | INsAl  saciv

Subject: (U)

. . (b) (1)
Classiﬂcatlon.mmd I {(b) (3)-P.L. 86-36

Kevin,

Looks like | considerably misstated the number of people with out resume’s

The people below were proposed by Raytheon for the first time in their revised cost proposal, table 2.8.2-1. Their
resume’s were not found in the original technical proposal or clarification letter. There were not any new resume's
provided with the technical information for evaluation purposes.

(b} (3)-P.L. 86-36
(b} (8)

epu 16|

| - ' : R T (b) (3)-P.L. 86-36

|
National Business Park 302

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20350301

Classification: CONFBENTIAL. |

pproved for Release by NSA on
2-18-2012 FOIA Case # 62332

3/18/2010
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“(b) (3)-P.L. 86-36

From:
Sent:  Friday, February 26, 2010 1:14 PM
To: USA)

.Subject: RE: FAX ON 09-R-1482

Karen, Thank you and your colleagues for attending Wednesday's Discussion session. | wanied to formally state
that Final Proposal Revisions (FPRs) are due in my office -- ie, where we met on Wednesday -- on Friday March
5 at 4:00 PM EST. The same general guidelines for the initial RFP submision apply to the FRP submission. Your
FPR must be in writing. You may revise any part of your proposal. With regard to a cost proposal revision, |
request a proposal validity timeframe of 90 days. 1 also request you adjust the period of performance start date to
01 April 2010, but do not adjust the LOE or the other time periods of the contract years. The Government intends
to make award without obtaining further revisions. Thanks, Kevin

From e
Sent: ary 19, 2010 1:34 PM : (b) (3)-P.L. 86-36
To;| USAT (b) (6)

Subject: FAX ON 09-R-1482

Karen, | just sent you the fax | promised for today. Kevin

pproved for Release by NSA
n 12-18-2012, FOIA Case #
2332

2/26/2010
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Page | of |

. s

l "(b) (3)~P.L. 86-36

From: |

Sent:  Friday, February 26, 2010 1:12 PM
To: raytheon.com' :i; EZ;-RL' 86-36
Subject: RE: FAX ON 09-R-1482

Lorie, Thank you and your colleagues for attending Wednesday's Discussion session. | wanted to formally state
that Final Proposal Revisions (FPRs) are due in my office -- ie, where we met on Wednesday -- on Friday March
5 at 4:00 PM EST. The same general guidelines for the initial RFP submision apply to the FRP submission. Your
FPR must be in writing. You may revise any part of your proposal. With regard 1o a cost proposal revision, |
request a proposal validity timeframe of 90 days. ! also reques! you adjust the period of performance start date to
01 April 2010, but do not adjust the LOE or the other time periods of the contract years. The Government intends
to make award without obtaining further revisions. Thanks, Kevin

P.S. Very shortly | should have contact information so you can arrange lor your folks to look at the documents we
discussed yesterday.

From{ |

Sent: Friday, February 19, 2010 1:36 PM
nq_j;_—:praymeon.mm'
Subject: FAX ON 09-R-1482

Lorie, |just sent you the fax | promised for today. Kevin

pproved for Release by
SA on 12-18-2012, FOIA
ase #62332

2/26/2010
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(b) (3)-P.L. 86~38

To: raytheon.com' =~~~ ’ o (b) {(3)-P.L. 86-36
| pray (b) (6)

Subject: RE: FAX ON 09-R-1482

Lorie, Thank you and your colleagues for altending Wednesday's Discussion session. | wanted to formally state
that Final Proposal Revisions (FPRs) are due in my office -- ie, where we met on Wednesday -- on Friday March
5 at 4:.00 PM EST. The same general guidelines for the initial RFP submision apply to the FRP submission. Your
FPR must be in writing. You may revise any par of your proposal. With regard to a cost proposal revision, |
request a proposal validity timeframe of 90 days. 1 also request you adjust the period of performance start date (o
01 April 2010. but do not adjust the LOE or the other time periods of the contract years. The Government intends
to make award without obtaining further revisions. Thanks, Kevin

From:
Sent: 19, 2010 1:36 PM _

To: raytheon.com' - - ' R (b) (3)-P.L. 86-36
Subject: -R-1482 {b) (6)

Lorie, |just sent you the fax | promised for today. Kevin

(b) (3)-P.L. 86-36

pproved for Release by NSA
n 12-18-2012, FOIA Case #
22902332
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Contracting Officer's Determination
Regarding Subcontracting Plan
For Small Business And
Small Disadvantaged Business Concerns

Re:  Raytheon, Subcontracting Plan, 13 October 2009
RFP: H98230-09-R-1482

Pursuant to the requirement of FAR 19.705-4, | have reviewed the referenced
Subcontracting Plan and have determined that it includes the elements required by FAR
19.704, and is therefore acceptable. The approvals set forth below satisfy the
requirements identified under Maryland Procurement Office Supplement (MPOAS)

319.705-90.
(b) (3)-P.L. 86-36
Contracting Officer ' 1-lo
APPROVAL: Wa Aot dbfitimerad] S veedd —fin
| (b) (3)-P.L. 86-36 | T cobizts Qollar arowile.
' o 04l o
CONCUR: ' X

Small Business Specialist

pproved for Release by NSA on
2-18-2012 FOIA Case # 62332
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DOCID: 4021785

Intelligence and
Information Systems
800 Intemational Drive
Linthicum, Maryland

- 21080 USA
410.981.6000
410.684.6880 fax

October 13, 2009

“(b) (3)-P.L. 86-36
Maryland Procurement Office

9800 Savage Road (SAB3)
Fort George G. Mcade, MD 20755-6720

Attention: Contracting Officer (BA342)

Subject: Raytheon Volume II, Technical
Raythcon Volume III, Management/Past Performance
Raytheon Volume 1V, Cost

Raytheon Volume V, CD Volumes I through IV

Reference: 1. Solicitation No. H98230-09-R-1482 and Subsequent Amendments

o —

Raytheon Company is pleased to submit the enclosed Volume II, Technical Proposal,
Volume III, Managemem/Past Performance and Volume IV, Cost in response to the
Reference PERFECTCITIZEN Solicitation No. H98230-09-R-1482. The CDs for
Volume V are included in each respective volume. This proposal submittal is in
compliance with the solicitation requirements.

Should you have any questions, please contact the undersigned.

Sincerelv, " (b)Y (3)-P.L., 86-36€
) : (b) (6)

Raytheon Company

. : : ""(b) {3)-P.L. §6-36
Draytheon.com (b) (6)

Encl.: 1 unbound Master copy and 5 hard copies of Volumes I, Il and IV
6 CDs for each Volume II, 11l and IV

/’:‘, Raytheon This proposal printed on 100% Recycled paper.
W :
«u . Sustainability

pproved for Release by NSA
n 12-18-2012, FOIA Case #
233




DOCID: 4021786

Intelligence and
Information
Systems

800 International
Drive

Linthicum, Maryland
21080 USA
410.981.6000

410.684.6880 fax
March §, 2010
Maryland Procurement Office
9800 Savage Road (SAB3)
Fort George G. Meade, MD 20755-6720
Attention: Mr. | | Contracting Officer (BA342) (b) (3)-P.L. 86-36

Subject: Raytheon Company Final Proposal Revision

Reference: 1. Solicitation No. H98230-09-R-1482
2. MPO letter dated February 19, 2010 (Final Proposal Revision)

3. February 214, 2010 Meeting with MPO{ I
Government Cost Analyst Team) and Raytheon

| ‘ } e “{b) (3)-P.L. 86-36
4. Raytheon Froposal dated October 13, 2009 ‘ (b) (6)
5. February 26, 2010 Email and Telecon with MPO — _Jand
Raytheon| b . ‘
Dear Mr = o o " (b) (3)-P.L. 86-36

Raytheon Company is pleasec:l to submit the enclosed Final Proposal Revision in response to
Reference | PERFECTCITIZEN Solicitation No. H98230-09-R-1482, Reference 2 MPO Final
Proposal Revision request and Reference 3 discussions. The Raytheon Cyber Elite Team's Final
Proposal Revision addresses the items discussed during Reference 3 meeting which include:

Technical (Classified Addendum)
1. Technical Approach — Productization

e According to PEC, Violume I, Section 4.1-Soundness of Approach
e Explanation of Raytheon’s understanding of the end-to-end process
o Demonstration of how the proposed solution will meet and support the orders in the
Solicitation and how|the mission will be supported
e Demonstration of how a proof of concept transitions into development for deployment
with an explanation of the step-by-step process
2. Business Activities : ‘ ‘ :
o Explanation on how the Raytheon Cyber Elite team comes together to demonstrate that
the mission will be accomplished
3. Challenges/Constraints - Equities
e Ability to manage equities and how to protect them

pproved for Release by
SA on 12-18-2012, FOIA
ase # 62332
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1 - Page 2of ®) (3)-P.L. 86-36

PERFECTCITIZEN FPR March 3, 2010

4. Past Performance Relevance

o Clarification of how certain past experience is relevant to the orders detailed in the
Solicitation

Cost (Updated Cost Volume)
1. Composite rates
 Additional justification as to why the originally proposed rates in the Reference 4
proposal match the proposed labor qualifications required to accomplish the mlssmn
2. Rate Realism
e Supporting document for the BAE subsidiary which proposed a Junior Production
Software Engineer is included in the Final Proposal Revision
e KEYW was inadvertently classified as a Cost Plus type contract. KEYW is actually a
Time and Material contract; therefore, an unsanitized sealed package is not required.
The correct KEYW subcontract type is reflected in the Final Proposal Revision
e Updated Final Proposal Revision includes the Section B and Section H hours identified
in the Solicitation
3. Start Date
e Per Reference 5 Government direction, Raytheon adjusted lhe period of performance start
date to April 1, 2010; but did not adjust the Level of effort hours or other time periods for
the contract years. Als the Government instructed, the revised start date is for cost
evaluation purposes only and will not require changes to the Technical Task Orders,
 Basis of Estimate and Schedules submitted in Reference 4.

This propasal submittal is in compliance with the solicitation rcquiremems and is valid fora
period of ninety (90) days from the date of this letter. Should you have any questions, please
contact the undersigned.

The Raytheon Cyber Elite team sincerely appreciates the opportunity to support the National
Security Agency. We look forward to your response.

Se{b) (3)-P.L. 86-36
(b) (6)
Raytheon Company
l !@ravl eon.com
Encl.: Volume ll, Technical Addendum 6 Hard copies, 6 CDs
Volume [V, Updated Cost Volume 6 Hard copies, 6 CDs
(;;g Raytheon This proposal printed on 160% Recycled paper.
Sustainability




§ pocip: 4021787

Al

AR .

1) ‘ ‘
) ﬁ@%ﬂa@@ tntelligence and

.-_I.:I il Information Systems
b 800 Internaticnal Drive
Al Linthicum, Maryland

5 21090 USA

’, ; 410.981.6600

September 28, 2009 410.684.6880 fax

Maryland Procurement Office
9800 Savage Road (SAB3) .
Fort George G. Meade, MD 20755-6720 (b) (3)~P.L. 86-36

Attention:  Mr] Contracting Officer (BA342)

Subject: Raytheon Volume I, Executive Summary

Reference: 1. Solicitation No. H98230-09-R-1482
2. Milestone letter for PERFECTCITIZEN dated September 11, 2009

Dear Mr : ‘ : o I ©7 7 (b)(3)-P.L. 86-36
Raytheon Company is pleased to submit the enclosed Volume I, Executive Summary for
the PERFECTCITIZEN solicitation in accordance with the Reference 2 milestone letter.

~ This volume submittal is in compliance with the solicitation requirements.

Should. you have any questions, please contact the undersigned.

rely,

-~ ="(b) (3)-P.L. 86-36
' (b) (6)

Raytheon Company |

raytheon.co

Encl.: 1 unbound Master copy and 5 hard copies of Executive Summary
6 CDs

Dy Ravtheon This proposal printed on 100% Recycled paper.

5 ’:‘2‘7‘1{}*

< Sustainability

pproved for Release by
SA on 12-18-2012, FOIA
ase #62332
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UNCLASSIFIED// A USHE-ORtE

MARYLAND PROCUREMENT OFFICE
9800 SAVAGE ROAD
FORT GEORGE G. MEADE, MD 20755-6720

IN REPLY REFER TO:
MPO - BA342 (KPK)

19 February 2010
(b) (3)-P.L. 86-36
(b} (6)
Raytheon Company
800 Intemational Drive
Linthicum, MD 21090
Dear

The Government wishes to:open discussions concerning RFP H98230-09-R-1482. The

- primary purpose is to indicate any deficiencies and weaknesses in your proposal. The
Government would like to conduci these discussions during the week of 22 February
2010. After discussions, you will be given the opportunity to submit a Final Proposal
Revision, tentatively scheduled to be due on 5 March 2010.

Discussions will be held at|the Maryland Procurement Office location. Up to a total of

three individuals from your company may attend. Pleasc coordinate the date and time of
this meeting with me. [ can be reached at 410-854-4073. '

Thank You,

" (b) {3)-P.L. B86-36

Contracting Officer

pproved for Release by NSA on
2-18-2012 FOIA Case #62332

UNCLASSIFIED//TOROFFICTAEUSE-ONER—



‘pocip: 4021773 @ i -

(b) (1)
~EEREL (b) (3)-P.L. 86-36
TECHNICAL TASK ORDER
(U/ /FOvS3 J) TASK TITLE: FY10| - Vulnerability Analysis|
(U) TASK NUMBER: TTO 01101 {b) (3)-P.L. 86-38

(b} (1)

(U) TASK MODIFICATION NUMBER:
(U) CONTRACT NUMBER: H98230-10-C-

(U) PERIOD OF PERFORMANCE: Date of Award - 30 September 2010

(U) PLACE OF PERFORMANCE: Government Facility

(U) NUMBER OF CONTRACTOR SPACES ALLOCATED IN GOV’T SPACES:

(U) SOW PARAGRAPH NO.: Paragraph 2.0
(U) SEVERABLE/NON-SEVERABLE: NON-SEVERABLE

(U) TASK DESCRIPTION:

~SE ) The objective of this acquisition is to furthe] ________Jechnique develoFmentz |

and mitigation by expanding the technical capacity and knowledge base of the existin
work force through a contractual relationship.|

¢

Derived From: NSA/CSSM 1-32

(b) (3)-P.L. 6§56-36 Dated: 20070108

Declassify On: 20391123

pproved for Release by
SAon 12-18-2012 FOIA

se # 62332
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SECRER (b (1)
(b) {3}-P.L. 86-36

(U//FOY8) Using the SNAC Information Assurance Evaluation Methodology, perform a
vulnerability analysis | N

#{b) (3)-P.L.

(U/fFOY63-Phase 1: Define the Threat Model and Initial Scope

(U//FOt6) Phase 2: Collect Background Information

(U//FOY6)-Phase 3: Functional Exploration

(U/OY0)Phase 4: Security Analysis, Testing and Fingerprinting
(U//FOUO7 Phase 5: Vulnerability Demonstration (Exploit Proof of Concept)

(U//FOUOYPhase 6: Documentation

(U) Travel: None

36-36

(U) TASK DELIVERABLES:

(U) All deliverables shall be delivered in soft copy. Deliverables shall be delivered in hard copy
only when specifically requested.

(U) Project Planning and Design

(U) Project Management Plan |:h'emplate) The Template content is drawn from
CDRL Data Item A025, Software Development Plan (SDP)

(U) Work Breakdown Structure Template, WBS ChartPro)

(U) Initial Schedule (MS Project '

(U) Initial Threat Model and Scope (Phase 1) — In accordance with CSB policy and plans.

(U) Project Control

(U) Weekly Project Status Report — The contractors on the TTO shall provide weekly status
updates in accordance with CSD guidance. The weekly updates include a minimum schedule (for
each task - % complete, hours remaining), task status, and weekly issues and risks updates.

(U) Monthly Funds and Man-Hours Expenditure Report (FMHER) CDRL Data Item AQ02. -

(U) Project Status Report (PSR) {__| format) ~ The PSR content is drawn from CDRL Data
Item AOQ1.

(U) Project Execution

(U) Cataloged/Indexed Knowledge Base of System Information (Phase 2)
(U) Refined Threat Model and Scope (Phase 2)

(U) Installation and Initial Setup (Phase 3)

(U) Functional Exploration/Testing Results (Phase 3)

(U) List of Security Features and Assumptions (Phase 3)

(U) System Component Interaction Analysis Results (Phase 4)

(U) Protocol Analysis Results (Phase 4)

(U) Software and Code Analysis Results (Phase 4)

(U) Operating Systems and Application Analysis Results (Phase 4)

(U) Description of Found Vulnerabilities, Fingerprints and Countermeasures (Phase 4)
(U) Demonstration of Exploits (Phase 5)

(U) Vulnerability Analysis Formal Report (Phase 6)

—RFEREH- (b} {1)
’ {b) {(3)-P.L. 86-36
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4021773 O
.-sEGR-E:F-

(b) (1)
(b) (3)-P.L.

86-36

(U) Engineering Notes — In accordance with CSD procedures and policies (internal Wiki).

(U) PROJECT CLOSEOUT
(U) Lessons Leamned

(U) COST BREAKOUT SUMMARY: See attached spreadsheet for LOE. Include the

following cost elements in your summary:
Direct labor rate

Total amount (hours X rate)
Estimated Direct Labor Costs
Overhead rate and amount
Subtotal Labor plus O/H
G&A rate

Subtotal direct costs

FCCM

Other Direct Costs

Fee

Total CPFF or CPAF amount

(U//FOYOY ACCOUNTING AND APPROPRIATIONS:

ACR FUNDCITE

AMOUNT

(U//FOE6) FUNDING ALLOCATION:

ACR LABOR TRAVEL MATERIALS AWARD FEE

TOTAL TTO ALLOCATION

(U) MISCELLANEOUS: N/A

(U//FOY6) APPROVING OFFICIALS:

36

36

1. Contracting Officer’s Representative: Da't'g:_«_.

PrintNamey = |- Organization.[—_J-~~ "™ {b) (3)-P.L. 86
2. Contractor’s Signature: Date:

Print Name: Company Name:
3. Contracting Officer: Date:

Print Name1 | Organization: BA342 - - “(b) (3)-P.L. 86+

—SEERET] R
(b) (3)-P.L. 86-36 -
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Frif___J10 61101 COST BREAKGUT SUMNMARY: {b) (3)-P.L.

[Sovormmoni a0 Conuacwr o] |
CATEGORIES OF LABOR wHOURS: Hours Hours TOTAL HOURS
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DOCID: 4021773 -
‘% EE:%;—P.L. 86-36
TECHNICAL TASK ORDER
(u/+rouq) TASK TITLE: FY10| H _ I
C_1 = L

~

(U) TASK NUMBER: TTO 01102
(U) TASK MODIFICATION NUMBER:
(U) CONTRACT NUMBER: H98230-10-C-

(U) PERIOD OF PERFORMANCE: Date of Award — 30 Scptember 2010

(U) PLACE OF PERFORMANCE: Government Facility

(U) NUMBER OF CONTRACTOR SPACES ALLOCATED IN GOV’T SPACES: |

(U) SOW PARAGRAPH NO.: Paragraph 2.0
(U) SEVERABLE/NON-SEVERABLE: NON-SEVERABLE

(U) TASK DESCRIPTION:

RC I

L

S ] The objective of this acquisition is to furthe___ Kechnique devel(énmlj._]

and mitigation by expanding the technical capacity and knowledge base of the existin
work force through a contractual relationship. | |

26-36

& |

by (1)
(b) (3)-P.L.

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20391123

86_3'6‘ el iE='|
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4021773 @ ! .—] -
!‘ESRE?‘I (b) (1
! (b)(3;-P.L. 86-36

U/ Productize
previously researched.

(U) Travel: None B __‘b’ BimfL. 503

(U) TASK DELIVERABLES:

(U) All deliverables shall be delivered in soft copy Dehverables shall be delivered in hard copy
only when specifically requested.

(V) Project Planning and DeS|gn

(U) Project Management Plan l:IT emplate) — TheDTemplate content is drawn from
CDRL Data Item A025, Software Development Plan (SDP).

(U) Work Breakdown Structure (____[Template, WBS ChartPro)

(U) Initial Schedule (MS Project) “

(U) Software Requirements Specification D‘ emplate) — The:hemplate contentis
drawn from CDRL Data Item A010, Software Requirements Speclﬁcatlon (SRS).

(U) High-Level Design (DTemplate) - |:Il'emplate content is drawn from CDRL Data
Item A026, System/Subsystem Design Description (SSDD).

(U) Software Product Specification — In accordance with the CDRL Data Item A016, Software
Product Specification (SPS) — specifically paragraph 4. a, b, ¢, d, e, f, and g. The SPS document
shall be structured as outlines in the DID.

(U) Project Control

(U) Weekly Project Status Report — The contractors on the TTO shall provide weekly status
updates in accordance with CSD guidance. The weekly updates include a minimum schedule (for
each task - % complete, hours remaining), task status, and weekly issues and risks updates.

(U) Monthly Funds and Man-Hoj penditure Report (FMHER) CDRL Data Item A002.

(U) Project Status Report (PSR) ifoxmat) —The PSR content is drawn from CDRL Data
Item AQO1. e

Z(b) (3)-P.L. 8¢
(V) Project Execution
(U) Requirements Traceability Matrix — Top Level, Tier 1, Tier2 .
(V) Interface Design Descriptions (IDD) — CDRL Data Item A027.
(U) Interface Control Document (ICD) — CDRL Data Item A024.
(U) Low-Level Design — In accordance with CSD policies'and standards (Generated from source
code with embedded Doxygen documentation tags). -
(U) Configuration Management Plan {___|Template) — Dtemplate content is drawn from
CDRL Data Item A023, Contractor’s Confi guratlon Management Plan.
(U) Configuration Item List —
(U) Test Plan (TNT Template) —Etemplate content is drawn from CDRL Data Item A018,
Test Plan; CDRL Data Item A013, Software Test Plan (STP); and CDRL Data Item A014

b—36

Software Test Description (STD).

(U) Test Procedures emplate) — The template content is drawn from CDRL Data

-SEERET | (b
(b) (3})-P.L. 86-36
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Item A019, Test Procedure.

(U) Test Results DTemplate) D template content is drawn from CDRL Data Item A015,

Software Test Report (STR). ‘ , )

(U) Defect Log - -

(U) Automated (Programmatic) Tests — In accordance w1th CS '
U) Source Code — Produced and delivered in accordance with

and CDRL Data Item A029, Computer Software Product ‘

(U) User’s Guide ([:ITemp]ate) Th emplate content is drawn from CDRL Data Item

A028, Software User Manual (SUM) and CDRL Data Item 'A028, Software Programmer’s
Guide.

(U) Installation/Administration Guide |:|Template) The|:|lemplate content is drawn

from CDRL Data Item A030, Software Programmer’s Guide.

(U) Engineering Notes — In accordance with CSD procedures and policies (internal Wiki).

(U) PROJECT CLOSEOUT
(U) Lessons Learned

IE G (3)-BL L.

(U) COST BREAKOUT SUMMARY: See attached spreadsheet for LOE. Include the
following cost elements in your summary:
Direct labor rate

Total amount (hours X rate)

Estimated Direct Labor Costs

Overhead rate and amount

Subtotal Labor plus O/H

G&A rate

Subtotal direct costs

FCCM

Other Direct Costs

Fee

Total CPFF or CPAF amount

(U//E8BO) ACCOUNTING AND APPROPRIATIONS:

ACR FUND CITE AMOUNT

(U//F6BQ) FUNDING ALLOCATION:

ACR LABOR TRAVEL MATERIALS AWARD FEE TOTAL TTO ALLOCATION

—<FERER (b) {1)
e (b) {3)-P.L. 86-36

RE-36
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SEERE-

~ (b} (1)

(b) (3)-P.L. B6-36

(U) MISCELLANECUS: N/A

(U//FOUO) APPROVING OFFICIALS:

(b} (3)-P.L. 86-36

1. Contracting Officer’s Renresentative: _Date: ___
Print Name] ‘Organization:] | -~ h (5) (3)-P.L. 86-36
2. Contractor’s Signature: Date:
Print Name: Company Name:
3. Contracting Officer: Date:
Print Name - Organizationz BA342 (b) (3)-P.L. 86136
(b} (1)
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_ TECHNICAL TASK ORDER
(u/ /#eue)) TASK TITLE: FY10| . |
(U) TASK NUMBER: TTO 01103 () 31-0.1. 25-se

(U) TASK MODIFICATION NUMBER:

(U) CONTRACT NUMBER: H98230-10-C-

(U) PERIOD OF PERFORMANCE: Date of Award — 30 September 2010 .

(U) PLACE OF PERFORMANCE : Government Facility

|

5 (U) NUMBER OF CONTRACTOR SPACES ALLOCATED lN GOV’T SPACES:
i (U) SOW PARAGRAPH NO.: Paragraph 2.0
!

(8)] SEVERABLE/NON—SEVERABLE: NON-SEVERABLE

| (U) TASK DESCRIPTION: :
vl |
| -ﬁ; The objective of this acquisition is to further technique develoi»ment
and mitigation by expanding the technical capaci isti |

citv and knowledge base of the existing
work force through a contractual relationship. i |

I — |

(S
Derived From: NSA/CSSM 1-32
Datcd: 20070108
Declassity On: 20391123
(b) (1) ' T —SEEREH
(b) (3)-P.L. 86-36 -
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- | (b) (3)-P.L. 86-36
| |
(b).(i).
(U) Travel: None {b) (3)-P.L. 86-36
(U) TASK DELIVERABLES:

(U) All deliverables shall be delivered in soft copy. Deliverables shall be delivered in hard copy

| i .
only when specifically requested e (b) (3)-P.L. 86-34

(V) Project Planning and Design

(U) Project Management Plan {__Femplate) — The|:|Template content is drawn from
CDRL Data Item A025, Software Development Plan (SDP). ER

(U) Work Breakdown Structure {__JTemplate, WBS ChartPro)

(U) Initial Schedule (MS Project)
(U) Software Requirements Specification DT emplate) Th i Template content is
drawn from CDRL Data Item A010, Software Requirements Spemﬁcatlon (SRS).

(U) High-Level Design {___[remplate) - [Template content is drawn from CDRL Data
Item A026, System/Subsystem Design Description (SSDD). ’

(U) Software Product Specification — In accordance with the CDRL Data Item A016, Software
Product Specification (SPS) — specifically paragraph 4. a, b ¢, d, e, f, and g. The SPS document
shall be structured as outlines in the DID.

(U) Project Control

(U) Weekly Project Status Report — The contractors on the TTO shall prowde weekly status
updates in accordance with CSD guidance. The weekly updates mclude a minimum schedule (for
each task - % complete, hours remaining), task status; and weekly issues and risks updates.

(U) Monthly Funds and Man-Hours Expenditure Report (FMHER) CDRL Data Item A002.

(U) Project Status Report (PSR) I format) — The PSR content is drawn from CDRL Data
Item AQOI. . S :

(V) Project Execution

(U) Requirements Traceability Matrix — Top Level Tier 1 Tier 2

(U) Interface Design Descriptions (IDD) — CDRL Data Item A027.

(U) Interface Control Document (ICD) — CDRL Data Item A024.

(U) Low-Level Design — In accordance with CSD policies and standards (Generated from source
code with embedded Doxygen documentation tags).
(U) Configuration Management Plan emplate) — template content is drawn from
CDRL Data Item A023, Contractor’s Configuration Management Plan.

(U) Configuration Item List - ' '

(U) Test Plan Template) -:‘wmplate content is drawn from CDRL Data Item A018,
Test Plan; CDRL Data Item A013, Software Test Plan (STP); and CDRL Data Item A014
Software Test Description (STD).
(U) Test Procedures emplate) — The template content is drawn from CDRL Data

Item AQ19, Test Procedure.

—SEER'E‘ﬂ | (b) {1}
’ (b) (3}-P.L. B6-36
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—SEERET (k) (D)
_ (b) (3)-P.L. 86-36
(U) Test Results { [Template) - template content is drawn from CDRL Data Item A015,
Software Test Report (STR). e

(U) Defect Log —

(U) Automated (Programmatic) Tests — In accordance with CSD policies and s uidance,

(U) Source Code — Produced and delivered in accordance with

and CDRL Data Item A029, puter Software Product.

(0) User's Guide {__| Template) - The{ _[template content is drawn from CDRL Data Item
A028, Software User Manual (SUM) and CDRL Data Item A028, Software Programmer’s

Guide.

(U) Installation/Administration GuidelZ]T'erhplate) — The

template content is drawn

from CDRL Data Item A030, Software Programmer’s Guide.

(U) Engineering Notes — In accordance with CSD procedures and policies (internal Wiki).

(U) PROJECT CLOSEOUT
(U) Lessons Learned

(U) COST BREAKOUT SUMMARY: See attached spreadsheet for LOE. Include the

following cost elements in your summary:
Direct labor rate

Total amount (hours X rate)
Estimated Direct Labor Costs
Overhead rate and amount
Subtotal Labor plus O/H
G&A rate

Subtotal direct costs

FCCM

Other Direct Costs

Fee

Total CPFF or CPAF amount

U/FOH0) ACCOUNTING AND APPROPRIATIONS:

ACR FUNDCITE AMOUNT

(U//FOYO) FUNDING ALLOCATION:

ACR LABOR  TRAVEL MATERIALS AWARD FEE TOTAL TTO ALLOCATION
-SEEREH | oy

(b) (3)-P.L. 86-36

L. Ho=2i
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(U) MISCELLANEOUS: N/A

(U//FOE6) APPROVING OFFICIALS:

1. Contracting Officer’s Representative: Date:
Print Name:| Organization: :

2. Contractor’s Signature: . Date: ..
Print Name: Company Name: _
3. Contracting Officer: Date: T
Print Name —-QOrganization: BA342 ~— ~ — " (b) {3)-P.L. 86-36
SEERETR - (b} (1)
‘ (b) (3)-P.L. 86-36
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“TOPSECRET I R
TECHNICAL TASK ORDER
(U) TASK TITLE: FY10[ e

(U) TASK NUMBER: TTO 01104
(U) TASK MODIFICATION NUMBER:
(U) CONTRACT NUMBER: H98230-10-C-

(U) PERIOD OF PERFORMANCE: Date of Award — 30 September 2010

(U) PLACE OF PERFORMANCE: Government Facility

(U) NUMBER OF CONTRACTOR SPACES ALLOCATED IN GOV’T SPACES:

(U) SOW PARAGRAPH NO.: Paragraph 2.0

(U) SEVERABLE/NON-SEVERABLE: NON-SEVERABLE

(U) TASK DESCRIPTION:

ol |

{b) (1)
(b) (3)-P.L

g |

-('S'l:b The objective of this acquisition is to furthe] ______Jechnique deyel 3
and mitigation by expanding the technical capacity and knowledge base of the existin
~work force through a contractual relationship]. _I .

Derived From: NSA/CSSM 1-52
Dated: 20070108
Dcclassify On: 20391123

86-36

.. 86-36

86-36
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(b) (3)~P.L. 86-36

l[(q:sl 1

(U) Travel: There will be travel associated with testing. Dates and places TBD.

(U) TASK DELIVERABLES:

(U) All deliverables shall be delivered in soft copy. Deliverables shall be delivered in hard copy
only when specifically requested.

°
=

##(b) (3)-P.L. 86-36

(U) Project Planning and Design

(U) Project Management Plan :ITemplate) -The DTemplate content is drawn from
CDRL Data Item A025, Software lopment Plan (SDP).

(U) Work Breakdown Structure { F'emplate’, WBS ChartPro)

(U) Initial Schedule (MS Project)

(U) Software Requirements Specification [:lTemplate) —The I:Template content is
drawn from CDR: Data Item A010, Software Requirements Specification (SRS).

(U) High-Level Design {___|Template) || Template content is drawn from CDRL Data
Item A026, System/Subsystem Design Description (SSDD).

(U) Software Product Specification — In accordance with the CDRL Data Item A016, Software
Product Specification (SPS) — specifically paragraph 4.a, b ¢, d, e, f, and g. The SPS document
shall be structured as outlines in the DID.

(V) Project Control

(U) Weekly Project Status Report — The contractors on the TTO! shall provxde weekly status
updates in accordance with CSD guidance. The weekly updates include a minimum schedule (for
each task - % complete, hours remaining), task status, and weekly issues and risks updates.

(U) Monthly Funds and Man-Hours Expenditure Report (FMHER) CDRL Data Item A002.

(U) Project Status Report (PSR) d format) — The PSR content is drawn from CDRL Data
Item AQO1. ‘

(V) Project Execution

(U) Requirements Traceability Matrix — Top Level, Tier 1, Tier 2

(V) Interface Design Descriptions (IDD) - CDRL Data Item A027.

(U) Interface Control Document (ICD) — CDRL Data Item A024.

(U) Low-Level Design — In accordance with CSD p011c1es and standards (Generated from source
code with embedded Doxygen docu jon tags). .

(U) Configuration Management Plan 1 Template) —Demplate content is drawn from
CDRL Data Item A023, Contractor’s Conﬁguratnon Management Plan.

(U) Configuratian Item List —
(U) Test Plan Template) - emplate content is drawn from CDRL Data Item AO18,
Test Plan; CDRL Data ltem A013, Software Test Plan (STP); and CDRL Data Item A014

Software Test Description (STD).
(U) Test Procedures ‘ Template) — The template content is drawn from CDRL Data
Item A019, Test Procedure.

- {b) (1}

(b} (3)-P.L. 86-36



1
+

| pocip: 4021773 @ [ B
'= FOP-SEERET— | (b))

(b} (3)-P.L. 86-36

(U) Test Results Template) — template.content is drawn from CDRL Data Item AO15,
Software Test Report (STR). T L seese
(U) Defect Log — B

(U) Automated (Programmatic) Tests — In accordance with CSD pollcuw and gutdance
U) Source Code — Produced and delivered in accordance wnthr |
and CDRL Data Item A029, Computer Software Product.

(U) User’s Guide emplate) — Th emplate content is drawn from CDRL Data Item
A028, Sofiware User Manual (SUM) and CDRL Data Item A028, Software Programmer’s
Guide.

(U) Installation/Administration Guide I__—_h’emplate) The template content is drawn
from CDRL Data Item A030, Software Programmer’s Guide.
(U) Engineering Notes — In accordance with CSD procedures and policies (internal Wiki).

(U) PROJECT CLOSEOUT
(U) Lessons Learned

(U) COST BREAKOUT SUMMARY: See attached spreadsheet for LOE. Include the
following cost elements in your summary:
Direct labor rate

Total amount (hours X rate)

Estimated Direct Labor Costs

Overhead rate and amount

Subtotal Labor plus O/H

G&A rate

Subtotal direct costs

FCCM

Other Direct Costs

Fee

Total CPFF or CPAF amount

(U//FOH0) ACCOUNTING AND APPROPRIATIONS:

ACR FUND CITE AMOUNT

(U/AFOEBO)YFUNDING ALLOCATION:

ACR LABOR TRAVEL MATERIALS AWARD FEE TOTAL TTO ALLOCATION

(b) (1)
(b) (3)-P.L. 86-36
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(U) MISCELLANEGUS: N/A

(U//FOYO) APPROVING OFFICIALS:

1. Contracting Officer’s Representative: Date:

Print Name: | Organization; - by (3)-p.1).
2. Contractor’s Signature: Date:

Print Name: Company Name:
3. Contracting Officer: __ Date:

Print Name:| | -Organization: BA342- - -

. (b) (3)-P.L
—FOP-SESREH (1)
{(H) (3)-P.L. 86-36
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“SECRET, Eg; g;-p.L. 86-36
TECHNICAL TASK ORDER
e TASK TITLE: FY10

i

¢

|

i (U) TASK NUMBER: TTO 02101
i

, (U) TASK MODIFICATION NUMBER:
|

(b) (3)-P.L. $6-36
(U) CONTRACT NUMBER: H98230-10-C-

(U) PERIOD OF PERFORMANCE: Date of Award - 30 September 2010

(U) PLACE OF PERFORMANCE: Government Facility

(U) NUMBER OF CONTRACTOR SPACES ALLOCATED IN GOV’T SPACES:
(U) SOW PARAGRAPH NO.: Paragraph 2.0

(U) SEVERABLE/NON-SEVERABLE: NON-SEVERABLE

(U) TASK DESCRIPTION:

e

--(-S:I The objective of this acquisition is to further technique develog
and mitigation by expanding the technical capaci ' isti
work force through a contractual relationship.

Derived From: NSA/CSSM 1-52
e Dated: 20070108
(b) (3)-P.L. 86-36 Declassity On: 20391123
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SECREFR— = (b} (1)
{b) {3)-P.L. 86-36

(U) Travel: None

(U) TASK DELIVERABLES:

(U) All deliverables shall be delivered in soft copy. Deliverables shall be delivered in hard copy
only when specifically requested. f(b) (3)-P.L. 86-36

(U) Project Planning and Design

(U) Project Management Plan I:jl‘emplate) Thel:jl‘emplate content is drawn from
CDRL Data Item A025, Software Development Plan (SDP).

(U) Work Breakdown Structure D‘ emplate, WBS ChartPro)

(U) Initial Schedule (MS Project)

(U) Software Requirements Specification[___[l'emplate) — The DTemplate content is
drawn from CDRL Data Item A010, Software Requirements Specification (SRS).

(U) High-Level Design {___Jremplate) - emplate content is drawn from CDRL Data
Item A026, System/Subsystem Design Description (SSDD).

(U) Software Product Specification — In accordance with the CDRL Data Item A016, Software
Product Specification (SPS) — specifically paragraph 4. a, b, ¢, d, ¢, f, and g. The SPS document
shall be structured as outlines in the DID.

(V) Project Control

(U) Weekly Project Status Report — The contractors on the TTO shall provide weekly status
updates in accordance with CSD guidance. The weekly updates include a minimum schedule (for
each task - % complete, hours remaining), task status, and weekly issues and risks updates.

(U) Monthly Funds and Man-H enditure Report (FMHER) CDRL Data Item A002.
(U) Project Status Report (PSR) ormat) — The PSR content is drawn from CDRL Data
Item A001. :

(U) Project Execution

(U) Requirements Traceability Matrix — Top Level, Tier 1, Tier 2

(U) Interface Design Descriptions (IDD) — CDRL Data Item A027.

(U) Interface Control Document (ICD) — CDRL Data Item A024.

(U) Low-Level Design — In accordance with CSD policies and standards (Generated from source
code with embedded Doxygen documentation tags).

(U) Configuration Management Plan emplate) {___Jemplate(dohteat tsRirdwn &6m3 6
CDRL Data Item A023, Contractor’s Conﬁguratton Management Plan.

(U) Configuration Item List —

(U) Test Plan[___[remplate) emplate content is drawn from CDRL Data Item A018,
Test Plan; CDRL Data Item AO13, are Test Plan (STP); and CDRL Data Item A014
Software Test Description (STD).

(U) Test Procedures Template) — The] lemplate content is drawn from CDRL Data

——<FEREH - (k) (1)
' (b) (3)-P.L. 86-36
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: {(b) (3)-P.L. 86-36
Item AQ19, Test Pracedure. R B
(U) Test Results Template) - template content is drawn from CDRL Data Ttém A015;°
Software Test Report (STR). e :
(U) Defect Log -

(U) Automated (Programmatic) Tests= In accordance w1th CSD policies and gmdanc'e
U) Source Code — Produced and delivered in accordance with

and CDRL Data Item A029, Computer Software Product.

(U) User’s Guide DTemplate) Thg template content is drawn from CDRL Data Item

A028, Software User Manual (SUM) and CDRL Data Item AQ28, Soﬁware Programmer’s
Guide.

(U) Installation/Administration Guide { ‘emplate) - Th emplate content is drawn

from CDRL Data Item A030, Software Programmer’s Guide.

(U) Engineering Notes — In accordance with CSD procedures and policies (internal Wiki).

(U) PROJECT CLOSEOUT
(U) Lessons Learned

(U) COST BREAKOUT SUMMARY: See attached spreadsheet for LOE. Include the
following cost elements in your summary:
Direct labor rate

Total amount (hours X rate)

Estimated Direct Labor Costs

Overhead rate and amount

Subtotal Labor plus O/H

G&A rate

Subtotal direct costs

FCCM

Other Direct Costs

Fee

Total CPFF or CPAF amount

(U/fFOHO) ACCOUNTING AND APPROPRIATIONS:

ACR FUND CITE AMOUNT

(U/MOYH60) FUNDING ALLOCATION:

ACR LABOR TRAVEL MATERIALS AWARD FEE TOTAL TTO ALLOCATION
—SPERET (b) (1)
' (b) (3)-P.L. 86-36
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(b) (3)-P.L. 86-36

(U) MISCELLANEOUS: N/A

(U//FOBOY APPROVING OFFICIALS:

1. Contracting ’ tive: ______Date:
Print Name; '»"Organizatiod | (b) (3)-P.L. 86-36

2. Contractor’s Signature: Date:
Print Name: Company Name:
3. Contracting Officer: . Date: o
Print Name --Organization: BA342 (P) (3)-P.L. 86-36

~SECRET | o
T (b) (3})-P.L. 86-36
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“SECRET| (b) (3)-P.L. 86-36

TECHNICAL TASK ORDER

(U/ /PeuQ) U) TASK TITLE: FY1( (b) (3)-P.L.|86-36

(U) TASK NUMBER: TTO 02102
(U) TASK MODIFICATION NUMBER:
(U) CONTRACT NUMBER: H98230-10-C-

(U) PERIOD OF PERFORMANCE: Date of Award —- 30 September 2010

(U) PLACE OF PERFORMANCE: Government Facility

(U) NUMBER OF CONTRACTOR SPACES ALLOCATED IN GOV'T SPACES:

- 1) (1)
(U) SOW PARAGRAPH NO.: Paragraph 2.0 o (b) (3)-P.L. 86-3§

(U) SEVERABLE/NON-SEVERABLE: NON-SEVERABLE

(U) TASK DESCRIPTION:

L

L)

(S| The objective of this acquisition is to furth echnique development;
and mitigation by expanding the technical capaci isti '
work force through a contractual relationship.

(U//FOYSY Using the SNAC Information Assurance Evaluation Methodology, perfdrm a
vulnerability analysis| |~ThePhases afe: (b) (3)-P.L.|86-36

Derived From: NSA/CSSM [-52
(bYy (1) Dated: 20070108
(b} (3)-P.L. 86-36 Declassify On: 20391123
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(U/TFOY6) Phase 1: Define the Threat Model and Initial Scope
(U//FOU6S)Phase 2: Collect Background Information

(U//FOY0) Phase 3: Functional Exploration

(U//FOY0OY Phase 4: Security Analysis, Testing and Fingerprinting
(U//FOUOY Phase 5: Vulnerability Demonstration (Exploit Proof of Concept)
(U//FOYQ) Phase 6: Documentation

(U) Travel: None

(U) TASK DELIVERABLES:

(U) All deliverables shall be ‘delivered in soft copy. Deliverables shall be delivered in hard copy

only when specifically requested. i
= (b) (3)-P.L. 86-36

(U) Project Planning and Design

(U) Project Management Plan ETemplate) Th.]‘empl_ate content is drawn from
CDRL Data Item A025, Softwar, opment Plan (SDP). =~

(U) Work Breakdown Structure emplate, WBS ChartPro)

(U) Initial Schedule (MS Project)

(U) Software Requirements Speclﬁcatlo;‘QTemplate) - Thelj Template content is
drawn from CDRL Data Item A010, So equirements Specnﬁcatlon (SRS).

(U) High-Level Design Template) —|___ Template content is drawn from CDRL Data
Item A026, System/Subsystem Design Description (SSDD). - :

(U) Software Product Specification — In accordance with the CDRL Data Item A016, Software

Product Specification (SPS) — specifically paragraph 4. a, b, ¢, d, e, f and g. The SPS document
shall be structured as outlines in the DID.

(U) Project Control

(U) Weekly Project Status Report — The contractors on the TTO shall provnde weekly status
updates in accordance with CSD guidance. The weekly updates include a minimum schedule (for
each task - % complete, hours remaining), task status, and weekly issues and risks updates.

(U) Monthly Funds and Man-Hours Expenditure Report (FMHER) CDRL Data Item A002.

(U) Project Status Report (PSR) l:]format) The PSR content is drawn from CDRL Data
Item AQO1.

(U) Project Execution

(U) Requirements Traceability Matrix — Top Level Tier 1, Tier 2

(U) Interface Design Descriptions (IDD) — CDRL Data Item A027.

(V) Interface Control Document (ICD) — CDRL Data Item A024.

(U) Low-Level Design — In accordance with CSD policies and standards (Generated from source
code with embedded Doxygen documentation tags).

(U) Configuration Management Plan { Template) Demplate content is drawn from
CDRL Data Item A023, Contractor’s Configuration Management Plan.

(U) Configuration Item List —
~
—SFEEREFH “ (b) (1)
) (b) (3)-P.L. 86-36
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(U) Test Plan emplate) template content is drawn from CDRL Data Item A018,
Test Plan; CDRL Data Item A013; Software Test Plan (STP); and CDRL Data Item A014
Software Test Description (STD).

(U) Test Procedures { Template) — TheDtemp] ate content is drawn from CDRL Data

Item A019, Test Procedure.
(U) Test Results emplate) —-I___Itemplate content is drawn from CDRL Data, Itqm A015,
Software Test Report (STR). Lot TB) () =Bl L

(U) Defect Log - : e
(U) Automated (Programmatic) Tests — In accordance with CSD olicies and idance.
(U) Source Code — Produced and delivered in accordance with
and CDRL Data Item' A029, Céiiipiitér Soffware Product.(D) (3) P .L. 86-36
(0) User's Guide [___]JTemplate) — The femplate content is drawn from CDRL Data Item
A028, Software User Manual (SUM) and CDRL Data Item A028, Software Programmer’s
Guide.
(U) Installation/Administration Guide DTemplatc) The template content is drawn
from CDRL Data Item A030, Software Programmer’s Guide!
(U) Engineering Notes — In accordance with CSD procedures and policies (internal Wiki).

(U) PROJECT CLOSEOUT
(U) Lessons Learned

(U) COST BREAKOUT SUMMARY: See attached spreadsheet

(UTFOE0) ACCOUNTING AND APPROPRIATIONS:

ACR FUND CITE AMOUNT

(U//FOY6) FUNDING ALLOCATION:

ACR LABOR TRAVEL MATERIALS AWARDFEE TOTAL TTQ ALLOCATION
—sSFeRETH - (B)L)
RE (b) {3)-P.L. 86-36

qH=30
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(U) MISCELLANEOUS: N/A
(UMPOBO) APPROVING OFFICIALS:
1. Contracting Officer’s Representative: Date:

Print Name: Organizationl |
2. Contractor’s Signature: ,, Date:

Print Name: Company Name:
3. Contracting Officer: Date:

Print Name{] | Organization: BA342 (b) (3)-P.L. 86-36

|

S {b) (1)
{b) (3)-P.L. 86-36
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SEGREF

TECHNICAL TASK ORDER
Hs ) TASK TITLE: FY10 R
(U) TASK NUMBER: TTO 02103 1E3 3181 86-35

(U) TASK MODIFICATION NUMBER:
(U) CONTRACT NUMBER: H98230-10-C-

(U) PERIOD OF PERFORMANCE: Date of Award — 30 September 2010

(U) PLACE OF PERFORMANCE: Government Facility

(U) NUMBER OF CONTRACTOR SPACES ALLOCATED IN GOV’T SPACES:

(U) SOW PARAGRAPH NO.: Paragraph 2.0
(U) SEVERABLE/NON-SEVERABLE: NON-SEVERABLE

(U) TASK DESCRIPTION:

L
1

De objective of this acquisition is to further fechnique development
and mitigation by expanding the technical capacity and knowledge base of the existing

Wi ce t C ctual ionship.

: Derived From: NSA/CSSM 1-52
(b) (1) — Dated: 20070108
(b) (3)-P.L. 86=36 ' Declassify On: 20391123
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(U) Travel: None

(U) TASK DELIVERABLES:

(U) All deliverables shall be delivered in soft copy. Deliverables shall be delivered in hard copy
only when specifically requested.

*ib) {3)~F.L.

(V) Project Planning and Design (b) (3)-P.L. 86 36

(U) Project Management Plan I:]Template) Theljl‘ emplate content is drawn from
CDRL Data Item A025, Softwarg Development Plan (SDP).

(U) Work Breakdown Structure Template, WBS ChartPro)

(U) Initial Schedule (MS Project) ‘ ‘

(U) Software Requirements Specification Template) The Ilemplate content is
drawn from CDRL Data Item A010, Soft equirements Spec1ﬁcatlon (SRS).

(U) High-Level Design emplate) Template content is drawn from CDRL Data
Item A026, System/Subsystem Design Description (SSDD).

(U) Software Product Specification — In accordance with the CDRL Data Item A016, Software
Product Specification (SPS) — specifically paragraph 4. a, b c, d, e, f and g The SPS document
shall be structured as outlines in the DID.

(U) Project Control

(U) Weekly Project Status Report — The contractors on the TTO shall provxde weekly status
updates in accordance with CSD guidance. The weekly updates include a minimum schedule (for
each task - % complete, hours remaining), task status, and weekly issues and risks updates.

(U) Monthly Funds and Man-Hours Expenditure Report (FMHER) CDRL Data Item A002.

(U) Project Status Report (PSR)[_ Jformat) — The PSR content is drawn from CDRL Data
Item AQOI.

(U) Project Execution

(U) Requirements Traceability Matrix — Top Level; Txer 1, Tier 2

(U) Interface Design Descriptions (IDD) — CDRL Data Item A027.

(U) Interface Control Document (ICD) — CDRL/Data Item-A024.

(U) Low-Level Design — In accordance with GSD policies and standards (Generated from source
code with embedded Doxygen docu n tags).

(U) Configuration Management Plar:nﬂ'emplate) —I___]template content is drawn from
CDRL Data Item A023, Contractor’s Configuration Management Plan.

(U) Configuration Item List —

(U) Test Plan Template) — l:emplate content is drawn from CDRL Data Item A018,

Test Plan; CDRL Data ltem A013, Software Test Plan (STP); and CDRL Data Item A014

—SFERES (b) (1)

(b) {3)-P.L. 86-36

35-28
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(b) (1)
(b) {3)-P.L. 86-36

Software Test Description (STD).

(U) Test Procedures [Template) - Theljtemplate content is drawn from CDRL Data

Item A019, Test Procedure.

(U) Test Results Template) — L—_Itemplate content IS drawn from CDRL Data Item A01S5,

Software Test Report (STR).

(U) Defect Log ~

(U) Automated (Programmatic) Tests — In accordance with CS ici

U) Source Code — Produced and delwered in accordance with| .

I |and CDRL Data Item A029, Computer Software Product.
ser's Guide I___h‘ emplate) — The template content is drawn from CDRL Data ltem

A028, Software User Manual (SUM) and CDRL Data Item A028, Software Programmer’s

Guide.

(U) Installation/Administration Guide Template) — The femplate content is drawn

from CDRL Data Item A030, Software Programmer’s Guide.

(U) Engineering Notes — In accordance with CSD procedures and policies (internal Wiki).

guidance.

(U) PROJECT CLOSEOUT
(U) Lessons Leamned

(U) COST BREAKOUT SUMMARY: See attached spreadsheet for LOE. Include the
following cost elements in your summary:
Direct labor rate

Total amount (hours X rate)

Estimated Direct Labor Costs

Overhead rate and amount

Subtotal Labor plus O/H

G&A rate

Subtotal direct costs

FCCM

Other Direct Costs

Fee

Total CPFF or CPAF amount

(31 -F.L.

(U//FOU0) ACCOUNTING AND APPROPRIATIONS:

ACR FUND CITE AMOUNT

(U//FOUQ) FUNDING ALLOCATION:

ACR LABOR TRAVELL MATERIALS AWARD FEE TOTAL TTO ALLOCATION

SECRER (b) (1)
’ {b) (3)-P.L. 86-36

§6-38
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“SECRET]

| (b} (1)
(b} (3)-P.L. B6-36

(U) MISCELLANEOUS: N/A

(U/fFOHO) APPROVING OFFICIALS:

1. Contracting Officer’s Reoresentatjve: _ Date:

Print Name Organization] | (b) (3)-P.L. 686-36
2. Contractor’s Signature: Date:

Print Name: Company Name:
3. Contracting Officer: Date: -

Print Name Organization: BA342~ = (b) {3)-P.L. 86-36

J (b} (1)
(b) (3)-P.L. 86-36
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(b) (1)

TECHNICAL TASK ORDER

[]) TASK TITLE: FY10] =

(U) TASK NUMBER: TTO 03101
(U) TASK MODIFICATION NUMBER:
(U) CONTRACT NUMBER: H98230-10-C-

(U) PERIOD OF PERFORMANCE: Date of Award - 30 September 2010

(U) PLACE OF PERFORMANCE: Government Facility

(U) NUMBER OF CONTRACTOR SPACES ALLOCATED IN GOV’T SPACES:

(U) SOW PARAGRAPH NO.: Paragraph 2.0
'(U) SEVERABLE/NON-SEVERABLE: NON-SEVERABLE

(U) TASK DESCRIPTION:

- —

a contractual relationship.

E The objective of this acquisition is to furthcr[:ln].d_mhiique development
by expanding the technical capacity and knowledge base of the existin ork force through

I
<5

B '_d_

Derived From: NSA/CSSM [-52
o ‘ Dated: 20070108
(b) (3)-P.L. 86-36 ) Declassify On: 20391123
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(U//FEYQ) Development activities must follow applicaletandards (based on IEEE
software testing standards (development, documentation unit testing).

(U//FOU6 Testing activities must follow applicablg Istandards (based on IEEE software
testing standards and Common Criteria information assurance standards).

(U) Travel: As required. Include up to 10 weeks of travel cost (per person basis) to the United
States west coast.

(U) TASK DELIVERABLES:

(U) All deliverables shall be delivered in soft copy and only when requested in hard copy.

(U) Project Planning and Design

(U) Project Management Plan {__JTemplate) - Thd __ | Template cofiténitisdawn)fren L. s
CDRL Data Item A025, Software Development Plan (SDP).

(U) Work Breakdown Structure] | Template, WBS ChartPro)

(U) Initial Schedule (MS Project) , A ‘

(U) Software Requirements Specification - emplate) — TheDTemplate content is
drawn from CDRL Data Item A010, Software Requirements Specification (SRS).

(U) High-Level Design[___[Femplate) {__|Template content is drawn from CDRL Data
Item AQ26, System/Subsystem Design Description (SSDD).

(U) Software Product Specification — In accordance with the CDRL Data Item A016, Software
Product Specification (SPS) — specifically paragraph 4. a, b, c, d, e, f, and g. The SPS document
shall be structured as outlines in the DID.

(U) Project Control

(U) Weekly Project Status Report — The contractors on the TTO shall provide weekly status
updates in accordance with CSD guidance. The weekly updates include a minimum schedule (for
each task - % complete, hours remaining), task status, and weekly issues and risks updates.

(U) Monthly Funds and Man-Ho penditure Report (FMHER) CDRL Data Item A002.

(U) Project Status Report (PSR) format) — The PSR content is drawn from CDRL Data
Item AOOL.

(V) Project Execution

(U) Requirements Traceability Matrix — Top Level, Tier 1, Tier 2
(U) Interface Design Descriptions (IDD) — CDRL Data ltem A027.

6-36

(U) Interface Control Document (ICD) — CDRL Data Item A024.

SEERET S (b) (1)
’ {b) (3)-P.L. 86-36
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(U) Low-Level Design — In accordance with CSD policies and standards (Generated from source
code with embedded Doxygen docum n tags).
(U) Configuration Management Plan (i lTemplate) -l Itemplate content is drawn from
CDRL Data Item A023, Contractor’s Configuration Management Plan.

(U) Configurati em List —

(U) Test Plan Template) — Dtemplate content is drawn from CDRL Data Item A018,
Test Plan; CDRL Data Item A013, Software Test P!an (STP); and CDRL Data Item AO14
Software Test Description (STD).
(U) Test Procedures [Template) - The tg_mplate‘.conte_n‘t“__fiS“draWn-from‘_CDRL Data
Item A019, Test Procedure. e

(3)~-p.1

(U) Test Results d Template) — template content is drawn from CDRL Data Item AO15,

Software Test Report (STR).
(U) Defect Log — ‘
(U) Automated (Programmatic) Tests — In accordance with CSD pohc:es and puidance.
(U) Source Code — Produced and delivered in accordance with| |
and CDRL Data Item A029 iputer Software Product.

ser's Guide l h‘e"mplate) - Th [template content is drawn from CDRL Data Item
A028, Software User Manual (SUM) and CDRL Data Item A028, Software Programmer’s
Guide.
(U) Installation/Administration Guide I__—h'emplate) Theljlemplate content is drawn
from CDRL Data Item A030, Software Programmer’s Guide.
(U) Engineering Notes — In accordance with CSD procedures and policies (internal Wiki).

(U) PROJECT CLOSEOUT
(U) Lessons Learned

(U) COST BREAKOUT SUMMARY: See attached spreadsheet for LOE. Include the
following cost elements in your summary:
Direct labor rate

Total amount (hours X rate)

Estimated Direct Labor Costs

Overhead rate and amount

Subtotal Labor plus O/H -

G&A rate

Subtotal direct costs

FCCM

Other Direct Costs

Fee

Total CPFF or CPAF amount

(U//FOUO) ACCOUNTING AND APPROPRIATIONS:

ACR FUND CITE AMOUNT

(U663 FUNDING ALLOCATION:

—SEERET| [ b

{b) (3)-P.L. 86~36
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ACR LABOR TRAVEL MATERIALS AWARD FEE TOTAL TTO ALLOCATION
(U) MISCELLANEOUS: N/A
(U//F APPROVING OFFICIALS:
1. Contracting : tive: Date:

Print Name: : Organimtion:
2. Contractor’s Signature: _ __Date:

Print Name: Company Name:
3. Contracting Officer: Date:

Print Name:|

Organization: BA342

(b} (3)-P.L. 86-3d

(b) (1)
(b) (3)-P.L. 86-36
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—SEERE (b) (3)-P.L. 86-36
TECHNICAL TASK ORBDER
(u//¥osa) TASK TITLE: FY10| | Research on
(U) TASK NUMBER: TTO 03102
(U) TASK MODIFICATION NUMBER: (b) (3)-P.L. 86-36

(b (1)

(b} (3)-P.L. 86-36

"fSE The objective of this acquisition is to further e
~ | by expanding the technic ' yase of the existin

(U) CONTRACT NUMBER: H98230-10-C-

(U) PERIOD OF PERFORMANCE: Date of Award — 30 September 2010

(U) PLACE OF PERFORMANCE: Government Facility

(U) NUMBER OF CONTRACTOR SPACES ALLOCATED IN GOVYP'SPACES:

(U) SOW PARAGRAPH NO.: Paragraph 2.0 —BTI3T=F L. §5-35
(U) SEVERABLE/NON-SEVERABLE: NON-SEVERABLE

(U) TASK DESCRIPTION:

]

fsmﬂmﬂuﬂx&lﬂmhin- |

(U//FOYO) Phase 1: Collect Background Information
(U//FOBY©¥-Phase 2: Functional Exploration
(U//FQIJES} Phase 3: Vulnerability Discovery

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20391123

SEEREH (b)) (L)
{(b) (3})-P.L. 86-36

.| 86-36
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(U//PFOH0) Phase 4: Documentation

(U) Travel: As required. Include up to 10 weeks of travel cost (per person basis) to the United
States west coast.

(U) TASK DELIVERABLES:

(U) All deliverables shall be delivered in soft copy and only when requested in hard copy.

(U) Project Planning and Design

(U) Project Management Plan emplate) — The Template content is draw.n ﬁ'om
CDRL Data Item A025, Software Development Plan (SDP). =
(U) Work Breakdown Structure E—_—]l' emplate, WBS ChartPro) """

(U) Software Requirements Specification L:h’emplate) The Template, content is
drawn from CDRL Data Item A010, Software Requirements Specxﬁcatnon (SRS).

(U) High-Level Design emplate) —|:|Template content is drawn from CDRL Data
Item A 026, System/Subsystem Design Description (SSDD).

(U) Software Product Specification — In accordance with the CDRL Data’ Item A016, Software
Product Specification (SPS) — specifically paragraph 4. a, b, ¢, d, ¢, f and g. The SPS document
shall be structured as outlines in the DID.

(V) Project Control

(U) Weekly Project Status Report — The contractors on the TTO shall prowde weekly status

“updates in accordance with CSD guidance. The weekly updates include a minimum schedule (for

each task - % complete, hours remaining), task status, and weekly issues and risks updates.
(U) Monthly Funds and Man-Hours Expenditure Report’ (FMHER) CDRL Data Item A002.
(U) Project Status Report (PSR) {__] format) - The PSR content is drawn from CDRL Data
Item AOO1.

(U) Project Execution

(U) Requirements Traceability Matrix — Top Level Tier 1, Tler 2.

(U) Interface Design Descriptions (IDD) - CDRL Data Item A027

(U) Interface Control Document (ICD) — CDRL Data Item A024.

(U) Low-Level Design — In accordance wlth CSD policies and standards (Generated from source
code with embedded Doxygen documentatiqn tags).

(U) Configuration Management Plan}’ ITemplate) Dternplate content is drawn from
CDRL Data Item A023, Contractor s Configuration Management Plan.

(U) Configuration Item List —
(U) Test Plan Template) - Iemplate content is drawn from CDRL Data Item A018,
Test Plan; CDRL Data Item AOI 3, are Test Plan (STP); and CDRL Data Item A014

Software Test Description (STD).
(U) Test Procedures | Template) ~ The emplate content is drawn from CDRL Data -

~":(b -P.L

e alr]

Item A019, Test Procedure.
(U) Test Results emplate) :I |template content is drawn from CDRL Data Item AQ15,
SECREN | )
(b} (3)-P.L. 86-36
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Software Test Report (STR).

(U) Defect Log -

(U) Automated (Programmatic) Tests — In accordance with CSD policies and guidance.
U) Source Code — Produced and delivered in accordance with| l

| Jand CDRI, Data Item A029 Computer Software Product.

(U) User’s Guide Template) — The':lt‘émplate content is drawn from CDRL Data iiém’ |’

A028, Software User Manual (SUM) and CDRL Data Item A028, Software Programmer’s
“Guide. e T o

(U) Installation/Administration Guide Template) — ThDemplate content is drawn
from CDRL Data Item A030, Software Programmer’s Guide.

(U) Engineering Notes — In accordance with CSD procedures and policies (internal Wiki).

(U) PROJECT CLOSEOUT
(U) Lessons Learned

(U) COST BREAKOUT SUMMARY: See attached spreadsheet for LOE. Include the
following cost elements in your summary:
Direct labor rate

Total amount (hours X rate)

Estimated Direct Labor Costs

Overhead rate and amount

Subtotal Labor plus O/H

G&A rate

Subtotal direct costs

FCCM

Other Direct Costs

Fee

Total CPFF or CPAF amount

(UAF8UYQ) ACCOUNTING AND APPROPRIATIONS:

ACR FUND CITE AMOUNT

(UTrote) FUNDING ALLOCATION:

ACR LABOR TRAVEL, MATERIALS AWARD FEE TOTAL TTO ALLOCATION

(b)) (1)
—SEEREH (b) (3)-P.L. 86-36

Bo=50
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l* (b) (1}
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(U) MISCELLANEOUS: N/A

(U//FOEO-APPROVING OFFICIALS:

- PDaté (b) (3)-P.L. 86-36

1. Contracting ! > entative: _ .
Print Name: Organization] | ‘

2. Contractor’s Signature: Date:
Print Name: Company Name:
3. Contracting Officer: Date:
Print Name] Organization: BA342 =~ (b} (3)-P.L. 86-34

(b)) (1)
(b) (3)-P.L. 86-36
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—SEERET (b) (3)-P.L. 86-36

TECHNICAL TASK ORDER

(u/ /Fouo) U) TASK TITLE: FY1Q |- Operations Support for |

(U) TASK NUMBER: TTO 03103 (b) (3)-P.L. 86-36

(U) TASK MODIFICATION NUMBER:

. -10-C- “{b) (1)
(U) CONTRACT NUMBER: H98230-10-C W) (3)-P.L. 86-36

(U) PERIOD OF PERFORMANCE: Date of Award — 30 September 2010

(U) PLACE OF PERFORMANCE: Government Facility

(U) NUMBER OF CONTRACTOR SPACES ALLOCATED lN GOV’T SPACES

(U) SOW PARAGRAPH NO.: Paragraph 2.0
(U) SEVERABLE/NON-SEVERABLE: NON-SEVERABLE |

(U) TASK DESCRIPTION:

5 The objective of this acquisition is to furthexl Imd technique development

by expanding the technical capacity and knowledge base of the existing] pork force through

a contractual relationship. | ]

(U) Travel: As required. Include up to 10 weeks of travel cost (per person basis) to the United
States west coast. '

(b) (1)

(k) (3)-P.L.

Denved From: NSA/CSSM 1-52
Dated: 20070108

eclassify On: 20391123
(b (1)
{b) (3})~-P.L. 86-36
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(U) TASK DELIVERABLES:

(U) All deliverables shall be delivered in soft copy and only when requested in hard copy.

2 3y -

(U) Project Planning and Design - {15 (3}-F.L. 86-36
(U) Project Manageiment Plan Dl‘emplate) TheDTemplate content is drawn from
CDRL Data Item A025, Softwa; _ﬂ_lluﬁ!opment Plan (SDP).

(U) Work Breakdown Structure, emplate, WBS ChartPro)

(U) Initial Schedule (MS Project)
(U) Software Requirements SpeclﬁcatlonDTemplate) The emplate content is
drawn from CDRL Data Item A010, Softw quirements Specxﬁcauon (SRS).

(U) High-Level Design DTemplate) - emplate content is drawn from CDRL Data
Item A026, System/Subsystem Design Description (SSDD)., = '

(U) Software Product Specification — In accordance thh the CDRL Data Item A016, Software
Product Specification (SPS) — specifically paragraph 4.a,b,c,d,e,f and g. The SPS document
shall be structured as outlines in the DID.

(V) Project Control

(U) Weekly Project Status Report — The contractors on the TTO shall provide weekly status
updates in accordance with CSD guidance. The weekly updates include a minimum schedule (for
each task - % complete, hours remaining), task status, and weekly issues and risks updates.

(U) Monthly Funds and Man-Hours E penditure Report (FMHER) CDRL Data Item A002.

(U) Project Status Report (PSR) format) — The PSR content is drawn from CDRL Data
Item AQO1. , ‘

(U) Project Executlon

(U) Requirements Traceability Matrix — 'I‘op I.cvel Tier 1, Tier 2

(U) Interface Design Descriptions (IDD) — CDRL Data Item A027.

(U) Interface Control Document (ICD) — CDRL Data ltem A024.

(U) Low-Level Design — In accordance with CSD policies and standards (Generated from source
code with embedded Doxygen documentation tags). - |
(U) Configuration Management Plan { emplate) — template content is drawn from
CDRL Data Item A023, Contractor’s Con lguratlon Management Plan.

(U) Configuration Item List —.
(U) Test Plan Template) template oontent is drawn from CDRL Data Item A018,
Test Plan; CDRL Data Item A013, Software Test Plan (STP); and CDRL Data Item AO14

Software Test Descrj STD).

(U) Test Procedures emplate) — The| emplate content is drawn from CDRL Data
Item AQO19, Test ure.

(U) Test Results I tl'emplate) - template content is drawn from CDRL Data Item AO15,
Software Test Report (STR).

(U) Defect Log —

(U) Automated.(Programmatic) Tests — In accordance with CSD olicies and guidance.
(U) Source Code — Produced and delivered in accordance with |

and CDRL Data Item A029, Computer Software Product.

- “(b) (1)
- {b) (3)~P.L. 86-36
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“(b) (1)

(b) (3)-P.L. 86-36

(U) User’s Guxdel II emplate) — Thel jlemplate-content-is drawn.from CDRL Data Item |

A028, Software User Manual (SUM) and CDRL Data Item A028 Soﬁware Programmer s

Guide.
(V) Installation/Administration Guide ( I‘emplate) The
from CDRL Data Item A030, Software Programmer’s Guide.

Ti3yv-

Ilempl ate content is drawn

(U) Engineering Notes — In accordance with CSD procedures and policies (internal Wiki).

(U) PROJECT CLOSEOUT
(U) Lessons Learned

PLlL. gh-lh

U) COST BREAKOUT SUMMARY: See attached spreadsheet for LOE. Include the

following cost elements in your summary:
Direct labor rate

Total amount (hours X rate)
Estimated Direct Labor Costs
Overhead rate and amount
Subtotal Labor plus O/H
G&A rate

Subtotal direct costs

FCCM

Other Direct Costs

Fee

Total CPFF or CPAF amount

(U/FO8Q) ACCOUNTING AND APPROPRIATIONS:

ACR FUND CITE AMOUNT

(U//FOBQ) FUNDING ALLOCATION:

ACR LABOR TRAVEL MATERIALS AWARD FEE TOTAL TTO ALLOCATION
{b) (1)

(b) (3})-P.L. 86-36
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(b} (3)~-P.L. 86-36

(U) MISCELLANEOUS: N/A
(U/MOHQ) APPROVING OFFICIALS:
1. Contracting Officer’s Renresentative: _ Date:

Print Name Orgaﬁiiaﬁoh;: e (b) (3)-P.L. 86-36
2. Contractor’s Signature: Date:

Print Name: Company Name:
3. Contracting Officer: Date: :

Print Name:l- Organization: BA342 (bj {3)-P.L. 86-36

—SEERET

(b} (1}
(b) (3)-P.L. 86-36
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(b} (3)-P.L. 86-36

TECHNICAL TASK ORDER

(U) TASK NUMBER: TTO 03104
(U) TASK MODIFICATION NUMBER: (b) (3)-P.L. 86-36
(U) CONTRACT NUMBER: H98230-10-C-

(U) PERIOD OF PERFORMANCE: Date of Award — 30 September 2010

(U) PLACE OF PERFORMANCE: Government Facility

(U) NUMBER OF CONTRACTOR SPACES ALLOCATED IN GOV’T SPACES:

(U) SOW PARAGRAPH NO.: Paragraph 2.0

(U) SEVERABLE/NON-SEVERABLE: NON-SEVERABLE

(U) TASK DESCRIPTION:
'E The objective of this acquisition is to furthe 1d technique development
by expanding the technica i the existin work force throu&‘

a contractual relationship.

‘ h('SI‘ Specifically for this TTO, the Government requires that the Contractor

provnde system mamtenance and lab management support of exlstmg products as u

(U) Travel: As required. Include up to 10 weeks of travel cost (per person basns) to the United
States west coast.

Duwed From \JSA/CSSM [-52
¢ Dated: 20070108
DCtJaS‘:lf\' On: 20391123

SEGREJ‘ {(b) (1)
{b) (3)-P.L. 86-36
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—SPCRET {b) (1)
(b) (3)-P.L. 86-36

(U) TASK DELIVERABLES:
(U) All deliverables shall be delivered in soft copy and only when requested in hard copy.

(U) Project Planning and Design

(U) Project Management Plan :[T emplate) = TheI Témplate content fs(@rawa)frdm L. 8
CDRL Data Item A025, Softwate Development Plan (SDP). SR £ ’

(U) Work Breakdown Structure Template, WBS ChartPro)
(U) Initial Schedule (MS Project)

(U) Software Requirements Specification DTemplate) The llemplate content is
drawn from CDRL Data Item A010, Software Requirements Spemﬁcatlon (SRS).

(U) High-Level Design { Template) —:Il‘emplate content is drawn from CDRL Data
Item A026, System/Subsystem Design Description (SSDD). i

(U) Software Product Specification — In accordance with the CDRL Data Item A016, Software
Product Specification (SPS) — Spe01ﬁcally paragraph 4. a, b, c, d e, f and g. The SPS document
shall be structured as outlines in the DID.

(U) Project Control

(U) Weekly Project Status Report — The contractors on the TTO shall provnde weekly status
updates in accordance with CSD guidance. The weekly updates include a minimum schedule (for

| each task - % complete, hours remaining), task status; and weekly issues and risks updates.

(U) Monthly Funds and Man-Hours Expenditure Report (FMHER) CDRL Data ltem A002.
(U) Project Status Report (PSR) ormat) The PSR content is drawn from CDRL Data
Item AQOL. :

(V) Project Execution

(U) Requirements Traceability Matrix — Top Level Tier 1, Tler 2

(U) Interface Design Descriptions (IDD) — CDRL Data Item A027.

(U) Interface Control Document (ICD) ~ CDRL Data Item A024.

(U) Low-Level Design — In accordance with CSD policies and standards (Generated from source
code with embedded Doxygen docun jon tags).

(U) Configuration Management Plan Template) Demplate content is drawn from
CDRL Data Item A023, Contractor s Conﬁguratlon Management Plan.

(U) Configuration Item List — ,
(U) Test Plan {__|Template) — template content is drawn from CDRL Data Item A0138,
Test Plan; CDRL Data Item A013, Software Test Plan (STP); and CDRL Data item A014
Software Test Description (STD).

(U) Test Procedures emplate) - 'I’he Demplate content is drawn from CDRL Data

J

Item A019, Test ure.

(U) Test Results Il emplate) -|___Jtemplate content is drawn from CDRL Data Item A015,
Software Test Report (STR).

(U) Defect Log —

(U) Automated (Programmatic) Tests — In accordance with CSD policies and guidance.
U) Source Code - Produced and delivered in accordance withl |
and CDRL Data Item A029, Computer Software Product.

6-36

—SECRET] (b) (1)
{b) (3)-P.L. 86-36
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(U) User’s Guide Template) — The template.content.is.drawn from CDRL Data Item |

A028, Software User Manual (SUM) and CDRL Data Item A028, Software Programmer’s ' ¥ 7F-yr 76

Guide.

(U) Installation/Administration Guide DTemplatc) - The

emplate content is drawn

from CDRL Data Item A030, Software Programmer’s Guide.

(U) Engineering Notes — In accordance with CSD procedures and policies (intemnal Wiki).

(U) PROJECT CLOSEOUT
(U) Lessons Learned

(U) COST BREAKOUT SUMMARY: See attached spreadsheet for LOE. Include the

following cost elements in your summary:
Direct labor rate

Total amount (hours X rate)
Estimated Direct Labor Costs
Overhead rate and amount
Subtotal Labor plus O/H
G&A rate

Subtotal direct costs

FCCM

Other Direct Costs

Fee

Total CPFF or CPAF amount

(U//F680) ACCOUNTING AND APPROPRIATIONS:

ACR FUND CITE

(U//FOE6) FUNDING ALLOCATION:

ACR LABOR TRAVEL MATERIALS AWARD FEE

TOTAL TTO ALLOCATION

C(b)Y (1)
(b) (3})-P.L. 86-36
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{b) (3})-P.L. 86-36

(U) MISCELLANEOUS: N/A

(U//FOY0) APPROVING OFFICIALS:

1. Contracting QOfficer’s Representative: Daie; —
Print Name: ~ Organization] | R (b) (3)-P.I.
2. Contractor’s Signature: Date:
Print Name: Company Name:
3. Contracting Officer: Date: .
Print Name: - Organization: BA342 (b) {3)-P.L.
(b) (1)

{b) (3)-P.L. 86-36

86-36

86-36
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l (b} (1)

| AN TASK TITLE: FY1q [- Vulnerability Analysis of

(b) (3)-P.L. 86-36

TECHNICAL TASK ORDER

(U) TASK NUMBER: TTO 03105 (b) (3)=P.L. 86-36

(U) TASK MODIFICATION NUMBER:

(U) CONTRACT NUMBER: H98230-10-C- Yb) (L)
{b)(3)—P.L.

(U) PERIOD OF PERFORMANCE: Date of Award - 30 September 2010 i

B6-36

(U) PLACE OF PERFORMANCE: Government Facility

(U) NUMBER OF CONTRACTOR SPACES ALLOCATED IN GOV’T SPACES

(U) SOW PARAGRAPH NO.: Paragraph 2.0
(U) SEVERABLE/NON-SEVERABLE: NON-SEVERABLE.

(U) TASK DESCRIPTION:

LS

\

chnique development
w

(U//PEHO) Phase 1: Define the Threat Model and Initial Scope
(U//FEYO) Phase 2: Collect Background Information

(U//FEYO) Phase 3: Functional Exploration

(U//FOUO) Phase 4: Security Analysis, Testing, and Fingerprinting

{ (U//F&HO) Phase 5: Vulnerability Demonstration (Exploit Proof of Concept)

Derived From: NSA/CSSM 1-52
Dated: 20070108
Neclassify On: 20391123

—SECREF- |

(b) (3)-P.L. 86-36
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(U//FOUO) Phase 6: Documentation

(U) Travel: As required. Include up to 10 weeks of travel cost (per person basis) to the United
States west coast.

(U) TASK DELIVERABLES:

(U) All deliverables shall be delivered in soft copy and only when requested in hard copy.

. . . “"(b) (3)-P.L. 86-36
(U) Project Planning and Design (
(U) Project Management Plan {__JTemplate) - The[ __|Template content is drawn from
CDRL Data Item A025, Softwarg Developmerit Plan (SDP).
(U) Work Breakdown Structure Template, WBS ChartPro)
(U) Initial Schedule (MS Project)

.{ (U) Project Control

(U) Weekly Project Status Report — The contractors on the TTO shall provide weekly status
updates in accordance with CSD guidance. The weekly updates include a minimum schedule (for
each task - % complete, hours remaining), task status, and weekly issues and risks updates.

(U) Monthly Funds and Man-Hoprs Expenditure Report (FMHER) CDRL Data Item A002..

(U) Project Status Report (PSR) format) — The PSR content is drawn from CDRL Data
Item AQO1.

(V) Project Execution

(U) Vulnerability Analysis Report (component and systems based)

(U) Threat Analysis Report (component and system based) — to include all system hardware,
software, COTS implementation and issues relating to specific configurations.

(U) Engineering Notes — In accordance with CSD procedures and policies (internal Wiki).

(U) PROJECT CLOSEOUT
(U) Lessons Learned

(U) COST BREAKOUT SUMMARY: See attached spreadsheet for LOE. Include the
following cost elements in your summary:
Direct labor rate

Total amount (hours X rate)

Estimated Direct Labor Costs

Overhead rate and amount

Subtotal Labor plus O/H

G&A rate

Subtotal direct costs

FCCM

Other Direct Costs

Fee

Total CPFF or CPAF amount

—SEGR'B;‘ “{b) (1)
{(b) {3)-P.L. 86-36
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(U//FOH0) ACCOUNTING AND APPROPRIATIONS:

{b) (3)-P.L. 86-36

ACR FUND CITE AMOUNT
(U//FOBQ) FUNDING ALLOGCATION:
ACR LABOR TRAVEL. MATERIALS AWARDFEE TOTAL TTO ALLOCATION
“(b) (3)-P.L. 86-36

(U) MISCELLANEOUS: N/A
(U//FOUQ) APPROVING OFFICIALS: 7
1. Contracting cer’ resentative: Date:

Print Name: Organization
2. Contractor’s Signature: Date:

Print Name: i Company Name:
3. Contracting Officer: _ Date: N

Print Name: | Organization: BA342 (b) (3)-P.LL 86-36

—SEERET L (k) (1)
RET] | (b) (3)-P.L. 86-36



DOCID: 4021773

md___ Jroenoscosrormancur suumnr:

UNCLASSIFIECTPORCPPICIRC USE TR Y

["Oovercnen  Corcacior 5e
it Hours Hours TOTAL HOURS

0 0 0
0 o [}
° o [
[ o [
[ ° 3
[ [ ]
0 0 ]
[ [ ]
[ ] 3
° 0 [
° [ [
[ 0 0
[ [} [
[ [} ]
1000 [} 1000
° ° ]
[3 [ [
[3 [ 3
[ ° 3
3 [ [
0 0 [
100 0 100
° [ ]
[ ° 0
0 ° [
[ ° ]
° ] 0

— e

1
UNCLASSIFEQUEQROEHOMEUSEORTY

(b) {3)-P.L. &€



DOCID: 4021773 @ ' i
SEEHEiI (b) (3)-P.L. 86-}6
TECHNICAL TASK ORDER
(u/#Peue3) TASK TITLE: FY10] — Production Project

(U) TASK NUMBER: TTO 04101

(b} (3)~P.L. 86-36
(U) TASK MODIFICATION NUMBER:
(U) CONTRACT NUMBER: H98230-10-C-

(U) PERIOD OF PERFORMANCE: Date of Award — 30 September 2010

(U) PLACE OF PERFORMANCE: Government Facility

(U) NUMBER OF CONTRACTOR SPACES ALLOCATED IN GOV’T SPACES:

(U) SOW PARAGRAPH NO.: Paragraph 2.0 AYb) (1)
: (b) (3)-P.L. 84

(U) SEVERABLE/NON-SEVERABLE: NON- SEVERABLE

(U) TASK DESCRIPTION’

sl

& The objective of this acquisition is to further:}ahd technique development

by expanding the technical capacity and knowledge base of the existin, bvork force through
a contractual relationship.| , 1

Derived From: NSA/CSSM 1-52

Dated: 20070108

' BT Seclassify On: 20391123
—SECSRER {b) (3)-P.L. 86-34 .

-38



NS E—
—SEERET (b} {3)-P.L. 86-3p

(U//POH8) Development activities must follow applicable] ___tandards (based on IEEE
software testing standards (development, documentation unit testing)).

(U/AFOHO) Testing activities must follow applicable standards (based on IEEE software
testing standards and Common Criteria information assurance standards).

(U) Travel: As required. Include up to 10 weeks of travel cost (per person basis) to the United
States west coast.

(U) TASK DELIVERABLES:
(U) All deliverables shall be delivered in soft copy and only when requested in hard copy.

(U) Project Planning and Design

(U) Project Management Plan emplate) — Tth‘ etnplz’i‘tefcoﬁt'éﬁfl'fd Hrawh) frémL. 8F-36
CDRL Data Item A025, Softwar lopment Plan (SDP). ..~ = = '
(U) Work Breakdown Structure emplate, WBS ChartPro)

(U) Initial Schedule (MS Project

(U) Software Requirements Specification {__] Template) ~ The[ __Jremplate content is
drawn from CDRL Data Item A010, Software Requirements-Specification (SRS).

(U) High-Level Design {___]Template) {__ Jremplate content is drawn from CDRL Data
Item A026, System/Subsystem Design Description (SSDD).

(U)Software Product Specification — In accordance with the CDRL Data Item A016, Software
Product Specification (SPS) — specifically paragraph 4. a, b, ¢, d, e, f, and g. The SPS document
shall be structured as outlines in the DID.

(V) Project Control

(U) Weekly Project Status Report — The contractors on the TTO shall provide weekly status
updates in accordance with CSD guidance. The weekly updates include a minimum schedule (for
each task - % complete, hours.remaining), task status, and weekly issues and risks updates.

(U) Monthly Funds and Man-Hours Expenditure Report (FMHER) CDRL Data Item A002.
(U) Project Status Report (PSR) { format) — The PSR content is drawn from CDRL Data
Item AOQOI.

(U) Project Execution

(U) Requirements Traceability Matrix — Top Level, Tier 1, Tier 2
(U) Interface Design Descriptions (IDD) — CDRL Data Item A027.

-S-EGR-E-’!‘ (b)Y (1) T
| (b) (3)-P.L. 86-36
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(V) Interface Control Document (ICD) — CDRL Data Item A024.

(U) Low-Level Design — In accordance with CSD policies and standards (Generated from source
code with embedded Doxygen documentation tags). ,
(U) Configuration Management Plan Template) — emplate content is drawn from
CDRL Data Item A023, Contractor’s Configuration Management Plan.

(U) Configuration Item List — : ‘
(U) Test Plan ¢ Template) — emplate content is drawn from CDRL Data Item AQ18,
Test Plan; CDRL Data ltem A013; Software Test Plan (STP), and CDRL Data Item AO14
Software Test Descrj (STD).

(U) Test Procedures Template) - The} tcmplatc content ledrawn ;ﬁ'om CDRL Data
Item A019, Test Pracedure. .,

(U) Test Results Template) - femplate content is  drawn from CDRL Data terh AU S5,
Software Test Report (STR). ~ :

(U) Defect Log —

(U) Automated (Programmatic) Tests — In accordance w1th CSF@ME@&'
ode — Produced and delivered in accordance with
d CDRL Data Item A029[§;:Euter Software Product.

(U) User’s Guide | Template) — The emplate content is drawn from CDRL Data Item
A028, Software User Manual (SUM) and Data Item A028, Software Programmer’s

Guide. :

(U) Installation/Administration Guide llemplate) Th template content is drawn
from CDRL Data Item A030, Software Programmer’s Guide.

(U) Engineering Notes — In accordance with CSD procedures and policies (internal W1k1)

(U) PROJECT CLOSEOUT
(U) Lessons Learned

(U) COST BREAKOUT SUMMARY: See attached spreadsheet for LOE. Include the
following cost elements in your summary:
Direct labor rate

Total amount (hours X rate)

Estimated Direct Labor Costs

Overhead rate and amount

Subtotal Labor plus O/H

G&A rate

Subtotal direct costs

FCCM'

Other Direct Costs

Fee

Total CPFF or CPAF amount

(U/TFOH6) ACCOUNTING AND APPROPRIATIONS:

| BT () .
SECRET (b) (3)~P.L. 86-3¢

{A)~-F.L. 98a3
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o,
—SEEREY (b) (3)-P.L. 86-46

(b} {1y

ACR FUND CITE AMOUNT
(UMFOUQLFUNDING ALLOCATION:
ACR LABOR TRAVEL, MATERIALS AW FEE TOTAL TTO ALLOCATION
(U) MISCELLANEOUS: N/A
(U//TFOt©) APPROVING OFFICIALS:
1. Contracting Officer’s Representative: PDate:
Print Name] | Organization
2. Contractor’s Signature: Date:
Print Name: Company Name: _
3. Contracting Qfficer: Date: -
Print Name: (b) {3)-P.L.

- Organization: BA342

—SEEREF (b1 t1)

(b) (3)=P. L. 86-3

[*2)

86-36
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{b) (3)-P.L. 86-36
TECHNICAL TASK ORDER
(u//Bewuey (U) TASK TITLE: FY1(| — Research on
(U) TASK NUMBER: TTO 04102 (b) (3)-P.L. 86-36

(U) TASK MODIFICATION NUMBER:
(U) CONTRACT NUMBER: H98230-10-C-

(U) PERIOD OF PERFORMANCE: Date of Award — 30 September 2010

(U) PLACE OF PERFORMANCE: Government Facility

(U) NUMBER OF CONTRACTOR SPACES ALLOCATED IN GOV’T SPACES

. #4b] (1)
(U) SOW PARAGRAPH NO.: Paragraph 2.0 ,'; e (b)(3) >.L. 86136

(U) SEVERABLE/NON-SEVERABLE: NON-SEVERABLE

(U) TASK DESCRIPTION:

= B

and technique development
- ork force throu

-E The objective of thlS acqulsmon isto furth
by expanding the technical capaci as¢
a contractual relationship.

Specifically for tis TTO, the Govemment requ:res the contractor,
using mdustry common forensnc analysis tool accepted research

The phases are:

(U//POGB©3-Phase 1: Collect Background Information
(U//FBY0) Phase 2: Functional Exploration
(U//FOYQ) Phase 3: Vulnerability Discovery

Derived From: NSA/CSSM 1-32
Dated: 20070108

)edawfy On: 20391123
(b) (1)
(b)Y (3)-P.L. 86-36
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(b) (3)-P.L. 86-36

(U//FOBQ) Phase 4: Documentation

(U) Travel: As required. Include up to 10 weeks of travel cost (per person basis) to the United
States west coast.

(U) TASK DELIVERABLES:
(U) All deliverables shall be delivered in soft copy and only when requested in hard copy.

(U) Project Planning and Design 7 (b) (3)-P.L. 86-36

(U) Project Management Plan {____JTemplate) — Thé‘:ll'emplété content is drawn from
CDRL Data Item A025, Software Development Plan (SDP). -

(U) Work Breakdown Structure DTemplate WBS ChartPro)

(U) Initial Schedule (MS Project) ‘
(U) Software Requirements Specification Template) ~ The Template content is
drawn from CDRL Data Item A010, Software Requirements Specification (SRS).

(U) High-Level Design (:ITemplate) -I:l‘ emplate content is drawn from CDRL Data
Item A026, System/Subsystem Design Description (SSDD).

(U) Software Product Specification — In accordance with the CDRL Data Item A016, Software
Product Specification (SPS) - specifically paragraph 4.a,b,c,d, e, fand g The SPS document
shall be structured as outlines in the DID.

(V) Project Control

(U) Weekly Project Status Report — The contractors on the TTO shall provide weekly status
updates in accordance with CSD guidance. The weekly updates include a minimum schedule (for
each task - % complete, hours remaining), task status, and weekly issues and risks updates.

(U) Monthly Funds and Man-Hours Expenditure Report (FMHER) CDRL Data item AQ02.

(U) Project Status Report (PSR)| format) — The PSR content is drawn from CDRL Data
Item AOO1.

(U) Project Execution

(U) Requirements Traceability Matrix — Top Level, Tler 1, Tier 2

(U) Interface Design Descriptions (IDD) — CDRL Data Item A027.

(U) Interface Control Document (ICD) — CDRL Data Item A024.

(U) Low-Level Design — In accordance with CSD policies and standards (Generated from source
code with embedded Doxygen documentation tags). .
(U) Configuration Management Plan{___|Template) - ltemplate content is drawn from
CDRL Data ltem A023, Contractor’s Configuration Management Plan.

(U) Configuration Item List -

(U) Test Plan :ITemplate) -|:|temp]ate content is drawn from CDRL Data Item A018,
Test Plan; CDRL Data Item A013, Software Test Plan (STP); and CDRL Data Item A014
Software Test Description (STD).

(U) Test Procedures Template) ~ The emplate content is drawn from CDRL Data
Item A019, Test Procedure. .
—SECREH ] iy

{b) (3)-P.L.

86-36
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(U) Test Results | [Template) template content is drawn from CDRL Data Item A015,

Software Test Report (STR)
(U) Defect Log —

(U) Automated (Programmatic) Tests — In accordance with CS and ouig
U) Source Code — Produced and delivered in accordance with| ~~ =
and CDRI, Data Item A029,_Computer Software Product.

(U) User’s Guide ¢ Template) — The emplate content is drawn from CDRL Data Item
A028, Software User Manual (SUM) and CDRL Data Item A028, Software Programmer’s

Guide.

€., .. o
T (b)Y (3y-P.L. ¥6-38

(U) Installation/Administration Guide { erﬁplate) —~The

template content is drawn

from CDRL Data Item A030, Software ammer’s Guide.

(U) Engineering Notes — In accordance with CSD procedures and policies (internal Wiki).

(V) PROJECT CLOSEOUT
(U) Lessons Learned

(U) COST BREAKOUT SUMMARY: Sce attached spreadsheet for LOE. Include the

following cost elements in your summary:
Direct labor rate

Total amount (hours X rate)
Estimated Direct Labor Costs
Overhead rate and amount
Subtotal Labor plus O/H
G&A rate

Subtotal direct costs

FCCM

Other Direct Costs

Fee

Total CPFF or CPAF amount

(U/FOEHO) ACCOUNTING AND APPROPRIATIONS:

ACR FUNDCITE

AMOUNT
(U/FOYO) FUNDING ALLOCATION:
ACR LABOR TRAVEL MATERIALS AWARD FEE TOTAL TTO ALLOCATION
~—spereds - T b))

{b} (3})-P.L. 86-36



DOCID:

4021773

@

(b) t1)
{b} {3)-P.L.

(U) MISCELLANEOUS: N/A

(U//FOY6) APPROVING OFFICIALS:

1. Contracting, 2 ive: _ Date:
Print Name; : Organizationrl | S

(bY (3)-P.L. 86
2. Contractor’s Signature: Date:
Print Name: Company Name:
3. Contracting Qfficer- Date: ___ b) (3)-P.L. 86
Print Name: -Organization: BA342 (b} (3)-P.L. 861
—sFeREH (b) (1)

(b} (3)-P.L.

86-36

36

36

86-36
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{b) {1)
{b) {3)-P.L. 86-36

DOCID: 4021773 ® -
—SEERET

TECHNICAL TASK ORDER
(u/ /eauny TASK TITLE: FY10[ |- Operations Support foi

(U) TASK NUMBER: TTO 04103
(U) TASK MODIFICATION NUMBER: (b) (3)-P.L. 86-36

(U) CONTRACT NUMBER: H98230-10-C- b} (1)
b) (1) : ' {b) (3)-B.L. 86{36
ib) (3)-p.1. 4d(U,PERIOD OF PERFORMANCE: Date of Award — 30 September 2010 :

(U) PLACE OF PERFORMANCE: Government Facility

(U) NUMBER OF CONTRACTOR SPACES ALLOCATED IN GOV’T SPACES:
(U) SOW PARAGRAPH NO.: Paragraph 2.0

(U) SEVERABLE/NON-SEVERABLE: NON-SEVERABLE

(U) TASK DESCRIPTION:

The objective of this acquisition is to furth d technique development
by expanding the technical capacity and knowledge base of the ex:stmgl h'ork force through

- Specifically for this TTQ, the Government requies that the contractor:
rovide system operational and analysis su |

(U) Travel: As required. Include up to 10 weeks of travel cost (per person basis) to the United
States west coast.

Derived From: NSA/CSSM 1-52

Dated: 20070108

Declassify On: 20391123
(b} (1)

{b) {(3)-P.L. 86-3¢
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SEERE - (b} (3})-P.L. 86-36

(U) TASK DELIVERABLES:
(U) All deliverables shall be delivered in soft copy and only when requested in hard copy.

(U) Project Planning and Design

(U) Project Management Plan D]‘emplate) The:'Template content is digwn(fomP . L.
CDRL Data Item A025, Softwar, lopment Plan (SDP). S
(U) Work Breakdown Structure emplate, WBS ChartPro)
(U) Initial Schedule (MS Project) S

(U) Software Requirements Specification (DTemplate) The Template content is
drawn from CDRL Data Item A010, Software Requirements Specxﬁcatlon {SRS). ;

(U) High-Level Design :l'l‘emplate) - Template content is drawn from CDRL Data
Item A026, System/Subsystem Design Description (SSDD). :

(V) Software Product Specification — In accordance with the CDRL Data Item A016, Software
Product Specification (SPS) - specifically paragraph 4. a, b, c, d, e, f and g. The SPS document
shall be structured as outlines in the DID.

(U) Project Control

(U) Weekly Project Status Report — The contractors on the TTO shall provide weekly status
updates in accordance with CSD guidance. The weekly updates include a minimum schedule (for
each task - % complete, hours remaining), task status, and weekly issues and risks updates.

(U) Monthly Funds and Man-Hours Expenditure Report (FMHER) CDRL Data Item A002.

(U) Project Status Report (PSR) q format) The PSR content is drawn from CDRL Data
Item AQO1. ‘ A

(U) Project Execution

(U) Requirements Traceability Matrix — Top Level, Tier 1, Tier 2

(U) Interface Design Descriptions (IDD) - CDRL Data Item A027.

(U) Interface Control Document (ICD) — CDRL Data Item A024.

(U) Low-Level Design — In accordance with CSD policies and standards (Generated from source
code with embedded Doxygen documentation tags).
(U) Configuration Management Plan I:_ll' emplate) - Itemplate content is drawn from
CDRL Data Item A023, Contractor’s Configuration Management Plan.

(U) Configuration Item List — ;
(U) Test Plan |I‘emplate) ~ template content is drawn from CDRL Data Item A018,
Test Plan; CDRL Data Item A013; Soltware Test Plan (STP); and CDRL Data Item A014
Software Test Description (STD). | ' :
(U) Test Procedures Template) — The emplate content is drawn from CDRL Data
Item A019, Test Procedure. | '
(U) Test Results Template) — template content is drawn from CDRL Data Item A01S5,
Software Test Report (STR).
(U) Defect Log —

(U) Automated (Programmatic) Tests — In accordance with CSD policies and guldance
(U) Source Code — Produced and delivered in accordance with| l

—SEeRE]| —] - (D)

(b) {(3)-P.L.

86-36

86-36



by (1)
{(b) (3)-P.L. 86-36
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and CDRL Data Item A029, uter Software Product.

i (U) User’s Guide[___[Template) — The| __lemplate content is drawn from CDRL Data ltem |
} A028, Software User Manual (SUM) and CDRL Data Item A028, Software Programmer's™ '>'~*-{- ***
i Guide. , — R

¥ (U) Installation/Administration Guide "emplate) ~ The Ie’inplate content is drawn
: from CDRL Data Item A030, Sofiware Programmer’s Guide.

(U) Engineering Notes — In accordance with CSD procedures and policies (internal Wiki).

(U) PROJECT CLOSEOUT
(U) Lessons Learned

(U) COST BREAKOUT SUMMARY: See attached spreadsheet for LOE. Include the
following cost elements in your summary:
Direct labor rate

| Total amount (hours X rate)

Estimated Direct Labor Costs

Overhead rate and amount

Subtotal Labor plus O/H

G&A rate

Subtotal direct costs

FCCM

Other Direct Costs

Fee

Total CPFF or CPAF amount

(U//FOHQ) ACCOUNTING AND APPROPRIATIONS:

ACR FUND CITE AMOUNT

(U//FOUO) FUNDING ALLOCATION:

ACR LABOR TRAVEL MATERIALS AWARD FEE TOTAL TTO ALLOCATION
—SEEREH ] - (b) (1)

(b) (3)-P.L. 86-36
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4021773 o

{b) (1)
{b) (3)-P.L. 86-36

(U) MISCELLANEOUS: N/A

(U//FO6Q) APPROVING OFFICIALS:

1. Contracting _Q_ﬂi_g:[_’s_&msﬂnqtive: _
Print Name: | .Organizatibnzl L

2. Contractor’s Signature: Date:
Print Name: Company Name:

3. Contracting Officer: Date:
Print Name:l_ - Organization: BA342

Date: _

(b) (3)-P.L. 8p-36

{b} (3}-P.L. 8p-36

(b) (1)
(b) (3)-P.L. 86-38
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TECHNICAL TASK ORDER
s/ re{&g:)\ TASK TITLE: FY10| |~ Maintenance of

(U) TASK NUMBER: TTO 04104 (b) (3)-P.L. 86-36

(U) TASK MODIFICATION NUMBER:

(U) CONTRACT NUMBER: H98230-10-C- |

i E;; o b b(12 6PERIOD OF PERFORMANCE: Date of Award - 30 September 2010

(U) PLACE OF PERFORMANCE: Government Facility

(U) NUMBER OF CONTRACTOR SPACES ALLOCATED IN GOV’T SPACES:

LT A

(U) SOW PARAGRAPH NO.: Paragraph 2.0 (o) (3)-P.L. 86-36
(U) SEVERABLE/NON-SEVERABLE: NON-SEVERABLE o

(U) TASK DESCRIPTION:

ke

"CSE | The objective of this acqunsmon isto furthed:Ianz niéue development
by expanding the technical capacity and knowledge base of the existin work force throu%
S For this specific TTO, the Government requires the contractor

provide system maintenance and lab management support of existing products as well as
maintenance and improvement of the development, demo, and test environments.]

(U) Travel: As required. Include up to 10 weeks of travel cost (per person basis) to the United
States west.coast.

Derived From: NSA/CSSM 1-52
Dated: 20070108
Deolassnty On: 20391123

—S'Ee’RE‘f} T (b)Y (1)

(b) (3)-P.L. 86-36
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o “(b) (1)
{b) (3}-P.

(U) TASK DELIVERABLES:
(U) All deliverables shall be delivered in soft copy and only when requested in hard copy.

(V) Project Planning and Design

ARl Hork -

(U) Project Management Plan DTemplate) ThETemplate content 1‘,
CDRL Data Item A025, Softwarg Development Plan (SDP). ‘
(U) Work Breakdown Structure Template, WBS ChartPro)

(U) Initial Schedule (MS Project) _ - S A :

(U) Software Requirements Specification| - [Template) — TheDTémplate content is
drawn from CDRL Data Item A010, Software Requirements Specification (SRS):

(U) High-Level Design {___Iremplate) emplate content is drawn from CDRL Data
Item A026, System/Subsystem Design Description (SSDD). s

(U) Software Product Specification — In accordance with the CDRL Data ltem A016 Software
Product Specification (SPS) — specifically paragraph 4. a, b, c, d, ¢, f, and g. The SPS document
shall be structured as outlines in the DID.

(V) Project Control

(U) Weekly Project Status Report — The contractors on the TTO shall provrde weekly status
updates in accordance with CSD guidance. The weekly updates include a minimum schedule (for
each task - % complete, hours remaining), task status, and weekly issues and risks updates

(U) Monthly Funds and Man-Hours Expenditure Report. (FMHER) CDRL Data Item A002.

(U) Project Status Report (PSR) ormat) — The PSR content is drawn from CDRL Data
Item A0O1.

(V) Project Execution

(U) Requirements Traceability Matrix — Top Level Tier 1, Tier 2

(U) Interface Design Descriptions (IDD) — CDRL Data Item A027.

(U) Interface Control Document (ICD) ~ CDRL Data Item A024.

(U) Low-Level Design — In accordance with-CSD policies and standards (Generated from source
code with embedded Doxygen documentat'on tags).

(U) Configuration Management Plan :ITemplate) -I:Itemplate content is dra‘wn from
CDRL Data Item A023, Contractor’s Conﬁguratnon Management Plan.

(U) Configuration Item List—
(U) Test Plan Template) ~ template content is drawn from CDRL Data Item A018,
Test Plan; CDRL Data Item A013, Software Teet Plan (STP); and CDRL Data Item A014
Software Test Description (STD).
(U) Test Procedures |Template) — The; template content is drawn from CDRL Data
Item A019, Test lure.

(U) Test Results Template) — :]template content is drawn from CDRL Data Item AO15,
Software Test Report (STR).

(U) Defect Log —

(U) Automated (Programmatic) Tests — In accordance with CSD policies and guidance.

(U) Source Code — Produced and delivered in accordance with| |

L, 86-36

. B6-36

—SEERET]_ § RN

(b} (3)-P.L.

86-3¢6



% ‘
1! DOCID: 4021773 o
|

—SPEREH

Guide.

(U) Installation/Administration Guide I‘emplate) - The

‘emplate content is drawn

(U) Project Closeout
(U) Lessons Learned

from CDRL Data Item A030, Software Programmer’s Guide.
(U) Engineering Notes — In accordance with CSD procedures and policies (internal Wiki).

following cost elements in your summary:
Direct labor rate

Total amount (hours X rate)
Estimated Direct Labor Costs
Overhead rate and amount .
Subtotal Labor plus O/H
G&A rate

Subtotal direct costs

FCCM

Other Direct Costs

Fee

Total CPFF or CPAF amount

(U) COST BREAKOUT SUMMARY: See attached spreadsheet for LOE. Include the

(U//FOUO0Y ACCOUNTING AND APPROPRIATIONS:

ACR FUND CITE AMOUNT

(U//FOUO) FUNDING ALLOCATION:

ACR LABOR TRAVEL MATERIALS AWARD FEE TOTAL TTO ALLOCATION
—SEEREH R SRS

{b) (3)-P.L.

[ W ,
(b)Y (1)
(b) (3)~P.L. 86-36

[ land CDRL Data Item A029. Computer Software Product.
(U) User’s Guide | Template) — Th emplate content is drawn from CDRL Data Item
A028, Software User Manual (SUM) and CDRL Data Item A028 Software Programmer y o

$E-3¢

86-36
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(U) MISCELLANEOUS: N/A

(U//F6H0) APPROVING OFFICIALS:

1. Contracting Officer’s Renresentative: Date: :
Print Name: 0rganization|:] (b} (3)-P.L. 85-36
2. Contractor’s Signature: Date: _
Print Name: Company Name:
3. Contractirig Officer: __Date:
Print Name: | Organization: BA342 (b) (3)-P.L. €p-36
-SECRE| | (b) (1)

(b} (3)-P.L. 86-36
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, S b)Y (1)
—SECRET] (b) (3)-P.L. 86-36

TECHNICAL TASK ORDER
(u/ /roves) TASK TITLE: FY10| __I- Vulnerability Analysis of] |

(U) TASK NUMBER: TTO 04105

(b) (3)-P.L. 86-36

(U) TASK MODIFICATION NUMBER:
‘ (U) CONTRACT NUMBER: H98230-10-C-

(b) (1) (U) PERIOD OF PERFORMANCE: Date of Award — 30 September 2010
{b) (3)-P.L. B6-36

(U) PLACE OF PERFORMANCE: Government Facility

(U) NUMBER OF CONTRACTOR SPACES ALLOCATED IN GOV’T SPACES:
(U) SOW PARAGRAPH NO.: Paragraph 2.0

(b) (1)

© (b) (3)-P.L. 86-~36
(U) SEVERABLE/NON-SEVERABLE: NON-SEVERABLE

(U) TASK DESCRIPTION:
--GS:l The objective of this acquisition is to further CNO tool " nique devek;pment
by expanding the technical capacity and knowledge base of the existin work force through
| |
.(.S e

(U//POYO) Phase 1: Define the Threat Model and Initial Scope

(U//FOBQ) Phase 2: Collect Background Information

(U//FOYO) Phase 3: Functional Exploration

(U//FOYQ) Phase 4: Security Analysis, Testing, and Fingerprinting
(U//FOBQ) Phase 5: Vulnerability Demonstration (Exploit Proof of Concept)

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassity On: 20391123
. 7 T {b) (1)
(b} (3)-P.L. 86-36
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{b) (3)-P.L.

(U//FOYQ) Phase 6: Documentation

(U) Travel: As required. Include up to 10 weeks of travel cost (per person basis) to the United
States west coast. :

(U) TASK DELIVERABLES:

(U) All deliverables shall be delivered in soft copy and only when requested in hard copy.

: ~o (b} (3) =P. L.
(U) Project Planning and Design e e
(U) Project Management Plan :Tmp]ate) Thel—_:h‘ émplate content is drawn from
CDRL Data Item A027, Softwar, elopment Plan (SDP).
(U) Work Breakdown Structure ITemplate, WABS ChartPro)
(U) Initial Schedule (MS Project

(U) Project Control

(U) Weekly Project Status Report — The contractors on the TTO shall provide weekly status
updates in accordance with CSD guidance. The weekly updates include a minimum schedule (for
each task - % complete, hours remaining), task status, and weekly issues and risks updates.

(U) Monthly Funds and Man-Ho xpenditure Report (FMHER) CDRL Data Item A002.

(U) Project Status Report (PSR) format) — The PSR content is drawn from CDRL Data
Item AQO1.

(U) Project Execution

(U) Vulnerability Analysis Report (component and systems based)

(U) Threat Analysis Report (component and-system based) — to include all system hardware,
software, COTS implementation and issues relating to specific configurations.

(U) Engineering Notes — In accordance with CSD procedures and policies (internal Wiki).

(U) PROJECT CLOSEOUT
(U) Lessons Learned

(U) COST BREAKOUT SUMMA<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>