IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

ELECTRONIC PRIVACY
INFORMATION CENTER,

Plaintiff,
Civ. A. No 02-CV-0063 (CKK)

V.

U.S. DEPARTMENT OF JUSTICE,
etal,

Defendants.
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From: ww !
OICE

RE: REVIEW OF PROPOSED C POINT SERVICES AGREEMENT

I've read over your proposal for contracting with ChoicePoint to provide the FBI
with its institutional knowledge regarding on-line public source information systems.
While some things could be contracted out, others might be more appropriately done in-
house through a combination of industry review by the FBI's Public Source Information
Program and a couple of people from one of the ITCs. This way the FBI could conduct a
much needed thorough market survey of information providers while protecting the

concerns ofth- (é) /M _’/wz_l |
The parts of your proposal that I think are the trickiest are items 5, 6 and 7.# ) bl

don't

want to imply that ChoicePoint is misleading you regarding its position in thé
marketplace, but I'm not comfortable just accepting their statement that they are the
number one service provider for any user group or that they have a considerable amount
of proprietary data. If I had to bet money, I'd say that Lexis-Nexis is the industry leader
for law firms and legitimate businesses because their system contains legal, public
records and news information. ChoicePoint contains only public records at this time.

bar E-{
AL

Below are comments regarding each of the seven points in your EC...hopefully I
interpreted them correctly!!

1. Develop inventory of public source companies to include means of data compilation
and percentage share.

The FBI's public source program manager should already have a fairly complete
inventory of public source companies...or know where to get the information. As far as
market share, that information couldbe obtained through any market survey the Public
Source Information Working Group conducted or possibly through news sources. That
type of information would probably only be available on companies such as ChoicePoint
and Lexis-Nexis and not sources such as Internet sites, partly because these Internet sites /BIE
o

/

are fairly new and partly because they don't do business the same way as traditional .
companies. The issues iou are faced with are most likeli the same—ba«

It would probably to a good idea to ask a vendor to provide this.type of information in L(
addition to doing it in-house to see if we've come up with a different answer than the
vendor or if they identify data sources we were not aware of.
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information. We already know what kinds of data are avallable through these companies
(i.e. liens, judgements, real property, tax assessor) In Lexis-Nexis - and probably in
ChoicePoint - ce of the info s jdentified on-line so we know where it
comes from.

bl /Mftaf

%)

On the other hand, the various vendors make a living reselling purchased public
information so they may be in a better position to know what vulnerabilities lie in various
types of data. Also, they are constantly looking for new sources of data which we might
not be able to stay on top of. It may be possible to write the Statement of Work in such a

way as to indicate the FBI has a need to know how criminals could disguise or hide L{)
| P FBT

themselves within public records.

bl fwzFBI

S
)bl o Fa
y understanding of ChoicePoint's ’

system is that they have programs that put together a picture of an individual by searching

various types of information and creating a single report. These reports can then be used

for checks such as pre-credit or pre-employment. Even though other information
roviders may not structure their systems in the same way,

L&l
ba-/ r?ér
bl por For

I'm not sure if I understand this item or not. My interpretation is that you want to
be able to determine how long it takes for information, when inserted at the source, to
appear in the systems of public source information providers. If this is what you're trying
to do, it might be better to see if this is something we can do in-house. The various
information providers buy data at different intervals, take different amounts of time to get

the information on-line, buy information such as magazine subscriptions and télephone
directories from different sources, etc.

Relying on one company to establish these types of patterns would not give us the
most complete answer as to how information flows throughout the pubhc source industry.
These companies are in competition with each other for the FBI's primary public source W
contract. A vendor might be less than forthcoming if they were collecting information on
other companies which showed others were getting updated information to their

customers more quickly. bl gz-
This / F
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would require the FBI to buy subscriptions to numerous systems but the cost should not
be prohibitive if the project was handled by 2-3 employees.

bl per rar

[y

As far as developing a system to conduct ChoicePoint queries, I'm not sure what
the purpose of that 1s. Queries now are conducted via stand-alone computers with ’
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Suggestions :

There is i

ttle doubt that the FBI would benefit from contracting with a vendor(;
assist in determinin ) b l
hbe question is how extensive that assistance should be and whe or not

1t can be accomplished through a single company. My suggestions (I'm sure not all-

encompassing) are to do the following:
_ L7e-//bl- |
1. Determine what documentatio e FBI's Public Source

o

(OS]

Information Program Manager, has regarding the major players in the public
source information arena. The ones I am aware of are ChoicePoint, Lexis-Nexis
and Information America. [ have not heard anything about Information America
lately so they may have been bought by someone else. AutoTrak, one of the
vendors the FBI used to use, has been purchased by ChoicePoint.

Through trade magazines, other Government agencies or similar sources, try to
determine what market share these companies hold, who they are marketing their
systems to, etc. ’ '

Convene the Public Source Information Working Group to conduct a thorough
evaluation of, at a minimum, ChoicePoint and Lexis-Nexis to determine the extent
of national coverage for various data types, frequency of update, sources of
information, etc. This will determme for you just how much of ChoicePoint's
data is proprietary. I had been planning to write an EC to IRD and try to get it
approved through CID, NSD, CTD and ISD requesting this type survey anyway

ba~|/bIE-/|

Explore the possibility of having a team of 2-3 an

assigned full-time to work with thi gée been to the Savannah office
and they have sufficient space so that they cotlld give team members a secure
place to work.) Many of the analysts in the ITCs are experts in the use of the
public source information systems because they have had access to a number of
them for quite some time. These individuals would be tasked with runnin

sts in Savannah or Butte

or coordination purposes, it would be best to have all participants
C. This would require purchasing accounts to Lexis-Nexis for the
team members because the current contract did not allow for access such as what
the ITCs formerly had. This would be a different project so it should not be a
problem. Accounts would also be needed to any other identified system.

Write a scaled-down contract with sole source justification to hire ChoicePoint to
identify the public source information system marketplace and market share a

ChoicePoint Page 13
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(01/26/1995)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE - ‘Date: 06/09/2000

To: Finance Division Attn: Contiii ni ifflcer IQE Fqg
operty Procurement & £

Management Section (PPMS)
Contract Review Unit
(CRU), Room 6851

From: Criminal Investlgatlve Division (CID)

Contact:

Approved By: ﬁM FBI
J | /wi FBI

Drafted By: b?‘ '
Case ID #:N} bl /)I»L Fér

Title: §) b' per FBL

Synopsis: Request Contract Review Unit (CRU) review and approval
of .a proposed agreement, n ﬁexceedlng $5005000700 wbetween. thed
FBI and ChoicePoint, Inc.% 1000 Alderman Drive, Alpharetta,t
Georgia - 30005 . Initial review and approval concerns a request
for an exceptlon to Title 41, USC, Section 253, and the Federal
Acquisition Redgulation, whlch otherwise require procurement
through "full and open competition." Justification for use of
non-competitive procedures is pursuant to Title 41, USC, Section
253 (c) (6), which provides that "the disclosure of the executive
agency's needs would compromise the national security unless the
agency is permitted to limit the number of sources from which it
solicits bids or proposals." A proposed JUSTIFICATION addendum,
with certifications by a Contracting Officer and Technical
Specialist, is attached. CRU assistance is also requested in the
preparation of an appropriate agreement to be executed by a
Contracting Officer of the FBI and ChoicePoint, which would
provide for a statement of services tdﬁﬁ“’ﬁérfo;med a fee
schedule, terms of confidentiality, asgigrimé éf proprietary
rights, and indemnification. o
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U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to Washington , D. C.
File No.

June 9, 2000

JUSTIFICATION FOR OTHER THAN
FULL AND OPEN COMPETITION IN ACCORDANCE
WITH TITLE 41, UNITED STATES CODE, SECTION 253 (c) (6)

IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY:

The Federal Bureau of Investigation, Crimi

ba-l/ b
DESCRIPTIO OF ACTION: ’ » Fﬁr

) Federal
o dquarters {FBIHQ%, requests a National
Security éxceptlon to contract for services with ChoicePoint,

Inc., 1000 Alderman Drive, Alpharetta, Georgla 30005, a leader in
the publlc record mation industry in an amount not to exceed
'$500,000.00.
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JUSTIFICATION FOR OTHER THAN
FULL AND OPEN COMPETITION

%

RIS 1S

7. COST ANALYSIS:

The initial contract will not exceed $500,000.00.
Actual price will be determined by negotiated services and a fee
schedule documenting commitment of resources by ChoicePoint to
address a statement of work. Because a portion of the services
are unique and rely to some extent on the application of
ChoicePoint's proprietary methodology to satisfy the FBI's
critical needs, it will be difficult to quantify the cost without
a time and manpower commitment from ChoicePoint.

There currently is no indication that the anticipated
cost to the Government will be other than fair and reasonable.

An extensive market survey would not be cost effective
in light of ChoicePoint’s position as an industry leader and
potentially counter-productive should the FBI’s interest in this
matter become common knowledge in the ‘information industry.

9. OTHER FACTORS:

The terms and conditions of the agreement will provide

for confidentiality, assignment of proprietary rights and
indemnification.

10. LISTING OF THE SOURCES THAT EXPRESSED A WRITTEN INTEREST

IN THE ACQUISITION.

Not Applicable. ’
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U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to Washington, D. C.

File No. June 9, 2000
% JUSTIFICATION FOR OTHER THAN
- FULL AND OPEN COMPETITION IN ACCORDANCE
j\i WITH TITLE 41, UNITED STATES CODE, SECTION 253 (c) (6)
=3 b1e -1
SEEN -
fi 1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY:
Uy
N, The Federal Bureau of Investigation, Crimi g
- nvestigative Divigi erational Support Section %T

2. DESCRIPTION OF ACTION:

-

el 4T

Bureau of "Investigation Headquarters (FBIHQ), requests a National
Security exception to contract for services with ChoicePoint,
Inc., 1000 Alderman Drive, Alpharetta, Georgia 30005, a leader in '

the public record information industry in an amount not to exceed
$500,000.00.
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JUSTIFICATION FOR OTHER THAN
FULL AND OPEN COMPETITION

DESCRIPTION OF SERVICES REQUIRED:

jéi’initial contract will:
NP Exceedy$s00, 000 . 0T ALEIETPriceswill be determined™by¢
negotiated services and a-fee-schedule documenting commi fment ofc
resources by Ch01cePo:Lnt to add:(:ess ~a-statement of wo: k

Prior to implementation, proposed solutions will be a\
tested against both current industry techniques, and anticipated
trends.

ChoicePoint Page 41




JUSTIFICATION FOR OTHER THAN
FULL AND OPEN COMPETITION

SECKEY

7. COST ANALYSTIS:

The initial contract will not exceed $500,000.00.
Actual price will be determined by negotiated services and a fee
schedule documenting commitment of resources by ChoicePoint to
address a statement of work. Because a portion of the services
are unique and rely to some extent on the application of
ChoicePoint’s proprietary methodology to satisfy the FBI's
critical needs, it will be difficult to quantify the cost without
a time and manpower commitment from ChoicePoint.

There currently is no indication that the anticipated
cost to theéfpvernment will be other than fair and reasonable
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- An extensive market survey would not be cost effectivy qu

. in light of ChoicePoint’s position as an industry leader and
&\i?tentlally counter productlve should the FBI's interest in t
atter becom I re—information industry

9. OTHER FACTORS:

The terms and conditions of the agreement will provide

for confidentiality, assignment of proprietary rights and
indemnification.

10. LISTING OF THE SOURCES THAT EXPRESSED A WRITTEN INTEREST

IN THE ACQUISITION.
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Mike,
A few more comments.

We need to know where the $500,000 figure came from; what is it
based on? Also, if it is under $500,000 or $500,000 or more as
the requirement may have to go to the Contract Review Board.
This won’t require a change in the documents, but the contract
folks will need to know this information.

e

1.~ In the E.C. (page 6), you’ll need to address how any

’ organizational conflicts of interest will be handled.

2. The documents and/or paragraphs should be marked with a
|~ classification.

3. Item 5, page 5 add this in as the last paragraph for that
. _item: "The disclosure of the Agency’s needs would

yny compromise the National Security unless the agency is

’ permitted to limit the number of sources from which it

solicits bids or proposals."

4. /Item 10, page 7, Add to the front of the sentence: "Due to
/ the concerns for National Security delineated above, no
\/ sources were ......
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page 6, after the first line, before the sentence " The initial
contract will not exceed $500,000" - Insert language similar to
theg following:

Any future contracts with additional vendors would build on the
prototype designed by ChoicePoint, but would of necessity be
negotiated with each public source information provider
individually. 1In other words ChoicePoint would not have a
competitive advantage over the other suppliers of public source
information as each provides services in a distinct area and each
would receive its own unigque contract rather than ChoicePoint
receliving multiple contracts.

CHOICEPOINT Page 48




U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to ' Washington D. C.
File No. ’

June 12, 2000

§ JUSTIFICATION FOR OTHER THAN

FULL AND OPEN COMPETITION IN ACCORDANCE
WITH TITLE 41, UNITED STATES CODE, SECTION 253 (c) (6)

IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY:

The Federal Bureau of Investigation, Criminal
Operational Support Section

pEC 112003

CLASSIFIED DECISIONS FINALIZED
BY DEPARTMENT REVIEW COMMI

DATE:

o contract for services with Cho:LcePc»lnt,
Alpharetta, Georgia 30005, a leader in
L > TeCco] 1formation industry in:an-amount not to exceed
$500,000. 00. - )
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JUSTIFICATION FOR OTHER THAN
FULL AND OPEN COMPETITION

The Contracting Officer will determine that the

anticipated cost to the Government is fair and reasonable prior
to awarding the contract.

Included in the evaluation of public source information
providers was a review of the types of information available, the
process by which companies procure the information and the time
frame for new information to be available on-line. This
evaluation indicated that ChoicePoint collects the major
categories of public source information available through other
companies (i.e. real property, tax assessments, telephone white
and yellow pages, business records). In some cases such as
driver's licenses, ChoicePoint offers more information than other

vendors.
g ‘
ChoicePoint also has proprietary relati ps with some

information sources like the i?jérjnce industry which allows only

CheoicePoint to host their data
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 06/12/2000 bc
-

To: Finance Division Attn: Coniiactii iifficer b
roperty Procurement & l FﬁI

Management Section (PPMS)

Contract Review Unit

(CRU), Room 6851 I
O

s — L/

From: Criminal Investigative Division

Contact:
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45477

S FINALIZED

FIED DECISION

Drafted By: ;
case 1o + (N C ) b\ er VI

Title: é ) b l
” l! Fax
CHOICEPOINT SERVICES AGREEMENT f”!/

***SENSITIVE DOCUMENT*** \ ! I

I'1 %

DEC

BY DEPARTME

UILASS
DATE:

(Al ; v )

Dars@idapalnicloaad
DoSdri il Ol il
0 |
Synopsis: Request Contract Review Unit (CRU) review and approvail

of a proposed agreement, not. exceeding $500,000.00, between the FBI
and ChoicePoint, Inc., 1000 Alderman Drive, Alpharetta, Georgia,
30005. - Initial review and @pproval concerns & request for an
excepts.on to Title 41, USC, Section 253, and the Federal Acquisition
Regulation, whlch otherwise require procurement through "full and

AUG I 2068
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U.S. Department of Justice

Federal Bureau of Investigation

In Reply, Please Refer to Washington, D. C.
File No. June 12, 2000

JUSTIFICATION FOR OTHER THAN
FULL AND OPEN COMPETITION IN ACCORDANCE
WITH TITLE 41, UNITED STATES CODE, SECTION 253 (c) (6)

A

S 1 IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY:
g: ﬂ& The Federal Bureau of Investlgatlon Criminal FG&
:3 > Diyision, Operational Support
AW I -
evs
&
-~ DESCRIPTION OF ACTION.
; Federagﬂegg
2}  Bureau of Investlgation Headquarters  (r |
1 - Security exception to contract for rv1ces th
b 1000 Alderman Drlve, Alpharetta, Georgla 30005,
et
£

=3 leader 1n
public recor mation industry in an.amount not to exceed’
$500,000.00.
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JUSTIFICATION FOR OTHER THAN
FULL AND OPEN COMPETITION

) < 8L

Notice of this proposed contract action will not be
submitted for publication because the synopsis cannot be worded to
preclude disclosure of the FBI’'s needs and such disclosure would
compromise the national security through the forseeable public
disclosure of classified information. (Pursuant to Part 5.202(a) (1)
of the Federal Acquisition Regulation.)

7. COST ANALYSIS:

7 gtudy will

$500,000.00. Actual price will be determined by
negotiated services and a fee sche&ule documenting commitment of
resources by ChoicePoint to addressia statement of work. Because a
portion of the services are unique @nd rely to some extent on the
application of ChoicePoint’'s propx ry methodology to satisfy the
FBI's critical needs, it will be difficult to quant:.f‘y the cost
without a time and m&n@@wer~commltmeﬁt from ChoicePoint.

@(& The initial contragt for the feasibility
not exc

(U) The Contracting Officer will determine that the
anticipated cost to the Government is fair and reasonable prior to
awarding the contract.

P &2
8. MARKET RESEARCH:

bl .

SECRAT
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U.S. Department of Justice
Federal Burcau of Investigation
In Reply, Please Refer to Washington, D. C.
File No. June 12, 2000
JUSTIFICATION FOR OTHER THAN
FULL AND OPEN COMPETITION IN ACCORDANCE
WITH TITLE 41, UNITED STATES CODE, SECTION 253 (c) (6)
Sl ¢
o
a
o
o t—_ 1. IDENTIFICATION OF THE AGENCY AND THE CONTRACTING ACTIVITY:
S N
N ==
g 3,] “(fcl) The Federal Bureau of Investigation, C
O g Investigative Division, Operationa upport tion

CLASSIFIED DECISIONS FINAL

BY DEPARTM

i

NT REV

1

2 “ ~ )
zlo SYol/ba-1 /b -| bl
— ‘ 2. DESCRIPTION OF ACTION: b __l
m s) bl/ba
o 3 ko8] ederal b?E.,
fa Bureau of Investigation HeadqQuarters (FBIHQ), requests a National
. Security exception to contract for services with ChoicePoint, Inc.,
E 1000 Alderman Drive, Alpharetta, Georgia 30005, a leader in the
o

public record information industry in an amount not to exceed
$500,000.00.
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JUSTIFICATION FOR OTHER THAN
FULL AND OPEN COMPETITION

\(ﬁ) Notice of this proposed contract action will not be
submitted for publication because the synopsis cannot be worded to
preclude disclosure of the FBI's needs and such disclosure would
compromise the national security through the forseeable public
disclosure of classified information. (Pursuant to Part 5.202(a) (1)
of the Federal Acquisition Regulation.)

7. COST ANALYSIS:

\)-%) The initial contract for the feasibility study w111
not exceed $5500,000.00. Actual price will be determined by
negotiated services and a fee schedule documenting commitment of
resources by ChoicePoint“to address a statement of work. Because a
portion of the services are unique and rely to some extent on the
application of ChoicePoint's proprietary methodology to satisfy the
FBI's critical needs, it will be difficult to quantlfy the cost
without a time and manpower -commitment from :

(U) The Contracting Officer will determine that the
anticipated cost to the Government is fair and reasonable prior to
awarding the contract.

p Fer

8. MARKET RESEARCH:
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6. Delivery Schedule: (U) The term of the contract will run for a period not to €2 six months
from the date of award. ChoicePoint will submit three invoices, one each in conjunction with
two mandatory progress meetings at sixty (60) day intervals from the commencement date and
one at the conclusion of the contract. With each invoice, ChoicePoint will include a detailed

report of activities conducted and progress achieved during the billing period. Reports should be
prepared in written and electronic (IE diskette, CD ROM), etc.) format and include the dates and
hours spent on project activity. Payment due dates and interest charges resulting from past due

payments shall be determined in accordance with the Prompt Payment Act and applicable Federal

law. E"PJP/

7. Government Furished Equipment/Information: L\ ID,U(,

will also provide g@}
ChoicePoint chief project representative with a STU-III; Type-H-for telephonic communication 25
during the duration of the contract. A<user agreement must be executed and the this device will
be returned to the FBI upon contract completio\;l.\%"/

8. Security: (k‘}* )
8.1 (A) Personnel: ChoicePoint personnel assigned to or involved with
this contract will be required, at minimum, to pass a National }/
Agency check for access to sensitive/classified information.

o Security clearances to at least the "Secret" level will be required for
key personnel assigned to this project.

BN 4

Physical Site: See NSD W

V)
8.3 (ﬁgData/Lnformation: See NSD

8.4 @ETU 10 Communicationg See NSD
u

9. Place Of Performance:

C If ChoicePoint (contractor's) site? {
If FBI Off-site?

ChoicePoint Page 106
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CLASSIFIED DECISIONS FINALIZED

BY DEPARTM
DATE:_DEC

Notes/Comments on SOW CHOICEPOINT | '7}26}00

4. Task/Reguirements We should not provide the dollar value-~
($500,000) . We should be asking them to propose a price forthe,
et ort; not asking what can they do for $500,000. : o

4.9 "Travel will be at the expense of CHOICEPOINT and will be
done pursuant to Federal Travel Regulations." Traditionally the
Government pays travel costs as other direct costs (ODCs) .
Usually a specific number or trips or range is given and a pot of
money identified. For example 10-15 trips to Washington D.C.
with a limit such as $10,000 which cannot be exceeded without the

contracting officer’s written authorization in advance of the
trip.

Is i1t OK to give them a STU III, Will you be paying IO the line,
access charges, airtime etc? I am unfamiliar with the user
agreement that must be executed; is it with NSA or FBI? There
should probably be a little more detail here

-
ble-l -

n

The place of performance will make a big difference in
es, overheads etc.

£
AUG “'gf 31934 CLKll
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AUS. A1, 2088pp11: 328FR CHOICEPOINT-PUB SEC c-o e

ChoicelPoint

CHOICEPOINT PUBLIC SECTOR
8330 BOONE BOULEVARD, SUITE 850
VIENNA, VA 22182

FAX HEADER

DATE: & / |o TIME:

TO: / b’ﬁ’l

et

Compan /l(/" |
ATTENTION: ” b &:@
FAXNO: _.

o
oicePoint Public Sector)

RE:

**Transmission From Fax

Total Pages Being Sent Including CoVer Sheet:
* If there is a problem with this transmission please call (703) 734-6200%

r\:"“_ -
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To:
From:

N MEMORANDUNM

W
Here are my comments on th RFPD (¥ )( ,

1. C49 I think we need to elaborate on the travel a little. Usually it's an
other direct cost and so much money is proposed and then put on
the contract to be drawn against. Many times we require that they _
obtain Contracting Officer or COTR approval prior to travel so
that they are not taking unnecessary trips.

2. Cs8 Last sentence - Is this "user agreement" some standard FBI
document or form? I am unfamiliar with a generic user agreement.

3. D.1 We should also include some security language. I know there are
special rules for sending classified stuff; double wrapping etc.

reports at $1,000 each; If we just'need 14, will only need to pay
$14,000 or if we need more option for 5 more reports @ $1,000 we
can add $5,000 to the Contract. Perhaps they are just talking to
the monthly report. Technical folks have to elaborate on this
section and they need to fill in the blank here.

. 4, E3 (a) The word "by" seems to be missing as in "conducted at destination
! by COTR "
E ]

= S 5. F.3 One year period of performance v. 9 months?

€<
A 6. F.5 We will need a specific number of reports for pricing purposes -
;3 or they can have a price for each report - say we anticipate 15
'}

DECLASSIFIED BY, o
AUG 4

7. page 14 last line "of the U.S. government "
8. page 16 G.1 (b) deliverables - plural
9. Page 19 G.6  The last sentence is a little confusing - do you want the

detailed report with each monthly invoice or with just those three
invoices in conjunction with the progress meetings? See F.5.1 -
you probably want them each month, but this could be worded
clearer in G.6.

H.3 first line of second paragraph - Should read - "All products
developed as a result of this contract are for the exclusive use of
the FBL." '

PN AT
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e weid

RSy A9 Choiéépoillt pagel2l




A
s

Clauses to go in— b’)& - ‘

4‘/‘32'.227-1
2/52/.227-2

(/526é7-1 3
2

|_-~52.227-14

(5322715
[ 5222717

Authorization and Consent, July 1995
CP can use any invention or described in or covered by a U.S. patent

Notice and Assistance Reqgarding Patent and Copyright Infringement,
August 1996

If any one places a claim against CP for Patent or copy rignt infringement,
CP has to notify the Government.

Patent Rights - Acquisition by the Government, January 1997

Rights in Data General - June 1987

Alternate 1l & Alternate V

Representation of Limited Rights Data and Restricted Computer Software,
May 1999

Rights in Data - Special Works, June 1987

P
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c.5 PERSONNEL

C.5.1 The Contractor shall provide a project director/manager to:
the follow1ng quallflcatlons (l) sminimum.of. fiver years;
equrlence in database management and appllcatlons “and "2)

‘1mmof fhree years~exper1ence in managing feasibility studles
%ta‘f‘f"’br ‘organization:’

s

C.5.2 Other Personnel

~rpeng BT

The chtractor shall prov;Lde database management staﬂtﬁgﬁ,t ﬂme
h

source 1nfopﬂgtlon management ; (2)v_m1n1mum of“phregﬁ
experignce™n the atehs of feasibility:studies™&""

C6. Reserved? RESPONSIBILITIES OF THE GOVERNMENT

C.7 FBI PROJECT MANAGEMENT "

7.1 (U) The Contracting Officer's Technical Representative
{(COTR), for this contract is set out in paragraph G.1.

C.8 GOVERNMENT FURNISHED EQUIPMENT/INFORMATION

F—%

e FBI will also provide the HEE
contractor's Project Director witn a STU-III, Type II and secure
facsimile equipment for secure telephonic/facsimile communication

during the duration of the contract. The government shall
provide a Class 5 or 6 safe. A user agreement must be executed
and these devices shall be returned to the FBI upon contract
completion.

ChoicePoint Page 132
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SECTION F - DELIVERIES OR PERFORMANCE
52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporates one or more clauses by reference, with
the same force and effect as if they were given in full text.
Upon request, the Contracting Officer will make their full text
available. Also, the full text of a clause may be accessed
electronically at this/these address/( es):

/Ebiol

nd of clause)

F.1 52.242-15 STOP-WORK ORDER (AUG 1989)
F.2 52.242-17 GOVERNMENT DELAY OF WORK (APR 1984)

F.3 PERIOD OF PERFORMANCE

This contract shall be effective on the date of the Contracting

Officer's signature, and shall remain in effect until one year
thereafter.

F.4 PLACE OF PERFORMANCE

The principal place of performance for this contract shall be:
ChoicePoint, Inc., 1000 Alderman Drive, Alpharetta, GA 30005.

F.5 REPORTS

RESERVE
The Contractor shall provide a series of technical reports that
will contain: -+ A final technical report shall

include, but not limited to, all. 1tems described herein plus all
other data. This data will include

F.5.1 Monthly Reports

Monthly progress reports shall be submitted for the duration of
the contract, as appropriate to the stage of the project.
Monthly reports are due within five (5) days of the end of the
reporting perlod Reports should be prepared in written and
electronic (i.e. diskette, CD ROM, etc:) format and include the
dates and hours spent on project act1v1ty on ‘a monthly basis.

13
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_The flnal report shall include the description of the tasks..

F.5.2 ¥inal Rreport #

.There shall be prominently displayed.pn the cover page of the
g;nal report the -following. prov1smonaﬁ
% The v1gws and conclus;ogwpontalned in_this.document..:
those of the. authors and 8Hould not be interpreted as
necessarlly representlng the official policies either
fexpress Or implied, or the U.S. Government .

14
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0010

G
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iRFP—9612973

DESCRIPTION PRICE

S

(u)
to m
nece

W)

Travel to the Washington, DC area

eet with FBI project leaders as
ssary. Travel shall be on a

reimbursable basis and shall be done

purs
(U)

comm
Sche

(U)

uant to the Federal Travel Regulations.

Develop a project timetable
ensurate with the Delivery -
dule.

‘Reimbursable travel (not to exceed) $10,000.00

0012 ») ) Eight (8) Monthly reports $ each
wY(¥) and One (1) Final report S each
0013 (:£¥F)%Thregi(3) Progress meetings' S each
»shall be held every 90 days.:
(Exclusive of-travel expenses).
TOTAL PRICE FOR BASE YEAR (NINE (9) MONTHS) S




SEFRET u)
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C.5 PERSONNEL

C.5.1= The Contractor shall prov1de a project. dlrector/manager to the . |
follow1ng quallflcatlons “(1)74 minimum of five years experience in .
.database management and appllcatlons and (2) a minimum of three years
experience in managing feasibility studies staff or organization.

C.5.2 Other Personnel

The contractor shall provide database management staff to meet the
,1cat:10ns (1) a minimum of five years of. demonstrated
databése appllcatlons and/or“pubifﬁ“s rees Lniormatlon
mlnlmum of three years experience in the areas of"”

E’\
E\ \C.S RESPONSIBILITIES OF THE GOVERNMENT

The FBI will provide to the Contractor: (1) technical consulta
service rogress on site. (2)

‘ €6£; C.7 FBI PROJECT MANAGEMENT

C.7.1 (U) The Contracting Officer's Technical Representative (COTR), for

this contract is set out in paragraph G.1.

C.8 GOVERNMENT FURNISHED EQUIPMENT/INFORMATION

The FBI will also
provide the“Contracteor's Project Director with a STU-III, Type II and
secure fggféﬁ;é;(ggﬁ?pment for secure telephonic/facsimile communication
during the lon of the contract. The government shall provide a
Y Clagss 5 or 6 safe. A user agreement must be executed and these devices
\lcggffegggged/t% the FBI upon contract completion. (To be provided by
gia Field Office personnel).

C.9 MONTHLY REPORTS/FINAL REPORT The contractor shall provide eight (8)/
monthly reports and one (1) final report! ‘

C.10 PROGRESS MEETINGS Progress meetings shall be held every 90 days,
of the contract.

8
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SECTION F - DELIVERIES OR PERFORMANCE

52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporates one or more clauses by reference, with the
same force and effect as if they were given in full text. Upon request,
the Contracting Officer will make their full text available. Also, the
full text of a clause may be accessed electronically at this/these

address (es) : 1&\ ba;\ ?‘NF&:

{End of clause)

F.1 52.242-15 STOP-WORK ORDER (AUG 1989)
F.2 52.242-17 GOVERNMENT DELAY OF WORK (APR 1984)

F.3 PERIOD OF PERFORMANCE

This contract shall be effective on the date of the Contracting Officer's

signature, and shall remaln in effect until nine months thereafter.

F.4 PLACE OF PERFORMANCE A/
gmmwt A

The principal place of performance thls contract shall be:

ChoicePoint, Inc., 1000 Alderman Drlve Alpharetta, GA 30005.

F.5 EIGHT (8) MONTHLY REPORTS

Eight (8) monthly progress reports shall be submitted for the duration of
the contract, as appropriate to the stage of the project. Monthly
reports are due within five (5) days of the end of the reporting period.
Reports should be prepared in written and electronic (i.e. diskette, CD
ROM, etc.) format and include the dates and hours spent on project
activity on a monthly basis.

Choicepoint pagel187
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F.5.1 ONE (1) FINAL REPORT

The Cne (1) final report shall include the description of the tasks and
status. The conclusion of the final report shall include all findings
and recommendations of the study provided by the contractor.

There shall be prominently displayed on the cover page of the final
report the following provision:

"The views and conclusion contained in this document are those of the

authors and should not be interpreted as necessarily representing the
official policies either express or implied, of the U.S. Government."

Choicepoint page188




PRICE

' ‘RFP 961297 e%/
CLIN DESCRIPTION S%

0008
P.Ub

% F8T

5

% 0009 (U) Travel to the Washington, DC area A

E_ﬂgf to meet with FBI project leaders as o
qE,d % necessary. Travel shall be on a
T reimbursable basis and shall be done
:’E‘)(Q pursuant to the Federal Travel Regulations.
=0 Q ]
B .
:[ﬁg OOlO*'\ (U) Develop a project timetable
:Eﬁ"% commensurate with the Delivery
o=y Schedule. o

'\? » ,ID/-)/L.JV\ >

: 0011 __— (U) 'Reimbursabl€ travel (Qot—to-exceed) 1000.00

i f"fl‘i 00X2 |y VS M) Eight (8) Monthly reports. S each

e \\(~k) and One (1) Final report. $ each

| \,\(‘%) Three (3) Progress meetlngs $ each
shall be held every 90 days.

" (Exclusive of travel expenses) -

TOTAL PRICE FOR BASE YEAR (NINE (9) MONTHS) S

ChoicePoint Page 210
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C.5 PERSONNEL

C.5.1 The Contractor shall provide a project director/manager to the
following gualifications: (1) a minimum of five years experience in
database management and applications and (2) a minimum of three years
experience in managing feasibility studies staff or organization.

C.5.2 Other Personnel

The contractor shall provide database management staff to meet the
following qualifications: (1) a minimum of five yéars of demonstrated
experience in database applications and/or public source information
management; (2)  minimum of three years experience in the areas of
feasibility studies.

. C.6 RESPONSIBILITIES OF THE GOVERNMENY

L

The FBI will provide to the Contractor: (1) technical consgultation
service personnel to verif roject progress on site. 2

C.7 FBI PROJECT MANAGEMENT

C.7.1 (U) The Contracting Officer's Technical Representative (COTR), for

this contract is set out in paragraph G.1.

C.8 GOVERNMENT FURNISHED EQUIPMENT/INFQRMATION

Wl also
Type II and

provide the contractor's ProjecC lrector with a STU-IIT,

secure facsimile equipment for secure telephonic/facsimile communication

during the duration of the contract. The government shall provide a

Class 5 or 6 safe. A user agreement must be executed and these devices

shall be returned to the FBI upon contract completion. (To be provided

FBI, Georgia—Fietd-—office—peraonnel) .

C.9 MONTHLY REPORTS/FINAL REPORT The contractor shall provide eight
monthly reports and one (1) final report.

C.10 PROGRESS MEETINGS Progress meetings shall be held every 90 days
of the contract. '

8

by

(8)
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SECTION F - DELIVERIES OR PERFORMANCE

52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998)

This contract incorporates one or more clauses by reference, with the
same force and effect as if they were given in full text. Upon request,
the Contracting Officer will make their full text available. Also, the

full text of a clause may be accessed electronically at this/these
address ( :

——y

(End of clause)

F.1 52.242-15 STOP-WORK ORDER (AUG 1989)
F.2 52.242-17 GOVERNMENT DELAY OF WORK (APR 1984)

F.3 PERIOD OF PERFORMANCE

This contract shall be effective on the date of the Contracting Officer's
signature, and shall remain in effect until nine (9) months thereafter.

¥F.4 PLACE OF PERFORMANCE

The principal place of performance for this contract shall be:
ChoicePoint, Inc., 1000 Alderman Drive, Alpharetta, GA 30005.

F.5 EIGHT (8) MONTHLY REPORTS

Eight (8) monthly progress reports shall be submitted for the duration of
the contract, as appropriate to the stage of the project. Monthly
reports are due within five (5) days of the end of the reporting period.
Reports should be prepared in written and electronic (i.e. diskette, CD
ROM, etc.) format and include the dates and hours spent on project
activity on a monthly basis.

13
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Proprietary and Confidential-Subject to Non-Disclosure Agreement

DRAFT Date

A7C'-l/‘b{o"
Contracting Officer

Federal Bureau of Investigation
Room 6833, 935 Pennsylvania Avenue, N. W.
~Washington, DC 20535

RE: Payment from Any Other Governmental or

- Nongovernmental Entity
- W b7< -\ [bb-
S
he negotiations for ChoicePoint's l:
W effort, the Federal Bureau o '
nvestigation has asked for assurances that ChoicePoint has not

received payment from any other governmental or nongovernmental
%ﬁiort .

entities for the
ChoicePoint hereby represents that, as of this date, it A,
has not received payments from a other governmental or

nongovernmental entities for the ~Sf)ort.

I hope that this assurance is helpful. Please review
this letter and let me know if you have any questions or
comments.

Sincerely,

ChoicePoint, Inc.

CHOICEPOINT Page 288
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Public Sector

choicepoint.net

-l !nlorcemem

Director and
Sales Manager

Vice President

11350 Random Hills Road

Suite 240
Fairfax. VA 22030

Suite 850
8330 Boone Boulevard
Vienna, VA 22182

ChoicePoint

ile)

intinc.com

o - p
King & SPALDING .

1730 PENNSYLVAN
WASHINGTON. DC

E-MAILL

.usmess Manager

Sute 240

11350 Random Hills fioad.

i Fartax. VA 22030
CnD!CEDO"“ ne'

DOCUMENT

1A AVENUE. N.W.
20006-17008

S
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EBT Deledsior

Vice President

| C.ho.iclePofnt' ‘-P

Public Sector

11350 Random Hills Road
Suite 240

Fairfax, VA 22030

Tel:
Fax:

choicepoint.net

aw tnforcement

Director and
Sales Manager

Suite 850
8330 Boone Boulevard ile)
Vienna, VA 22182

dchoicepointinc.com

KinG & SPALDING
17:30 PENNSYLVANIA AVENTUE,N.W,
WASHINGTON, DC 20006-13706

FACSIMILE:

Business Manager

www.choicepoint.net

11350 Random Hills Road. Suite 240

Fairfax, VA 220

hoicepoint.net
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You are requested to provide assurance that ChoicePoint has

other governmental or non-governmental entities for the

effort. We have provided a sample letter for this purpose; you are free to use this format or a
similar format. ler Fgr

pv F&EL

o b ..
Contracting Officer o bb —l

Federal Bureau of Investigation
935 Pennsylvania Ave., NW
Washington, D.C. 20535

Sample letter

RE: Payment from Any Other Governmental or Non-governmental Entity

ca - |
— ‘z' Vbb s )‘/ P

As part of the negotiations for ChoicePoint's
effort, the Federal Bureau of Investigation has asked for assurances that ChoicePoint _has not & ‘ /

received payment from any other governmental or non-governmental entities for th
effort.

ChoicePoint hereby represents that, as of this date, it has not received payments from any
other governmental or non-governmental entities for th rt.

) P FET
I hope that this assurance is helpfu! Please review this letter and let me know if you have
any questions or comments.

Sincerely,

420102 PRl Chicepoint, T,
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Attachment 4

Sample Letter Regarding Payment from Any Other Governmental or
NonGovernmental Entity

You are requested to provide assurance that ChoicePoint has not received any payment from ‘ ,
anv otber governmental or nongovernmental entities for thm‘
ﬂeffon. We have provided a sample letter for this purpose; you are free to use this forn}at
or a Similar format.

Sample letter

ammme b7 I/bV7] ..

Federal Bureau of Investigation
935 Pennsylvania Ave., NW
Washington, D.C. 20535

RE: Payment from Any Other Governmental or Nongovernmental Entity

b op —

Y 14

&) éf
ChoicePoint hereby represents that, as of this date, it has not rec

?Lve paygients from
any other governmental or nongovernmental entities for th-ffort. S [ ,

I hope that this assurance is helpful. Please review this letter and let me know if you
have any questions or comments.

effort, the Federal Bureau of Investigation has asked for assurances that ChoicePoint has no
received payment from any other governmental or nongovernmental entities for the-
effort.

bb l As part of the negotiations for ChoicePoint'

Sincerely,

Choicepoint, Inc.

[ . T",'. "' o s Attachment 4 - page 1 PRSP

—~—
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Proprietary and ConfldehtlL.\ &éct toLNo ~Disclosuf® Agreement

DRAFT Date

Contractlng Officer
Federal Bureau of Investigation

Room 6833, 935 Pennsylvania Avenue, N. W.
Washlngton DC 20535

b

RE: Payment from Any Other Governmental or

P rrgr Nongovernmental Entity /Qo~;a‘z:

‘L’ ' Dear ‘,
ijations for ChoicePoint's
ljérl ffort, the Federal Bureau o
Investigation has aske Oor assurances that ChoicePoint has not

recelved payment irom any other overnmental or nongovernmental

entities for the fort
poe F8IL
ChoicePoint he eby represents that, as of this date, it

has not received payments from any other governgengal or
effort|. ~j
[ to=

nongovernmental entities for the

I hope that this assurance is helpful. Please review
this letter and let me know if you have any questions or
comments.

‘5{%’ | %gsd%b Sincerely,

ChoicePoint, Inc.

N
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To: National Security From: Office of the General Counsel
Re: 66F—HQ—A1247863—A€Z, 09/05/2001

resources for criminal law enforcement purposes.® The result of
that work was the promulgation of the DOJ Online Principles in
November of 1999. While these principles state that they are
intended to apply only to federal law enforcement agents
enforcing criminal laws® -- and, thus, are not controlling
authority with regard to the methods use to conduct FCI
investigations -- they nevertheless provide guidance and useful
analogies with regard to the parameters of the Attorney General
Guidelines.’ Pending the promulgation of similar guidance by the
Department of Justice (DOJ) concerning the use of the Internet in
the conduct of FCI investigations, our advice here is based, in
part, on the concepts reflected in the DOJ Online Principles.
Additionally, as discussed below, with regard to the Training
Unit’s specific questions concerning the use of ChoicePoint in
conjunction with foreign intelligence and foreign counter-
intelligence investigations, we have obtained the opinion of

the Deputy Counsel for Intelligence Operations, Office of

5 (U) See Overview, Department of Justice (DOJ) Online Investigative
Principles for Federal Law Enforcement Agents (November 1999) (hereinafter
cited as the “DOJ Online Principles”); gee also Office of the General Counsel
(OGC) electronic communication (EC) to All Divisions, dated 5/25/99 and titled
“FBI Principles and Policies for Online Criminal Investigations, ‘FBI
Principles’.”

6 (U) The Overview to the DOJ Online Principles states on page 2 that
“[{wlhile other agencies may find these Guidelines useful, they are intended to
apply only to federal law enforcement agents enforcing criminal laws.” 1In a
similar manner, the EBI Principles state that “[t)jhese Principles do not apply
to FBI Foreign Counter Intelligence (FCI) or International Terrorism (IT)
investigations.”

7 (Uu) It almost goes without saying that there are many important
legal distinctions that can be drawn between investigations conducted
principally for national security purposes -- i.e., investigations undertaken
to gather foreign intelligence information -- and investigations conducted to
develop evidence for criminal prosecution. An exhaustive discussion of the
national security caselaw in this area is beyond the scope of this opinion.
Suffice it to say that the courts have long recognized that the “executive
branch not only has superior expertise in the area of foreign intelligence
[collection], it is also constitutionally designated as the pre-~eminent
authority in [the conduct]) of foreign affairs.” United States v. Truong Dinh
Hung, 629 F.2d 908 (4th Cir. 1982). See also United States v. United States
District Court (Keith), 407 U.S. 297 (1972). Consistent with his authority to
prescribe regulations governing intelligence activities, the President has
promulgated Executive Order 12333 which vests the Intelligence Community with
legal authority to use “all reasonable and lawful means . . . to ensure that
the United States will receive the best intelligence available.” Executive
Order 12333 is the legal basis for the Department’s promulgation of the FCIG.

3
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To: National Security From: Office of the General Counsel

Re: 66F-HQ-A1247863=(7}. 09/05/2001

N N e,

consistent with the language of the Attorney General Guidelines
which describes “publicly available information” as information
“published or broadcast for general public consumption, .
available on request to any member of the general public, [or
that which] could lawfully be seen or heard by any casual
observer, or ([would be] available at a meeting open to the
general public.”?

QEXBQ To resolve this issue, we need look first to the
principal~source of the Attorney General Guidelines, the Foreign
Intelligence Surveillance Act (FISA).?> When Congress crafted
the Act twenty-two years ago, it sought to balance the federal
government’s inherent power to protect the Nation’s security
interests with the Fourth Amendment’s restrictions on law

enforcement activity.?® Mindful of past abuses, Coniress placed

wtrict limitations on the government’s ability tofconduct covert
f}ptelligence gathering activities without court authorization.
Every application to the Foreign Intelligence Surveillance Court
(FISC) to conduct some form of intelligence collection activity
must, of course, meet the requirements of both the FISA and the
Constitution. In this regard, each application must be signed by
the head of an intelligence gathering agency, be approved by the
Attorney General and be authorized by the FISC. Additionally,
the target of a proposed surveillance must be a foreign power or
an agent of a foreign power, the information sought must be -
intended for foreign intelligence purposes, and the certification
signed by the head of the requesting agency must state that the
information to be gathered cannot be gained by any other, less-
intrusive means. In short, the FISA was written deliberately

to create multiple layers of scrutiny and to place rigorous
limitations on the government’s otherwise vast power to gain
information Qn U.S. citizens and other legal residents of this
countryx:x\ 1%

(U) See H.R. Rep. 95-1282 on H.R. 7308, pt. 1 (1978).
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To: National Security From: Office of the General Counsel

Re: 66F-HO- "17863-67, 09/05/2001

are not happenstance: they represent fundamental legal
thresholds on the government’s ability to access information
concerning U.S. citizens and other persons who reside legally in
this country. Consequently, in determining the legal dimensions
of the Attorney General Guidelines, we must not only observe the
express language of the Guidelines, we must also ensure our
interpretation of those regulations does not permit those acting
for the government -- i.e., ChoicePoint -- to do something which
would be impermissible if done by FBI personnel.

Si In our consideration of whether the FBI’s use of
ChoicePdint was consistent with the Attorney General Guidelines,
we also sought the opinion of the Deputy Counsel for Intelligence
Operations, Office of Intelligence Policy and Review (OIPR),
Department of Justice.3! Concerning Section III.B.5 of the
Attorney General Guidelines, OIPR concluded:

The FBI may not access the Choi

' ,urance data, consumer
ata, etc.] has not been

d Qast for general public
1 » ,azlable*cn request

Zpub11c3meet1 gs.”32

) . -
31 S{lt Section I.B, FCIG, provides that “[a]ll significant new legal
questions as™to the coverage and interpretation of the [Attorney General -
Guidelines] will be resolved by the Office of Intelligence Policy and Review.”

32 g&) Memorandum from Deputy Counsel for Intelligence Operations,
Office of Intelligence Policy and Review, Department of Justice, to Associate
General Counsel, Federal Bureau of Investigation, dated 01/22/01 and tltled

“The FBI’s Use of ‘ChoicePoint’ for Foreign Intelligence Co

Counterintelligence Investigations Prior to

(Cited hereinafter as “OIPR Memorandum.”)

10

CHOICEPOINT Page 346

.-



To: National Securlty From: Office of the General Counsel

Re: 66F-HQ-A1247863-/7, 09/05/2001

W
\\IEK/ OIPR also was asked whether it would be

permissible to access ChoicePoint data prior to the
Won the ground that the FBI woul rely
ng e records of one public agency in order to obtain

identifying data concerning an unknown person for indexing

purposes.”?®® This, too, was considered to be contrary to the
Attorney General Guidelines.

/

“Fhe array of information provided by
Cho cePoint in bundled fashlon about a

or;glnates from a variety of public
private) agencies, such as the Soci:z
Security Administration, state motg
departments, federal and state c jt
credit bureaus.

vehicle
ts, and

For similar reasons, OIPR determined:

[Tlhe use i i rior LI
to [can] 5)
no e Justified as merely “collecting

information from U.S. Government agencies.”
As noted, ChoicePoint/s, data display on a
given person extends h#fyond information
originating from U.S.ffGovernment agencies.?

Thus, OIPR concluded that “under the Attorney General Guldellnes,
the EBI may not review the descrlbed Chad

_ We concur. 1In
doing, we point out that we do no e OTPR’s opinion as

having any potential negative impact on FBI foreign intelligence

31‘1 Sec. ITI.B.S5.b, FCIG.

OIPR Memorandum.

3 (u) 1d.

3% (u) Id. We further note that in reaching this conclusion, OIPR

also considered the DOJ Online Principles and determined that its analysis and
conclusions in this instance were not inconsistent with any of the analysis or
conclusions in the [DOJ Online Principles]. OIPR further advised that its

opinion concerning the FBI’s use of ChoicePoint had been coordinated with the
Office of Legal Counsel, DOJ.

11
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