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Darpa Project Seeks to Advance Privacy Tech 
New York Times, Sept. 2 1. Pg. B4 1 Steve Lohr 

The Pentagon's advanced research arm is pursing pri vacy technology . And this 
time, it is technology intended to protect individual privacy rather than 
compromi se it. 

The new emphasis is a very different path from the one taken after the Sept. 
II attach, when the Defense Advanced Research Projects Agency, or Darpa, 
embarked on the Total Information Awareness program. It was to be an 
all-seeing digital surveillance system to hunt for terrori sts. The outcry 
from privacy advocates prompted Congress to shut it down. But the 
technologies developed by Darpa made their way into the intelligence 
agcncies and the electronic-spying program that so disturbed Edward 1. 
Snowden. who leaked tens of thousands of documents. 

The new Darpa program is called Brandeis. a nod to the guiding principle of 
the research initiative. Louis Brandeis, a progressive lawyer who became a 
Supreme Court justice, was the co-author with Samuel D. Warren of an 
intluential essay, "The Right to Pri vacy." Published in Harvard Law Review 
in 1890, it forcefully made the case that safeguarding privacy was essential 
to indi vidual freedom. 

The Brandeis manifesto was published two years after the introduction of the 
Kodak film camera, a privacy-threatening technology of its day. It could 
quickly capture images, recording people in normal poses and spontaneous 
moments. The previous wet-plate, lithographic cameras required thei r 
subjects to present themselves in frozen stillness. But with a hand-held 
Kodak camera, photo snappers were suddenly taking pictures of people in 
public places -- downtowns, ballrooms and beaches. The "camera fiends" 
were seen as a menace, and banned from beaches and from the \Vashington 
Monument for a while. 

But while the times and the technology have changed, the fundamentals have 
not, according to John Launchbury, the DatTJa program director for Brandeis. 
Pri vacy, he said, is a value at the heart of a free society, and an engine 
of progress. 

"Privacy is a key enabler to things we care desperately about, like 
democracy and innovation," Dr. Launchbury, a computer scientist and 
cryptographer, said in an interview on Friday. 

Brandeis was one of several emerg ing-technology programs highlighted at a 
three-day conference last week in St. Loui s, where Darpa invited 1,200 
sc ientists and technologists from academia. large companies and stan-ups. 
The event was part of the agency's drive in recent years to woo leading 
researchers and entrepreneurs to collaborate with Darpa. That effort has 
been a hallmark of the tenure of Arati Prabhakar. a trained physicist and 
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former Silicon Valley venture capital ist, who became the head of Darpa in 
20 12. 

Br.lndeis is just getting underway. The companies and universities joining 
the program have been selected. But most are still negotiating contract 
teons. with only a few announced, incl uding SRl lntemational and Stealth 
Software. The kickoff meeti ng for the part icipants will be in October. The 
program will run for four and a half years. and its budget wilt be "tens of 
millions of dollars:' Dr. Launchbury said. 

Many companies and university researchers are working on privacy-protecting 
technologies. Yet Darpa wi ll support early stage research in areas like 
advanced cryptography, a fi eld known as multiparty differential privacy, :lIld 
machine-learning software that can [earn and predict a person's privacy 
preferences -- u clever digital assistant for pri vacy protection, The latter 
would be a big change fro m the complex privacy settings on search engines 
and websites now. which is a major reason much of the onli ne populmion just 
accepts the default settings. 

The free now of data. Dr. Launchbury noted, should be enormously valuable 
across every industry and scientific discipline. But that will only happen 
in an environment of trust, where, he said, the prevailing att itude is that 
"you fee l so in control of your data Ihat you enable greater sharing at 
your discretion." 

Today. the data world is pretty much wide open. and entire industries rely 
on mining :lIld marketing people's data. If people have the ability to limit 
which of their digital footprints can be seen or tracked. doesn't that 
undermine the business model of many ad-based Internet companies. including 
Google and Facebook? 

NO! necessarily. Dr. Launchbury repl ied. "It would be a mailer of. You can 
use this data for these purposes in exchange for a set of free services." 
he said. "A t least then it 's a negotiation." 

Naming the progralll Brandeis suggests a recogni tion that technology will be 
only a pUrl of the answer to privacy challenges. So will an evolving lega l 
fnllllework and public attitudes. 

"Privacy is such a huge space." Dr. Launchbury said. "What we're working 
on here is not a solution. But we're hoping to develop a new technical 
capability and society can decide whether it wants to use it." 
RETURN TO TOP 

-----Original Message----
From: Research Support Center 
Sent : Monday. September 2 1. 20 15 10;25 AM 
Subject: OS D Morning News Updates 19-2 1 September 

Good morning. 

Attached are the OSD Morning News Updates for 9/ [9/ 15 - 9/2 1/ [5. Please let 
us know if we may provide any assistance to your research. 
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Kind regards. 

FO UO - For Offi cilll Usc Only. Do not d isseminate. 








































































































































































































































































































































































































































