3.5.4  Synthetic Aperture Radar (SAR)

Moving-target-indicator (MTI) radar modes have the ability to detect targets in the presence of
radar confounding land terrain and can be superimposed on radar images of the terrain to better
indicate the environmental context of detected objects.

3.54.1 SAR Performance Specifications

The SAR shall (T) incorporate the following functions or provisions.

3.5.5 Reserved

3.5.6 Communication Suite

3.5.6.1 Airborne Communications Equipment

The UA shall have a minimum of-feur{4) four (4) aircraft radio units that are operated by the
crewmembers in the controlling GCS. The crewmembers shall have full control of all of the
radio functions of the airborne tactical radios. The Airborne Communications Equipment shall
have the following capabilities:

a. Route incoming GCS operator communications to the desired transmission radio

b. Provide the capability to simultaneously monitor multiple airborne radios using available
datalink voice channels independently

c. Allow a minimum of two airborne radios to be used simultaneously and independently for
transmit.

3.5.6.1.1 Airborne AM/FM Radio (2)

The software programmable VHF / UHF transceivers shall enable crewmembers to communicate
on all civilian and military ATC frequencies. The radios shall (T) be capable of receiving and
transmitting on the VHF and UHF frequencies from 80-512 MHz. An ARC- 210/RT-1851 (or
equivalent) model radio for ATC communications is required.
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Emergency Power - The GCS shall (T) have sufficient backup electrical power to continue to
operate the system and/or recover the air vehicle for a minimum of 10 minutes in the event of the
primary power failure until a standby electrical power source can be connected.

3.5.75.3 Lightening Protection

The GCS system shall (T) meet the direct lightning requirements as defined in MIL-STD-464,
paragraph 5.4, Figure 1. Indirect lightning effects for UAS ground equipment should (O) be
considered and mitigated.

3.5.8 Link Segment

3.5.8.1 General Description

a. The Link Segment shall (T) consist of redundant command and control links and non-
redundant sensor data links for LOS operations. BLOS secondary command and control link
may be lost link flight procedures until within range of an LOS link.

b. If the UAS determines the primary command and control link to be unusable, it shall (T)
switch automatically to the secondary data link in such a manner to continue successful and
safe aircraft flight and mission operations. The UAS shall (T) allow operator selection of
data links. The Link Segment shall provide the capability for encrypting the primary(T) and
secondary(O) command and data links.

c. A “zeroize” capability to clear encryption codes and keys automatically (initiated with
imminent loss of flight) or manually should (O) be required.

d. The Link Segment shall (T) provide data distribution (imagery and system data) from the
aircraft to the GCS and RVT, via discrete and selectable frequencies and also provide
imagery to "on the move" CBP agents in vehicles or on foot.

e. The link segment shall include equipment necessary for LOS and BLOS operations.

3.5.8.2 LOS Command Link Performance
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3.5.10 Remote Video Terminal (RVT)
3.5.10.1 Mission




b. The RVT shall (T) provide a minimum screen resolution of 320x240.

3.5.10.2 RVT Configuration

The RVT shall (T) use computer hardware capable providing NATO STANAG 4586 Level 2
functionality.

3.5.10.3 Environment

Each RVT shall (T) be ruggedized to withstand oft-road travel and be able to operate in the same
conditions as the rest of the UAS pieces, as defined in section 3.2.7.3.

3.5.104 RVTBIT

The RVT shall (T) be capable of performing BIT and providing the users with health and
maintenance data.

3.5.10.5 Information Interface

All external interfaces shall (T) use standard interface ports.

3.5.10.6 Electrical Power Interface

The RVT shall (T) operate from standard AC or DC electrical power sources, to include being
powered from a GCS shelter or from vehicle, or battery when remote from other power sources.

3.5.10.7 Physical Characteristics

Each RVT shall be portable by a single person (T) or as a handheld device (O) and be capable of
being setup and placed into operation by one person within 10 minutes. Each RVT shall also (T)
be capable of being powered from a patrol vehicle's electrical system.

4.0 VERIFICATION

The verification process, which the Government intends to use to determine whether the UAS
conforms to all of the threshold requirements delineated in Section 3 of this specification, is
explained in this section. The Government reserves the right to develop test verification plans to
verify the UAS meets the threshold requirements.

The Government shall determine who will be responsible for conducting, all verifications
required herein. Test plans, procedures, verifications, and reports will be subject to review and
concurrence by the prime contractor and the government. Appendix A, Threshold
Requirement/Verification Cross-Reference Matrix, illustrates the requirement and verification
methods necessary to ensure UAS compliance. Performance parameters or equipment
characteristics of objective goals, which are related to a threshold requirement delineated in
Section 3, are cross-referenced in Appendix B.
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APPENDIX B: Objective Requirements

OBJECTIVE REQUIREMENT S
aragraph

The UAS design should (O) be of a modular nature that will facilitate 3.2

reconfigurations to include or remove subsystem components, depending on the

resources available to the parent unit and the operating environment.

This maritime modification should (O) have the capability to add extra internal or | 3.2.1.1

external fuel systems to extend the range of the aircraft.

The UAS should (O) be deployed in one configuration. 323

The UAS shall (T) support existing DHS system interfaces and should (O) 324

implement an open systems architecture.
3.2.6.1
3.2.63

As the technology advances, the UAS should be able to launch and recover using | 3.2.6.5.1

onboard sensors and navigation equipment (O) without the pilot manually flying

the aircraft.

The aircrew training functions should (O) have add-on interactive training, with 3.2.6.6

self-paced instruction, duplicating UAS flight performance characteristics,

capabilities, and limitations.

The UAS should meet all FAA requirements for conducting flight in unrestricted | 3.2.7.1.1

U.S. airspace (excluding Class B and C terminal airspace) without (O) a

Certificate of Waiver or Authorization (COA) by providing an equivalent level of

safety to that of FAA-certified manned aircraft.

The UAS should be compatible with pressure (O) fueling systems. 3.2.7.22

The UAS should (O) minimize any adverse impact on the environment 3.2.7.2.6

The UAV should (O) have a backup generator capable of supporting full 32.7.2.70b

functionality of all aircraft systems except the payload sensors for the duration of

the flight.
3.2.73.1b
32732
32734a
32.735Db
3.2.7.3.11
3.2.7.3.15
32742a
327420
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OBJECTIVE REQUIREMENT
Paragraph
32.742.c¢
4 32.743.a
The UAS should (O) be capable of withstanding rail impacts at speeds of up to 32752
mph.
Materials should (O) resist degradation when exposed to the service life 3.3.1
environments.
Recycled, recovered, or environmentally preferable materials should (O) be used 3.3.1.2
to the maximum extent possible provided that the material meets or exceeds the
operational and maintenance requirements, and promotes economically
advantageous life cycle costs.
The UAS should (O) contain non-proprietary software and follow an Open 332
Systems Architecture, including open specifications for interfaces, services, and
formats
Techniques, such as bank switching, used to address memory requirements should | 3.3.2.3
(0O) not degrade the computer system performance during operational missions.
Firmware should (O) be compatible with existing and planned hardware 3325
configurations and allow for system enhancements.
Contractor developed / controlled computer programs that are stored in Read- 33.2.7
Only-Memory (ROM), Programmable ROM (PROM), or other similar memory
will (O) be considered firmware.
The messages should (O) include a textual description of the condition, time of 3.3.2.10 (1)
occurrence, required operator actions, and data processor and software execution
status when applicable.
Errors detected in the processing of a command or function should (O) result in an | 3.3.2.10 (2)
alert to the operator and the erroncous command or function ignored.
The UAS should (O) have fail-safe features with adequate redundancy, and be 3.342(1)
capable of being rendered safe during emergency or abnormal situations.
The UAS should (O) minimize the probability and severity of injury to personnel | 3.3.4.2 (2)
during all activities including set-up, operation, maintenance, and tear-down
throughout the life cycle of the equipment
The UAS should (O) use Support Equipment (SE) that is common to DHS/CBP 341
aviation.
3.5.1.2.1
35122
3.5.1.23
The aircraft should (O) be capable of operating in level flight at the altitude 3.5.123b

allowing maximum line of sight reception by the communication relay and signals
|_interception payload specifications.
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objectives when exposed to precipitation measuring 25 (O) millimeters (mm) per
hour for one hour with a 2.25mm mean droplet size, with a Standard Deviation of
0.77mm.

OBJECTIVE REQUIREMENT
Paragraph
The aircraft should (O) not be detectable as a UAS at night to the unaided human | 3.5.1.3
eye on the ground directly below it at its operating altitude.
Should (O) provide a see-and-avoid (S&A) sensor, separate and independent of 35143
the specified Electro-optical Payload subsystem, capable of detecting non-
cooperative airborne traffic that conforms to ASTM 2411.
A mission ready aircraft should be capable of being emplaced by no more than 3.5.14.7.a (1)
two (O) people to support and perform the movement of the aircraft from its
mover/storage site to the launch/recovery site and then back to the mover/storage
site.
The aircraft weight should (O) have a positive margin between mission weight 3.5.14.7.a(2)
and gross vehicle weight.
Weight changes to components and subsystems should (O) not adversely affect 3.5.14.70b
required flying qualities and performance
3.5.1.58
35.149a
3514.10.a
The aircraft should be capable of operating in and meeting CBP mission B 3.5.1.4.10.b

The aircraft should have icing rate detection capability (O).

3.5.1.4.10.c (1)

The aircraft should be capable of transiting (30 minutes duration) through
moderate rime icing conditions (O).

3.5.1.4.10.c (2)

The aircraft should have anti-ice and/or de-ice equipment (O).

3.5.1.4.10.c (3)

The aircraft should (O) have the onboard, in-flight, self contained ability to detect
traffic that may be a conflict, evaluate flight paths, determine traffic right-of-way,
and maneuver well clear (or as required); this is known as “sense and avoid”
capability

3.5.1.4.13

Options should (O) exist to add additional communication equipment to include
one HF transceiver (ARC HF-9087D)

3.5.1.5.2

The aircraft should have an Identification Friend or Foe (IFF) Mode L, 11, 111, IIIC,
and IV identification system capability, and should have Mode S and a Precision
Locator Information (PLI) transponder capability (O).

3.5.1.5.3 (1)

LEF should also conform with FAA regulations for altitude encoding transponders
specified via 14 CFR Section 91.215.

35.1.53(2)

The UAS should (O) contain anti-collision lighting having an operator-selectable
capability for Night Vision Device (NVD) or for visible light range.

3.5.1.5.6

Loss of GPS or INS source/functionality should (O) not result in a loss of
navigation solution or flight safety.

3.5.1.6.7

Sense-and-avoid systems should (O) provide a minimum traffic detection
capability as described in ASTM-2411.

35.15.8
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OBJECTIVE REQUIREMENT :
Paragraph
Provide a total payload weight capacity of at le_ 3.5.1.59b
Possess an embedded pressure (O) fuel and de-fuel capability 3.5.1.5.10.a
Use reasonably available commercial fuel such as diesel (O) fuels 3.5.1.5.10d
All aircraft components should (O) be capable of being operated to accomplish 3.5.1.5.10.f
system maintenance, training, and / or system preparation by cither an external
Auxiliary Power Unit or from deck-edge power for at least 30 minutes under
worse case thermal and environmental conditions without external cooling.
Tracking accuracy should (O) be sufficient to allow target designation at the 35231
specified ranges.
In conjunction with the air vehicle’s automatic loiter capability, the payload 35232
should (O) be able to maintain constant surveillance and track on a designated
cographic point.
35234
353.1a
3.5.6.1.b (1)
3.5.6.1.b(2)
Automatic DF should (O) be able to separate out individual communication links. | 3.5.6.1.c
There should (O) be an option of adding additional radio units to the aircraft based | 3.5.7.1.4
on the mission of the aircraft.
The radios should (O) be integrated into the internal voice communication suite of | 3.5.7.2.2
the GCS.
Communication equipment should (O) have an additional tap for use of payload 3.5.7.2.3.f
data by external imagery systems.
The ground components of the UAS should (O) continue to operate and be 3.58.1.1.a
capable of mecting CBP mission objectives in a rain shower of 2 inches per hour
for one hour in winds up to 35 knots steady-state.
3.5.8.1.1b
The UAS GCS should (O) remain operational and be capable of meeting CBP 3.58.1.1¢
mission objectives when subject to icing conditions defined in Sec. 3.2.5.3.5.
The UAS mission objectives should (O) continue to be achievable after restoration 3.5.8.52 (1)
of electrical power. _
The UAS should (O) have electrical/electronic equipment protection devices to 3.5.8.5.2(2)
prevent power surge/power failure damage.
Indirect lightning effects for UAS ground equipment should (O) be considered and | 3.5.8.5.3
mitigated.
The UAS should (O) allow operator selection of data links. 3.59.1.c (1)
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requirements of section 3.3.3 of this specification.

OBJECTIVE REQUIREMENT
Paragraph
The Link Segment should (O) provide the capability for encrypting the primary 3.59.1.c(2)
and secondary command and data links.
3.59.1¢
The Link Segment should (O) provide data distribution (imagery and system data) | 3.5.9.1.f
from the aircraft to the GCS, SCT, and RVT, via discrete and selectable
frequencies and also provide imagery to CBP agents in vehicles or on foot.
Handoff from the GCS to another should (O) occur within the design radius. 3.59.2.2
The UAS mission objectives should (O) continue to be achievable after restoration | 3.5.9.2.3.¢ (1)
of electrical power.
The GST should (O) have electrical / electronic equipment protection devices to 3.59.23.e(2)
prevent power surge / power failure damage.
The Data Link Suite should allow for future growth to a wideband SATCOM data | 3.5.9.3
link.
3.5.10.1
3.5.10.1.a
3.5.10.1.b
3.5.11.1
35.11.1a
Each RVT should be portable by a handheld device (U) and be capable o1 being 3.5.11.7
setup and placed into operation by one person within 10 minutes.
The UAS when in its field configurations should (O) be verified to meet the 4.5.1.1
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