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L INTRODUCTION

Google users trust that - when they enter a search query into a Google search box not only

will they receive back the most relevant results, but that Google will keep prrvate whatever.

information users communicate absent a vcompelling’ reason, The Government's demand for
disclosure of untold millions of search queries submitted by Google users and for production of a
million Web page addresses or "URLs" randomly selected from Godgle's proprietary index would
undermine that trust unnecessanly burden Google, and do nothing to further the Govemment s
case in the underlying act10n

Fortunately, the Court has'r.nultiple, independent bases to rej ect the Government's Motion. |
First, the Government's presentation falls woefully short of demonstrating that the requested
information will lead to admissible evidence. This burden is unquestionably the Got/emment's.
Rather than meet it, the Government coneedes that Google's search queries and URLs are not |
evrdence to be used at trial at all. Instead, the Government says, the data w1ll be "useful" to: 1ts
purported expert in developing some theory to support the Government's notion that alaw banmng'
materrals that are harmful to minors on the Internet will be more effective than a technology filter
in el,irninating. it. o

Google is, of course, concerned about the availability of materials harmful to minors on the '

Internet, but that shared concern does not render the Government's réquest acceptable or relevant.

In truth, the data de‘manded tells the Government absolutely nothing about either filters or the

|| effectiveness of laws. Nor will the data tell the Government whether a given search would return

any particular URL. Nor will the URL returned, by its name alone, tell the Government whether |
that URL was a site that contained material harmful to minors. . |
* But, the Government's request would tell the world much about G_oogle's trade secrets and

proprietary systems. This is the second independent ground upon which the Court should reject

the subpoena. Google avidly protects every aspect of its search technology from disclosure, even

including the total number of Searches conducted on any given day. Moreov'er, to know whether a

| GOOGLE'S OPPOSITION TO
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given search would return aﬁy given URL in Google's database, a complete 'knowlédge of how
Google's séarch engine operates is required, inevitably further entangling Google in the uﬁderlying
litigation. No assurances, no promises, and no confldentlahty order, can protect Google s trade .
secrets from scrutiny and disclosure during the course of dlscovery and trial.

F mally, the Government s subpoena imposes an undue burden on Google without a
sufficiently countervallmg Justlf_lcatlon. Perhaps the Government can be forglycn its glib rejection

of this point because it is unfamiliar with Google's system architecture. If the Government had

that familiarity, it would know that its request will take over a week of erigineer time to complete.

But the burden is not mechanical alone; it includes legal risks as well. A l_;éal question exists as to
whether the Government must follow the mandatory procedures of the Electronic
Communications Privacy Act in'seel:king Google users' search queries. The privacy of Google
usets matters, and Google has promised to disclose information to the Govémment only as
re(iuired by law. Google should not beaf the burden of gueésing what the law requires in 'reg‘ard to.
disclosure of search queries to the Government, of the risk of guessing wrong. | |
| For all of these reasons, the Coui'f miist reject the Govefnmérit's Motion.
. BACKGROUND

Gdoglc was served with the Subpoena on or about August 25, 2005, demanding disclosure
of two full months’ Wofth of search q'ueries entered into Godgle's search engine by Google's users
and p‘roduction>of- all URLs in Govogle's index that could possibly be fouf;d bly a search quefy usihg '

Google's search engine at www.google.com. To put this request in context, Google provides the

world's most-used search engine at www. google.com. A search engine provides the capability for
users to submit text queries to find materials that méy be available from an index of World 'Wic.ie
Web addresses or URLs collected by the search engine p;ovi_der. Dgclaration of Matt Cutts,_‘][ 6
("Cutts Dec1.>"). Google tréats the total numbér of, and other infonnatiqri about, the 'seérch l.queries
it receivcs as highly confidential. Google treats its methods of séarching its inbdex‘and réturning
URLs similarly. Cutts Decl.; 1926-27. | |
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By way of background, the Web is composed of billions of publicly accessible Web sites

from around the world and other information sources that Web browsers can access. Each of these

sites or other online documents, pages or resources, has an address known as a "URL," short for

Uniform Resource Locator. URLs, technically speaking, are comprised of a protocol (e.g., http:/)

and an Internet Protocol address or domain name. Cutts Decl., {3. A URL name does not tell the

viewer what content may be aVailable on the Web page itself. Cutts Decl., 9 20-21.
| .Google timely objected both in writing and in telephone discussions with the

Government's counsel, as the Govemment acknowledges to the over-breadth of the request, the

seeming irrelevance of the data sought to the cla1ms of the Government the potential for

compromise of Google's trade secrets, and the 1mpact on the privacy of ‘Google search users.
Motion, passim. While negotiations with the Government narrowed.the scope of the Subpoena,
the Gotzernment apparently could not, or would not, answer Google's conc_erns. ‘Declaration of
Ashok Ramani, J 3-6 ("Ramani Decl."). The Govemrnent then moved to‘ corhpel Google's
complianc_e. | |
- .  ARGUMENT
A. ~ The Standard for Compelllng a Thlrd Party to Respond toa Subpoena

A court must quash or mOdlfy a subpoena issued to a non-party if it subjects that person to
undue burden. Mattel Inc. v. Walking Mountain }‘P.rods.», 353 F.3d 792, 813 (9th Cir. 2003). In ‘
analyzing burden, a court must balance the needs of the requesting party with the burden imposed |
on the non-party See Premiblm Serv. Corp V. Speri'y & Hutéhinson Co., | 51 1 F.2d 225 (9“’ Cvir'
1975). In performmg this balancmg test, a court must consider, inter alia, the relevance of the - |
requested information to the c1a1m or defenses in the underlymg action. Moon V. SCP Pool Corp ,
2005 WL 3526513, at *4 (C.D. Cal. Dec. 7, 2005); see DIRECTV Inc. v. Trone, 209 F.R.D. 455,
460 (C.D. Cal. 2002). | \
| Unequivocally, the Government bears the burden of establishing relevance. Echostar
Commc'n .Corp.. v. News CO'rp.'L'zd., 180 F.R.D. 391, 394 (D. Colo. 1998). The burden of

3. :
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establishing relevance is heavier when the disclosure would reveal the protected-trod_e secrets of a
non-party. Id. In such cases, the Government must show that it haS a "substantial need" for the .‘
discovery which ;'cannot be otherwise met without undue hardship." Id. (internal quofations and
citations omitted). - | o |

Even then, the stat_us of a person as a non-party Weighs héavi_ly agaihst discldsure. Rule 45_'
"was intended to provide 'appropfiate protection for the intellectual property of [a] non-party

witness." Mattél, 353 F.3d at 814' (citations omitted). "The word 'non-party’ serves as a constant

reminder of the reasons for the limitations that characterize 'third-party’ discovery."' Dart Indus.

Co. v. Westwood Chem. Co., 649 F.2d 646, 64.9'(9th Cir. '1980) (internal q;iotations’ omitted).

| Thé Government, o_f course, has told the C_oort none of this. Instead, it relies on a
talismanic incantation that fhe standard of relevance is met "so long as [the request] is reasonably
calculated to lead to the discovery of admissible evidence." Motion, at 5 (oiting Us. exrel.

Schwartz v. TRW, Inc., 211 FR.D. 388, 392 (C.D. Cal. 2002)). Remarkably, the case the

| Government cites stands for exactly the opposite proposition.‘ Rather than holding that the

fclevance standard is met in third party discove;y cases with the mere assertion of need, Schwartz
actually granted the motion of the third party — there, the Govemment itsélf - to withhold
information on the grourid of privilege if the court found the underlying information to be
privileged. 211 FRD at 3:93. The oase iﬁposed a heavy burden on the party seeking discovery -
from the third party to make "a strong showing of necessity" for the infoifmatiori. Id. b(interhal |
quotatiohs and citations omitted). | | |
Here the Goveﬁiment fails to show that the data it seeks actualiy will lead to anything
admissible in the underlying case because ﬁhe data simply is not relevant to any oléim or defense.
Having not crossed that initial threshold,. it almost goes unsaid that they‘have not met‘ the heavier:
burden they bear to force the disclosure of Google's confioential information. In the end, thelr

purported need pales in comparison to the burden imposed on Google in meeting the request.

-4 -
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B. The Government Falls to Establish That the Data Will Lead to Admissible
Evidence

“The Government's rationale for its Motion is tWo—led:

(1) the production of [a week of search queries] would permit the
Government to evaluate whether COPA or filtering software is more
effective in restricting access to harmful-to-minor materials in response to
searches as they are actually performed by present day users of the Internet
(Motion, at 6); and

(2) the production of [randomly selected URLs] will permit the
Government to review a sample set of Internet addresses available to be -
_retrieved from the search engines operated by Google and by other entities.
From that set, the Government will be able to review the sample to draw

~ conclusions as to the prevalence of harmful-to-minor material on the
portion of the Internet that is retrievable through search engines. Motion,
- at 8.

This, the Government asserts, is‘enough' to pass Rule 45 musterand to oVercome all of Google's
objeetions to production. It is not. |
The Government's showing is mere argument not the required proof of the demanded
data s relevance to therr claim. What the Govemment has failed to understand or admit is that the' _
data it seeks from Google has no conceivable use in furthermg either of the quemrnent s pomts.
In the absenee of a coherent theory'of relevance, the G_ovemment's- dernand must be denied. Sée
RoIbin Singh Educ Servs., Inc. v. Excel Test Prep, 2004 WL 2554454_, at *2 (N.D. Cal. Nov. 9,
2004) (denying motion to compel since, i_nter.alia, "[o]ther than the naked statement of this
argument, Plaintiff ‘do‘es not even attempt to show how either of these two bases for relevance in _

fact _obtain")‘; Nicholas J. Murlas Living Trust v. Mobil Oil Corp., 1995 WL 1241‘86, at *5 (N.D.

| 111 March 20, 1995) (denying motion to compel in part'Sinee, inter alia, plaintiff failed to

articulate a coherent theory which would explain how the requested information was relevant). '

-5
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We explain why the Government's theory is Wrorlg below, supﬁorted throughcut with
reference to rhe Declaration of Matt Cutts, a Senior Engineer with Google who has direct |
knowledge of Google's search engine operation. ! - |

1. Search Queries

The Government apparently Warl_ts to evaluate the effectiveness of filters by evaluating
"searches as they are actually performed by present day users of the Internet" against a database of

available URLs. Motion, at 6, 8; Declaration of Phillip Stark, 4 3-4 ("Stark Decl."). Set aside

'.that such a theoretical comparison could be done without regard to any of Google's data, the query

data requested by the Government has no easﬂy cOmputedcorrelation.tc how Google would
generate a search result based on that same data. This is because when a user enters a search,
Google runs a'system of proprietary and confidential methodologies. and algorithms that allow

Gcogle to crawl and index a portion of the Web, and return the most relevant search results to

users. Cutts Decl., 9.  These crawling, collecting, and sorfirrg techniques are Google trade

secrets It is therefore impossible for Professor Stark to develop a test or study from the requested
Google querles that would reflect reahstlc search results, W1thout knowmg how Google 1tself |
would produce a search result based on that query |

Slmllarly, Google users can and do -mod1fy their environment to generate certain types of
search results. For example, users may employ Google's SafeSearch pornography filter to limit
results. They naay use Gcogle's advanced search programs to deliver personaliZed cr customized

search results as well. Cutts Decl., | 10. Therefore, the same query will generate different search

1 The court should view the Cutts Declaration as standing in strong contrast to the
Government's declarant, Professor Phillip Stark, a statistician who apparently has been hired to
produce a study to support the Government's contentions. The Stark Declaration is vague,
cursory, and uninformed about the operation of Google's search engine. -In any event, Professor
Stark's opinion ought to be viewed with some scrutiny. Although positioned as the Government's
expert, he has not yet been qualified as a reliable expert by the Pennsylvania court trying the
underlying case pursuant to Federal Rule of Evidence 702 or Daubert v. Merrell Dow Pharms.,

Inc., 509 U.S. 579 (1993). The Pennsylvania court has thus not yet determined whether Professor -

Stark's testimony is reliable and of any assistance to the trier of fact. Id.
-6 -
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results at different computers, depending on the user's oreferences again making it impossible for
the Government to develop a test or study that reﬂects the results from a given search query.
Furthermore, the Government says that its requested search queries will assist it to
understand "the search behavior of current web users." Stark Decl. ‘][ 4. This statement is so
un1nformed as to be nonsens1ca1 Search querles run on Google's databases come from such a
wide variety of sources that Google s query data, stripped of personally 1dent1fy1ng information,
will not reveal whether the search query yvas run by a minor or adult, human or non-human, or on

behalf of an individual or business. No conclusion can accurately be drawn from this data about

individual behavior. Cutts Decl., J 11 — 15.

* Indeed, the search query data demanded by the Government would include all "real"
queries entered by individual users and automatic queries generated rby computer programs called
"'bots."l Identifying and removing ail bot and other non-human generated queries will be difficult —
if not impossible — for most researchers. ' Retainingthe bot inquiries, whic_h can generat_e rnany '
times the number of searches.as an individual;-will skew any data set beyond usability and wili;
generate sea_rch results that are meaningless if not.misieading. Cutts Decl., {4 12- 13

In addition to bot queries, an individual may run hundreds of queries on Google, not for
routine search purposes, but to check the ranking of a website or to deliberately skew Google's
query log. Some Google users have actually deliberately sent pornography queries.to Google in

reaction to the Government's Subpoena.. One. str1k1ng example 1s that of an individual who wrote a

_ feature for the F1refox (Mozilla) web browser that will send a random pomography query to -

Google whenever a user enters a query, as if the pomography query had also been entered by the |
user. Cutts Decl., J§ 14-15, Ex. A, |

' Finally, Google's systern is not static. Algorithms regularly- change. The i_dentical search
query submitted today may yield a different result than the identical search conducted yesterday.
Inno meanmgful way can it be said that a past week's’ Worth of search querles will yield URL

responses as performed_by 'present day users of the Internet " Motion, at 6. Past searches tell the

.
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Government nothing about URLs available from those searches, now or in the future. Cutts Decl.,
q16. o |
2. URLs .
As Mr. Cutts' Declaration elabo_rates, there is no superficial correlation between (a) the
presence of a URL in Google's index and (b) the likelihood of that URL being returned as part of a.
search result, or .being accUrately.indicative of the Web page to which it links. ~Google only

attempts to crawl the "best of the Web" to create a useful repository of Web pages. Google then

| implements a structure of complex systems and policies that build on each other for scoring,

ranking, returning, or blocking URLSs in response to queries. Cutts Decl., _‘][‘][ 17-19, 22. In short,

[unless you know how Google works, you cannot possibly know what Google will return in

response to any query. 'Any assumption to the contrary would be inadmissible speculation.
In addition, the Government will not be able to ascertain the content of a Web page from

its descnptwe URL name. A Web site's name that suggests potent1a1 harmful materral may be

| benign. Conversely, a URL-that seems innocent may actually return pornographlc material. The

classic example is www.whitehouse.corn Which was a pomographyAsite. Here, the adage "you
can't ]udge a book by its cover' apphes A URL such as |

http:/www. pbs org/wgbh/pages/pronthne/shows/porn/etc/hnks html contains the word "porn" but

actually prov1des hnks to anti- pornography organizations. Cutts Decl. ‘][ 20.

: Web page content also changes, or can be changed, every day or more frequently For

_[[example, unscrupulous Web site owners w111 program their Web page to show innocent content to

Google, in order to improve the ranking of their ; pages only to swap out that content later to.
display pornographic maten_al. To ensure the relevancy of i its search results, Google puts :
significant effort into finding and removing those documents, but the process demonstrates the -
point that the URL itself is not indicative of what content will be dis’plaYed in response to a search.’

Cutts Decl., ] 21.
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3. The Data Is Not Useful for Any Study

As Google has explained‘ to the Government for months, search queries and _randomly-
selected URLs from Google's index not only have no correlative value in‘ a vacuum, but any study -
conducted without understanding Google's system will produce misleading and grossly inaccurate
test results, and as a consequence, will not lead to admissible evidence. The Government has
made no showing in its Motion of relevance and instead has posited only the goals of its proposed
study. But if used as the Government suggests the requested data would so distort Professor |

Stark's analys1s as to render it useless and mlsleading This does not merely g0 to the weight to be

accorded the opimon by the trier of fact; it goes to the Very relevance of the data requested to

|| support the oplnlon in the first instance. Accordingly, the Motion should be denied. See Robin

Singh, 2004 WL 2554454 at *2; Heidelberg Americas, Inc. v. Tokyo Kiktzi_Seisaki_tsho, Ltd.; 333
F.3d 38, 41 (1% Cir. 2003) (affirming that subpoena cast too wide a net when "some considerabl_e
question exist[ed] as to how discovery of the materials would lead to . .. other d1scoverab1e |
matenals") Palumbo v. Schulman, 1998 WL 436367, at *5 (SD.NY. July 27, 1998)
(acknowledging unlikelihood that non-partles documents alone would be relevant to the
underlymg issues); In re Surety Ass'n ofAmerzca 388 F.2d 412, 414 (2d C1r 1967) (afflrmmg tr1a1
court's denial of motion to compel where party sought documents regarding types of bonds outside .

of the one at issue).

"IC.  The Subpoena Demands Google's Valu_able Trade Secrets

The Government seeks compelled disclosure of Google's Valuable trade se‘crets and highly |

| confidential commercml mformatlon that, if even 1nadvertently revealed, would seriously damage

Google The burden rests on the Government to show that it has a "substantial need" for the
information and that the information cannot be otherwise obtamed without "undue hardshlp.
Compaq Computer Corp. v. Packard Bell Elecs, Inc .163 F.R.D. 329 '338 (N.D. Cal 1995);
Echostar 180 F.R.D. at 394; Katz v. Batavza Marine & Spon‘mg Supplzes Inc., 984 F.2d 422, 425

(Fed. Cir. 1993) (affirming district court's quashmg of subpoena that sought confidential -

9.
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information and did not show a need for the broad range of mformatlon requested) If the
Government shows such "substantial need" and absence of altematlves and it cannot — the Court
must balance the Government's need with the i mjury that would result to Google. DIRECTV,_209

F.R.D. at 459; Echostar, 180 FRD at 394. The balance here plainly favors Google.

1. The Demanded Data Contains Valuable Trade Secrets and ,
Confidential Commercial Information

The Government has not and cannot dispute that Google has de\?oted enormous amounts of
time and expense to protect its valuable trade secrets and confidential commercial information. |
Google's query and URL data is as secret as any data in the company and must be protected
DIRECTV 209 F.R D.at 460 see also Katz, 984 F.2d at 424 (citing Am Standard Inc. v. Pfizer,
Inc., 828 F.2d 734, 740 (Fed.v C1rf 19_87) (product formulas, product fabrication and marketing
plans are trade secrets and should not be subject to discovery)). .

The Government acknowledges that Google asserts information about ‘search'queries isa

[ trade secret, but says Google identified no reason why it would suffer harm from compelled

disclosure. Motion, at 7. But that harm is piain, because a week'sb worth of query data reflects a
sizable number of queries. Taken together (or even in significant groupi'ngs) those queries reflect
a wealth of information about aspects of Google s business that, if revealed would i injure Google s -
competltrve position. An analysis of Google's query data would reveal proprletary information
such as the number of queries that Google can or does process, its capabilities of processmg |
certain Iengths and types of queries, its market_share in the United _States' and other countries, and
even the demographiCs of its users. Cutts Decl., ] 26. Competition With Google is fierce |
Google's competttors could use Google s confidential query data to manipulate their search
engines to accommodate Web users and run quenes s1m11ar to Google's.

Like queries, from even a sample of URLs that Google has mdexed one could estimate,
among other things, the size of Google s index; how deeply Google crawls in d1fferent countrles or

languages and the ability of Google s crawl metrics to measure the reputatron of pages or
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domains. Information about how Google crawls or visits the dlfferent sub-pages ona webs1te to
collect the best URLS, is essentral to Google's success. Google has developed its methods and
technologies over many years and at con31derable expenseT Cutts Decl., 27. If Google's
competitors were to access this information, they could conform their size and crawling metrics to
Google's, thereby generating search results that mimic Google's and competing more effectively
with Google | | |

Google takes extraordmary measures to protect its trade secrets and confidential -
commercial information.2 Both Mr. Cutts and Marty Lev, Google's Director of Safety and
Security, offer numerous examples in their Declarations that illustrate the measures of protection
ranging from .Google's facilities and computer systems to its employees. Cutts Decl., I 29-35;
Declaration of Marty Lev, passim. For example, iGoogle protects its valuable trade secrets at the
most ba‘sic level by not disclosing‘ the number of computers it 'maintains to run its search ehgine'
the nature of the search strmgs typed by users, the type of browsers its users rely upon the mix of
languages that its search engine handles, or how many queries it processes in any given day. Cutts
Decl ‘1[‘1[ 24 26. Access to Google $ 1nternal systems and, in part1cular Google s query log and |
1ndex are each restricted to a small group of trusted employees w1th spec1al clearance based in |
part, on the length of their employment and demonstrated need for access. Cutts Decl., q32.

The very fact that the Government is s0 uninformed about the value of search and URL

information and so dismissive of Google's interest in protecting it speaks volumes about why the -

| Court should protect Google from, this compel_led disclosure. The Government's cavalier attitude

undermines any credibility in the assertion it later makes that it can or will protect Google against

2 Google routinely receives and refuses requests from researchers and analysts for search
query and URL data. For example, Google has denied researchers query logs to protect both its
trade secrets and confidential commercial information, and to protect the privacy of its users.

Cutts Decl., I 35. Ironically, almost six years ago, Professor Stark obtained a small sample of
‘URLSs and queries from a particular Google engineer for what he described as a research project.

Ramani Decl., { 7. Unequivocally, it is and has been Google' s policy for years not to share any
such information w1th third parties. Ramani Decl., 7. :
-11-
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loss or further disclosure of the information — a promise that is hollow in the context of litigation
in any event.
2. Disclosure of Google's Trade Secrets Is A Significant Possibility

Wide dissemination or outfight disclosure of Google trade secrets is inevitable if the Court -

grants the Government's Mbtion, becalise Google neceSsarily will become enténgled in the

underlying litigation.

Disclosure to the Government, and Professor Stark, is only half the story. Once the.

| Government tries to suppbi_'t its proposed'theory with Google's query and.URL data, the ACLU

will question the theory's validity and suppo'rting data. Th_e ACLU has issued a subpoena to AOL
apparently doing just that in regard to AOL's prOductioh in response to a similar Government
subpoena. Ramani Decl., qs. Thié places Google — an unwilling non-party — in the witness chair, -
aﬁd exposes Google's intellectual propérty to cross-examination in opén coﬂrt_by the ACLU, its
counsel, experts, and consultants. No protective order can Safeguard Google from 'the eventual -
eroding of the secrecy of Googl'e's operations anci of its éompetitive_ advantages as arésult of the
.sharing of its information through or in litigation. At the very leasf, Goo gle should not have to
rely on a Pfotééfi\}e Order fthat Was signed by the parties béfore Googlé was ever issued the - -
Subpoena.’ Google neither agreed to' nor negotiated the Protective Order and therefore had no
control over its'terr_n.s. |

| Moreo§cr; Googlé has no control over whom the parties may ideﬁtify as expert witnesses

or consultants that, according to the Protective Order, will have access to confidential information.

3 Unlike the Protective Order in Compag, which prohibited access by the parties’
employees, agents, and even in-house counsel, the Protective Order signed by the Government and
the ACLU gives the parties' employees, witnesses, consultants and counsel access to the
information and in no way protects Google's proprietary trade secrets and confidential commercial
information. See Compag, 163 F.R.D. at 339. Further, the Government's reliance on Truswal Sys.
Corp. v. Hydro-Air Engineering, Inc., 813 F.2d 1207, 1211(Fed. Cir. 1987) for the assumption that
counsel will not violate the terms of a protective order is mlsplaced as Google's concern reaches

farther than mere exposure to partles counsel.
-12-
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For example, a party may hire a consultant with expertise on search engines who likely was or Will o
be employed by a Google competitor. Even the Gevemment acknowledges in the little ithas
disclosed about Professor Stark's study that Google s data wrll be viewed in "accounting for the
potential of any variations in the types of queries that are entered into dlfferent search engmes "4
Motlon, at 6. The P_rotectlve Order offers no shield at all against the array of censultants the
parties can hire who vt/ill rely en and testify as to Google's trade secrets and confidential
cornmercial information. The parties have not even yet desi_gnated their experts and eonsultants;
therefore it is impossible for Geogle to know who will have access to its information. |
‘Disclosure to Prefessor Stark is a perfect example of the signifieant threat of harm to
Google. Professor Stark's pursuits‘include consulting in the private sector. Ramani Decl., Ex. A

One example that deeply concerns Google is his involvement with Cogit.com regarding targeted

Web advertising. Cogit describes itself as a Web analyst that "provides insight about your

customers" and "reveals facts about how they find yeur site, how they interact with it, and how

they leave " available at http://www. cogit com/. Professor Stark's involvement with Cogit and

s1m11arly s1tuated companies may pose a serious threat to the protectron of Google s trade secrets .- _
and confldentlal commercial 1nformat10n |

3. The Government Has Not Shown a Substantial Need

‘The Government asserts that Google's query and URL data "would be of value to the -

Government in its development of its overall sample of queries” because Google has the largest : '

| market share of the Web search Market. Motion, at 6. But this is no shdwing‘c)f "substantial

need" at all. Professor Stark does not say the data is "essential,” that there is no alternative to it, or

that the study he proposes will not stand without it; nor does he explain why a study based on

4 Of course, variations in search queries entered are meaningless. What matters are the
URLs returned in response to-a given search. As noted above, Professor Stark cannot surmise

what URL will be returned without knowing how the particular search engine works. Certainly,

any comparison of queries run, to be relevant, would have to use identical terms, would depend on
the entity running it (e.g., bot or human), the origin of the query, and other variables that

statistically or otherwise. render the exercise one of fut111ty Cutts Decl , Jq 8-16.
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samples of randomly selected data must include Google's data to be vahd. This is hecause none of
these p‘oints is true. | o
Google's data cannot be essential, because 'the Govemment did not demand data from Ask
Jeeves, one of the four major U.S. search engines. Professor Stark does not explain the lack of
need for that deta because he has not in fact disclosed how any data will be used in his putative
study. Conversely, Googie’s data‘ cannot be es_sential because the Government itself has narrowed
its request to Google to a smaller sampie. If a smaller sample is adequate from‘Google, and the
Government hasn't asked for data from Ask J eeves, the Government should explain why it doesn'r
have enough data from the search engines that alreadv have provided millions of search queries
and URL data in resnonse to this very Government subpoena. Stark Decl.; 4 8. There is no
showing of necessity be'cause there.is no explanation of the study itself or how a sampling of data

proves any fact reliably. In the absence of such a showing of necess1ty, the Motion should be.

denied.  See DIRECTV, 209 F.R.D. at 460 (arguments not supported by spec1f1c facts or sufflclent'. |

| explanation of why defendants need plaintiff's proprletary 1nformat10n are 1nsufflc1ent to show

need)

Nor' can there be "substantial need" where, as Google has told theGoverhment, and it
acknowledges as.much, there are’better alternative sources of informa"cion. Motion, at9. The
Government concludes'without__explénation thzr't'those sources are "incomplete” and the "most
readily availabl.e source for those materials are [sic] the operators of search engines' themselves v
Id On the first point, the Government is 51mp1y wrong, on the second pomt it chooses its own
convenience over the burden it imposes on Google.

M. Cutts presents numerous examples of altemative sources for queries'andl URLs 'in\his '
Deciaration. Cutts Decl., |q 36 — 38. Google describes a few of these alternatives here.
Metaseatch engines Dogpile and MetaCrewler each provrde services that allow anyone to-view

hsts of querles through their search services, "SearchSpy" and "Metaspy respectlvely

SearchSpy, available at: http:/www. dogpile. com/info. dogpl/searchspv/ allows one to choose to
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view either filtered or unfiltered search queries. With a simple click of a mouse, a user may view
searcthuerie's as they are run in real time. Metaspy, available at

httﬁ://www.metacrawler.conl/info.metac/searchspv', offers the same feature. Ask Jeeves' "Ask

Jeeves Take A Peek" service, available at http://www.ask.com/docs/peek/, lists recently run
queries and refreshes autornatically twice a minute. |

Regarding URLS, the data the Government claims to seek is readin and abundantly
availanle from Alexa.com ('fAlexa"). Alexa is specifically i_ntended for "[r]esearchers who wish to
tackle problerns related tO'Web.content,." allowing users to process over four billion URLs and
over 1.7 billion full-text documents. A researcher or developer ‘_coul.d‘use fhis system to test
software codev, including pomographyifilters, across much more than the one million URLs sought
here, and to test eode over the full text of documents. Cutts Deel., q37, Ex.B. |

'_The query and URL data sought by the Government is available from other sources in form -
and content more suited to its pfoposed study, for whatever value there may be in the enterprise. - :
Whateyer‘else' that can be said, there is no necessity when similér data is available .from other
sources. »Cqmpare Compayg, 163 F.R.D. atl 338 (subsfantial need for a portion of requested
inforfnation cenceming industry pfactice was established When infermétion could be obtained by
no source other than third party mdustry member) with Am. Standard, 828 F 2d at 743 (need not
estabhshed when mformatlon was publicly avallable) Travelers Indem. Co. v. Metro Life Ins. Co.,

228 FR.D. 111, 114 (D. Conn. 2005) (granting motlon to quash subpoena served on non-party

|| since, znter alza requested information was otherwise avallable)

D. = The Subpoena Imposes an Undue Burden on Google

A court must quash or modify a subpeena issued to'a non~i)arty if it subjects a person to an
undue burden. Mattel, 353 F.3d at 813; see also Echostar 180 F.R. D at 394 Travelers Indem.
Co. v. Metro. Life Ins. Co., 228 F. R D. 111 (D. Conn 2005). Google's non-party status weighs
heavxly against the Gove_rnment in a burden analysis. See Dart, 649 F.2d at 649; Travelers, 228 -
FRD at 113 ('4courts also give special weight to the bufden on non-parti_es of producing '.
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documents to parties involved in litigation") (citing Cusumano v. Micros‘oft_ 'Corp., 162 F.3d 708,
717 (1% Cir. 1998)).

1. The Time and Resources Requlred to Pull the Requested Informatlon
Would Be Slgmficant

The Government asserts that Google's burden of complying yvith the Subpoena is
"minimal," "not complicated," and "straight-forward " -Motion at 7. 9. That other search engines
have comphed with the Subpoena and not reported d1fficu1t1es has nothrng to do with Google or
its burden. Contrary to the Government's dismissive statements, the Subpoena would requlre
s1gn1f1cant time and resources, may hinder Google's basic operatlons, and may affect Google's
performance.‘ |

First and most basicaily' Google does not maintain query or URL data in the ordinary
course of business in the format requested by the Government. For this reason alone the

Government s Motion should be denied. Instituform Technoiogzes Inc. v. CAT Contractmg, Inc

'168 F.R.D. 630, 633 (N.D. Ill. 1996) ("Rule.45 does not contemplate that a nonparty w111 be _' -

forced to create documents that do not exist"). Nor is there a program that could sirnply gather the
requested data. - Therefore, Google vyould have to create new code to format and eyrtract the query
and URL data from its many computer banks Pulling each type of data would require multiple
teams of Google engineers, diverted from their norrnal job responsrblhtles to research develop,
write, 1mp1ement test, fix and execute new computer code F1na11y, the selected data'must»be '
extracted and copled into a format that can be prov1ded to the Government In total, the process of

gathenng the queries and URLs would likely consume up to eight full-tlme days of englneermg

[ time. This time, of course, would have to be covered by other engineers within Google. Cutts '

Decl., 14 39-42.
Even if the Government were to pay Google for its engineers' time, executing the searches
required by the Government's requests would command extended hours of processing timeon

Google's,computers. Running these programs above and beyond the normal demand on Googie's '
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computers is lﬂiefy to cause slowdowns, interference and even interruption of Google's normally
efficient flow of operations and service, resulting in lower quality of ‘seryice‘ to users of Google‘s
search engine and to Google's advertisers. Cutts Decl., ‘]['4._2.

While again we don't know because Professor Stark hasn't said, if it is the Government's
intention to use the Google d‘ata to then run the same search queries on Google.com, this would
put a further enormous and undue burden upon Google. To run the search queries would
essentially add a week's worth of searches on Google.com. If the Government were to do this

within a short period of time, it would put an enormous strain on Google's computer systemnis.

Cutts Decl., {23. See, e.g., Palumbo, 1998 WL 436367, at *5 (finding that, since non-party data |

could not be viewed in isolation, it would be unduly burdensome to ask defendants to examine

additional information).'

'_2. The Government's Offer to Collaborate Is Inadequate and Unrealistic.

Suggestmg that creatmg some multl-stage sample makes it easy on Google the .
Government offers that it and Professor Stark are w111mg to work with Google to spe01fy a mu1t1-
stage sample of the quenes ' and URLSs to reduce " any burden on Google Motlon at 7; Stark |
Decl., 3. True to form neither the Government nor Stark proposes a method by Wthh to specify |
such samples or how to determine randomness Defining "random" could mvolve days or months
of negotiations on how to determine selection, Wthh could involve months of research and weeks

of negotiations on a matter that is currently debated in journals and among authorities. The

|| Government's _conclusory statements of the willingrness to collaborate with Google are unrealistic

and in no way reduce t,h'e potential burdens on Google; it further entangles Google in the.litigation,
further exposes it to pre-trial deposition and cross-examination at trial, and makes it an'unyvilling
witness and participant in the development of an expert's theory. This the law does not require nor
should the Court set in mot1on by passmg on the Government s Motion. Premium Serv., 511 F.2d

at 229 (plamtlff's offer to reduce burden by sifting through non—partles documents was

unreahstlc)
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3. The Production of the Requested Data Will Result ina Chllhng Effect
~ on Google's Business and User Trust

If Google is forced to compromise its privacy principles and produce to the Govemment .
on such a flimsy request, its search query and URL data, Google will, without a doubt, suffer a -
loss of trust among users. Google's success can be attributed in large part to the high volume of
Web users attracted.to Google.corn every day. The privacy and anonymity of the service are
major factors in the attraction of users — that is,‘u‘sers trust Google to do right by their personal
information and to provide them with the best search results. If users believe that the text of their
search queries into Googlé'_s search enginc may become public knowledgc, it only logically
follows that they will be less llikely' to use the service. |

This is no minor fear because search query contont can disclose idcntities and personally
identifiable in'formation. such as user-initiated searches for their own social security or credit card

numbers, or their mistakenly pasted but revealing text. Cutts Decl., q 24-25. What will the -

Government do with this information? While the Protective Order says it should do nothing, at

| least one Department of Justice spokesperson has said: "I'm assuming that if something raised

alarms, we would hand it over to the proper [authorities]." Technology: Searching for-Searches,

[ Newsweek, Jan. 30, 2006; Ramani Decl., Ex. B.

Becau_s_e this chilling effect on Google's' business is potentially severe, the Motion should -
be denied. | |

V' 4. Google Should Not Bear the Burden of Responding to Potentially
Inadequate Process Based on ECPA

In addition to thc compelling arguments already presented, there remuinS a substantial B
question as to ‘vx‘fhether the Govemrnentfs request for search queries invokes the mandatory - '
procedures of the Electronic Acommunications _Privacy Act ("ECPA"), 18 U.S;C. §8 2701-2712.
ECPA "creates statutory privacy rights for customers and subscribers of computer network Scrvicc

prov1ders Searchlng and Sezzmg Computers and Obtaining Electronzc Evzdence in Crzmmal

: Investzgatzons Umted States Dep't of J ustlce Computer Crime and Intellectual Property Section
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Criminal Division (July 2002), available at www.Cybercrime.gov/s&smanual2002.htm. The
procedures defined in ECPA for governmental access to stored electronic communications and
associated transactional data are not discretionary. 1f search queries are covered by the statute —

and there is good reason to believe they are — the Government must follow the mandatory

procedures of either obtaining a court Order or giving notice to every Google user and issuing a

subpoena.
The privacy of Google users matters and Google has promised to disclose information to

the Government only as required by law or where some imminent harm is threatened. Ramani-

Decl., Ex. C. Google should not bear the burden ’anvd the risk of having to decide whether ECPA

appiies to this request.

Google provides a service to the public that gives users the ability to send electronic
communications in the form of search queries and to receive electronic comrnun'ications in the
form of search results Google users may initiate recurring searches w1th results sent to their
Google GMuail or other email accounts at user — deﬁned 1nterva.1s Under ECPA, any service that o

"provides to_ users thereof the ability to send or receive wire or electronic communications” is an
electronic cornmunica‘t»ion service ("ECS").5- 18 U.S.C. § 2_510(15).. An ECS cannot disclose the
content of such communications absent strict government compliance with the procedures outlined -
in Section 2703 Under those procedures a mere subpoena for this inforrnarion is not enough..

Further, ECPA places similar restrictions on the dlsclosure of stored commumcatlons to

_ the government by providers of remote computmg services. A "remote computmg_ service' means

|| the provision to the pubhc of computer storage or processing services by means of an electronic

5> Some courts have held that a mere "user" of an ECS provided by another is not itself an
ECS. See Crowley v. Cyberspace Corp., 166 F. Supp. 2d 1263, 1270 (N.D. Cal. 2001) (holding
that Amazon.com is not an ECS because it did not provide users the ability to communicate); see -
also In re Jetblue Airways Corp. Privacy Litigation, 379 F. Supp. 2d 299, 310 (E.D.N.Y. 2005)
(airline reservation website is not an ECS). Google is no mere user of another's ECS of course. It
provides the very communications capability at issue here — search — and the capability to receive

to receive or direct receipt to oneself or others of search results.
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communications system." 18 U.S.C. § 2711(2). An "electronic communications system" is any
facility used "for the. transmission of wire or electronic communications, and any 'computer
facilities or related electronic equipment for the electrohic storage of such communications.” 18
U.S.C. § 2510(14).- |

ECPA applies to a remote computing service if the communication that is held or

| maintained on that service is — E

(A) on behalf of, and received by means of electronic transmlssmn from (or
created by means of computer processing of communications received by
means of electronic transmission from), a subscriber or customer of such

‘remote computing service; and '
(B) solely for the purpose of providing storage or computer processing
~ services to such subscriber or customer, if the provider is not authorized to
‘access the contents of any such communications for purposes of providing
‘any services other than storage or computer processing.

18 U.S. C. § 2703(b)(2).

Google users routinely store or establish repeat search queries. Google processes search .

[ requests as d1rected by, and for, its users who in turn retrieve the search results of the1r choosmg .

from Google's index, or Google sends the results by email or text messages to individuals, to
wireless phOnes or other designated mobile devices, Cutts Decl., ] 6. 'Said in plain-language,
users rely on the remote computer facilities of Google to process and store their search requests
and to r_etr_ieve'by electronic transmission their search results. ' |

: That the chernment has asked Google to remove any personally identifiabl.e'inforr'nation
from the content of the search queries is of no moment. ECPA makes 1o exceptiorrf'or
anonymous or anonymized content. Surely, the Government does not mean to s_uggest that it
could ohtain millions of e.mailsl.sto'red .i_n G'oogle‘s servers simply by asking Google to remove the
"To" and "From" lines. It matters not that it might even be helpful or relevant to the chemment's
case to show that email is used to send content harmful to minors. Con_ten_t is off limits under

ECPA except in rare cases and when procedural safeguards are_follcwed. Gocgle should not bear
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the burden of interpreting whether the Government is ehtitled to the seérch query results under the
form of process it has issued. - | |
IV.  CONCLUSION

The Government seeks trade secrets from Gdogle without coming close to proving that
these secrets would be relevant in the underlying litigatioﬁ, that the Government faces a
"substantial need" that would not impose an "undue burden" on Google, and that federal law does
not blunt the diSéldsure; The Govémmeﬁt's Motion must fail. |

DATED: February 17, 2006.

o Respectfully submitted,

PERKINS COIE LLP

By: /s/ :
ALBERT GIDARI, JR.

LISA A. DELEHUNT
180 Townsend Street, 3™ Floor
San Francisco, California 94107-1909
Telephone: (415) 344-7000 -
Facsimile: (415) 344-7050
Email: AGidari@perkinscoie.com
Email: LDelehunt@perkinscoie.com

Attorneys for Goo gle
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ALBERT GIDAR], JR, pro hac vice
(AGidari@perkinscoie.com)
Perkins Coie LLP

1201 Third Avenue, Suite 4800
Seattle, WA 98101 _
Telephone: (206) 359-8000
Facsimile: (206) 359-9000

LISA A. DELEHUNT, Bar No. 228551
(LDelehunt@perkinscoie.com) '
180 Townsend Street, 3 Floor

San Francisco, CA 94107

Telephone: (415) 344-7000

Facsimile: (415) 344-7050 -

'AttomeysvforGo.ogle Inc.

- UNITED STATES DISTRICT COURT ‘
NORTHERN DIS'TRICT OF CALIFORNIA

SAN JOSE DIVISION
BT K OO B | CASNO st
UNITED STATES, | PROOF OF SERVICE
Plaintiff, | |
v »
GOOGLE INC,
| Defendant.

I, Susan EV Daniels, am employéd in the County of San Francisco, State of California. I
am over the age of 18 years and am not a party to the w1th1n action. My busmess address is

Perkms C01e LLP, 180 Townsend Street, 31 Floor, San Francisco, Callfornla 94107. 1 am famlhar

.w1th the business practlce of Perkms Coie LLP. On Febmary 17, 2006, I caused to be hand serv_ed

the followmg documents:

1)’ GOOGLE’S OPPOSITION TO THE GOVERNMENT’S MOTION TO COMPEL

Proof of Service ' ' _ ' [41063-0026/BY060480.055]
Case No. 5:06-mc-80006-TW ' :
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2) DECLARATION OF ASHOK RAMANI;
3) DECLARATION OF MARTY LEV; and -

4) DECLARATION OF MATT CUTTS.

‘by placing a true copy(1es) thereof enclosed in a sealed envelope addressed to the followmg

party:

Attorney for Alberto R. Gonzales

Joel McElvain

U.S. Department of Justice

Civil Division, Federal Programs Branch
20 Massachusetts Ave., NW

Room 7130

Washington, DC 20001

202-514-2988

202-616-8202 (fax)

X  BY HAND DELIVERY I caused each envelope to be hand delivered to.the party 11sted
above. . _

I declare under penalty of peljury under the laws of the State of Cahforma and the Umted States
of America that the foregomg is true and correct and was executed in San Francisco, California.

DATED: February 17, 2006 .
. __/S/
Susan E. Daniels

Proof of Service - . © . [41063-0026/BY060480.055]

Case No S: 06-mc-80006-IW




