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8�6��'HSDUWPHQW�RI�&RPPHUFH�3ULYDF\�,PSDFW�$VVHVVPHQW
8�6��&HQVXV�%XUHDX�&(1�� ',7'

8QLTXH�3URMHFW�,GHQWLILHU����������������
,QWURGXFWLRQ� 6\VWHP�'HVFULSWLRQ

Provide a description of the system that addresses the following elements:
The response must be written in plain language and be as comprehensive as necessary to describe the system. Please answer each question (a) 
through (i)separately.

(a) Whether it is a general support system, major application, or other type of system

&(1���'HFHQQLDO�,QIRUPDWLRQ�7HFKQRORJ\�'LYLVLRQ��',7'� FRQVLVWV�RI�ERWK�JHQHUDO�VXSSRUW�
V\VWHPV�DQG�PDMRU�DSSOLFDWLRQV�

Major Applications
&(1���'HFHQQLDO�PDQDJHV�WKH�GHYHORSPHQW�DQG�LPSOHPHQWDWLRQ�RI�PDMRU�GHFHQQLDO�FHQVXV�
DSSOLFDWLRQV�XWLOL]HG�E\�WKH�'HFHQQLDO�&HQVXV�3URJUDP���7KHVH�DSSOLFDWLRQV�SURFHVV�UHVSRQVH�
GDWD�IURP�FHQVXV�WHVWV�DQG������&HQVXV�RSHUDWLRQV��DQG�SHUIRUP�TXDOLW\�DVVXUDQFH�
PHFKDQLVPV�IRU�YDULRXV�FHQVXV�RSHUDWLRQV� 7KHVH�DSSOLFDWLRQV�DOVR�IDFLOLWDWH�WKH�DFTXLVLWLRQ�
RI�VRIWZDUH�DQG�LQWHJUDWLRQ�VHUYLFHV�UHTXLUHG�WR�VXSSRUW�WKH�8�6��&HQVXV�%XUHDX��86&%��
GXULQJ�WKH�SUHSDUDWLRQ�DQG�DFWXDO�'HFHQQLDO�&HQVXV RSHUDWLRQV�

6RPH�H[DPSOHV�RI�WKH�LQIRUPDWLRQ�FROOHFWHG��PDLQWDLQHG��DQG�RU�GLVVHPLQDWHG�ZLWKLQ�&(1���
'HFHQQLDO�DUH�QDPHV��DGGUHVVHV��JHQGHU��DJH��GDWH�RI�ELUWK��UDFH��HPDLO��HGXFDWLRQ��WHOHSKRQH�
QXPEHU�DQG�VDODU\��

7KH�&(1���'HFHQQLDO ,7�V\VWHP�PRQLWRUV�WKH�FRVW��VFKHGXOH��DQG�WHFKQLFDO�SHUIRUPDQFH�
PLOHVWRQHV�IRU�HDFK�VRIWZDUH�V\VWHP�RU�DSSOLFDWLRQ XWLOL]HG�IRU�GHFHQQLDO�FHQVXV�SXUSRVHV�
7KH�&(1�� ,7�V\VWHP PDQDJHV�WKH�GHYHORSPHQW DQG�LPSOHPHQWDWLRQ�RI�VRIWZDUH�DQG�
V\VWHPV�QHFHVVDU\�WR�VXSSRUW�FROOHFWLRQ��SURFHVVLQJ� DQG�WDEXODWLRQ�RI�FHQVXV�GDWD�

General Support System
&(1���',7'�JHQHUDO�VXSSRUW�V\VWHP�FRQVLVWV�RI�
�� DQ�H[WHUQDO�YHQGRU�JHQHUDO�VXSSRUW�V\VWHP�FDOOHG�WKH�7KLUG�3DUW\�)LQJHUSULQWLQJ�VROXWLRQ�

WKDW�LV�PDQDJHG�E\�,QGUDVRIW���7KH�8�6��&HQVXV�%XUHDX��86&%��HPSOR\V�KXQGUHGV�RI�
WKRXVDQGV�RI�WHPSRUDU\�ZRUNHUV�WR�SHUIRUP�GDWD�FROOHFWLRQ�DFWLYLWLHV�YLD�D�QRQ�
FRPSHWLWLYH�6FKHGXOH�$�KLULQJ�DXWKRULW\�IURP�WKH�2IILFH�RI�3HUVRQQHO�0DQDJHPHQW�
�230��LQ�VXSSRUW�RI�WKH�'HFHQQLDO�&HQVXV�WHVWLQJ�LQ�)LVFDO�<HDU��)<�������DQG������
&HQVXV��$V�SDUW�RI�WKH�UHFUXLWPHQW�DQG�VHFXULW\�SURFHVV��WKH�86&%�UHTXLUHV�WKDW�WKHVH�
VHOHFWHHV�XQGHUJR�ILQJHUSULQWLQJ�WR�GHWHUPLQH�WKHLU�VXLWDELOLW\ IRU�HPSOR\PHQW��,Q�
DGGLWLRQ��FRQWUDFWRUV�WKDW�SURYLGH�VHUYLFHV�LQ�VXSSRUW�RI�WKH������'HFHQQLDO�&HQVXV��VXFK�
DV�&HQVXV�4XHVWLRQQDLUH�$VVLVWDQFH��&4$��FRQWUDFWRU�FDQGLGDWHV��PD\�DOVR�EH�
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ILQJHUSULQWHG��7R�VXSSRUW�ILQJHUSULQWLQJ�IRU�WKH������&HQVXV��WKH�86&% ZLOO�XVH�WKH�
7KLUG�3DUW\�)LQJHUSULQWLQJ�VROXWLRQ�WR�FDSWXUH�DQG�WUDQVPLW�ILQJHUSULQWV�WR�86&%�DQG�
FRQGXFW�LGHQWLW\�SURRILQJ�IRU�WKHVH�WHPSRUDU\�KLUHV�DQG�FRQWUDFWRUV�

�� &(1���',7'�DOVR�FRQVLVWV�RI�DQRWKHU�H[WHUQDO�YHQGRU�JHQHUDO�VXSSRUW�,7�V\VWHP�FDOOHG�
WKH�5HFUXLWLQJ�DQG�$VVHVVPHQW��5	$��VROXWLRQ�WKDW�LV�PDQDJHG�E\�&RUQHUVWRQH�
2Q'HPDQG��5	$�LV�D )HG5$03�DSSURYHG�,7�V\VWHP�WKDW�DOORZV�WKH�&HQVXV�%XUHDX WR�
KDYH�D�UHFUXLWLQJ�	�VHOHFWLRQ�WRRO�DQG�D�OHDUQLQJ�PDQDJHPHQW�WRRO�LQ�RQH�� )HG5$03�LV D
JRYHUQPHQW�ZLGH�SURJUDP�WKDW�SURYLGHV�D�VWDQGDUGL]HG�DSSURDFK�WR�VHFXULW\�DVVHVVPHQW��
DXWKRUL]DWLRQ��DQG�FRQWLQXRXV�PRQLWRULQJ�IRU�FORXG�SURGXFWV�DQG�VHUYLFHV�

(b) System location

'HFHQQLDO�$SSOLFDWLRQV ± %RZLH�&RPSXWHU &HQWHU �%&&� DQG�$:6�*RY&ORXG ORFDWHG�LQ�
2UHJRQ�

7KLUG�3DUW\�)LQJHUSULQWLQJ�± $:6�8�6��(DVW�:HVW ORFDWHG�LQ�86�(DVW��2KLR�� 86�(DVW��1��
9LUJLQLD�� 86�:HVW��1��&DOLIRUQLD���DQG�86�:HVW��2UHJRQ� DQG SK\VLFDO�ILQJHUSULQWLQJ�
FDSWXUH�VLWHV�DFURVV�WKH�8QLWHG�6WDWHV�

5	$ � 8QLILHG�7DOHQW�0DQDJHPHQW�6XLWH��&8706��&ORXG�ORFDWHG�LQ (O�6HJXQGR��&$ DQG�
$VKEXUQ��9$�

(c) Whether it is a standalone system or interconnects with other systems (identifying and 
describing any other systems to which it interconnects)

'HFHQQLDO�$SSOLFDWLRQV�± 6KDUHV�LQIRUPDWLRQ�LQWHUQDOO\�ZLWKLQ�WKH�&HQVXV�%XUHDX�ZLWK�
&(1���*(2� &(1���)LHOG��&(1���'(02��&(1���&'/��&(1���&('6&,��&(1���
'$336��&(1���$&6��DQG�&(1���$'(3�

7KLUG�3DUW\�)LQJHUSULQWLQJ ± 6KDUHV�LQIRUPDWLRQ�LQWHUQDOO\�ZLWKLQ�WKH�&HQVXV�%XUHDX�ZLWK�
&(1���&+(&�DQG�&(1���62$�

5	$ – 6KDUHV�LQIRUPDWLRQ�LQWHUQDOO\�ZLWKLQ�WKH�&HQVXV�%XUHDX�ZLWK�CEN21 DAPPS

(d) The way the system operates to achieve the purpose(s) identified in Section 4

7KH�&(1���',7'�SURYLGHV�XSGDWHV�DQG�XQLW��H�J���D�KRPH��D�EXLOGLQJ��RU�PLVFHOODQHRXV�
VWUXFWXUH��VWDWXV�LQIRUPDWLRQ�WR�YDULRXV�GLYLVLRQV�ZLWKLQ�WKH�&HQVXV�%XUHDX�WKDW�PDLQWDLQ�
DGGUHVV�LQIRUPDWLRQ��H�J���VWUHHW�DGGUHVVHV��DQG�VWDWXV�DQG�FRQWURO�LQIRUPDWLRQ�IRU�KRXVHKROGV�



  9HUVLRQ�1XPEHU����������

3 
 

DQG�RWKHU�OLYLQJ�TXDUWHUV����,Q�DGGLWLRQ��&(1���V\VWHPV�FRQILUP�UHFHLSW�RI�UHVSRQVH�GDWD��
7KH\�DOVR�SURYLGH�YDOLGDWLRQ�DQG�DFNQRZOHGJPHQW�RI�WKH�GDWD�UHFHLYHG�IURP�YDULRXV�,7�
V\VWHPV�

7HPSRUDU\�KLUHV�DQG�FRQWUDFWRUV�ORRNLQJ�WR�VXSSRUW�WKH������&HQVXV�VXEPLW�WKHLU�MRE�
DSSOLFDWLRQV�WKURXJK�WKH�5	$�V\VWHP���5	$�VHFXUHO\�GHOLYHUV�WKH�VXEPLWWHG�DSSOLFDWLRQ�GDWD�
DQG�DVVRFLDWHG�DWWDFKPHQWV�WR�'$336�IRU�SURFHVVLQJ�DQG�VHOHFWLQJ�

7R�VXSSRUW�ILQJHUSULQWLQJ�IRU�WKH������&HQVXV��WKH�86&%�ZLOO�XVH�WKH�7KLUG�3DUW\�
)LQJHUSULQWLQJ�VROXWLRQ�WR�FDSWXUH�DQG�WUDQVPLW�ILQJHUSULQWV�WR�86&%�DQG�FRQGXFW�LGHQWLW\�
SURRILQJ�IRU�WHPSRUDU\�KLUHV�DQG�FRQWUDFWRUV��VHOHFWHHV����7KHVH�VHOHFWHHV�ZLOO�SURYLGH�WKHLU�
ILQJHUSULQWV�DW�RQH�RI�WKH�7KLUG�3DUW\�)LQJHUSULQWLQJ�SK\VLFDO�FDSWXUH�VLWHV�

(e) How information in the system is retrieved by the user

,QIRUPDWLRQ�LQ�WKH�&(1���',7'�V\VWHPV�DUH�UHWULHYHG�E\�XVLQJ�3,,�LQIRUPDWLRQ�LGHQWLILHG�LQ�
6HFWLRQ���EHORZ E\�DXWKRUL]HG�XVHUV�XVLQJ�LQWHUQDO�ZHE�DSSOLFDWLRQV��VHFXUH�GDWDEDVHV��DQG�
PDQDJHG�ILOH�WUDQVIHU�VHUYHUV� $XWKRUL]HG�&HQVXV�+LULQJ�(PSOR\PHQW�&KHFN��&+(&� XVHUV�
SXOO�VHOHFWHH�ILQJHUSULQW�ILOHV�IURP�WKH�7KLUG�3DUW\�)LQJHUSULQWLQJ�VROXWLRQ�DQG�IRUZDUG�WR�WKH�
)%,�IRU�SURFHVVLQJ�

(f) How information is transmitted to and from the system

,QIRUPDWLRQ�LV�WUDQVIHUUHG�WR�DQG�IURP�&(1���',7'�V\VWHPV�YLD�DXWKRUL]HG�PDQXDO�DQG�RU�
DXWRPDWHG�FRQQHFWLRQV�

8VHU�ILQJHUSULQWV�DUH�FDSWXUHG�RQ�7KLUG�3DUW\�)LQJHUSULQWLQJ�SK\VLFDO VLWHV�ZKLFK�LV�XSORDGHG�
WR�DXWKRUL]HG�$:6�8�6��(DVW�:HVW���)LOHV�DUH�HQFU\SWHG DQG�WUDQVIHUUHG�XVLQJ�WKH�VHUYLFH�
RULHQWHG�DUFKLWHFWXUH��62$��YLD�WKH�(QWHUSULVH�6HUYLFH�%XV��(6%�� ZKLFK�WKHQ�VHQGV�LW�RYHU�
WR�&+(&�ZLWKLQ�WKH�8�6�&HQVXV�%XUHDX� 7KH�(QWHUSULVH�6HUYLFH�%XV�LV�D�FRQILJXUDWLRQ�
EDVHG��SROLF\�GULYHQ�HQWHUSULVH�VHUYLFH�EXV��,W�SURYLGHV�KLJKO\�VFDODEOH�DQG�UHOLDEOH�VHUYLFH�
RULHQWHG�LQWHJUDWLRQ��VHUYLFH�PDQDJHPHQW��DQG�WUDGLWLRQDO�PHVVDJH�EURNHULQJ�DFURVV�
KHWHURJHQHRXV�,7�HQYLURQPHQWV��,W�FRPELQHV�LQWHOOLJHQW�PHVVDJH�EURNHULQJ�ZLWK�URXWLQJ�DQG�
WUDQVIRUPDWLRQ�RI�PHVVDJHV��DORQJ�ZLWK�VHUYLFH�PRQLWRULQJ�DQG�DGPLQLVWUDWLRQ�LQ�D�XQLILHG�
VRIWZDUH�SURGXFW�

(g) Any information sharing conducted by the system

&(1���',7'�V\VWHPV�VKDUH�LQIRUPDWLRQ�LQWHUQDOO\�ZLWK�DSSURYHG�&HQVXV�%XUHDX�V\VWHPV�RQ�
DQ�DV�QHHGHG�EDVLV�
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)LQJHUSULQWV�DUH�VKDUHG�EHWZHHQ�WKH�ILQJHUSULQWLQJ�VROXWLRQ��&+(&�DQG�)%,�

5	$�$SSOLFDQW�LQIRUPDWLRQ�LV�VKDUHG�LQWHUQDOO\�ZLWK�WKH�'HFHQQLDO�$SSOLFDQW��3HUVRQQHO�DQG�
3D\UROO�6\VWHP��'$336��

(h) The specific programmatic authorities (statutes or Executive Orders) for collecting,
maintaining, using, and disseminating the information

7LWOH�����8�6�&��6HFWLRQ��F
7LWOH�����8�6�&��6HFWLRQ����
7LWOH�����8�6�&��6HFWLRQ���� 
���8�6�&��6HFWLRQ�����
���8�6�&������G�
��8�6�&�����
��8�6�&�������������������������������������������������������������������������������
������������������������DQG�������DQG�([HFXWLYH�2UGHU�����
([HFXWLYH�2UGHU �����
([HFXWLYH�2UGHU������

(i) The Federal Information Processing Standards (FIPS) 199 security impact category for the 
system

Moderate

6HFWLRQ��� 6WDWXV�RI�WKH�,QIRUPDWLRQ�6\VWHP

��� ,QGLFDWH�ZKHWKHU�WKH�LQIRUPDWLRQ�V\VWHP�LV�D�QHZ�RU�H[LVWLQJ�V\VWHP�

BBBBB 7KLV�LV�D�QHZ�LQIRUPDWLRQ�V\VWHP���
BB[BB 7KLV�LV�DQ�H[LVWLQJ�LQIRUPDWLRQ�V\VWHP�ZLWK�FKDQJHV�WKDW�FUHDWH�QHZ�SULYDF\�ULVNV�

(Check all that apply.)

&KDQJHV�7KDW�&UHDWH�1HZ�3ULYDF\�5LVNV��&7&135�
D� &RQYHUVLRQV G����6LJQLILFDQW�0HUJLQJ J� 1HZ�,QWHUDJHQF\�8VHV
E� $QRQ\PRXV�WR�1RQ�

$QRQ\PRXV
H����1HZ�3XEOLF�$FFHVV� K���,QWHUQDO�)ORZ�RU�

&ROOHFWLRQ
F� 6LJQLILFDQW�6\VWHP�

0DQDJHPHQW�&KDQJHV
I��� &RPPHUFLDO�6RXUFHV L���$OWHUDWLRQ�LQ�&KDUDFWHU�

RI�'DWD
M����2WKHU�FKDQJHV�WKDW�FUHDWH�QHZ�SULYDF\�ULVNV��VSHFLI\�� 1HZ�7KLUG�3DUW\�)LQJHUSULQWLQJ�VROXWLRQ�

BBBB 7KLV�LV�DQ�H[LVWLQJ�LQIRUPDWLRQ�V\VWHP�LQ�ZKLFK�FKDQJHV�GR�QRW�FUHDWH�QHZ�SULYDF\�
ULVNV��DQG�WKHUH�LV�QRW�D�6$23�DSSURYHG�3ULYDF\�,PSDFW�$VVHVVPHQW�

6HFWLRQ�����,QIRUPDWLRQ�LQ�WKH�6\VWHP
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��� ,QGLFDWH�ZKDW�SHUVRQDOO\�LGHQWLILDEOH�LQIRUPDWLRQ��3,,��EXVLQHVV�LGHQWLILDEOH�LQIRUPDWLRQ�
�%,,��LV�FROOHFWHG��PDLQWDLQHG��RU�GLVVHPLQDWHG���(Check all that apply.)

,GHQWLI\LQJ�1XPEHUV �,1�
D� 6RFLDO�6HFXULW\
 H� )LOH�&DVH�,' L� &UHGLW�&DUG
E� 7D[SD\HU�,' I� 'ULYHU¶V�/LFHQVH M���� )LQDQFLDO�$FFRXQW
F� (PSOR\HU�,' J� 3DVVSRUW N� )LQDQFLDO�7UDQVDFWLRQ
G� (PSOR\HH�,' [ K� $OLHQ�5HJLVWUDWLRQ O� 9HKLFOH�,GHQWLILHU
P� 2WKHU�LGHQWLI\LQJ�QXPEHUV��VSHFLI\��


([SODQDWLRQ�IRU�WKH�QHHG�WR�FROOHFW��PDLQWDLQ��RU�GLVVHPLQDWH�WKH�6RFLDO�6HFXULW\�QXPEHU��LQFOXGLQJ�WUXQFDWHG�
IRUP�

*HQHUDO�3HUVRQDO�'DWD �*3'�
D� 1DPH [ J�� 'DWH�RI�%LUWK [ P�� 5HOLJLRQ
E� 0DLGHQ�1DPH K�� 3ODFH�RI�%LUWK Q�� )LQDQFLDO�,QIRUPDWLRQ
F� $OLDV L� +RPH�$GGUHVV [ R�� 0HGLFDO�,QIRUPDWLRQ
G� *HQGHU [ M�� 7HOHSKRQH�1XPEHU [ S�� 0LOLWDU\�6HUYLFH
H� $JH [ N�� (PDLO�$GGUHVV [ T�� 3K\VLFDO�&KDUDFWHULVWLFV
I� 5DFH�(WKQLFLW\ [ O�� (GXFDWLRQ [ U�� 0RWKHU¶V�0DLGHQ�1DPH
V�� 2WKHU�JHQHUDO�SHUVRQDO�GDWD��VSHFLI\�� &LWL]HQVKLS

:RUN�5HODWHG�'DWD �:5'�
D� 2FFXSDWLRQ G��� 7HOHSKRQH�1XPEHU J� 6DODU\ [
E� -RE�7LWOH H� (PDLO�$GGUHVV K� :RUN�+LVWRU\
F� :RUN�$GGUHVV I� %XVLQHVV�$VVRFLDWHV
L� 2WKHU�ZRUN�UHODWHG�GDWD��VSHFLI\��

'LVWLQJXLVKLQJ�)HDWXUHV�%LRPHWULFV �')%�
D� )LQJHUSULQWV [ G� 3KRWRJUDSKV J� '1$�3URILOHV
E� 3DOP�3ULQWV H� 6FDUV��0DUNV��7DWWRRV K� 5HWLQD�,ULV�6FDQV
F� 9RLFH�

5HFRUGLQJ�6LJQDWXUHV
I� 9DVFXODU�6FDQ L� 'HQWDO�3URILOH

M� 2WKHU�GLVWLQJXLVKLQJ IHDWXUHV�ELRPHWULFV��VSHFLI\��

6\VWHP�$GPLQLVWUDWLRQ�$XGLW�'DWD �6$$'�
D� 8VHU�,' [ F���� 'DWH�7LPH�RI�$FFHVV [ H���� ,'�)LOHV�$FFHVVHG [
E� ,3�$GGUHVV [ G� 4XHULHV�5XQ [ I���� &RQWHQWV�RI�)LOHV
J� 2WKHU�V\VWHP�DGPLQLVWUDWLRQ�DXGLW�GDWD��VSHFLI\�� $XGLW�/RJV

2WKHU�,QIRUPDWLRQ��VSHFLI\�

��� ,QGLFDWH�VRXUFHV�RI�WKH�3,,�%,, LQ�WKH�V\VWHP� (Check all that apply.)
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'LUHFWO\�IURP�,QGLYLGXDO�DERXW�:KRP�WKH�,QIRUPDWLRQ�3HUWDLQV
,Q�3HUVRQ [ +DUG�&RS\���0DLO�)D[ [ 2QOLQH [
7HOHSKRQH [ (PDLO [
2WKHU��VSHFLI\��

*RYHUQPHQW�6RXUFHV
:LWKLQ�WKH�%XUHDX [ 2WKHU�'2&�%XUHDXV 2WKHU�)HGHUDO�$JHQFLHV [
6WDWH��/RFDO��7ULEDO )RUHLJQ
2WKHU��VSHFLI\��

1RQ�JRYHUQPHQW�6RXUFHV
3XEOLF�2UJDQL]DWLRQV 3ULYDWH�6HFWRU [ &RPPHUFLDO�'DWD�%URNHUV [
7KLUG�3DUW\�:HEVLWH�RU�$SSOLFDWLRQ [
2WKHU��VSHFLI\��

��� 'HVFULEH�KRZ�WKH�DFFXUDF\�RI�WKH�LQIRUPDWLRQ�LQ�WKH�V\VWHP�LV�HQVXUHG�

&(1���',7'�XVHV�D�PXOWLWXGH�RI�VHFXULW\�FRQWUROV�PDQGDWHG�E\�WKH�)HGHUDO�,QIRUPDWLRQ�
6HFXULW\�0DQDJHPHQW�$FW�RI�������),60$��DQG�YDULRXV�RWKHU�UHJXODWRU\�FRQWURO�IUDPHZRUNV�
LQFOXGLQJ�WKH�1DWLRQDO�,QVWLWXWH�RI�6WDQGDUGV�DQG�7HFKQRORJ\��1,67��VSHFLDO�SXEOLFDWLRQ�����
VHULHV���7KHVH�VHFXULW\�FRQWUROV�LQFOXGH��EXW�DUH�QRW�OLPLWHG�WR�GDWD�YDOLGDWLRQ�FRQWUROV�WR�
HQVXUH�DFFXUDF\�RI�LQIRUPDWLRQ�

6HOHFWHH�LQIRUPDWLRQ�LV�YHULILHG�IRU�DFFXUDF\�ZKHQ�LQGLYLGXDOV�VFKHGXOH�WKHLU�ILQJHUSULQWV E\�
YHULILFDWLRQ�DJDLQVW�RWKHU�IRUPV RI LGHQWLILFDWLRQ��)XUWKHU��EDFNJURXQG�FKHFNV�DUH�SHUIRUPHG
E\�WKH�)%,�WR�YDOLGDWH�QDPH��FUHGLW� DQG�FULPLQDO�KLVWRU\.

  
��� ,V�WKH�LQIRUPDWLRQ�FRYHUHG�E\�WKH�3DSHUZRUN�5HGXFWLRQ�$FW"

<HV��WKH�LQIRUPDWLRQ�LV�FRYHUHG�E\�WKH�3DSHUZRUN�5HGXFWLRQ�$FW�
3URYLGH�WKH�20%�FRQWURO�QXPEHU�DQG�WKH�DJHQF\�QXPEHU�IRU�WKH�FROOHFWLRQ�

[ 1R��WKH�LQIRUPDWLRQ�LV�QRW�FRYHUHG�E\�WKH�3DSHUZRUN�5HGXFWLRQ�$FW�

��� ,QGLFDWH�WKH�WHFKQRORJLHV�XVHG�WKDW�FRQWDLQ�3,,�%,,�LQ�ZD\V�WKDW�KDYH�QRW�EHHQ�SUHYLRXVO\�
GHSOR\HG���(Check all that apply.)

7HFKQRORJLHV�8VHG�&RQWDLQLQJ�3,,�%,,�1RW�3UHYLRXVO\�'HSOR\HG��78&3%13'�
6PDUW�&DUGV %LRPHWULFV [
&DOOHU�,' 3HUVRQDO�,GHQWLW\�9HULILFDWLRQ��3,9��&DUGV
2WKHU��VSHFLI\��
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7KHUH�DUH�QRW�DQ\�WHFKQRORJLHV�XVHG�WKDW�FRQWDLQ�3,,�%,,�LQ�ZD\V�WKDW�KDYH�QRW�EHHQ�SUHYLRXVO\�GHSOR\HG�

6HFWLRQ��� 6\VWHP�6XSSRUWHG�$FWLYLWLHV

��� ,QGLFDWH�,7�V\VWHP�VXSSRUWHG�DFWLYLWLHV ZKLFK�UDLVH�SULYDF\�ULVNV�FRQFHUQV� (Check all that 
apply.)

$FWLYLWLHV
$XGLR�UHFRUGLQJV� %XLOGLQJ�HQWU\�UHDGHUV
9LGHR�VXUYHLOODQFH (OHFWURQLF�SXUFKDVH�WUDQVDFWLRQV
2WKHU��VSHFLI\��

[ 7KHUH�DUH�QRW�DQ\�,7�V\VWHP�VXSSRUWHG�DFWLYLWLHV�ZKLFK�UDLVH�SULYDF\�ULVNV�FRQFHUQV�

6HFWLRQ��� 3XUSRVH�RI�WKH�6\VWHP

��� ,QGLFDWH�ZK\�WKH�3,,�%,, LQ�WKH�,7�V\VWHP�LV�EHLQJ�FROOHFWHG��PDLQWDLQHG��RU�GLVVHPLQDWHG���
(Check all that apply.)

3XUSRVH
)RU�D�&RPSXWHU�0DWFKLQJ�3URJUDP )RU�DGPLQLVWHULQJ�KXPDQ�UHVRXUFHV�SURJUDPV [
)RU�DGPLQLVWUDWLYH�PDWWHUV 7R�SURPRWH�LQIRUPDWLRQ�VKDULQJ�LQLWLDWLYHV
)RU�OLWLJDWLRQ )RU�FULPLQDO�ODZ�HQIRUFHPHQW�DFWLYLWLHV [
)RU�FLYLO�HQIRUFHPHQW�DFWLYLWLHV )RU�LQWHOOLJHQFH�DFWLYLWLHV
7R�LPSURYH�)HGHUDO�VHUYLFHV�RQOLQH )RU�HPSOR\HH�RU�FXVWRPHU�VDWLVIDFWLRQ
)RU�ZHE�PHDVXUHPHQW�DQG FXVWRPL]DWLRQ�
WHFKQRORJLHV��VLQJOH�VHVVLRQ��

)RU�ZHE�PHDVXUHPHQW�DQG�FXVWRPL]DWLRQ�
WHFKQRORJLHV��PXOWL�VHVVLRQ��

2WKHU��VSHFLI\�� )RU�6WDWLVWLFDO�3XUSRVHV��L�H��&HQVXVHV�6XUYH\V�

6HFWLRQ�����8VH�RI�WKH�,QIRUPDWLRQ

��� ,Q�WKH�FRQWH[W�RI�IXQFWLRQDO DUHDV��EXVLQHVV�SURFHVVHV��PLVVLRQV��RSHUDWLRQV��HWF���VXSSRUWHG�
E\�WKH�,7�V\VWHP��GHVFULEH�KRZ WKH�3,,�%,,�WKDW�LV�FROOHFWHG��PDLQWDLQHG��RU�GLVVHPLQDWHG�
ZLOO�EH�XVHG� ,QGLFDWH�LI�WKH�3,,�%,,�LGHQWLILHG�LQ�6HFWLRQ�����RI�WKLV�GRFXPHQW�LV�LQ�
UHIHUHQFH�WR D�IHGHUDO�HPSOR\HH�FRQWUDFWRU��PHPEHU�RI�WKH�SXEOLF��IRUHLJQ�QDWLRQDO��YLVLWRU�
RU�RWKHU��VSHFLI\��
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7KH�3,,�FROOHFWHG��PDLQWDLQHG��DQG�RU�GLVVHPLQDWHG�E\�WKH�&(1���,7�V\VWHP�LV�LQ�UHIHUHQFH�WR�
PHPEHUV�RI�WKH�SXEOLF� 'DWD�FROOHFWLRQ�LV�XVHG�WR�SURGXFH�QDWLRQDO�VWDWLVWLFDO�LQIRUPDWLRQ���

7KLUG�3DUW\�)LQJHUSULQWLQJ�LV�FDSWXULQJ�VHOHFWHH�ILQJHUSULQW�GDWD�RQ�EHKDOI�RI�WKH�8�6�&HQVXV�
%XUHDXWR�KLUH�VHOHFWHHV�WR�KHOS�FRQGXFW�WKH������&HQVXV�RSHUDWLRQV� 7KH�WKLUG�SDUW\�YHQGRU�
LV�PDQGDWHG�WR�RQO\�XWLOL]H�)HG5$03�DXWKRUL]HG�VROXWLRQV���7KH�YHQGRU�GRHV�QRW�GLUHFWO\�
VXEPLW�WKH�ILQJHUSULQW�LQIRUPDWLRQ�WR�WKH�)%,��UDWKHU�WKH�LQIRUPDWLRQ�LV�VHFXUHO\�VHQW�WR�WKH�
8�6�&HQVXV�%XUHDX�IRU�SURFHVVLQJ�DQG�VXEPLVVLRQ�WR�WKH�)%,�

��� 'HVFULEH�DQ\�SRWHQWLDO�WKUHDWV�WR�SULYDF\�DV�D�UHVXOW�RI�WKH�EXUHDX¶V�RSHUDWLQJ�XQLW¶V XVH�RI�
WKH�LQIRUPDWLRQ��DQG�FRQWUROV�WKDW�WKH�EXUHDX�RSHUDWLQJ�XQLW�KDV�SXW�LQWR�SODFH�WR�HQVXUH�
WKDW�WKH�LQIRUPDWLRQ�LV�KDQGOHG��UHWDLQHG��DQG�GLVSRVHG�DSSURSULDWHO\���)RU�H[DPSOH���
PDQGDWRU\�WUDLQLQJ�IRU�V\VWHP�XVHUV�UHJDUGLQJ�DSSURSULDWH�KDQGOLQJ�RI�LQIRUPDWLRQ��
DXWRPDWLF�SXUJLQJ�RI�LQIRUPDWLRQ�LQ�DFFRUGDQFH�ZLWK�WKH�UHWHQWLRQ�VFKHGXOH��HWF��

&(1���',7'�V\VWHPV DGKHUH�WR�WKH�,QIRUPDWLRQ�7HFKQRORJ\�6HFXULW\�3URJUDP�3ROLF\ DV�LW�
UHODWHV�WR�KDQGOLQJ� UHWDLQLQJ��DQG�GLVSRVLQJ�FROOHFWHG�LQIRUPDWLRQ� &HQVXV %XUHDX�
LQIRUPDWLRQ�WHFKQRORJ\�V\VWHPV�HPSOR\�D�PXOWLWXGH�RI�OD\HUHG�VHFXULW\�FRQWUROV�WR�SURWHFW�3,,�
DW�UHVW��GXULQJ�SURFHVVLQJ��DV�ZHOO�DV�LQ�WUDQVLW���7KHVH�1,67��������FRQWUROV��DW�D�PLQLPXP��
DUH�GHSOR\HG�DQG�PDQDJHG�DW�WKH�HQWHUSULVH�OHYHO�LQFOXGLQJ��EXW�QRW�OLPLWHG�WR�WKH�IROORZLQJ�
� ,QWUXVLRQ�'HWHFWLRQ�_�3UHYHQWLRQ�6\VWHPV��,'6�_�,36�
� )LUHZDOOV
� 0DQGDWRU\�XVH�RI�+773�6��IRU�&HQVXV�3XEOLF�IDFLQJ�ZHEVLWHV
� 8VH�RI�WUXVWHG�LQWHUQHW�FRQQHFWLRQ��7,&�
� $QWL�9LUXV�VRIWZDUH�WR�SURWHFW�KRVW�HQG�XVHU�V\VWHPV
� (QFU\SWLRQ�RI�GDWDEDVHV��'DWD�DW�UHVW�
� +63'����&RPSOLDQW�3,9�FDUGV
� $FFHVV�&RQWUROV
&HQVXV�%XUHDX�LQIRUPDWLRQ�WHFKQRORJ\�V\VWHPV�DOVR�IROORZ�WKH�1DWLRQDO�,QVWLWXWH�RI�
6WDQGDUGV�DQG�7HFKQRORJ\��1,67��VWDQGDUGV�LQFOXGLQJ�VSHFLDO�SXEOLFDWLRQV�������� �������
�������HWF���$Q\�V\VWHP�ZLWKLQ�WKH�&HQVXV�%XUHDX�WKDW�FRQWDLQV��WUDQVPLWV��RU�SURFHVVHV�3,,�
KDV�D�FXUUHQW�DXWKRULW\�WR�RSHUDWH��$72��DQG�JRHV�WKURXJK�FRQWLQXRXV�PRQLWRULQJ�RQ�D�\HDUO\�
EDVLV�WR�HQVXUH�FRQWUROV�DUH�LPSOHPHQWHG�DQG�RSHUDWLQJ�DV�LQWHQGHG���7KH�&HQVXV�%XUHDX�DOVR�
GHSOR\V�D�'DWD��/RVV�3UHYHQWLRQ��'/3� VROXWLRQ�DV�ZHOO�

)LQJHUSULQWV�DUH�UHWDLQHG�IRU�����GD\V�DQG�WKHQ�GLVSRVHG�RI�IROORZLQJ�1,67�VDQLWDWLRQ�
JXLGDQFH���$OO�LQGLYLGXDOV�WKDW�KDQGOH�3,,�DUH�UHTXLUHG�WR�FRPSOHWH�DQQXDO�'DWD�6WHZDUGVKLS�
$ZDUHQHVV WUDLQLQJ�
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6HFWLRQ�����,QIRUPDWLRQ�6KDULQJ DQG�$FFHVV

��� ,QGLFDWH�ZLWK�ZKRP�WKH�EXUHDX�LQWHQGV�WR�VKDUH�WKH�3,,�%,, LQ�WKH�,7�V\VWHP�DQG�KRZ�WKH�
3,,�%,, ZLOO�EH�VKDUHG� (Check all that apply.)

5HFLSLHQW +RZ�,QIRUPDWLRQ�ZLOO�EH�6KDUHG
&DVH�E\�&DVH %XON�7UDQVIHU 'LUHFW�$FFHVV

:LWKLQ�WKH�EXUHDX [ [
'2&�EXUHDXV
)HGHUDO�DJHQFLHV [
6WDWH��ORFDO��WULEDO�JRY¶W�DJHQFLHV
3XEOLF
3ULYDWH�VHFWRU
)RUHLJQ�JRYHUQPHQWV
)RUHLJQ�HQWLWLHV
2WKHU��VSHFLI\��

7KH�3,,�%,,�LQ�WKH�V\VWHP�ZLOO�QRW�EH�VKDUHG�

��� ,QGLFDWH�ZKHWKHU�WKH�,7�V\VWHP�FRQQHFWV�ZLWK�RU�UHFHLYHV�LQIRUPDWLRQ�IURP�DQ\�RWKHU�,7�
V\VWHPV�DXWKRUL]HG�WR�SURFHVV�3,,�DQG�RU�%,,�

[ <HV��WKLV�,7�V\VWHP�FRQQHFWV�ZLWK�RU�UHFHLYHV�LQIRUPDWLRQ�IURP�DQRWKHU�,7�V\VWHP�V��DXWKRUL]HG�WR�
SURFHVV�3,,�DQG�RU�%,,�
3URYLGH�WKH�QDPH�RI�WKH�,7�V\VWHP�DQG�GHVFULEH�WKH�WHFKQLFDO�FRQWUROV�ZKLFK�SUHYHQW�3,,�%,,�OHDNDJH�

'HFHQQLDO�$SSOLFDWLRQV�± 6KDUHV�LQIRUPDWLRQ�LQWHUQDOO\�ZLWKLQ�WKH�&HQVXV�%XUHDX�ZLWK�&(1���*(2��
&(1���)LHOG��&(1���'(02��&(1���&'/��&(1���&('6&,��&(1���'$336��&(1���$&6��DQG�
&(1���$'(3�

7KLUG�3DUW\�)LQJHUSULQWLQJ�± 6KDUHV�LQIRUPDWLRQ�LQWHUQDOO\�ZLWKLQ�WKH�&HQVXV�%XUHDX�ZLWK�&(1���&+(&�
DQG�&(1���62$�

5	$�± 6KDUHV�LQIRUPDWLRQ�LQWHUQDOO\�ZLWKLQ�WKH�&HQVXV�%XUHDX�ZLWK�&(1���'$336

&(1���XVHV�D�PXOWLWXGH�RI�VHFXULW\�FRQWUROV�PDQGDWHG�E\�WKH�)HGHUDO�,QIRUPDWLRQ�6HFXULW\�0DQDJHPHQW�
$FW�RI�������),60$��DQG�YDULRXV�RWKHU�UHJXODWRU\�FRQWURO�IUDPHZRUNV�LQFOXGLQJ�WKH�1DWLRQDO�,QVWLWXWH�RI�
6WDQGDUGV�DQG�7HFKQRORJ\��1,67��VSHFLDO�SXEOLFDWLRQ�����VHULHV� 7KHVH�VHFXULW\�FRQWUROV�LQFOXGH��EXW�DUH�
QRW�OLPLWHG�WR�WKH�XVH�RI�PDQGDWRU\�+7736�IRU�SXEOLF�IDFLQJ�ZHEVLWHV��DFFHVV�FRQWUROV��DQWL�YLUXV�
VROXWLRQV��HQWHUSULVH�DXGLWLQJ�PRQLWRULQJ��HQFU\SWLRQ�RI�GDWD�DW�UHVW��DQG�YDULRXV�SK\VLFDO�FRQWUROV�DW�
&HQVXV�%XUHDX�IDFLOLWLHV�WKDW�KRXVH�,QIRUPDWLRQ�7HFKQRORJ\�V\VWHPV���7KH�&HQVXV�%XUHDX�DOVR�GHSOR\V�
DQ�HQWHUSULVH�'DWD�/RVV�3URWHFWLRQ��'/3��VROXWLRQ�DV�ZHOO�

1R��WKLV�,7�V\VWHP�GRHV�QRW�FRQQHFW�ZLWK�RU�UHFHLYH�LQIRUPDWLRQ�IURP�DQRWKHU�,7�V\VWHP�V��DXWKRUL]HG�WR�
SURFHVV�3,,�DQG�RU�%,,�

��� ,GHQWLI\�WKH�FODVV RI�XVHUV ZKR�ZLOO�KDYH�DFFHVV�WR�WKH�,7�V\VWHP�DQG�WKH�3,,�%,,� (Check 
all that apply.)

&ODVV RI�8VHUV
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*HQHUDO�3XEOLF *RYHUQPHQW�(PSOR\HHV [
&RQWUDFWRUV [
2WKHU��VSHFLI\��

6HFWLRQ�����1RWLFH�DQG�&RQVHQW

��� ,QGLFDWH�ZKHWKHU�LQGLYLGXDOV�ZLOO�EH�QRWLILHG�LI�WKHLU�3,,�%,, LV�FROOHFWHG��PDLQWDLQHG��RU�
GLVVHPLQDWHG�E\�WKH�V\VWHP���(Check all that apply.)

[ <HV��QRWLFH�LV�SURYLGHG�SXUVXDQW�WR�D�V\VWHP�RI�UHFRUGV�QRWLFH�SXEOLVKHG�LQ�WKH�)HGHUDO�5HJLVWHU�DQG�
GLVFXVVHG�LQ�6HFWLRQ���

[ <HV��QRWLFH�LV�SURYLGHG�E\�D�3ULYDF\�$FW�VWDWHPHQW�DQG�RU�SULYDF\�SROLF\���7KH�3ULYDF\�$FW�VWDWHPHQW
DQG�RU�SULYDF\�SROLF\�FDQ�EH IRXQG�DW� KWWS���ZZZ�FHQVXV�JRY�DERXW�SROLFLHV�SULYDF\�SULYDF\�SROLF\�KWPO
<HV��QRWLFH�LV�SURYLGHG�E\�RWKHU�PHDQV� 6SHFLI\�KRZ�

1R��QRWLFH�LV�QRW�SURYLGHG� 6SHFLI\�ZK\�QRW�

��� ,QGLFDWH�ZKHWKHU�DQG�KRZ�LQGLYLGXDOV�KDYH�DQ RSSRUWXQLW\�WR�GHFOLQH�WR�SURYLGH�3,,�%,,�

[ <HV��LQGLYLGXDOV�KDYH�DQ RSSRUWXQLW\�WR�
GHFOLQH�WR�SURYLGH�3,,�%,,�

6SHFLI\�KRZ� (PSOR\PHQW�ZLWK�WKH�8�6��&HQVXV�%XUHDX�LV�
YROXQWDU\�

[ 1R��LQGLYLGXDOV�GR�QRW�KDYH�DQ
RSSRUWXQLW\�WR�GHFOLQH�WR�SURYLGH�
3,,�%,,�

6SHFLI\�ZK\�QRW� $FFRUGLQJ�WR�7LWOH�����6HFWLRQ������&HQVXV�
5HIXVDO�RU�QHJOHFW�WR�DQVZHU�TXHVWLRQV��IDOVH�DQVZHUV��RI�WKH
8QLWHG�6WDWHV�&RGH��SHUVRQV�ZKR�IDLO�RU�UHIXVH�WR�UHVSRQG�WR�
WKH PDLO�EDFN�FHQVXV�IRUP��RU�UHIXVH�WR�UHVSRQG�WR�D�IROORZ�XS
&HQVXV�%XUHDX�WDNHU�FDQ�EH�ILQHG�XS�WR������ 3HUVRQV�ZKR�
NQRZLQJO\ SURYLGH�IDOVH�LQIRUPDWLRQ�WR�WKH�&HQVXV %XUHDX FDQ�
EH�ILQHG�XS�WR������

)RU�&HQVXV�%XUHDX�HPSOR\HHV�ZKR�DFFHVV�V\VWHPV�LQ�&(1���
SURYLGLQJ�3,,�LV�D�UHTXLUHPHQW�IRU�HPSOR\PHQW�

��� ,QGLFDWH�ZKHWKHU�DQG�KRZ�LQGLYLGXDOV�KDYH�DQ�RSSRUWXQLW\�WR�FRQVHQW�WR�SDUWLFXODU�XVHV�RI�
WKHLU 3,,�%,,�

[ <HV��LQGLYLGXDOV�KDYH�DQ�RSSRUWXQLW\�WR�
FRQVHQW�WR�SDUWLFXODU�XVHV�RI�WKHLU
3,,�%,,�

6SHFLI\�KRZ� (PSOR\PHQW�ZLWK�WKH�8�6��&HQVXV�%XUHDX�LV�
YROXQWDU\���7HPSRUDU\�KLUHV�DQG�FRQWUDFWRUV�KDYH�WR�FRQVHQW�WR�
WKH�8�6��&HQVXV�%XUHDX�XVHV�RI�WKHLU�3,,�

[ 1R��LQGLYLGXDOV�GR�QRW�KDYH�DQ�
RSSRUWXQLW\�WR�FRQVHQW�WR�SDUWLFXODU�
XVHV�RI�WKHLU�3,,�%,,�

6SHFLI\�ZK\�QRW� )RU�UHFRUGV�FRYHUHG�E\�6251�&HQVXV����
'HFHQQLDO�&HQVXV�3URJUDPV��WKHUH�DUH�QR�DFFHVV�DQG�FRQVHQW�
UHTXLUHPHQWV�VLQFH�WKH�GDWD�LV�FROOHFWHG�IRU�VWDWLVWLFDO�SXUSRVHV�
RQO\�

)RU�&HQVXV�%XUHDX�HPSOR\HHV�FRQVHQW�WR�SDUWLFXODU�XVHV�RI�3,,�
LV�D�UHTXLUHPHQW�IRU�HPSOR\PHQW�

��� ,QGLFDWH�ZKHWKHU�DQG�KRZ�LQGLYLGXDOV�KDYH�DQ�RSSRUWXQLW\�WR�UHYLHZ�XSGDWH�3,,�%,,
SHUWDLQLQJ�WR�WKHP�
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[ <HV��LQGLYLGXDOV�KDYH�DQ�RSSRUWXQLW\�WR�
UHYLHZ�XSGDWH�3,,�%,, SHUWDLQLQJ�WR�
WKHP�

6SHFLI\�KRZ� 6HOHFWHH�LQIRUPDWLRQ�LV�YHULILHG�IRU�DFFXUDF\�
ZKHQ�LQGLYLGXDOV�VFKHGXOH�WKHLU�ILQJHUSULQWV���

[ 1R��LQGLYLGXDOV�GR�QRW�KDYH�DQ�
RSSRUWXQLW\�WR�UHYLHZ�XSGDWH�3,,�%,,
SHUWDLQLQJ�WR�WKHP�

6SHFLI\�ZK\�QRW� )RU�UHFRUGV�FRYHUHG�E\�6251�&HQVXV����
'HFHQQLDO�&HQVXV 3URJUDPV��WKHUH�LV�QR�RSSRUWXQLW\�WR�
UHYLHZ�XSGDWH�GDWD�XQOHVV�WKH�&HQVXV�%XUHDX�FRQWDFWV�WKH�
UHVSRQGHQW�IRU�DQ�XSGDWH�RQ�WKHLU�LQIRUPDWLRQ�

)RU�&HQVXV�(PSOR\HHV��HPSOR\HHV�KDYH�DFFHVV�WR�3,,�YLD�WKH�
DSSURSULDWH�+XPDQ�5HVRXUFHV�DSSOLFDWLRQV�WKDW�UHVLGH�RXWVLGH�
RI�WKH�&(1���,7�V\VWHP�

6HFWLRQ��� $GPLQLVWUDWLYH�DQG�7HFKQRORJLFDO &RQWUROV

��� ,QGLFDWH�WKH�DGPLQLVWUDWLYH�DQG�WHFKQRORJLFDO�FRQWUROV�IRU�WKH�V\VWHP���(Check all that 
apply.)

[ $OO�XVHUV�VLJQHG�D�FRQILGHQWLDOLW\�DJUHHPHQW RU�QRQ�GLVFORVXUH�DJUHHPHQW�
[ $OO�XVHUV DUH�VXEMHFW�WR�D�&RGH�RI�&RQGXFW�WKDW�LQFOXGHV�WKH�UHTXLUHPHQW�IRU�FRQILGHQWLDOLW\�
[ 6WDII��HPSOR\HHV�DQG�FRQWUDFWRUV��UHFHLYHG�WUDLQLQJ�RQ�SULYDF\�DQG�FRQILGHQWLDOLW\�SROLFLHV�DQG�SUDFWLFHV�
[ $FFHVV�WR WKH 3,,�%,, LV�UHVWULFWHG�WR�DXWKRUL]HG�SHUVRQQHO�RQO\�
[ $FFHVV�WR�WKH�3,,�%,,�LV�EHLQJ�PRQLWRUHG��WUDFNHG��RU�UHFRUGHG�

([SODQDWLRQ� 2QO\�DXWKRUL]HG�JRYHUQPHQW�FRQWUDFWRU�SHUVRQQHO�DUH�DOORZHG�WR�DFFHVV�3,,�ZLWKLQ�D�V\VWHP���
$XWKRUL]DWLRQV�IRU�XVHUV�RFFXU�\HDUO\��DW�D�PLQLPXP�LQ�DFFRUGDQFH�ZLWK�DSSOLFDEOH�%XUHDX��$JHQF\��DQG�
)HGHUDO�SROLFLHV�JXLGHOLQHV���,Q�DGGLWLRQDO�WR�,7�V\VWHP�SURFHVVHV�WKDW�KDQGOH�3,,��DOO�PDQXDO�H[WUDFWLRQV�
IRU�3,,�DUH�ORJJHG�DQG�UHFRUGHG�SHU�'HSDUWPHQW�RI�&RPPHUFH�3ROLF\��WKH�1,67��������$SSHQGL[�-�
3ULYDF\�&RQWURO�&DWDORJ��DQG�VSHFLILFDOO\�1,67�FRQWURO�$8�����&RQWHQW�RI�$XGLW�UHFRUGV��

[ 7KH�LQIRUPDWLRQ�LV�VHFXUHG�LQ�DFFRUGDQFH�ZLWK�),60$�UHTXLUHPHQWV���
3URYLGH�GDWH�RI�PRVW�UHFHQW�$VVHVVPHQW�DQG�$XWKRUL]DWLRQ �$	$�� BBB-XO\���������BBBBBBBB
>�@ 7KLV�LV�D�QHZ�V\VWHP���7KH�$	$�GDWH�ZLOO�EH�SURYLGHG�ZKHQ�WKH�$	$�SDFNDJH�LV�DSSURYHG�

[ 7KH�)HGHUDO�,QIRUPDWLRQ�3URFHVVLQJ�6WDQGDUG��),36������VHFXULW\�LPSDFW�FDWHJRU\�IRU�WKLV�V\VWHP�LV�D�
PRGHUDWH�RU�KLJKHU�

[ 1,67�6SHFLDO�3XEOLFDWLRQ��63� ��������DQG�1,67�63��������5HYLVLRQ���$SSHQGL[�-�UHFRPPHQGHG�
VHFXULW\�FRQWUROV�IRU�SURWHFWLQJ�3,,�%,, DUH�LQ�SODFH�DQG�IXQFWLRQLQJ�DV�LQWHQGHG��RU�KDYH�DQ�DSSURYHG�3ODQ�
RI�$FWLRQ�DQG�0LOHVWRQHV��32$	0����

[ $ VHFXULW\ DVVHVVPHQW�UHSRUW KDV�EHHQ�UHYLHZHG�IRU�WKH�VXSSRUWLQJ�LQIRUPDWLRQ�V\VWHP�DQG�LW�KDV�EHHQ�
GHWHUPLQHG�WKDW�WKHUH�DUH�QR�DGGLWLRQDO�SULYDF\�ULVNV�

[ &RQWUDFWRUV�WKDW�KDYH�DFFHVV�WR�WKH�V\VWHP�DUH�VXEMHFW�WR�LQIRUPDWLRQ�VHFXULW\�SURYLVLRQV�LQ�WKHLU�FRQWUDFWV�
UHTXLUHG�E\�'2&�SROLF\�
&RQWUDFWV�ZLWK�FXVWRPHUV�HVWDEOLVK�RZQHUVKLS�ULJKWV�RYHU�GDWD�LQFOXGLQJ�3,,�%,,�
$FFHSWDQFH�RI�OLDELOLW\�IRU�H[SRVXUH�RI�3,,�%,,�LV�FOHDUO\�GHILQHG�LQ�DJUHHPHQWV�ZLWK�FXVWRPHUV�
2WKHU��VSHFLI\��

��� 3URYLGH�D�JHQHUDO�GHVFULSWLRQ�RI�WKH�WHFKQRORJLHV�XVHG�WR�SURWHFW�3,,�%,,�RQ�WKH�,7�V\VWHP�
(Include data encryption in transit and/or at rest, if applicable).
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&HQVXV�%XUHDX�LQIRUPDWLRQ�WHFKQRORJ\�V\VWHPV�HPSOR\�D�PXOWLWXGH�RI�OD\HUHG�VHFXULW\�FRQWUROV�WR�SURWHFW�3,,�DW�
UHVW��GXULQJ�SURFHVVLQJ��DV�ZHOO�DV�LQ�WUDQVLW� 7KHVH�1,67��������FRQWUROV��DW�D�PLQLPXP��DUH�GHSOR\HG�DQG�
PDQDJHG�DW�WKH�HQWHUSULVH�OHYHO�LQFOXGLQJ��EXW�QRW�OLPLWHG�WR�WKH�IROORZLQJ�

x ,QWUXVLRQ�'HWHFWLRQ�_�3UHYHQWLRQ�6\VWHPV��,'6�_�,36�
x )LUHZDOOV
x 0DQGDWRU\�XVH�RI�+773�6��IRU�&HQVXV�3XEOLF�IDFLQJ�ZHEVLWHV
x 8VH�RI�WUXVWHG�LQWHUQHW�FRQQHFWLRQ��7,&�
x $QWL�9LUXV�VRIWZDUH�WR�SURWHFW�KRVW�HQG�XVHU�V\VWHPV
x (QFU\SWLRQ�RI�GDWDEDVHV��'DWD�DW�UHVW�
x +63'����&RPSOLDQW�3,9�FDUGV
x $FFHVV�&RQWUROV

&HQVXV�%XUHDX�LQIRUPDWLRQ�WHFKQRORJ\�V\VWHPV�DOVR IROORZ�WKH�1DWLRQDO�,QVWLWXWH�RI�6WDQGDUGV�DQG�7HFKQRORJ\�
�1,67��VWDQGDUGV�LQFOXGLQJ�VSHFLDO�SXEOLFDWLRQV������������������������HWF� $Q\�V\VWHP�ZLWKLQ�WKH�&HQVXV
%XUHDX WKDW�FRQWDLQV��WUDQVPLWV��RU�SURFHVVHV�3,,�KDV�D�FXUUHQW�DXWKRULW\�WR�RSHUDWH��$72��DQG�JRHV�WKURXJK�
FRQWLQXRXV�PRQLWRULQJ�RQ�D�\HDUO\�EDVLV�WR�HQVXUH�FRQWUROV�DUH�LPSOHPHQWHG�DQG�RSHUDWLQJ�DV�LQWHQGHG���7KH�
&HQVXV�%XUHDX�DOVR�GHSOR\V�D�'DWD�/RVV�3UHYHQWLRQ VROXWLRQ�DV�ZHOO�

6HFWLRQ�����3ULYDF\�$FW

��� ,QGLFDWH�ZKHWKHU�D�V\VWHP�RI�UHFRUGV�LV�EHLQJ�FUHDWHG�XQGHU�WKH�3ULYDF\�$FW����8�6�&��
�����D� (A new system of records notice (SORN) is required if the system is not covered 
by an existing SORN).
$V�SHU�WKH�3ULYDF\�$FW�RI�������³WKH�WHUP�µV\VWHP�RI�UHFRUGV¶�PHDQV�D�JURXS�RI�DQ\�UHFRUGV�XQGHU�WKH�FRQWURO�RI�DQ\�DJHQF\�IURP�ZKLFK�
LQIRUPDWLRQ�LV�UHWULHYHG�E\�WKH�QDPH�RI�WKH�LQGLYLGXDO�RU�E\�VRPH�LGHQWLI\LQJ�QXPEHU��V\PERO��RU�RWKHU�LGHQWLI\LQJ�SDUWLFXODU DVVLJQHG�
WR�WKH�LQGLYLGXDO�´

[ <HV��WKLV�V\VWHP�LV�FRYHUHG�E\�DQ�H[LVWLQJ�V\VWHP�RI�UHFRUGV�QRWLFH �6251��
3URYLGH�WKH�6251�QDPH� QXPEHU��DQG�OLQN� (list all that apply)�

&200(5&(�&(1686��� 'HFHQQLDO�&HQVXV�3URJUDP�
KWWS���ZZZ�RVHF�GRF�JRY�RSRJ�3ULYDF\$FW�6251V�FHQVXV���KWPO

&200(5&(�'(37���, ,QYHVWLJDWLYH�	�6HFXULW\�5HFRUGV�  
KWWS���RVHF�GRF�JRY�RSRJ�3ULYDF\$FW�6251V�'(37����KWPO

&200(5&(�'(37�����(PSOR\HHV�3HUVRQQHO�)LOHV�1RW�&RYHUHG�E\�1RWLFHV�RI�2WKHU�
$JHQFLHV� KWWS���ZZZ�RVHF�GRF�JRY�RSRJ�3ULYDF\$FW�6251V�'(37����KWPO
 
230�6251�*297��� 5HFUXLWLQJ��([DPLQLQJ�DQG�3ODFHPHQW�5HFRUGV�
KWWSV���ZZZ�RSP�JRY�LQIRUPDWLRQ�PDQDJHPHQW�SULYDF\�SROLF\�VRUQ�RSP�VRUQ�JRYW���
UHFUXLWLQJ�H[DPLQLQJ�DQG�SODFHPHQW�UHFRUGV�SGI
 
<HV��D�6251�KDV�EHHQ�VXEPLWWHG�WR�WKH�'HSDUWPHQW�IRU�DSSURYDO�RQ��GDWH��
1R��WKLV�V\VWHP�LV�QRW�D�V\VWHP�RI�UHFRUGV�DQG�D�6251�LV�QRW�DSSOLFDEOH�

6HFWLRQ������5HWHQWLRQ�RI�,QIRUPDWLRQ
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���� ,QGLFDWH�ZKHWKHU�WKHVH�UHFRUGV�DUH�FRYHUHG�E\�DQ�DSSURYHG�UHFRUGV�FRQWURO�VFKHGXOH DQG�
PRQLWRUHG�IRU�FRPSOLDQFH� (Check all that apply.)

; 7KHUH�LV�DQ�DSSURYHG�UHFRUG�FRQWURO�VFKHGXOH�
3URYLGH�WKH�QDPH�RI�WKH�UHFRUG�FRQWURO�VFKHGXOH���

1O�����������1�����������*56������*56�����LWHP����
1R��WKHUH�LV�QRW�DQ�DSSURYHG�UHFRUG�FRQWURO�VFKHGXOH�
3URYLGH�WKH�VWDJH�LQ�ZKLFK�WKH�SURMHFW�LV�LQ�GHYHORSLQJ�DQG�VXEPLWWLQJ�D�UHFRUGV�FRQWURO�VFKHGXOH�

; <HV��UHWHQWLRQ�LV�PRQLWRUHG�IRU�FRPSOLDQFH�WR�WKH�VFKHGXOH�
1R��UHWHQWLRQ�LV�QRW�PRQLWRUHG�IRU�FRPSOLDQFH�WR�WKH�VFKHGXOH���3URYLGH�H[SODQDWLRQ�

���� ,QGLFDWH�WKH�GLVSRVDO�PHWKRG�RI�WKH�3,,�%,,� (Check all that apply.)

'LVSRVDO
6KUHGGLQJ ; 2YHUZULWLQJ ;
'HJDXVVLQJ ; 'HOHWLQJ ;
2WKHU��VSHFLI\��

6HFWLRQ ��� 1,67�6SHFLDO�3XEOLFDWLRQ�������� 3,,�&RQILGHQWLDOLW\�,PSDFW�/HYHO

���� ,QGLFDWH�WKH�SRWHQWLDO�LPSDFW WKDW�FRXOG�UHVXOW�WR�WKH�VXEMHFW�LQGLYLGXDOV�DQG�RU�WKH�
RUJDQL]DWLRQ�LI�3,,�ZHUH�LQDSSURSULDWHO\�DFFHVVHG��XVHG��RU�GLVFORVHG� (The PII 
Confidentiality Impact Level is not the same as the Federal Information Processing 
Standards (FIPS) 199 security impact category.)

/RZ�± WKH�ORVV�RI�FRQILGHQWLDOLW\��LQWHJULW\��RU�DYDLODELOLW\�FRXOG�EH�H[SHFWHG�WR�KDYH�D�OLPLWHG�DGYHUVH�
HIIHFW�RQ�RUJDQL]DWLRQDO�RSHUDWLRQV��RUJDQL]DWLRQDO�DVVHWV��RU�LQGLYLGXDOV�
0RGHUDWH�± WKH�ORVV�RI�FRQILGHQWLDOLW\��LQWHJULW\��RU�DYDLODELOLW\�FRXOG�EH�H[SHFWHG�WR�KDYH�D�VHULRXV�
DGYHUVH�HIIHFW�RQ�RUJDQL]DWLRQDO�RSHUDWLRQV��RUJDQL]DWLRQDO�DVVHWV��RU�LQGLYLGXDOV�

; +LJK�± WKH�ORVV�RI�FRQILGHQWLDOLW\��LQWHJULW\��RU�DYDLODELOLW\�FRXOG�EH�H[SHFWHG�WR�KDYH�D�VHYHUH�RU�
FDWDVWURSKLF�DGYHUVH�HIIHFW�RQ�RUJDQL]DWLRQDO�RSHUDWLRQV��RUJDQL]DWLRQDO�DVVHWV��RU�LQGLYLGXDOV�

���� ,QGLFDWH�ZKLFK�IDFWRUV�ZHUH�XVHG�WR�GHWHUPLQH�WKH DERYH�3,,�FRQILGHQWLDOLW\�LPSDFW�OHYHOV���
(Check all that apply.)

; ,GHQWLILDELOLW\ 3,,�FROOHFWHG�FDQ�EH�GLUHFWO\�DQG�LQGLUHFWO\�XVHG�WR�LGHQWLI\�
LQGLYLGXDOV���
 

; 4XDQWLW\�RI�3,, 7KH�FROOHFWLRQ�LV�IRU�WKH�GHFHQQLDO�FHQVXV��WKHUHIRUH��D�VHYHUH�RU�
VXEVWDQWLDO�QXPEHU�RI�LQGLYLGXDOV�ZRXOG�EH�DIIHFWHG�LI�WKHUH�ZDV�
ORVV��WKHIW�RU�FRPSURPLVH�RI�WKH�GDWD���7KLV�FRXOG�DIIHFW�GHFHQQLDO�
�����&HQVXV�UHVSRQVH�UDWHV�DQG�KDYH�D�ORQJ�WHUP�HIIHFW RQ�WKH�
1DWLRQ¶V�SRSXODWLRQ�FRXQW� 6HYHUH�FROOHFWLYH�KDUP�WR�WKH�86&%¶V�
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UHSXWDWLRQ��RU�FRVW�WR�WKH�86&%�LQ�DGGUHVVLQJ�D�EUHDFK�

; 'DWD�)LHOG�6HQVLWLYLW\ 7KH�3,,��DORQH�RU�LQ�FRPELQDWLRQ��PD\�EH�UHOHYDQW�LQ�VRPH�RWKHU�
FRQWH[WV�DQG�PD\��LQ�WKRVH�FRQWH[WV��PDNH�WKH�LQGLYLGXDOV�RU�WKH�
&HQVXV�%XUHDX�YXOQHUDEOH�WR�KDUP�

; &RQWH[W�RI�8VH 'LVFORVXUH�RI 3,, LQ�WKLV�,7�V\VWHP�RU�WKH�3,, LWVHOI�PD\�UHVXOW�LQ�
VHYHUH KDUP�WR�WKH�LQGLYLGXDO�RU�RUJDQL]DWLRQ�

; 2EOLJDWLRQ�WR�3URWHFW�&RQILGHQWLDOLW\ 3,,�FROOHFWHG�LV�UHTXLUHG�WR�EH�SURWHFWHG�LQ�DFFRUGDQFH�ZLWK����
8�6�& ����D��DQG���� 8�6�&��VHFWLRQ���

; $FFHVV�WR�DQG�/RFDWLRQ�RI�3,, 7KH�3,,�LV�ORFDWHG�RQ�FRPSXWHUV��LQFOXGLQJ�ODSWRSV��DQG�RQ�D�
QHWZRUN��DQG�,7�V\VWHPV�FRQWUROOHG�E\�WKH�&HQVXV�%XUHDX���
$FFHVV�LV�OLPLWHG�WR�WKRVH�ZLWK�D�QHHG�WR�NQRZ�LQFOXGLQJ�WKH�
&HQVXV�%XUHDX�UHJLRQDO�RIILFHV�DQG�VXUYH\�SURJUDP�RIILFHV��HWF���
$FFHVV�LV�DOORZHG�E\�&HQVXV�%XUHDX�RZQHG�HTXLSPHQW�RXWVLGH�RI�
WKH�SK\VLFDO�ORFDWLRQV�RZQHG�E\�WKH�&HQVXV�%XUHDX�RQO\�ZLWK�D�
VHFXUH�FRQQHFWLRQ���%DFNXSV�DUH�VWRUHG�DW�&HQVXV�%XUHDX�RZQHG�
IDFLOLWLHV���

3,,�LV�DOVR�ORFDWHG�RQ�8�6��&HQVXV�%XUHDX�DXWKRUL]HG�YHQGRU�
V\VWHPV���$FFHVV�LV�OLPLWHG�WR�WKRVH�ZLWK�D�QHHG�WR�NQRZ�IRU�
DXWKRUL]HG�8�6��&HQVXV�%XUHDX�FRQWUDFWRUV�DQG�HPSOR\HHV�

2WKHU� 3URYLGH�H[SODQDWLRQ�

6HFWLRQ���� $QDO\VLV

���� ,GHQWLI\�DQG�HYDOXDWH�DQ\�SRWHQWLDO�WKUHDWV�WR�SULYDF\�WKDW�H[LVW�LQ�OLJKW�RI�WKH�LQIRUPDWLRQ�
FROOHFWHG�RU�WKH�VRXUFHV�IURP�ZKLFK�WKH�LQIRUPDWLRQ�LV�FROOHFWHG��$OVR��GHVFULEH�WKH�
FKRLFHV�WKDW�WKH�EXUHDX�RSHUDWLQJ�XQLW�PDGH�ZLWK�UHJDUG�WR�WKH�W\SH�RU�TXDQWLW\�RI�
LQIRUPDWLRQ�FROOHFWHG�DQG�WKH�VRXUFHV�SURYLGLQJ�WKH�LQIRUPDWLRQ�LQ�RUGHU�WR�SUHYHQW�RU�
PLWLJDWH�WKUHDWV�WR�SULYDF\���)RU�H[DPSOH���,I�D�GHFLVLRQ�ZDV�PDGH�WR�FROOHFW�OHVV�GDWD��
LQFOXGH�D�GLVFXVVLRQ�RI�WKLV�GHFLVLRQ��LI�LW�LV�QHFHVVDU\�WR�REWDLQ�LQIRUPDWLRQ�IURP�VRXUFHV�
RWKHU�WKDQ�WKH�LQGLYLGXDO��H[SODLQ�ZK\��

$�WKLUG�SDUW\�YHQGRU LV�FDSWXULQJ�VHOHFWHH�ILQJHUSULQW�GDWD�DQG�3,,�RQ�EHKDOI�RI�WKH�8�6�
&HQVXV�%XUHDX���7KH�WKLUG�SDUW\�YHQGRU�LV�PDQGDWHG�WR�RQO\�XWLOL]H�DXWKRUL]HG�V\VWHPV�DQG�
)HG5$03�VROXWLRQV���7KH�YHQGRU�GRHV�QRW�GLUHFWO\�VXEPLW�WKH�ILQJHUSULQW�LQIRUPDWLRQ�WR�WKH�
)%,��UDWKHU�WKH�LQIRUPDWLRQ�LV�VHFXUHO\�VHQW�WR�WKH�8�6�&HQVXV�%XUHDX IRU�SURFHVVLQJ�DQG�
VXEPLVVLRQ�WR�WKH�)%,�
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���� ,QGLFDWH�ZKHWKHU�WKH�FRQGXFW�RI�WKLV�3,$�UHVXOWV LQ�DQ\ UHTXLUHG EXVLQHVV�SURFHVV FKDQJHV�

<HV��WKH�FRQGXFW�RI�WKLV�3,$�UHVXOWV�LQ�UHTXLUHG EXVLQHVV�SURFHVV FKDQJHV�
([SODQDWLRQ�

[ 1R��WKH�FRQGXFW�RI�WKLV�3,$�GRHV�QRW�UHVXOW�LQ�DQ\�UHTXLUHG�EXVLQHVV�SURFHVV�FKDQJHV�

���� ,QGLFDWH�ZKHWKHU�WKH�FRQGXFW RI�WKLV�3,$�UHVXOWV LQ�DQ\�UHTXLUHG�WHFKQRORJ\�FKDQJHV�

<HV��WKH�FRQGXFW RI�WKLV�3,$�UHVXOWV�LQ�UHTXLUHG�WHFKQRORJ\�FKDQJHV�
([SODQDWLRQ�

[ 1R��WKH FRQGXFW�RI�WKLV�3,$ GRHV�QRW�UHVXOW�LQ�DQ\�UHTXLUHG�WHFKQRORJ\�FKDQJHV�


