April 2, 2021
Assistant Attorney General Sara Cable
Chief of the Data Privacy and Security Division
Massachusetts Office of the Attorney General
1 Ashburton Place
Boston, MA 02108-1698
Dear Assistant Attorney General Cable:
We, the undersigned organizations, write in regard to the process that pharmacies in
Massachusetts—including Walgreens and CVS—are using to distribute COVID-19 vaccines. We
are specifically concerned about the collection and use of personal data for commercial purposes
unrelated to the administration of these life-saving vaccines. Pharmacies are requiring patients
seeking access to the vaccine to register through their existing customer portals, which in turn
exposes patients to broad personal data collection and marketing. The line between the public
health task of administering vaccines and the commercial practices of the administering
companies is being blurred. State and federal governments share a common public health goal of
promoting vaccinations and should seek to remove barriers to accessing the COVID-19 vaccine
and promote public trust in the distribution process.
We request that your office promptly investigate the pharmacies’ data collection practices
for the vaccine distribution programs used by Walgreens and CVS in Massachusetts. Pharmacies
should not require individuals to submit to systems that broadly use the personal information of
patients as a prerequisite for receiving the COVID-19 vaccine. There are already reports that
some pharmacies plan to use this personal information to market their products to COVID-19
vaccine recipients. Patients should not have to trade unrestricted use of their sensitive personal
information for a life-saving vaccine. We believe these practices are unfair and deceptive and
should be halted immediately. In order to promote a robust and effective vaccine distribution
program, we believe pharmacies should do the following: refrain from automatically enrolling
vaccine registrants in their marketing databases; collect and use only the minimum personal data
that is necessary to facilitate administration of the vaccine; and segregate vaccine registrant data
from all commercial and marketing databases.
The FDA issued the first emergency use authorization for the COVID-19 vaccine on
December 11, 2020.1 The rollout for this long-awaited vaccine proved slow, with only 2.8
million patients receiving the first dose by the end of 2020—far short of the federal
government’s goal of 20 million.2 Every state experienced supply and distribution issues, leading
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to a “chaotic scramble” to vaccinate patients.3 These issues, combined with accessibility
concerns4 and hesitancy around the vaccine,5 led to fewer vaccinations than projected by the end
of 2020. On February 11, 2021, the Biden Administration announced a federal program to
deliver vaccines directly to retail pharmacies.6 The program initially included CVS, Walgreens,
Walmart, and Kroger as distribution sites for tens of millions of doses per month,7 meaning that
“[t]he job of vaccinating large swaths of the population [would] fall largely on retail
pharmacies[.]”8
According to recent press reports, pharmacies “are collecting data from millions of
customers as they sign up for [vaccine] shots, enrolling them in patient systems and having
recipients register customer profiles.”9 But this data is not only being used for vaccine
distribution—these retailers, charged with distributing vaccines to protect the health of millions,
are using personal information to promote their products and services, tailor marketing, and keep
in touch with customers.10 We understand that some information is necessary to establish vaccine
eligibility and schedule appointments. But certain pharmacies appear to have plans to use
patients’ sensitive personal information for purposes beyond the limited scope of vaccine
distribution. For example, CVS executives “plan to stay in touch with vaccine recipients beyond
receiving their second shot and use information gleaned in the process to better market to
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them.”11 This would be a misuse of personal data and would constitute an unfair and deceptive
trade practice. And as states expand eligibility in the coming weeks to teenagers 16 years old and
above, and later to children and teens, secondary uses of data collected for vaccine registration
purposes especially warrants close examination and restriction. We ask that you investigate the
matter promptly.
Several other pharmacies, including Walmart, Walgreens, Hartig, and Kroger, have
similarly engaged in unfair trade practices by marketing to patients who attempt to obtain the
COVID-19 vaccine. Walmart requires patients to set up patient profiles with Walmart’s online
system in order to receive the vaccine,12 which means patients are automatically enrolled to
receive marketing emails from Walmart unless they opt-out.13 Walgreens requires patients to sign
up for a Walgreens account in order to schedule an appointment.14 Patients who sign up for a
Walgreens account in order to receive a vaccine are automatically enrolled in marketing emails
unless they opt out, and they also agree to allow Walgreens to “automatically collect information
about [them] and [their] use of [Walgreen] Services, including without limitation, your real-time
location, MAC address, and IP address.”15 Hartig Drug Stores analyzes data on what patients buy
when they receive vaccinations and has urged staff to highlight aftercare items, such as ibuprofen
and ice packs, to patients.16 Hartig’s CEO noted that the vaccination process has brought in new
customers, stating “[w]e encourage the products we have in the store and encourage [customers]
to purchase those[.]”17 Kroger is reportedly trying to work with brands to offer products during
vaccinations and “sees opportunities to promote using food as medicine.”18 In order to promote
accessibility and increase the number of vaccinated people, we urge your office to investigate the
practice of marketing to patients who attempt to receive the COVID-19 vaccine. Patients should
not be subject to marketing emails and data collection in order to receive a vaccine that protects
their own health and the health of those around them. Vaccine recipients may be under the
impression that the information they submit to these pharmacies is covered by the Health
Insurance Portability and Accountability Act (HIPAA) or other privacy laws, but unfortunately,
that is not the case. No U.S. privacy law covers the data collected under these pharmacy
customer portals.
Section 5 of the FTC Act prohibits “unfair or deceptive acts or practices in or affecting
commerce.”19 Every state and the District of Columbia have similarly adopted laws that prohibit
at least some categories of unfair or deceptive practices (UDAP laws),20 many of which are based
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on the FTC Act.21 The above-described practices violate the Massachusetts Consumer Protection
Law.22 Pharmacies that collect personal data for marketing purposes from those seeking to obtain
the COVID-19 vaccine deprive patients of control over their own personal data.23 Patients have
no meaningful opportunity to avoid this data collection and associated marketing if they wish to
receive a life-saving vaccine. There are no benefits to consumers that might outweigh the
significant privacy harms suffered by patients receiving vaccinations through the pharmacies in
question. In fact, these practices carry a risk of impeding vaccine distribution by discouraging
people from seeking out the vaccine. Pharmacies may not exploit the public health necessity of
the COVID-19 vaccine by forcibly subjecting patients to data collection and marketing.
Pharmacies are responsible for providing life-saving vaccines to millions of Americans.
And during this emergency, pharmacies should not be deploying systems that make vaccine
access contingent on registration for unrelated commercial pharmacy services or the collection of
personal data for unrelated purposes. We encourage your office to require that pharmacies in
Massachusetts halt the practice of using the personal information collected from COVID vaccine
recipients for secondary purposes. Pharmacies should not further hinder the vaccine distribution
by engaging in unfair or deceptive practices that will lead to greater public mistrust of the
vaccine and less accessibility. The vaccine should be accessible to all qualified patients without a
barrier that collects unnecessary data about patients for marketing purposes.
Pharmacies’ collection of personal data from vaccine recipients also poses special risks
for marginalized populations. We are concerned that data collection will create an additional
barrier to vaccine access and exacerbate existing racial and ethnic disparities in distribution
rates.24 Further, the exploitation of personal data causes disproportionate harms to communities
of color.25 Pharmacies should not be permitted to collect and use personal data in ways that will
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harm marginalized communities. We urge your office to remove barriers to access the vaccine
and promote an equitable vaccine distribution process by protecting the personal data of vaccine
recipients.
We ask your office to investigate the collection and use of personal data by CVS and
Walgreens from patients seeking the COVID-19 vaccine. The practices of these pharmacies are
unfair and unlawful. We seek to promote a robust and effective vaccine distribution program.
Accordingly, we urge you to require these pharmacies to:
1. Refrain from automatically enrolling vaccine registrants in any marketing database;
2. Collect and use only the minimum data that is necessary to facilitate administration of the
vaccine; and
3. Segregate vaccine registrant data from all commercial and marketing databases.

Sincerely,
Center for Digital Democracy
Common Sense Media
Constitutional Alliance
Consumer Action
Consumer Federation of America
Defending Rights & Dissent
Electronic Privacy Information Center
Media Alliance
The National Workrights Institute
New America's Open Technology Institute
Oakland Privacy
The Parent Coalition for Student Privacy
Privacy Rights Clearinghouse
Privacy Times
Public Citizen
U.S. PIRG

https://energycommerce.house.gov/sites/democrats.energycommerce.house.gov/files/documents/Brandi%20Co
llins%20Dexter%2002.26.2019.pdf (“[D]ata security and privacy abuses have disproportionately harmed
marginalized communities, especially communities of color.”).
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APPENDIX 1

Screen shot of the Online Walgreens platform, which requires a patient to create an account with
Walgreens to sign up to receive the COVID-19 vaccine.
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APPENDIX 2
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Screenshots of the Patient Info webpage from CVS, which collects personal information that CVS
has said it plans to use to market to patients after they have received COVID-19 vaccines.
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