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Policy 1-23 Dated: 11 March 2004

(U) This Policy 1-23 supersedes Directive 10-30, dated 20 September 1990, and Change One
thereto, dated June 1998,

(U) OPI: OGC (963-3121s)

(U} The compilation of the information contained in this document should be treated as
SECRET//COMINT due to the classification of the Annex; upon removal of the Annex, this
document may be downgraded to CONFIDENTIAL. No section of this document shall be
released without approval from the Office of Policy and Records, DC3.

(U) POLICY

1. (U) NSA/CSS shall collect, process, retain, and disseminate information about U.S.
persons only as prescribed in DoD Directive 5240.1 (Reference a), DoD Regulation 5240.1-R
(Reference ¢) and the Classified Annex to DoD Procedures under Executive Order 12333
(hereafter referred to as the Classified Annex; Reference f).

(U) PROCEDURES

2. (U) Signals Intelligence. The signals intelligence (SIGINT) mission of the NSA/CSS
is to collect, process, retain, and disseminate signals intelligence information for national foreign
intelligence (and counterintelligence) purposes and in support of U.S. military operations.
NSA/CSS shall intentionally collect only foreign communications. NSA/CSS shall not
intentionally collect U.S. person communications. The Director, NSA/Chief, CSS may authorize
exceptions only pursuant to the procedures contained in DoD Regulation 5240.1-R (Reference ¢€)
and the Classified Annex thereto (Reference f).

a. (U) Electronic surveillance, as defined in the Foreign Intelligence Surveillance
Act of 1978, as amended (Reference b), requires a court order issued by a judge
appointed pursuant to the Act or a certification of the Attorney General of the United
States issued pursuant to Section 102(a) of the Act. The Director, NSA/Chief, CSS or
Deputy Director, NSA must approve applications for a court order, which must be
submitted through the DoD General Counsel to the Attorney General. The Director,
NSA/Chief, CSS or Deputy Director, NSA may submit requests for Section 102(a)
certifications directly to the Attorney General. The Director, NSA/Chief, CSS or
Deputy Director, NSA may contact the Attorney General in an emergency and the
Attorney General may approve the surveillance pending subsequent court proceedings.

b. (U) Electronic surveillance, as defined in Appendix A to DoD Regulation
5240.1-R (Reference e), directed against U.S. persons who are outside the U.S. requires
approval of the Attorney General. The Director, NSA/Chief, CSS or the Deputy Director
may request approval of such surveillances by forwarding a request to the Attorney
General. In emergency situations, as described in Procedure 5, Part 2.D., of Reference e,
the Director, NSA/Chief, CSS, Deputy Director, NSA or the Signals Intelligence
Director, NSA, may authorize electronic surveillance, for no more than 72 hours,
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of U.S. persons who are outside the U.S. Such authorization is subject to the limitations
of Procedure 5, Part 2.D. The DoD General Counsel shall be notified promptly of any
such surveillance,

3. (U) Information Assurance. The information assurance (EA) mission assigned
to NSA/CSS by National Security Directive (NSD) 42 (Reference g), Executive Order 12333
(Reference c), and other applicable law and policy direction includes the responsibility to
€xamine national security systems, as that term is defined by 40 U.S.C. § 1452 (Reference h)
and other applicable law, and evaluate their vulnerability to foreign interception and exploitation.
In 2 manner consistent with the provisions of the Computer Security Act of 1987 (Reference i)
and implementing procedures agreed to by NSA/CSS and the National Institute of Standards
and Technology, the Agency is also authorized to provide IA support for non-national security
systems. Any A activities undertaken by the Agency, including those involving monitoring
of official communications, shall be conducted in strict compliance with law, Executive Order
and implementing procedures, and applicable Presidential directive. Any monitoring undertaken
for communications security purposes ("COMSEC monitoring") shall be conducted in
accordance with the provisions of National Telecommunications and Information Systems
Security Directive (NTISSD) No. 600 (Reference j) or other special procedures approved by
the Attorney General. In addition to the responsibility to conduct COMSEC monitoring and
to examine national security systems for vulnerabilities to foreign exploitation, NSD 42
(Reference g) also requires NSA/CSS to disseminate information on threats to national security
systems, regardless of the source of the threat. Title Il of the Homeland Security Act of 2002
(Reference k) imposes similar requirements with respect to the protection of the United States®
critical infrastructure. The Information Assurance Director is hereby designated to act for
Director, NSA/Chief, CSS in the issuance of written approval to conduct the information
assurance activities assigned to the Agency, to include the conduct of activities that may result
in the collection of US person information as defined in DoD Regulation 5240.1-R (Reference €)
and other applicable guidance.

(U) RESPONSIBILITIES
4. (U) The NSA General Counsel (GC) and Inspector General (IG) shall:

a. (U) Conduct appropriate oversight to prevent or detect violations of E.O.
12333, DoD Directive 5240.1 (References ¢ and a), this Policy, and any directives
and regulations issued thereunder,

b. (U) Ferward to the Intelligence Oversight Board (IOB) of the President’s
Foreign Intelligence Advisory Board (PFIAB), through the Assistant to the Secretary
of Defense (Intelligence Oversight (ATSD (10)), reports of activities that they have
reason to believe may be unlawful or contrary to Executive Order or Presidential
Directive, and provide other reports or information that the JOB or ATSD (IO} requires.
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\ 5. (U) The NSA Inspector General shall
\
N\ a. (U) Conduct regular mspectlons of NSNCSS actwmes for compliance with
N, the law, executive orders, and related directives. g
5
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\, b. HFOYOY Perform penerat oversight of the SIGINT activities oﬁlié

- \‘I for compliance with Executive Order 12333 (Reference ¢) and
related laws and directives.

¢. (U) Establish reporting procedures to be followed by the Directors, Associate
Directors and Principal Directors, Chiefs of NSA/CSS Field Activities, and NSA/CSS
Representatives regarding their activities and practices.

d. (U) Consult with the NSA General Counsel on matters involving interpretation
or possible violations of law, executive orders, or directives.

e. (U) Submit, semiannually, a comprehensive report to the Director and Deputy
Director on the resuits of the IG's oversight activities,

f. (U) Report, as required by E.O. 12333 and 12863 (References ¢ and d) and
other authorities, to the ATSD (IO) and the 10B.

6. (U) The NSA General Counsel shall:

a. (U) Provide legal advice and assistance to all NSA/CSS elements regarding
the activities covered by this Policy.

b. (U) Assist NSA/CSS activities as requested in developing such guidelines
and working aids as are necessary to ensure compliance with this Policy.

¢. (U) Assist the NSA Inspector General in inspections and oversight of NSA/
CSS activities, as required.

d. (U) Review and assess for legal implications, as requested by the Director
NSA/Chief CSS, Deputy Director NSA, SIGINT Director, 1A Director, Associate
Directors, Principal Directors, or the Inspector General, all new major requirements
and internally generated NSA/CSS activities.

e. (U) Advise the Director NSA/Chief CSS, Deputy Director NSA, SIGINT
Director, IA Director, Inspector General, Principal Directors, and Associate Directors
of new legislation and case law which may have an impact on NSA/CSS missions,
functions, operations, activities, or practices.
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f. (U) Prepare and forward through DoD to the Attorney General any proposed
changes to existing procedures or new procedures required by E.Q. 12333 (Reference c)
or Public Law 95-511 (Reference b).

g. (U) Report as required by E.O. 12333 and 12863 (References ¢ and d) to the
IOB and provide copies of such reports to the Director and affected NSA/CSS elements.

h. (U) Prepare and process applications for court orders or certifications for
electronic surveillance pursuant to the Foreign Intelligence Surveillance Act (Reference
b) in accordance with Procedure 5, Part 1, of DoD Regulation 5240.1-R (Reference e).

1. (U) Prepare and process requests to the Attorney General for electronic
surveillance of unconsenting U.S. persons who are outside the U.S. in accordance
with Procedure 5, Part 2 of DoD Regulation 5240.1-R (Reference e).

J- (U) Process requests from any DoD intelligence component, including NSA/
CSS, for authority to use signals as described in Procedure 5, Part 5, of DoD Regulation
5240.1-R (Reference €), for periods in excess of 90 days in the development, test, or
calibration of electronic equipment that can intercept communications and other
electronic surveillance equipment. Forward processed requests to the Attorney General
for approval when required.

7. (U) The SIGINT Director, 1A Director, Associate Directors, the NSA/CSS Chief
of Staff, Principal Directors and Chiefs of NSA/CSS Field Activities shall:

a. (U) Appoint an intelligence oversight coordinator or senior level official to
oversee intelligence oversight within each major element.

b. (U) Provide training to all employees (including contractors and integrees) in
order to maintain a high degree of sensitivity to, and understanding of, the laws and
authorities referenced in this Policy. Such training shall include both core and advanced
intelligence oversight training and refresher training with appropriate testing. All
employees shall receive core training, and those with exposure to U.S. person
information shall receive appropriate advanced training, Training shall be required at
least annually (or more often commensurate with the level of exposure to U.S. person
information by the employee). Newly hired employees and reassignees, including
contractor personnel and integrees, must be trained upon assignment. Managers shall
keep records of training for all employees. The training must cover: E.O. 12333
(Reference c); Procedures 1-4, 14 and 15 of DoD Regulation 5240.1-R (Reference e);
other Procedures of the Regulation that apply to the assigned mission; and this policy.
Employees involved in the SIGINT process must be familiar with U.S. SIGINT Directive
18 (USSID 18) (Reference 1), and employees involved in COMSEC monitoring must
be familiar with NTISSD 600 (Reference j).
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¢. {U) Apply the provisions of this Policy to all activities under their cognizance
and ensure that all publications (U.S. SIGINT Directives, National COMSEC
Instructions, NSA/CSS Management and Administrative Publications, etc.) and
instructions for which they are responsible are in compliance with this Policy.

d. (U) Conduct a periodic review of the activities and practices conducted in or
under the cognizance of their respective organizations to ensure consistency with the
laws and authorities listed in the References section of this Policy.

e. (U) Ensure that afl new major requirements levied on NSA and the U.S.
Cryptologic System or iniernally generated NSA/CSS activities are considered for
review and approval by the General Counsel. All activities that may raise a question
of law or regulation must be reviewed by the General Counsel prior to acceptance or
execution.

- £ (U) Ensure that necessary special security clearances and access authorizations
are provided to the General Counsel and Inspector General to enable them to meet their
assigned responsibilities.

g- (U) Report as required and otherwise assist the Inspector General and General
Counsel in carrying out their responsibilities to include providing input to the Inspector
General for preparation of the joint Inspector General/General Counsel/Director, NSA/
CSS quarterly report to the Assistant to the Secretary of Defense (Intelligence Oversight)
and the IOB.

h. (U) Develop, in coordination with the General Counsel and Inspector General
as required, such specific guidelines and working aids as are necessary to ensure
compliance with this Policy. Such guidelines and working aids should be available to
employees at all times and must be reviewed by management with employees at least
annually.

(UyREFERENCES

8. () References:

a. (U) DoD Directive 5240.1, DoD Intelligence Activities, dated: 25 April 1988.
//netinfo.si.nsa/ExternalNS A/www.dtic.mil/whs/directives/corres/pdfid52401 04258

8/d52401p.pdf

b. (U) Foreign Intelligence Surveillance Act of 1978, Public Law No. 95-511 as
amended, 50 U.S.C. 1801 et seq. http://www.n.nsa/GC/practgrps‘ops/ops.himl
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¢. (U) Executive Order 12333, United States Intelligence Activities, dated:
4 December 1981. hitp://www n.nsa/IG/e01233 himl

d. (U) Executive Order 12863, President’s Foreign Intelligence Advisory Board,
dated: 13 Septemnber 1993.

€. (U) DoD Regulation 5240. I-R, Procedures Governing the Activities of DoD
Intelligence Components that Affect United States Persons, dated: 7 December 1982.

£ (U) Classified Annex to Department of Defense Procedures Under Executive
Order 12333.

£. (U) National Security Directive (NSD) 42, National Policy for the Security of
National Security Telecommunications and Information Systems, dated: 5 July 1990.

h. (U) Information Technology Reform Act of 1996, Division E of Public Law
104-106, as codified at 40 U.8.C. 1401 et seq.

i. (U) Computer Security Act of 1987.

j- (U) National Telecommunications and Information Systems Security Directive
No. 600, Communications Security (COMSEC) Monitoring, dated: 10 April 1990.

k. (U) Title II of the Homeland Security Act of 2002, Public Law 107-296.

1. (U) United States Signals Intelligence Directive (USSID) 18, dated:
27 July 1993,

m. (U) National Security Council Intelligence Directive (NSCID) No. 6,
dated: 17 February 1972.

(U) DEFINITIONS

9. (U) SIGINT - SIGINT comprises communications intelligence, electronics
intelligence, and foreign instrumentation signals intelligence, either individually or in
combination. Communications intelligence (COMINT) is defined as “technical and
intelligence information derived from foreign communications by other than the intended
recipients . . .” and ** . . . the collection and processing of foreign communications passed
by radio, wire, or other electromagnetic means.” NSCID 6 (Reference m), Sec. 4(b). Electronics
intelligence (ELINT) consists of foreign electromagnetic radiations such as emissions from a
radar system. Foreign instrumentation signals intelligence (FISINT) includes signals from
telemetry, beaconry, etc.

7

SECRET/CONVINT/X—




DOCID: 3199129

SECRET/COMINT/ XL

Policy 1-23 Dated: 11 March 2004

10. ¢€yU.S. Person -
a. (U) A citizen of the United States;

b. (U) An alien lawfully admitted for permanent residence in the United States;

¢. (U) Unincorporated groups and associations a substantial number of the
members of which constitute a or b above, or

d. (UU) Corporations incorporated in the United States, including U.S. flag
nongovernmental aircraft or vessels, but not including those entities which are openly
acknowledged by a foreign government or governments to be directed and controlled
by them. USSID 18 (Reference 1), Section 9.18.

€€ The foliowing additional definition applies to the Classified Annex (Reference .
For purpeses of intentionaily collecting the communications of a particular person, the term
“United States person,” in addition to the meanings outlined above, includes any alien known to
be presently in the United States; any unincorporated association of such aliens or American
citizens; the United States operations, office, branch, or representative of a corporation
incorporated abroad; any corporation or corporate subsidiary incorporated in the United States;

and any U.S. flag non-gov i r vessel: ided howev, t the term “UJ.S.
lJierson” shall pot inciude

|
or (it) a foreign power or powers as defined in Section 101 (aX1)-(3) of FISA. Classified Annex
(Reference f), Section 2. e

A
e

11. (U) Emplovee - A person employed by, assigned to, or acting for ,ag;,/s;g/éncy within
the intelligence community, including contractors and persons otherwise aefing at the direction
of such an agency. DoD Regulation 5240.1-R (Reference ¢), Appendix &, Definitions.

ra
;r/‘
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(U) ANNEX ! “\\
j W\
(U) CLASSIFIED ANNEX TO DEPARTMENT OF DEFENSE
PROCEDURES UNDER EXECUTIVE OIIQDER 12333 \\
i W
Sec. 1: Applicability and Scope (U) i \y
f A8
(8//3%) These procedures implement sections 2.3, 2.4, and 2.6 (¢) of Executive Order
12333 and supplement Procedure 5 of DoD Regulation 5240.1-R, previously approved by the
‘Secretary of Defense and the Attorney General. They govern tﬁe conduct by the Umt\c\i\ States
Slgnals Intelligence System of signals intelligence activities th: it involve the collection. retention
and dissemination of communications originated or intended for receipt in the United States, and
signals intelligence activities that are directed intentionally against the communications of a
United States person who is outside the United States. These procedures also govern the
collécnon, retention and dissemination of information concerning United States persons that'is
collebted by the United States Signals Intelligence System including such activities undertaken
by the | These procedures do not aPply to signals intelligence
activities that are not required under Executive Order 12333 to be conducted pursuant to
rocedures approved by the Attorney General. | ; |

\ ".\.“

!
f
f
f

| Except for matters expressly
authorized herein, the limitations contained in Department of Defense Regulation 5240.1-R also
apply to the United States Signals Intelligence System. Reference should be made to those
procedures with respect to matters of applicability and scope, definitions, policy and operational
procedures not covered herein.

Sec. 2: Defmitions (U)

(U) The following additional definitions or supplements to definitions in DoD Regulation
5240.1-R apply solely to this Classified Annex:

5488 Agent of a Foreign Power, For purposes of signals intelligence activities which
are not regulated by the Foreign Intelligence Surveillance Act (FISA), the term "agent
of a foreign power" means:

(a) a person who, for or on behalf of a foreign power, is engaged in clandestine
inteligence activities, sabotage, or international terrorist activities, or activities in
preparation for international terrorist activities, or who conspires with, or knowingly
aids and abets such a person engaging in such activities;

Annex to Policy 1-23
Dated: 11 March 2004
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(b) a person who is an officer or employee of a foreign pd&yer;
‘ \_

(c) a person unlawfully acting for, or pursuant to the dlrecnrigp of, a foreign power.
The mere fact that a person’s activities may benefit or further the aims of a foreign power
is not enough to bring that person under this subsection, absent evidence that the person
is taking direction from, or acting in knowing concert with, the foreign power;

W

(d)a person in contact with or acting in collaboration with an m\ielhgence or
security service of a foreign power for the purpose of providing access tg information or
material classified by the United States to which such person has or has z;d access; or

(e) a corporation or other entity that is owned or controlled dlrectly\ or indirectly

by a foreign power. i

i\

(U} Communicant. The term "communicant" means a sender or intended reéiplent ofa
comrunication. :\ !

(U) Consent. For the purposes of signals intelligence activities, an agreement iz(\)( an
organization with the National Security Agency to permit collection of information shall\be
deemed valid consent if given on behalf of such organization by an official or governing body
determined by the General Counsel, National Security Agency, to have actual or apparent’,
authority to make such an agreement. Wy

\; \_‘

(8#3% Foreign Communication. The term "foreign communication” means a \. \.
communication that involves a sender or an intended recipient who is outside the United Statqe
or that j I[ls entirely among foreign powers or between a foreign power and officials of a forelgul \
power, \

(U) Foreign Intelligence. The term "foreign intelligence” includes both positive foreign
intelligence and counterintelligence.

e |

L
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@ (1) Annex to Policy 1-23
{b} (31-P.L. 86-36 Dated: 11 March 2004
(b} {3)-5C USC 403 A‘2
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(U) Interception. The term "interception” means the acquisition by the United: States
Signals Intelligence System through electronic means of a nonpublic communication to which it
is not an intended party, and the processing of the contents of that communication into an
intelligence form but not including the display of signals on visual display devices intended to~.
permit the examination of the technical characteristics of the signal without reference tothe ™.
information content carried by the signal. N

€]

T

)

(U) Technical Data Base. The term "technical data base” means information retained
for cryptanalytic or traffic analytic purposes.

(U} Transiting Communications. The term "transiting communications” includes all
communications that neither originate nor terminate in the United States. but which transit the
United States during transmission.

€T United_States Person. For purposes of intentionally collecting the communications

of a particular person, the term "United States person,” in addition to the meaning in the

Appendix to DoD Regulation 5240.1-R, includes any alien known to be presently in the United

States; any unincorporated association of such aliens or American citizens; the United States

operations, office, branch, or representative of a corporation incorporated abroad; any

corporation or corporate subsidiary incorporated in the United States; and any U.S. flag non-
Annpex. to Policy 1-23
Dated: 11 March 2004
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governmental aircraft or vessel: Provided, however, that the term "U.S. person" shall not include

[E)r (ii) a foreign power or powers as defined in

Section 101 (a)(1)-(3) of FISA.
Sec. 3: Policy (U)

(U) The Director, National Security Agency, is assigned responsibility for signals
intelligence collection and processing activities and communications security activities. In order
to assure that these activities are conducted in accordance with the provisions of Executive Order
12333, the Director, or his designee, will issue appropriate directives and instructions
implementing these procedures and governing the conduct of the United States Signals
Intelligence Systemn and the activities of communications security entities.

€Yt is the policy of the United States Signals Intelligence System to collect, retain, and
disseminate foreign communications and military tactical communications. It is recognized,
however, that the United States Signals Intelligence System may incidentally intercept non-
foreign communications, including those of or concerning United States persons, in the course of
authorized collection of foreign communications. The United States Signals Intelligence System
makes every reasonable effort, through surveys and technical means, to reduce to the maximum
extent possible the number of such incidental intercepts acquired in the conduct of its operations.
Information derived from these incidentally intercepted non-foreign communications may be
disseminated 10 the Federal Bureau of Investigation when the information is foreign intelligence
or counterintelligence or indicates a threat to the physical safety of any person. Dissemination
of such information is aiso governed by these procedures and applicable minimization
procedures approved in accordance with FISA. Specific communications sent from or intended
for receipt by the United States persons are not intercepted deliberately by the United States
Signals Intelligence System unless specific authorization for such interception has been obtained
in accordance with these procedures.

€58t The President has authorized, and the Attorney General hereby specifically
approves, interception by the United States Signals Intelligence System of:

B (1)
.~ (b)(3)-50 USC 403
Ve k) (3)=-P.L. 86-36

* United States and Allied Military exercise communications;

* Signals collected during the search of the signals environment for foreign communications
that may be developed into sources of signals intelligence;

Annex to Poliey 1-23
Dated: 11 March 2004
A-4




k) 1)

DOCID: 31692126 (%) (3)-P.L. 86-36

N
~SEERETHCOMINE/XI—
.

.\..
\

* Signals coliected during the monitoring of foreign electronic surveillance attivities directed
at United States communications consistent with the Foreign Intelligence Surveillance Act of
1978; and . \

\

* Signals collected during the testing and training of personnel in the use in the use of signals
intelligence collection equipment in the United States consistent with the Foreign Intelligénce
Surveillance of 1978. \-..\

\

Sec. 4: Procedures (U) \

1. Collection
(a) Communications of or concerning a United States person may be
intercepted intentionally
only: /
/

(1’3 with the consent of such United States person. Where a United States
erson has consenfcd, by completion of the appropriate Consent Agreement appended hereto,]A [

j  —

/ P e
i s re
/ / (2) with specific prior court order pursuant to the Foteign Intelligence
!/ Surveillante Act of 1978 where applicable. All United States Signals Intelligence System
, requests‘;.-for such court orders or approvals shall be forwarded by the Director, National Security
/; Agency for certification by the Secretary of Defense or the Deputy Secretary of Defense (in case
i of the'unavailability of both of these officials and in-émergency situations, certification may be
ii granted by another official authorized by executive order to certify such requests), and thence to
i the’ Attorney General; or o
i ' 7
¥ / (3) with the specific prior approval of the Director, National Security Agency,
I}Cf // in any case in which the Uglte’d States person is reasonably believed to be held captive by a
i / foreign power or by a group engaged in international terrorist activities. The Attorney General
y /  willbe notified wheti the Director authorizes selection of communications concerning a United

,, .. / States persog,pﬂi‘suant to this provision; or
v/ 7
I/ i (4) with specific prior approval by the Attorney General based on a finding by
!/ _the Attorney General that there is probable cause to believe the United States person is an agent
,,:" / _ﬂ/-/ of a foreign power and that the purpose of the interception or selection is to collect significant
i ,,,/"/ Annex to Policy 1-23
P Dated: 11 March 2004
(b} (1) A-5
(b} (3)-P.L.. 86-36

—SECERET/COMINTAXT—




DOCID: 3199129

Yoy (1)
K& (3)-50 USC 403
1(\‘:)}\(3)—P.L. 86-36

AR

foreign intelligence. Such approvals shall be limited to a2 period of time not to exceed ninety
\ days for individuals and one year for entities.

(d)'(SﬁSB-Emergen}:‘:i\gs:
'k .

!

N
(1) The emergency jn_:ovision in Section D of Part 2, Procedure 5, of DoD
5240.1-R, may be employed to authoriz

Fommunications of, or
concerning, a United States persons defined in the Appendix to DoD Regulation 5240.1-R, when
that person is outside the United States.

Annex to Policy 1-23
Dated: 11 March 2004
A-6
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2. Retention (U)

—t8#3BForeign communications of, or concerning, United States persons that are
intercepted by the United States Signals Intelligence System may be retained in their original
form or as transcribed only:

(a) if processed so as to eliminate any reference to United States persons;

(b) if necessary to the maintenance of technical data bases. Retention for this
purpose is permitted for a period sufficient to allow a thorough exploitation and to permit access
to data that are, or are reasonably believed likely to become, relevant to a current or future
intelligent requirement. Sufficient duration may vary with the nature of the exploitation. In the
context of a cryptanalytic effort, sufficient duration may consist of a period of time during which
encrypted material is subject to, or of use in, cryptanalysis. In the case of international
commercial communications that may contain the identity of United States persons and that are
not enciphered or otherwise thought o contain secret meaning, sufficient duration is one year
uniess the Deputy Director for Operations, National Security Agency, determines in writing that
retention for a longer period is required to respond to authorized foreign intelligence or
counterintelligence requirements; or

(c) if dissemination of such communications without elimination of references to
such United States persons would be permitted under section 4.A.4 below.

3. Processing (U)

(2)€5#ShForeign communications of, or concerning, United States persons must
be processed in accordance with the following limitations:

7/
{b) {1} Annex to Policy 1-23
{b} (3}-P.L. 86-36 Dated: 11 March 2004
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4. Dissemination (U)

{CrfSH-Dissemination of signals intelligence derived from foreign communications of, or
concerning, United States persons is governed by Procedure 4 of DoD Regulation 5240.1-R.
Dissemination of signals intelligence shall be limited to authorized signals intelligence
consumers in accordance with requirements and tasking established pursuant fo Executive Order
12333. Dissemination of information that is not pursuant to such requirements or tasking that
constitutes foreign intelligence or counterintelligence or that is otherwise authorized under
Procedure 4 shall be limited to those departments or agencies that have subject matter
responsibility. Dissemination of the identity of a United Stated person is authorized if it meets

Annex to Policy 1-23
Dated: 11 March 2004
A9
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one of the following criteria, each of which is also deemed to meet the standard of "necessary to
understand or assess" the importance of foreign intelligence information (otherwise, the identity
of the United States person must be replaced by a generic term, e.g., United States citizen or
United States corporation):

(a) The United States person has consented to the use of communications of or
concerning him or her and has executed the applicable consent form,;

(b) the information is available publicly;

(c) the identity of the United States person is that of a senior official in the Executive
Branch. When this exemption is applied, the Deputy Director for Operations, National Security
Agency, will ensure that domestic political or personal information is not retained or
disseminated;

(d) the communication or information indicates that the United States person may be
an agent of a foreign power;

(e) the communication or information indicates that the United States person may be:
(1) a foreign power as defined in Section 101 (a)(4) or (6) of FISA;

(2) residing outside the United States and holding an official position in the
government or military forces of a foreign power such that information about his or her activities
would constitute foreign intelligence;

(3) a corporation or other entity that is owned or controlled directly or indirectly
by a foreign power; or

(4) acting in collaboration with an intelligence or security service of a foreign
power and the United States person has, or has had, access to information or material classified
by the United States;

* (f) the communication or information indicates that the United States person may be
the target of intelligence activities of a foreign power;

(g) the communication or mformation indicates that the United States person is
engaged in the unauthorized disclosure of classified national security information;

(h) the communication or information indicates that the United States person may be
engaging in international terrorist activities;

(i) the interception of the United States person’s communications was authorized by a
court order issued pursuant to Section 105 of FISA or by Attorney General approval issued
Annex to Policy 1-23
Dated: 11 March 2004
A-10
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A
P

pursuant to Section 4.A.1 of this annex and the communication may relate to the foreign
i iy  intelligence or counterintelligence purpose of the surveillance;
AR

by (j) the communication or information indicates a possible threat to the safety of a

I 1\ person or organization, including those who are targets, victims, or hostages of international

.\ \ terrorist organizations;

IR

?“a \-\ L (k) the communication or information indicates that the United States person may be

i  ichgaged in international narcotics trafficking activities;

1

i VA (1) the communication or information is evidence that a crime has been, is being, or is

i about to be comrmitted, provided that dissemination is for law enforcement purposes; or

1 Vol

1 ' (m)theidentity of the United States person is otherwise necessary to understand

3 foréign intelligence or counterintelligence or assess its importance. Access to technical data

¥ basé\s will be restricted to signals intelligence coilection and analytic personnel. Requests for

|+ access from other personnel or entities shall be referred to the Deputy Director for Operations,
National Security Agency. Domestic communications in which all communicants are United

States persons shall be disposed of upon recognition,

: provided that technical data concerning
. frequency and channel usage may be retained for collection avoidance purposes.

i \ A

3 B. e

a T

D™(€)-Signals Intelligence: Search and Development. The United States Signals

Inteliigence System may conduct search and development activities with respect to signals
throughout the radio spectrum under the following limitations:

1. Collection. Signals may be collected only for the purpose of identifving those
signals that:

(2) may contain information related to the
counterintelligence;

production of foreign intelligence or

(b) are enciphered or appear to contain secret meaning;

Ammex to Policy 1-23

Dated: 11 March 2004
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(c) are necessary to ensure efficient signals intelligence collection or to avoid the
collection of unwanted signals; or

{d) reveal vulnerability of United States communications security
\ \

2. Retention and Processing. Communications originating or intended for receipt in
the United States, or originated or intended for receipt by United States persons, shall be

processed in accordance with Section 4.A.3, provided that information necessary for cataloging
the constituent elements of the signal environment may be produced and retained if such

information does not identify a United States person. Information revealing a United States
communications security vulnerability may be retained
\ \

% 3. Dissemination. Information necessary for cataloging the constituent elements of
the signal gnvironment may be disseminated to the extent such information does not identify

United States persons, except that communication ¢quipment nomenclature may be

disseminated, Information that reveals a vulnerability of United States communications security
may be dlssemmatlon to the appropriate security authorities.
1

-:‘ E. (S#S‘H

E. (U) Assistance to the Federal Bureau of Investig:

1. In accordance with the provisions of Section 2.6 {¢) of E.O. 12333, the National
Security Agency may provide specialized equipment and technical knowledge to the Federal
Bureau of Investigation to assist the Bureau in the conduct of its lawful functions. When
requesting such assistance, The Federal Bureau of Investigation shall certify to the General

Counsel, National Security Agency, that such equipment or technical knowledge is necessary to
accomplishment of one or more of the Bureau’s lawful functions

2. The National Security Agency may also provide expert personnel to assist Bureau
personnel in the operation or installation of specialized equipment when that equipment is to be
employed to collect foreign intelligence or counterintelligence. When requesting the assistance
of expert personnel the Federal Bureau of Investigation shall certify to the General Counsel,

National Security Agency, that such assistance is necessary to collect foreign intelligence or

counterintelligence and that the approval of the Attorney General (and when necessary a order
from a court of competent jurisdiction) has been obtained

Annex to Policy 1-23
Dated: 11 March 2004
A-12
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William R. Taft Edwin Meese III

DEPUTY SECRETARY OF DEFENSE ATTORNEY GENERAL

26 April 1988 27 May 1988
Annex to Policy 1-23
Dated: 11 March 2004
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Executive Order 12333
Consent Agreement
Signals Intelligence Coverage

L (full name) , title , herby
consent to the National Security Agency undertaking to seek and disseminate communications to
or from or referencing me in foreign communications for the purpose of

This consent applies to administrative messages alerting elements of the United States
Signals intelligence System to this consent as well as to any signals intelligence reports which
may relate to the purpose stated above.

Except as otherwise provided by Executive Order 12333 procedures, this consent covers
only information which relates to the purpose stated above and is effective for the period:

Signals intelligence reports containing information derived from communication so
or from me may only be disseminated to me and to . Signals intelligence
reports containing information derived from communication referencing me may only be

disseminated to me and to [names of deparuments and agencies, e.g.. DoD, CIA. etc] except as

otherwise permitted by procedures under Executive Order 12333.

(SIGNATURE)
(TITLE)

(UNCLASSIFIED until completed. Classify
completed form based on information added,
but not lower than CONFIDENTIAL.)

Annex to Policy 1-23
Dated: 11 March 2004
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Executive Order 12333
Consent Agreement
Signals Intelligence Coverage

L (full name) . title , herby
consent to the National Security Agency undertaking to seek and disseminate references to me in
foreign communications for the purpose of

This consent applies to administrative messages alerting elements of the United States
Signals intelligence System to this consent as well as to any signals intelligence reports which
may relate to the purpose stated above. :

Except as otherwise provided by Executive Order 12333 procedures, this consent covers
only references to me in foreign communications and information derived there from which
relates to the purpose stated above. This consent is effective for the period:

Signals intelligence reports containing information derived from communications
referencing me and related to the purpose stated above may only be disseminated to me and to

[names of departments and agencies, e.g., DoD, CIA. etg] except as otherwise permitted by

procedures under Executive Order 12333.

(SIGNATURE)
(TITLE)

(UNCLASSIFIED until completed. Classify
completed form based on information added,
but not lower than CONFIDENTIAL.)

Amnex to Policy 1-23
Dated: 11 March 2004
A-15
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USsID 18

oo LEGAL COMPLIANCE AND
MINIMIZATION PROCEDURES (U)

SECTION 1 - PREFACE

-

-

1.1. (U) The Fourth Amendment to the United States Constitution protects all U.S. persons
anywhere in the world and all persons within the United States from unreasonable searches and
seizures by any person or agency acting on behalf of the 1.5, Government. The Supreme Court has
ruled that the interception of efectronic communications is a search and seizure within the meaning
of the Fourth Amendment. it is therefare mandatory that signals intelligence {SIGINT) operations be
conducted pursuant to procedures which meet the reasonableness requirements of the Fourth
Amendment. -

1.2. {UY In determining whether United States SIGINT System (USSS) operations are
"reasonable,” it is necessary to balance the U.S. Government's need for foreign intelligence
information and the privacy interests of persons protected by the Fourth Amendment. Striking that
balance has consumed much time and effort by all branches of the United States Government. The
results of that effort are reflected in the references listed in Section 2 belew. Together, these
references require the minimization of U.S. person information coliected, processed, retained or
disseminated by the USSS. The purpose of this document is to implement these minimization
requirements.

1.3. {U) Several themes run throughout this USSID. The most important is that intelligence
operatians and the protection of constitional rights are not incompatible. It is not necessary to
deny legitimate foreign intelligence coliection or suppress legitimate foreign intelligence
information to pretect the Fourth Amendment rights of U1.5. persons.

1.4. (U) Finally, these minimization procedures implement the constitutional principle of
“reascnableness” by giving different categories of individuals and entities gifferent levels of
protection. These levels range from the stringent prot?r:r.ion accorded U.S. citizens and permanent
resident afiens in the United States to provisions relatirly to foreign diplomats in the U.S. These
differences reflect yet ancther main theme of these pﬁocedures, that is, that the focus of ali foreign
inteiligence operations is on foreign entities and persons.

{

SECTION 2 - REFERENCES

2.1. (U) References )

a. 50 U.S.C. 1801, et seq., Foreign intelligence Surveillance Act (FISA) of 1978, Public Law
Ne.95-511.

b. Executive Order 12333, “United Stateslnt'elligence Activities,” dated 4 December 1981.
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' ¢. DoD Directive 5240.1, "Activities of DoD Intelligence Companents that Affect US.
Persons,” dated 25 April 1988.

d. NSA/CSS Directive No. 10-30, “Procedures Governing Activities of NSA/CSS that Affect
U.S. Persans,” dated 20 September 1990. _

SECTION 3 - POLICY

-

3.1. (U} The palicy of the USSS is to TARGET or COLLECT only FOREIGN COMMUNICATIONS.*
Tha US55 wil} not intentienally COLLECT cammunications to, from er about U.5. PERSONS or persons
or entities in the U.S. except as set forth in this USSID. If the U5SS inadvertently COLLECTS such
communications, it will process, retain and disseminate them only in accordance with this USSID.

SECTION 4 - COLLECTION _

4.1, 45-€€0)-Communications which are known to be to, from or about a U.S. PERSON ]
oj: be mtﬂtﬂiiy intercepted,| !!l

2. With the approval of the United St;‘t,es Foreign ln'c\éiligence Surveillance Court um:le_r“;'I

the conditions outlined in Annex A of this USSID. y 1]
. \i'.lkStates, if: uf
(1) The COLLECTION is directed against the f“bl,.l\owing: \\\ ;ri!

(2) Communications to or from U.S. PERSONS aurside the UNITED STATES, or |
\ i

(k) lmgmaﬁgurt communications to, from.l . l
N

(3] Communication;"which are not to or from but. \merely\.\abou't us. F,ERSO,' S,-’,
\ 3 3 ! H

b. With the approval of the Attorney Generél_of the Unite:
N

wh .

(wherever located) . | \ o
(2) Thepersonisan AGENT OF AFOREIGNPOWER, and % '
(3) The purpase of the COLLECTION is to acguire significant FOREIGN m*rsu.tserScé

information. S NN ; ‘,’

¢. With the approval of the Director, National Secuﬁﬁr Qgencylmie};-\Ce\qtral Secn;rity
Service (DIRNSA/CHCSS), so long as the COLLECTION need not be approved by the Forejgn
Intelligence Surveillance Court or the Attorney General, and T Y i

. v
(1) The person has CONSENTED to the COLLECTION by executing one.of thé\CpNSE!NT
. forms contained in AnnexH, or Tl N
L

* Capitalized words in Sections 3 through 9 are defined terms inSection 8. (51 (L1
(b] {3}-5C USC 403

~HANDLE-VIA COMINT-CHANNELS ONLEY- (21 (3119 uSC 758
. (b) (3:-P.L. 26-36
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{2) The person is reasonably believed to be held captive by a FOREIGN POWER or group

engaged in INTERNATIONAL TERRORISM, or

{3) The TARGE!'EDJ____

{4)]

/%5)] ‘ —_{

IV .
M fi /(1) In emergency situations, DIRNSA/CHCSS may authorize the COLLECTION of
11« jinférmatién to, from, or about a U.S. PERSON who is outside the UNITED STATES when securing the
/ /..’ er‘ior a}:[Srovai of the Attorney General is not practical because:

P47
'-‘ ,.-/ //‘ /:’ ng(EiGN INTELLIGENCE and would cause substantial harm to the national security.
A

i /. Iy

sk e
-‘;',*"'f' . ﬁdanger.

S v
// / {(a) Anon-U.S. PERSON located outside the UNITED STATES, or
AN
T {b

I /){
// / (6) Copies of approvals granted by the DIRNSA/CHCSS under thesa provisions wiil be

retaified In the Office of General Counsel for review by the Attorney General,

P/ /

A

d./Emergency Situations.
/

{a} The time required to obtain such approval would result in the loss of significant
(B} A person’s life or physical safety is reasonably believed to be in immediate

{c} The physical security of a defense instailation or government property is

'l reasonably believed to be inimmediate danger.

(2) Inthose cases where the DIRNSA/CHCSS authorizes emergency COLLECTION, except
for actions taken under paragraph d.[1){(b) above, DIRNSA/CHCSS shall find that there is probable
cause that the TARGET meets one of the following criteria:

{(a} A person who, for or on behalf of a FOREIGN POWER, is engaged in clandestine
intelligence activities (including covert activities intended to affect the political or governmentai
process), sabotage, or INTERNATIONAL TERRORIST activities, or activities in preparation for
INTERNATIONAL TERRORIST activities; or who conspires with, or knowingly aids and abets a person
engaging in such activities.
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{b) A personwhois an officer er employee of a FOREIGN POWER.

(<) A persan uniawfully acting for, er pursuant to the direction of, a FOREIGN
POWER. The mere fact that a person's activities may benefit or further the aims of a FOREIGN POWER
is not enough to bring that person under this subsection, absent evidence that the persan is taking
direction from, or acting in knowing concert with, the FOREIGN POWER.

{d) A CORPORATION or other entity that is owned or comtrolled directly or
indirectly by @ FOREIGN POWER. -

(¢) A person in contact with, or acting in collaboration with, an intelligencé or
security service of a foreign power for the purpese of providing access to information or material
classified by the United States to which such parson has accass.

(3) in all cases where emergency collection is autherized, the foliowing steps shall be
taken: : T

{a) The General Counsel will be notified immediately that the COLLECTION has
started. .

{b) The Genaral Counsel will initiate immediate efforts ta obtain Attorney General
approval to continue the collection. If Attorney General approval is not cbtained within seventy two
hours, the COLLECTION will be terminated. If the Attorney General approves the COLLECTION, it may
continue for the period specified in the approval.

e. Annual reports to the Attorney General are required for COLLECTION conducted under
paragraphs 4.1.¢.{3) and {4). Responsible analytic offices will provide such reports through the Deputy
Director for Operations (DDO) and the General Counsel to the DIRNSA/CHCSS for transmittai to the
Attorney General by 31 January of each year.

4.2, +5-€€ON

al

b.|

43, {U) incidental Acquisition of U.S. PERSON Information. information t6; froigo’r' about
US. PERSONS acquired incidentally s a resutt of COLLECTION directed agairsst gpropriate FOREIGN
INTELLIGENCE TARGETS may be retained and processed in accortance with S,E;;/é_onis'and Section 6 of
this USSID. 7

(o) {1

(b) {3)-18 USC 798
(B){3)-P.L. B&-3§
(B){3)-50 USC 203
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&7 Ac-ccor

SN 4L
4.8. (U) Distress Signals. Dist-ess signais may be intentionally collected, processad, !{e‘salned,n
and dissaminated without regard to tTe restrictions contained in this USSID.

byl

{By13)-13 Usc 798
{b}i2}-F.L. B6-3€
(b} (3)=-50 ST 4072
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4.8. (U) COMSEC Monitoring and Security Testing of Autemated Information Systems.
Monitering for communications security purpeses must be conducted with the cansent of the person
being monitored and in accordance with the procedures established in National Telecommunications
and Information: Systems Security Directive 600, Communications Security {COMSEC) Monitoring,

«dated 10 April 1980. Monizaring for communications security purpases is not governed by this USSID.
Intrusive security testing to assess security vulnerabilities in automated information syscems likewise is

not governed by this USSID.
Wor1)
WO 3T-50 UsC 4¢3 i
g M-:8 Uss 798
TRk e SECTION 5 - PROCESSING .
\\‘ \\ -‘\ -A\'""-. -

BT
WA N T T
BT N N .
VOV N T
VAN N 3
SR\ S 0
ey 5
POh NNy i .

LU AN . X
AN |
PN

AU o

€. A copy of the results of the review will be previded to the Inspector General and the
General Counsal.

5.3, {e-E€8)Forwarding of Intercepted Material. FOREIGN COMMUNICATIONS collected by
the USS5 may be forwarded as intercepted to NSA, intermediate processing facilities, and
collaborating carrters. '

~HANDLE- VA COMINT CHANNELS ONEY—
—SECRET-
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5.4. 45-€€8YyNonforeign Communications.

a. Communications between persons in the UNITED STATES. Private . radio
communications solety between persons in the UNITED STATES inadvertently intercepted during the
COLLECTION of FOREIGN COMMUNICATIONS will be promptiy destroyed unless the Attorney General
determines that the contents indicate a threat of death or serious badily harm to any person.

b. Communications between U.5. PERSONS. Communications solely between U.S.
PERSONS will be treated as follows: -

(1} Communications solely between U.S. PERSONS inadvertently intercepted diring
the COLLECTION of FOREIGN COMMUNICATIONS will be destroyed upon recognition, if technicaily
possible, except as provided in paragraph 5.4.d. below.

(2) Notwithstanding the preceding provision, cryptologic data (e.g., signal and
encipherment information) and technical communications data (e.q., circuit usage) may be extracted
and retained from those communications if necessary to: .

- {a} Establish or maintainintercept, or
{b) Minimize unwanted intercept, or
(<) Support cryptolagic operations related to FOREIGN COMMUNICATIONS.

¢. Communications Involving an Officer or Employee of the U.S. Government
Communications to or from any officer or empioyee of the U.S. Government, or any state or local
government, will not be intenticnally intércepted. Inadvertent INTERCEPTIONS of such
communications (including those between foreign TARGETS and U.S. officiais) will be treated as
indicated in paragraphs 5.4.a. and b., above.

d. Exceptions: Notwithstanding the provisions of paragraphs 5.4.b. and ¢, the
DIRNSA/CHCSS may waive the destruction requirement for international communications containing,
inter alia, the following types of information: .

{1} Significant FOREIGN INTELLIGENCE, or
(2} Evidenceofa aime'orth’[éat.of death or sericus bodily harm to any person, or

(3) Anomalies that reveal a potential vulnerability to U.S. communications sacurity.

Communications for which the Attornaey| General or DIRNSA/CHCSS's waiver is sought should be
forwarded to NSA/CSS, Attn: PE5- PO,

5.5, {5-€€OrRadio Communications with a Terminal in the UNITED STATES.

a. All radio <o in the UNITED
STATES rmust be processed gnless those
communications occur over CRannels use b ¢ R TN

b. International common-access radio communications that pass over éﬁannel;' ith a
terminal is::;‘e UNITED STATES) _ ‘ may

be proces ffRecessary to determine
. whethera channel cortains communicatorns of FOREIGN INTELLIGENCE interest- which NSA may wish N

—HANDLE VIA COMINT CHANNELS ONF-2-) (b) ¢
(b} {3)-530 UsC QO(b) (
—SECRET— (2) 13118 vsc 79
fees (D) (
{b} (

-18 USC 798

~P.L. 86-36

1)
3}-50 USC 403
- 3)
. (D) (3)-7.L. 3

1
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to collect. Such processing may not exceed two hours without the specific prior written approval of
the DDO and, in any event, shall be limited to the minimum ameount of time necessary 10 determine
the nature of communications on the channel and the amount of such communications that include
FOREIGN INTELLIGENCE. Once it is determined that the channel contains sufficient communications
of FOREIGN INTELLIGENCE interest to warrant COLLECTION and exploitation o produce FOREIGN

lNTELLIGENCE{
¢. Copies of all DDO written approvals made pursuant to 5.5.b. must be provided to the
General Counse! and the Inspector General. - i

SECTION 6- RETENTION i

6.1. <5~E€0}Retention of Communications to, from or About U.S. PERSONS.

a. Except as otherwise provided in Arinex A, Appendix 1, Section 4, communications to,
from or about ).S. PERSONS that are intercepted by the USSS may be retained in their ongmél or
transcribed form only as follows:

{1) Unenciphered communications not thought to contain secret meaning m@y be
retained for five years unless the DDO determines in writing that retention for a longer period is
required to respond to autheorized FOREIGN INTELLIGENCE requirements. I

{2) Communications necessary to maintain technical data bases for cryptanalytic or
traffic analytic purposes may be retained for a period sufficient to allow a thorough exploitation and
to permit access to data that are, or are reasonably believed likely to become, reievant to a current or
future FOREIGN INTELLIGENCE requirement. Sufficient duration may vary with the nature of the
exploitation and may consist of any pericd of time durmg which the technical data base is subject to,
or of use in, cryptanalysis. If a U.S. PERSON'S identity is not necessary to maintaining techmcal data
bases, it should be deleted or replaced by a generic term when practicable. - !

g
b. Communications which could be disseminated under Section 7, below (i.e., without
elimination of references to L1.S. PERSONS) may be retained in their original or transcribed fonr‘n

6.2. —{5-ECO) Access. Access 1o raw traffic storage systems which contam |dent:t:e; of U, S
PERSONS must be limited to SIGINT production persannel I

/ i
SECTION 7 - DISSEMINATION , !

S

7.1. ~te-EcO)-Focus of SIGINT Reports. All SIGINT reports will be written so as to Tocus soleiy on
the activities of foreign entities and persons and their agents. Except as provided in Section 7.2,
FOREIGN INTELUGENCE informatien concarning U.S. PERSONS must be disseminated in @ manner
- which does not identify the U.5. PERSON. Generic or general terms or phrases must be substituted for
the idertity {e.g., "U.S. firm" for the specific name of a U.S. CORPORATION or "U.S. PERSON" for the
specific name of a U.5. PERSON). Files containing the identities of U.S. persons deleted from SIGINT
reports will be maintained Tor a maximum period of one year and any requests from SIGINT’ customers
for such identities should be referred to£85. o, /
;
I‘(b] (11
(L) (31-50 USC 403
(L) (3118 usc 798
(L) 131=2_L. E€-36
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7.2. $6-€CO) Dissemination of U.S. PERSON ldentities. SIGINT reports may include the
identification of a U.S. PERSON only if ane of the following conditions is met and a determination is
made by the appropriate approval authority that the recipient has a need for the identity for the
performance of his official duties:

a. The U.S. PERSON has CONSENTED to the dissemination of communications of, or about,
him or her and has executed the CONSENT form found in Annex H of this USSID, or

b. The information is PUBLICLY AVAILABLE {i.e., the information js derived from
undassified information available to the general pubiic), or

-

¢. The identity of the U.S. PERSON is necessary to understand the FOREIGN INTELLIGENCE
information or assess its importance. The following nonexdusive list contains examples of the type of
information that meet this standard:

{1) FOREIGN POWER or AGENT OF A FOREIGN POWER. The information indicates that
the U.S. PERSON is 2 FOREIGN POWER or an AGENT OF A FOREIGN POWER.

-

{2) Unauthorized Disclosure of Ciassified Information. The information indicates that
the U.S. PERSON may be engaged in the unauthorized disciosure of dassified information.

(3) International Narcotics Activity, The information indicates that the individual may
be engaged in international narcotics trafficking activities. (See Annex 3 of this USSID fer further
information concerning individuals involved in international narcotics trafficking).

{4) Criminal Activity. The information is evidence that the individual may be involved
fn a crime that has baen, is being, or is about to be committed, provided that the dissemination is for
law enforcement purposes.

{5) Imelligence TARGET. The information indicates that the.l.S. PERSON may be the
TARGET of hostile intelligence activities of a FOREIGN POWER.

{6} Threat to Safety. The information indicates that the identity of the U.5. PERSON is
pertinent to a poss;bie threat to the safety of any person. or erganization, including those who are
TARGETS, vi or hostages of INTERNATIONAL TERRORIST organizations. Reporting units shail
identify to n r%.comammg the identity of a U.S. PERSON reported under this subsection (6).
Field reporting to ould be in the form of 2 CRITICOMM message {DDI XAQD) and include the
report date-time-group (DTG), product serial number and the reason for inclusion of the US.
PERSON'S identity.

(7) Senior Executive Branch Officials. The identity is that of a senior official of the
Executive Branch of the U.S. Government. In this ¢ase only the official’s titie wiil be disseminated.
Domestic political or personal mforrnaﬂon on such individuals will be neither disseminated nor
retained,



DOCID: 3037143 ' —SECREF-

USSID 18
27 July 1993

7.3. {E-EEO-Approval Authorities. Approval authorities for the release of identities of U.5.
persons under Section 7 are as follows:
a. DIRNSA/CHECSS. DIRNSA/CHCSS must approve dissemination of:

(1) The identities of any senator, congressman, officer, or employee of the Legisiative
Branch of the U.S. Government. - .

(2) The identity of any person for law enforcernent purpases. -

b. Field Units and NSA Headguarters Elements. All SIGINT production organizations are
authorized to disseminate the identities of U.S. PERSONS when:

(1} Theidentityis pertinent to the safety of any person or arganization.
(2) Theidentityisthat of a senior offictal of the Executive Branch.

(3) The .S, PERSON has CONSENTED under paragraph 7.2.a. above.

<. PDO and Designees.

(1) In all other cases, U.S. PERSON identities may be released only with the prior
approval of the Deputy Director Operations, the Assistant Deputy Director for Operations, the
Chief, P&S,Pﬁ?oeputy Chief, P8=, or, in their absence, the Senior Operations Officer of the National
SIGINT Operations Center. The DDO or ADDQ shall review all U5, identities released by these
designees as soon as practicable after the release is made.

(2) For law enforcement purposes invelving narcotics related information, DIRNSA has
granted to the DDO autherity 1o dissemingte U.5. identities. This authority may not be further
delegated. ! .

7.4. (V) Privileged Communications and Criminal Activity. All proposed disseminations of
information constituting U.S. PERSON privileged. communications (e.g., attorneyrciient,

doctor/patient} and all information concerning criminal activities or ¢riminal or judicial proceedings * -

in the UNITED STATES must be reviewed by the Office of General Counsel prior to dissemination. -

. l L3
7.5. ()} impropeg Dissemination, If the name of a 1.5. PERSON is improperly disseminated,
the incident should be reported to(?ggwithin 24 hours of discovery of the error.

i

{
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SECTION 8 - RESPONSIBILITIES

8.1. (LY Inspector General. The Inspector General shall:

a. Conduct reguiar inspections and perform general oversight of NSNCSS acnwﬁes to
ensure compliance with this USSID.

b. Establish proceduras for reporting by Key Component and Field Chiefs of their a:ti:n'ties
and practices for oversight purposes.

¢. Report to the DIRNSA/CHCSS, annually by 31 October, concerning NSA/CSS compliance
with this USSID.

d. Report guarterly with the DIRNSA/CHCSS and General Counsel to the President’s
imtelligence Oversight Board through the Assistant to the Secretary of Defense (Inteliigence
Oversight). - .

a

8.2. (U) General Counsel. The General Counsel shail:

- a. Provide lagal advice and assistance to all elements of the USSS regarding SIGINT
activities. Requests for legal advice on any aspect of these procedures should be sent by CRITICOMM
to DDI XDI, or by NSA/CSS secure telephone 963-3121, or STU 111 (301) 688-5015.

b. Prepare and process all applications for Foreign Intelligence Survexllance Court orders
and reguests for Attorney General approvais required by these procedures.

¢. Advise the Inspecior General in inspections and oversight of UISSS activities.

d. Review and assess for legal implications as requested by the DIRNSA/CHCSS, Deputy
Director, [nspector General or Key Components Chtef all new major requxrements and |memal[y ‘
generated LISSS activities. .

€. Advise USSS personnel of new legisiation and case law that may affect USSS missions,
functions, operations, activities, or practices. ¥

1. Report as required to the Attorney General and the Presadentfs Intalligence Oversight
Board and provide copies of such reports to the DIRNSA/CHCSS and affected agency elements.

g. Process requests from any DoD intelligence component for authority to use signals as
described in Procedure S, Part 5, of DoD 5240.1-R, for periods in excess of 90 days in the development,
test, or calibration of ELECTRONIC SURVEILLANCE equipment and other equipment that can intercept
communications.

11
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8.3. {U) Deputy Director for Operatiens (DDO). The DDO shall:

a. Ensure that all SIGINT preduction personnel understand and maintain 2 high degree of
awareness and sensitivity to the requirements of this USSID.

b. Apply the provisions of this USSID to all SIGINT production activities. The DDO staff
focal paint for USSID 18 matters isP@E(uso CRITICOMM DD{ XAQ).

¢. Conduct necessary reviews of SIGINT production activities and practices to ensure
consistency with this USSID.

d. Ensure that all new major requirements levied on the USSS or internally generated
activities are considered for review by the General Counsel. All activities that raise questions of law or
the proper interpretation of this USSID must ba reviewed by the General Counsel prier to acceptance
or execution.

8.4. (U) All Elements of the USSS. All ele:ﬁenﬁ of the USSS shall:
- a. Implement this directive upon receipt.

b. Prepare new procedures or amend or supplement existing procedures as required to
ensure adherence to this USSID. A copy of such proceduras shall be forwarded to NSA/CSS, Attn: %—

c. immediately inform the DDO of any tasking or instructions that appear to require
actions at variance with this USSID.

d. Promptly report to the NSA Inspector General and consult with the NSA General
Counsel on all activities that may raise a question of compliance with this USSID:

SECTION S - DEFINITIONS

9.1. ~{5=CCOYAGENT OF A FOREIGN POWER means:
a. Any persen, otherthan a LS. PERSON:, who:

(1) Actsin the UNITED STATES as an officer or employee of a FOREIGN POWER, oras a
member of a group engaged in INTERNATIONAL TERRORISM or activities in preparation therefor; or

(2) Acts for, or on behalf of, 2 FOREIGN POWER that engages in clandestine
mte!hgence activities in the UNITED STATES contrary to the interests of the UNITED STATES, when the
circumstances of such person’s presence in the UNITED STATES indicate that such person may engage
in such activities in the UNITED STATES, or when such person knowingly aids or abets any person in
the conduct of such activities or knowingly conspires with any person to engage in such activities; or

b. Any person, including a U.S. PERSON, who:
(1) Knowingly engages in clandestine intelligence gathering activities for, or an behalf

of, 2 FOREIGN POWER, which activities invalve, or may involve, a violation of the criminal statutes of
. the UNITED STATES; or
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(2) Pursuant to the direction of an intelligence service or network of a FOREIGN
POWER, knowingly engages in any other clandestine intelligence activities for, or on behalf of, such
FOREIGN POWER, which activities involve or are about to involve, a viclation of the ¢riminal statutes
of the UNITED STATES; or

(3} Knowingly engages in sabotage or INTERNATIONAL TERRORISM, or activities that
are in preparation therefor, for or on behalf of a FQREIGN POWER; or

(8} Knowingly aids or abets any person in the conduct of activities described in
paragraphs 9.1.b.{1) through (3) or knowingly conspires with any person 1o engage in those activities.

€. For all purposes other than the conduct of ELECTRONIC SURVEILLANCE &s defined by
the Foreign Intelligence Surveiliance Act {see Annex A), the phrase "AGENT OF A FOREIGN POWER"
also means any persan, including U.5. PERSONS outside the UNITED STATES, who are officers or
employees of a FOREHGN POWER, or who act uniawfully for or pursuant to the direction of a FOREIGN
POWER, or who are in contact with or acting in cellaboration with an intelligence or security service
of a FOREIGN POWER for the purpose of providing access to information or material classified by the
UNITED STATES Government and to which the person has or has had access. The mere fact that a
person's activities may benefit or further the aims of a FOREIGN POWER is not enough to bring that
person under this provision, absent evidence that the person is taking direction from or acting in
knowing concert with a FOREIGN POWER.

9.2. 46—COLLECTION means intentional tasking or SELECTICN of identified nonpublic
communications for subsequent processing aimed at reporting or retention as a file record.

9.3. (U) COMMUNICANT means a sender or intended recipient of a communication.

9.4. (U} COMMUNICATIONS ABOUT A U.S. PERSON are those in which the U.S. PERSON is
identified in the communication. A U.S. PERSON is identified when the person's name, unigue title,
address, or other personal identifier is revealed in the communication in the context of activities
conducted by that person or activities canducted by others and related to that person. A mere
reference to a product by brand mame or manufacturer’s name, e.g., "Boeing 707" is not an
identification of a U.S. person. . :

9.5. (U) CONSENT, for SIGINT purposes, means an agreement by a person or organization to
permit the USSS to take particular actions that affect the person or organization. An agreement by an
organization with the Natignal Security Agency to permit COLLECTION of information shall be
deemed valid CONSENT if given on behalf of such organization by an official or governing body
determined by the General Counsel, National Security Agency, to have actual or apparent authority
to make such an agreemertt. |

9.6. (U} CORPORATIONS, for purposes of this USSID, are entities legally recognized as separate
from the persons who formed, own, or run them. CORPORATIONS have the nationality of the nation
state under whose laws they were formed. Thus, CORPORATIONS incorporated under UNITED STATES
federal or state law are U.S. PERSQONS.

9.7. {(U) ELECTRONIC SURVEILLANCE means:

a.In the case of an electronic communication, the acguisition of a nonpublic
communication by electronic means without the CONSENT of a persan who is a party to the
communication.

_HANDLE VIA COMINT CHANNELS ONEY—
-SECRET—
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b.In the case of a nonelectronic communication, the acquisition of a nenpublic
communication by electronic means without the CONSENT of 2 person who is visibly present at the

place of communication.
=

¢ The term ELECTRONIC SURVEILLANCE does not include the use of radio direction
finding equipment solely to deterrnine the location of a transmitter.

9.8. {6~ FOREIGN COMMUNICATION means a communicatiory that has at least one
COMMUNICANT outside of the UNITED STATES, or that is entirely among FOREIGN POWERS or
between a FOREIGN POWER and officials of a FOREIGN POWER, but does not include communications
intercepted by ELECTRONIC SURVEILLANCE directed at premises in the UNITED STATES uled
predominantiy for rasidential purposes.

9.9. (U) FOREIGN INTELLIGENCE means information relating to the capabilities, intentions,
and activities of FOREIGN POWERS, organizations, or persons, and for purposes of this USSID includes
both positive FOREIGN INTELLIGENCE and counterintelligence.

9.10. (U) FOREIGN POWER means:

a. A foreign government or any companent ﬂ"téreOf, whether or not recognized by the
UNITED STATES, '

b. A faction of a foreign nation or nations, not substantially composed of UNITED STATES
PERSONS,

c. An ertity that is openly acknowledged by a foreign government or governments 1o be
directed and controlled by such foreign government or governments,

d. A group engaged in INTERNATIONAL TERRORISM or activities in preparation therefor,

e. A foreign-based political organization, not substantially composed of UNITED STATES
PERSONS, or

.- An entity that is directed and controlled by a foreign government or governments.

9.11. (U) INTERCEFTION means the acquisition by the USSS through electronic means of a
nenpublic communication te which it is not an intended party, and the processing of the contents of
that communication into an intelligible form, but does not inciude the display of signals on visual
display devices intended to permit the examination of thg technical characteristics of the signals
without reference to the information content carried by the signal.

14
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2.12. (UJ) INTERNATIONAL TERRORISM means activities that:

a. Involve violent acts or acts dangerous to humnan life that are a violation of the criminal
laws of the UNITED STATES or of any State, or that would be a criminal violation if committed within
the jurisdiction of the UNITED STATES or any State, and

b. Appsar to be intended:
(1) tointimidate or coerce a civilian population, -
{2) toinfluence the policy of a government by intimidation or coercion, or
{3) to affect the conduct of a government by assassination or kidnapping, and

¢, Oceur totally outside the UNITED STATES, or transcend national boundaries in terms of
the means by which they are accomplished, the parsons they appear intended to ¢oerce or intimidate,
or the locale in which their perpetrators operate or seek asylum. .

9.13. {U) PUBLICLY AVALLABLE INFORMATION means infermation that has been published or
broadcast for general public consumption, is available on request to a member of the general public,
has been seen or heard by a casuai observer, or is made available at 2 meeting open to the general

public.
914 < |

915 <o ok

T
h”

9.16. .(U) TARGET, OR TARGETING: See COLLECTION. . §

9.17. (U) UNITED STATES, when used geographically, 1nc|udes the 50 states and the Dlstnct“of . /-
Columbia, Puerto Rico, Guam, American Samoa, the U.S. Virgin Islands, the Northern Mariana lslaqﬂs. F
and any other territory or possession over which the UNITED STATES exercises soveraignty. ﬁff

9.18. 4&-UNITED STATES PERSON: ﬁiﬂj 'L

B
a. A citizen of the UNITED STATES, . i
. i
b. An alien lawfully admitted for permanent residence in the UNITED STATES, ﬁ;"
c. Unincorporated groups and associations a substantial number of the members of
which cnnst:tute a. or b. above, or y
d. CORPORATIONS incorporated in the UNITED STATES, Iinduding US. ﬁ fiag
rongovernmental aircraft or vessels, but not induding those entities which are openly ackna\nrledged
by a foreign government or governments to be directed and controlled by them. |
. J(k:\,‘ 1)
HANDLE VIA COMINT-CHANNEES-ONEY- bz n
(b {3)-P.L. 86-36
(b) 13)-18 UsSC 798
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e. The following guidelines apply in determining whether a peréon isa U.5. PERSON:

(1) A person known to be currently in the United States will be treated as a U.S.
PERSON unless that person is reasonably identified as an aiien who has not been admitted for
permanent residence or if the nature of the person's communications or other indicia in the contents
or circumstances of such communications give rise to a reasonable belief that such personisnota U.5.
PERSON. -

(2) A person known to be currently outside the UNITED STATES, or whose location is
not known, will not be treated as a U.5. PERSON unless such person is reasonably identified as such or
the nature of the person’s communications or other indicia in the cortents or circumstances of such
communications give rise to a reasonable belief that such person is a U.S. PERSON.

{3) A person known to be an aifen admitted for permanent residence may be assumed
to have lost status as a U.5. PERSON if the person leaves the UNITED STATES and it is known that the
person is not in compliance with the administrative formalities provided by iaw (8 U.S.C. Section 1203)
that enable such persons to reenter the UNITED STATES without regard to the provisions of law that
would otherwise restrict an alien's entry into the UNITED STATES. The failure to foliow the statutory
procedures provides a reasonable basis to conclude that such ahen has abandoned any intention of
maintaining status as a permanent resident alien.

(8) An unincorporated association whose headquarters are located cutside the
UNITED STATES may be presumed not to be a U.5. PERSON unless the USS33 has information indicating
that a substantial number of members are citizens of the UNITED STATES ar aliers lawfully admitted
for permanent residence.

(5} CORPORATIONS have the nationality of the nation-state in which they are
incorporated. CORPORATIONS formed under U.S. federal or state law are thus U.S. persons, even if
the corporate stock is foreign-owned. The only exception set forth above is CORPORATIONS which
are openly acknowledged to be directed and controlied by foreign governments. Conversely,
CORPORATIONS incorporated in foreign countries are not U.5. FERSONS even if that CORPORATION is
a subsidiary of a U.S. CORPORATION, . '

. (6) Nongovernmental ships and aircraft are Tegal entities and have the nat:onahty of
- -the country in which 'they are registered. Ships and aircraft fly the flag and are subject to the law of
their p!acepf registration,

i

t
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ANNEX A

PROCEDURES IMPLEMENTING THE FOREIGN INTELLIGENCE
_ SURVEILLANCE ACT (U)

SECTION 1 - PURPOSE AND APPLICABILITY -

-~

1.1. (U) The Foreign Intelligence Surveillance Act (the Act) governs the canduct of certain
electronic surveillance activities within the United States to collect foreign intelligence information.
A complete copy of the Act is found at Annex B to NSA/CSS Directive 10-30. The Act covers the
intentional collection of the ccrmmunications of a particular, known U.S. person who is in the United
States, all wiretaps in the Unize States, the acguisition of certain radio communications where alt
parties to that communication are located in the United States, and the monitoring of information in
which there is a reasonable e (rectation of privacy. The Act requires that all such surveillances be
directed only at foreign powe 's and their agents as defined by the Act and that all such surveillances
be authorized by the Unitec Siates Foreign Intelligence Surveillance Court, or in certain limited
circumstances, by the Attorne s General.

SECTION 2 - GENERAL

2.1. {U) Procedures and standards Tor securing Court orders or Attorney General certifications
to conduct eiectronic surveitlances are set forth in the Act. Requests for such orders or certifications
should be forwarded by the appropriate Key Cornponert through the NSA General Counsel to the
Director, NSA/Chief, €SS and should be accompanied by a statement of the facts and circumstances
justifying a belief that the target is a foreign power or an agent of a foreign power and that each of
the facilities or places at which the surveillance will be directed are being used, or are about to be
used, by that foreign powe- or agent. If the proposed surveillance meets the requirements of thé Act

and the Director approves the propasal, attorneys in the Office of the General Counsel will draw the -

necessary court applicatior: or request for Attomey General ce;fiﬁttion.

SECTION 3 - MINIMIZATION P!ROCEDURES

3.1. -{5-EE€)-Surveillances authorized by the Act are required to be carried out in accordance
with the Act and pursuant to the court order or Attorney General certification authorizing that
particular surveillance. ir some cases, the court orders are tailored to address particular problems,
and in those instancas the NSA attorney will advise the appropriate NSA offices of the terms of the
court's orders. In most cases, however, the court order will incorporate without any changes the
standardized minimization procedures set forth in Appendix 1.
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SECTION 4 - RESPONSIBILITIES

4.1, {U) The General Counsel will review all requests 1o conduct electronic surveillances as
defined by-the Act, prepare all applications and materials required by the Act, and provide periinent
legal advice and assistanca to all elements of the United States SIGINT System.

4.2. (1Y The inspector General will conduct regular inspections and oversight of all SIGINT
activities to assure compliance with this Directive.

43. () All SIGINT managers and supervisors with responsibilities relating to the Act will
ensure that they and their personnel are thoroughly familiar with the Act, its impfementing
procedures, and any court orders or Attorney General certifications pertinent to their mission.
Personnel with duties related to the Act will consuit the General Counsel's office for any required
legal advice and assistance or training of newly assigned personnel. Appropriate records will be
maintained demonstrating compliance with the terms of all court orders and Attorney General
certifications, and any discrepancies in that regard will be promptly reported to the offices of the
General Counsel and Inspector General.

A2

-

14
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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT
; WASHINGTON, BC
STANDARDIZED MINIMIZATION
PROCEDURES FOR NSA ELECTRONIC SURVEILANCES
Pursuant 1o Section 101(h) of the Foreign Intefligence Survelliance Act of 1978 (hereinafter¢the

Act"), the following procedures have been adopted by the Attomey General and shall be followed by the NSA
in implementing this electronic survelllance: ()

SECTION 1 - APPLICABILITY AND SCOPE (U)

These procedures apply to the acquisition, ratention, use, and dissemination of non=publicly
available information concerming unconsanting United States persons that is collected in the course of elec-
tronic surveiliance as ordered by the United States Foreign intelligence Surveillance Court under Section
102{b} or authorized by Attomay General Certification under Section 102(z) of the Act. These procedures
also appiy to non-United States persons where speciiically indicated. (U)

SECTION 2 — DEFINITIONS (U}

ed in addition to the definitions in Section 101 of the Act, the following definitions shall apply to these
procedures:

{(a) Acguisition means the collection by NSA through electronic means COmmu-
nication to which it is not an intended party. (U)

{b) Communications conceming a United States person include all communications in which a
United States person is discussed or mentioned, except where such communications reveal oniy publicly
availabie information about the person. (U} !

[
{¢) Communications of a United States person inciude all communications to whichia United
States person is a party. (U) B e

(d} Consent is the agreement by a person or organization o permit the NSA to take ﬁparticular
actions that affect the person or erganization. To be effective, consent must be given by the aﬁacted;“:ersan or
organization with sufficient knowledge to understand the action that rna%be taken and the possible conse-
quences of that action, Consent by an organization shall be deamed valid if given on behalf of the orpanization
by an official or governing body determined by the General Counsel, NSA, to have actual or apparent authority
o make such an agresment.” (U) [ j

o) Foreign communication means a communication that has at least one communicant outside
of the Unitec; gta:as, or that is emtirely among; Ffm
(1) forsign powers; ‘ ) |
# elllel ’
1
i

(2) officers and employees of foreign powers, or
(3) aforeign power and officers or employees of a foreign power.

* - All other communications are domestic communications. {(S-660— Ei‘g g;; -50 UST 403

iRy 13)=-218 USC 728
Ry {3)-P L B6-36

—HANDEE-VIA-COMENT- CHANNELS ONEY-
—SECRET- ‘

C1=0ct¥
A-112 ¢ D
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{f) Identification of a United States person means the name, unigue title, address, ar other per-
sonal identifier of a United States parson in the context of activities conducted by that person or activities
conducted by others that are related to that person. A reference to & product by brand name, or manufactur-
er's name of the use of 2 name in a descriptive sense, £.9., "Monroe Docring,” Is not an Identification of 2

United States person:

(g) Processed or processing means any step necessary to convert a communication into an in-
telligible form intended for human inspection. (U)

(R) Publicly availabie infermation means information that a member of the public could obtain on
request, by resaarch in public sources, or by casuaj observation. (U} -

(i} Technical data base means information retained for cryptanalytic, traffic analytic, or signal
exploitation purposes.

{) United States person means a United States person as defined irl'_iha Act. The followin
guidelines apply in detarmining whether a person whose status is unknown is a United States person: (U%'

(1) A person known 1o be currently in the United States will be treated as a United States person
unless positively identified as an alien who has not been admitted for permanent residence, or unless the
nature or circumstances of the person's communications give rise o & reasonable belief that such person is
not a United States person. (LB

(2) A person known to be currently outside the United States, or whose location is unknown, will
not be treated as a United States person unless such person can be positively Identified as such, or the nature
glgtircumstances( L?)f the person’s communications give rise to a reasonable belief that such person is a United

es person.

(3) A person known to be an alien admitted for permanent residence loses status as a United
States person if the person lsaves the United States and is not in compliancs with Title 8, United States Code.
Section 1203 enabling re—entry into the United States. Failure to follow the statutory procedures provides a
reasonable basis to conclude that the alien has abandoned any intention of maintaining his status as a perma-
nemnt resident alien. (U) * :

{#) An unincorporated association whose headquarters or primary office is located ouiside the
United States is presumed not to be a United $States person unless there is imformation indicating that a sub-
stag\gial num(btgr of its members are ciiizens of the United States or aliens lawtully admiited for permanent
residence.

SECTION 3 - ACQUISITION AND PROCESSING — GENERAL (U)

(a) Acquisition (L)

_ The acquisition of information by electronic surveillance shall be mads In accordance with the
certification of the Attorney General or the court order authorizing such survefllance and conducted in 8 man-
ner d&aﬂg‘nad. to the greatest extent reasonably feasible, to minimize the acquisition of information not refe-
vant 1o the authorized purpase of the survelllance. (3=-800—

-

(b) Verification (U)

. Atthe initiation of the electronic surveillance, the NSA or the Federal Buréau of Investigation, i
providing operational support, shall verily that the comrmunication lines or tefephone numbers being targeted
are the lines or numbers of the target autharized by court order or Attorney General certiiication. ‘ﬁ'leraafter.
collaction personnel will monitor the acquisition of raw date at regular intervals 1o verify that the surveillance is
not avoidably acquiring communications outside the authorized scope of the survelllance or information con-
carning United States persons not related to the purpose of the survelllance. {8=E6F—

(C1-0ct97)
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{c} Monitoring, Recording, and Processing (U}

(1) Eiectronic surveillance of the target may be monitored contemporansously, recorded auto-
matically, or both. {U)
” .

(2) Personnel who monitor the electronic surveillance shall exercise reasonable judgement

in determining whather particutar Information acguirad must be minimized and shail destroy inadverientty ac-
quired communications of or concerning a United States person at the earliest practicable point in the proc-
essing cycle at which such commanication can be Id either as cleasly not relevant to the authorized

purpose of the surveiliance (e.g.. the communication does not contain foreign intelligence information) or as
containing evidence of a crime which may be disseminated under these procadures, (S=-5601

{3) Communications of or conceming United States persons that may be related to the aiitho-
rized p%ose of the survelllance may be forwarded to ancglﬂvnc personnel responsible for producing intelli-
gencei ation from the collected data. Such communications or information may be retained and dissemn-
inated only in accordance with Sections 4, 5, and & of these procedures.~{Sy—

4) Magnetic tapes or other storage media that contain acquired communications may be pro-
cessed. .

{5) Each communication shall be reviewed to determine whether it is a domestic or foreign com-
munication to or from the targeted premises and is reascnably believed to contain foreign intelligence infor-
mation or evidence of a crime. Only such communications may be brocessed. All other communications may
be retained or disseminated only in accordance with Sections 5 and 6 of these procedures.

(6) Magnetic tapes or other storage media containi ian ni
i lect communicatfons for analysis]

1
i
iif
S
i
i
i
i
7
i
i

e e
Joo e
P
) (1}

() (3)-20 JsC 403
(L) {3)-F.L. ©5-26
Yy i3)=18 Usa 798

e %c‘:mw and]
‘/. - 7 = AT IS TEE i A B
A L ance | Standards sef forth in thesa procedures. Tommunications and other information, in any form,

! P —that do not meet such retention standards and that are known to contain communications of or conceming
S0} —

MUU‘, /"

P .
(7} Further processing, retentign and dissemination of foreign communications shall be made in
accordance with Sections 4, 6, and 7, as applicable, below. Further processing, storage and dissemination of
inadvertently acquired domestic communications shall be made in accordance with Sections 4 and 5 be-
Iow.-(S—GGa)— re
{d) US. Persons Employed by the Foreign Power {61

used and retaina}d as-btherwise provided in these pracadures except that:

gfl-f' Such United States persons shail not be identified In connection with any communication
that the person places or receives on behalf of another unless the identification is permitted under Saction 6 of
thase plpédurqs; and

e

" o~
Communications of or concemning United States persons employed by a foreign power may be.

onal communications of United States persons that could not ba foreign mtelligence
00y

e (2) pers
l:na/y only be retained, used, or disseminated in accordance with Saction 5 of these procedures.

{e) Destruction of Raw Data-4{G— o

United Statas parsons shall ba promptly destroyed.

—HANDEE- VA COMINT-CHANNEES ONEY—
—SECRET-

A-1/4

(C1-0ct 97
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{f) Non—pertinent Communications (V)
{1) Communications determined to fall within established categories of non—pertinent commu-

nications, such as thase set forth in subparagraph (6) of this section, should not be retainad unless mey con-
tain Information tha: may be disseminated under jons 5, 6, or 7 below. W

Monitors may listen to all communications, including those that niially appear to fall within

established me)agones until they can reasonably determine that the communication cannot be disseminated
under Sections 5, 6, or 7 below. (S-=0C01

3) Comrmunications of United State mdpersons will be analyzed to establish ¢atagories of com-
munications that are not pertinent o the autho! purpose of the survelliance. (U)

(49) These categories should be established after a reasonable period of monitoring the commu-
nications of the targets. (U}

) Information that &rs to be foreign intefligence may be reteined even if it is acquired as a
part of 2 communication falling n a category that is generally non—pertinent. 8=-CCOT

{6) Categories of non-pertinent communications which may be applied in these styveiltznce

inciude:
() Calls to and from United States Govérmment officals;
(i) Calls to and from children;
(iif) Calis to and from students for information to aid them in academic endeavors:
iv) Calls between family members; and
ote. {v) Calls relating solely to perscnal services, such as food orders, transportation,

(g) Change in Target's Location or Status {S=CCO

(1) During periods of known axdended absence by a targeted agent of a foreign power from.
premises under surveillance, ohly communications to which the target is a parly may be retained and dissemi-
nated. -S=-6cE—

" {(2) When there is reason o believe that the targst of.an elestrenic survelllance is no longer a
'forergn power or an agi]ent of a foreign power, or no longer accupies the ppemises authorized for survelllance,
that alectronic surveillance shall be immediately terminated, and shall not resume unless subsequently ap-
ggved under the Act. When any person involved in collection or processing of an electronic surveillance
ng conducted pursuant to the Act becomes aware of information tending to Indicate a material change In
the status or location of a target, the person shall immediately ensure thet the NSA's Office of General Coun-
sel is aiso made aware of such information, {8-8€0}

SECTION 4 — ACQUISITION AND PROCESSING — SPECIAL PROCEDURES (U)

(a) Collection Against Residential Pramises{8-560y—

{1} An elsctronic survaillance directad against premises located in the United States and used
for remdenual purposes shall be conducted bytedmlcal maansd&sig ed 1o [imit the information

ELLC it e
“HANDLE VIACOMINT CHANNELS ONLY - o) (31
b) (3}-18 ST 798
1b) (3)-P.L. BG-28&

(Cl=0ct97) (b)(3)-50 USC 403
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+ gnd it agents. lcation g tarqet rasidentis e processs ._
_ fOIgn CoUnTry, or on e foreign colnmy v ST

codes area'code\s) fortheareasln which such foreign powers oragentsareloeat .

a1 e
ﬁFEEbr\ T
I
; } Domestic commuynications that are mmdentally acquired dunng collectmn against resldenﬁal I
' premlses shaﬁabe handled underuanctlon 5 of these procedurag.—es-eépr O

(b) Attormey-Client Commymoatnons{é}' .

T

C As soon as it becomes appare\nt thata eornmunmetion n a parson who is known to b I
nder criminal indictment and an attomney who represents that indiv: uz In the matter under indictment (olr I
semeodnae acting ori behalf of the attornay), mbmtnring of that conmun cahon il cease and the communica- |
tion shalt be idantified as an attomey-ciient communication in-a log mairtained for that purpose. The relevant '

portion of the tape containing that conversation wilt be placed under seal and the Department of Justice, Office |
of Intelligence Policy and Review, shall be nohﬁed 50 that-appropriate procedures may be estabiished to pro: 1
Aect such communications from raview or use'in any. cfiminal prosecution, while preserving foreign intelliy
gance information contained therein, \ \ \ -

Y \ (B
SECTIONS DOMESTIC CDMMUNICATIONS (U) ‘l “I
: N v !

o B i
() Dissemination, (U) _ ) . \\ \\ lt "
|

Cammumcat:ons |dentiﬁed as domestic communrcatloqs shall be prorpptty qestmyed except
that:
N I

{1 domeshc commumcatzons that are reasoniably belleved\to cortain fors\i lligence infor- '

mation shall be disséminated to the Federal Bureau of Investi Pahon {including Unitad person identi- "
Ees) for possible further. d:ssemmaﬂon;by the Federal Bureau ¢ investigaﬂon‘fn accordancb wrth jts minirniza- !
on procedures 1

4 N \\ '

(2) domeshc communications that do not contain foreign intelligence information, but that are 1!
reasonably baheved 10 contain evidence of a crime that has been, is being, or is about to be committed, shall '
{bie dlisemml%ted {lnﬁg::ling Unite‘ltéesltlg:te? t?l.;ri%tn ld%nﬁr?es) to appropnate Fguderal law enfargyement author- | |
es, in accordance Section o and crimes reporting procedures e Secr

ufDefenseandmeAttomeyGeneral and pro apprqvtad th\S\ etary "

(3} domestic cormmunications that are reasonably believed to contain 1ed1nical ata
matlon, as deﬁned in Section 2(f}, may be disseminated to the Federal Bureau of Investigati q and t\o pther
- elements of the U.S. SIGINT system. +5-660- !

() Retention (U) \ \\ !

; Domestic communications disseminated to Federal law enforcement agencies \b&PQ- !
tained by the for a reasonable period of time, not 1o exceed six months (oranyshorterpenodsetgy
order), to permit law eniorcement agencies to determine whether access 1o original recordings of such com- “

munications s required for law enforcement purposes. <{9=GCO N
Ny
—BANDEE- VA COMINT CHANNELS ONLY ™ !
(b} (1)
(b} {3)-50 UsC 403 —SEG.&ET_
{b} {3)-18 USC 798 (CI1-0ct 97
(b} (3 .

)-P.L. 8&-36 A-l/6

[T

1)

3)-50 USC 403
3)-18 U3C 7928

31-P.L.

86-39%
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e(? Domestic communications reasonably believed to contain technical data base information
may be retained for a period stifficient to allow a thorough exploitation and to permit access to data that are, or
are reasonably believed likely to becoms, relevant to a currertt gr future foreign intelligence requirement.
Sufficient duration may vary with the nature of the exploitation. (6=-06&) -
. .

a. Inthecontextofa alytic effort, maintsnence of technical data bases requires reten-
tion of alf communications that are enciphered or reasonably belisved to contaln secret meaning, and suffi-
clent duration may consist of any period of time during which encrypted material is subject to, or of use in,
cryptanalysis. {8=€C0)~ .

b. In the case of communications that are not enciphered or otherwise thoughit-to contain secret
meaning, sufficient duration is one year uniess the Deputy Director for Operations, NSA, determines In writing
that retention for a tonger period is required to respond to authorized foreign intelligence or counterintelligence
requirements. .(5-0@0)—

SECTION 6 - FOREIGN COMMUNICATIONS OF OR CONCERNING UNITED
STATES PERSONS (U)

(a) Retention (U ' .

Foreign communications of or concerning United Stetes persons acquired by the NSA in the
course of an efactronic surveillance subject 1o these procedures nay be retained only:

(1} if nrecessary for the maintenance of technical data bases. Retention for this purpose is
permitted for a period sufficient to allow a thorough expicitation and to permit access 1o data that are, or are
reasonably helieved likely to become, relevant to a currant or futurs foreign intelligence requirement.  Suffi-
cient duration may vary with the nature of the expioitation,

a. in the context of a cryptanalytic effort, maintenance of technical data bases re-
quires retention of all communications that are ancipherad or reasonably believed to contain sacret meaning,
and sufficient duration may consist of any period of time during which encrypted material is subject to, or of

use in, cryptanalysis.
. ’

b. In the case of communications that are not enciphered or otherwise thought to
contain secret meaning, sufficient duration is one year unless the Deputy Director for Operations, NSA, deter-
mines in writing that retention for a longer period is required to respond to authorized foreign intelligence or
counterinteltigence requirernents; :

(2) If dissemination of such communications with reference o such United States persons
wauid ba permitted under subsection (b) below: or . J0

/
{2} K the information is evidence of a crime that has been, is being, or is about to be committed
and is provided io appropriate federal law enforcement authotities. {S=C207 i
L

(b} Dissemination {U)

based on communications of or conceming a United States parson may be dissemi-

A report
nated in accordance with Section 7 i the identity of the United States person Is delsted and a generic term or
symboad is substituted so that the information cannot reasonably be connected with an identifiable Unitad
States person. Otherwise dissemination of mtelligence re based on communications of or concerning &
United States person may only be made to a recipient requ the identity of such person for the performance
of official duties but enly if at least one of the following criteria is also mat: .

1} the United States person has consented to dissemination or the information of or concemi
the United Sta(ues person is avallable publicly; "

~ (@) theidentity of the United States person is necessary to understand forsign intelligence
information or assess its importance, e.g., the idsntity of a senior official in the Executive Branch;

_SEGRET.-_

A-117
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(3) the communication or Information Indicates that the United States person may be:
(A) an agent of a foreign power;

=

(B) a foreign power as defined in Section 101(a)(4) or (6) of the Ac;

C) residing ouiside the United States and holding an ofiicial position in the govern-
ment or military forces of a foreign power;

(D) & corporation or other entily that is owned or controiled directly or indirectly by &

(E) acting in collaboration with an intelligenca or sacurity sarvice of a foreign power
and the United States parson has, or has had, access to classified national security information or material.

foreign power,; or

[4) the communication or information indicates that the Unl'cad States parson be the target
of i mte{lxgenca(a?ctivittes of a foreign power; g

{5) the communication or Information Indicates that the United States person is engaged in the
unauthorized disclosure of classified national security Informaﬂon, but oniy after the agency that originated
the imforrmation certifies that it is properly dassiﬁad .

(6) the communication or information indicates that the United States person may be engaging
in international terrorist activities;

{7} the acquisition of the United States person’s communication was authorized by a court order
issued pursuant to Section 105 of the Act and the communication may relate to the foreign intefligence pur-
pose of the surveillance;

(&) the communication or information Is reasonably believed to contain evidence that & crime
has been, is being, or is about to be committed, provided that dissemination is for law enforcament purposes
and is made in accordance with Saction 106(b) of the Act and crimes reporting procedures approved by the
Secretary of Defenss and the Attomey General. (U)

SECTION 7 — OTHER FOREIGN COMMUNICATIONS (U)

Foreign communications of or conceming a non-United States n may be ratamed used,
and disseminated in any form in accordance with other applicabie law, reguiation, and policy. ({U)

SECTION 8 -] [e-eeoy

—
l_ I@ EBU) A
o |
I T ’ \ = i
{gh|
J -
| = “E\.F_ U] .
_{eh]
|
I
1\
—HANDEE-VIA-COMINT-CHANNELES-ONLY- {2y i1
‘ %GRET_ {byi131-19 USC Tae
(L)13)-2.L. £86-36
N (CI - Oct 97) i) [31-50 USC 403
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OPERATIONAL ASSISTANCE TO THE
. FEDERAL BUREAU OF INVESTIGATION (U)

SECTION 1 - GENERAL .

1.1. (U) In accordance with the provisions of Section 2.6 of E.O. 12333, and the NSA/FBI
Memorandum of Unaersianding of 25 November 1980, the National Security Agency may provide
specialized equipmert and technical knowledge to the FBI 1o assist the FBI in the conduct of its fawful
functions. When requesting such assistance, the FBI will certify to the General Counsel of NSA that
such equipment or technical knowiedge is necessary to the accomplishment of one or more of the
FBI's ilawful functions.

1.2. (U) NSA may also provide expert personnel 10 assist FBI personnel in the operation or
installation of spe-ialized equipment when that equipment is to be employed to collact foreign
intelligence. Wher raquesting the assistanice of expert personnel, the FBI will certify to the Generat
Counse! that such assistance is necessary to collect foreign intelligence and that the approval of the
Attorney General (3-d, when necessary, a warrant from a court of competent jurisdiction) has been
obtained.

SECTION 2 - CONTROL -

2.1. (U) No operational assistance as discussed in Section 1 shali be provided without the
express permission of the Director, NSA/Chief, {35, Deputy Director, NSA, the Deputy Director for
Operaticns, or the Deputy Director for Technology and Systems. The Deputy Director for Operations
and the Deputy Director for Technology and Systerms may approve requests for such assistance only

with the concurrence of the General Counsel. -
I .
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ANNEXC

SIGNALS INTELLIGENCE SUPPORT TO U.S. AND ALLIED MILITARY
EXERCISE COMMAND AUTHORITIES (U)

SECTION 1 - POLICY

1.1. «{&)Signals Intelligence support 1o U.5. and Allied military exercise command authorities is
provided for in USSID 56 and DoD Directive 5200.17 (M-2). Jeint Chiefs of Staff Memorandum
MICS111-88, 18 August 1988, and USSID 4, 16 December, 1988, establish doctrine and proceduras for
providing signals intelligence support to military commanders. The procedures in this Annex provide
policy guidelines for safeguarding the rights of U.S. persons in the conduct of exercise SIGINT support
activities. .

. SECTION 2 - DEFINITIONS

2.1. (U) The term "Military Tactical Communications” means United States and Allied military
exercise communications, within the United States and abroad, that are necessary for the production
of simulated foreign intelligence and ¢ounterinteliigence or to permit an analysis of communications
security.

SECTION 3 - PROCEDURES

—

3.1, {@eE0) The US55 may collect, process, store, and disseminate military tactical
cemmunications that are alse communications of, or concerning, U.S, persons.

a. Coilection efforts will be conducted in such a manner as to avoid, to the extent feasible,
the intercept of non-exercise-related communications.

b. Mititary tactical communications may be stored and processed without defetion of
references to U.S. persons if the names and communications of the U.S. persons who are exercise
participants, whether military, government, or contractor, are contained in, or such communications
canstitute, exercise-related communications or fictitious communications or information prepared
for the exercise.

¢ Communications of U.5. persons not participating in the exercise that are inadvertently
intercepted during the exercise shall be destroyed as soon as feasible, provided that a record
describing the signal or frequency user in technical and generic terms may be retained for signal
identification and Collection-avoidance purposes. Inadvertently intercapted communications that
contain anomalies in enciphered communications that reveal a potential vulnerability to United
States communications security should be forwarded to the NSA Deputy Director for information

Systems Security.
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d. Dissernination of military exercise communications, exercise reports, or information
files derived from such communications shall be limited to those authorities and persons participating
in the exercise or conducting reviews and critiques thereof.- .
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ANNEXD
TESTING OF ELECTRONIC EQUIPMENT (U)

SECTION 1 - PURPOSE AND APPLICABILITY -

-

1.1. {U) This Annex applies to the testing of electronic equipment that has the capability to
intercept communications and other non-public information. Testing includes deveiopment,
calibration, and evaluation of such equipment, and will be conducied, to the maximum extent

* practical, without interception or monitoring of U.S. persans.

- SECTION 2 - PROCEDURES

2.1. (U) The US55 may test electronic equipment that has the capability to intercept
communications and other information subject to the following limitations:

a. Tothe maximum extent practical, the following should be used:

(1) Laboratory-generated signals,

(2) Communications transmitted between terminals located outside the United States
not used by any known LS. person, °

(3) Offidal government agency comrmunications with the consent of an appropriate
official of that agency, or an individual's communications with the consent of that individual,

(4) Public broadcast signals, or ‘

(5) Other communications in which there is no reasonable expectation of privacy (as
approved in each instance by the NSA General Counsal), '

b. Where it is not practical to test electronic equipment solely against signals described in
paragraph 2.1.a., above, testing may be conducted, provided:

{1} the proposed test is coordinated with the NSA General Counsal

(2) the test is limited in scope and duration o that necessary to determine the
capability of the equipment;

{3) no particular person is targeted without consent and it is not reascnabie to abtain
the consent of the persons incidentally subjected to the surveillance; and

(4) thetest does nat exceed 90 calendar days.

D
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©. Where the test involves communications other than those identified in 2.1 .a. and a test
period longer than S0 days is required, the Foreign Intelligence Surveiliance Act requires that the test
be approved by the Atterney General. Such proposals and plans shall be submitted by USSS elements
through the Geferal Counsal, NSA, 1o the Diractor, NSA/Chief, €SS for transmission to the Attorney
General. The test proposal shall state the requirement for an extended test involving such
communications, the nature of the test, the organization that wili conduct the test, and the proposed
dispasition of any signals or communications acquired during the test.

2.2. {U} The cortent of any communication other than communications between non-t1.5.
persons outside the United States which are acquired during a test and evaluation shall be:

-

a. ratained and used only for the purpose of determining the capability of the electronic
equipment;

b, disclosed only to persons conducting or avaluating the test; and -
. destroyed befoera or immadiately upon compieﬁon of the testing. .

2.3. (U) The technical parameters of 8 communication, such as frequency, modulation, and
time of activity of acquired electronic signals, may be retdined and used for test reporting or
collection-avoidance purposes. Such parameters may be disseminated to other Do inteliigence
components and other entities authorized to conduct electronic surveillance, provided such
dissemination and use are limited to testing, evaluation, or collection-avoidance purposes.
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ANNEX E
* SEARCH AND DEVELOPMENT OPERATIONS )

SECTION 1-PROCEDURES -

L.1. (U} This Anney provides the procedures far safeguarding the rights of U.S, persons when
conducting SIGINT search and development activities.

1.27{5CCOT The US55 may conduc: search and development activities with respect to signals
throughout the radio spectrum under the following limitations;

a. Signafs may be collected only for the purpose of identifying those signals that:”

th) may contain information related to the ‘preduction of foreign intelligence or
counterintelligence;

(2) are erciphered or appear to contain secret meaning;

(3) are necessary to assure efficient signals intelligence collection or 1o avoid the
collection of unwanted signals; or,

(4) reveal vulnerabilities of United States communications security.

b. Communications eriginated or intended for receipt in the United States or originated
or intended for receipt by U.S. persons shall be processed in accordance with Section 5 of UssiD 18,
provided that information necessary for cataloging the constituent efements of the signal
environment may be processed and retained if such information does not identify a U.S. person.
Information revealing & United States communications security vulnerability may be retained. ~

¢ Information necessary for cataloging the constituent elements of the signai
environment may be diséemi?at to the extent such information does not identify U.S. persons.
Communications equipment ‘nomenclature may be disseminated. Information that reveals a
wulnerability to United States communications security may be disseminated to the appropriate

communications security authfrrities.

d. All information abtained in the process of search and development that appears to be
of foreign imeliigence value may be forwarded to the proper analytic office within NSA for
processing and dissemination in accordance with relevant portions of LISSID 18.
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/ SECTION 1 - PROCEDURES -

1

(3)=-18 USC 793
{0} (3)-DP.L. 86-36
{21 (3)-50 USC 403
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ANNEX G

TRAINIhiG OF PERSONNEL IN THE OPERATION AND USE OF SIGINT
COLLECTION AND OTHER SURVEILLANCE EQUIPMENT (U)

SECTION 1 - APPLICABILITY

-

L1. (U) This Annex applies to all USSS use of SIGINT coliection and other surveillance
equipment for training purposes.

SECTION 2 - POLICY

2.1. (U) Training of USSS personnel in the operation and use of SIGINT collection equipment
shall be conducted, to the maximum extent that is practical, without interception of the
communications of U.S. persens or persons in the United States who have not given consent to such
interception. Communications and information protected by the Foreign Intelligence Surveillance Act
(FISA) (see Annex A} will not be collected for training purposes.

SECTION 3 - PROCEDURES

3.1. (N The training of USSS personnel in the operation and use of SIGINT collection and other
surveillance equipment shall include guidance concerning the requirements and restrictions of the
FISA, Executive Order 12333, and USSID 18.

3.2. (U) The use of SIGINT coliection and other surveiilance equipment for training purposes is
subject 1o the following limitations: :

a. To the maximum extent practicéi, use of such equipment for training purposes shall be
directed against otherwise autharized intelligence targets;

b. The contents of private communications of nonconsenting U.S. persons may not be
acgquired unless the person is an authorized target of electronic surveillance; and

¢ The electronic surveillance will be limited in extent and duration to that necessary to
train personnel in the use of the equipment.

3.3. {U) The limitations in paragraph 3.2. do not apply in the following instances:
2. Public broadcasts, distress signals, or official United States Government

communications may be monitored, provided that, where government agency communications are
monitored, the consent of an appropriate official is obtained: and

G/l
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b. Minimal acquisition of information is permitted as required for calibration purposes.

3.4. (U} Information collected during training that involves authorized intelligence targets
may be retained in accordance with Section 6 of USSID 18 and disseminated in accordance with
Section 7 of USSID 18. Information other than distress signals coliected during training that does not
involve autharized intelligence targets or that is acquired inadvertently shall be destroyed as soon as
practical or upon completion of the training and may not be disseminated outside the USSS for any
purpose. Distress signals shouid be referred to the DDO.
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ANNEX H
CONSENT FORMS (U)

SECTION 1 - PURPOSE -

-

1.1. (U} The forms set forth in this Annex are for use in recording consent by U.S. persons for
LiSSS elements to collect and disseminate foreign communications concerning that person. The first
form is consent to collect and disseminate a U.S. person's communications as well as referencas to that
person in foreign communications, The second form is consent to collect and disseminate only
references to the U.S. person and does notindude communications to or from that person.

1.2. (U) Section 4.1.c. of USSID 18 states that the Diractor, NSA/Chief, €SS has authority to
approve the cofisensual collection of communications to; from or about U.S. persons. Elements of the
USSS pronosing to conduct consensual eoliection should forward a copy of the executed consent form
and ary pertinent information to the Director, NSA/Chief, CSS for approval.

1.3. (U) The forms provided on the following pages may be reproduced, provided the secyrity
classif'cations (top and bottem) are removed. It is the responsibifity of the user to properly reclassify
the document in accordance with requisite security guidelines.
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CONSENT AGREEMENT
SIGNALS INTELLIGENCE COVERAGE
i , hereby consent to the National Security Agency

r
undertaking to seek and disseminate communicatons to or from or referencing me in foreign
communications for the purpose of

This consent applies to administrative messages alerting elements of the United $tat=s Signals
Intelligence System to this consent, as well as te any signals intelligence reports that may relate to the
purpose stated above. -

Except as atherwise provided by Executive Order 12333 procedures, this consent covers enly
information that relates to the purpose stated above “and is effective for the period
to .

signals intelligence reports containing information derived from communications to or from
me may only be dissemninated to me and to . Signals intelligence reports
<oraining information derived from communications referencing me may only be disseminated to
me and to except as otherwise permitted by procedures under Executive

Order 12333 ..

{SIGNATURE)

(TITLE)

{DATE)
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CONSENT AGREEMENT

) SKGNALS INTELLIGENCE COVERAGE

, hereby consent to the National Security Agency

1
me in foreign communications for the purpose of

(]
undertaking to seek and disseminate references to

This consent applies to administrative messages alerting elements of the United States Signais
intelligence System to this censent, as well as 10 any signals intelligence reports that may relate to the

purpose stated above. .

Except as otherwise provided by Executive Crder 12333 pracedures, this consent covers only
references to me in foreign communications and information therefrom that relates to the purpase
stated above and is effective for the peried Coe to .

Signals intelligence reports containing information derived from communications referencing
me and related tc the purpose stated above may only be disseminated to me and to
except as otherwise permitted by procedures under Executive Order

12333,

{SIGNATURE) y

(TITLE)

(DATE)

H'S
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k5. NATIONAL SECURITY AGENCY
2| CENTRAL SECURITY SERVICE
,sf;'; FortGeorge G. Meade, Maryland
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UNITED STATES SIGNALS INTELLIGENGE DIRECTIVE

24 April 1986

USSID 18
ANNEX J

PROCEDURES FOR MONITORING RADIO
COMMUNICATIONS OF SUSPECTED
INTERNATIONAL NARCOTICS -
TRAFFICKERS (FOG0O)— 35 e s

(D03}
(b)}gi—P.L. £6-38
S
OPC: D2 NN
Y

LETTER OF PROMULGATION \ \

f&-eeej_-This Annex implements Sections 2.3. and 2.6.(b) of Executive Orde

LLOLIIE [CLdl DI QLY

(U) If this edition is not needed, destroy it and notify DIRNSA/CHCSS (P0442, USSID Manager) of the
destruction and pertinent details. Also, notify P0442 if this document is destroyed because of an emergency
action.

(U) The authority for approving requests for the reproduction or the removal of any portion of this USSID
for use within the United States SIGINT System rests solely with the USSID Manager cr the local

{of6 2202002 12:23 P



USSID 18 ANNEX J: PROCEDURES FOR MONITOR...AFFICKERS, NSA:SECRRT-—CONMMT-CHANNELS- hup://www.pl21.do.nsa/ussid/ | 8Yussid! 8j.htm
DOCID: 3037143

Designated USSID Representative. Any other reproduction or removal of parts of this document is
prohibited.

7

y
{b) (3)=PL. 86-3G
WILLIAM E. ODOM

Lieutenant General, USA
Director, NSA/Chief, CSS
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supplemented by these definitions, the definitions contained in Section 3 of the basic USSID 18 also apply
to this Annex.

SECTION 3 - COLLECTION .
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