Plrase note that no documends bave bean reviewed for releass, aif documents must be reviswed prior 1o their release,

FOIA Request Farm

FOHA 3R 13721360

Any additional 1D infor Datamny

Reqguest is asking for: Contract forwse of Batamniv's Advanced Alerting Tool and suppott servicas for the tog, iega%
analysis, privacy assessroents. We do not have training materials, manuals, or presentations.

Assigned 1o

b6
b7C

&% wvel

Total amount of time used 1o locate rasponsive doauments:

Thrs 0 _mins

POC/COR/SME: b6
b7C

Any additional commments;

Please note that no documents have been reviewsd for redease, all documents must be reviewsyd prior to their releass.
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i 2 2%, 24,
TEERE NG SEHEDULE OF JUFPLIESISERVICES SHIANTTY UNIY UNIT f‘?it £ AMNINY

32a. LIANTITY Y QOLLMN 1 HAS REEN

U receven ] wspgcren [ ACOEPTEDR A CORFORMS YO THE CONTRACT EXQERT AS NOTED

2o N vf\fwdﬁf QF AUTHORIZEDR GOVERNMERNT 23 RATE e, PRINTED NAME AND TITLE OF AUTHORIZED GOVERNMENT
REPRESENTATIVE REPRERENTATIVE

320 MANIRG ADDREST OF AUTRORIZED GUOVERNMENT REFRESENTATIVE A2 TELEPRONG NUMBER OF AUTHORIZED GOVERNMENT
REPRERENTATIVE -

32g B-AAIL TF AUT RS OOV E RN Y BEPRESENTATE
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FRRACTEORTRTW

=R 158, BVR VOUTHER BUMERRY 40, PAID 8Y

413 {QERTIEY THIS ACCOUNT 1S CORRELT ARG PRUPER FOR PAYMENT  § Ads, RECEIVED B¢ (Pried)
FH0 CIMATLIBE AND THLE U LERTIFVING OFVIDER | {412, DATE '

A2n RECEWRQ AT {Lonaiivn?

|20 RATE RECTD VYA 423 TQTAL CORTAINERS
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Saction ¥ - Comumodity or Ssevices Scheduls

SCHEDULE OF SUPPLIES/SERVICES

CONTINUATION SHEERY

TTER MO SUPPLIESSERVICES QUANTITY URIT | OUNIT FRICE AROUNT
Q001 TAMINR ~ BASE YEAR FUNDING (ADVANCED ALERTING $1458,375.80 b4
: bé
. ) b7C
Line Poriod of Perfornancar S0RE0T « 1211818817 b7E

Rasn Period
Tefivery Schedule:

Cheanilty :I: FOR

UNTERTERRORISHS GRASION

i R&[ ]
2400 SOHUSTER DRIVE
CHEVERLY. ME 207810001

Pase Totud

Exeroises Qpiions Todal
Urmxereised Dptions Tagat
Base and Lptons Toian T1 .40, 375,00

FUNDING DETAIRS:
T

SRR

DN o
\\“\% S
\

X

S47 - SENT - 1300 - 3300 - DN - - - 25102

TOTAL. §1 480575 80

epic.org EPIC-17-04-14-FBI-FOIA-20181003-Production-pt1 000005




DIE1T-1300-PGD02884 Page & of 21

Ssction 3 - Contract Clauses

QRI:

: \ SRR :,-: INSLER ; \'\\ T 3 ;
. “ .\."\.;\\i 4 | R ‘“:\\ X . . X \&\ S 3

\ R > R RAIRIRBARR 3 \.\\'_“\‘\\_\\}_ \ % 5 .“\ IR TN B
W X 3 R AR RN
N R R % HRRRE R N A \g R R RS
\\\._ R \ ) R

RN N : \\\\“ 3 \\\

A

3. 24811 Higher-Lavel Sontradt Quaity Ragolrement {Dee 2114}

5% 20F-1 Rusfiaitions (Nov I0VE
52,8032 Gratuitins (Apr 1984)

S 2035 Covenant Rgainst Contivigent Feas (May 2014

823038 Rostrcinng On Subooniranior Sales T The Govenwaent (Sept J008)

7
B
o
i~
o
B
T

Hastrictions Do Subonntipcior Sales To The Goesrament {Sent 2008} - Afemats § (G 188%)

e 2037 Anti-Kicktaek Frocedures (Meay 2014}

52 2035 Canceliation, Besciosion, and Racovery of Funds for iibgal or nproper Aoy (RMay 20148}

2. 20513 Price of Fee Adhusdiment for filagal or iImpropsr Aciielly (Bay 3014)

5320302 R imitation On Payments To fnfluence Carfain Feders! Transacions (Ot 2013

D2 20443 Sacurity Requirsmsns {Aug 18596}

5.2, 2048 Printed or Coplad Doubide-Sided on Postoonsumey Fiter Dontent Raper (May 30311}
53 2010 Reparting Exsadivs Compensation and Fiat-Tier Sutoontiact Awards (Qof 3515

52,3088 ontreciy Use of Mandstary Sourcas of Supply o Services May 2014}

2. 214-38 Order of Precadence - Sealed Riduing {Jan 1388}

8E 2152 At and Reoonds - Kogotistion (ot 2010

52. 3182 AR Sadit and Records ~ Negotiation (3 2040; - Atarnste B (e 1083

(A4
s
N
-
A
o

Order of Precagdence - Uniform Conteact Format (Ot 15878

B
f2
123
3t
o

iridagrity of Unit Prces (G 3010

AR 21534 Al ategity of Unit Priges (O 2010} - Alternaie ({00t 1857
i}

0231523 LimBaons on Pass~Thwough Chames (Jan 2011
. 21583 A Linitadions on Pass-Theough Charges (G 2008} -« Ateman { {00 3006H

<
-

§52 2221 Notice o the Govsrament of Labor Laspuiey (Fab
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o

23323

Prohinition of Segregated Facliles (A 3015

Eaual Qppovtunity (Rpr 2815}

G2 AT AN

o Oppoattunily (&gr 2015) - Ateraste § (Fab 1805}

A

h)

EX2-38

Potification of Vies DRamal (&pe 2000

SERCPES Y

Samtating Teaficking o Porsans (Mar 301%)

Rncouraging Contractor Policies To Ban Text Messaging White Driving {Aug 2011

Restrictions o Ceranm Poreign Purcheses (Jung 3000

InTkers” Compenartion and War-Hazard inaura wrasas (AP 1884

Vaxey « Farginn Fized-Price Contranta (Fel: 2013}

sciogure and Sonsistancy of Qust Aotounting Practines--Faoredgn Converns TR ENE}

Adrainiairaiion of Sosl Accounting Stendurdy {dung 2040)

2 I32-17 fntarast (May 20143
RRIEINEN Aasigianent of Claims Sday 2014}
5223228 Al Agsigiment of Cladms May 014} - Alternata | (Ao 1884

rohibition of Agsigrrosnt of Olaims (RMay 2014}

Feoripd Payeneat {Jul 2013

satatiment Paviments for Covvnsraial Rems (Gt 1865}

Uneadnrceatdlty of Unzutborived Chbiigations {Jun 2013

Croviding Aoosiesied Paymeds 1o Small Business Subioairanions {Dao 301

2

Disputes (May 3014}

Cisputes May 2004y - Aleraste | {Den 183H

Protest after Awerd {Aug 1868

Appdicsite Law for Rroach of Gostrant Clake {0 2004}

Rankesptoy (Jolky 18%88)

Subeontracts O 2010

Competition Iy Subtoonteacting D 1588

R
fult
Dy
B
B
Io

iSubconivanis fur Sonwasradal Rems (Maov 2018}

R imitation of Lighility {Fet 1887}

52 24788 Faport of Shipment (RESHIF) (Fab 2008}
VE 2853 Yarmingtion for Tonvanignce of e Govemment (Fixed-Prina) {Ape 20123
523531 Camputer Sanaraind Fonne (dan 1881
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Clauses By Full Text

DIAR-POIRI2-02A  Non-US. Ciuzens Prohibited Hom Ancess to DOY Informsnion Techaology {17 Systems

The Department of hustice does ot parmil the use of NorelL S citizens bothe performance of thiy contract or coramiirnent for say po-
sition that nyolves access 1o or development of 4 any BOHT westarn. By signing the contract or sonpitment docuament, the contrastor
agrees o this restriction. [In those lostanees where other non-IT requivernents sentained Bt ihe CODIRICT OF BoRmTEITETE can be me by
asing Ken-ULR, eftizens, those re regairements shall be cloarly described L
{End of Clausey

DIAR-POGD-G2-028 Non-ULS Citlzens Prohibited from Accsss to BOE Information Tochuology (IT1) Bystems

The Department of Justice (DOR will no fonger pervit the use of Noa-ULS, citizens in the perfornanace of this contract or commi-
reent for any position that nvalves access o or de\fes&sp‘mu\ of any DOJ T syst Ry signing the contract o commitment docu-
ment, the coraractor ageees 1o this reatriction with respect By 3l pow omaplovess utilized divectly to perform duties o the sontrast
Non-1LS. itfzens curverdy empdovees wrader s contract of copwnitnent may continue performance unless siherwise divected i\\ the
Department of Justice. Mo new, replacement, o additipaal Wen-1LS. sitizens may be added (o the contract without the express appro
al of the ?}eg\a{tmem‘i of Yastice. {{n those stanoes where othey nen-{ T requirements cordained in the condract or corraiacn ean be
met by wsing MNon-UL S citizens, those rwquiroments shall be slearly desoribad ]
{Ead o O izszm)}

3

BIAR-PGR-GN08 is;‘piexw‘exsta*i'}r of Hontefand Sesurity Presidential Divective (HSPEG 12 - Policy for a Camanon Idardifioation
Standard for Foderal Employess and Cornyscir

SECURITY REQUIREMENRTS

ertial Diveciive-12 (HESPDA12) and Federal Infonnation Processing Standard Publication
201Y entitied "Personal Identification Yerification (PIV) for Fadarad BEuplovess and Unatractors,” Phase L

"x

NOTICE GF CONTRACTOR PERSONNE}
Complianes with Horeland Security Presd
01 (Fivy

i, Long-Term Oentractor Personnel:

o

Juirenends st be met for cach new long-ternd s
s begins on oy 3‘{ {} tober 27, 2008

b
=,

in \s:de £ i\e xmn*‘isa}zi with H‘sf‘i‘vi 2 §‘§ \, L, the following yvestgative
¢ » whose back igution (81} prag
anorel Bt 3

£y 'S¢ t\w reng of idertification i priginal foro prior to badge fsspance (scoepiable donumards are
it ‘z; Fc-;-sra §u€?, OMB No. fw S-0047, * Employiaent Bligibiline Verification,” and at least eng documoent ynast be 8 valid 3
Foderal government-issuad pivture (DY

& Contracior Personne! must appear 1n persan at feast onee before & DO official who i respousibie for ¢l aekin
dpcumenta, This identity proofing must be completed sometime during fhe clearanes process bat prior to badge
domangated by the DT official;

o, Contractor Personnel must un dum a Bl commensarsts wit
Tt imcsi bedow are the rm* rewm 9’»} e °<<z.,szm R is\f each risk E&w.i:
oHigh Risk - Background
sModerate Risk ~ Linsied i%&cé«rm xd b & .
«Lew Figk - Nationad Agerey € “heck \"s‘ith im;zx%z‘ies {NACEH i;’s\a.\.. i
&. The pre-appoinment BY waiv er rn\;m;'«men's for alf position seasfuvity levels are a

X

he idardift
ganes and past be

ng b
S84

safgnated risk level assoniated with the duties of pach pontion.

tigation {(MBD

£} F mm\h review of the secamty geestioraaire forny
2} Favorable fingerpring res ‘m,
3y Fay & whie credit report, Hireguiredi 3

1 {3¥ce of Porsonned
isk lovel and §) Favorable review of the Natinoal Apeney Check (MACH podion
sk fevel.

4% Wadver request meraavandum, including both ¢
Manapement schedule date and position seusitivit
of the applicalde B that is detarmined by pos

i sensitivity!
A badge may be sued following approval of the above wabver requirenanis.

Hfsthe NAC w not reseived w ;thm five day
ourity Cneestioovare awd the Federal B
¢, Badge re-validation will oo
sued ender these procadires will

of P 5 schedaling date, the basdge can be isseed based on 2 favorable review of the Se-
ag of bvestigation Criminal *%z\wrx Cheek (e, 8 :prm check resolisy

onee the vestigaton fs complated and yvorably adjedicated, I the B vz a0 justify, badges -
be suspended or ravoked.,

2. Short-Term Conitactor Persanneh
it s the potioy of the DO tat short-term coniracors having ancess w0 DO information systemy aradfor BOGE fheilities or space for siy
reonths or fower are selyject o the iderttly proufing regufrements Hsted & feras 3. and fb. above. The Pro-appOTREmEn Waiver (o
quiraypents for short-lonm conretors are
a Fuvorable review of the secwrity quastisonaire form;
b Favorabie ngerprint renults; :
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S

¢ Favaralie credit report, i roguired;s ¢
d Waiver roquest memorandum -ﬂdsmm g both ihn position sensitivil
surate B does not nead 1o be inttiated

& badge vaay by bued following spproval of the above walvay mg:um} srts and the badge will expive six months fom the date of is-
suance, This process can only be used onee for 2 shor-teom contesctor in @ twelve month pgr:m}. This will eosure that any conseotive
shoyi-ferm ap menls are sabdedct to the A PRV dentity proofing provess.

For exsanple, if a contractor erploves requdres dally aceess for a thees or foar-weel period, this conteactor waordd be clzared aceonding
10 the above shourt-tare reguiveomenis, However, i a second requast is subiaitted for the same ootractor synployes within a tvelve-
mcath period for the parpose of exterding the Inftisd contract or for employment under a totally different contract for another three or
four-week perind, diis contractor would now be considered “long-term” and must be cleared ¢ weording 1o the fong-ferm requiremients
as stated i s interim polisy.

-

visk tevel and the duration of the appointment. The commen-

3. Intermittent Coniractors:

Ast exeepiion to the sbve-mentioned short-tenm reguirements would b intermittent contracton.
& For paypeses of this policy, "intennitent” is defined as those »k“‘i?(&\,is)i \“}'(pm\ sondinng aceess to DOV information systems and!
or 3034 Jacilities or spaee For a mayium of one dy per week, regavdiess of the Hon of the requieed ftermiiont asces
arapde. the wider delivery conteactor that defivers water one Hoe each w g\"» z-mi 5 working on & one~yeay coniract,

. Confracton requiviag infermittent socess she s=£ wit's escort policy. Please reference the Angust

RS
4 fudlow the Departs i
,i‘szimas‘},-‘ 28, 2081, Department Security Offfcer policy nx “msmmia that conpveys the regelrements for comtraotor fanility ese

&

sacorted moccss o DU T syt avcess for s intormutiont contract-
pres ewp “-Bui‘{ ma&grumm Hvest sq‘u.m waiver re quirements that apply 1o \hm -0 CORMRCKES are ((‘qu}*f(!

fj. is‘ an in wmrcm oEmOior 1 approved for unsscoried access si coateactar with only be fssued & dafl . The daily badge will
‘(f- .§. apon CHA a:sw ,zm Rl i}{)i faei?%z'}-' N sgmm‘ mé mm be returmed upon esiting he ssme Hoili iy O $DECS,

i censy, the wgsmai will not exceed one year, 1f hc Fafermitient covlracior

il need to be re-appraved aach year

ring i om &mtbw d&,{\li ment oF aszmu shall act be recadpadivated provided the individual bas 8 cumrang

(w furn tm tast e vears), favorably adjsdicated Bl meeting HSPRA1Z and DO BRireguiremenis.

S The BOFs carvent sscorted wm setor policy remaias z.m.}m\sﬁt( by thix gcapadsition notice.

NOTES

1. FIPS .&3- i3 weanifable &l wwae eorcmst gov/publications/ fipsfipe201 FIPS-20122)
2. Under HSPD-12, fong-torns contrastors are cordracion having aoeess to DO information syastems andfor DOJ faciiities or spase for
six monthe ot kagey. The PIV-{ identity proofing process, | 'ﬁ"i'zcixw inliation wnd m{,ud;g.cmm. of the required background fnvestiga~
ttan, 18 regquired for all new long-term mmmc‘zs\r\ wgardiess of “whether i §s the curreny practics o issug a badge. The sevond phase of
HSPD-12 smplenteniation (PIV-11) requires badge tssuanee to all affecied boog-taon contrackars,

3. For coniractons in p{}si""ixm senstitvitydisk feve i above level 1, @ favorable review of a oredit chock 15 roquiresd as past of the pree
.1g\;mmtn et wadver package
4 dnoorder to avoid astelay in ;m Biring process, sonporents shonld request an Advanes XAC R\? ort when initiating hwastbigatians
tn OPHE Per OPM 's nstructions, o obtain an Advance NAC Repart, a Uade ™ 37 must be placed i bloek "B of the Agency Use
Ondy " section of the favestigative forrs, This repont is available for all case types.

3. For contractors in po.si‘:if,m sepsitvityirisk lovels shove Jeved 1, a favorable review of & credit check is required as pant of the pre-
ppointment w ,15 er package,

{Endd of

AR PGD-GA-08  Reprogrananing of Funds Notioes fo Conpress for A-76 Cavpatttions

Congressional Motification

he ;\r\m;sism of section 6033 of the Departracnt of Justice's appropristions ach, an award 1 this procigemer Bt triggers A e
§«\§ the i>e;\ 3“?(3‘6 tvmt‘é‘\f Q{mgrﬁsis}nai appropristions eommitives of from the avard awhich may ine Sadv

WHAENS reaniimg

wwward i this proswremend, and Bs foplepwnistion, mre contingerd spos sisfactory completion of the process required under s
aon N Aftey award, the De mmm ot will sotify the soprce provider when this process has been satisfactorily completest and {i
implemeniation may hwsz‘ i the svent that en”mr congressiond commiog SxpIesses Tseryations, the Depanment may canesi the
procorenent and .rd‘ without charge 3 52 the con msy. ‘perfornnnce start date could be delavad s m,tm,.i ancetied
dug to the ;epmw: RN DO 1 Congress, it 15 understandable not to incleste the expected start date in A-T6 sol ‘u«‘tw‘s
However, the leek of @ contract/performance start date m wd st‘\‘s( aht for potential source providers 10 propose realistic prichy in
their §§S'\}§'}{3iui§:v.

P

As & best practine, 3t i reconimended that future solictations for streambined or stsadard sompeiitions nelude & notice similyr o 1
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followi g sentenes.
For priving pw rposes only. offerors shall assume s contrastprorformanse stant date of KENXKXXXKXXX, which is the date it b as
sarviect that the fransition/phase-in period begins. The actual contract/performance start dude vay be differerd. {See the "Congrassivaat
\‘{\if‘:ﬁ“iiaﬁ" term of the solisiistion).

{End of Clause)

THAR-PGIMITV I Easwing Mew Acguisitions lefade Common Seourity Configurations

The followving language & 1o be nved i all appropricte solications and coniracts,

{z{} The provider of information technology shall cortify applications we fully A
using ziw Federal Deskiep Care Confignotion (FDOCH This includes baemst ¥

Yista (in Profected Maode on (). For the Windows ,XP settings, sea: hifpriios
Windowws Viste setiings, seor Mg Yesremistgov/ses/guidanne vista kil

cuonal avd perats Corve ctly as iended on sysie
X -simc ¥ ma K mvd E >‘»pt.m& o \A i }(3\S~ Xi’ BNb

{H) The siandard nstalistion, operation, maintananes, update, andior patching of sottware shall not slier the condiy
frove e approved FOOC configuration. The information technology shoald also wse the Windows nstalier Service
the default "program files” directiory and should be able o siently install and eninsiall.

{Eand of Claused

e

for instaiiation o

DUAR-PGDUT-12 Manvtaining Contoactor Perfoonance During & Paadanie or Other Emergousy

Conginuing Contract Performance aring & Pandemic vfluenss or other Wattonal BEmergeney

During a Pandemie or other emergency wee ynderstand that owr somrantor wark force will axperianoe the sagw high levels of absentge-

wen as o federad eoployees. Alkough the Bxcusable Delaya and Terminatinn for Defadl clses vaed i government 8¢ N;o te Hat

epidemies and qua a-mm resirictions amem{ttse Teasens i{: sxcuse delavs I coriract perfhunince, W aXpest HUF SORFacing o mai\e
ot during emergency periods.

@ reasonable effort o beep porformance 8t an woeplable

The (fiee of Persormel Magagement {OPM} bas previsded ¢
takon ks onm ,h eontinuity of operstions dud
Contractons arm e xct «d 0 have reasonable policies b phace & co»i‘\’mzi"zw work pey
critival services, during a padendc influsnza or other anergensy siaation.

:,‘:,d 0L to uﬁcr\. @ \mwu andd syaplovens ort the binds of actions 1o be
: is also applicshie o our contract warkforse.
:arszzaﬁc&_\ partivadarty tose performdug sassion

The types of aothons a foderal confracior should ressonably take to help wisure perfbanance aee

Encourage smployess o got moculations of follper other ;wevc-ntiw‘ measures av advized by the pabhc health service,

Contravtors should cross-teabn workers as backup for all positions perfornnng eritical services. This is partiaudarly iportant for wark
%;w 3 as ; d serv ioes where M \\'0:‘3»:‘ is aof an option

i place o support sucsesetul remote work nan

s (‘mwman;mm expeciations to @l smployees regarding thelr roles and responnbilitics 1a relation ¢ romate work in the event of a
; hdemvis boaith erisis or other oyecrgeney.
Estabiish commuprmcation proo ;o acfy eogplovess of activation of this plan
. if itegrate pas-ds‘svsv‘ health crishs response eypectations into telewak agreemenis,
With the smployes, assess requiremsents for erovhing «f bove Ns;xg\i& and aqusipment needed for an extended tnlowork period), Se-
curity coneen shoald be sonsidered in ma.»,ss‘g eonipraent cholces: 3gonoies oF SORIaLines may w ,\h m avoid ase of employess’ per
senal eomputers and provide them with PUs or i \pmps as gppropriate.
» Preterming bow all emplovess whe may telework will conwumicate with one ancther and with managenent o acconplish work,
Practive clowk regulnrly 1o sosure € sffectiveness
» Make it clear that in eviergency sRuatings, -;:383}:;{3_\_1 ess mast parfons afl duties assigned by raasagement, aven i they are sutside anu-
ad or pustomaey duties. '
» fdeniify how ting and attendance will be raxinizingd,
{1 15 the cantractor’s responsibifity to advise the government contracting officer if they anticipate not belayg able fo porfons and to wark
with the D“:\cﬂts‘t‘“ﬁ ter §1l gaps ws necessary. T his means divect commenication with the eontrueting officer or in histher abseace, an-
yher resp onsite person in the contracting offive vis telephone or email messages acknowledging the contractors notification.

The inounthent comractar is responsibde for assisting the Tk nent i sstimating the adverss bapasts of sonperformance sad fo
work di :th:}- with the Departoient o fjcw.np a sivategy for roaintaining the continuity of z\rm ALHNS,
{End of Clause}

CUAK-PGD-08-04  Seonrity of Systoyas and Dadp, Including Pervonally {dentfiable Infhrmation
Seonrity of Svstems snd Data, Inchiding Personally Tdentifluble Data.
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k]
3
§
& Systems Senwity
The wark o e performed under s contrant revul
trackor manages o aoguires fr the Department, and
DYDRErANS OF pavsoornel.

3 the handling of daty tat ariginated withia the i\epm‘m‘ez‘* data that the cm“
or data that is pegeieed i order o perforns the contrant and soncery Department

For all systems handling such data, the contractor shalf samply with all seourlty requirements a;mis(‘ able to Deprament of Justive sy
terny, moluding bul sot Hodted 1o alf Execative Braneh system seourity requirernents {8.g., requirements imposed by OMB and NISTY,
DT Se iy \ms}wf\i s, ared DO Ovder 2640 38, The contracicr sha‘i provide DO access o sl information regarding the san-
fraciors systenss shaye reguesied by the Department in connection et fia ¢ Ry @ with all sueh sevarty requine-
s, and shall othenwise ¢ pGnperate with the Departorent i such efforts. DO access shaﬁ motode indepensent validation wextiag of
controla, system peactrating testing by DO, FISMA data reviews, and access by the DO Office of the Tnspeciar General for it re-

views

The uge of contractnrcwned faptops o other media Korage devives 1o process or stors data coverad Iy s clause I prebibited antil

the coniractor provides a lefter to the contranting officer {CO) cartifving the Hillowing requirenients:

Laptops ransst
2. The contractsy

seioy en ‘\fptéan gsing # NIST Fi‘,(i" wal Information Pro Rtandard {FIPS) 14042 spproved producy
‘}hm{ develap and aplement 8 process o s 1t seourity and other applications software is kept up-io-die;

3. Mobile carvpating devices will utitize ardi-virad \sﬁmm and 3 host-based firewall mechanisny
4, The sontracior z«% 2l tog all computer-ondable data extracts frove databases si)idi:“s;:, sensitive fnfornation and verify sseh extract i

clading sensitive data has been erased within 24 days or s use fv stil required. AR DOJ nformation s seasiiive information unless
dmgz,m‘.é as poa-asnaitive by the Department

5. {?mtrﬁaﬁawawned remorvable madia, sunk as reracvable bard drives, flash drfves, s, and ’f‘ﬁ();«g\x-‘ disks, containing DOJ data, shall
ant be rewevad trom DOT facilitios ordess o mf\p*f‘d asing 3 NIST FEPSR 146-2 approvest pm»mz

6. When b longer needed, alt removable media and ia;mnim 4 drives shall be procassed {sunitized, deguussed, or destroved) i as-
sordance with sacority reguirements applicabie o DO

7. Conteacting fems shall keep an acourute inventory of deviess used on DOE contmcts;

8 Ralgs of *»s;m o1 must be signed by wsers. Theas rufes shall address at 2 minfwn: authorized and offtcial wse! prohibition against
unacthorized user; and protestion of sensitive da( and personally identifieble information;

G A DO dat be romoved from contrastor-ownsd laptops ypon termination of eostractor work, This removal sasst be sccom-
plished tr pen W* e W ;ii} DOJ YT Seeunrity ’\m;‘ ard reguitements. Cortfioation of data removid witt be perfogeed by the suntrastors
prniect manager and a letier conBinning centificatinn will be delivered to the OO within 15 days of temmibativn of contracior work:

. Phain Seourity

By neseptance of, or performance o, this contraet, the contracior aggees that with respext to the data identfied ia paragraph g, in the
event of any actenl o nuspected i:‘.mx.is of such data (i.e., Inss of control, compromise, unauthorized disciusure, aocess for #n BRAL-

thorieasd purpose, or other wnanthorized soosss, whather physical or elestronic}, the contrastor will immedisely (and i po event later

than within one houe of diseovers) report the breash to zm DO O and the contracting officer's technival vepressntative (CLTR).

£f fhe data broach occury outside of tegubar business hogrs aodior netther the € oy the COTR canbe e md the contracior shal

call the DOY Computey Emergeney Readivess Tonoy (DOXERT) &t 1-866-LSGCERY {3-866-87 %~33?§} within one haur of discovery

of the hreach. The contractor shali alse rotity the TO as soas as possible during regular basiness howrs,

¢ Persenadly Identifishie nfonaation Notification Reguivenent

The contractor farther s:cmi s that it bas 3 secunity policy in place that contsins procedares b pramptly notify any individual whose
persooaily dentifiable inforantion {as de ued by 3B wag, o i3 reasnnably believed fo have beery, bresched. f&u\ srstifiontion shall
be conrdinated with the i}cmrm wni, and sha ) { untif the Department has made # determination that notification would not
impeds & law enforcement dnvestigation or o ;\pr:ii;-:a wional seourity. The method and eootent of ary rotificstion by the conwacny
shat be scordinatest with, and be selject to 1 h ¢ approval of, the Department. The sontractor assaraes full resmmi%i'iitv fur taking
rective aclion consistant with the Depagment's Data Breach Motificating Procedures, which may clade offering credil moniaring
whon approprisie.

<o

d. Fass-thvoagh of Scourity Requiveracats fo Suboontractors
Thee requiraments sot Rath io Paragraphs « thvoogh © above, apply to all subcontractors who perforps wark i sonnection with this con-
tract. For sach subeontractor, the contracior st oertif fat it has regaived the suboontraciy o adhere 16 all such reguitements, day

breach by a subcomteactor of any of fhe provisions sot forth In this claose will be atwibuted  the contrastor,

8. Informaton Beseliers or Data Brodars

For contracts where the Department oltning PH from a contaelor {aeh as an wfbrmation reseler or data broker) bot the contrsetor
doos pot handlk i%se dutn deseribed By Section A of this snidence doswment, the following clause mast be ased

bformation Hesellers or Data Brokees

Under dds contraet, the Department obiains personally identifiable idormatior about individuals from the contractor. The contractor
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N

s oot fm that # has 2 security policy In place which contains procedares to prowptly Nty ey individual whose persoratiy
fo aration {as defined by OMB) was, or i reasvnubly believed t bave beer, lost w asquired by an anauthorized persen

the corntral ui cz contractor. In any case i wihied the data that was lost or fmproper 3}- acguired reflects or o
inated with the Departsaent, or veflects sensithve law enforcement or national secerily interast in the data, the core
z&iw kim‘i wi: ¢ the Department contracting officer so that the Depsrtment may detorming whather aciifioation would imtme::i
enforcement investigation or jeopardize national security. o such cases, the contractor shall tot rotily the ndividuals urtdl it receive
further Fwdrnciion from the Repartiment,
{Ead of O “‘us»}

s

BIARS-POGI-O8-08  Conwactor Certiftontion of Compliance with Pederal Tax Regquirements

Cordractor Uartifiestion of Complinnce with Federal Tax Begquirements

B '»‘%%\n*ti‘i*:;{a respmse 0 a soliciatks oF qopepting 8 contract suvard, the comtracior perfifies that, o the best of #s knowla
has filed afl Federal tax ratarns res ;mt“*darssm the throe vears preceding the covtifieation, has st ba‘m

of g eriminad o ‘*czm under the Ioternad Revenue Code of 1988, ol has not, 1 more than B0 davs prior to cortifiontion, been untifisd
arey avmaid Federal fax sesessment for which the Halnlity remains sneatisfied, undess the assess ent

sment I8 the salyject of an *:‘smii- 1o
-

1,

o and 15 not o defbalt, or the as

greeraent o offer in compromise that fias boes approved by the lateraal Revenus Servi
fw subient of @ nonfrivolous adudnistrative o jadivial procesding.
{End of Claused

ofanses Incorporated by Reforeace (Feb {898)

ey were given i B texs. Upow rer
tavailable. Ao, the ol toxt of @ ofause may be acces ased slestronic atly avthis |

~

, ".a: ting (ffioer wild sm&;\ eir full &

This contract incamm‘n:m ane o rae clavses by referevee, with the ssne foree snd offocd as 3Tth
ey

I
3

{fnsers are or smore Internet ad fdfvesse 5% ?

ii’ ad of chuse §

ontractor Emploves Whisteblower Rights and Requireracat Te Inforsy BEmployees of Whistleblower Wights {Apr 2048

£} This sontract and e zpi‘xvea\i working on this eonteset wil s the whistieblower rights and remedies i the pilot program
on Condractor em ;x-ma\ \s .ai{f dower profestions eatablished at 41 US.CL 4712 by seotion 828 of the Natipaal i}r:.imw .\\sizi.s}m;a-
ghon ot for *ma Year 2013 (Pub L. 112239 and FAR 3,908,

1

(IRt i\m
16 seotion 1808 of i

(13} The {\‘-%im\;tz\* shall inforn s (‘.E}‘z§}§ﬂ\ ey in writing, in e pudars“
rig gits and protections nader 41 LLSE 4712, as deseribed

7

{&) The Contractor shall nsent the subsiance of this clause, inclading this paragraph (¢}, In alf xebcontracts over the simplified acquisl
tion threshadd,

{End of clapse}

FE204-0 Approval of Contract {Dee 1988

This contract i subest to the written agproval of and shadl not be hinding until 80 approved,

{End of clause}

S2.209-¢  lpdates of Paldicly Avatiable Information Regarding Respoasibaity Matters (Jnf 3313

{23 The Contractor shall update the indormation it the Feden! Awardes Parfirmance and ntegrity hformation Syatem (FAPHS on g
serai-aaneal basis, throughout the Hife of the conwaet, by posting the requived nformation in the System for Award Management datse

Base vi Aps e aogaisifton gov.

{h} As reguived by 3

sciion 3010 of the Rupphanental Approprimions Aok, 2010 (Pub. Lo 11212} alf fnfornation posted in FARHS on
o after Apell 15, it

xucp& past performance reviews, will be pablicly available, FAPUS consiats of two segmenty
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{1} The non-public sepaverd, into which Gevernment officials sl the Dentrastor post information, which can onfy he viewed by -
{1} Government personne! and suthorized osess performing business on behatff of the Government: or

{3 The Cordractor, when viewing data o iself and

{2} The publicly-available sogment, to which all datz in the non-pablic segment of FAPHS is sutomatically transfivred afier & waiting
period of 14 calendar days, except for -
{1 Past performanes roviews requirad by subpaet 424§,
{11} Information that was entored prior to Apel 18, 2011«

{31} Infonmation ‘;has §s withdrawn during the Td-calendar-day walting period by the Goverament offfcial who posted i iy accordance
with paoagraph (¢X 1) of this clawse.

<} The Contractor weill rencdve notifioation when the Government poats voy dormation to the Confrastor’s record,

{13 ehe Contravtor asserts in writing within 7 cedondar days, 1o the Government official who posted the "m“nm;-'a{‘;’qrx that scane of the
fnforastion posted i the nor-public segrved of FAPHS B cov i;‘!‘ni by a disclosure exempiion ander the Freedom of Information Ay,
the Government officid who posted the infrmation mestwithin 7 ealendar davs remove the gmsung from FAPHS and resolve the fe
sue i acenrdaries with agency Froeedont of InRamation ;n‘acedarm nrioy i repasting the releasable inforpation. The confrastor mast
cite 322089 and raquest removal within 7 caloradar days of the postiag fo APTS.

{23 The Contrastor will aiso bave an opportanily & post comments reganding ddormation that bas bosn posted by the Gorvermmasd.
mc semmens will be retained as long a8 the 3 ssosiated information fs retained, Lo, for a total period of 6 years. Contrastor com-
rents will comain g part of the record erdess the Contractor revises them

mb;

{33 As reqpaived by sention 3010 of Pub, L. 131212, af information posted i FAPHS on or after April 15
anoe reviews, will be publicly available.

€1, excepd past perforae

by

{d} Public requasts for system infurmation posted privr fo April 15, 20, will be handled ander Freedom of Information Act proced-
ures, inchading, wheve gppropriste, proge dures pro smigaie:i ander Q. 12600

{End of vlagse)

G ART Combating Trafiicking in Persona (Mar 2013} - Allernate T {Mar 2015)

{a3 Definivons. As used 1o this clausg -

3

2, or an indepeadent contractor, authorized 16 act on behudl of

Agent vovans any individusl, incluling a diveciar, an offi
the organization.

er, 3t engplove

FEN oo o }x Oy S o
LOOTCIGHT IMCHRS

1y Threats of soricass bavet 1o or physical resiraint againat any persowy

e

(‘(\

} Any scheme, phan, of patters intensderd fo canse 1 person to believe that fallare o perform an et would resddt i seripgs hanm o or
pis;« sicad restraint \xggamsi Y OISO OF

SN

{3) The abuse or weatened abuse of the legal process.

“Cormrnercial sex a0t meany any sex act an aceount of which sayihiag of value i5 given to or received by any person.

N

o ; el e S TENEYTES iy IARAR
oo Foahoschelf f{OOTEY Beny moanse-

{1 Any e of supply Oochuding constructins material) that is--
{1 A commaercial stem (s defined in paragraph (1) of the definition &t FAR 20101}
{1} Seld 1o subsiantial quantities i the sonnyercial marketplacy; and

Gy Cefferad to the Government, ander 3 contract o subeontrant 38 aay tey, withoot modification, b the savw form owhinh 3 e sl
i the commerciad marketplace: and
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{23 Does vt aclude bulk cargo, ws defined in 46 US.C. 40102(4), suoh as sgrivaitural products and petrolensm prodocts,

“Debt bondage” means e status or condition of a debror arising frem a pladge by the debior of bis or her persana] serviees or of those
of 2 parson vader is or her control as a sexurity for debt, {'ihe vahue of those services as reasonalily assessed is pot applisd towarsd
the bBguidation of the delbt or the fength and aature of those servives are not respectively Hmited and defined,

“Employee™ means s employee of the Contrator directly engaged in the perfhemance of work under the sentrast who has other than
# m;mmdi fnpact or brvolvement in contract performance,

"Forced Labor” means knowingly providing or obtaining the faboy or servives of 2 paraon--
{1} By threats of serious harm 10, or physical restrairg againal, that parson or another parson;

X

rs of any scheme, plar, or pattarn infended to cawse the persen W belipve that, if the perane did not perfore such labor or
zi peraon o another person would suffer sericus hanm or phivsical sestraint; o

33 fs} $le4
AREViRLS, th

£33 By menas of the abuse or theeatened abuse of v or the Jegal process.

ol

X

Movolintary servitde™ includes a condition of servitude § i ced by means of-

{1} Any schame, plan, or pattem {ntended o ¢ WS 3 PELSOR IO believe that, if the persor did not enter e & sontinne o siweh condi
tons, that person or another perspn svould suffer sericas barm or phiysivad restrait; or

{21 The abuse or threatened abuse of the fegal provess

2R

Severs forms of rafiicking b persors” means-

{1} Rex trafficking s which 2 conmercial sex aot is indeced by force, faad, @ cosrcion, or I which the person induced o perform
aueh act fas got attsoed 1R vears of age; o

S

hrough the use of forey, fraug,

F2oN

{2) The recratvment, harboring, transpotiation, provision, or ohiaibing of a person for labor or servieasy, th
ot cocrcien for the purpdse of subjection to involuntary servitudy, peonage, debt bosaduge. or slavery,

"Sex traffioking” means the reorpitrnent, harboring, Gansportation, provision, or obiairdng of a person for the purpose of 2 commercial

QX 3Lt

sahonatract.

Subcosmiraer measns any covdrac entevnd 1o by @ subconimcior fo furnish supplios or services for performance of 3 prime condrast ot 8
Subcraryractor yosans any supphier, distributor, vendor, o fivon that Banishes suppliss ov services 1 o for 3 prime contvactor or anoihy
et subeontouetor,

{infted States monns the 5O States, the Distriet of Colomiia, aad cutlyiay sveas.

{bY Policy. The United States Government has adopted & policy probibiting traffieking in peraons nelading the vaffioking-related
aetivities of this clause, Contractors, condractor cu‘pie‘fc«:y and their agents shall note-

-

{1 Engage i severs forme of tafficking v persons duving the period of perfrmance of the santrasy;
{2) Procure commeroiad sex aus during the pariod of parformances of the sontract;

3} Use forced Iabor n the performame of the contmc)

{41 Drestroy, (»wwaxmnﬂsc:m, or otherwise deny access hy an employes w the eroployes’s ientity av unigration docamernds, such
Se paseports or drivers' floenses, regardiees of hsaog setharity;

N m\im:} ag of foandolent practices during the recrutiment of eraployess or offering of employrasst, mi‘} as fatbing 1o disv
& atmd fanguEge ace assih ie {\x t‘w ‘sorm,; ba\ 2 amm matien of making matorial misrepresentations during the reensit-
& ay nefuding wages and fringe benefifs, rhx‘ §cz‘3¥i<’v i\t\m:&

{31y Use recraitors that do not comply with keeal fabor aws of the countey 8 which the tecroiting takes place;
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2
§

{6 Charge employees recruiiraent fees;
{THi} Fail to provide returs traneporiation or pay for the cost of refurn transportation apon the arad of employments-
{A) Poran -')m'g\ oyee wha is Bot a natisna! of the sountry i wiich the work is taking place sad who was brought info that country &

the parpose of w s}{f\mo o g VLB, Goverment contrant or seboontrant (for portions u‘ sontrasts performed nutside the United Siate
ar

{83 Por an smplovee whe s sot o United States national and who was by ezt o the U m;uﬁ States for the purpose of working on g
LS. Governrment contraet of subeontraet, if the paywerd of such conis Is required under exiating fenporary worker prograras or parsu-
a0 A written agresment with the swployes (e portions of contracts performed ;:zfd;;‘ the United States): except thid--

s (BT o thas elause shall not apply to an emplovee who o

¥ pernitted to remain fo the coustry of smplovment wnd who chooses 1 do sy ot

{8} Exempted by an authorized official of the contracting agescy -*‘rum the reguirement 1o provide retern ransportation or pay for she
onst of refurn ransporiation;

(1) The requivernents of paragraph (X730 of tis clause are modified for 2 vietire of teafficking in persons wheo is seeking vix:.ti;*;x
services o fegal Nai.\w i the country of employent, of for 3 witess e s enforcenent action related jo wafficking i ng, The
g pafurn smnsgxss-taiies; or pay the cost of return fransportating in a way that does not chstract the vietim sen

contracisr shall provide
viges, fegal radress, or witnesy aci:i\-"ii}". F{'ﬁ‘ ;\'az‘:‘;ﬁi o, the centractor shall st oudy offer refurm wansportation t & witness af 2 tve
when the witness is o8 needed o testify, This paragraph does ot appfy when the exemptions st paragraph X THID of this clause gp-

iy,

{8} Provide ar avrange housing that fails fo meet the hust eoardry housing and safety standarda; or

(%1 Hrequired by faw or contract, fafl to provide arcemployiment contract, recruitment agreemend, or other reaudred work documass in
writing. Qz o writtes wark decument shal %bv 1 a anguage the emplives undeostands. 1 the emp toype st refocate o pe‘;‘\v‘m the
work, the work docuraent shall be provided 1o the employe at feast five dags prior to the emploves relocating, The emploves's wark
document shall include, dut is not Hotted o, dedails about wark, deseription, wages, profibition on charging resruitment fees, \ms‘is:
tocatingls}, iving avcommodations and associated costs, thae off) rondirip 1 RN POtativn ¢ \su.zg .-.mfn‘t&'_. srievsane pracess, and the
sotent of “p;}\.a\z‘}ie laws and regsiations that profabit afficking in persons.

{11 Notily its emplovees and agents ofv-

{3HA} The United Mtates Govemmant's polioy prohilsiting rafficking o persens desoribed in paragraph () of this clause; and

{8} The Hollowing direntive(s) or natice(s} apphcable 10 evplnvess perfornmiing work at the sontrant place(s) of performancs as fndic-
atesd below

ey
hed or g DrOVide &

:
vich the de

Peigtetel
she United Ssares fo wi

] (3"}" unzen i

vaesh ag website Bnkl fr

e a’?g};}s 28 §

? < 5
@ RO T QRENEIS X

-

{31} The actions that will be taben ag

amst employvess oF agents for violkations of this policy. Such actions Hor emplovees maay clude,
bt re pot Honated o, removal from the cordradt, redestion in bore B, o termination of eonployment; aad

{2} Take zm;},iﬁpri:ztc action, up o and including terpdnation, sgatest cmployees, agests, o subeontracines that violate the polieoy
paragraph (b} of this clawse.

{4 Nesification {13} The Contctor shall tnfore the Contrasting {3 8cer and the agency Inapector (General immediately of--

{1} Any credible nformation itreceives fron any source (including bost cotntey law snforpement) that aileges a Contractor sraplovee,
sthcontractos, subaontrastor employee, or theiy agen ha\ engaged iy mm%m;mat\m%'ztz: the ;‘si}ixk i 045&3?‘3.*3. {by of tds clause

{seealeo 1R URC 1381, Fraud in Forelgy Labor Contraating, and 323 M ALY, i that claase iy invladed in the solicistion
oF wtract, widch reqtives disclosure o the sgemay Qffive of the iz};pea-ms &xv.-mai when the Contractor bas oredibde evidence of

fraudy and

(i) Any aotions taken agafsst.a Contrantor employse, subconiractor, subeonitact o, Of their agent pursuanm o this olase,
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‘)i’i’ii}c aliggation may be associnted with maore than one contract, the Contractor shall fnform o ¢ contracting officer by the contrast
wvith the highest :iai}as' valie.

{0} Newedies. In addition 16 other remediss availabde §<3 the Goveoment, the Ountractor's fatfore to conply with the requirenents of

phs {od 4d) (b (b1 o {1 of this clause may resuft i~

{1} Regwirtng the Contractor to remove 3 Contrastor emplovee or employees from the performanse of the contrad,

{2} Requirig the Contesctor to tooninate & subicontract;

{3) Buspension of contract payvments antil the Com

e has taken appropriate remedial actiony

{43 Loss of award fee, cor
as-amphunce;

sstent with the aeaaed foe plan, for the performancs period i whick the Goveomnent detarmined Contracior

{33 Declimag to exercise availahle eptions under e contract
{8} Tevrennation of the coniract for defaull or cauae, in gocordance with the fermination clause of this contrsct; or

{7y Suspension or debarment.

(1} Mitgaring and aggravaring foctors. When detennining remedies, the Cordvacting Officer may consider the follawing:

{1 Misigating foctors. The Contorctor ad 2 Trafficking in Persons complizace plan or an wwvareness program ai the tiree of the vio
;m.z, was i complinace with the plan, and has waken appropriate remedisd actions for the vickatior, thal may nclude reparation o vic-
thray for such vinlations,

{2} Aggravaiing factors. The Contractor fled to abate an alleged violatien or eaforce the reguirements of a complance plan, when
divecied by e Contracting 05cey to do so.

{2} Fudl conperation {13 The Contractor shall, at 3 mbdswn--

(1) Displose 10 the sganey Inspeetor General fnformatinn sefiicient o identiy the nature sod extent of an offense and the ulividuals
responsible for the conduey;

{3} Provide tmely and compleie resporses e Goveomnent auditors’ and invastizators’ requests for docyments,

{5} Copperate fully in providing reasonably aw

s Taoilities and saff {both inside nnd suside the U8 teallow condracting
: .md othey rf:spﬂ*z\zbfs:‘ }" 3 ='zs§ 6»‘ i

uc' redits, svestixations, or other actons t© assariain compliance with the
shapier T8, BOU 13827, or any other applicable v or regulation establishing

N

m ot m‘ copmmercial sex ants, or the use of forced labor; and

{iv} Proteos alf eopliveces suspectad of be\;w victims of o witnesses 1o probibiled astivities, pricr (o retusving o the country fom
which the smyployee was recratied, and shall not prevent or hinder the ability of these enplovess from cunpenating fally with Govern-
ment authorities,

{23 The requiremeny for ] cooperation does ot foreniose any Contractor rights arising in law, the FAR, o the fsons of the contragt
1 docs not-

aquire the Contracior to walve 83 aitorey-clerd privilege or the protactions afforded by the attorsey work product dostring

{33 Reqative soy officer, director, pwoer, sroployee, or agest of the Cordrctor, ncluding @ sole propristor, to waive his or her atieroy
client privi m:t‘ or Fitth Amendment rights; or

{1} Resiriet the Contractor fom--

{&) Conduciing an énternal veatigation; oy

{8} Defending 3 prooveding or dispate arisivg ander the contrant ot related to 2 potential or disclnsad vinlation.

N g

{h) Cranplicmce pher (1) This paragraph (1) applies t any portion of the contract thate-

{3\ fors xsm:i;w other than copmercially avallable ofithe-cbell Hems, soguired putside the United States, o serviges o e per-
farm s,\w-i\ e the Untted States; and
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£33 Has s canmated vabie that excesds $504,006,
{2} The Uontracior shell maintain a compliance plan during the performance of the contract that i appropriste—
{1} To the size and complexity of the condsact; and

(1 To the natire and soope of the setivities to be perfboned o the Goverament, including the mumber of roa-Linited Stzi"

Hizens
expeciad 1o be pmploved and the risk that the contract or sabeontraet will nvolve services or s ;\g‘ism susceptible to wafli T pet

SOR3.

(3} dimsuen requivesents. The compliance piss west inolude, at s mindmer, $e Rflowing

{i} An awas'ﬁ\::w ;33‘0;‘;‘.5‘333”& to inform m*’sé nwk:\ ens e=§xmz§: t’he ( ?~<‘\f<~‘:}n‘<-:‘t*< no%icv ;’rz}%i"}i‘im' “mﬁ";ckrnw ¥ iar

ise §<s=3 i 3t ?h“ Wf’-} gite {

i3
i
&

S progr \iz a8 €
W

or t§ & i}s,gsaw

mcm s}%‘ State’s (ifiee o :\.'Imziiur ahd Comm: ] :atiz»i\mg_. in i’cm};‘m at fgps

siaie. go

{1} & process for evaployess (o report, without fear of retaliation, actinny nsonsistent with the palicy prabi
sons, wielading 8 means 1o make avaliabie o all employees the hothine phone romber of the Global Husan Tra
1-844-588-FREE and s syoal] address at fredp t'::,.’(:“t»t:. o,

traffioking in pe
joking Hatline as

gt
¥
5

{31 & reoniitment snd wage plan that ealy permils the use of reonuiiment comparies with rafned engployees, prohibis charging
ndiment fpes to the employee, and eroyres that wages meet apphisable host-country legal requirements or explaing any varfance.

R

(v A housing plan, H the Contracior or saboontractor intends 1o provide ot arrangs bousing, that enaures that the bousing meets host-
courry housig and satety standards.

{v} Provedures to provent agents sad sbconteaciors 3t aay tior and st asy dollar value frov eagaging § ing in persors
*’*sscim\:s ¢ CAIvigs i g ngraph () of this clavse) and to monitor, detect, and terminate any genss, subcosracts, of subsantrantor

evplovees that have epgaged in snch activities,

'+

S ¥ t The Contractor shall post the refevant contents of the cmmfance- wlan, no later than the imtiation of suntrant perfurm-
ance, «; the W u-is siace {unless the wark s to Np srformed in the fiald or wot in a fixed Tooation) and on the Contrastor’s W eb site {0
one s mabntaine ci ¥ posting at the workplaos or on the Wels site s ey -x\h-i‘.’-, ghe Coatrastor shadl provide the relevant oot
of the cornphanee plarcto each worker in mm'}\

(i1} The Cootractor shall provide the compliance plan 1 the Comracting Offivcr spon request,

o

{8} Cestifioanion. Anraally after receiving an award, the Contractor shall submit a cantification to the Conracting Officer that—

of this clause and o moniier,
25 and

e plan fe prevent wny prohibited setivities idertifiad at paragraph {t
detect, am’f wm;smte any dﬁmh au‘\o‘ﬁm L or subeoatractor employee sngaging i prohibited activit

{1} After having conducted due diligence, either-~

o~

Tontrictors Knowledge and bedief, nolther § s any of Us agends, subcordraciars, or thelr agents 8 @

{831 To the bast of the {
any Aeh activities: ov

{B) {¥ abuges relating o any of the profibited sctivities identifind i ‘\;a:“agmph {b1 of this tlause have heen found, the Contractior oy
subepmracier bus faken the appropriate romedial and referrad gotions

(1Y Reebcontraots, {1} ? s‘ s Contractor shadf inclsde e wabstance of this olauss, inchuding this pavagraph (1 nall suboontracts and in
ali contracis w s:h agents. The reguiremerds i par Hhis ofause apply only to any portion of the snhwrztraci: thate~

o

{A} Ia Sor supplivs, other than o aaercially nvaifable offthe-shel! itams, avquired putside the United Siates, or servioes i ke par-
forraed eutside e Undted Biates; and

{18 Has an esthrasted valoe that exceads S300,000,

2) i any sglaxatvastox is regi rad by this clanse 1o subout # pertificatken, the Contractor shad! reguire submisston prior o the swwed
of the subconiract and anaually thereafine. The certifiontion shalt cover the jtems in paragraph ()8 of this clause,

{End of clause}
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S2212-3% Terms for Financing of Purchases ¢ iad Hems (Feby 20403

{a) Comractor estitlement 10 finoncing povments, The Contracior pay request, and the Government shadf pav, a contract fenacing
TN 48 3 ;m*si tod elsewhere fn this vontract whont the payiment s‘-*m‘e\mi w praperhy due by acoordanes with this confracty the sup-

hies deliveratile or services due ender the contract will be defiverad oy perforned in accordars with the centraet; and there has hesn
no impalitvent or divdnution of the Governraent’s secarity unsder this pantrast.

£y Szeciad terms regording terminarion fov ¢ 1 this coviract is terminated for cause, the Condractor shall, on demand, repay
the Goven m«z* the amcust of tsni;{;mhmd cobteact financing payments, The Governvend shall be Habde for no payment exeept as
provided by the Termination for Onose paragraph of the clagse at 522124, Contract Terme and Conditions Coramercial Tems.

e,

{0} Servrity "Ew {'?ov 1’}"5'?:}‘1‘:'?.,"22‘_;‘?i'?;:i?;‘:‘!f?\t; 1 the event ihe Sontractor fatls o provide \.dc\gaav sepurity, @ reguired bohis c{:atmc; na
firaneing p ent sfatl be mude under his cordract. Lipoo reoeipt of adeguate secarity, fnanciag payments shall be made, inchading
2l provious pa\mmm« to which the Contractor i entitfed, in socordante with the torres of the provisions For cordradt t;.s:sxs»ssz,g. Hat
any thne the Contracting Officer detornines that the secority provided by the Conrador is in woificira, te Uoatractor shall wronptiy
provide sneh aldiioral sacarity @ the Contracting Officer determines pecesswry. In the event the Contretor fails to provide such :szi~
ditional sevnrity, the Duatranting DScer raay collect or bauidate suck secunty that has been provided and suspend further payy
1o the Cowractor; and the Contraotor shall repay to the Governroent the amount of anliquidated financing pawvments as the (”..e.sstr,m..ﬁg;
Offioer & his sole dlseretinn deens ropayalle

{3} Bessrvation of rights.

shalls

{1} Mo pavment ar pther sction by the Goveraraent ynder this
{1} Exonse the Condractor from performanee of obfigations wundor this comivsat; or

(1) Constitute @ watver of any of the righty or ramedies of the parties ander the contoaet
£33} The Gevernnaont’s rights and romedics under this caese-

{1 Shall uot be exclhugive, but rather shall be in addiion (o any cihor vights and remedies prsvided by faw or this contract; and

(&} Chmsent of osiractor's reguast for fumicing payment. The Contracta’s reguest ¢ financing pryrnent shall contate the following:

o

R

{13 The nave angd address of the Contractor
{2 The date of the reguest for financing pasment;

1er of the condract or erder ander which the regesst i raade; sad

{3 The contvast maynber andfor ather identt

{4} Ao appropriately Remized and totaled statement of the finanoing paYMENS 1 y, ested ard sach other information as & necessary

for compgation of the pavmend, prepared i scenrdavies with the direction of the Dontre »t:zag O¥ffieer.
() Liméation un fraquency of financing parmends, Contrastor fmaacing pavracots shall be provided no more frequently than monthly,

£ A pavmest under this claese b o contract Bnancing pagracat amd nof subiest fo the interest
m Act. The designnted payment effice will pey s;%;}mmi paymnent roguests within 38 4

¢ Qv af of any conflict batween the ternws pm;mscd by the offeror in vesponse to
and the tovey in this clanse, the terms of s clause 3 shall govern.

&

/(‘J

Performanes-Based Payments (Apr 2012}

wiosids and dmitations on pazes Bees

¢ amonni of payyonds and Bmi

{ay Swosey of po
and this claase, the
payyent.

5. Suhject to such other mations and conditions sx are specified i this contmet
tHons on payaants shall be gpeafied in the sontract’s description of the basis for

{b} Contrastor reguest for performance-based paymesy. Ths Contrastor muy sobiit requests for payment of performance-based pay-
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PR
merds nof e frequargly Han monthly, v 3 Kew and mamer 3 eegamo @ to the Contracting Officer. Unless otherwise authorized by
she Centracting Offieer, all performance-based payments in any ;\’s‘mé for which payment i being m;acstcé aball be inchuded
stagle reguest, wpmgﬂ'z\staix stemized and tdaled. The Contractor's request shadl sontaln the Wnfornsation and certiffvation detaifed
p;;r;&grap% s {1y and {0 of this cluse.

{o} Approved and gavment of reguests,

{1} The Contractor \'z\zis nit be entitiad o payment of arequest for parfooaance-bused payment prior 10 seccessiul secomplishment of
the event ar perfemanes eritavion for which payraest & resuesied. The Contracting Officer shall deterndag whether the even
formsnce criteron for which payvement &g m;;;cmd has een sacesssBdly asc omﬂizahasi iy socordance with the fonms of the conwant.
The Contrasting Officer miy, at any thoe, requsire the Conteadior 1o substantiate the sucoessiid prrformanee of any event ot perfora-
ancs criferion which has bees o8 1§ represenied as baing pavable.

N

{23 A payracat under this payformance-based payment ¢ st I8 3 conttadt Traneiog payoent pnder the Provage Pavment clawse of this
corivact and st salyject to the bderest ;x oy provisions of the Preapt Pryment Aot The designated pevment offive will pay sp-
proved requests pa the  day aler receipt of the ragued for }.u:;?i}m‘saik.v‘br.m.&i payient by the desiy ghated payracnt office, However,
the desigoated pa‘. zwm affice i ot rcg,n-z o to prov ide paynet if the Contracting Uficer resuires substantiation as provided in
paragraph (e} 1} of this clause, or inguires into U satus of an ovent or gerformancs criferion, or o any «f the eonditions Hsted @
paeagraph {e) of this clanse, or Wnto the Contmctor cortification, The payment periad witl not begin until the Contracting Gfficsr sp-
proves the request.

{3} The approw

ih § Contracting Otficer M 3 requast for performance-based pavroent dogs not constitede an aceeptanee by the
Goveramment aml s

2 A0
foes not excase the Uontrastoy from performance of obiizations under this condract.

(s Lignddaion of performance-baged paynients.

(1) Performance-based finanes amounts pad prior to payment for debivery of an ten shafl be hguidatad by deducting a porcentage ov
a designnted dollar amount from the delivery paynt. {f the performange mwé finance payraents are oo asdelivery epy basty, the b
guidagion mnount for each such Hne fem shall be the percent of that delivery tom price that was pravicusly pad andet petrtormmg
based finance ';\'i\,'z"l»"i?‘i or the desigoated dollar amount. 1 the pey rformanca-based Rannce payDmns are ove 3 wholke contract hams, §

2 ey

quidation shall be by sither predesigrated Higuidation ayounds or « Higuidation percentags.

v i the

{2310 at any time the amount of payments arader this sentract exveeds any Hmitation iy this contrasy, the Contractor shalt vey

rovernment the exoevs, Untless othienwise determined by the {"({»x*z:(mmfr \\“i L, SUe hoexoess shall be oredited as a r“ciu-g,mn in the
2ok gmd\at performance-based payment balance(s), «ftor sdjustment of hrvoles payments md balaness for any retroactive prics ad-
instmpTs.

{2} Radnotion oF su i evad pavmests, The Contracting Officer may raduce or suspend parformance-based pay
THENTS, mg pldate perft : s by deduction from any payiment aveler the contract, or take 2 contbination of these s

ticns after finding t-p{m St s;.m{:mmi evidence any of the following sonditions:

{13 The Conactar failed 1o comphy with any material requbrernent of this sontract fwhich inchudes paragraphs (h) and (i) o thig

clagsel
{23 srinanes of this contract iy endangerad by the Contractng's--
{1} Fathere 1o make progress; or

¢ Unsatisfactory financiad condition.

{31 The Contractor is delinquent in paviment of any subcontractor o supplier ander this eontract in the crdiaty course of husiness

0 T,

1} Tatle 1o the property deseribest fa this p aragraph (£} shadl vest i the Government. Vs
the first peefoosasce-baved i
Rt when the property is oy

anent wnder this coniract, for propesty angaived or prodoced 's>‘~".§‘< v th
should bive heen aocable o properly chargeable to this contraet.

b ‘sﬂme Harely upon the date of
at dade. Otherwise, vostiturs shall

wu

" ge uaed in this clanse, inclades @l of the following deseribed Mo avquired or producest by the Contractor that are
tonable or properly chargesbie o this contract under sound and generally anceptad aesaunting priaciples and pmwu;m

{1} Party, materisls, vventories, and work by proce

(Y Speotal oling and speciad test cquiprnent 1o which the Government s to sogoive title;
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{1t} Nondurable (e, }0}';&:&;3‘(3}} waols, jizg, des, ures, mokds, pattoms, taps, gauges, test equipment and other similar mamsfictar

ing aids, tie o which would not be obiained a3 special tocting under paragraph DI of thas olause: sud

{9} Drsvings ansl techaical data, 1o the extent the Contractor oy subcontractoes are requived to defiver tham By the Government by oth-
«r olauses of this contrast.

{3} Althcugh e W property is ia the Government under this clawse, nther applicable clauses of this contract fe.g. the toraioation
clanses) shall deternune the handling ard disposiion of e property.

{43 The O v-‘wwt{}s‘ may self Aty sevap remudting frowm production under this sontraet, without requesting the Contrasting Oiftcer's ap-
proval, provided that any sigaificant redusticn i the vidue of the propesty fo whinh the Governmean has 1l under this clsuse i re-
parted wowriting to the (.Toﬁ{x:m:iszg (effiper,

{3 In order to aoquire for #s own ase or dispose of ;csw;'sx.m o whieh ttde s vested in the Govemment waler this clause, the Contract-
or shalf oluain the Contracting Offtoet’s advanee approval of the action and e terms. 1 approved, the hasis for payment (e eve
performuance oriferia} fo which the property is refated shalf be desraed W be not in comphancs with the terms of‘ the pontract and nof
p:\;ﬁzb 2 m the property fs part of or needed for performance), and e Cootractor shall vefind the related perforpance-based pavments
1 accordance with paragraph {d) of this efanse.

~

{8 Whan the Contractor completes alf of the obB

atiens under this contrant, inchuding liguidation of all parformanse-based payments,
title shail vest in the Contractor i all property (o

the proceeds thereot) unte-

{1} Deliverad to, and aceapted by, the Govarnment ender this contract; oF

{11} Incorporated o supplics deliv
eranent ender this clagse,

coepted by, the Govermaent under this contrast and o which title I vested in the Gows

{7} The terms of this contract concerning Hability for Goverurend-fumisied property shafl not apdy So property to which the Govern

ment neqired tthe solely onder Bas cla

{21 sk of foss. Belore delivery to and acceptance By the Goverment, the Contractor shalf bear the visk of toss for property, the title
to whivh vesa in the Government vy s planse, EXRCEPLD iimxwai the Govemment >\;~m~:sx§ assumes the risk. Wany preparty i
gt {spe 431010, the baais of payment {the vvents or parformances o yio wihich the pr DpRrts i vefated shall be depmed tobe pot in
compiiance with the forms of the contract and not payable (the pre gﬂu‘z\' is part of or needed for performance}, and the Condractoe
shalf refund the related performance-based paymerds b aconrdanoe with pa mar‘iph (@) of this clanse.

{¥} RL\(N sie o ostends, The Contractor shall resiniain records and contrads adeguate for advdnistration of s clanse. The Contret
or shall have Hitlemant o porfornanee- tzaﬁm pavments during any time the Condradint's reeneds o seatrols 3 detormosd by the
Contracting Officer to be inadequate fe adwduistration of this clause.

{13 Beporis and Govermment avcess, The Contractor sha

promptly femish mp{‘z‘t*‘ certificates, finaneial siatemments, and other pertine
ent information m}aa\wi by the Contrseting ONicer for the adnvinistration of this olauss and to delenaine that ax event or othey wis
ferion promptiog a financing ;,,mm‘nf has been suceessfidly socomplished, The Contractor shall give the Government ressonalsie op-
portunity 1o exanne sad vu;h the Cuntrastor's tecoeds and 1o exavdne and ventfy the Contractars performiance of this vontract for
adrtnistration of thig olayse.

]

() Speciad forms regrrding defeads. Wihis contract s “W‘ﬁai‘. < under the Default clause, (1) the Contractor shall, on domand, repay
1o the Government the amount of unb ;u§< ated porformanes-based payraents, gnd {23 ttle shall vest bt the Contrastor, on fall hguide
siog of 3l perfoonance bzwesi payments, for afl property for which the Government gletts not 1 require defivery under the Default
clagse of this contract. The Government shall be Rable for ro pryrnent exoept as provided by the Definglt olause,

s

{RY Reservation of righiz. (1) No payraent ot vestiag of title wnder this claese shall
¢ Excuse the Contractor from perfonnance of obligations uader this contrasy or
{31} Constitote & waiver of aay of the rights or romedies of the parties under the contract.

veaciies ynder this clagses

{23 The Geeverament's rights an

{13 Shail nnt be exclusive, bat rather shall be b addition o any other rights and remedies provided by law or this contracty aad
{H) Shall not be affected by delayed, part tal, or omittad exercise of any right remedy POWEY, OF privilege, nor shall such exercias oy
sy stople exercise preclude o impaty sy frthey exercise under ?%‘; slmise arthe exereise of ane other vight, powsr, or privilege of
the Goverrarent,
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3 Costent of Contenctor’s reguest for performance-hased pavment. The Dontactor’s request
contain the fotfowing:

for perforpanes-based payment shall

{1} The name and addrass of the Contracton
{2} The dute of the renuest for performance-based payvment;

{3} The sontrast number snd/or ather identifier of the contract or order under which the request is made

{4) Such information and deoeveniation as is requived by the consract's deseription of the basis for prvment; and

£\ o

{3} A eertifinanon by & Contracior official ;wi%«zszmd to Mind the Contractor, as specified iy puragragh {m) of thia clauas,

v

v vertification. As required in puragraph (X5 of thiv clawse, the Contractor shall make the following cortic
GF PO riarmaree-hased payract i

{m} Coantend of Crngrac?

fiostion n cach reguest

¥

Eeartify to the best of myy knowledge aral belief that-

DY g\w.ﬂmmm M),z\u 1 payment i frue and epoect;
{ sntragtor, b accordance with the contract and ¢

s veguest {and attachments) bas beon prepared from the haoks
fe instractions of the Contrseting Officen

S e \md in mm BREUH )_ alf pavinents t

bt‘um actors and suppliers ander tus contract have baen

{3} There are no encombranees {exeept as reporte
d§ locaied or properly shan

{ i writing on 3 agatest the

3 v acquired o prodused for, and
bl to, He contoret which would &ffect o ipair the Goverwmnt's ¢

{43 Theee bas bean no mat 'E:xii\; adverss change B the financial condition of the Contractor aincy the subugssion by the Contrastor to
the Sovernment of the moat recent written information dated ; and

posm)

{3} After the nuaking of this requested performance-based payment, the amount «f a1l paymenss for cach defiverable fem for whick
performance-based payments hase been PSRN 3 vt not exovad ary Hdtation o the contraey, and the amount of «ff payments wader
the epatraet will not exceed any Hodtation in the cuntract.

{Eod of clapse}

4 Alerations in Conract {Apr 19843

Porfions of fuis contract are alterad as follows:

{End of clausel

FE2RE0  Authorized Deviations in Classes {Apr 1984}

{2 The use @ this solication or contract of any Federaf Acquist pulaton (48 OFR Chapter 1) clause with an suthonzed devie
ation iz indicated by the addition of (BEVIATION) afler the date of the clause,

{b) The aee in thiv solicitatiog or coniract of any (45 CF R {m«er“‘ regolating aamels clause with an author-
fzed deviation i indicated by the addition of (DEVIATIONY afier fhe name u* the re

T g off .- v‘ - X
{End of clause}
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