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11. THIS !TEM ONLY A.PPLiES TO AMENDMENTS OF SOLlC!TATION-S =...---_._ ............. _--_ ... -_._-D The ~~bC'l~ m,m~be:·$d -$O:k~:tcti0f~ is :2l:"n~ndf:~j o~.:s ~~t ff;rth :;_~ :-:_~:n 1A. :!")~~ h!")H{ ;l:'Ki d<:1tt": $pe~'::fi€C fO( ff:t:t:jpt or' fY.te~s 

0ft~~f~ n~u$.t a~.xr.OVi· :f:d~f:- :~16;:t·: ~1f !h,:; <1r::t:nnm-.:;nt prior to · U:~J:~'£J : Br~c C-3.t.e specif~;j ~n ~n~ l$iJjicit~ik~t~ {~r $$ _,~ :-f~nd{;:'j , by (;!'l9 :")f m€ fc{;{f'N:ng ::nethods' ~a: 8y 
c{~mp~:.j: ;~ H~fns 8: ar.;d : t., ~'n-d :'eh.:rfsfflg ~~:.:~pi:e~s of -th(:~ <1fr:f:r:f:::1~:':1f: {OJ By' .;1d<no~\~~c9h-)9 feceipt cf thi~ _~:rR~n\'1~r:~nt ~"'! e~f:h \.":\;)P~· Of :)~ 0:t~:· 
subrr:~~~'3;j: cr {:;) B~- ~~p:c.~fi.~t~ };~tt~r 0:' t$~grcF~ -:.t,,'~~K: t"'! :m.:~kt<~::, ~_ : -~{~r9rs:-:.:..~ ~:".1 m{, r)(j~:dtat:<)n 3,:10 (1 :)1en~h::t~~: "! ::,~~mn\;rs_ Fl'.-H .. :..H:.{E OF YOUJ~ A.CKNOv\.tEDGMF.JJT --:0 8E 
R.EGEiVEO Ai TH to PLACE OESiGNi),'fED f'OR THE REe D?T Of O"'I'>::'{$ Pf~!OR TO THE HOUR AND DATE ~PEC1HH5 MAY i-> E~;'-H.:f IN ,~UECnC;N Of '{OlJR 
OFFf.J~- Wby v~rt:..'0 o~ this ~mendn1ent your \"St:'~~ff: t·:, ct:~::%1~ ' :3n cffer al :'t'a~}' $~~t>rH;tt&d ~ s:jch(:h~r:ge :':"~3;i i"t: m_~d~ by ' :{~:-i:~:U»fi~ or :etter .. pf':)Vki~d e·a:::h te:~fam ~r 1t::H~:­
ma~;f:$ ' :fZfr.:'!~n\'~ :.0 ~:1~ s<..):$:.::tBtien ar:I.."! t!"'}:$ «rr:f:r: t! :-(j:f~:11, :)Jh-j ~r:o::Bc~:'hr'f:\!pno: t:o the open;:)Q' h:)ur an·j ... i;.~te sp~c:r19d . 

13. THIS rrEM ONLY APPLIES TO MOOlflCA nON OF CONTRACTS{ORDE~RS. 
!T MOD!F~ES THECONTRACTfOR08R NO, AS DESCR!BED IN !TEM 14. 
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Section 2- Commodlty orServk~s Sche:dlde 

D/nl~M!NR ,. f\DVANCED ALEHnNGrOOL (REF: Dataminr Quote (REV1) dated '10 JAN 2017, ,A,mended S€!ViC0 License 
f\9f€e!,!1ent {SLA) d.:liBd '11 ,JAN 20'17, and Dataminr Enterplis€ Sharing Addendurn dated 27 JAN 20H) 

SCHEDULE OF SUPPLlES1SERV1CES 
CONT!NUAT!ONSHEET 

ITEM NO, ! SUPPLIES/SERViCES OUANTIT'{ UNIT UNiT PRICE ,<\MOUNT 

EA DOOi O}\TAMINR· BASEYEAR FUNDING iAGVANCED .ALERTING 
TOOL) . 

b4 
b6 

Ch;l:'1g:r SfiOt) b7C 
Line f-'erlodof P~rtorm.m{;e; 02!lW201"l ' 1:ma!2017 b7E 

FOB: 

r~ ii'i8rv i\(jdress: C(jUNTERTERRORISM DIVISION 
,l>.TTN IRMI I 
2400 SCHUSTER DRiVE 
CHF.\iERLY, MD 2078.1 'O~0i~':)i.!i~ ____________ ..L ______ JL __ -==~~!"'!i!i~~""' _______ ---' 

'Sase T9W!: 

fUNmNG DETAtLS: 

PREViOUS: $i .49S.375.00 

C}-I.A.NGE:$O.OO 

SediQo 3· Contract Claus~s 

b4 
b7E 

000025epic.org EPIC-17-04-14-FBI-FOIA-20181003-Production-pt2



Page 4 ofl1 

Of Pr<,c,K!er.cf: .. Uniform C(Hltract format (Oct 199"7) 
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I 
I 
~ 

52.23:~··24 

J----------+--------------------------~--""-,----.----_t 
52.232·25 

1-----------.-.-,.-,,, .. --- -.---,--------.----------------------------~---"""i 

1---------+-------------------,---,-----,._----------------~ 

$:2 .242··13 

52.244·2 

Prote"t after Award {Aug '1996) 

Am,!,;',""!«' L"'" "0' no',,.,,.,;" '·'CO!,; ,·.."" (","'I'''', ,<'l''X''', 2t',,"~>\ . o/,....:""';,.JIv .... · . '\;4)')( ~ ' , ~~y-a .... ~; ..... : _-. _ :~}';'::';'~ .' "'"" ; l~ ~ .... . ""'~ . ...... , .... + .. 

!3ankH.:ptcy (July i 995) 

1----------+--------...... ------------.--,---,-------------------f 
.irnhaticm of Uahiiity (fet; 1S87) 

Clauses By Fun Text 

GYA [' !)"'["'l .\ ..... \') .• ».It ··' (" . , P!" . 'i'. ~ ' , t) ')' ",' .' -" "', ' ·'l"l"··' · .C)i<. ":'.- . U .,.b"::·~' :'::. __ ~l~:' .:s , .·ltiz~m, ro 1WtteG l'rorn h .. (·.C~.$$ to '- <.., ~!l<Q!'manon ,I (:CH1)O)Ogy U .. ~ .... )~··" ... >\;_·> .. !r_,:o_' _________ _ 

The: Departn:~nt ilf Just.ic(~ dn(~s not pennl~ the lH~ <If Non-U.S.dti1.i.m:i in the perfOrn;13JlC{~ (If !hi:> C')Ht!,;;.ct or commitrnenr thr <my po­
sltkm that lnvoh.'es a<:.cess to or J{~V{~kH)ment (If anv DO) IJ' wt;k:m. Bv~klllm:! the contract Of conunitment <iQ(;l.Htlent, (1)(: wl){n,ctor 
agrees w tb~ re:;trictiml. fin t.hm;~ ln~<t~nc:.~~; \vhere"other !)(in-h-r(;quir~m~;)t$ ~:)fltalnedin the contract or comrnltment eRn be met by 
using Non·U.S. citizen'>, tho:ie r'~quiremcnt5 shaH be dead:;' de~n'ihed.l 
(End or C!mNc) 

DJAR-PGD·02·02HNon-l:J.S. Cjtimns Pn)tdbit{,d fn:>tn A.c(:<,~;" to r.){~~!1~ED11a!jon Technology t IT) Sy:;i{~m~ 

The D~par!ment of Justke (DOJ)wiH no k,nger fKnnillhe (iS~ ofN<H)·l) ,S. citizcns in the perii)D1),mce Gfth)~ \XHrtrm;:t l)r Ci>!lltl)ij:, 
menti(,l' any [X;Silion that invo!v(cS ;~CC(:~S t<) or devdopm<.::nt of My nOJlT ~y~tenL By signing ttl(: C(Hltract l)!' commItment dOCll­

rncnt, the ;;(mtra;;tor<tg:ree~ tot\)!:; re::itriction with respect to all m~\',.. employce~ utilized dircct!y to perfbnn (tutie~ on t]W C(Hltract. 
N(!;)-U.$,citlzen§ CUlT(:Btly employces under this contract or commitment may cQtrtlnm: perfQrr::'\3J'c(~ llutes" otherwise ditecte·(i by the 
Der,mm<~nt oCJll:;tice. NQ neVi, repl<;;;~~men!, or addition<ll Non .. U..s. citit(:ns may he add<~d to the contract without the f>:Pi'0% ~!pprov' 
.~! (,hh<~ Depa:rtmellt of Justke. fIn those in:,;tmlc~~s where other non·lT requil'em~I!js contained in ihe c;)ntmctor cornmttment can bl~ 
met by wiing Non·U.S, citizens, ll:!D,;;(o n~qDirernenb "ld! b;~ ckarly described.]. 
(End (,fC,m$~) 

DJAR-PGD-05-0S Jmplernentati~)n d' H()m~kmd Sec~!rity Pre~ident)al Dir~:ctive (HSPD) 12 .. Policy fOfa Comnwn Identification 
S.',>, ·l·', .. l"~)'( c., l·",- ' r; ')' ,lA'''~ "<' "'!1'" (-' ('> 'I'j'" ·,t'·, . 
;.. ,-<~) .~ t )~t,~ .:.~: .. , s.~±~~,,~!: .. ,,~~~~:~~,.!.:.:~..-:~l:~~:~. __ '~_>! ____________________________ --------.......... ----

NonCE OF CONTRACTOR PERSONNEL SECURITY RE()UlREf>,.iENTS 
CNnphance ",dIll Hornda:nd S\x:llrity' Pt·~~:;id\~ntia( Dir~('live·12 (HSPl) .. U) and Federal hfnrfllatio:t! Pr;x:essing Standa):d Pllb!i~~;~:tkm 
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], Loog,J'(:rm Contr<KI;)rPerSonnfl: 

In order to he :::mnplLmt with HSPD--J2iPIV 1, the following inve5tigatiV(~ reqnIlyment<; !n tht b;~met f()r each newlong-tenn2 em:­
tmcj{!rNnpl(ly~:,~ \,,,'ho~(: backgroundinvestigati(Hl (Bl) Pf(l>::(:i'S begim; on or after October 27,2005: 
a, Cnntra(;ior Persmmd must pre:;ent tW(! {{1mlS of id~~ntiik<lt i<}ll in Qriglnal form prl(H' io badgc i"'~UilJ!Ce· (Hceeptabk d(KUl1Knh are 
li~ted in h .mnl.,9, Ot-,,1l3No .. ! filS ,0047, " En!pkynWlll fJigibility VeriikMion,"anci at kast ()!'l(: doeument rnW,l be~j v,llld S,;1!,;~ or 
F::.deral gQvert)ment-i~;sued picture ID); 
b, COI:lT'Klor Per~;oflnel mi;s t app~;H' in per~~.)n al kftSt once before a DO.1 (.ffida) \vho is !'CspoJ1sibk br ch~~ckjng theid{~ntificaHon 
(l;x:onwnts, Thi~, identity pmofingmust he compkted sometime Juring the ~:k<mHWt~ pmcess but prior to badgeit;suance and mu~t be 
d{\Cumemedby nleDOJ oHicial; 
c. CWltr::1ctm' Personnd m llst undergo il Bli;om men~,urate with tnt de~>ignated risk kVt' l ~b:;;)ciakdwith the duties {)f each position, 
Outlined helow <ire tht minimum BI reqlJ!r~nl{~nts for each ri:~k kvd: 
·F~igh l(isk -' E{~lckground 'luve5tigation (5"year scope) 
·r'.1(~(krate Risk - Umikd Ba(.kgroHnd hn:'e:itigatim:{LBl) Or Minimum f:b.ckgmund hwe.stlgation (~ilBi) 
• Low Risk -Na.tiGllal Agency Clwd:. \yith Inquiries (l'LACf) invt~!ig<!tiol1 
d, The pr'>appointment H! \VaiH~r rtqtljr~'menrs for an pG:;itkm ,;Nt:;itivity kvd$ a!\~ a: 
I) Favo:m,bk rt~vk:w ofth<: $ecurity questionnaire Y()rm; 
2) FavoIabk fingerprint re:nill:;; 
3 ) FavwHbk cred[j: n:porL, ifr<:quired:.J 
4) ,,"'aiver request me1110nmdun1, including both the Ofl'k(~ of Per~Ofmd 
f'>bnagelllent ~chedu!e date and positlon sen~itivityiri$k. kvd; and 5) Favorable revk\v d tht Natiomd Agency (Jn~ck {NACyl !x)ltion 
of the ~\ppk: ab!e BI that i~;~i0t(lrmil1ed by position s,;,-nsitivhy/risk level. 
A badge may bdssud following approval of !h~~ ,tlxnY\";l!y(~1' 1'eq!lire:n~nK 
If HwN/\.C is not received within five davs of OPf\-1' s <;chedlilin.~ dak. the badge can be iS$tH~d bH$lXi on a f>w;xab!e review of the Se­
c urity Quest; onnaire and tht Federal Ihll:;au of I n V(~st igat i on C d';;'t ina! . H ist,)f;; (:'fleck (i ,c" fingerprint check re:;u Its), 
t, Badg{~ n~"val1dation win OCClJ:( once the ilwe<;tigatiOl1 is comp!eledand h :vorably iHtlmlkated, Iftlw BI Ie~ull$ sojosti !)', badg(:s 1S­
wed under lhi::,e proceduw~, wi!! be su~pendt'd (;rTevok;;,<L 

2, Short-Tenn. Contractor Personnel: 
It is the policy oftht DO) that <bft,·term e:,)ntractors having acc'~ss to DOJ inii)nndlor; sy:;km:; andiGr DOJ fac:ilitkt; ;:>r ~; p~ice for :,)X 
month" (!r k<ver aJb;;lbj<.~ct to the identity pro-oilng requiremenh liskd in item-;;b, and lb, above. The pre-'l.ppointmenl wa\:t!' rt,· 
quiremenls ('X ~hor!·krm contractors are: 
a.,FHvorabk n~vi~·','.' (,{the ~; e(:!irity questionlK:!re form; 
b.Fa \,'\)f'~ble ,{Tn gerpdnt r)~.s.u 1 t~~; 
cJ'aV(H'(tb!e (:te'd-it rqx;rt, ifreqHired;$ ;:md 
d,Waiv~r request m'~morandllm indicating both th~~ positi!)!) scnsithdtyi rl"k level and the duration (li' ,he apPi)lntnKflt. Th~ commen­
S)JrHl:e 8i does liot ne.t~d. -to "b~ ·itl i(iaf:,~d . 
. A bad!?;::. lH:y be issu,.:-d t~)lh~wing approval ()j' the ittXlVf \"aiv~~r requirement:; and the badge win expire .~ix month$ from the date (If b· 
~,uante, Thi~ P;\K~~~SS ('·an o{dy be usd nnc<: f()t a short-term contractor in H twdve month p~rk)(L Thi~; w';Uensure that any wn:;ewtive 
$hOrHerm aplx)tntments are slll~ied t(\ the ftl!! PFV~I identity pnxlfirtg pt(!cess, 
For t'xampk~ , jf a (:ontraci(H' ~mpklyee !,<: quit'(~~; daily acces<; f(}ra three or fOUHYeek period, thi$ contractor WOUld bl.:' cleared acwn:!lng 
to thi~ ,t}xlve st\;)rHerm requirement." However, ira second I'eqlle&tis suhmitted Ii)!' the same contmctor (~mpk,'y,~(~ w'ith in a twd'd­
month period f(w the purpose <>f exkndir:g the initbi cOXltmd or fbi' employment under a t')id!ydif:th~nt C;)Htr:::c.t for atwtner thrt'(~ N 
l()Ur,·w(~ek p(~rbd, this Ci)()tr::tctor \'HHl!d now be con"id(;[(:.Q "long-term" ;~nd mUtil k deilred tlccGrding to the long'Kfnl ('(~qu~n~rH(:nt~ 
;).~ si';;,kd in ttd<;inlerim polity. 

j , Intermit!e'Ht (\mtmctors: 

.An e.xceptlN1 to tneabov<>menti'}n(:d ~h(ln"krm l'equirun<:nb would be intermittenlcontractor:;, 
ii , Fot ptlf'l",'<)$(~S Qf this fwlky , " inkmli!tent" h defined a:., those cc>ntra<.:l()r empl!)y(~e:; n,,(~ding ;~cce% t() DOJ ini'<mnatinn sy~;ktnS and/ 
Dr DO.! EKiUtks or space f<'ir ,~ maximum of (Hl~~ day pd' \veek, f(~gw'die$" ofthe duratkmQf thel'qull'edinkrmitterli' acc~:.,,,. For ex~ 
ample, the waler denvery contractor that ddi\:e0; water nn'~ time (::\ch week and is work ing on a one-year contra\.:!, 
b, C(mtractor$ requiring intermittent a.(.ce.$$ :;hould f;)il()w tk Depmt tn<:nt's e~cort polk}'. Fkase r~~kn':l)ce lhe August 11, 20{H, <mel 
JaJlU~\ry 29,2001 , Dqlitftment S(~Cl.irity Officer policy mems,')randa that ixmv~')'s the i'eql.drernent~, fbr contractor bdlil)' e~tmkd m> 
cess. 
e. i:hle 1;) extclH.!<lting drCUI"f'lstal1Ces, if a :::omp<);wnt requtdS \m~$cor1:(:d ,Kcess or DOJ rr~ystem <:c(':(: ::; ~ lhr m~ inknnilteni contn('l" 
(!L the ~illt:e pr~'employ;n~nl backgrmmd ;n,<,{~stigadon waiwt requirements that apply t~j &h(!rH<~frn C·;)BtractorS aJ(: rt:quird, 
d, IT ,m intermittent (.ontraclor i sapt)f(!v~~d. for Ulw$cot"ted ;K;X~SS , th(~ eontracto(' will onlv be iswed it dailv lxldge, The daily :xlt'ige will 
}x: J%t:ed ~l])nn ;::ntmf!C(~ into <1 IX)j'fiKility (,1' space and must ht returned UP(!:l exitlng t"he S;;tfne fa.diity ;1' sP<~~(" " ~ 
e, Iran inta m itlent contntctor i~ approved f~)r uneScon ed a;X: f:;:;, the approval will not ex.ceed one year , If the int('rm iit(:t)t contnKto)' 
l eqnirc$ l!n~sc(!rted ~lc.ce~;~; b0~iond on~ yeal\ the contractor will need t(; be fe-approwd NICh year. 
4. i\n individual transferrin;?; from another dep;utment or ;lt~enc\' shall Mt he re-adiudkated provided tht indivkhwl ba~ ,l<:tJrrent 
(\vithin the last nw years), j~lvorabb' adludk"td HI meeti;;g H~SFD-Uand l)<)Y~"Bl r(~quiIem{~:lH, 
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NOTES: 
I. (-'WE> 20li!i ll'iaiLlbk ;3.1: ww·w,cs tc.ni$t.govipubllcati<)HSifip;';/iip:;20] iFlP$.·201·)2505.pd.f 
2. Uwkr HSPO-12, long-tem) con(ras.:.tor~ are wntracWrs having <l!x:essIi) DOT infi)mlatioD syslems and/or DO} fad!itie~ Of sp,Ke br 
)ix months OJ' kmger. The PI V -l ident1ty proofing PH!ix:ss.indud.hg initiation anda<Uudic,!\)on of rht'H'quinxl background iI1Y\;':~tiga" 
hon, i,; r~q'lired f()t ~H !lew long-term CO>1traclws regardk$~ of 'whether 1t h th\~(:mTCnf pi"adke t,) issue a badge, Ttw :;~(' ond ph<lst~of 

HSPD-12 impkmentation {P1V-ll.l requ ire.'> badgeissuancc \(1 ;111 <lfkcted long-term con{ra{:\()r~. 
:3. hi!' c(mtractOT3 in lXlSiti(ln sensWvHyid,;.k kV<zls above levell, a favoniblt, tev i~,," of a eredit ch<xk L, n::quired as part d th.~ pre .. 
appoin.trnent viaiv);)r package', 
4. In order to ,w<:.,id a dday in tk hiril1g pn)c~~~. C(HnpOrlent$ should flzquest an Advall((~ NAC Repi>i"t wh(!n initiating jnvestig<Hi(ln~ 
to OPM. Pcr OPM ':; instrlJctions, to ,)brain an Ad\'anc.(~ NAC Rt'»ort, a C(ld(~" J" ml.(st be placed in block "B"ofth~~ " Agency U~(~ 
Only» section (rfth(~inve:>tig,\tiv(~ :thrrn. Thh rqxn-i is <!v;,;i)ahk for an case types, 
5, For (Ol"llra(.i!)r", in position sensitivit}·/ri!'.k kv~k, HI"lOve level I, a bvol'abk review ()f;:;cr~dit ckd:; lS required as pi.n of the pn> 
ap!)(, intment w<liv~r pdwge, 
(EndofCl,w:;e) 

Conti:ming Contract Perfo[mance During a Pandemic Inf1uenza iX other Na,ional Em('rgency 

During a Pandemic ( !1" i)ther cmerg(:ncy We :1!1derstand that our contractor workforc~ ',~i!l experience the same high level:; of absentc(:­
ism a:, G,rr j'l::dem! employ~e$, Although the Excusabk D(~la'ys and Termination tbr Default cb:1U$,,:S used ingi)verntn(~nicommcts list 
epidi~mic$ Hnd quarantille re·:,tricti;)ns among the reasons toexCtlse delay~in wntnlcl: p('r!(~nn"nce. we expszd our C().Htr~lctors to mal,t 
i! rease-nab!,) (;lTort t,) keep perf(mnance at at! acc.eptabh.: level during t:~m(:rg';)ncy periods, 

TheOffk(, ;)C P\~rSOrine] r\"filnilg~nlent (OPM) ha~ provkkd gBidan{:c {i) fcdeml manager:, and (~tnpl\)ye('!i (Hl ihe kinds ,)f actions !(~ be 
tak(:n i;) ensure the continuity of (!tx~ratiol:s <ll.!rin~; em<~n?:encv ;}e;-!ods. This ~miJan(:ei~ ll.kp apDlicabk to ()tlr wntrac! \'v(lrld~)!"ce. 
C·()fltrac!(H'~ aIe eXI.Kctd in h",,'"e j'~asonabk policj~) in i;IH;:(~· ftw cor:timr(n~~ \~';)fk perf{)rmHnce: pi!rti<:.ularly th(!~;e pedhm1ing w1sskm 
critic;ll services, during a pan<kmk inFhwn.(.,;(;r other (,mergenc}, !'.itm!lkm, 

T:he ly'pe~ of actions atedera! contractor slkyuid rea:;oll;::bly tlKe to help ensure ped~,)nn,;nce are; 
Encmmlge emp[oyet~~ to get h!{,ntlati()n~; ;)1' f()l!o\v other preventive nW;lwre~ ,15 dvised hy the pubJi;: health service, 
Contractor" should cross-train workers <lSC«Kkup for ;~illX)$iti()n~ perhm1'ling c6tical s~~rvi(esTh.is i:; particuhlr!y important !{:H' w(ld~ 
snchas ~uard ~~p .. dces V/~,l{~r~~ te.k~ ~~·'ork i~ BGt ~H~ npt;on. 
• {l~ll'kl~;""l <flow'")rk i"(' th(' l?Te·~t'''.::i" exk"t ,'(,<;<;'h't' i"l th(' W("'K<)V(H'") s(~' $v:::t'",,11'':: "re i'l ')l<Ic" to <;ul"x"'t "l'CI.°(~$s·i':J! remote wi>rk 1n a'l ~'- ."" - - ' .~- " • • , \ •• ,), ... -'-- " " ' . ' • • : ( .... "'-" .•••. "'- ' .~. r"" " ;~ " •• ,..- • . ~. ~.\ ~ .... \ •• J '- ' . ' ... .. ...... . ,. , .. . . " .::' " ..... . : • . •• . ~ ... , • ~ . ~ ." .... . - .. . " , " . ' 

(~mergency .. 
• CZl!),n;uniCak (~xped;3.1ions to a] t employee~ regardtng (helr mk~ and respm:sibiliti0s in relation td f('lnote work in the (~venrof a 
pandcmic h~a1th crisis or other emergeIK\'. 
e<;t"hll'~h i'j)'I)'11,,~,i"'<lt:n[1 I')';)" .""' ''': t-() IFfj··;f'" i'[)-.,'l,·"v""" iri' ';;'l·l\'<'il';y<, "':f<'h~s 1'::3:'1 r,;, ... <. ... ·}.., ........... .. :0. .. , ~.) •• 'v,' •• , ' t"' ,·,." .... · .... ,·., ...... " " f) ... , ,~~ .. ~,"""'".' " ,:-)". ,~.,.). , ... l. h .•• '" 

• lnkgr:tte p;~:ndtmk health crisis response exp('ctation:; in!O tdeW(d; agreem~nts, 
\Viththe employe..:', asset;:; requirenwott: fix working at home (sllpphel> and (:quipment ne\;~;:kd fhran extended tdewGrk period), Se­
curity (:m,t~(~rns shi)u!d be c(l))"idercd in making equipmeni choiccs ; agencies {}fWntTactors m;rywish to avoid u~e of empluyed Pt'!'·· 

s(mal computers and p:roviJ(~ th~'m \'I'itb pes or laptop:> as nppropri<lk. 
• Dd('nnin(~ hoy," (Ill employe~> who may !eie"w(!rk will COlllnlUnicak with ()!'l.e unot!l",r and v"'(,h rnan;lgen)e!lt to accomplit>h \'I'ork. 
Practice tele\vork regUlarly' to (~n$Ure dl'l:!ctivene%. 
• t .... 1ih it ckar tfmrin emergency situations, emp!oye{~s Hll.d p(:d'<mn an duties assigned by m,m'ig(:m~nt, ~ven if they are (,utsidt uw" 
al or i..~u$tomary dmie;,;. 
• IdentifY how time and attendance will !}e maintained, 
Ii is the cOnttactor'~ r~sp(lnsibility (() adV1:;e (he g(fV('nml(,m contl<K!i.ng (,f1'icer l{they antk:ipaK not being :'lbk to p~rform <md to work 
with the D~T;;\!1;n;~j"H t.\) flU gilpS a~; necessary, 'fhi;,; meunsdirect conmlunk;liiotl 'with th~ C(il)lr<Kting ()m<:~~r m'in his'hera])sence, an­
other rN:po;})ibk p¢rson in the contracting otTk(' Viol t{:kphone or emai l me:>:,ages<id:nowbiging th~Cl)ntr<Kton netifica:(l<m. 

Th~ innanbent comnl<:({>r is H~s!xmsibk ti)j' assisting the Deparml('nt ill (~Eimating the advers~ impac!s of n,-'nperformarlct~ Hnd Ii) 

'~'(lrk dihgentlywith the D~p'lrtmef1tt(! develop ;>, siI;neg~,'" for m~lint;:dning thi.;' continuil)' (If('fx,mtion,;. 
(End GfC!aU:;~~1 

;l, 5yskrns S(~curity 
Ttl{: \vGrk 1:{1 b<l ped~)()"[Kd und.er thh contract requires the handling of data that originHR~dwithin th{~ Dq:'!(;Hl"!wnt, data th;l! tk (\)n .. 
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. . f • f.) • . . ,. I " I' . d' d ~l~:~ l' n . tract<)!' manage:; or acqUlres . 'Or tIl(: . eP<lr!111dlt,a!W/or (lata tllf:t ts ;1cqmrem (w er to per ,(Jnr! tle ,XmlrHct ilJiL'l\Xllwerns U(T~lrtmenl 
programs or personneL 

For al! ~yst~~m5 handlingsud~ d.ata, tlK~ contractor shaH comply \·vith all securlty requir~nKnh applicable t{} DeF<lJ'tmtnt (If Jilstlcr ~ys­
!ems, inch.din)?: but not limited to all ExecutivI.;' Branch s)'stem s{~curity requiren;ents (e.g., l\\},U}!'(:ments imposN1 by OMB and. NrST), 
DOJ If Sewrity Standards. and DO,} Order 2640.:?F. The (:()rtirador shaH provide DO'! access to andtnfbrtnation r('gardingthe (~on .. 
tr;;lcT()r'i; system'S when requt'sted by the Department tn connection WJlh 11:> effm"t:; to emmre C;)mpli;:lnC(~ with all such~ecurilY require­
menb, <t!ld shall otherwise Coi)lX~mt(~\v ith the Depa.rtment in Wdl '~H()rt~, IX),l ilcces::; shaH include independcnt validation kiiting of 
n)fH:r<!h" ;;y~km p{~ndrah:m !e;;.tlng hy l)()J, FlSMA, data. revk\ys, hnd acce'iiS by the nOJ {)ffk(~ !)f!h(~ lni~lx~ctor C;<.:'neraj for it5 n:­
vi~?:\v~~. 

·the u~e ()f Ci)i1 l:m.d(!l'-G\v ned bpt()p~; or other media 5torage dev.lce:; to pwce% or :>tore dc:tta c<)v~'r(,d by thhckH,(SC is prohihited unit! 
the contra;::.tor provides a tetter tn the iXHHn;cting offker(CU) certj(ying the foHmving rquirements: 

1, Laptops must (.mlpk~y encryption using a NrST Federa! In!(!rmMii)n pwces~ing Stmdard (fIPS) 140-2 approved produ;:;t: 
2. The contractor row;t d{,v(,]op (lnd implement a process to Cllwre that slxurity and other appikatiolls ~ofhvare is kept DfHo-·d;He; 
3. t~'lobik ;::omputing devices \viH utilize ami-vl'nd sofh~'are and a ho~! .. b'Ge(! nf~~waH l11i.x:hanism: 
4. The COnlra<:.wt" 'iih~tn log all c()nwukr·n~;::{bbk data (~xt!'act~. ii'om d;lti').ba~es holding:;en:;itive inlixH]ation ,owd verH\ e;3.~:h (~>;tract in" 
;;luding :;en~;;t~'\"e data ha~ been izrased wb:hin 9() day~, or ih w:ieis still r<::'quired. All DOJ ;nr(lnnat~!)!) ~s S{~lhithe ini(wmalkmu.tlk% 
d~~{jg:l~tted ,'~l$ fH:.Hl .... sensithh~ by th{~ , I)epHrtn){~nt; 
5. C;)lltr~!Ctor"owned, renmvabie media, such as removable hard driv(~'ii, i1~d~ drive~, CDs, and f1(1PPY dl~ks, containing IX)} ('bt~\ :>h<:l! 
not be removed tiWH DOJ facilities UDh~:>3 encrypted Dsing a N1ST PEPS lAO·} aoprovcd :xoduct; 
6. Wh(~n no lo:ng(:r needed, al! renwvabk med.i';' and laptO}:1 hard drive'ii shall be m:l)ces~(~d (~aniti;~ed, dq;;).tl~$N1, or destroyed) in ac­
c(lrdance with sl,\;urity n:qlllrements nppJicabk to DO}; 
7. Contracting firms :;haH keep an ac(:urate invcntorv i)i' devices used on DOJ contracts: 
8. Rules of b;haviof must bi; :~ ign.0d by u:>ers. The:>eJruie:>. ~}Htn addr(,~s llt ;l mininlUr(l ; auth;xized and offkial USe; prohibition against 
ufl,wthoriit'd u:>ers: and pr(!krtio!l (lfs~~!15hivc d~I!;:1 and }x~!'sonany identifiabk in!,bnnation: 
9 .. Alt {XXi data \vi!] be removed Ih)m;:.ontrac(l)r·(iwneJ laptop~ upon termination ot\:ortiradN work. Thisremoval mw;t be ,Kcom­
pbhd ill accordance w:ith DO} IT Securitv StlJ!dard r{~quif(~mel\t~ . C(~nitkatkm or data removal wi!! be N'rf(!l"!ned hv tlw ~(\i)!ractor's 
project malmgeJ and a kiter confirming certlficMi;)!l win be ddivI.;'red to the CO within!::' da)'$ofl:~~nnin$ti;)n of cont;'acIN work; 

By u('ceplanc(: of, (>r [Kd~H:m(}n.ce on, thi~ contmct, the contractor ag.ree:nlmt with respect to the d;':ta i(kntind in paragraph a, tD the 
evml of <h'1Y a;:;tual Of suspectedbreadl of stich da~ad.~·, tos~ i)f Cotltt'(!l, (xHnprortlise, unauthoriz.ed d;sd{}~;tH·{,: ;:'lCG(:ss for an lm~m­
tiwri:wd pWPQ~e, or (~ther unm.lth()(i~ed access, whether phy~ical Of ekctTonic), the <'ontrad<};' \y~ltimmedi;::tely (and;n no event kiter 
than within (!;K~ hou;,ofdisc()very) report the breach to the DO} CO a:nd t.t~{: c{!!ltract;ng M1'icer'i, technical Tepre:>entatiw (COTRi . 
IT the d'ata breach (l~~(:m::; ol!!sl{k, of !'d~t!lar business hOtl,'i; ,u1d/;)r neither thi.;' CO nor the (,OTR Gm be Ie~ichect, the comra;::(;)f shaH 
i:;lll the {)OJ Compnter Emerge.ncy R;adinessTeam (DOJCERT) at ! . 866 .. US4,·CERT (1·266-87'1-2378) within one hour of di,;c(!v{'i'Y 
ofthl? breach, Tb contractor shall (lis.;! notify the CO af; ~(H>n as possible during regular bU$in(:~s ho(!rs. 

The cnntl'<lctor ihrther cel'tH1{~s that it hai> a se~urlty PQlky inpl.~lce that c~mtab~ procedures topt(!mptly W)tit\' ,Iny ind;'vidual who~e 
pers(m;tlly identifiable infonnatkm (as d~nned by OJ'dB) wa~, or i" reason,!b!y lx~hn."(:d to hav(-~ be(:n, hreachl.;'d.Any notifka(iOl1 sh"l{ 
lx: c(\Ndinatt'd with the Department, and shall n{)t pl\Keed until the Department has made a dderminariorl that r;otHkatkm WOtdd !lOt 
impede a law eHfl)r(~ernent invest ig<lhon (!l" j<:opardi:l.:r nat!;)lKt! ~ecurity. The method ~md ti.ml\:nt (If ariy notification by the c(mtract'): 
shall be c;)ordinated with,and be su~.ject to the appmva! of the DeparHm~!lt,':nl(: .XHltractor as~mmes .~hll re:.,ponsibjiity for tak.ing. (or .. 
rectiw ani(m (:on~l$tent with tlK Depm-trnwt'~ Pat" Bn~a(;h NGtitkafion PfI>Cedljrb, which may include offeringcredit lrii)nitoring 
\\"'h(:'o ~tpproprlaH~; 

d . Pa:;s"thl\)l.l~~h of Sccuritv Requirements to Subcontractors 
TheT0mlil'Clr~nt$ 'iiet fi:.)rH; in Paraa.ml)ll$ H tllX<)u~~h c above .. al}Div to all subcontract;)rs wb 1'.l~rfbrm wNkin ~(!1lw~cthm \ylth {hi:.; (On-, ... , .... _ ' " ' . ,. .~. . .. ," ,,'" t' 

tmrt, rl}I<~ach suhc;)l,tl'ac.tor, the wmrachw mm:! certify that it has r<::~q\!ired tk~ sl.!bcOnjJ;ldor tO~idhete t;) aU ~uch requirenH:nh. .. t>,.ny 
brei:>ch by a ~ubcontractor of ~t!ly of the pmvhiom :;et fi}(th ~j'l l:hi~ chwsewiH be attributed to the C(Hltl1lCtor, 

Fnr contracf5 wh'.;'re the Department obtain~ PH fwm a contra(.tor (~uch m; an inf<mnHtiL)1l resd!er (!f dHta bTOkN') bwth(~ COl)lrm:tor 
d;)(::; nul h<md!e th<' data de:;~~r;bd in S(xtion A of ,his guid;wc{, dO<:UHwnt, til(' fhlk)wing da:be must be Hstd: 

L:nder this C;)ntl<lct, the Departmetlt obtain:=; per:=;onal1y idendfiabk int{wrnaliol1 about indhkhmh lh}m the cor:tmctor.fhe contmc[(,r 
herd>y (:i~rtifk~ thai it has ;1 ,;;x(lrhy p<1Ik)' in p!aN~ w\lich c(jl"ltnil"\(:< j>!oc(:dure:; to promptly l"ti)!ify :r::ty indh"Wud \vhose Ix'r'>.onaHy 
i,h:ntith\>\e ini~!l"llwti;)f; (,l,S dd'ined by O\·1Bl was, or i" reaS(H1ab!y believed to have been, !o:;t Qf <tcquired by an unautlwri;>:ed per~;){, 
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W.=L.:L:.:*'·:·:·:·:·:·~ " . ' .. ' .. "~ . . .. . . "' ........ '%t-~ . . . . wtHk lhe data !" under tlw contro! o:t th(~ C(!lltl'{i.;tnc In any case In WhiC!i tHe data that was losr or tmproperly acqmred )'efle~t\ nf con-

sists of datn that originated with the D~partm<lnt, or relkcts sensitive law enlhrcemenl or nationa1 security ilikre~;tin the data., the con·· 
tractor :shall fl(!ril:y th(~ Depar!m{~nt (,l!ltnK6ng officer so thai the Departownim,ty ddernl ill(~ whdher l'lotifi;:::ati;)B WGuld. imrl~de <: bw 
enfi:H'CenKnt ir,vestig<\tintl ()rjcopard lz(~ nati(i!);Oll s(~cui'i ty. In such cascs, thc contractor shan not notifY the iudividuub m\li l ~t rect'iv(~s 
further instructkn fh.lmthe Di,C'partmcnt. 
(End ofCbllsel 

C<mJractor(l,C'liifh:.ation ofCOll'lpliuncl':- with Federal Tax Requirements 

By wbnitting;,: response t;) a solidtat~on or accepting a COlltract award, thc contractor certifies thHt, to th~ be:,! (}f it$ knowkdge Hnd 
bdief~ the c(mtmctor has filed all Federal tux returns reqHin~J d\iring .ihethr\~e y~;;:t'> pnced~ng the certifkat io.;l, h<~srK>t bCen cnnvi<:led 
of a cdminnl offense tmder the Iniemal R(,Ve:1UC C(Kie of 1986, and has n,)i, Bl0re than 90 d<!ys pTlor to c~rtincHtjon, h~{~n notified ;~r 
any unpaid FeJeraltux asse:;:;ment for whicfltheliabi lity remains uns,~ti"ried, unks~the ~w~;cssm('nt i~ the sul~ject of an installrnent 
agnx~mcnt or niCer ill cGlnpwmi;;.e that has been appmved by the intemal Revenw~ Service and i ~, IlI)t in ddaul t, onh(o ,l.%(oi;WWnl i~; 
lh sul~jecl (If a nonl'rivobus administrative(\!' jt,di(ia! pnj;x~eding. 
{End (!f Cbuiie) 

(a) This contTact and emp!oyee~ wnrking on this wntract \vlH be stlb,kct (0 tiwwili:;tiebk!v{(:r righ~s llnd rem cd ies in ilw pi10t program 
on Cl,ntmclor enlphJyee \,,;· tlistkbl;)w{~r pI(!kct!;)ns (~stab l ished .1141 FS.C. 4712 by st'ction ~;28 of the National Defe!)~e A.uthori.t.a .. 
rion .Act tlX FiSCHl Yca;' 2013 (Puh, L. 112-239) and FAR 3.908. 

(b) The Contractor shaH inform its employee~ in wTil1ng, in the predOlnrnanl tang:Hag~ oftlw W\)!'kf()rce, of i~mpJoyee whi);tleblo'wt.T 
righh and pr(\l:(~ctinn~; umkr 41 U. S.C: 47 I)." as (kscyibed in ~tcti(m j .90S ;)1' the fcdcml Acquisition Regulation. 

i<~ The (\ll)(ractof shal1lm;~rtih~ ~llb\;l;:!IJ(:e ofthis clause, lndlldbgthis paragmph {,cj, in an ~UbC{mll'<Kh (!v~~r U-w ~irnpHne-d acqul:=;i~ 
bon thl"i·;shold. 

52.2(~9-9 Ufldate::. (!fPublidv Avaibbk lnfonnat i(m fk~~ardilw Re-:;!)on"ihilitv Matters \IJul 20 IT) t .. - - - - - -: >,- ), - .' ,.- : - -- - . 

(a) The Contractor "hal! update th:: inRmnationin the Federal Awank(~ Pern)rnHHlCeand Integfity rnil)ffiHH10rl Sys:em (F/l,.PUSj on <~ 
semi-unnuallx::.is, t!woughol}t tho Ui.e ofth(~c(;ntrac ! , by posting the required ink;:n;ation in the Sy:;;tttn for Awardll..:hmagement data­
ha$(~' \/ia hitps:.:·/H.~>·:"·}v. oi.Yjuislilor:.gov. 

(b) .:\.:> required by ~,ectiGn 3010 or the SllppkmentaIAppropri(ltkm.s /\.ct, 201 {) (Pnb. L. J 11 -2U),aH !In'brmation I)Osted lnFAPHS on 
oratkri\pril ! 5, 2011, t'XC{Tt pa~)t perfonnancl:: revic\vs. ,vill b~ puNkly available. FAPliS cm,:;i~b (?f tW(! segmcntii -

(2) The publicly-available segment, to wh ich an dai::! in th(: non-puhlic s(;gment of FA PHS i:; ,wtornakally transierred. aikr a waiting 
peri (xl (:<1' ! 4 c:akndaJ dass,. except for -

(iii) Inhmnation that bwithdrll,-,:n during the 14-cn.lendar-day waiting r(~riod by t!leGov,,;rnment oflidal who postiXl it in accordan(:e 
with p:~mgraph (e)(!) ;)rthis clause. 

(l) If the Contractor assert:? in \Vritin~ Within 7 c:Jlendar days, to the Government official who poste<Jtll{~infbrn:Mkm, thlt some dt.i:le 
ini'onnllti!)B {xk;h:~d w the H(m-pllbEc segrnent of FAPHS is' covered by ,( dis(".il)sur~ (~xerHplit)rt '~!Hder tlw Fre~dmn oflnfhrmatkm Act, 
the Government offidd who posted the infoww;tkm rW-li<! wiihkl 7 q lkndar day:~ remove the posllng fhll11 FAFUS and H,s()h:'t~ the is­
sue h1 accmdance with agency Freedom of Ini'(}1'lTI(.'\tlon pf(lcdm"(~s, prior to re~x1sting the rde;1sahkil1lllrniatbn, The wnlrad!~!' most 
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(2) 'The C(lotractor ,,,,ill abo h;1vean opp(H'tunity to po:;i cQ!mn'znts regarding int(~fmati(m thatha~; h~"en p'$l(~d by the Go· .... ernment 
The .COrmll(:nts \.,..il) he r~taim~d 'I~ kmg <.i:; tb~ ;l:;;~o(;!ated iniormation i:, re:tajn(~d, i.e., t(xatotal period. of 6 y~ars.ContraClN c(~m· 
l'!1enh will n,~miill;~! pan oft!K record unless the Contractor re'vis(:~ them. 

(3) A.:> required b}' ~e~~tkm :H!i 0 o1'Pub. L 111-2 J 2., all itr!brmaHoIl p;)sted in F,.WHS on Of' Mkr ;\ pril 15, 2011, exx'ept Pi'::;!: [x:rfonn­
,lJH;{~ rev;e\{'\ will be publicly avail<!bic. 

(d) Pnbh requestsii;)r system inforH;;nion posted prior to Aprill5, JOI 1, w'lH be handkd under 'Freedom of lnflmnatkmArt pr<C\G\xi-
11re<;.incl\.luing, where app(lpdnt,~, pnxedure<; prOlmdgatedunder F,O. 12600. 

(;i} (~on:i;.·({{ ... tor en!itli.::~n:i~~n! toj;nan,~:If1g P;;<}:H~i!n?:<) . _ T11e (~ontrat.to:r tnay r~qu(:~t~ aruj tJre (}o\·-ernrnent ~hal r P,~Y~ a (on tract nn ;:~ncing 

p;::yrr:em as~recjfied dsnvh-:re ii) ibis c{>ntract when: tlw paynwni r(~q uested is pwp~rly due in <Hxordance with this contra<:t; (he ,up· 
pHe~; deb'emh1e or services due undet t.h~' ;xmtr<)Ct will be ddiver~d (yr lkrfonned in accordance with th{~ c<mtraet;and ther~ hilS been 
no impairment or dinlimtti()(l oft!K Govemment's iiecurity under !:hi~ c.(mtratt 

(b) Sr~ec'f.·al tern~s regarding leri}'(ino.tion,/hr i.xu!.se~ If lb. ,is cor:tn~(:t is -n:~tff!inilled : :n)f c:ause~ th{~ (~()ntractor sh;j lL on dci)1and~, repay t<~ 
th(~ Govi;'l'l)(nmn tlK amollnt "fuuliquidHkd C(\lltt'a~~t finandng payments. The Government shan be hable f(}r no pHynwnt (;xcq)t ,'lS 
provided by the T~rm.inalion for CllJ~;e p;:tmgn.ph ,)fthe elm).::;e at 52.2 ];?-4, (\.mtract Term~, and Conditions C}mm(~rda] IWn!:', 

(c) Se~2ti.r!~rjf.;r (io~:}el';rl!nentj!nancin~g_ }o -the (~ ·V(~t_)t the (~(j11t:ract(}r h~i~s to--prov"ide: ad~quatc ~ecu.d-t)-!' as_requjredin this contract .. HG 

t1nancing paymem ~bdl tx~ n1ack Hnder this contract Upon reed pi of ;;tdequate security. financing payment, shaH be nmdt\ induding 
all pr~·viou$.payments to whkh 111(; C\:lntmCim i~ enihled. in "ccnrdanc{~ with :he t(~rn1 S ofthc provisions for contract f1nancing. lfat 
any time the Contracting On'b~T dctermin(:~ that the :,ecurity provkied by the C"ntruc.(or is inMrtlkknj. the COlllrador ~bafl pmmptly' 
pr(wkk s1.tch additi;:m;}l $ecurity HS theConlra,:tiflgOtTicq' (kt(:rmin~s neceMary. In tiK event the Cm1tmctOl' I~l.ib l~) provide su;;:.h ad­
ditkmd security. lhe ContnH;:t;ng Officer mfty r,)llect or liquidate such ~;ecurity that 1m:; be(~:l pn:n,iikd a.nd ~uspend hlrthcl' pll)':nents 
to the Contn!ctor; ,:nd the Cn!1tmctmshall repay to dl(' Gov;:-:rnment the mnount ofunliquidattxi finant~ing paymenh a" the Conira~:: illg 
Officer at his wIedhcretion defli:l s tep,lY;lbk. 

Oi} $tl;3.!lnol be ani~;::.(i~d by deh!yd, panj"l, {'f ,,)miHed q;erdse d: any right. r(:m ~,Jy, pO'Ner,of privilege, n~l!' shall sud, ",xen:'!:;e or 
any single exnci~e prt'c!il{k or impair any nn'therexen:i~(~ wlder this elause N the ex.ercl-;,(' (If any other right, P(lw('r, (I;' privilege of 
the GQv(,mment. 

(2) The date d' the reqlle~t f(lr financing pay!rvznt: 

~4} '~l' ;~pl"·(lr'·<:ltdvii('tniz,>.--l and tot"leJ ~:ateFl":n (If the fil'a:'d'1'" lYl\'m'~'11'" ~eQ(:e"t;·'d ?(\d "tlcl' ()th"l' jnii'rfllario'! .~" i~ tl(" '~S:>l1r\! 
!'o;: ~~i;);Pl~~~lti';;;; ()ftb~' pay('~;nt, pref,;~ed ~;) (>c~\;'~da~li:~"<Yith"ti';e ;lh{:;~li';);; ~(~f'~I;e (~~)I:\t;:ac!Aing ·{:Hr;e~~r.·~ .... '. . . ,<. .., ...• ',' 

I.f) Limifaii~m ,mJ!'eljlwm:v uffimmdng payments, Comrador financing paymen.ts <;hall be provided no more f(equently than monthly. 

II 
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£:" PJF-17A,zOO-P·OOO2894!OOO'1 Page 11 of 11 .: tl? 
of the Prompt P~jynwnt Act. The d¢.~igmlted p~\yn)(mt oflke will pay Jl>proved payment n~(0i.i~ts within 30 days (Sf Sllhtnhml of a prq>­
efre<{tle~,t J{W P~~)'r(Knt. 

(h)Cr<l?/ll'c{ be:w;;wn tt'!?ns (~lijk}"Uf and da!.(~·e. In the event of any G,)nHkt lx~hve(~n the term~ pmp{;,sed by the M!~n)(' in re:;pon::;e to 
~m invitatkm !;) propose financing ter:n~; (52.232·3 l) and the kn1l$ in this datt;;~:, ttw (erms ofthi~ .::iilliS(' shHi! govt.'m. 

This nmtract incorporate:; one or mm~~ daus{~s by rderence, with the ~ame force and effect as jf ilw)' \vere given in full text. Up{H) T('­

qlWS! , the (\ml.Tacting Officer wW make their fil11 text availabk. Also, the ihll text M a daw;e fn~ly be accessed eb::tronkally al this i 
these address(es): 

--_ ............... _------
--_ .................. -------
---_ ................. _------
{Insert .-:rne or ~nor:.:.: lhternet 1..UA:lI'i:::!o:se .. ~:/ 

---------_ ................. _--------
....................... _---------_ ................... _---------

--------_._ ........................ _-----

.. . . . " .. ' . . 'f' d '.' . '.' I' I ' '4>'> ('{"I' (" j' " "" j ., .',.< " tl· .. ,.:., .. , J .l,.' (,a) '1 he ll:;~ in ttll;;'. ~;ohc:tani)rl or ;x;n!ract (!I" any 'e era! .l"cqul.smo:(l ,fgU;lt:otl ( .. >.> .'. \.slapx!' ;.,: \... a~IS~ \""hl1 an <Ill lU, ,~ .,.(s ',~. H· 

aiion i~ indi.;,~a!ed by the addition of (DEVL\TION} af!f.'f tht datt of {hi? cbus.~ . 

(b) "flit U$f.' in this ~,oHcitation or contract ;)1' any .................. ....................................... ' {48 erR [insert :-eg(:btion nameD dau~;e with an <:1uthor-
lz;;-d deviatinn is~ndic<lkd. by til(~ addition of (DEVIATION) ;liter the Hmne of the reglliation. 

Section 4 ~ List ofAttac;hments 

No Clauses 

No .Attachments 
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--------------------------------~ ~----------------------~--~~I-j-·(-:;~)N-'l-.fi-A-:;.~~~~(~in-;:----~--I~~-------------------
AMf:N!)MENT OF SOl!CllAnONIMODlHCAnON OF CONTRACT DJ F. i "7.! 200-P·OG02B94 

~~~;<;.<::. · m· .. :m" ' \7:" r;-;::~;-:::--,--------r:::~=~="----""'T"':~===~~=~-_..\.......~-=='~-""""""--' ~:.»'MENGMEN r~ii:):)l:=':CAnON NO ~~ ~ f FEC r:Vt: CiA Tf. :4 t'<EOt}: 'S :TK~N;rU~CHAS:;::: RtQ. ~'i0 I~" ~>~~O .. :E(; r NC>. ~"ii .:jf~:"~.::'\.':;j!.':':;j ' .: 

OliO:! S~~ H!o~j.; 16c D.iF- !i·l300·PR·()O(i()555 

FEOERi\.L B"'{;.EAU OF fN\iEST!GAnor'~ 
TECHN(}!,OCi\' SU!'P(iRT ({)N'lRi\CTS UN!T 
935 PENNS\'LVi\Nli\ i\Vr. NW 
\VASI'U"\,G!'(}'N, DC 2()SJ5·(){)/) 1 

1}.'\T.\\HNR, INC. 
b F 32ND ST FL 2 
Nf.'.,V YORK .. NY 10(>16·5422 
L~UNS:- 962 ~ 33942 

, UNrr.nw:·y 

iHiJU20!? 

11, THIS ITEM ONLY APPUES TO AMENDMENTS OF SOL.!C!T'ATION$ 
.. ---.-... ~----... -~~~----------------~~-o Tfv~ ;.~bc>oI·~ ~1;jn~bered so:i'~iWtior: js 'a:":'~e:'KiS'O a~ $e't ft;f ~~~ :ni~~:1:~ 1.:~ T~~e ~~(jjjf3::1;d datf: s.pc,:,';:f;~d f{:r ff:f.e:pt of {"jtt0:'~ 0 i:s ~:x~·::-nd:G':', 

O:'i<?:("$ n1ust 3,~.":':r.(~w:e{'!g~ ~'~(;~::pt ' 6ft:}i~aff:f:r:f$mf"~:H pr:{~r'to thf: ht":~l!: :3r.C cat€- specw~·j :f: : ~B :$>A~~c~h.~ti;.)n ,,1ras ~ :;>e:'I~i~:{3~ f;f~'J(5f; (A ~r.€ ' fG~k)..,\\i~g:~)0thods ' ;." Cl; ai' 

~~~~~;~~ ,~~f:~:~ iy ~~~';'~l~;;~;;:;~;';~g~ii;:;;'~~;;~Ti;i;;;~~~;; ~'~~~i~~·~~,;~t~';~:'~;;;~~;'~;i;~ ~~<:~~~~~~I,~;~~1~i;,:;;:~f~.1,~I:;i.~~~~g;;;~~~~f~~,:,~~1~~~~:i~~;~~f~~~ 'TO BE 
RECEiVED AT Tt<f. "tACf. Df.SiGNi\TED FOR 1HE RECEW'r OF OfTSRS PHIOR TO THE HOtiH AND [),l.Tf: S>'f.'G1Fjf.D MAY Rf.'SUU !N REJEG1'lDN Gf YOU;;; 
OF fE~::' . H by :...·if~;):.~ (~:' th~ ¢r:~~·pd:1~~:1t Y"J:,Jr 6esh"f: tf) .d':~:(~~f1- ·r~n 0ff~r ()1re~~~y $:..~b:'r~itt0d.' $:":c~ cf~Br:ge :~')ay be :"fJad~ t,:)'- ·~~i~}:·af;: (~f :~:.:.,?r.. pfc'v~ded . eat"'~ ~~:~ rarn·.;,)f .;f:tt~f 
f(:;:1l<es ff:t"l::f~:lCf2 1\') t1'V2: ~~':.~H::::k~Hcn \.~f~C this ::.3mem.~ ,(:~:'~t &f~:j~s:~e:c~ived p:"k>r ~{; tj~~ {.>p:&ni:~ :)~')W' ,"1nd:1in\"3:$p·3 ·:;::t1~d . 

13. THIS lTEM ONLY APPLIES TO MOOlF!CAT!ON OF CONTRACT'SfORDERS. 
n MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM '14, 

CHt:C~, ONE l-\ . "nus CHAt'J(;r: O,R!)ER ~S .~ssusn PURSUANT TD ' :~c;p~(;i~;," <1i.;~~'1!'.."l:it.y) tH~ ,CH""''\NGE$ SET FORTH ~N :TE~,-1 :'; 4 ARE MAGE-iN 'THE CGNTR~,CT -------1 DHOER NO IN iTEM :GA. 

If? THf ABOVE NUMBt:RED CONTR .. "\G·: ~'G8D(H :S MOO:r:1EO TO f~Er-Lr:CT THE .ADM1N.iSTR: .. T:VE CHt,NGES ($~!~h ss Cf~~~!~ge$ i;! pt>yi!!~s ·:·;:!:~",t\ 
)( iiPP!')Pi;~U')':".i<l(<!. etc) SET FORTH !N iTEM ';4. P~jRSW\NT TO THE ."<UTHOi~IT'{ or fAR '1:3 1('~,(h). 

C T:-m: SUPPl.EMENTAL AGREEMEmT~Tkn'.RE.D !Nrc: P1J;"~$UANT TO AUTHORITY OF' 

,....-,~=~-... -.. --' .. ..... -........,........,........,,....-,----------------_., .. ,,.,, .. _-
~;: l)f~{(:P~:,.T:~)N (:F Ak~FN~\-iEr_r:.:~~C{)l::;:GAT;()N t::>·~·,) : ~.~::':C' .~·y', ~}CP $·?·:tii')l1 h$.'j:"ii,·}~~ .. fti(::~,;:'1j?::"J s'.";:·i. •. ::~"$,~; ~a.o'~.'{:n:·.: ;;r.i. :s:·!b:~~:~:t , ;t~<·d~{:~r "\'h::~~"'~:' (;.::*"~,;it·;~'! , ,: 

~'lod 0003 ... /\dds C.LE'··,J d(:·s.(;:·ipij\~~ h1ng uHgt' ~Ent(:!1~:is;(·. Li:ve1 l) and h~t~; a~ta(:lB~'l~nt:; ~~.~ corp(~?'Ht\:~d hy r~~h~n~nc\). 

t:' x·:.::x~t ~$ ::..r;)~,· ;~$-\.~ :-'~"'X~~'" '-~:~ :":""'1S .. :-<.)-.:1 ¢,-::.:"':.::~;h.~~'~j 6H~ "::'"):,:\.~-n:-'m:. ~..:;.r$·.@.~~.-.:.ed }:~ !~'S:":1 ~jA <x : (~A. ;j5: : ';-:j:'-7:~n:<x"':: d:;~r!:i-!-"'€":!. : :~m:::i:~~ ~~r:·: ~":t3n:;:l:-X: ·:'rK-: ;n f\.::~ iGt·::~ .:~··d~ :J~c:; . 

~ :5A. f~.~\Mf A~,D '[ : ~'LfOF ~:iGNER O\·!.~ ~.;/ f.~·i .. ';·) 1~<...s.; , N,Af-..~EAND Trn.F.'. 'OF CONTR.>\G1'lN~·; :OF:':~GER (J~,;"p~":' -:,:-:f pli!~tj 

I I 

NSN ]~D·(l~~B2.'t(;)(l .... ' .... ' .. " ........ ·~-"·-·-------· ---~----~-·s------------........ --S~· ".:::, ~A~N.,.,. D"'~A~R"'D~f"'O,,+.R~rv.,.,~..,3,.,{}-\:"'~""E.,.v-'.-j,.,0-.""6""3-) 
Fr~,··s.~ .... ;·::. S'\;.!~~k.:r~ t ~:~ ... ;~~;:~ 

b6 
b7C 
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SoHcita!iol)iContr'Kt FOnrL ..... ... ..... ' '' ............. ..... . ... ........ ... .......... ... . 0 .. >0 ........ . .. . ..... ........ ............................... I 
{>snnnodity\x SCl'vic.;:s Schedule .......................................................................... .... ... ....... ...... .......... ... . ... .. .. 3 
COHtra<:.( CbU${~S ............... .... , .. ' .................. .. .. , .... .. .. .... ... . ............... , ..... . ... .... .. ..... .................... ....... , ............... ,5 

D.lAR-PGl)"O}"D2A Non"U.S. Citizens PmhibHed lh>nl Access to DOJ Inf()T!llatlol) Tedmoiogy (IT) 
Syso~n:s., .................... ......... " ...... , ....... .. " ....... , .. " .. , ... ............. .. .. 0> ........ , ... ' .... .. . .. ... .... . .. . ................... ''''''''' ' 5 
DJAR .. PGD·G2,02H Non·U.S. Citizens Prohiblt(:d frmn A.cces3 to DO) lntbrmation Technol<)g,y (IT) 
SySi:0Ins ....................... ............................................ ... .. .... , ......... .. ......... ... ... ... ...... . .. ....... ". ' ''' "." .. , .. " .... , .... S 
DJAR,PGD .. {}S .. 08 Implementation of Hornd,md Sewrlty Pr\~sideniiH! TYrective (HSPD) 12 " Polky br 
a Common ldentific.;llioll Standard ti)t' F0d01<l; Empbyees and ContraclKlI' ..... ................ , . . , .. ,", ,, .. ,, .. .. 5 
DJAR .. PGD,(}7,! 2. M,:intHining Contrador Perfonrm:::I\O(: Dming a Pandamk or Othtr Em'~rgency ., ..... 7 
DJAR·PGD·08·04 Security of Systems and Da!<~, Including Personally ld{~tltiflabk !nfonn,tti<:!!l .... ... .. , 7 
DJAR·PGD·08·05 Contmdor Certification d (\m,pl.i<H}c~ wijh Federal Tax Requirenwnts ....... .. ........ ') 
52.203 .. 17 C(Hlt""C~Qr Emph>'yee \Vhist1eb!ower Rights and Rt'Kltdrem(~nt To In!~:mn En,p!Qyecs of 
\Vhistkbhw'~r Righl3 (Apr 20 l4J .............. ..... ,.,., ..... . .......................... ........ .. ...... ............... , ....... , ...... " ... 9 
52.209··9 Updat<~s ;)1' Publi;~!y A vaibble Informa~km Regarding Responsibility l\-'1atters (.lui 2.0 13) ..... .. 9 
51.232~29 Terms f()t' Financing <)1' Putchases(!f(\:;nmler,'ial H{~rns (Feb :W(!})" .... " ............................ 10 
52,252~2. C!:Ui:;es In(,(ll'~xll<lted hy Rd¢lenC(~ (Feb !99:>,) ......... ,." ................... , ..................................... . , l! 
52.252-4 A..!terati<ms in Contmct (Apt 198'i) .... ... ..................... , .. .. ......... .......... .. "'" ...... .............. , ....... ! 1 
52.252.-6 Authorized fkviations in Cbl!:;e .~ (Apr i%4L .............. ... ............. .... .... .. ....... .... .... ...... .... " .. I) 

List (lfAltadllnults .... .. ... ... .......... ... ......... ... .... ....... : ..... .............. .. ... .... ... ... ... ........ ..... ....... ..... , .... .. .. , .... . " .. ,;. , ...... I ) 
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" Section 2: • Commodity or Services Schedule 

DATA~'1)NR - ADVANCED ALERTING TOOL. {REF: Dataminr Quote (REV1) U;;!iBd 10 .JAN 2017, Amended S",rvicf:~ Uc;~nse 
Agre(!!Y!enl ISLA) dal(!d i 7 JAN ~?017, and n$t$rn~nr E-:nterprise Sh;:lf:ng .Addendum dated 2.'7 J,u,N 201/) 

SCHEDULE OF SUPPLIES/SERVICES 
CONnNUATlGN SHEET 

-------r-----------------------------.----.---------r------------r----~---------~------------~--------
UN!T I UNiT FRJCE {TEM NO. SUPPL lEf:,,'SERVtCES OUANTFY .NvlOUNT 

P,,'>.TAMINR - BASE YEAR FUNOtN( .. {AOV}\NCED '<\LERT~NG 
TOOL .. ENTERPRtSE UCENSE . LEVEL 'i .. UP TO ,,0(x)E,,~ 
UCENSESi 

Previous $1,499;375 on b4 
b6 

Ct,ange: $C>.OO b7C 
REfERENCE: 
'1) Daminr Quote Rev 1 (Dat$d iO JAN 2(17) 
2} D~tamh)( Service licen'S$ Agr$$n1ent (SLA) , FBI Rev (D~t$01 !' 
.JAN 20'17"} 
~~) Final OM ;'St Enteqxif..H Shmina Addend(,m m,lted 24 J,<\N 2bin .. ... . .. . ~ 

4) Exhibit A to Public Sector Clients (3:0 PMy Terms) 

Lilw Per!',x§ of Performance: 02!08..'20 17 ' '12/18120:,? 

I 

~ t"2naf: !~~y I F {JfJ: 

I DehvE':Y t4i :'f:<:w CPUNTERTERRORlSM DMSiON 

12r~~LcHllSTER LJfv1 I 
! CH:;:\/ERl Y. f ... 1D 2078 Hi001 

CUrfBnt: $i.49S.375.{}O 

-'-----·------------------------------------~B<~3""se~--ina:OPtlOfll> Tota!: Pmv;ou,,:;J>'.4j,;8,;)i::>\"\..> 
Chang~:: $G.no 

CWfent $1,4'::>9)75,00 

FUNDING DETAILS: 

2(,}17 . SEN1 .. 1300·· 1300 . ON· ... 25102-

PREVIOUS: S1,499.375.00 

CHANGE SO.OO 

b7E 

b4 
b7E 
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~---------------T.Y~·!·~:'lb.-------~~*-' ----------------------------~*~~------------------~ .~jause ! .,,-, 

-----.---~-----~----~--------------------------------------------,---

52232·2:) A,t ! 

Pn.lh :!:lilion 01 ASStflnment oj Cia ,rr,s (May 2G '14) 

prompt Payment Ut:, 2<JH} 

52232-39 

----------------.......... 1-------------........ --------------
~i2Z~2_40 

1-----.--------t------------------""""-".--------------.........j 
i---""--""-------+--------------------"-""-,,.------------------1 

~2.233·4 

S:.Jbcontrac.ts (Oct 2!}1Cj 

Clauses By Full Text 

The DqHrtment of Justice doe<; not permit the 113{~;)f Non· U.s . ('itiJeB'> in thcperfOl'nla.rH.X~ of' this (.m:tmcl or cornrnitnknt. t(}l" ;:lr:Y po­
sitim: that inyolws alTe:;s to Or development of~my DOJ rJ ' SYS[l"l1). By :,:igninglhe wnlrad or cQmn:i!!:r,cnt docU?1"lent, the iXHrtmctor 
ag;rccfo to lhi:~ rcstricrkm. Un those iJ,'>t<lnccs \vhere<}lh~r noo· ITrequirenl(·nt:; contained ;n the l~(lnttUCl (>r c(>n1n1jtmt~nt can be mel by 
ustng Non-U.S. dt1L~n~ ,lho$(~ reqllirem~nls slwH be de;!!'ly ,k"ctibed,1, 
(End ofChu'>e) 

!).IAE~:!!.~!l:?;-(12-02B _ Non~IJ .s. Cit;:zen~ Prohibit\:~d!i'Ofn Acc~~~~ to nOJ iniilnll;ltlOn T(:chn;)l{lgyi:;r;.v;.:·;..).;.:~..;::.~,~.' ~.;t.;.c.;.:n;.h:..' ___________ _ 

The DqxHtmcnt of Justice {DO]) ·w;] 1 !) 0 kngl~r perm i 1 {he l;~;t' (}\'Non·U, S ,. ;:il ~z;~n:;inlhe pedi)(rmmce (Ifill;,> Ci)!! tract or tom m li­
men: for ,my IX6ilion that invi>!v(;:-; ;Kc(,ss to @. devdnp'l1i~nt of My DOJ 1'1' ~y~tem, By '>igning the c<)tltnlct or comm!tment do{:u·· 
men!, th~~ ,x,mmctof agn'esto (his re-;;!rkdon with re"pei:t to ;d l new emphl)T(:" nWL:ed directly t() P(:r!~)!'tn dutk,> on the contl"uc( 
N(,,'-' j.S- CHi1.CI"· c:r'·!'en· lv ePTh~\.'ee" und"," ·!)i~c(mr"acT ()l" c<)mmii"nen> n~"vcfltlth'ue "e:'f\}~"l),'~l'c(, un~"";; ('th'->n,vl"e di"";'t" .. ~ h" tilt' 
I)~;;~; ;:;;l;~nt ;) l~ J ;;~ti ~~~: . N ;)-ne\~;, 'f~:f~!H ~:~~men!: ;;r ~;d(iil i~m(;l Nu;~ .. u. S.':: itil.~~fl~";;)a;· 'i)(; ~:Idd~~d' ;:0 "th:; ~:Ol:{i ra~~ '~~, i; !;;~.; i 'I!;(: (:x ~~~~:;~~a;:!~)(:): .. 
al (lfth~' DepHrtHlt'nt QfJu:;tk~~. LIn lho::;~ in$tance::;whcn~ other non-IT requir~men!s cl)ntmm~d in the cm\l:r,K! or ~~omm1In:eJlt can be 
met by tlsing: Non-!) S. citiZen'>, th;)~c feqlilrenknt~; '>h"ll be ~:k"rly de:)crih:d.), 
(End ofCia(; ~;\:') 
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DJAR .. PGD-05-08 Implementation ofHom~kmd Security PreSjdenlWI [Jln~i:t,ve \H~PDj l~~ - ?O,lCY fOl' <t Cmnnwn ldent,jl('iHWH 
Sta!N.kwd fbr federal Employees and Contl'(ll.:tnr 

NOTICE OF CONTRACTCH~. PERSONNEL SECURITY REQUmEMEN'fS 
Complhmce \-vith Homeland Security Pre$i(kntia! Din~ctive··!2. (HSPD-12i and Pedel';:ll 1I1f()n11<lt)~m Pnx:.e:;sing Sbndard Publi,:;~tkn 
201 (FIPS 20 i )' enfitkd "Pen~i)llll! I dentificll.tionVcri!kation (PIV) it)!' Fedeml Empi(!y(~e:; ;;l!ld C()ntfacrGr~;," Phasel. 

h order to lx~ c(Hnplhmt ,<"ith 1·ISPD-i 2iP1\' }, the fdlowing investig<ttiv{~ requinolrh~nis O);):;.t hemet j~H' e,lch ne'N long-term:? wn·· 
tractor (!mpbyee \-vhose background iflYe$tigahon (nI} pr(!ces~ lx~gin~ Nl or ;:d'terOctober 27,2005: 
a. C,mtl1Ktor Per:snnnel mllst pre,;enU\-vo j<mrts ofidentificat.ionin origin<il form prior io badg(: iSS!,;lnCe \..acc~pt<lbk document:. ;~f(' 
h:>teD in Form 1··9, 01vlB N(i . 1615-0047, " Em.pkymurt E.!igibiiity VedtkatiNl," and at kast (;!le d(}(:m;H~nt Hll.!S[ h~ <\ va!i;;{ SMc or 
Federal l?:ov~rn_melli-issued picture iO); 
b. C(mt!·;~;~t(>r !\~r><m!ld must aplx~ar~n person at ieast once bd'ore ~! DO; of!kbl \'.:'h;)1$ responslb1e fbr checking !hi~ iikntHlcation 
d{)CtHni;)nts . This identity proofing must be (.ompkkd ~(}mdinw during the deamnceproci;'$$ but ptior to b3.dg~issHance <u:d rnusi lx, 
documented b\'!b~ DOJ official; 
{:. C(}X!i:rad(H' F'ersonnd mlJ::;( underg(\ a Bl (:mnmen$urate wiih tk ,ksignated risk level as~;od<t,ed with 11K duties of ead'! position. 
Ch!tnn~d bdow are th;; mlnimllHl m reqlli1\~menb for (~ach ri~k level: 
-High Risk .. {'3ad:gwnnd kve~tip.l.ti()n (5 year scope) 
-\toderate Risk - Lim.ited Ba~~kgr(lund hw(~~ii.g;}iion (LHl) Or fvlinimllHl Backgmund lnve:=;tigation (MHl) 
'L{,\v Risk ,. N'ltioBd .. \gency Check wit.h Inquirlcs(N.ACI I inve~lig;~tion 
d. Th{~ pl"<:~-app,)!ntnlent HI \vHiwr rNp.!irenH~llb for HH p()~ i.tiN) ~;~nsitivity kvd~, a:'~o a: 
l}Favorabie f{!view (~fl.he security questionnaire !brm; 
2) Favorabk fil1gerprint re::mih; 
3) Fav()rabie ('redH rep<H·C. ifl"eqllired;3· 
4) \V,liv"t" l'eque~! memorandum, including b(jlh th(! Office of Personnel 
\1anr;gemenr schedule (bte and posit!i)!: ,:,{insitivity!risk kvel; and 5} F'ivora.bk review of ,he National Ag~~[li_~Y Ch(~ck \NAC)4 fmrtkH) 
<;If the~mplkabk HI that is de:tem)ined h' tx~silkm ~>~n:;itiv )tyirisk !eveL 
A badg~ rna} be issued Il)Ho\"'ing ;l:ppro~,:al of ih~ ~\bove wa;~'er requiternents. 
1f t!'" N ~{' i" Tjfl! !"'-'(""iv(,(l ,':'i!";n flY;:' d"v<,.:)F (,P~f "' sche.duHn,y d-:lie the fq,i"e ca'ltx' i;;slled b'~<;N1 on II fa'-'orab1e l',"vlew ofthe 8e·· 
C;.l!"i'l;· 'Qn(~~ti':)'nl:(ai~ ~~nd'tll\:) i':~~iel:ai B:';~;t;~lr"'ln~(,~iig;lii(~:( Cr~~}i;l~l'Hj~t;:~;")~C:!wck ;;i:e,: 'nnge;'p~int che,} ~(,w!t~). ~ 
e. Badge re--v;;tiidatkBl win OC(:Ui' GIlC\:) th~ inv~srig;adonis completed ~\nd n~vorably adjudicmd lnh~ HI t(,:3ulh ~,;o5u:;tify , lx!dges is·· 
~tied under the:,'-" pr(\Cdur(~s will be :;n~p(~oded (!,. revoked. 

2. Short·1~rm Contmc(N Perwnnd: 
It lS the p()llcyofth(~ IX)) lb;l! sh;)rHermcm~tractms hi:1V1ng aCi;(~~~ to DOJ bfonnatkm sy~t~m~ and/(}x DO'! facHities or space {l)f six 
!i10nih:;or fcw~r are ~.,ubject to the identity pro;) fi llg reqtlifem,mt:, listed in itenu fa. and lb. above. The pre<;pp(,intrH(~nt waj\i(,r re­
quir~ments for :;hort-tenn eonindnrs are: 
a.Favorabk review of the security questii)lmail{~ tixrn , 
b,FaV(~rabk finger,::'rint r{;~llh$; 
., FT,,(\'""hl ·~ ne-:::!'t """),11"1" ifretltlir"d'~ 'mJ \. .... '. .... (, - ~~, '.' "- ~ . • "': ... -.. ~ : ' T' '-" .~ ... , ~ 

d.\Vaiver requ<~st rnemQrandurtl indk;;;ting bnth j"h~ position. ;,efl$i tivilyirisk kwl and theduratim) ni'the appobtment. The commen­
surate HI does IKH need [0 h,~ initiated, 
/\ badge may be issued foHowing appnwu! (!f the nbovc waiver requirement> ~\1ld th{~ badg(, \-vi!! expire $ix months thml the date (If is~ 
$\JmKe.This pl\X"e~?~; (an only lx~ n~ed i)fK(':!;)r;l short-term wntnKtm' in :l iwelV(' month period. This V" ill el,sl.H,(Hhilt any con~etUiV{~ 
.~hi}fHenn ;::.ppoinHnents ar~ ~ul~)ect to the fuH PFV·· !i.kntity jxoi)fing proces$. 
Fo1' example, if a CQntractor ('Ilwloyee r~q!llr~s dai1y ac<::.tssl;x a thre~c (!r f(wr-week jXlriod, this C.(jntriKll)f would {X~ de;::n;-d according 
10 the ab;w¢ slwrHem) requiremt.:'nts. Hl)W{~V~L if <> s{~c!)nd request is submitted f~)rthe· samt: (:ontradeS!" empklyei-" with \n <1 twdV{~· 
month period for the purpo:;t~ of (~:xtend!Bg the ioitiuJcontt<l.ct or h)r empi<Jym(!Bt WIder a totally diHerent {:m:tmn i<,r anNherthre'-" or 
f<:mJ",wek p'-"rk.1, thi$conl1'ad~,r would Il(!W be ('onskkred "lnng"term" ,lnd rnust be ckar~d ;lC,~(!l"dtot~ to the long-term rqulrement:" 
as stated in thi~> interlnl polk)'. 

An except!;)!) \n i:he a)xwe-mentkHlcd ~h(irHerm requirem~nt~ vvould hi;) inre(m~tt~nt wnt.rai.:l:(n':;, 
il. For PUfP(»{~~ of .:his policy, "jnierrnHt~ni." 1:, deHncd as tlw:,e c~,ntnKtor empiQy{~e:> m~ding ;;tCC('S~ to DO'! inExmation s)'stem':; and/ 
:x DO.! !'acHitks or space for a m,lxinnm: Qf Q!W sky pen:v(~ek, fq~m'dk$$ of the dumtkm ~)tthe required iniwnitknl ~iC~'.(o:;,s. For i~X' 
iurmk lhe w;l:~cr deliverv c.(,nt:·actor that ddiver$ water one time bl<:.h w{~ek and is worjdtl~~ on a One-V(~ar (:onir<1et. 
h ('O~l'q('!~)~" ~"n':lf"ill" "In·epl·ti·'l{'n· 'l.<Tt';;;; <;l'<)ldd "!i)Hmv tlk DCI'v~rr(1)en··s ",,"'f'rt ~,p,:"v t:'lw,,,» ~"!",;."" ,.,, 11", i\""lIS' 1, ')i'l i4 ·l"' • . ' . ~' .. • : .. h"· . .• , - ..... "1 ....... . . .. ~ \,. .. .. .... .... ". ' . ' . . .... , . '. . '. ". (" ." ", .. , '-' ... 'oi;,.; , •• . , ~. " ~:'-" .• : • ~ .'-"" ........ .• '-" "' ....... !"' ..... • . ~ . '-" , . . ~.~~ -.; .. ~ ': ........ ...... : '\~. "\ 

h.n!.mry 29, lO{) 1 ,Department Security OHker policy men"l(~nmdalhat G(;)11.'{,ysthc r~qniren:ents for contra-dew t!i:.i lity escorted HC-

Co Due t;) extenoating circums'l;mC{,$, if il. (:omJ)(m{~nt r~(llk:;1s irne"C;)rt(:d. iKcess or DO'! IT :;~ ste1l1 Hc<::.e~.~; ti)l' ~:n lnkmliH~nt c~mtl'xt­
or, the i;gH,e pre-emploYlne)1t h:ckgr;)lmd. lnve:.,tlgatiotl ,valver r~qutrements thati:1pply to "5!l(\rH{~rnl Ci)ntniClors ale t"~oq(ii:fed. 
d IT ~m inkrmiltent C()l:tr;lCl{H' )$ ilPPf<\vd for Ull{:sC(H"te(i ;;\CC(~~S, til(: c{)ntn~d;)r will (fnly b(l issued it daily badg\:). The daily b~\dg'-" will 
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_' . . ¥((L$ 
he lssutd apml (~ntrmK(~ into a 00.1 Jadity (w space ilndmust be returned upon exiting the't~m'~ hldhty or l>pm:e 
e. 11' an InkrmltterltCi:mtmcl\,r is approved f()r une:,('.ortd wxess, the appnwal \NiH noi: exceed one y(~ar. !fthe ink'rtnlttent contractor 
nX!,lirc" t!M~~,'xsrlediKc.ess IWyOl1d ont~ y(~ar, tho ('(lntrador wH! ne(:d l;) be re,approved ea;.~h ye;lJ. 
4. Ail . fn~Hvidtq(tnw"ferring f\'mn an(~ther department or ag(~tKy ~ha!l !1(11 b<: r~·a(Hudicated pnwiJd theindivldu<;! h'l~ aC;Jrrent 
(within the hl.~lfive years), favorably a<tjw.ik;;!kd HI n,N!i ing HSJ>D-Il and DOh HI requir(:mel\ts, 
5.Th DOJ's('urrent esn>rted contractor p(~!icy remaimi unchang{~J by this acquhili,)t) tH)t)ce. 

NOTES: 
I. FH)$ 2m i.s a va i k, ble at: W\VW ,csrc Jli:>t.goy:pub! k'atio!i$! np~;'fipt;2{) 1 iFTPS<W! -22505, pdL 
2, Under HSPD-12, tong··tenTl contractor" ~I ('(: contraclo~ having a\:(.e:.;!; to DOJ lnfnrmllliG115yslems ,melior DO] bci!ities m ~piKC f;)f 
3!x month:; or kmg(:f The P1V"1 idenUy proofing pnx~~~s",includ.ing initiat~(fn and ilc\judic<!tjzm d lhe l{:quir<ld tnckground iWi(':>tiga­
li<m, b required 1'01' an neW long"t<~nn contraelM:> r<~gardk"" ()fwheth('r it ls ~he <:tnrent pradice to l:>$ue a badge, Tlw t;econd pha.s(: of 
!-IS-PI),·! 2i,rq)knkntatiN~ (PlY-IT) fl:qtlires b'ldg~ it;:,l.iance will! affrckd long,term. <:ontfanN~. 
:3. for c.{)ntra\:·tof$in position sensitivity/risk kvdsabove !eve·) I < a favorable ;:evit~W Of;l cnxlit check is reqt:ired as pm·t of t.k pN~ 
,tppninlH,ent waivm' :p<Kkilge. 
4, lr:order tc~a.,..oki a ddayin thehiting pn:>ce.s:;. , corr:ponenh 5houJd request an A.dv;1!K;~ Ni\.C RepN't when ;n1tHHing inv;~stig"Ji()n" 
to OPN! . Fn 01·'\·1 'sIMlnldiont:, Ii) obtain an Adv,~fil;e NAC Rep!)!'t, a Code" }" must be placed HI block "n ;, oCtile" /\g'~nLy h,e 
Only " ~ection oftheinvestigdive J';xm. Titb !"(~fX)rt i~ ~iV~li tahle fi:w al! C<I!:ie tyPt~:';. 
5. For (ontl'a(tQf"$ in po:;.ition st~nsitivit) .. idsk level:> Hhove level i,;:1 f~}vma.bk r<~view of a credit cheCK h reDuif(~d a" D,wt of the pre-
<!PWfil-lim<:mt v,;'aiver package, _ . • , . 
(End ofCabel 

DJAR-PGD .. (l7··12 \::hintainin,~~,~:~~?~!:~ctor Pert(ulnunce Uuring a Pmldll:m,~~~~r Other Emergency 

Continuing Contract Ped<)!"manceDuring a Pandemk lrrflucnz);1 Qr otha NMii)Hill Enl~rgency 

During a Pandemic ~}r l)ther (:merg(:n<:y we linder~tand that our c(}n!r~ctor ',-Q)rkh)rce will exp(~rience the ~ame high level:> ()f ilb:>{~ntt;;~·· 

bm a~? {ml" i{~(kral etnployccs., A hhI.Hlgh ttm Excusubk Dday~ and Tennimuiol": lix Dd'auit d,Hl~(~" used in govermn{~nt cOnln,ct~; li"j 
epidemk3 and ql!aranline l'estri;;tiwlS am<mg t1k reasons .to excus\~ d('laY$ in ~xm!ract perhwnnn<:.e, w{~ t'xlx~.:l: our (ontracwrsW Blake 
a reasonill)k eflon t{> ke~p perfbm,ance ilt an a<:cept~lbk kv~l during emergency p{~riods . 

The OtTke ofPersonnd j\.·hHl'!g(~m~ni (OPM) has provid~~d gUldnnce iG ihkra! manager:'; and en,pky(~e" on the kind:, of 'Krio~·l:; to be 
kk(;l) l(! eml.H'(~ the continuitv of operations d,lrin}~ emer~(encv p'~riods, This ::t.uidm~ce !:>ahG appHcabk to (jur iX!l)tn:.ct workfon.:.e, 
(. 'i)ntr" "t(W" ar{' ··~x"'''ct'>·d K' ~!'rv;'~ !{',l"nw!hie ~o")(Jl,~je8 ip ~·i:K;·{S)r cfl'drtl"p~' ~~"(lrk "erforPH l1Ce 1"'r:1cnt:H'v ll'o"'-(: ':>e1'I,(wp'if'" 'rd~~IO" .. . . \ .\"'- ... -..... _ '''-" ". t··"' - .......... . . .. -,- _ ~ . . . , .. - "'.- .l::' .J\. - -" • t ·· .... ·· ~ - , ..... - A' .\~:> "~-~) ' . ... ~ , ~,,\.~.- -__ ... . ..... ' .' -. .-. : ,," ...... --.~ • • . , . ,. - , .. , 

critical ~en"1c;,:s, durir,g a pandemk in!1uenza or othcl (emergency :>inmtkn. 

The t:nx~s of <lctiGns a federd contrHctor ~h(!llid ,\:<t~Gnahly take to help en:;l.lr~; p\~d()tm;mce are : 
Encourage empbye{~s to getinocuiation"Gr fdlow' other preY~nllvt. m(~,bur(~i, ,lS advi:,d by the public health SCI\:' ice. 
COn!raCl;)t~ sh<mld crof,i;-train worker~ <1$ backup :!';)!" all j.1nsiti;)!13 per!{wming ;:ritk,:l ~;erViC(~i;. This b p<mjclliarly import~lnt ti)1"WN'k 
:>uch as guard :.,ervkb '",here tde\NQJX is not an option. 
• lrnp)enwnt tdew;)!'k to the gre'l.ll~st extent pn::.:;ibk in the "vorkgtoup 50 ~'Y!:ittms awin place l;) "upport :>lH:<:e::d'u! l'ell'.(He work in ,~n 
ernerget~cy. 

• Communka:(; \~xpectations to ail empk,ye~:> f{~gardingtfl(: ir roks a.lld responsibilitk~s in r<::latiGil to r('mote work in the {~V(:nt i)f ,I 
p;3nd(~tn ic health crisis or ()tht~r ~~:nerg(~nc}". 
Establish <:omm~mication proce:.,se:,; to not,!): tmp!oyc{~S (ffadkltlOl1 d'this pLm, 
)I Integrate -paadetn-i(.-hc,a;th t~rjsis -rt.~spon~e expe(;lation5. into te.tt'\.~~ork agree:n~~nt~_ . 

With the empky~~e, aS$~~% requir(~!nents for wixking at home (s\jpp! ic ~ and equipment n('nkJ for an {~:>:tend(:d tdewNk perlod). Se .. 
Cllrity conH~r%shouk' be cotl:>idered in nmking {~q(!ipm(:nt choices: agenc1es <>r contr<lcliXS mHyw1:>h to avoid use Qf empby(:(~~:! pei'v 
sonal computers and pmvid~ them with pei; i)r hptnp:., 1b appropr~ak' 

• Detennin;,: fww all ,~mpbyee:,who may tdev'/ork \yi!! c;)!)1!n!micate with. {me another and \vitll management to accomplish W(H"k. 
Prac-t:ici.:' te~e\v~)rk regnlar1y: 10 en:;hf(~ e-rfe(:tjv(::n~~~, 
+ l\Jak(~ il dear that in elnergency s\tuHti:)!ls,;~rnployees BHst p<:rti)ffi, aH dlJt1e:; ass!g!l(~d by management, ~ven if they an~ out.side llSU'" 
ai or cu~t()n:ary· duti¢~. 
~ ldentifY ho\v t.!tneHi1d Httendan(:e \,:i;J. ;x~ rnj:'t!n.tain.::::ci. 
It i,; th{, ;xmtractor'" responsibility to advi:;e the g(!V~~nlnK!lt c(B1!raCling c,flker ifthey anticipate j'H)! being a.hk to perihnn and to "york 
with th': Department to fnl gap" as n~x{~s:;.afy.Thi~, means dim<:.! (0l11muni<"atiOl! w\th t.he C;)lmactlng ol1ker (ll in hlsi!i{'r "b~nKe, a;~, 
(."i)('r !\,,·!,(:,,;;ih1e !'e~.·. ()J' in :l~e "()f:!rv'li. "<' 'l'r:~'" V;" :(,tt'I)h'n~ or ;''''''1''· 11'''>5~'~ <'''~ ' ll'·k·I)"" .. \,,;f<·,;!V' ttl.'.' ''f<'l>'··''''t(·. )'.·''. "")·l't" .. ,.:,.,,, .",. -,~ _.' .• -''''' .• ) - , . , '. ,. _ \.;. . • . (. .... . . !.~ ,~ • ' '\, . - _ ' _"'\. • " ' ·r \ J.'. - . . . .... () .,(,.. _ _ , ....... , . ( ... ~(,.,;. ;;>", "'. ,.' 0( . ~,,~;:::::. ~ ~ l -.... '1(0· .'~ '1, . ,( ..... } •.• -~ _ •• (. ) ).~ (.}S,;: ... {~. 

The incumbem <:.onlra(:t<:~ris t"(~!:it)(msihk f(n' a~:;istin;r t.he l:kom'lment in estimating theaclverse il1lPiKb ofnonMr!\:Hlln\llCe ;md t.o 
,>,'ork dil'2(:nth .. '·vith the Denart;~"('nt \(' <:"'":''k''' a "I;:'1"'S': !":,, '·'wir!\·:,:nirl" 'hi" '·,Y~i'i "!lh" ':Jf" iy",wM'I" " 'F ' . -' .... _ - .... , ... t·- _, .... " .' , ... < ..... ' .~. _ .. i.U~·e.'! ,/!-~ • •• "~ ' ~ -........ - _\ -•. . \ '/ ,) .• ~~ .... ).: . .). ..... ,! . -.. ;. 

{-r~nJ of ( : h:"tUSt~ ) 
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a. ~'~'''3t~~B15 , :Se,{~H:d:ty 

I:M:;· ~Zri?M-P.OM2g94!OOO2 

"~ 

ThewwKln· be performed tHldet til is (,on frad r<::qu ii e$ i he ha.n dling of data tll a l originated with i n the [}{:p.3Jt!lWni, datn. that the con­
tntctOI'll(,Hlage:> or a.cq~:it(::s for ttl(: Department, mId/n!" data that i~ ac.quired in ordtrto perfi.>rm the contrad ~md concern::; Dt'patiment 
prOW'a,ns (if personneL 

Fm ;;til system~ handling ~uch data, lhe contnlCtor shall (:Wnply wirh ;,ll seei)rity requi rements app!i<·.able tn Dqx}nrm::nti)fJu~tke sys­
tenls,tBchlding bw not !lJnikd W ;l.il EX(" ~ttiiv<:< Branch ~;ysteri) ~e;::.ur!ty requjr{~ments (e.g., n::quirem(:tltt, imposizd by OMB <md NlST\ 
DO.! rr S(:C:lrity Standan:b, ~U)d D()3 Order 2640.2E. Tht' .xHrtnrctiH:sh;,il pwvide DO.! .access to andintj:mnarion regarding th(~ con­
tradof:, sy:,tem::; when req(l(:.~<!d by I:h~ IkpartlH~m in conn::;c.tionwith its effbrt:; to enS-He q}J!rplbncc \vith all 3tich :,IXllfity requ;f~> 
!Hems, and ~hdl otlwtwi~;e cooperat::; with the Depar!Tnent in :';lK'h diz;ns. DOJ ill.:cesS ::;hal! indlKk independent varida~i(m ksting Dr 
cGntmh;, system penetmtion te!;t~ng by DO'!, FlS;vVs d,lj;:t revi{:ws, and ,~C(X'SS by the DO'! Offk~' l)f thf!ll~!)(:ct(!r Ge!leraJ I(}f it~ rc· 
vie',vs, 
Tk :IS( ;)f c{>ntractor-()wl1ed laptops or other media swtage devices to pWCC55 'x store data covel't~i by this d'HlS{~ b pWhibh:d until 
tn\;' cnntracwr i)rv~'ide:; a k'!l:er to the l.:{lnin.chng Mfk.er (CO) certifYing the folkwing nx!uircmenK 

;. Laptops n)llst~~mp}oyt'l;~r:vption u:';ing 'IN.!::>T Fderallnhwl11ation Pmce$sing Smndard (FIPS) 140-2 approved pwdlKt; 
2. Th(: c{)ntraq;)!, must devekwand implement a pr(!ce:;;$ W ensure thi!i:';(Ocurlty and other appli<:<t!iom :wflwan:~ ~s kept tlp-tc!-date~ 
}. \4ohije computin!! <.:!eV lctS wi!! uti!ll:(: 'Hlti"vif(jl ~:i)j't\Vare Md a hmt-based i'1lY'NaH mechardsm: 
4. 'fhe wntnlct;:.lr sh7;n log an c(!lnputer-readahk di.li;:textraC!s from databHses hdding sensitive inf(m11ation and v(:r1f} e,~dl extract in­
dnding $en~ilive d,,~t<1 h<>s be{~n en,5edwithin 90 (bys or i;s use is stm required, /\11 DO.! infonnMkm ie: s(:miiive intimmnion unk:;:; 
designated a$ rHln,,,,{~n.,,,iiiv(~ by ihe Department; 
5. Coniracto:r·;>wned remoyahle meJm, such as rernovabielmrd drive~, th~h dfives, CDs, and floppy di5k~;, containing DQ] data., shall 
not be renwved frOli!DOJtlKiIities unk% cncrypted using a NlST FlIPS 14(} .. } appfGwd product; 
6. \Vh~)'t nn ](!nget needed, air removabk mdb and lapwp hard drives ~.haH he processed (<;,mi ti;:~d, deg;wssed, or destroyed) in ac­
coniano.;: \-vith S(~wri{y requ~rementi<'lpphcabk to DOJ~ 
7. C(m!nktltH?: finns shaH keep ,m accurate inven!<lrv ofdevices\N:d on DOJ CGl1!:raus: 
8. Knk,'> (ln~i)Hvior must be signd by u:;~r5Thes; rules ~haU address at a miniHlum: au;h;)dz~d and official USt; prl)ldJ~tion apin~t 
Hni.mthori:wd u~{;r:s : and protect ion of ~;em; i t i ve data and !X~r:wnaHy kkntifil).bk infc">rtnat·ion: 
9, All DOJ data wiU he rermrvd hom cQntmctm"ownedhlpiops upon krtn ination o!\:()nitad{~r work. 'This renwval tlHlStlK iKCm1)­

ptished in <Hxord<mce with DO.! rr Security Standard r{~qliiremenh. C(:rtificaticm of data removal wWlx: !x~tf(!nned hy the contra<:.tor's 
pnj<:cl rnanager ilnd a lelter confirming cert~fi<:"ti;)!l will be ddivizred to {he CO "vllhin i 5 d;\.v,> of termination of conttal::lor \yoxk: 

By aCc('ptan;::e ol~ or perlz1rtmmce on, this Context. the contractor agrees that with n~:,;p<::d iQ the data identlfk.,d in paragraph (1, in the 
event ,)f any aetual or S,t:-;ptcted breHch of such data (i .e., !os~ of controL cornpromi:';e, lli1authmized disc1o$~m\ acc{:s:'; f(}t an UniHi­
l;1()rized pu:rpOS(~ , (B' other l.Hl::iut!wr iz(."d access, 'shether ph y~ i ca I {lr ekctronic), theconb'ac t (If ~YH ! i m m~d i;;li ely (and in no event kller 
thm wHhin N1e hm.!!' of discov('n') repmt jh~ l}((:(lch to the DOJ CO and the \XHHriictj)'H! oftker'stec!1nk;:tlrepresentativt (COTR). 
lUhe i.%m hreach QCC,u·s {!ut$.ide"()fregllhlr b~!;~iness hours anti/or ndtiwr (h\~ CO nor gle COIR can be re<;ched, t)w c<mtractN shd) 
call th{; DOJ Computer Emergency RedinessTeam (DOJCEHT) <It 1-866-1)S4-CERf (!-86<5"874,237$) within one hNlfQf dis;~(;vtry 
oftlw hreach . The conlr,tCWr :;ldl >3.1:;0 notifY th~ CO at; 3(H)fl H~. po:;;sibk during l'cgular businesshoul's. 

c. Per~onaHy IdenWiabk In form at i(m Notifkattnn Requirement 

The wntractor fUfthercertitl{~s tb.t It h;lS a :s(~curily p{>licy in pklCe that conlains Pwc{~dtm~5 to promptly nNify any ltl<iivldl.ml wh()~(~ 
per:;{lnaHy iii(:ntifiahk informat~on (as defined byOllAB).was, or is n:~as(!m(b!y bdie'<'ed to have been, hreadle<!, Any Mtifkation ~h"H 
be coordinated wlth (he Dt~pa:rtmen:,and shill l riot proceed until the Depar!:flltnt has made a dder:mhation thnt notil1cation would not 
i:mp(:de <! law enf~lr\;e;n~nt lnvestightion or jeopardize national :.;ewrity. Themet.h;)d and content of any notifl(:(ltim: by th~ contm.ct(!r 
shaH ~ c(x)rdi!1utd \vlth, and lx~ :mb:.lt~ct to ihe i!ppmval (If. the: Department-The contractor <j:>~!.tlnes full respmt')ihility f()f taking cor­
n~d:iv~: ;~(:t~O)~t consistent with thc Department's nata Breach Notifkat~Qn Pr(!CdWY5, \vhkh m"y include oflhdng credit l'mm itoring 
when appn>priate. 

d. bss .. thr~>q~h of Se{:lrrity' R(:qliiJ<:~meni~ t;) 511bcontradort; 
The requirementt; :->et thrth in Paragraphs a through c above, apply to al! sUlX:onti~;tctors \yho .r~rtortn work in connection w1th {:his Cl)!l .. 

tn;;:t. For ea(.il suh>o(miractm" the cNltfactof mu.st certifY that it has required the slibcontnwtor to m:lh(:r{~ t<l an ;;llch reqtli:(em,~nts.Any 
brc<\ch b)' il subvmtractol' of,lny of ttl{' prov~siom; Sd forth in this chu~cwi11 b~ attrihntedtQ the coniT,Kt<)L 

For c(~ntniCh wkre the Dep~u't.,nent()bhlin:., PH ti'oma contraC!m (wch a:, <H1 inhJrmati(;n re:;dkr or data bmker'i h\lt ihe {:())'ti):ador 
dc-e:; not har:dk the data (ie.%:rib(;.\i in Senior1A ofthii-< g;uid.imq~ d;)cnmen~ " ihe fdlo·wing clau;,e must he u$ed: . 
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DJf-1,I@~OO-P..QOO:Z894fOO02 -tind,;:,r thi~{;(m!:ra{;t, the Departmel~t (;btain~ pe!':=;ona!!y )(kntitjab!e ill!l:mnmion alxmt individuals fiwn the contractor. Th~ contnlCl{:r 
hereby certNk~ lhiit it hH:; a :;eUlrlty pn!icy in piaC(' which contains procedur;;:,~ I,) promptly notifY <my ind1viduaI \yho:;e pe!SGil~!Hy 
i:kntit}ilbk bl~)rmaiion (a~ defined by OivlH) was, oris reasonably believed to have lx~en, lO$i 9,· acqHinxl by an ;wil.uthorized person 
whHe the datl1l$ nnderthe COJltrol of the emILTactoL In any case in \:vhkh the d;:tt;). that wa:'> bs!or impmper!}' <ltquired ri.lfkcls Or ~:(ln· 
s!sti-oj'data that originated ).\'lth !h~ l:kpartment or rdkcis sen~lt!ve hm·' eni'-.wcenwnt or nmional senn+ty inh:~resi iil i.h~ d,lta, the con­
tr.l(i<H' shan notif~: the Departll1ent contnu:ting: offker ~;ot!mt tiw Depar/:::!l<:nt m;:ty dderminewhdnet ]wtiikatiotl w(luklimped~ a Jaw 
enhm::emem invesligatk'H or jeopardize national seC\nity. In such cm;e~, \:h,;:, contmcior shall not l1(l\il\· "(lK individua.h until it recei,'e~ 
further in~!wctim: from the fkpartment 
(End ;)f Clmlse) 

DJAR·PGD·(:g·05 C\)nt~~:!;~~~ Certifkation ofCompliarHx~ \<iith h,dvaJ Tax R~3.tJ __ il_'e_n_l_'~_n_ts_: _____________ . 

Contrac·Wr C~~rt;!~cd(ln of Compliance with Federal Tn>; R(~quirement:; 

By :whmitting a r('~;p(;n&(! to H solicitation or 'KCl;;.~pting <t <:ormaclawnrd, the contractor certifies that, to the be-;,l of it!; knowledge and 
bdie( -the con!mct;)r h~:s flkd aU Federal 1m; :-durn" r(:quifeddutlng the thn:e y\:'~ar~ prN:eding the certifkation, has not been eon,·ickd 
of a criminal ofknk under tll(: Internal R(~VU1U~ Code of ! 986, and has not, m»f(~ than (jOdays priono t(~rti!kati;)n , b(:en notified Gf 

,my unp;;tid Fedei'al tax a%essment f6r which th~~ Habi!hy n;nmin,;; ;It:~;l.tisned, unkss them;~;e%melj.ti~; the slIbject ,)1' an im,tdlmcl); 
af';r(~ementor dkr in compromise that has bee:;) "ppwved by the internal ge~·{·nue Sen·ice and is ili)! in def;lult, or the a:;:;~ssnknt b 
the ~u~j~ct of a lwnfrivolou:i admini:;tmtive or judiei,l! pr(;G{~eding. 
{End of C1m}$(:) 

52.203· l7 O>otractor EmE~~yee WhistkbJ()"~.'er Rights <;nd Requfr:!!lel~t To Ini'(mn Employc(:s (If \\~~istlebl(iwer Rights (i\pr 2014 .i_. 

tal ·This c<;:,ntl'<Kt and employee> workng on tlli:, contract will b;~~otti(·ct to the whlstkblower right> <!nd fdndles in the pilot pmgram 
on ContraclOr employee \vhistkblower pT<:!tectiotls (;~;iab! ished ;Oii ·4! U 's,C. 47 I"2 by $(,(:l'·ion 828 of the Natkmd Dd'dl~(~ Aut!)(;;,1/;,\­
lion Act fbr Fi~cal Year 20 U (Pub. t , ;12-239i and FAR 3HOg. 

(b) TheContract(\r shdl inGmn its employee~; b writing, in the pre<kmin,mt language of the wOl'kf(m:~.> ;)j' ;:;nploye~ whistkb!ow(~r 
rights and pmte<:!iOll,; under 4 ]U.S.C 47l2, a" d~Si:riht;d i:lseciiol:: 3.908 oft!l{~ Fedc;ra! Acqui:;;itio)) Reguk tii)f; . 

(c) The Conmictm: shan in~eri thi~ suhstance ofthi~ tla',.be, indDdi.ng thb paragrapb (c), j£1 dl sl.~bcnntmct~ over the simp!lfl~~d ~:cqBi~;i· 
tkm th:-(:i;hoht 

52.209-9 Upd<!t(:~ of P!lbliclY~,~:;·ililabk InJimnaticm Regardill~l~,esponsihilitytl.-·btttr~ \.hl2~_I_:},;,.i _________ _ 

(a) The Contractor shill l opdate ihein brm ;1tioll in the {·:Nkn! lAo W ;H'(ke Perfimn anee and tnt egrity hl fixm ~tti011 S ys t{'fn (FA P! 1S) on a 
sem i-anmm! bask thf;)ughout the lH\;.~ of the contract, by P<btlllg the r(~qulred in fonnat i;)!) In the System for A \v"rd \ ·hn>,:.gemem data· 
hase "l~;l http.:-:.- ./··\;:~·F~·;.'. d£:qufs /!iqn. go~/. 

(b) i\~ rquit~d by seclion 30) 0 of lh~ Sllpplenwntal Appropnatiom; A.(:t, )O! {} (Pub, L It) -2) 2), dl inf()nn,~tiGn pp:.,ted in FAPHS on 
or alkr Apnl 1),20 I L (~x(ept past perhwmanee reVle\'iS, ~\.'m be pl~bhly available, F/\ P!1S~·om~i~t~, (,f{\",,) :.:egmenb: -

{iii The Contractor, when viewing. data on itself: and 

(2) The pt;biidY··(iv<!llahk segment. to which ail data in th(~ non'oPublic ~egment (>fFAPllS is ;l.utormttkaHy transferred i:1!~er :l. w::t1l:ing 
period. of 1-·4 .c&~~ndiH· days~ ext:.ept for .. 

(Ul}lnfixrr;;ltkm that is \.vitbdra\.vn during the 14-cakndur-day waiting pedod hy th;~ Gmiernment official who posted it In <tcc(lnhnc~, 
with paragraph (t)U) o(!his ChHlS(~. 
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,,,,' . .. "' .. " , .... , .'. ' . . '., .. ,' .. ' . .. '!~~*¥,",.. . ... ,." ,., \:::f ,.,. ' .. ' 
'~ I} l: tlw " .. ~>f,H<#.l~H <lssdt~, If: Wlltmg w;tlun .' calendur ddY:', to tne lJov~mrn(~ot !)i'!lclal wn;) 'X)3tfd. the mJorm.atl,)tL that :;ome (',I' the 
inform<>ti,)!) posteSto the mm-pu111it': segment of FAPllS 1$ (:ovt~red by ildiscjo~Utf exemption 'under the Fr~edom (}f lnf<u-:nati;)!) Ac\, 
the Govemmentofikia.l who r)(!skd the inf(mnati,)!l mo"t \-,·ithin 7 C>'l.knd.ar dav~ remove the pwting fmtn FAPHS::lnd ri~,,(~lw the i~~ 
s~leina\.~Mdan(:e 'with agency Freed;)ln ,)flnt;xwatiol1 procedures, prior w r~i'{)$ting thl;) t'(~ka:~~hk:-inf(}fmati(}n. The C';)nlr<!ctor m~b, 
elk 5},2!)9-9andfequc$t removal within 7 calendar (bys Oflh(~ pO"'ling l{~ FAPllS. 

i2} The Conl:mci(!r \-yitl a]~o have an oPl}mtunitv to post <:mnm(:nI3 rewmHn;~. infontlCltion tha( has be~n ,xlskd b,,' th(: Govcmmfilt. 
Th{~ CGl)1menh will t:K' rdatned as !ong;;ts the a~~(!ci~\ted information is rdi.ti;;,xl, L~~., for a t(!lal p~d{)d ,)!' {) yeim~~ Contractor com-
ments wJI renmin a. p;;ut of the (~(\)rd tmks$ the Contractor reviiies then:. . 

(3) A~ required by $~~ctiNl 301 () (If Pub, L, 111 <212, all lnform.<rti(H1 posted in F.:\PUSon or afkr April 15,101 !, except pil~t !x~tf(lrm­
ance revle\-yS, \siillx~ publicly available. 

{d} Public requ(:~t~ for "yskm infhrmation posted prior to April ! 5, 20 L I, win be handled undel' Freedo:n Qf In±i>rmation Act pr(Hxd" 
ure5, including, vvhere i~pp!'(}priate, procdures promulgated ul1derE.O, L26(}O. 

(~1) (~:onftl.'tc{Ot entil!;,:~rnf:nl f(;f"jnf:~n'::"?i;8' .P'::~.VH;eN{~ .. ·. 'I'be' (~otl{ta(: t(~r rnay :reqHes.t~ and the· (lnverTunznt ~f)aH pay'~a: ('.()"ntn.irt finiinch:g 
payment ,~s 5pecilkd d:>~\vhere in this contract wh~n: the payment reque:.;kd IS property du:~ in accorJaiHx~ wb this (:o:ntrac\:.; the ::-;up­
plie:> ddiv,;:,rabk N ::-;ervi!x~s du(: nnd.~r the contract will be delivered or performed in a<:cordan;;e with the (;ontrad; and there ha~ tKen 
tlQ impairmem or dirn!'l(ltim1 of the Government's :;enrl'ity under this contntct. 

(bJ 5IJ-ecia./ lerfti,&' ri}f5ar~-ii.~~{g- t:-":.t}n.j;·uuio!1./i:"!r {.:au~·e ;_ If this _cnntract is tcnnhluted for cat~s(\ the (~nt1tnu:':t(jr sha.IL {)t-: denland, .r(:.r~ly to 
tlw G(}vernmeni the amount ohmiiquidated c(mll',>Ctfimmcing p'tym(~:rb. The (bvemment :;lw!l be !bble for no payment ~xcepl "" 
pmvided by the Terrnina!lolJ ii>r CaU$C paragwph ofttw cial!<;e at 52.112-4, Cootr::!ctTerms and Conditkms Cornl1l(;!'cial hem:.;. 

{i:} Secii!'i~r{}1' G(i>,en}!neiit/;I}{mClii~> in the event the CDntmctorlhih to provide adequate ~;ecufity, as requ1rd in this contnKt fW 

fin<tn<:ing p,iYl1Knt shaH be made und('r (his Contract. Upon rccdpt(,fadeqnak :>ecurily, finandngplymolt5 shall be made, indili:!ing 
all p,.n· i')U~raymenb to which the C;:sntrm::tnr is ;;ntitkJ, in <lcc(lniance whh lh~ term:; (!fihc pnwi::-;ions f(»)' (:m!tn~c:; fin::mcing, lfat 
any time the CQm:m.cnng Offker dekrmin~s th,H: th~ ~;e;ourity provided by the O)ntmctor b ins\.mden(, the C,wtnictor shag promptly 
provide ~Ilch additional senlr)ty· ,lS the C;)ntracting Officer (kterit,hws nt'C0ssary. In the (~ven1 th~ Contmdor fail."t;) provide such ad­
dition.al S;~{:urlty: th(: Contracting Otfk~r may (:o!kci or liquidate such security lhat ha~; been provided and suspend !\tnher payment:> 
to t!w Contract,x: md the Comra('Wr shaH n~paJ' to the GOVermn~nt til(' a:mount ofunhquid<it{~d financing pay'ment:; ,IS the C(!:H:w,::ting 
OfficN' at hb :K~k di,;~~tetiol1 de¢nh repayabk. 

(1i) ShaH not be affed:d by delayed, parti;l!, Or omitted exef(i~e of any righL, n:medy, ~1<.)\\·er , (~r priv-ikg(:, nor shall ~,tKhexerci",(; O( 

any single CM'rdse pf'{:dude Or im{K:irany n.mher exerd,;~ u)1;kr this ~bu~e 0)' th(~ e«erdse of ~my other right. power,. or privilege oj' 
the Governm(~nt. 

(4) An appr(,priately it'~mtzed and totakd stakment oftk financing pil)'nletrb requ~~h:~J ,md >(1(h (}thn il)form.atl\)!)a~ is nec6sary 
fix c()m~)1.n;~tlon oi' the payrnent, prepared. in i.tcwr(knG~ with Hl(~ d~l\x·tion;)f 'he C)fltl':;'lcting Officer. 

Iii 

I 
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(g) i)({fes/i.>f'p;:Wt;<u;,nt. ,\ paynu::l.1 tmder th;~ ck\usc is a contmct financing payment <H1dno! wl;l,ie(.:; !(l the inkn:,:;.! pena.!!} pr(lviskn~ 
Qfthcrr0mr~tP<lymcntAct. 'The de:,;ignated p<lyltwnt omce wiii }:'ilY app,wved pay-nwni Ieql.H~3N w;th (n 30 da>~; of wbmitbl ofa prop­
er feque~! for payment. 

(h) (~;j}?flh~t b/;.:t~vt.?en tern~s ql'(~/li::ror anti cli .. ui.se .. }-n lht' (:vent i)f an:~: co:rrt1ict bet\veen ths: terrns proPQsed by ihe ofr~~ror i.n ·n::~:pnns.e to. 
animritatkm to prop(he fir'!<mcfng terms (522)2-31) and the .tenTl:' in this dat!~e, HWh~rrn;; of this dm.l~;e ~han govern. 

(End (if c!alJ~e ) 

This (:ontradinc()q){)n1.te~ one or more (;hu$~!s by rderence, with the same t\:H'ce and effect a.s if they \n,n, given in full text. UlXm ft'­
que~t, theCol1iT<Kting Ot1'ker will m:A{~ their fill! text avaihlbk.Ahm, the full [('xt ;)i'a dau3e In"Y be ;IC(e~:,;ed ek,'!wnindly ,;1: :his .f 
the::-e addr~'~s(e~;): 

......... _-------_ ...... _ ........................... _---.;., 
,.........----... -............................ :-:--~:--------
rht~er! one or fnore /ntern~:t aij(ij~~::sses/ 

---_ .................... _--------_ ......................... _------
................. _-----_ .......................... _----_ ................ . 

. _-----_ ........................... . . _-----_ ................. _-

52.252··() Authorized Devi;;t!;)!)s in Ch.l!3eS (Apr 1984) 

(~\)The us~~ in thi ~ solidtati()n or context of any h:&:ral Acquisitkm Rq?~dahon ('1$ eFR Chapt(~r ;} clause \vith an <llltlwril.:d ded· 
ati{>ni~ bdicatd by the addition {,f (DEVIATION) alknhe date of the dallS\? 

(0) Tl-w t!;-,e ilt this ~;:,.)lic )tatkn or Ci.mtract of any..... ............... .... . ........................ em erR [insett regulation munt'j) dausewhh an ;lutbr· 
;l.:d tk~.' iation is indicated byihe ~lddi1i()n ;)f {DEVL\T10N} after the name d tllt~ regulation. 

(End or d au se ) 

Section 4 ~ list of Attachments 
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Vie\\' Details ~ Entitv Ri..~glstratipnJ Svstern for A\.vard \4anagernent 
~ ~ .~~ -, 

,,,,,,,;,J:ntity,,,,,,,,,,,, 
Dashboatd~t~!~\,: 

J.n~~~::t~~~~:. 
f.c~~~u.~:~?n;: 

t)~~t~Q~-::Lt~~~l~~): 
t~S;!~Jt~~!..~ 

DU~, l'l,"';'~: 
D%~l<:~ ~~l.i>e'S~~'{~: 

t~)\r:g S~$;f:<.~::' :~~;: 

~~::..~rl~$':-~~ ~y~~,f~ :~ 

~~W ~'<;;~. ~':{. 1::3~H~1:<;t"H.S- .. 

%lr>:~~;? 
;)()t.mi~;f, J~r. 

{:":(me} 

r';;;~;;;;'&TI;;':i:;'f~-':;;;-;;'~;;;;;""""''''''''''''''''''''''''''''''''''''''",,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,-,,,,,,,,,,,,,""j 

" ............................................................................................. ,..: ......................................................................................................................................................................... ' 

H::">!;::{:$." $t:~:t :).,,~.:::: 
fi$:i~:C;~ .'{-:.;1: f.~Ri('il.x~ ~::-~: 
(~~;fX"5fY lm::;::o;'.~'l: N;,,'Il"'l:~-:::. 

(.;.W-P*:1){' ~,:<t~':$:"'lf~ i'';t.,'ifli,;.et: 
C.!)rp':;:"?t~ U:~L: 
C~)(:<:.:::s:-i':;f:~) f:~;~t~i\.t: 

~~~~:~i R-:(:l.:=;tt:.:;~}(~;; D.1\~~: 
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