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July 10, 2018

The Honorable Marsha Blackburn, Chairman

The Honorable Michael Doyle, Ranking Member
House Committee on Energy and Commerce
Subcommittee on Communications and Technology
2322 Rayburn House Office Building

Washington, D.C. 20515

Dear Chairman Blackburn and Ranking Member Doyle:

We write to you regarding the upcoming hearing on “Protecting Customer Proprietary
Network Information in the Internet Age.””* Congress should amend Section 222 so that the rules
protecting customer proprietary network information? (“CPNI”’) apply regardless of whether is held
by telecommunications providers or by other companies.

The Electronic Privacy Information Center (“EPIC”) is a public interest research center
established in 1994 to focus public attention on emerging privacy and civil liberties issues.® For
more than twenty years, EPIC has worked to ensure that the FCC protects the privacy of American
consumers.* EPIC has advocated for the protection CPNI since the provision was enacted in the
Telecommunications Act. EPIC filed the original 2005 petition urging the FCC to increase its CPNI
privacy protections.® EPIC also advocated for uniform privacy standards for both
telecommunications and information service providers in the 2016 Privacy Order.®

Congress should amend Section 222 of the Communications Act so that the CPNI rules apply
to “advanced communications services” in addition to “telecommunications services.” The statute’s
definition of “advanced communications services” includes “(A) interconnected VolP service; (B)
non-interconnected VolP service; (C) electronic messaging service; and (D) interoperable
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videoconferencing service.”” This would give the FCC jurisdiction over third-party app providers
that consumers are increasingly relying on. This simple change would make the statute’s CPNI rules
apply uniformly, closing the current loophole that allows apps like WhatsApp and Google Voice to
evade CPNI privacy rules.

The exception for “subscriber list information” has outlived its purpose and should be
eliminated. As the memo points out, it was created because telephone books were common, and was
“not an indication that names and addresses are not a type of information deserving of protection.”®
Telephone books were distributed in a geographical area, the idea being that you could look up a
local business or acquaintance easily. Data brokers have access to that same information but without
geographic limitations or other constraints. The rationale for this exception is no longer compelling,
and the statute should be updated to reflect the sensitivity of “subscriber list information.”

CPNI rules should apply to both Internet service providers and edge providers. Chairman
Blackburn criticized the FCC for treating the two differently, saying “[t]he government should not
pick winners and losers when it comes to the privacy of Americans.”® EPIC agrees that it does not
make sense to treat companies differently when they are collecting the same information and pose
the same threat to privacy. Consumers should have their information protected regardless of whether
they make a call over telecommunications networks or using apps that bypass those networks.
Information regulated as CPNI when it is held by a telecommunications provider should also be
regulated as CPNI when it is held by an edge provider company.

We ask that this letter be entered in the hearing record. EPIC looks forward to working with
the Subcommittee on these and other issues impacting the privacy of American consumers.

Sincerely,

Isl Marc Rotenberg /sl Christine Bannan
Marc Rotenberg Christine Bannan
EPIC President EPIC Administrative Law and Policy Fellow
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