December 3, 2019
The Honorable Roger Wicker, Chairman
The Honorable Maria Cantwell, Ranking Member
U.S. Senate Committee on Commerce, Science, and Transportation
512 Dirksen Senate Office Building
Washington, DC 20510
Dear Chairman Wicker and Ranking Member Cantwell:
We write to you in regarding your hearing on “Examining Legislative Proposals to Protect
Consumer Data Privacy.”1 EPIC appreciates the Committee’s focus on data privacy. The time is past
due for Congress to act on privacy. Congress’ failure to pass comprehensive baseline privacy
legislation or to establish a U.S. Data Protection Agency has put Americans’ personal data at risk.
The U.S. is one of the few developed countries in the world without a data protection agency.
The practical consequence is that the U.S consumers experience the highest levels of data breach,
financial fraud, and identity theft in the world. And U.S. businesses, with their vast collections of
personal data, remain the target of cyber-attack by criminals and foreign adversaries. The longer the
U.S. continues on this course, the greater will be the threats to consumer privacy, democratic
institutions, and national security.
EPIC warned the Senate about foreign access to consumer data over two years ago. In
testimony before the Senate Banking Committee, EPIC President Marc Rotenberg said:
U.S. consumers, businesses, and the U.S. government face a genuine threat from
the unbounded collection of personal data without adequate legal and technical
protections. This data is now the target of foreign adversaries. Two years ago it
was the OPM breach. Now it is the Equifax breach. I am reluctant to imagine the
consequences for the United States of the next major breach.2
But Congress has taken no action.
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The United States Needs a Data Protection Agency
There is an urgent need for leadership from the United States on data protection. Virtually
every other advanced economy has recognized the need for an independent agency to address the
challenges of the digital age. Current law and regulatory oversight in the United States is woefully
inadequate to meet the challenges. In 2011, following the Facebook and Google consent orders,
EPIC believed that the FTC could function as an effective privacy agency but that is clearly no
longer true. Even FTC Commissioner Joe Simons recently conceded in a Congressional hearing that
the FTC does not have the authority to safeguard privacy.3 The United States urgently needs a Data
Protection Agency.
The FTC is ineffective. The agency ignores most complaints it receives, does not impose
fines on companies that violate privacy, and is unwilling to impose meaningful penalties on repeat
offenders.4 In documents obtained in September 2019 by EPIC, we uncovered 3,000 complaints new
complaints filed with the FTC since the Commission proposed the $5 billion settlement with
Facebook two months ago.5
Earlier this year, our case EPIC v. FTC determined that there were over 26,000 complaints
against Facebook pending with the Commission.6 The FTC is simply ignoring thousands of
consumer privacy complaints about Facebook’s ongoing business practices. The Federal Trade
Commission may help consumers with broken toasters, but the FTC is not an effective data
protection agency. Even when the FTC reaches a consent agreement with a company, the
Commission fails to protect the interests of consumers.7
The FTC Chairman has made much of the large fines recently imposed against Facebook and
Google. But large fines are not the solution to data protection. EPIC, Color of Change, the Open
Markets Institute and others wrote to the FTC in January telling the agency that more than fines are
necessary in the Facebook case.8 Our groups called for equitable remedies, including reforming
hiring and management practices at Facebook. EPIC called for the FTC to require Facebook to
unwind the acquisition of both WhatsApp and Instagram,9 a view that is now widely shared by many
3
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Comm. on the Judiciary, Subcomm. on Antitrust, Commercial, and Administrative Law,
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experts in the antitrust field. Our groups also recommended that the FTC require Facebook to add an
independent director who represents the interest of users and also examine the civil rights impacts of
Facebook’s products and policies.
The 2011 Facebook Order was the result of an extensive complaint filed by EPIC and a
coalition of consumer organizations in 2009, following Facebook’s repeated changes to its privacy
settings that overrode user preferences and allowed third parties to access private information
without users’ consent.10 The FTC has an obligation to the American public to ensure that companies
comply with existing Consent Orders. It is unconscionable that the FTC allowed this unprecedented
disclosure of Americans’ personal data to occur. The FTC’s failure to act imperils not only privacy
but democracy as well.
For many years, FTC Chairmen and Commissioners assured Congress and representatives of
the European governments, responsible for safeguarding European consumers, that the FTC was an
effective privacy agency.11 One former FTC Chairman even proposed that the FCC’s privacy
jurisdiction be transferred to the FTC because the FTC was doing such an incredible job.12
The FTC’s problems are not lack of budget or staff. The FTC has not even filled the current
post for a Chief Technologist. The FTC has simply failed to use its current resources and current
authorities to safeguard consumers.
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EPIC, et al, In the Matter of Facebook, Inc. (Complaint, Request for Investigation, Injunction, and Other
Relief) (Dec. 17, 2009), https://epic.org/privacy/inrefacebook/EPIC-FacebookComplaint.pdf.
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Given the enormity of the challenge, the United States would be best served to do what other
democratic countries have done and create a dedicated Data Protection Agency, based on a legal
framework that requires compliance with baseline data protection obligations.13 An independent
agency could more effectively police the widespread exploitation of consumers’ personal data and
would be staffed with personnel who possess the requisite expertise to regulate the field of data
security.14
EPIC encourages Congress to update U.S. privacy law and to create a Data Protection
Agency. EPIC’s new report Grading on a Curve also sets out the key elements of a comprehensive
privacy law. 15 As you consider data privacy legislation, we urge you to review EPIC’s report,
attached to this statement.
We ask that this letter and the attachments be entered in the hearing record.
Sincerely,
Marc Rotenberg
Marc Rotenberg
EPIC President

Caitriona Fitzgerald
Caitriona Fitzgerald
EPIC Policy Director

Attachments
EPIC, Grading On A Curve (2019).
Marc Rotenberg, America Needs a Privacy Law, New York Times (December 25, 2018)
Marc Rotenberg, Congress can follow the EU’s lead and update US privacy laws, Financial Times
(June 1, 2018) (“Regarding innovation, it would be a critical mistake to assume that there a trade-off
between invention and privacy protection. With more and more devices connected to the Internet,
privacy and security have become paramount concerns. Properly understood, new privacy laws
should spur the development of techniques that minimize the collection of personal data.”)
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EPIC, The U.S. Urgently Needs a Data Protection Agency, https://epic.org/dpa/; also see attached.
See Privacy and Digital Rights for All, The Time is Now: A Framework for Comprehensive Privacy
Protection and Digital Rights in the United States (2019), https://www.citizen.org/sites/default/files/privacyand-digital-rights-for-all-framework.pdf.
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