CYBERSECURITY RISKS

CAUSED BY

% SMS VULNERABILITIES

RISKS IN SMS (TEXT MESSAGING)

SMS messages, commonly referred to as text messages,

are still one of the most widely used communications channels for
Americans. Millions of users also rely on SMS messaging systems to
secure (and access) their email, online banking, social media, or other

sensitive accounts, through one-time passcodes (OTP) sent via SMS. IN A SIM SNAP

Lawmakers have called for prompt action by the Federal

Communications Commission (FCC) and other agencies' So far no ATTACK
agency has taken meaningful responsibility for this problem’ The FCC IN A R ED' R ECT

has multiple relevant authorities! but issued a rule that gives carriers The bad guy tran_SferS
flexibility with minimal accountability for securing their networks" ATTACK. . your phone service to

their device (often by
The bad guy hacksinto  tricking or bribing an
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< Reported SIM Swan C ) can get copies of phone company); they
eporte wap Consumer Losses
$200,000,000.00 messages, eavesdropon  then get texts and
calls, collect location calls meant for you,
£150,000.000.00 data, and more.* including OTP texts.**
$100,000,000.00
000000000 LIFE SAVINGS LOST
o Most SIM swap victims are “people who are having
their life's savings or their child's college savings
$0.00

Jan. 2018- Dec. 2020 (total) 2021-2023 (total) stolen,” rather than the crypto investors that

. Ao . "
There is a1500%+ increase, from approximately $12 million (512MM) to make the news and bring high-profile court cases:
more than $180MM over a comparable 3-year period. This total reflects

reported losses decreasing between 2022 & 2023 ($72MM+ to SUSMM+).
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The burden should not be on consumers to pick up the slack for / A ‘-‘!'- U’%’%& & '-.%' Regulators must step in to protect

deficient carrier cybersecurity practices, but here are three steps A / = \a \;_dﬁ “"  consumers. They can best do so by:
ou can take to protect yourself: / : .

E s Y /O —= | < Imposing penalties on carriers who fail to

SIM Freeze, and/or Set a SIMPIN Code adequately secure their networks"

The FCC will soon require all carriers to let customers lock their SIM U Enacti les that establish mini

so their account cannot be transferred, and to unlock and re-lock U = nacting rules that establish minimum

it any time, for free. Also, you can set a SIM PIN code" cybersecurity requirements.

End-to-End Encrypted (E2EE) Messaging Apps
Use E2EE messaging apps to better guard against a redirect attack.
Authenticator Apps
While some services may force you to use SMS for two-factor
authentication (2FA), an authenticator app is more likely to be
secure, if you have the option to use one.
XK

https://epic.org/documents/cybersecurity-risks-caused-by-sms-vulnerabilities/

The Cyber Safety Review Board has called

upon the Federal Trade Commission and FCC

to "incentivize better security at

telecommunications providers by enacting

penalties for fraudulent SIM swaps or lax
controls."™
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*This is generally harder to do on 4G or 5G networks than it was on 3G, but is still possible especially as some
systems revert to 3G when connecting a call or transmitting a text message (but not within a web-enabled app).’

**SIM swaps can be legitimate—you likely authorize a SIM swap every time you get a new phone and transfer your
number and service. However, fraudsters have learned to misuse this process.
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