From: Barrera, Staci Al (b)(6),(b)(7)(C)

| (b)(6),(b)(7)(C)
Sent: 5/13/2020 12:53:44 PM
To: Asher, Nathalie Ri (b)(6),(b)(7)(C)

(b)(6),(b)(7)(C)
(b)(6),(b)(7)(C) Roncone, Stephen

(b)(6),(b)(7)(C)

(b)(G),(b)(7)(C) - Kelly, Christopher S

\guilar, Max

(b)(6),(b)(7)(C)
_ (b)(6),(b)(7)(C)

Attachments: FINAL Clearview-Facial Recognition White Paper - 30 Apr 20.docx

Good morning,

Just wanted to put this back on everyone’s radar. We got word that the PIA is approved by DHS Privacy and should be
posted today.

Thanks
Staci

From: Barrera, Staci A
Sent: Thursday, April 30, 2020 12:20 PM

To: Asher, Nathalie R (b)(6),(b)(7)(C) @ice.dhs.gov>; (b)(6),(b)(7)(C) @ice.dhs.gov>; Roncone,
Stephen! (b)(6),(b)7)(C) __ tice.dhs.gov>
Cci (b)(6),(b)T)(C) @ice.dhs.gov>;! (0)(6),(b)(7)(C) Dice.dhs.gov>; Kelly, Christopher S

(b)(6),(b)(7)(C) @ice.dhs.gov>; Aguilar, Max i (b)(6),(b)(7)(C) ice.dhs. gov> Clark, Kenneth N

(b)(6),(b)(7)(C) @ice.dhs. gov>; Holz, Jordan s(b)(e)(b)(7)(c)?|ce dhs.gov>;i _ (b)(6),(b)(7)(C) _: _
(0)(6),(b)(7)(C) @ice.dhs.gov)  (b)(6),(0)(7)(C) @ice.dhs gov>; (b)(6),(b)(7)(C) @ice.dhs.gov>

Subject: PIA release for ClearVIew/FauaI Récognition

Colleagues,
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As discussed at yesterday’s Principals Meeting we are anticipating public posting on the DHS website later today of the
Privacy Impact Assessment (PIA) to support HSI’s use of Clearview/Facial Recognition. In anticipation of potential media,
congressional and stakeholder inquires once the PIA is posted, IGP has prepared the attached background information
and talking points which were cleared by HSI, OPA and OCR. Please note we have not yet received confirmation from
DHS Privacy this morning that they are ready to post the PIA so the timing could shift.

If there are questions or you need further information, IGP AD Ken Clark and ICE Privacy Officer Jordan Holz are available
to assist your offices.

Thanks,
Staci
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Management and Administration
Office of the Executive Associate Director

U.S. Immigration
and Customs
Enforcement

ICE’s use of Facial Recognition Services
Management and Administration

Background:

ICE HSI routinely encounters digital images of potential victims or individuals suspected of crimes
but cannot connect those images to identifiable information through existing investigative means
and methods. HSI, therefore, submits those images to government agencies and commercial vendors
(c.g., Clearview) to compare against their digital image galleries via facial recognition processes.
The agencies and vendors query their databases and return lists of potential matches that HSI can
use to produce investigative leads. These facial recognition services (FRS) use their own
algorithms and business processes to determine the probability that an image submitted by ICE
might match images in their galleries. ICE conducted a Privacy Impact Assessment (PIA) because
the use of FRS entails the collection, maintenance, and dissemination of personally identifiable
information (P1I). Claims in this PIA have been reviewed and vetted through ICE IGP, HS1
leadership, ICE OPLA, and the DHS Privacy Office. Once the DHS Chief Privacy Officer
approves the PIA, the PIA will be posted publicly on the DHS Privacy website.

The following talking points are designed to support OPA and OCR to respond to media and
Congressional inquiries on this topic:

Talking Points

o ICE has published this PIA to increase transparency and visibility regarding our efforts
using facial recognition services (whether federal, state, or commercial) in furtherance of
our mission. Publishing this PIA is a requirement under the E-Government Act of 2002.

e Publishing the PIA will help ICE defend itself against claims that we are not adequately
protecting individual privacy and civil liberties in our use of facial recognition services. ICE
can use this PIA to respond to inquiries from the media, Congress, advocacy groups, and
FOIA requests.

o ICE’s use of facial recognition services (FRS)is used to generate leads and identify potential
investigation subjects or victims who likely match the image submitted by ICE.

» ICE does not take enforcement action solely based on an FRS return; our agents and officers
need to do additional investigative work to establish “probable cause.”

e ICE’s use of commercial FRS has helped to identify multiple individuals engaged in child
exploitation and other crimes related to child safety.

e All images returned from commercial FRS come from publicly available sources otherwise
accessible to ICE personnel.

o Before submitting an FRS query, ICE personnel must use reasonable efforts to identify the
individual through existing means and methods, such as government database queries and
open source rescarch.
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Management and Administration

U.S. Immigration
Office of the Executive Associate Director

and Customs
Enforcement

o ICE will only use FRS approved for facial recognition identification (either through
supervisory approval or the HSI Operational Systems Development and Management Unit —
OSDM)

¢ ICE has disabled functionality in commercial FRS (i.c., Clearview), so that ICE images are
not stored or retained by the vendor.

o ICE only submits photographs in furtherance of an ongoing investigation. ICE is
developing training and Rules of Behavior (in conjunction with DHS Science & Technology,
DHS Privacy, and DHS Civil Rights and Civil Liberties) to ensure appropriate use of FRS,
consistent with claims made in the PIA. Personnel who fail to comply or use FRS for
unlawful purposes will be disciplined in accordance with ICE policy.
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e (b)(6),(b)(7)(C)

Sent: 12/15/20203:36:23 PM
To: Kelly, Christopher Si (b)(6),(b)(7)(C) : ,
(b)(6),(b)(7)(C)
cC: !
(b)(6),(b)(7)(C)
Subject: RE: Facial Recognition

Attachments: FW: PlAreleasefor Clearview/Facial Recognition

Chris,
The PIA in the attached email may be related. We'll askIGP for the memo.

Respectfully,

: (0)(6),(b)(7)(C) :

Policy Unit Chief

Office of Policy and Planning

U.S. Immigration and Customs Enforcement
500 12th Street SW ~ Washington, DC 20536

Office: (202) 732 (b)(6),(b)(7)(C)

From: Kelly, ChristopherSi (b)(6),(b)(7)(C) @ice.dhs.gov>
Sent: Tuesday, December 15, 2020 10:25 AM

To; (b)(6),(b)(7)(C) @ice.dhs.gov>

Cci T (b)(6),(b)(7)(C)  ice.dhs.gov>

Subject: Facial Recognition

(b)(6).(b)(7)(C) |

Have we beenloopedinonthis?

¢ Facial Recognition Memorandum: ICE Privacy’s memorandum outlining how Homeland Security
Investigations (HSI) personnel can engage with facial recognition services is under review by the HSI Front
Office. Privacy expects to receive feedback by December 15 and will respond to comments and
questions. The target date to finalize this memorandum, including signature by the HSI EAD, is December
18.

Thisis from IGP’s weekly update. If we haven’t been, canyou please get a copy forus to review?
Thanks!

Christopher S. Kelly

Assistant Director, Office of Policy and Planning
U.S. Immigration and Customs Enforcement
U.S. Department of Homeland Security

(0) (202) 732
(c) (202) 489-

(b)(6),(b)(7)(C)
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Warning: This document is UNCLASSIFIED/ /FOR OFFICIAL USE ONLY {U//FOUDL & contains information that may be exsmpt from
public release under the Freedom of information A {5 VAL 5520 it is to be controlled, stored, handled, transmitted,
cistribusted, and disposed of iy accordence with DHS polivy relating to FOUD nformation and & not to be released to the public or
wther personne! whoe do not have » valld “need-io-know” withoul prior approval of an suthorized DHS offickel. Mo portion of this
raport should be furnizshed to the medis, either in written or verbal form.

2021-ICLI-00005 2210
epic.org EPIC-20-03-06-ICE-FOIA-20231109-16th-Interim-Production 003268

REL0000009346



T s 2EOXDC)
- (b)(6),(b)(7)(C)

Attachments: FINAL Clearview-Facial Recognition White Paper - 30 Apr 20.docx

FYSA

Sent: Wednesday, May 13, 2020 8:54 AM

To: Asher, Nathalie Ri (b)(6),(b)(7)(C) 5@ice.dhs.gov>,‘§ (b)(6),(b)(7)(C) lice.dhs.gov>; Roncone,
Stelphen i (b)(6),(b)(7)(C) 9|ce dhs.gov>
Cc:  (b)(6),(b)(7)(C) @lce dhs.gov>; (b)(6),(b)(7)(C) i@ice.dhs.gov>; Kelly, Christopher S

@ice.dhs. gov> Aguilar, Max { (b)(6),(b)(7)(C) ‘@ice.dhs. gov>; Clark, Kenneth N
(b)(6),(b)(7)(C) ce.dhs.gov>i (b)(6), (b)(7)(C) @ice.dhs.gov>; (b)(6),(b)(7)(C)

(b_)is_) (b)_(7)(C) Dice.dhs.gov>; (b)(6),(b)(7)(C) @ice.dhs.gov>;! : (b)(6), (b)(7)(C)

Subject. RE: PIA release for Clearview/Facial Recognition
Good morning,

Just wanted to put this back on everyone’s radar. We got word that the PIA is approved by DHS Privacy and should be
posted today.

Thanks
Staci

From: Barrera, Staci A
Sent: Thursday, April 30, 2020 12:20 PM

To: Asher, Nathalie Ri___(b)(6),(b)(7)(C) iiEi}me.@ﬁhs;.gm»;E (b)(6),(b)(7)(C) i@ice. dhs.gov>; Roncone,
Stepheni (b)(6),(b)(7)(C) rice.dhs.gov> | .
.Cczi (b)(6),(b)(7)(C) Iﬁﬁ?ii&"&iﬁi“si&.ﬁ()\i>;§ (b)(6),(b)(7)(C) @ice.dhs.pov>; Kelly, Christopher S

(b)(6),(b)(7)(C) _i@ice.chs.gov>; Aguilar, Max | (b)(6),(b)7)(C) & ice.cis. go v>:  (b)(6), (b)(7)(C)
(b)(6),(b)(7)(C) Dice.dhsgov>i . OUELIONINC) _ @ice dhs.gov> (D)(6),(B)T)C).
) Hosdhs.gov) (0)(6),(b)(7)C) _@ice.dhs, ;gov>,, (b)(G),(b)(7)(C) wa e.dhs gov>

Subject: PIA release for Clearview/Facial Recognition

Colleagues,

As discussed at yesterday’s Principals Meeting we are anticipating public posting on the DHS website later today of the
Privacy Impact Assessment (PIA) to support HSI’s use of Clearview/Facial Recognition. In anticipation of potential media,
congressional and stakeholder inquires once the PIA is posted, IGP has prepared the attached background information
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and talking points which were cleared by HSI, OPA and OCR. Please note we have not yet received confirmation from
DHS Privacy this morning that they are ready to post the PIA so the timing could shift.

If there are questions or you need further information, IGP AD Ken Clark and ICE Privacy Officer Jordan Holz are available
to assist your offices.

Thanks,
Staci
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From: OPPTASKINGS

To: E (b)(6),(b)(7)(C) i

Subject: RE: Review and Comment i (b)(7)(E) iMijente et al. write DHS re: Use of Facial Recognition Technology Provided
by Clearview AL ICATT:E:(E}_'@'@:; """"

Date: Wednesday, July 7, 2021 2:42:00 PM

Will do, thank you both.

Fromi (b)(6),(b)(7)(C) @ice.dhs.gov>
Sent: Wednesday, July 7, 2021 2:42 PM

i (b)(6),(b)(7)(C) @ice.dhs.gov>

Please add a note recommending that review also be tasked to:

Kenneth N. Clark, Ph.D.
Chief Data Officer

From: OPPTASKINGS,. _ (B)7)E)  @ice.dhs.gov>
Sent: Wednesday, July 7, 2021 2:40 PM

Toi (b)(6),(b)(7)(C) Dice.dhs.gov>; OPPTASKINGS,
L (B)(7)(E) __Pice.dhsgov>
Cc:i (b)(6),(b)(7)(C) @Dice.dhs.gov>

Subject: RE: Review and Commenti__(b)(7)(E)
Technology Provided by Clearview Al ICATT,

Mijente et al. write DHS re: Use of Facial Recognition

Thank you!

From: (b)(6),(b)(7)(C) @ ice.dhs.gov>
Sent: Wednesday, July 7, 2021 2:40 PM

Ccy (b)(6),(b)(7)(C) Dice.dhs.gov>
Subject: RE: Review and Comment! (b)(7)(E) EI\/Iiiente'et al. write DHS re: Use of Facial Recognition
Technology Provided by Clearview Al ICATT (b)(7)(E) :

| have no edits to the letter. If ERO says they’re not using this technology, we kind of have no choice
but to believe them. | agree with IGP’s edits.

Sent: Wednesday, July 7, 2021 8:12 AM
To:’; (b)(6),(b)(7)(C) a ice.dhs.gov>
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Cc:i (b)(ﬁ) (b)(7)(C) '@ice dhs.gov>

Has the policy unit done any work on facial recognition technology? If so, could you please review
this response letter?

Tasklngs Analyst

Business Management Unit

ICE Offlce of Pohcy and Planning
(202) 38 '

From: ICATT Alert:_ (B)(7)E)__i@ice.dhs.gov>
Sent: Tuesday, July 6, 2021 6:12 PM
To: #ICEPolicyTaskings! (b)(7)(E) i@ice_ dhs.gov>

Hello Policy,

A Clearance has been assigned to you. Please accept in 1 day

............................

Due Date: 07/07/2021 05:00 PM Eastern
Instructions:

OPP:

Please review the ERO drafted response (with IGP additions) and
provide edits / comments via track changes.

Draft Response:

(b)(7)(E) .

Incoming Letter:

_(OME)_

Due:

NLT COB - 7/7/2021
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Thank you.
Best,
. (b)(6),(b)(7)(C) i

Correspondence Specialist

Office of the Executive Secretariat
Office of the Director

U.S. Impiaration and Customs Enforcement
202 . 287 Lowewame) (c)

i (b)(7)(E) Rice.dhs.gov

Thank you,

ICATT System

2021-ICLI-00005 2215
epic.org EPIC-20-03-06-ICE-FOIA-20231109-16th-Interim-Production 003273

RELO000009395



From: QOPPTASKINGS

To: ICEExecSec

Ce: X ) ————

Subject: RE: [Request for Clarification] OPP Clearance -'_(P)(_'/_)(f)_ Mijente et al. write DHS re: Use of Facial Recognition
Technology Provided by Clearview Al

Date: Wednesday, July 7, 2021 4:12:00 PM

Hi t p)e).(b))(C) |

Taskmgs Analyst
Business Management Unit
ICE Office of Policy and Planning

To: OPPTASKINGS,E (b)(7)(E) @ice.dhs,gov>
Cc: ICE Exec Seci  (b)(7)(E) @ice.dhs.gov>;§ (b)(6),(b)(7)(C) @ice.dhs.gov>;
(b)(6) (b)(7)(C) @ice dhs. gov>

Facial Recognltlon Technology Provided by Clearwew Al

Good afternoon OPP,

Thank you for providing clearance on the above mentioned item.

Before proceeding further | had a quick follow up question.

I noticed OPP cleared recommending, “tasking to chief data officer Kenneth Clark.”

IGP has reviewed the item on two separate occasions and provided clearance. Their latest clearance
was provided by Jordan Holz.

Would IGP’s previous clearance of this item suffice to resolve OPP’s recommendation or does OPP
see a need for Chief Data Officer / IGP AD Kenneth Clark to specifically review and clear this
response?

Thank you for your time and consideration.

Best,
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i_(b)(6),(b)(7)(C)

Correspondence Specialist

Office of the Executive Secretariat

Office of the Director

U.S. Immigration and Customs Enforcement

)
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From: (b)(6),(b)(7)(C)

Sent: 11/19/2021 2:29:44 PM
To:
b 6 b ? C ; Kelly, Christopher S
J
Subject: RE: Clearview expansion

Thanks, Deb. | completely understand and will do.

From: Fleischaker, Deborahi (b)(6),(b)(7)(C) iice.dhs.gov>
Sent: Friday, November 19, 2021 9:29 AM

To:! (b)(6),(b)(7)(C) (@ice.dhs.gov>; Kelly, Christopher Si (b)(6),(b)(7)(C) ®ice.dhs.gov>
Sub'ject: RE: Clearview expansion '

Thanks for the ﬂag, As you know, I’'m very interested in this issue, so please keep me posted on the
conversations. | (b)(5)

From: (b)(6),(b)(7)(C) mice dhs.gov>

Sent: Friday, November 19, 2021 9:23 AM

To: Fleischaker, Deborah (b)(s),(b)(7)(C) Hee dhs.gov>; Kelly, Christopher Si - (b)(6),(b)(7)(C) '@Ece,:ﬁhsvmw
Subject: FW: Clearview expansion

FYSA

From{__(b)(6),(b)(7)(C)
Sent: Friday, November 19, 2021 9:23 AM

Tos (b)(8),(b)(7)(C) Fice.dhs.gov>
Cc: (b)(6),(b)(7)(C) @ic&dhs.mvi (b)(6),(b)(7)(C) i;ffi?icaadhs,.g o>

Subject: RE: Clearview expansion

Good morning,il (b)(6),(b)(7)(C) |

Yes, thanks for reaching out. | would be the ORAP rep, and please add; (b)(6),(b)(7)(C) :from my team, to the list for
backup.

Thanks!
(b)(6),(b)(7)(C)
From:é (b)(ﬁ),(b)(7)(C) Eﬁ»‘%c:&dhs,giav>
Sent: Friday, November 19, 2021 9:18 AM
To§ (b)(6),(b)(7)(C) S(c_j}jge.dhs.gow

Subject: Clearview expansion

The compliance documentation for Clearview’s (face recognition) pilot by CEIU has expired. Other HSI units have
expressed an interest in using the technology, so we are trying to gather all relevant stakeholders together to discuss
expansion of use beyond CEIU. | am looking for an OPP representative to aid in the discussion. Would you be the right
person for this, or know who | can reach out to? Thanks in advance.
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Best,

()(6),(b)(7)(C)

Privacy Analyst
Office of Information Governance and Privacy
U.S. Immigration and Customs Enforcement

Desk: 202-7321
Mobile: 202-83 ®16)b)7C)
Main: 202-732!
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From: Barrera, Staci Al (b)(6),(b)(7)(C) i

(b)(6),(b)(7)(C)
Sent: 12/6/2021 10:38:44 PM
To:
(b)(6),(b)(7)(C) : Fleischaker, Deborah
i (b)(6),(b)(7)(C) Kelly, Christopher S
Subject: ICE Biometrics

Attachments: 20211202__ICE Biometrics WH OSTP Respose.pptx

Background: The White House Office of Science and Technology Policy {(OSTP) issued a Request for Information (RFI) to
the general public, private sector, NGOs, and government agencies, requesting input on past deployments, proposals,
pilots, or trials, and current use of biometric technologies for the purposes of identity verification, identification of
individuals, and inference of attributes including individual mental and emotional states. The purpose of this RFl is to
understand the extent and variety of biometric technologies in past, current, or planned use; the domains in which these
technologies are being used; the entities making use of them; current principles, practices, or policies governing their
use; and the stakeholders that are, or may be, impacted by their use or regulation. The RFl comment period closes on
January 15, 2022. Here is a link to the RFIl: https:/fwww. federslregister gov/documents/202 1/ 10/08/2021 -

21975/ notice-of-request-for-information-rfi-on-public-and-private-secior-uses-of-biometric-technologies

PLCY requested each Component to provide 1-3 PowerPoint slides summarizing (high level) their biometric program
through the Biometric ESC contacts — which is CAE Chris Moman for ICE. The request asked to focus in on use of Artificial
Intelligence or Machine Learning in the development of your biometric technologies. Attached is what ICE submitted.

There is a briefing scheduled for December 8™ at 1pm for WH OSTP staff that DHS Policy is coordinating. L(b

has been asked to participate to brief the ICE slides. Expectation is that there may be additional meetings with OSTP
between December 8" and end of January.

Staci A. Barrera

Executive Associate Director
Management and Administration, ICE
202-732 (o)

(B)(E).(BXT)(C)

202-276 (c)
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Immigration and Customs Enforcement

Biometric Programs
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ICE Biometrics Systems

Homeland Security Investigations (HSI) oversees programs and conducts operations to identify and apprehend removable aliens, to detain
these individuals when necessary, and to remove illegal aliens from the United States.
* Biometric Identification Transnational Migration Alert Program (BITMAP)

* BITMAP is a HSI led program, supported by Customs and Border Protection (CBP) and DoD, that trains and equips foreign counterparts
to conduct targeted collections of biometric and biographic data on persons of interest. Foreign partners share this data with HSI to
populate and enhance U.S. government databases. BITMAP in currently in use with over 40 law enforcement agencies in 16 countries.

* Clearview Al
* HSI Child Exploitation Unit utilizes a small number of Clearview Al licenses for facial recognition in support of its mission.

Enforcement and Removal Operations (ERO) oversees programs and conducts operations to identify and apprehend removable aliens, to detain
these individuals when necessary, and to remove illegal aliens from the United States.

* EAGLE
* Biometric capture, search only, and booking/enrollment
* EDDIE

* Mobile application for biometric identification

* CART
¢ Kiosk-based check-in for aliens on Non-detained Docket

EPIC-20-03-06-ICE-FOIA-20231109-16th-Interim-Production

* Enforcement Integrated Database (EID)
* Used jointly by all immigration enforcement components (ICE ERO, ICE HSI, Border Patrol, CBP Secondary, USCIS)
* Governed by Configuration Management Board with component representation

* ACRIMe
* Receives Immigration Alien Queries (IAQs) and generates Immigration Alien Responses (IARs) based primarily on biometric IDENT-NGI
Interoperability matches g Us; Immigration
Enforcement
REL0000009325.0001
]
9
Q
(0]
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e (b)(6),(b)(7)(C)

Sent: 12/21/2021 9:29:52 PM

(b)(6),(b)(7)(C) . oo

 B)ELB)TC)

Subject: deuces

All,

This is my close out email.i»

get pald).

Thanks and have a happy holidays.

i 1 ()6, (bl(7)(C) '

(b)(6),(b)(7)(C)

Detailed to the Office of Regulatory Affairs and Policy (ORAP)
Office of the Director

U.S. Immigration and Customs Enforcement

U.S. Department of Homeland Security

(b)(6) (b)(7)(C) ?’“’éce.dhs. oV

This document is UNCLASSIFIED and FOR OFFICIAL USE ONLY (U//FOUOQ). It contains information that may be exempt
from public release under the Freedom of Information Act (5 U.S.C. 552). Itis to be controlled, stored, handled,
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transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO information and is not to be
released to the public or other personnel who do not have a valid “need-to-know” without prior approval of an
authorized DHS official. No portion of this report should be furnished to the media, either in written or verbal form.
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From: Kelly, Christopher Si (b)(6),(b)(7)(C)

i (b)(6),(b)(7)(C)
Sent: 12/22/2021 6:01:03 PM
To:
( b) (6) ( b) ( ’ ) (C ) Fleischaker, Deborah
Subject: RE: Clearview Meeting Notes

10-4. That’s good to hear.

Yes, good with.E

From:i (b)(6),(b)(7)(C) @ice.dhs.gov>
Sent: Wednesday, December 22, 2021 12:45 PM _ :
To: Kelly, Christopher St (b)(6),(b)(7)(C) __i@ice.dhs.gov>; Fleischaker, Deborah (b)(G),(b)(7)(C) @ice.dhs.gov>
Subject: RE: Clearview Meeting Notes '

I was thinking-~and was going to talk to you. | “tasked” {me.ome during our meeting today to consolidate and collect

some information for us re: how many licenses, who has them, what units are using them, and what units are trying to
get their hands on them.: (b)(5),(b)(6),(b)(7)(C)

(b)(8)

(b)(8),(b)(7)(C)

From: Kelly, Christopher Si__(b)(6),(b)(7)(C)  ®ice.dhs.zov>

Sent: Wednesday, December 22, 2021 12:42 PM

To: (b)(6),(b)(7)(C) i@ice.dhs.gov>; Fleischaker, Deborah{™ ™ (b)@)b)7)C)  Fice.dhs.zov>
Subject: RE: Clearview Meeting Notes

Thanks. Who are we going to have working on these issues with{®e.en@ out? This could be something for:eeene

From| (b)(8),(b)(7)(C) @ice.dhs.gov>
Sent: Wednesday, December 22, 2021 10:43 AM

To: Fleischaker, Deborahi___(b)6),(b)7)(C)  ice dhs.gov>
Cc: Kelly, Christopher S (b)(6),(b)(7)(C)  #ice.chs.zovs>
Subject: FW: Clearview Meeting Notes

FYSA

From:i_ . (b)(6),(b)(7)(C) I&?Ec:&dhs,gmv>

Sent: Wednesday, December 22, 2021 10:24 AM

To: (b)(6),(b)(7)(C) Bice.dhs.zov>;! (b)(6),(b)(7)(C) Bice.dhs.zov

Subject: Clearview Meeting Notes

Good Morning All,

Peri memme Fequests, here are some brief notes | took from the Clearview Al meeting last week

privacy risks

2021-ICLI-00005 2225
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(b)(7)(E)

2. Since the pilot’s inception ICE has codified policy regarding the use of third party FR services, with Clearview in
mind, and instituted mandatory training for users of Clearview.

a. If Clearview is expanded it was determined that the involvement of OCIO is necessary.

3. Child Exploitation Investigations Unit (CEIU) was the pilot program, and confirmed that they would like to
continue their use of Clearview, but be removed from programmatic control of the national implementation of
Clearview licenses

a. Responding to FOIA requests/congressional inquiries is too burdensome for a programmatic office to
handle alone

b. Suggested a national program administrator at the HQ_ level

¢. Has a white paper on its use of Clearview

~ (b)(7)(E)

operations but has continued being a CEIU representative states that Clearview can be used to support standard

u (B)(T)(E)

7. Human Rights Violators and War Crimes Unit — Would like to use Clearview Al to support their work in

(b)(7)(E)

8. Next steps that were determined. Privacy would reach out to OCIO for input, start updating privacy compliance
documentation, and work with ORAP on any documentation needed for leadership. Will reach out to CEIU for
white paper to leverage

Office of Information Governance and Privacy
U.S. Immigration and Customs Enforcement

Desk: 202-732i
Mobile: 202-8§(b)(6),(b)(7)(q
Main: 202-732,
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From: Kelly, Christopherﬁf (b)(6),(b)(7)(C)

i (b)(6),(b)(7)(C) ;

Sent: 12/28/2021 2:40:18 PM

To:
( b) ( 6) ( b) (7) ( C ) Fleischaker, Deborah
3

Subject: IRE: CLEARVIEW Tasking

Yes. | know I’'m late, but | spoke tc memmie iabout wanting to know what types of activities they’re using them for and

how it fits into the broader investigative process for them.

From{ (b)(6),(b)(7)(C) Dice.dhs.gov>

Sent: Thursday, December 23, 2021 8:52 AM

To: Fleischaker, Deborahi (b)(6),(b)(7)(C) ice.dhs.gov>; Kelly, Christopher S (b)(6),(b)(7)(C) @ice.dhs.gov>
Subject: RE: CLEARVIEW Tasking

justifications (or lack thereof) as a follow up.

From: Fleischaker, Deborah < (b)(6),(b)(7)(C)  Pite.dhs.gov>
Sent: Thursday, December 23, 2021 8:49 AM

Toi (b)(6),(b)(7)(C) @ee dhs,
Subject: RE: CLEARVIEW Tasking

«y>; Kelly, Christopher S (b)(6),(b)(7)(C) ;cé)éce.dhs,gaw

Thanks, ~Wouldn’t we also want to know why these programs and offices are requesting licenses?

From| (b)(6),(b)(7)(C) @ice.dhs.gov>

Sent: Thursday, December 23, 2021 8:48 AM

To: Fleischaker, Deborah ¢ (b)(6),(b)(7)(C) _ice.ihis.zov>; Kelly, Christopher S!  (b)(6),(b)(7)(C)  Fice.dhs.gny>
Subject: FW: CLEARVIEW Tasking

FYSA

From! (b)(6),(b)(7)(C)

Sent: Thursday, December 23, 2021 8:48 AM
To (b)(6),(b)(7)(C) iBice.dhs.gov>

Subject: RE: CLEARVIEW Tasking

Hiwye).m)mic)

Thanks again for the help. For the tasking, | would suggest:

(b)(5),(b)7)E)

Once we have the data, yes, we will be responding to Privacy and briefing leadership.
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Have a great holiday!

(b)(6),(b)(7)(C)

From:i (b)(6),(b)(7)(C) @ice dhs.gov>
Sept: Thursday, December 23, 2021 8:11 AM .
Toi (b)(86),(b)(7)(C) @ice.dhs.gov>

Subject: CLEARVIEW Tasking

Thank you for meeting withEL(b)(s),(b)m(C)Eand me yesterday. It was a very fruitful discussion.

I am drafting a tasking to identify the number of staff who have facial recognition software. Since the tasking will need
to go to virtually everyone (we will need to send the tasking to the AOs, as well as the programs), | want to be sure we
ask the right questions, only once. Specifically, you need to know:

(b)(5),(b)(7)(E)

Is that all the information you need? Also, once we collect these data, is the intent to answer questions raised by ICE
Privacy?
Thanks

(b)(6),(b)(7)(C)

Division Chief, Policy, Planning, and Records Management (PPRM)

Warning: This email and any attachments are UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It contains
information that may be exempt from public release under the Freedom of Information Act (5 U.S.C. 552). It is to be
controlled, stored, handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO
information and is not to be released to the public or other personnel who do not have a valid "need-to-know" without
prior approval of an authorized DHS official. No portion of this email should be furnished to the media, either in written
or verbal form. If you are not an intended recipient or believe you have received this communication in error, please do
not print, copy, retransmit, disseminate, or otherwise use this information. Please inform the sender that you received this
message in error and delete the message from your system.
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T, (b)(6),(b)(7)(C)
" (b)(6),(b)(7)(C)

From__ (b)(6),(b)(7)(C)

Sent: Thursday, December 23, 2021 9:08 AM :
To: Deborah Fleischaker{____(b)(6),(0)7)C)____bice.dhs.gov): (b)(6),(b)(7)(C) @ice.dhs.gov>
Subject: FW: CLEARVIEW Tasking '

FYSA

From| (b)(6),(b)(7)(C) Bice.dhs. gov>

Sent: Thursday, December 23, 2021 8:58 AM

Toi (b)(6),(b)(7)(C) Dice. dhs gov>
Subject: RE: CLEARVIEW Tasking

Acknowledged. Giventhe breadth of the tasking, could you send me an email, confirmingthat ORAP is asking forthese
data, and how the responses will be used. The tasking willneed to go out officially, and | know some of the divisions will
ask.

Thanks!

From: (b)(6),(b)(7)(C)

Sent: Thursday, December 23, 2021 8:56 AM
To; (b)(6),(b)(7)(C) ®Eicedhsgov>
Subject: RE: CLEARVIEW Tasking

| justspoke to Deb, and she would also like to add a request for why/what use each program/officeis requesting license.

Thanks!

(b)(6),(b)(7)(C)

Fromi ____(b)(6),(b)(7)(C)

Sent: Thursdav. December23, 2021 8:48 AM
Toi; (b)(6),(b)(7)(C) @icedhsgov>
Subject: RE: CLEARVIEW Tasking

Hi (b)(6),(b)(7)(C)

Thanks again forthe help. Forthe tasking, | would suggest:

(b)(5),(b)(7)(E)
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(b)(5),(b)(7)(E)

Once we have the data, yes, we will be responding to Privacy and briefing leadership.

Have a great holiday!

From:é (b)(6),(b)(7)(C) %i?if:&?hdh&gow
Sent: Thursday, December 23, 2021 8:11 AM __
To: (b)(6),(b)(7)(C) Dice.dhs.pov>

Subject: CLEARVIEW Tasking

I am drafting a tasking to identify the number of staff who have facial recognition software. Since the tasking will need
to go to virtually everyone (we will need to send the tasking to the AOs, as well as the programs), | want to be sure we
ask the right questions, only once. Specifically, you need to know:

(b)(5),(b)(7)(E)

Is that all theinformation you need? Also, once we collectthesedata, isthe intent to answerquestions raised by ICE
Privacy?
Thanks

(b)(6),(b)(7)(C) i
Division Chief, Policy, Planning, and Records Management (PPRM)
Homeland Security Investigations, Office of Administrative Operations

PPhone: 202-536i b)e).b)7(C) i

......................... [N

| (b)(6).(0)(7)(C) {@ice.dhs.gov

Warning: This email and any attachments are UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It contains
information that may be exempt from public release under the Freedom of Information Act (5 U.S.C. 552). Itis to be
controlled, stored, handled, transmitted, distributed, and disposed of in accordance with DHS policy relating to FOUO
information and is not to be released to the public or other personnel who do not have a valid "need-to-know" without
prior approval of an authorized DHS official. No portion of this email should be furnished to the media, either in written
or verbal form. Ifyou are not an intended recipient or believe you have received this communication in error, please do
not print, copy, retransmit, disseminate, or otherwise use this information. Please inform the sender that you received this
message in error and delete the message from your system.
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From:

Sent:
To:

Subject:

Kelly, Christopher Si (b)(6),(b)(7)(C) :
i (b)(6),(b)(7)(C)

(b)(6),(b)(7)(C)

RE: ClearviewLicense Data Call

12/28/20212:42:33 PM

Perfect! Thanks!

From::

(b)(6),(b)(7)(C) Pice.dhs.gov>

Sent: Tuesday, December 28, 2021 9:42 AM
To: Kelly, ChristopherS: (b)(6),(b)(7)(C) @ice.dhs.gov>

Subject: FW:

FYSA

Clearview License Data Call

From: | (B)(E},{B)7)(C]

Sent: Thursday, December 23, 2021 9:07 AM

To:L (b)(6),(b)(7)(C) Bice dhs.gov>

Cc:

(b)(6),(b)(7)(C) ice.dhs.gov (b)(6),(b)(7)(C) {Bice.dhs.gov>; Kelly, Christopher S

(b)(6),(b)(7)(C) Fice dhs.sov>

Subject: Clearview License Data Call

As we discussed yesterday on our Quarterly Policy Touch Base, ORAP is requesting assistance from HSI Policy with adata
call to HSI to consolidate information related to use(s) of Clearview Facial Recognition technology/commercial data. In

response to questions from Privacy related to the need to update the Privacy Impact Statement foruse of Clearview and
for discussion with othersinthe Director’s Office, ORAP is requesting the followinginformation:

(b)(5),(b)(7)(E)

Please let me know if you would like to discuss and whether we can be of any assistance.

epic.org

15
Y
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From: 'KeIIy, Christopher S (b)(6),(b)(7)(C)

(b)(6),(b)(7)(C)

Sent: 1/7/2022 7:00:27 PM

To: Fleischaker, Deborah! (b)(6),(b)(7)(C) i
(b)(6),(b)(7)(C)

Subject: RE: Clearview

No clue.

From: Fleischaker, Deborah < (B)(6),{B){7)(€) @ice.dhs.gov>

Sent: Friday, January 7, 2022 2:00 PM

To: Kelly, Christopher Si _(b)(6),(b)(7)(C) _®@ice.dhs.gov>

Subject: RE: Clearview

What was the time-sensitive issue then?

From: Kelly, Christopher Si___(b)(6),(b)(7)(C)  Bice.dhs gov>

Sent: Friday, January 7, 2022 1:59 PM

To: Fleischaker, Deborah <

B)E),(B)NNC) iBice.dhs.pov>

Subject: FW: Clearview

From:| (b)(6),(b)(7)(C)

@ice.dhs.gov>

Sent: Friday, January 7, 2022 1:58 PM

To: Kelly, Christopher.Si___(b)(6),(b)(7)(C)  @ice dhs.gov>

Cc: Aguilar, Max i (b)(6),(b)(7)(C)

Hice. dhs.gov>

Subject: RE: Clearview

The Clearview contract option

(b)(6),(b)(7)(C)

would need to be exercised by 9/4/22.

From: Kelly, Christopher si___(b)(6),(b)(7)(C) i@ic:&mﬁhsz,ﬁ{:av>

Sent: Friday, January 7, 2022 1:32 PM

To: (b)(6),(b)(7)(C)

Bice. dhs.gow>

Cc: Aguilar, Max {(b)(s),(b)(7)(c) 'f“‘fﬁ"}f\

P>

Subject: Clearview

(b)(6),(b)(7)(C)

Does OAQ happen to have details on the current Clearview contract? Specifically, when it expires or would need to be

renewed?

We're dealing with Tae anc‘i

timeline on a decision on the interim memo | believe you saw that required DD approval for any new or modified CD

contracts.

Thanks!

epic.org
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Christopher S. Kelly
Deputy Assistant Director

Office of Regulatory Affairs and Policy
U.S. Immigration and Customs Enforcement

(0) (202) 732

(c) (202) 489

(b)(6),(b)(7)(C)

Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY {U//FOUD). & contalns information thet maey be exempt from

public release under the Fresdom of information Act {5 U.S.0, 5524 it s to be controfled, stored, handled, transmitted,

distributed, and disposed of in sccordance with DHS polioy relating 1o FOUG Information and I8 not to be relessed 1o the public oy
other personne! who do not have 3 velld “nesd-to-know” without prior spproval of an suthorized DHS officlsl Mo portion of this
raport should be furnished to the medls, sither by wiliten or verbal form,

epic.org
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i

From: _KeIIy, ChristopherSi (b)(6).(b)(7)(C)

(b)(6),(b)(7)(C)
Sent: 1/7/2022 7:50:53 PM
To: Aguilar, Max (b)(6),(b)(7)(C)
(b)(6),(b)(7)(C)
Subject: RE: Clearview

OPLA has been dragging its feet on its review. We should have them back today, unless they push us again. In fairness to

them, we had various directorates that needed/wanted more time.

| still think we’re on track for the end of the month.

From: Aguilar, Max  (b)(6),(b)(7)(C) i@ice.dhs.gov>

Sent: Friday, January 7, 2022 2:49 PM ‘
To: Kelly, ChristopherS? (b)(6),(b)(7)(C) @ice.dhs.gov>
Subject: RE: Clearview '

Hey Chris — on a different topic, any update on the TW/RW policies?

From: Kelly, Christopher S (b)(6),(b)(7)(C) Pice.dhs.gov>
Sent: Friday, January 7, 2022 1:59 PM

To: (b)(6),(b)(7)(C) bice dhs gov>
Cc: Aguilar, Max 1 (b)(6),(b)(7)(C) lice.divs.zov>
Subject: RE: Clearview

Thanks!

From| (b)(6),(b)(7)(C) Bice.dhs.gov>
Sent: Friday, January 7, 2022 1:58 PM
To: Kelly, Christopher Si  (b)(6),(b)(7)(C)  @ice.dhs.gov>

Subject: RE: Clearview

The Clearview contract option would need to be exercised by 9/4/22.

(b)(6),(b)(7)(C) :

From: Kelly, Christopher Si (b)(6),(b)(7)(C) Rice.dhs.gov>
Sent: Friday, January 7, 2022 1:32 PM

To:i (b)(6),(b)(7)(C) ice.dhs.gov>

Cc: Aguilar, Max < (b)(6),(b)(7)(C) iice.dhs.guv>

Subject: Clearview

(b)(6),(b)(7)(C) :
!

Does OAQ happen to have details on the current Clearview contract? Specifically, when it expires or would need to be

renewed?
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We're dealing with Tae and:....ijon a related issue (commercial data policy) and they were inquiring as it may dictate our
timeline on a decision on thé interim memo | believe you saw that required DD approval for any new or modified CD
contracts.

Thanks!

Christopher S. Kelly

Deputy Assistant Director

Office of Regulatory Affairs and Policy

U.S. Immigration and Customs Enforcement
U.S. Department of Homeland Security

i
{meemo Bice. dis. gov

et L e
T T

4
1 (b)(6),(b)(7)(C)

(c) (202) 483

Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY {U//FOUD). 1 contalns information that may be sxemp? om
gl reloase under the Fresdom of Information Aot {5 U800 352 B s to be controlled, stored, handled, transmitted,
distributed, snd disposed of In secordance with DHS polioy relating o FOUD nformation snd s not to be released to the publiv or
other personne! who do not have g velld “nesd -to-know” without prior spproval of an suthorized DHE officlsl No portion of this
report should be furnished fo the madis, sithey In written or verbal form.
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From:

Sent:
To:

Subject:

T (B)E).(B)T)C)

Fleischaker, Deborak (b)(6),(b)(7)(C) i

(b)(6),(b)(7)(C)

!;Kelly,ChristopherS

RE: FY22 Clearviewlicense

numbers
_._I.h_a._rzks
From: Fleischaker, Deborah { (b)(6),(b)(7)(C) ice.dhs.gov>
Sent: Tuesday, January 25, 2022 5:03 PM .
To: (b)(6),(b)(7)(C) @ice.dhs.gov>; Kelly, Christopher§ (b)(6),(b)(7)(C) Pice.dhs.gov>

Subject: RE: FY22 Clearview License

(b)(5)

From

(b)(6),(b)(7)(C) Dice.dhs.gov>

Sent: Tuesday, January 25, 2022 4:33 PM
To: Kelly, ChristopherS: (b)(6),(b)(7)(C) msce dhs.gov>; Fleischaker, Deborah ¢ (b)(G) (b)(7)(C) ice dhs,gov>

Subject: FW: FY22 Clearview License

FYSA

From;

(b)(6),(b)(7)(C) @ice dhs gov>

Sent: Tuesday, January 25, 2022 4:21 PM

To:

(b)(6),(b)(7)(C)

(b)(6),(b)(7)(C)

| (b)(6),(b)(7)(C) Bice dhs.gov>

;@icadhsgaw;g (b)(6),(b)(7)(C)

Subject: FY22 Clearview License

Attached is the final count of Clearview Licenses from the divisions and the field. Please let me know if you
need anything else or if you have any questions.

Thank you,

.__(b)(6),(b)(7)(C)

Special Assistant
Policy, Planning & Records Management Division
Office of Administrative Operations

epic.org
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Homeland Security Investigations
U.S. Immigration and Customs Enforcement

Office: 202-732i

Mobile: 202-8345 (b)(6),(b)(7)(C)

(b)(6),(b)(7)(C) [@LELhs gov

Warning: This email and any attachments are UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUQ). It contains information that maybe exempt from
public release under the Freedom of Information Act (5 U.S.C. 552). Itis to be controlled, stored, handled, transmitted, distributed,and disposed of in
accordance with DHS policy relating to FOUO information and is not to be released to the public or other personnel who do not have a valid "need-to-
know" without prior approval of an authorized DHS official. No portion of this email should be furnished to the media, either in written or verbal
form. If you arenot an intended recipient or believe you have received this communicationin error, please do not print, copy, retransmit, disseminate,
or otherwise use this information. Please inform the sender that you received this messagein error and delete the message from your system.
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Division or Field

Total Count of Licenses
Currently Held

Total Count of Licenses Requested

Notes from Divison/Field

International

CTOC Public Safety & Border Security

HSI Cyber Crimes Center

SAC/RAC

(b)(7)(E)

(b)(7)(E)

See below for notes from the specifc field offices
regarding licenses requested

Field Office

Notes from Field

HSI Dallas

HSI Phoenix

HSI Los Angeles

HSI Baton Rouge

HSI Houston

HSI Cincinnati

HSI Kansas City

HSI San Francisco

(b)(7)(E)

(b)(6),(b)(7)(C),(b)(7)(E)

HSI Norfolk
HSI El Paso
HSI Seattle
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From: Fleischaker, Deborah{l (b)(6),(b)(7)(C)

ent n (b)(6),(b)(7)(C)
" (b)(6),(b)(7)(C)
cc: Kelly, Christopher S (b)(6),(b)(7)(C)

(b)(6),(b)(7)(C)
Subject: RE: Clearview License Data Call

That seems clearly true. | hope they can see that as well.

From% (b)(G),(b)(7)(C) ;@ice.dhs.gov>
Sent: Wednesday, January 26, 2022 10:34 AM
To: Fleischaker, Deborahi (B)(E).BI7C) lice.dhs.gov>

Cc: Kelly, Christopher Si _(b)(6),(b)(7)(C) @ice.dhs.gov>
Subject: FW: Clearview License Data Call

FYSA,

(b)(S)

(b)(6),(b)(7)(C)

From:. (b)(6),(b)(7)(C)
Sent: Wednesday, January 26, 2022 10:32 AM

To:| (b)(6),(b)(7)(C) Wice.dhs.eovst  (B)(6),(b)(7)(C)

IR SRR AT o e

Subject: RE: Clearview License Data Call

Thanks,; (B)ELBXT(C) |

Just for clarity, could you please advise where these folks are, what unit they are in, and how they are associated with CE

work?

Thanks,

e i
$ o)) e)7IC) i
[ ISP

From (b)(6),(b)(7)(C) Bice.dhs.gov>

Sent: Wednesday, January 26, 2022 10:22 AM

Subject: FW: Clearview License Data Call

Hi wioromie

To (b)(6),(b)(7)(C) '“@%e:e,dhs‘gaw;é (b)(6),(b)(7)(C) Wice.dhs.gov>

Below is a list of users that were not on the CEIU list, but reported as having an active license. The list was sent
te (b)(6),(b)(7)(C) iprovided her update on the users below. Please let me know if you have any

questions.

Thank you,

(b)(6),(b)(7)(C)

Special Assistant
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Policy, Planning & Records Management Division
Office of Administrative Operations

Homeland Security Investigations

U.S. Immigration and Customs Enforcement
Office: 202-732-
Mobile: 202-834
(b)(6) (b)(7)(C) -‘&’.iﬁ,.ii...(.i,.i.‘z.,f;i?.}v..

(b)(6),(b)(7)(C)

Warning: This email and any attachments are UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It contains information that may be exempt from
public release under the Freedom of Information Act (5 U.S.C. 552). It is to be controlled, stored, handled, transmitted, distributed, and disposed of in
accordance with DHS policy relating to FOUO information and is not to be released to the public or other personnel who do not have a valid "need-to-
know" without prior approval of an authorized DHS official. No portion of this email should be furnished to the media, either in written or verbal form. If
you are not an intended recipient or believe you have received this communication in error, please do not print, copy, retransmit, disseminate, or
otherwise use this information. Please inform the sender that you received this message in error and delete the message from your system.

From:| (b)(6),(b)(7)(C) ®ice.dhs.gov>

Sent: Wednesday, January 26, 2022 10:16 AM

To:i (b)(6),(b)(7)(C) Wice.dhs gov> .

Cci (b)(6),(b)(7)(C) i@ice,dha,g@w,‘; (b)(6),(b)(7)(C)  @ice.dhs.gov>

Subject: RE: Clearview License Data Call

nomma’c;ons, and either hadn’t completed all the steps yet, or hadn t made it onto our spreadsheet.

Please let me know if you need any other information.

i (b)(6),(b)(7)(C) Pending user, he needs to setup his password to activate his license.
- Recently activated
— Recently activated
(b)(6),(b)(7)(C) i Recently activated
- Recently activated
Recently activated

i (b)), (b)(7)(C) {- Recently activated

(b)(6), (b)(7)(C) - Recently activated
i- Does not have an active license. Appears to have had one during the pilot period. Hasn’t logged

: (b)(6),(b)(7)(C) Recently activated
(b)(6) (b)(7)(C) Active hcense since the summer, she should have been on our spreadsheet

Spec&aﬂ Agent 5 ngram Manager
DHS | Homeland Security Investigations
Cyber ("rames Center E Child Exploitation Unit {CEIL) | Victim identification Program

From:: (b)(6),(b)(7)(C) Bice dhs.gov>
Sept: Tuesday, January 25, 2022 9:47 PM
To! (b)(6),(b)(7)(C) Bice.dhs.gov>
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Cci (b)(8),(b)(7)(C) Bice.dhs.gov>
Subject: FW: Clearview License Data Call

Please co firm if they have CEIU licenses or not abs then let’s discuss

Chlld Exp|0|tat|on Investigations Unit
Homeland Security Investigations

Froms (b)(6),(b)(7)(C) Bice.dhs.sov>
Date: Tuesday, Jan 25, 2022, 3:56 PM e
To: (b)(6),(b)(7)(C) Wice.dhs, gov>i (b)(6),(b)(7)(C) Bice.dhs.gov>! (b)(6),(b)(7)(C) |

i (b)(e) (6)7)C) Rice.dhs gov>

The names listed below were not on the CEIU list, however the POCs or individuals have confirmed that they
indeed hold an active license. Please let me know if you have any questions.

(b)(6),(b)(7)(C)

(b)(6),(b)(7)(C) } not activated yet, currently working with C3 to activate

Thank you,

i (b)(6),(b)(7)(C) _:

Special Assistant

Policy, Planning & Records Management Division
Office of Administrative Operations

Homeland Security Investigations

U.S. Immigration and Customs Enforcement
Office: 202-732
Mobile' 202- 83

(b)(6),(b)(7)(C)

Warning: This email and any attachments are UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO). It contains information that may be exempt from
public release under the Freedom of Information Act (5 U.S.C. 552). It is to be controlled, stored, handled, transmitted, distributed, and disposed of in
accordance with DHS policy relating to FOUO information and is not to be released to the public or other personnel who do not have a valid "need-to-
know" without prior approval of an authorized DHS official. No portion of this email should be furnished to the media, either in written or verbal form. If
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you are not an intended recipient or believe you have received this communication in error, please do not print, copy, retransmit, disseminate, or
otherwise use this information. Please inform the sender that you received this message in error and delete the message from your system.
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From (b)(6),(b)(7)(C)

Sent: 2/17/2022 2:59:17 PM
To: Fleischaker, Deborahi (b)(6),(b)(7)(C)

(b)(G),(b)(7)(C) elly, Christopher S

(b)(6),(b)(7)(C)

Facial recognition firm Clearview Al tells investors it is seeking massive expansion beyond law
enforcement

The Washingion Post [2/16/2022 12:47 PM, Drew Harwell, 12597K] reports that the facial recognition
company Clearview Al is telling investors it is on track to have 100 billion facial photos in its database
within a year, enough to ensure “almost everyone in the world will be identifiable,” according to a financial
presentation from December obtained by The Washington Post. Those images — equivalent to 14 photos
for each of the 7 billion people on Earth — would help power a surveillance system that has been used for
arrests and criminal investigations by thousands of law enforcement and government agencies around the
world. And the company wants to expand beyond scanning faces for the police, saying in the presentation
that it could monitor “gig economy” workers and is researching a number of new technologies that could
identify someone based on how they walk, detect their location from a photo or scan their fingerprints from
afar. The 55-page “pitch deck,” the contents of which have not been reported previously, reveals
surprising details about how the company, whose work already is controversial, is positioning itself for a
major expansion, funded in large part by government contracts and the taxpayers the system would be
used to monitor. The document was made for fundraising purposes, and it is unclear how realistic its
goals might be. Clearview was a little-known start-up until a New York Times report in early 2020, based
on internal emails and public records uncovered by researchers, revealed the extent to which local police
departments had begun using it to find potential suspects. The company said it has since grown its client
list to more than 3,100 law enforcement agencies in the United States. It has contracts with the
Department of Homeland Security, the FBI and the Army. The company said that it expects to increase its
annual federal revenue to $6 million this year, thanks to active expansions with DHS and the FBI and an
“imminent” expansion from the Drug Enforcement Administration, and that it hopes to “increase overall
usage” by state and local police agencies by 300 percent. U.S. Immigration and Customs Enforcement, a
DHS agency, signed a one-year contract with Clearview in September that could extend to three years,
totaling $1.5 million, federal records show. The FBI signed an $18,000 one-year contract in December;
the presentation says it will grow to $2.4 million this year. The DEA declined to comment, and the FBI and
ICE did not respond to requests for comment.

Subject: Clearview

.

i
S+ 1 (b)(6),(b)(7)(C)

LS By :

(b)(6),(b)(7)(

30

3,

¥
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From: Kelly, Christopher S (B)(E),(BJ(7)C) ]

i (b)(6),(b)(7)(C)
Sent: 3/4/2022 7:15:42 PM
To: ORAPTASKINGS (b)(7)(E)
(b)(7)(E) i (b)(6),(b)(T7)C) i

CC:

, Fleischaker, Deborah
Subject: RE: Review and Comment {_(b)(7)(E)_ i Representative Markey and Others writes regarding DHS's use of Clearview Al

facial recognition tools‘i (b)(7)(E)

I’'m good. Thanks.

From: ORAPTASKINGSE (b)(7)(E) @ice.dhs.gov>

Sent: Friday, March 4, 2022 1:55 PM

To: (b)(6),(b)(7)(C) Dice.dhs.gov>

Ce:i (b)(6).(b)T)C) @ice.dhs.gov>; Kelly, Christopher Si (b)(6),(b)(7)(C) ®ice.dhs.gov>;

Fleischaker, Deborah {_..(b)(6),(b)(7)(C) @lce dhs.gov>

Subject: RE: Review and Comment __'_('_t_)_)'g_)_('!i_)_' Renresentative Markey and Others writes regarding DHS's use of
Clearview Al facial recognition tools; (b)(?)(E)

Hi all,
Please review the attached documents and provide any comments/edits. The due date for this task is 3/7/22 at 2PM.

Thank you!

Tasklngs Analyst

Business Management Unit

Office of Regulatory Affairs and Policy

_U.S. Immigration and Customs Enforcement

! (b)(6),(b)(7)(C) i@ associates.ice.dhs.gov

Fromi (b)(6),(b)(7)(C) @ice.dhs.gov>

Sent: Friday, March 4, 2022 1:32 PM

To: ORAPTASKINGS..........RM00E) ____ Bice.dhs.gov>; (b)(6),(b)(7)(C) @ice.dhs.gov>

Cc:! (b)(6),(b)(7)(C) @ice.dhs.gov>

Subject: RE: Review and Comment; (b)(7)(E) :Representative Markey and Others writes regarding DHS's use of
Clearview Al facial recognition tools.i (b)(7)(E)

ongomg policy discussions in regard to Clearwew Facial recognition.

Thanks

(b)(6), (b)(7)(C)!
i
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From: ORAPTASKINGS] _ (b)(7)(E) _ (@ice.dhs.gov>

Sent: Friday, March 4, 2022 1:16 PM

To: (b)(6),(b)(7)(C) @ice.dhs.gov>

Cc:: (b)(6),(b)(7)(C) i@ice.dhs.gov>

Subject: FW: Review and Commenti_(b)(7)(E) i Representative Markey and Others writes regarding DHS's use of
Clearview Al facial recognition tools.i (b)(7)(E) 5

Good afternooq (b)(6),(b)(7)(C) :

Please review the attached documents and provide any input/edit. The due date for this task is 3/7/22 at 2pm

Thank you!

Taskings Analyst
Business Management Unit
Office of Regulatory Affairs and Policy

Sent: Frlday, March 4,2022 12:44 PM
To: #ICEPolicyTaskingsi (b)(7)(E) Rice.dhs.gov>

Subject: Review and Comment _(0)7)E)_} Representative Markey and Others writes regarding DHS's use of Clearview Al
facial recognition tools. (b)(7)(E) i

Hello ORAP,

A Clearance has been assigned to you. Please accept in 1 day

Due Date: 03/07/2022 02:00 PM Eastern
Instructions:

Good afternoon,
Please review the below-listed documents associated with CBP's draft response
and provide comment/clearance.

If you have input/edits, please upload a separate, redline file; OES will
compile the input received. Thank you!

Daciiments..to review:

(b)(7)(E)| ¢xaft response

incoming letter
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Thank you,

ICATT System
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Congress of the Hnited States
Washington, D€ 20515

February 9, 2022

The Honorable Alejandro N. Mayorkas

Secretary of Homeland Security REC EI VED

Department of Homeland Security
Washington, DC 20528 By ESEC at 10:17 am, Feb 09 202,2

Dear Secretary Mayorkas:

We write regarding the Department of Homeland Security’s use of Clearview Al’s facial
recognition technology. In August 2021, the Government Accountability Office (GAO)
published a report identifying the Secret Service, Immigrations and Customs Enforcement (ICE),
and Customs and Border Protection (CBP), as federal entities that have used Clearview Al’s
technology.! Facial recognition tools pose a serious threat to the public’s civil liberties and
privacy rights, and Clearview AI’s product is particularly dangerous. We urge you to
immediately stop the Department’s use of facial recognition technology, including Clearview
Al’s tools.

Clearview Al’s technology could eliminate public anonymity in the United States. It reportedly
allows users to capture and upload photos of strangers, analyze the photographed individuals’
biometric information, and provide users with existing images and personal information of the
photographed individuals found online. Clearview Al reportedly scrapes billions of photos from
social media sites without permission from or notice to the pictured individuals.? In conjunction
with the company’s facial recognition capabilities, this trove of personal information is capable
of fundamentally dismantling Americans’ expectation that they can move, assemble, or simply
appear in public without being identified. Reports indicate that use of this technology is already
threatening to do so.?

This is especially troubling because studies show that when individuals believe the government
is surveilling them, they are likely to avoid engaging in activities protected by the First
Amendment.* The use of facial recognition technology runs the risk of deterring the public from
participating in marches or rallies, or speaking out against injustice, to give just two examples,

! Facial Recognition Technology: Current and Planned Uses by Federal Agencies, Government Accountability
Office (Aug. 2021), https://www.gao.gov/assets/gao-21-526.pdf.

2 Kashmir Hill, The Secretive Company That Might End Privacy As We Know It, N.Y. Times (Jan. 18, 2020),
https://www.nytimes.com/2020/01/18/technology/clearview-privacy-facial-recognition.html.

3 Sara Morrison, The world’s scariest facial recognition company is now linked to everybody from ICE to Macy'’s,
Vox (Feb 28, 2020), http@ /[WWW.VOX. com/rccode/2020/2/26/2l 154606/clearview-ai- data-breach

Recognition Now Electromc Frontier Foundat]on (Jan. 31, 2020) https /www.eff. org/deeplmk%/2020/01/clcarwcw-
ai-yet-another-example-why-we-need-ban-law-enforcement-use-face.
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The Honorable Alejandro N. Mayorkas
February 9, 2022
Page 2

for fear of being permanently included in law enforcement databases. In short, this technology
utilizes a high level of surveillance that is often inconsistent with Americans’ right to privacy.

Additionally, this technology poses unique threats to Black communities, other communities of
color, and immigrant communities. An analysis of facial recognition tools conducted by the
National Institute of Standards and Technology (NIST) found that Black, Brown, and Asian
individuals were up to 100 times more likely to be misidentified than white male faces.’
Consistent with this research, at least three Black men have already been wrongfully

arrested based on a false facial recognition match.®

Facial recognition technology like Clearview’s poses unique threats to marginalized
communities in ways that extend beyond the tools’ inaccuracy issues. Communities of color are
systematically subjected to over-policing,’” and the proliferation of biometric surveillance tools
is, therefore, likely to disproportionately infringe upon the privacy of individuals in Black,
Brown, and immigrant communities. With respect to law enforcement use of biometric
technologies specifically, reports suggest that use of the technology has been promoted among
law enforcement professionals, ® and reviews of deployment of facial recognition technology
show that law enforcement entities are more likely to use it on Black and Brown individuals than
they are on white individuals.® Additionally, past law enforcement use of this technology
reportedly targeted Black Lives Matter activists.'”

Use of increasingly powerful technologies like Clearview Al’s have the concerning potential to
violate Americans’ privacy rights and exacerbate existing injustices. Therefore, as the authors of
the Facial Recognition and Biometric Technology Moratorium Act (S. 2052/H.R. 3907) —
which would halt a federal agency or official from using these technologies!'! — we urge you to
stop use of facial recognition tools, including Clearview AI’s products.

3 National Institute of Standards and Technology, NIST Study Evaluates Effects of Race, Age, Sex on Face
Recognition Software (Dec. 19, 2019), https://www.nist.gov/news-events/news/2019/12/nist-study-evaluates-effects-
race-age-sex-face-recognition-software

6 Kashmir Hill, Another Arrest, and Jail Time, Due to a Bad Facial Recognition Match, N.Y. Times (Dec. 29,
2020), https://www.nytimes.com/2020/12/29/technology/facial-recognition-misidentify-jail. html.

7 Elizabeth Hinton, LeShae Henderson, & Cindy Reed, An Unjust Burden: The Disparate

Treatment of Black Americans in the Criminal Justice System, Vera Institute for Justice (May 2018),
https://www.vera.org/downloads/publications/for-the-record-unjust-burden-racial-disparities.pdf; Criminal Justice
Fact Sheet, The National Association for the Advancement of Colored People, https://naacp.org/resources/criminal -
justice-fact-sheet.

8 Carole Haskins, 4 Popular Workshop for Police Encouraged Cops to Use Face Scans to ID People they Pull Over
at Traffic Stops, Business Insider (Feb. 2, 2022), https://www.businessinsider.com/police-workshop-street-cop-
training-podcast-facial-recognition-traffic-stops-2022-2%0p=1.

9 Automated Regional Justice Information System, San Diego’s Privacy Policy Development: Efforts & Lessons
Learned, https://www.voiceofsandiego.org/wp-content/uploads/2021/04/E5-Meaningful-Metrics-1-1.pdf.

10 James Vincent, NYPD Used Facial Recognition to Track Down Black Lives Matter Activist, The Verge (Aug. 18,
2020), https://www.theverge.com/2020/8/18/21373316/nypd-facial-recognition-black-lives-matter-activist-derrick-
ingrany/.

! Facial Recognition and Biometric Technology Moratorium Act, S. 2052, 117% Congress § 1 (2021); Facial
Recognition and Biometric Technology Moratorium Act, H.R. 3907, 117" Congress § 1 (2021).
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The Honorable Alejandro N. Mayorkas
February 9, 2022
Page 3

Thank you for your attention to this important matter.

Sincerely,
Edward J. Markey Pramila Jayapal
United States Senator United States Representative
J rey A. Merkley Ayanna Pressley
United States Senator United States Representative

cc: The Honorable James M. Murray, Director, U.S. Secret Service
The Honorable Tae Johnson, Director, U.S. Immigration and Customs Enforcement
The Honorable Chris Magnus, Commissioner, U.S. Customs and Border Protection
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From:

To:
Cc:
Subject:
(b)(7)(E) |
Date: Monday, March 7, 2022 10:30:56 AM
Attachments: Markey Draft Response CBP - ORAP edits.docx
Hiall,

Good morning! Cleared with edits and comments as atitached.

Thanks!

(b)(6),(b)(7)(C)

Policy Analyst
{ffice of Regulatory Affairs and Policy
WS Immigration and (’ ustoms Enforcement

Cell: 202-760 (b)(G)y(h)(7)(C)!

Warning: This document is UNCLAS EEELD//HJR{J FHOAL USE ONLY {U//FOUDY. i contains
information that may be exampt from public release under the Freedom of Information Act {5 US.C

S52Y. s to be controlled, storad, ha ndied, transmitted, distributed, and disposed of in accordance
with DHS policy relating to FOUQ information and is not 1o be released 1o the public or other
parsonnel who do not have a valid "need-to-know” without prior approval of an authorized DHS
official. No portion of this report should be furnished to the media, elther in written or verbal form.

From; (b)(6),(b)(7)(C) Dice.dhs.gov>
Sent: Monday, March 7, 2022 8:03 AM
To:i (b)(6),(b)(7)(C) @ice.dhs.gov>

Ce: ORAPTASKINGS] (b)(7)(E) _ Pice.dhsgov>i  (B)(®)L(B)TIC) |
(b)(6) (b)(7)(C) Bice.dhs.govs>

For your review/concurrence regarding the proposed response to the Senators and Representatives.
e Recommendation: SES Clearance, and recommend: Clear with comments.

e Date Due and Description: Due Monday afternoon, 03/07/2022, at 14:00, QFR regarding a
response to a letter, from Senators Markey and Merkley and Representatives Jayapal and
Pressley, about DHS’s, CBP’s, and ICE’s use of Clearview Al’'s Facial technology.

e Summary: The Senators and Representatives wrote a letter to Secretary Mayorkas, requesting
that DHS, CBP, and stop use of facial recognition tools, including Clearview Al’s products. The
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letter addresses concerns that the facial technology could eliminate public anonymity and deter
individuals from public events due to being photographed and having biometric information
analyzed and possibly shared. There is potentially a unique threat such technology has for Black,
Brown, and Asian communities, realizing the historically over-policing and targeting of such
individuals. A NIST study showed that such individuals were more likely to be facially
misidentified compared to White individuals.

Analysis: The response impacts ICE policy due to the current use of facial identification
technology in performing operations requirements by DHS personnel. i (b)(5) i

(b)(5)

(b)(6),(b)(7)(C)

Policy Analyst
Office of Regulatory Affairs and Policy (ORAP)

u.s.
. Department of Homeland Security

U.S

Immigration and Customs Enforcement

| (b)(6),(b)(7)(C) Rice.dhs.gov

From: ORAPTASKINGS (b)(7)(E) @ice.dhs.gov>

Sent: Friday, March 4, 2022 1:16 PM

To:E (b)(6),(b)(7)(C) @ice.dhs.gov>

Cci (b)(6),(b)(7)(C) Wice.dhs.gov>

DHS's use of Clearview Al facial recognition tools.i (b)(7)(E)

Please review the attached documents and provide any input/edit. The due date for this task is
3/7/22 at 2pm

Thank youl!

(b)(6),(b)(7)(C) {they/them/theirs)

i
i
!
i

Taskings Analyst
Business Management Unit
Office of Regulatory Affairs and Policy

u.S

. Immigration and Customs Enforcement

epic.org
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Sent: Friday, March 4,_2022 12:44 PM .
To: #ICEPolicyTaskingsi_____(B)7)E) _ i@ice.dhs.gov>

DHS's use of Clearview Al facial recognition tools.i (b)(7)(E)

Hello ORAP,

A Clearance has been assigned to you. Please accept in 1 day

Due Date: 03/07/2022 02:00 PM Eastern
Instructions:

Good afternoon,
Please review the below-listed documents associated with CBP's
draft response and provide comment/clearance.

If you have input/edits, please upload a separate, redline file;
OES will compile the input received. Thank you!

Documents to review:

(b)(7)E) | Siainiisshonee,

Thank you,

ICATT System
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)

(b)(5)

(b)(5)

(b)(5)
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(b)(5)
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From: Fleischaker, Deborah |
Sent:
) ( ) ( ) ( ) ( ) ( )
CC:
b 6 b 7 C Kelly, Christopher §
Subject: RE: Review and Comment: (b)(7)(E) : CBP's response to Senator Markey and Others regarding DHS's use of
Clearview Al facial recognition tools.g (b)(7)(E)
Attachments: Markey Draft Response_CBP (ORAP 03.14.22)dtf.docx
I removed one comment; (b)(5) Eand added one (b)(5) '.
Fron (b)(6),(b)(7)(C) @ice.dhs.gov>

Sent: Monday, March 14, 2022 5:05 PM

To:

(b)(6),(b)(7)(C) @ice.dhs.gov>

Cc: ORAPTASKINGSE (b)(7)(E)  @ice.dhs.gov>; Fleischaker, Deborah <
Christopher S;

Dice.dhs.gov>; Kelly,

(b)(6),(b)(7)(C)__ @ice.dhs.gov>

Clearview Al facial recognition tools.; (b)(7)(E)

Recommend that this response not move forward until SES review and concurrence. | have added comments and edits.

Thanks,

(B)(6),(b)7)C)

From:i

(b)(6),(b)(7)(C) Dice.dhs.gov>

Sent: Monday, March 14, 2022 4:35 PM

To:!

(b)(6),(b)(7)(C) @ice.dhs.gov>

Cc: ORAPTASKINGS: (b)(7)(E) @ice.dhs.gov>

-!-:_ormyour review/concurrence regarding the proposed response to the Senators and Representatives.

Recommendation: SES Clearance, and recommend: Clear with comments.

Date Due and Description: Due Tuesday afternoon, 03/15/2022, at 14:00, QFR regarding a response to a letter, from
Senators Markey and Merkley and Representatives Jayapal and Pressley, about DHS’s, CBP’s, and ICE’s use of
Clearview Al’s Facial technology.

Summary: The Senators and Representatives wrote a letter to Secretary Mayorkas and Director Murray, US Secret
Service, requesting that CBP, HSI and the Secret Service stop their use of facial recognition tools such as Clearview
Al's products. The letter addresses concerns that the facial recognition technology could eliminate public anonymity
and deter individuals from public events due to being photographed and having biometric information analyzed and
possibly shared. There is potentially a unique threat that such technology has for Black, Brown, and Asian
communities, given historical over-policing and targeting of such individuals.

epic.org
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e Analysis: The response impacts ICE policy due to CBP’s and HSI’s current use of facial identification technology in

their operations. (b)(5) ;

(b)(5)

(b)(6),(b)(7)(C)

Policy Analyst

Office of Regulatory Affairs and Policy (ORAP)
U.S. Immigration and Customs Enforcement
U S. Department of Homeland Security

From: ORAPTASKINGS (b)(7)(E) @Dice.dhs.gov>
Sent: Monday, March 14, 2022 3:12 PM

Toi (b)(6),(b)(7)(C) @ice.dhs.gov>
Cci (b)(6),(b)(7)(C) ’ﬁ)ice dhs.gov>

Subject FW: Review and Comment; (b)(7)(E) F CBP's response to Senator Markey and Others regarding DHS's use of
Clearview Al facial recognition toolq (b)(7)(E)

Please review the attached documents and provide any comments/edits. The due date for this task is 3/15/22 at
2:00PM.

Tasklngs Analyst

Business Management Unit

Office of Regulatory Affairs and Policy

U S. Immlgratlon and Customs Enforcement

Sent: Monday, March 14, 2022 12: 28 PM

To: #ICEPolicyTaskingsi (b)(7)(E) dice.dhs.gov>
Subject: Review and Comment (b)(7)(E) : CBP's response to Senator Markey and Others regarding DHS's use of

Clearview Al facial recognition toolsi (b)(7)(E)

Hello ORAP,

A Clearance has been assigned to you. Please accept in 1 day
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Clearance Name (b)(7)(E) Assigned To ORAP

Due Date: 03/15/2022 02:00 PM Eastern

Instructions:

Good Afternoon,

Please review the below-listed documents associated with CBP's draft response

and provide comment/clearance.

If you have input/edits, please upload a separate, redline file; OES will
compile the input received. Thank you!

Rocuments._to review:

(t))(ES) [Draft Response]

[Incoming letter]

Thank you,

ICATT System
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The Honorable Edward J. M arkey
United States Senate
Washington, DC 20510

(b)) bys)
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From:

To: (b)(G) (b)(7)(C) Rl (B)ELENTNE) !

Cc LORAP TASKINGS: Rélly, Christopher S

Subject: RE: Review and Comment -22-00821- CBP"s response to Senator Markey and Others regarding DHS"s use of
Clearview Al facial recognition tools. [WF1227714] ICATT:0045866

Date: Monday, March 14, 2022 5:11:44 PM

Attachments: Markey Draft Response CBP (ORAP 03.14.22)dtf.docx

[ removed one comment (re Secret Service)} and added one (re scope of HSI use) as well. Thanks for

From:; (b)(6),(b)(7)(C) re.dhs.gov>
Sent: Monday, March 14, 2022 5:05 PM
To:i (b)(6),(b)(7)(C) @ice.dhs.gov>

Cc: ORAPTASKINGS ¢ (b)(T)(E) Dice.dhs.gov>; Fleischaker, Deborah

4 (b)(6),(b)(7)(C) _ ice.dhs.gov>; Kelly, Christopher S <. (b)(6),(b)(7)(C) @ice.dhs.gov>
Subject: RE: Review and Comment -22-00821- CBP's response to Senator Markey and Others
regarding DHS's use of Clearview Al facial recognition tools. [WF1227714] ICATT:0045866

(b)(3)

Thanks,

From: | (b)(6),(b)(7)(C) ;'lce.dhs,gov>
Sent: Monday, March 14, 2022 4:35 PM

To:! (b)(6) (b)(7)(C) ice.dhs.gov>

Ce: ORAPTASKINGS <__BNTNE) _lice dhs gov>
Subject: FW: Review and Comment -22-00821- CBP's response to Senator Markey and Others
regarding DHS's use of Clearview Al facial recognition tools. [WF1227714] ICATT:0045866

For your revxew/concurrence regarding the proposed response to the Senators and Representatives.

¢ Recommendation: (b)(5)

e Date Due and Description: Due Tuesday afternoon, 03/15/2022, at 14:00, QFR regarding a
response to a letter, from Senators Markey and Merkley and Representatives Jayapal and
Pressley, about DHS’s, CBP’s, and ICE’s use of Clearview Al’s Facial technology.

e Summary: The Senators and Representatives wrote a letter to Secretary Mayorkas and Director
Murray, US Secret Service, requesting that CBP, HSI and the Secret Service stop their use of facial
recognition tools such as Clearview Al’s products. The letter addresses concerns that the facial
recognition technology could eliminate public anonymity and deter individuals from public
events due to being photographed and having biometric information analyzed and possibly
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shared. There is potentially a unique threat that such technology has for Black, Brown, and Asian
communities, given historical over-policing and targeting of such individuals.

e _Analysis: (h)(5) ;
' (b)(8),(b)(7)(C) |

(b)(5)

Office of Regulatory Affairs and Policy (ORAP)
U.S. Immigration and Customs Enforcement

U.S. Department of Homeland Security

| (b)(8),(b)(7)(C) fee.cihis.pon

Erom: ORAPTASKINGS___(O)TNE)__bice dhs govs

Sent: Monday, March 14, 2022 3:12 PM

To: (b)(6),(b)(7)(C) @ice.dhs.gov>

Cc:! (b)(6),(b)(7)(C) tice.dhs.gov>

Subject: FW: Review and Comment -22-00821- CBP's response to Senator Markey and Others
regarding DHS's use of Clearview Al facial recognition tools. [WF1227714] ICATT:0045866

H{ (b)(6),(b)(7)(C)

Please review the attached documents and provide any comments/edits. The due date for this task
is 3/15/22 at 2:00PM.

Thank you,

é(b)(G),(b)(7)(C) they/them/theirs)
“Taskings Analyst

Business Management Unit

Office of Regulatory Affairs and Policy

U.S. Immigration and Customs Enforcement

From: ICATT Alert { (b)(7)(E) ce.dhs.gov>
Sent: Monday, March 14, 2022 12:28 PM

2021-ICLI-00005 2263
epic.org EPIC-20-03-06-ICE-FOIA-20231109-16th-Interim-Production 003321

RELO000009396



To: #ICEPolicyTaskin (b)(7)(E) Dice.dhs.gov>
Subject: Review and Comment -22-00821- CBP's response to Senator Markey and Others regarding
DHS's use of Clearview Al facial recognition tools. [WF1227714] ICATT:0045866

Hello ORAP,

A Clearance has been assigned to you. Please accept in 1 day

Clearance Name: CL-22-00821 Assigned To ORAP

Due Date: 03/15/2022 02:00 PM Eastern

Instructions:

Good Afternoon,

Please review the below-listed documents associated with CBP's
draft response and provide comment/clearance.

If you have input/edits, please upload a separate, redline file;
OES will compile the input received. Thank you!

Documents to review:

22-00821-7 [Draft Response]
22-00821-2 [Incoming letter]

Thank you,

ICATT System
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From: I (b)(G),(b)(7)(C) il (b)(6),(b)(7)(C) i

Sent: (b)(6),(b)(7)(C)
To:
b)(6),(b)(7)(C
, Fleischaker, Deborah
. (b)(6),(b)(7)(C) i Kelly, Christopher S
(b)(6),(b)(7)(C)
(b)(6),(b)(7)(C) 3-Kelly, Chri]
Subject: RE: Review and Comment -22-00821- CBP's response to Senator Markey and Others regarding DHS's use of

Clearview Al facial recognition tools. [WF1227714] ICATT:0045866
Attachments: Markey Draft Response_CBP (ORAP 03.14.22).docx

(b)(5) I have added comments and edits.
Thanks,

(b)(6),(b)(7)C)

From; (b)(6),(b)(7)(C) i@ice.dhs.gov>

Sent: Monday, March 14, 2022 4:35 PM

To:| . (b)(6).(b)(7)(C)._ @ice.dhs.gov>

Cc: ORAPTASKINGS!  (b)(7)(E)  Dice.dhs.gov>

Subject: FW: Review and Comment -22-00821- CBP's response to Senator Markey and Others regarding DHS's use of
Clearview Al facial recognition tools. [WF1227714] ICATT:0045866

e Recommendation| (b)(5)

e Date Due and Description: Due Tuesday afternoon, 03/15/2022, at 14:00, QFR regarding a response to a letter, from
Senators Markey and Merkley and Representatives Jayapal and Pressley, about DHS’s, CBP’s, and ICE’s use of
Clearview Al’s Facial technology.

 Summary: The Senators and Representatives wrote a letter to Secretary Mayorkas and Director Murray, US Secret
Service, requesting that CBP, HSI and the Secret Service stop their use of facial recognition tools such as Clearview
Al's products. The letter addresses concerns that the facial recognition technology could eliminate public anonymity
and deter individuals from public events due to being photographed and having biometric information analyzed and
possibly shared. There is potentially a unique threat that such technology has for Black, Brown, and Asian
communities, given historical over-policing and targeting of such individuals.

e Analysis:: (b)(5)

(b)(5)

(b)(6),(b)(7)(C)
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._(b)(6),(b)(7)(C) :
Policy Analyst
Office of Regulatory Affairs and Policy (ORAP)
U.S. Immigration and Customs Enforcement
U.S. Department of Homeland Security

(b)(6),(b)(7)(C) gdfwdhsaw

From: ORAPTASKINGS < (B)(7)(E) ‘e dhs.sov>
Sent: Monday, March 14, 2022 3:12 PM

To: (b)(6),(b)(7)(C) ice.dhs.gov>
Cc: (b)(6),(b)(7)(C) Dice.dhs.gov>

Subject: FW: Review and Comment -22-00821- CBP's response to Senator Markey and Others regarding DHS's use of
Clearview Al facial recognition tools. [WF1227714] ICATT:0045866

Hi: (b)(6),(b)(7)(C)

Please review the attached documents and provide any comments/edits. The due date for this task is 3/15/22 at
2:00PM.

Thank you,

(b)(6),(b)(7)(C) hey/them/theirs)

Taskings Analyst
Business Management Unit
Office of Regulatory Affairs and Policy

_ U.S. Immigration and Customs Enforcement
i (b)(6),(b)(7)(C) sssociates.ice.dhs.pov

From: ICATT.Alert < (B)(7)(E) bice.dhs.gov>

Sent: Monday, March 14, 2022 12:28 PM

To: #ICEPolicyTaskings < (b)(7)(E)  @ice.dhs.gov>

Subject: Review and Comment -22-00821- CBP's response to Senator Markey and Others regarding DHS's use of

Clearview Al facial recognition tools. [WF1227714] ICATT:0045866

Hello ORAP,
A Clearance has been assigned to you. Please accept in 1 day

Clearance Name: CL-22-00821 Assigned To ORAP

Due Date: 03/15/2022 02:00 PM Eastern
Instructions:

Good Afternoon,
Please review the below-listed documents associated with CBP's draft response
and provide comment/clearance.
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If you have input/edits, please upload a separate, redline file; OES will
compile the input received. Thank you!

Documents to review:

22-00821-7 [Draft Response]
22-00821-2 [Incoming letter]

Thank you,

ICATT System
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From: Fleischaker, Deborah (b)(6),(b)(7)(C) ;

~ (b)(6),(b)(7)(C)

Subject: KL CIEATVIEW EXIISIUTT WVIBEUNEIVOTeS

Thanks for this, S;f"s'*""’"”?A i fjmd I discussed, | have serious ongoing reservations following that meeting.

From: (b)(6),(b)(7)(C) lice.dhs.gov>
Sent: Friday, March 25, 2022 11:31 AM !
To:! (b)(6),(P)(7)(C) ice.dhs.gov>; Fleischaker, Deborah ¢ (b)(6),(b)(7)(C)

dice.dhs.gov>

Subject: Clearview Expansion Meeting Notes

I typed this up for my own use during the meeting, thought I’d share in case it’s useful.
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_________________________________ (b)(6),(b)(7)(C),(b)(5)

i__(b)6)(B)T)C) _ i Clearview first came across IGP’s desk in 2019 when HSI submitted a PTA for the use of
this technology As Clearview became more noticeable in public view, IGE Dut out a data call on offices

were using Clearview, because the license is so cheap. IGP created a pllot program for the use of
Clearview where only CEIU would use it while IGP was creating a more fleshed out infrastructure and
drafting a privacy impact assessment and training requirements.

(Requests a copy of the training)

out the efflcacy of Clearview, IGP built out facial recognition administrative safeguards. IGP has done
what they need to do, so they are deferring to leadership to determine how to go forward.

i‘_’ﬁi’f’_“_’f‘_’i: Weren't we discussing whether there would be another PIA that is agency-wide?

(b)(6),(b)(7)(C), (b)(5) |
b)16),(b)(7)(C), (b)(5)

Are you using it for identity fraud investigations/how is it used.

(©H6)OHTHC)

source, usually social media photo. A best practice would be to use multiple photos from multiple
sources.

personnel He assumes that each field person has to take the 3 hour tralmng, but he’s unsure what
other instructions they receive. He’s unsure how it’s used in the field.

7

Why aren’t they now?

OSDM is a new program so we’re still getting it off the ground. CEIU started it with Clearview but
it will switch over as OSDM develops further.
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m(m:; Correct.

(B)(5) i

(b)(5)

°iRight now, as drafted, the Directive requires a case summary forwarded to IGP and ORAP for review
before the license can be granted. It will have to be a pretty big justification for each line of
investigation.

U We need rules of the road that we currently don’t have, and there’s going to have to be a very
good reason for expansion.
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