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New America’s Open Technology Institute (OTI)' and the Electronic Privacy Information
Center (EPIC)? submit these comments in response to the Federal Trade Commission
(FTC)’s invitation for written submissions?® to the Consumer Injuries and Benefits in the
Data-Driven Economy Workshop.*

This workshop presents an important opportunity to take a more comprehensive view of
consumer harm in the data-driven economy. EPIC and OTI have explored through
litigation, research, and policy work how a more capacious approach to privacy could
better capture the full spectrum of injuries associated with modern data practices.
Privacy harms are both qualitative® and quantitative:® they implicate autonomy, dignity,
and civil rights,” while also producing real economic externalities that are rarely
measured.®
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A central reason these harms are undervalued is that prevailing judicial, statutory, and
regulatory frameworks tend to assess data-related injury too narrowly. Harms are
frequently understood only in terms of immediate financial loss, overt deception, or risks
consumers could reasonably avoid. But modern data practices frequently produce
consequences that are diffuse, delayed, or structural®—such as loss of control over
personal information, discrimination, reputational harms, or chilling effects on
speech'—and not captured in this limited conception.™

The Commission’s efforts to quantify and fully understand the costs and benefits of data
practices should turn on consequences (including consequences distributed across
society)'? rather than remain confined to a narrow focus on labels or data categories.
The relevant inquiry is whether business practices involving personal information create
foreseeable risks of injury, distort consumer choice, or undermine legally protected
interests. By broadening the scope of recognized harms, the FTC can better align
enforcement with the realities of modern data-driven markets, where many injuries are
incremental, probabilistic, and distributed across time and populations.

The FTC has recognized in recent enforcement actions that collecting and sharing
certain types of data—such as granular location information—can create serious risks of
harm, including in FTC. v Kochava, Inc."® That recognition reflects an important
doctrinal evolution: injury may arise not only from realized misuses, but from practices
that create significant and foreseeable risks.

Operationalizing these lessons about the quantitative dimensions of privacy harms will
also require the FTC revisit its qualitative and legal understanding of what counts as an
injury. Even as the Kochava case provides grounds for optimism, the Commission has
too often held to an arbitrary conception of “substantial injury” and harm that is both in
tension with the FTC Act and ineffective at protecting consumers in the digital era. The
Commission should take the occasion of this workshop to move beyond its outdated
focus on immediate pecuniary harm to acknowledge the broader spectrum of injuries
that extractive data practices inflict.
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l. Quantitative valuation of privacy harms

From a quantitative perspective, privacy is economically significant even when it is
routinely undervalued.'# It shapes consumer trust, autonomy, and meaningful
participation in economic and civic life. Individuals devote time, attention, and resources
to managing data exposure, mitigating risk, and responding to misuse, reflecting real
economic costs. Yet prevailing market practices and measurement tools treat privacy as
if it were a marginal consumer taste rather than a foundational component of consumer
welfare.'® Firms, meanwhile, derive substantial value'” from personal data through
targeting, profiling, optimization, and risk scoring, translating granular information into
revenue.'® Despite this value exchange, privacy losses are rarely acknowledged in a
measurable form beyond the relatively narrow context of assessing penalties and
recovering ill-gotten gains when companies engage in unlawful business practices or a
breach has occurred. When costs are diffuse, delayed, or difficult to quantify, they
are often treated as negligible, producing an implicit assumption that privacy loss
carries little economic weight.

Market outcomes do not reflect the true value of privacy because the conditions
necessary for efficient choice are absent. Individuals make disclosure decisions in
environments defined by asymmetric information, opaque data flows, and downstream
uses that are neither visible nor reasonably foreseeable.’® Consumers cannot reliably
forecast how data will be aggregated, inferred from, retained, or shared across entities
and contexts, nor can they evaluate the probability, magnitude, or timing of future
harms.?° In this setting, observed behavior cannot be interpreted as evidence that
privacy losses are costless or that individuals knowingly accept the risks associated with
pervasive data collection.
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Structural constraints further depress the effective value of privacy. Participation in
digital markets increasingly requires surrendering personal data as a condition of
access to essential services, employment platforms, financial tools, education
resources, and social communication. Privacy-protective alternatives, when they exist,
often require additional payment, reduced functionality, or exclusion from dominant
networks. Consumers therefore face a constrained choice set in which retaining privacy
entails tangible losses, while disclosing information becomes the default path to
participation.

From an economic perspective, privacy loss generates negative externalities that
markets do not internalize. Firms capture the benefits associated with data
collection, profiling, and monetization, while the risks and burdens of misuse,
exposure, and loss of control are borne by individuals and society. These burdens
include vulnerability to fraud and identity theft, time and resource costs associated with
monitoring and remediation, unwanted intrusion, and erosion of trust necessary for
healthy digital participation. At a societal level, diminished privacy can chill lawful
expression, deter exploration and association, and weaken confidence in institutions.?'
These risks are not only cumulative over time and across contexts, but they also
propagate through data externalities, where information provided by one consumer can
reveal information about others, amplifying harm across populations.?? Because these
costs are dispersed and probabilistic, they rarely appear in prices or consumer decision-
making.

Behavioral dynamics compound this undervaluation. Privacy decisions are frequently
made under conditions of cognitive overload and interface designs?? that favor swiftly
approving—not meaningfully consenting—to information sharing.?* Default settings,

bundled consent, and layered policies obscure meaningful consequences. Individuals
are asked to make complex tradeoffs repeatedly and in real time, even when potential
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privacy implications are not clearly visible or explained to them.?> These dynamics
systematically bias outcomes toward data disclosure and should not be read as
evidence of informed, welfare-maximizing choice.

Privacy harms are often incremental and dispersed, making them difficult to perceive in
isolation. Individual disclosures may appear trivial, but repeated collection, aggregation,
inference, and secondary use can create substantial risks, including loss of control,
persistent tracking, unwanted exposure, and heightened vulnerability to manipulation or
fraud. When these effects are evaluated atomistically, their significance remains
obscured; when aggregated across time, populations, and downstream uses, their
economic and social costs become visible. Developing frameworks for quantitative
valuation of data use have a critical role to play in enabling this kind of aggregated
assessment.

Judicious use of data can confer societal benefits like improved service delivery or
innovation, particularly when paired with robust safeguards that are legally and/or
technically enforceable. The presence of benefits, however, does not negate structural
injury when privacy costs are obscured or displaced. Nor do they fully account for the
many positive externalities associated with privacy, including innovation, for both
individuals and firms.?® When privacy externalities are not systematically surfaced, they
are effectively assigned negligible weight in comparative analysis, skewing welfare
assessments toward measurable short-term gains while obscuring distributed and long-
term burdens.

Recognizing the structural undervaluation of privacy requires understanding that
personal data is not always harmful in isolation but may create harm or risk through its
use, combination, and deployment. Market structure, information asymmetries,
behavioral constraints, and analytic inferences all shape risk, meaning privacy harms
often emerge from context rather than a single act of disclosure. Understanding these
dynamics is critical to accurately assessing consumer welfare and the full scope of
injury when privacy is treated as costless.

Il. Capturing the full spectrum of privacy harms

To account for the full scope of privacy and privacy-related injuries that businesses can
inflict on consumers through unlawful business practices, the FTC must revamp not only
its quantitative framework for valuing privacy losses but also its qualitative framework
for understanding the types and character of those harms. Too often the Commission
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liberal democracies, but also to societies capable of producing successful and varied innovations).

5




artificially restricts its understanding of consumer injuries to pecuniary losses and
physical harm directly traceable to an offending business practice. Yet the wrongful
collection, retention, processing, and disclosure of one’s personal information can cause
a far wider range of injuries—many of which have been recognized by our common law
and constitutional traditions.

One notable example of these artificial restrictions is the term “substantial injury” as
construed in the Commission’s 1980 Policy Statement on Unfairness.?’ In that Policy
Statement, the FTC established a three-part test to determine whether a business
practice is “unfair” within the meaning of Section 5 of the FTC Act. The injury (1) must
be substantial, (2) must not be outweighed by any countervailing benefits, and (3) must
be an injury that the consumer could not have reasonably avoided.?® The Policy
Statement noted that many substantial injury cases involve monetary harms, coercive
sales, and unwarranted health and safety risks. But the Commission opined that “trivial,”
“speculative,” and “subjective types of harm” would generally not suffice to make a
practice unfair.?® In this latter category, the FTC listed “emotional impact” and
“offend[ing ] tastes or social beliefs.”°

Though Congress later incorporated the Commission’s definition of unfairness into the
FTC Act in 1993, it did so with a notable exception. Consistent with the Policy
Statement, Congress directed that “[iln determining whether an act or practice is unfair,
the Commission may consider established public policies as evidence to be considered
with all other evidence.”' But Congress declined to adopt the FTC’s rubric for
determining which harms constitute “substantial injury,” advisedly leaving that term open
to a broader construction than the FTC had given it in the Policy Statement.

With some notable exceptions, the Commission has generally spurned the
congressional intent of this provision over the past three decades, hewing to its own
narrower understanding of “substantial injury” and giving only occasional weight to
established public policies. This has contributed to a systematic under-recognition
of privacy harms in the Commission’s regulatory and enforcement
decisionmaking, which in turn has allowed unfair and otherwise harmful data
practices to flourish. The result of this—and of related regulatory and legislative
failures—is the data protection crisis we now face today.*?
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To stem the tide of harmful commercial data practices, the FTC must take full account
of the many and varied injuries those practices frequently cause to consumers. These
include but are not limited to discrimination and civil rights violations®? (including the
deprivation of equal access to information), loss of control (including the excessive
collection and unwanted or unexpected secondary use of one’s personal data),*
emotional distress,?® intrusion upon seclusion,?¢ reputational harms,3” harms from
inadequate data security,®® psychological harms,* thwarted consumer expectations,*°
chilling effects on speech,*' autonomy harms,*? the destruction of anonymity,*® and the
breach of a duty of care owed to a consumer.**

Taken together with a rigorous valuation of privacy loss, this enhanced understanding of
“substantial injury” and harm stands to dramatically strengthen the Commission’s
regulatory and enforcement efforts and help the FTC to deliver on its statutory obligation
to protect consumers.

*kk

We thank the Commission for organizing this workshop and providing an opportunity to
submit written comments. We hope to continue engaging with the FTC on the subject of
privacy harms. If you have any questions, please contact Sydney Saubestre
(saubestre@newamerica.org) and John Davisson (davisson@epic.org).
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