Closing the Data Broker
Loophole:

GOVERNMENT EVASION OF THE
FOURTH AMENDMENT

SUMMARY

Government agencies have evaded the Fourth Amendment using the third-party doctrine as a
loophole, enabling an unchecked surveillance state powered by data brokers. Congress must move
fast to close the data broker loophole.

WHAT IS THE FOURTH AMENDMENT?

The Fourth Amendment requires the government to get a warrant to access information for
which individuals have a “reasonable expectation of privacy.” The government exploits the third-
party doctrine to bypass Fourth Amendment rights, arguing that individuals lose any expectation
of privacy when they voluntarily disclose information to third parties. The third-party doctrine is
increasingly incompatible with our digital reality in which devices collect vast amounts of highly

sensitive data on Americans.

WHAT ARE DATA BROKERS?
Data brokers collect detailed profiles of personal information, including demographic information,
geolocation data, healthcare data, and browsing history. Data brokers profit from selling
Americans’ private data to government agencies.

EXAMPLES OF GOVERNMENT LACK OF PROTECTIONS

PARTNERSHIP WITH DATA Federal privacy laws generally do not regulate the

BROKERS commercial aggregation of personal data nor the sale of

e Customs and Border Protection that data to government agencies. Some statutes address
previously bought US travelers’ parts of the problem, but they only apply to certain
domestic flight records from a major sectors or specific types of personal information, tackling
airlines-owned data broker, which only the tip of the iceberg.

included passenger names, full flight
itineraries, and financial details to

CONGRESS MUST REIN IN

track people of interest. GOVERNMENT SURVEILLANCE AND
« Law enforcement purchased DATA BROKERS

Ioca’Fion data collected from social Congress should limit data brokers’ collection, use,

media platforms to track protesters retention, and disclosure of personal data.

in Ferguson, Missouri, and Baltimore,

Maryland. Congress should also create guardrails on government
e IRS purchased cellphone location agencies’ ability to purchase “Fourth Amendment

data of millions of Americans from protected information” from any entity. Congress

should pass the protections outlined in the Fourth
Amendment Is Not For Sale Act (FAINFSA).

data brokers to try to find potential
criminal suspects and was
unsuccessful.

FOR MORE INFORMATION
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