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The Electronic Privacy Information Center (EPIC) and the Center for Democracy & Technology
(CDT) submit these comments in response to the Department of Housing and Urban Development
(HUD or the Department)’s Notice of intent to modify the System of Records, “Customer
Relationship Management” (CRM) (hereinafter the “Notice”), published on April 6, 2026.

EPIC is a public interest research center in Washington, D.C., established in 1994 to focus public
attention on emerging civil liberties issues and to secure the fundamental right to privacy in the
digital age for all people through advocacy, research, and litigation.! For decades, EPIC has engaged
with federal agencies to safeguard individuals’ privacy and human rights.? CDT is a nonprofit
501(c)(3) organization that focuses on advancing civil rights and civil liberties in the digital age. As
Al use across federal agencies has escalated, EPIC and CDT have consistently called for transparent,
equitable, commonsense Al policy and regulations to protect individuals against Al systems being
used in harmful, opaque, and unaccountable ways.> Among the proposed changes are the collection
of new categories of Personally Identifiable Information (PII) and an introduction of Al features
through Microsoft Dynamics (hereinafter the “Al system”) that “would use existing case/service
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request information and the organization’s internal knowledge base to generate draft case summaries
and suggested email responses.”

While the Notice does not introduce new routine uses, the collection of new categories of data and
use of Al will potentially impact every existing use of data in the system. Despite the potentially
serious consequences of these proposed modifications, the Notice lacks significant details about
system accuracy, fitness and safety, security protocols to protect PII, and accountability mechanisms
for individuals whose PII is processed by the Al system. To make matters worse, the Notice suggests
that these practices have already been taking place prior to publication of the Notice. These
deficiencies violate the Privacy Act and thus EPIC and CDT urge the Department to roll back the
changes proposed in the Notice and proceed with the proposed changes only after addressing the
issues raised.

I. The Notice Lacks Sufficient Justification for the Collection of New Categories of
Data

The Notice states that the Department will collect new categories of PII for two out of the three
systems included in the SORN. These additional data categories include, for the Microsoft Dynamics
CRM, “client type, client's company (if they are associated with HUD grantees or with external
stakeholder entities), and service request categorization, which includes primary and sub-category,
along with case modifiers such as disabled, elderly, or veteran.” For HUD Central, the Department
will newly collect “fax number, user ID(s),” “home/work address(es), investigation report or
database IP/MAC address, case number(s), property zip code(s), and speech-to-text.”¢

The Privacy Act imposes rigorous data minimization standards on federal agencies. An agency may
only collect information for a purpose that either a statute or executive order require the agency to
accomplish.” Even then, the agency may only collect information that is relevant and necessary to
accomplish the identified purpose.® The Department completely fails to support why those new
categories of PII are “relevant” or “necessary” to accomplish an identified purpose as required under
the Privacy Act.

The identified purpose for the system is too vague to support an assertion that the collection of new
data is “relevant” or necessary.” The SORN states that “[t]his CRM System SORN combines the
‘One Stop Customer Service, HUD Central, and Microsoft Dynamics’ documenting the use of
Customer Relationship Management systems to manage, track, route, and respond to interactions
with all customers, stakeholders, partners, and organizations who initiate a customer service
interaction with the Department.” The Notice also states that the additional PII are collected “to
support the processing of inquiries from program participants and citizens.”!? The Notice provides
no further explanation as to why the new categories of information, which include sensitive
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information about individuals such as “disabled, elderly, or veteran,” are necessary and relevant to
newly collect, though the system presumably had functioned before without such information. New
PII collection for a pre-existing system demands specific justification for why that new information
is necessary to accomplish HUD’s goals. Furthermore, the system already has 11 pre-existing routine
uses!! for which the new categories of data will be used. The Department is attempting to collect
new PII that may be shared in various ways without a clear justification, flouting its responsibility
for data minimization under the Privacy Act.

One category of newly collected information deserves heightened scrutiny—speech-to-text,” to be
collected for HUD Central.'? To define “speech-to-text” as a category of data is misleading, because
it can capture any data included in the speech that is being processed into text, including sensitive
data subject to higher protection requirements. In addition to the lack of justification for collecting
what could be a large amount of data, the Notice provides no information as to the source of the data,
the tools used to transform speech into text, and to what end the information will be used. Would
individuals who call a HUD office for any reason have their speech be transcribed into text and
recorded? Would those individuals be informed of this and have an option to refuse and still receive
services? An individual may divulge information in this context that goes beyond the identified data
categories that the system collects. The failure to provide justification for its collection and lack of
clarification on the scope of speech-to-text data collection make this Notice clearly deficient under
the Privacy Act.

I1. The Notice Lacks Assurance of Accuracy and Fairness for the Modified System,
Violating the Privacy Act

The Privacy Act contains several provisions designed to ensure that the records collected about
individuals are accurate, relevant, timely, and complete.!® The collection of speech-to-text data and
the use of the Al system raise concerns that the Department is falling short of the Privacy Act’s
requirements for accuracy and fitness.

Research shows that speech-to-text systems can produce errors and biases. Specifically, studies of
speech recognition technologies show that the systems have higher error rates for racial minorities,
even when the speakers were matched by age and gender and spoke the same words.!* The studies
also show that speech recognition systems perform worse on speakers whose voice characteristics
deviate from the norm, such as Deaf and Hard of Hearing speakers, and show biases around racial,
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ethnic, and dialect distinctions, including misrecognizing speech from speakers of African American
Vernacular English (AAVE).!®> Against this backdrop, the lack of clarity from the Department on the
accuracy of the speech-to-text data that it intends to collect brings into question whether it is
complying with the Privacy Act’s requirement for ensuring accuracy of the records.

The proposed Al system use casts doubt on whether the Department would comply with the Privacy
Act’s requirement for accuracy of records and fairness when making determinations about an
individual.'® The SORN states that the Al system will “use existing case/service request information
and the organization's internal knowledge base to generate draft case summaries and suggested email
responses.”!” The Notice further states “[a]ll record categories will support resolving a contact's
issue by enabling Al to summarize cases, assign priority levels, and generate draft email responses
from internal knowledgebase content, with all Al-produced drafts reviewed by staff before
sending.”!® This raises several red flags.

First, generative Al systems like the one that the Department is proposing to use produce
hallucinations that would undermine the accuracy of records.!” Second, using Al systems in making
decisions that require human judgment, such as those used to produce automated priority levels and
draft decisions, come with risks of biases, inaccuracies, and unfair decision making. Lastly, the
introduction of an Al system may increase, not decrease, burden on staff and individuals whose
records the Department collects and processes.

With the Al system, the Department introduces a new way to create inaccurate records through case
summaries or draft emails. Put simply, generative Al tools are built to calculate the next word that is
most statistically plausible to produce outputs given the data on which the model was trained.?’ This
means that the system itself does not understand the meaning of the words it is stringing together or
whether the output is true or false. As a result, generative Al systems inevitably produce seemingly
plausible but inaccurate outputs, or what are often referred to as hallucinations.?! The Notice fails to
address the possibility of hallucinations, any audits to be performed on the accuracy of the Al system
(both prior to use and throughout use), or how it will minimize the risk of introducing inaccurate
information through the Al system, as is required to comply with the Privacy Act.

15 Korbinian Kuhn, Verena Kersken, Benedikt Reuter, Niklas Egger & Gottfried Zimmermann, Measuring the Accuracy
of Automatic Speech Recognition Solutions, arXiv (Aug. 2024), https://arxiv.org/abs/2408.16287; Mikel K. Ngueajio &
Gloria Washington, Hey ASR System! Why Aren't You More Inclusive? Automatic Speech Recognition Systems’ Bias and
Proposed Bias Mitigation Techniques. A Literature Review., arXiv (Nov. 2022),
https://arxiv.org/html/2508.07143v1#:~:text=A%20growing%20body%200f%20research,(Zhao%20et%20al.%20)%20.
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The Department’s insistence that “all Al-produced drafts [are] reviewed by staff before sending” and
that the Al system “does not independently make determinations about individuals™ do little to
assure the public on accuracy of maintained records and fairness of determinations.?> Not only do
generative Al systems produce inaccurate outputs, they do so confidently.?* Studies show that
humans often over-rely on Al system outputs, making human review not a reliable fix for erroneous
AT outputs.?* There are numerous real-world examples that show that introduction of Al systems to
automate decisionmaking, even with human review, perpetuate erroneous and biased outputs,
causing immense harm. Improper automated decisionmaking have already become a notable
problem in both housing benefits>> and other critical areas, such as health care,?® job opportunities,?’
public benefits,?® and more.?® Similar to the Notice, companies using Al systems to process health
insurance claims insist that a human reviews Al system recommendations and that humans make the
final decision.’® However, data shows that human reviewers of medical claims only “review” Al
recommendations for mere seconds before approving them, a seemingly impossible time frame to
validate the outputs.®! In cases like this, the human review is merely a rubber stamp. The Notice fails
to clarify how HUD will ensure that human review is meaningful and will account for Al errors,
misinterpreting data, context, and using their own expertise and judgment.

While the Department claims that the Al system will be used to reduce administrative burdens, the
Al system may instead increase the burdens on staff and individuals who engage with HUD. Various
studies show that companies have not seen return on investment on the deployment of Al, with many
workers complaining of Al slop, which are Al-produced work products that seem credible on first
skim but lack accuracy and substance.?? Some workers also report that their expertise is undermined
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when employers require Al because they are directed to follow Al outputs that may be inaccurate
and overriding the system’s outputs is difficult or discouraged.>* HUD staff may find themselves
with more work, not less, in constantly reviewing and correcting outputs from the Al system. In
addition, the Privacy Act gives individuals the right to access records held about them by the
Department and request to correct records if they are inaccurate.’* Al systems’ likelihood of
producing inaccurate outputs may increase the burden on the members of the public that interact
with HUD by forcing them to spend time and effort to regularly exercise those rights in correcting
inaccurate data.

III.  The Deployment of the Al System is Not Compatible with the Routine Uses Under
the Privacy Act

The Privacy Act generally prohibits disclosure of personal records unless exceptions apply. Among
the listed exceptions to the disclosure prohibition are “routine use” disclosures, i.e., those made “for
a purpose which is compatible with the purpose for which [a record] was collected.”> Although all
routine uses listed in the Notice are the same as those listed in the previous SORN, the introduction
of the Al system changes the nature of the routine uses and no longer satisfies the compatibility
requirement under the Privacy Act.

Determining “compatibility” under the Privacy Act requires “a dual inquiry into the purpose for the
collection of the record in the specific case and the purpose of the disclosure.”’ In order to qualify
for the exception, a mere “relevance” of the disclosure’s objective to the collection’s aim is
insufficient—"[t]here must be a more concrete relationship or similarity, some meaningful degree of
convergence, between the disclosing agency's purpose in gathering the information and in its
disclosure.”® In other words, the purpose of information collection and the purpose of the disclosure
must be strongly connected.

The purpose of the system, according to the Notice, is “to manage, track, route, and respond to
interactions the Department has with the public, stakeholders, partners, and other organizations
interested in how HUD does business, such as advocacy groups, professional organizations,
Congress, and the media.”® The Notice explains that “Al features would use existing case/service
request information and the organization's internal knowledge base to generate draft case summaries
and suggested email responses. All record categories will support resolving a contact's issue by
enabling Al to summarize cases, assign priority levels, and generate draft email responses from
internal knowledgebase content, with all Al-produced drafts reviewed by staff before sending. It is
designed to reduce administrative burden, improve consistency in communications, and help staff
quickly identify relevant information when resolving customer issues.” 4°

33 Press Release, National Nurses United survey finds A.1 technology degrades and undermines patient safety, National
Nurses United (May 15, 2024), https://www.nationalnursesunited.org/press/national-nurses-united-survey-finds-ai-
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The deployment of the Al system to ingest “all record categories” to enable its Al uses is
incompatible with the purpose for the collection of the records. Even compared against the vague
and insufficient justification of the collection of additional PII “to support the processing of inquiries
from program participants and citizens,” the use of the Al system in any of the routine purposes is
incompatible. The Department’s deployment of the Al system will lead to the Al system using all
data points collected by the CRM system or held by the Department as training data to generate
outputs for any of the routine uses. Training an Al system is a completely distinct use from the
purpose for which the data was originally collected, failing the compatibility requirement. The
Notice merely cites to efficiency and burden justifications, but those considerations do not create the
level of “meaningful degree of convergence” to ensure compatibility of purposes under the Privacy
Act. The Department is sidestepping its responsibility under the Privacy Act.

The bias and inaccuracy concerns raised by Al systems and the human tendency to over-rely on Al
outputs also make its deployment incompatible under the Privacy Act. As discussed above, there are
real concerns that the Al system will generate biased or inaccurate outputs that are not sufficiently
mitigated by human reviewers and impact determinations. The Department takes the position that
“all Al-produced drafts are reviewed by staff before sending” and that the Al system “does not
independently make determinations about individuals.” However, existing research shows that the
bias and accuracy issues are difficult to resolve through human oversight. The Notice also does not
specify whether the Al system will be audited for accuracy or bias issues, whether the Al-generated
and human-reviewed outputs will be recorded separately, and whether divergence in these outputs
will be reviewed to assess impact on determinations. Thus, the use of the Al system to process all
collected data for every routine use, including to aid in making determinations, fails to meet the
compatibility standard under the Privacy Act.

IV.  Several Listed Routine Uses Become Higher-Risk When Combined with AI Systems

The Notice does not identify whether or how information used for Routine Use 9, to "assist in the
enforcement of civil or criminal laws,"*! will be reviewed for accuracy, including which other
records the information may be combined with. When combined with other sources of information,
the records covered by the Notice may yield inaccuracies or errors that could lead to the deprivation
of rights in a law enforcement setting. This may be due to mismatched records, minor errors in
records that become consequential given heightened risk of law enforcement use, or confusion
stemming from using information outside its original context. The Notice’s failure to identify a
process for ensuring the accuracy and completeness of records thus violates the Privacy Act and
threatens to undermine the fairness and credibility of law enforcement activities.

The Notice includes an overly broad routine use, Routine Use 6, that would permit the Department
to share information with “contractors, experts, and consultants...for the purpose of testing new
technology and systems designed to enhance program operations and performance.”* This language
seems to allow for any Al model training with the data. The use of the Al system in conjunction with
this routine use is incompatible with the original purpose of collection as it is well outside of the

4 1d. at 17297.
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system’s purpose to “manage, track, route, and respond to interactions the Department has with the
public, stakeholders, partners, and other organizations.”*?

Lastly, the Notice does not state whether Microsoft will be able to use this data to enrich their
models generally or whether the data and algorithms built off of that PII will be wholly siloed within
HUD. Allowing Microsoft to profit from this PII by enriching their broader models not only
increases security risk to individuals with implicated data, but it also exploits the PII far beyond the
explicit purposes listed within HUD policies and the Notice itself. Individuals provide this data to
receive services from HUD, and allowing Microsoft to repurpose that data to train its own Al models
would be completely incompatible with the original purpose of the data collection and a clear
violation of the Privacy Act.

V. Cybersecurity and Data Protection Requirements Under the Privacy Act are Left
Unaddressed

The Privacy Act requires agencies to establish safeguards to ensure the security and confidentiality
of records.* The use of the AI system heightens data security risks and the Notice fails to provide
any mention of necessary safeguards. The Notice states that all data categories are used in the Al
system, meaning that the Al system trains on all PII collected. PII fed into Al systems may be
revealed if the system is breached, as has occurred before.*> A system trained on all data from
HUD’s communications with external entities creates a rich target for unauthorized access,
heightening the risk of a breach. HUD fails to address such concerns.

The nature of Al systems to retain insights from all training data also contradicts the Notice’s
retention and disposal practices. The Notice outlines the disposal schedule of data after a set amount
of time. However, an Al model can retain insights from training data indefinitely, even if the data
itself is deleted, and expose the sensitive training data embedded into the system.*® Complete
deletion of the PII would require retraining the Al model without the PII in the training dataset and
the Notice does not indicate that the Department plans to do so.*” The Notice as it stands misleads
the public on its data retention practices, again violating the Privacy Act.

B

4 5USC 552a(e)(10).
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Learning, 33rd Conference on Neural Information Processing Systems (2019),
https://proceedings.neurips.cc/paper_files/paper/2019/file/cb79f8fa58b91d3af6c9c991163962d3-Paper.pdf.

EPIC Comments Department of Housing and Urban Development
CRM SORN 8 May 6, 2026




VI.  The Notice Violates the Privacy Act’s Requirement to Publish Notice Before
Changes are Made

Lastly, we object to the Department’s apparent after-the-fact notice of modifications to the SORN.
Belatedly providing notice of changes already made flouts the Privacy Act’s requirement to notify
the public and conduct a meaningful review before implementing changes.

The Privacy Act requires an agency to, “at least 30 days prior to publication of information under
paragraph (4)(D) of this subsection, publish in the Federal Register notice of any new use or
intended use of the information in the system, and provided an opportunity for interested persons to
submit written data, views, or arguments to the agency.”*® Paragraph (4)(D) of the subsection refers
to “each routine use of the records contained in the system, including the categories of users and
purposes of such use.”* Further, agencies cannot “use a new or significantly modified routine use as
the basis for a disclosure fewer than 30 days following Federal Register publication.”°

Several passages in the Notice, however, suggest that the Department did not comply with the pre-
deployment notice requirement under the Privacy Act. For example, the Notice states, “[t]he reason
for this revised notice is to make clarifying changes within: System Manager, and Categories of
Records to update description of data collection activities performed by the One Stop Customer
Service, HUD Central, and Microsoft Dynamics systems, and Policies and Practices for Retention
and Disposal for Records to add context.”! That the Notice is “clarifying changes...to add context”
suggests that the changes have already taken place, and the Department is publishing this Notice to
merely bring the paperwork up to date. Further, the Notice states that “the ‘Categories of Records in
the system’ section has been updated to include record categories that were previously omitted from
the published SORN.”>? There should be no such thing as record categories that were “previously
omitted” from a SORN that were nonetheless collected by the Department. That would constitute a
clear violation of the Privacy Act. Furthermore, the Notice includes, “[t]his modification also
updates contact information in the ‘System Manager(s)’ section to reflect recent personnel changes
and revises the ‘Policies and Practices for Retention and Disposal for Records’ to provide additional
context and ensure the section reflects the most current information.”>3 Once again, “to provide
additional context and ensure the section reflects the most current information” strongly suggests
that these changes have already been made, and this Notice constitutes an update to the SORN after
the fact. The Privacy Act forbids such ex-post notification to the public.

VII. Conclusion

For the above reasons, HUD should promptly withdraw its Notice and roll back any changes made
before the Notice was published in violation of the Privacy Act. HUD should proceed with the
proposed changes only after addressing the issues raised and take the steps necessary to ensure that

#5U.S.C. § 552a(e)(11).
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any changes to be made to the CRM system comply with the Privacy Act’s requirements. It should
go without saying that if the proposed collection of new categories of data and use of the Al system
cannot comply with the Privacy Act’s requirements, the Department must not pursue that path.
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