August 11, 2026

Chairman Chuck Grassley
Ranking Member Dick Durbin
Senate Committee on the Judiciary

Chairman Rand Paul
Ranking Member Gary Peters
Committee on Homeland Security and Government Affairs

Close the Commercial Data Broker Loophole by Passing
the Fourth Amendment Is Not For Sale Act

Dear Chairmen Grassley, Paul and Ranking Member Durbin, Peters:

We, the undersigned organizations, write to express our deep concern regarding recent reporting that the
Department of Homeland Security and U.S. Immigration and Customs Enforcement have entered into a
multi-year agreement with Thomson Reuters Special Services to access CLEAR, a commercial
investigative platform capable of aggregating extensive personal information about millions of people in
the United States.!

The reporting highlights a problem that has continued to grow in recent years: federal agencies are
purchasing access to commercially aggregated personal information that they could not otherwise obtain
without judicial oversight.? This growing practice threatens to erode the protections guaranteed by the
Fourth Amendment and underscores the urgent need for Congress to close the data broker loophole.

The Fourth Amendment was designed to prevent the government from conducting unreasonable searches
of the American people.® However, advances in the commercial surveillance marketplace have
fundamentally altered that constitutional balance.* Indeed, partial DHS legal analysis obtained under the
Freedom of Information Act that shows the agency contorting itself to distinguish the cell phone location
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data that the Supreme Court held requires a warrant in Carpenter v. United States, from the equivalently
sensitive and revealing location information to which the government is now purchasing access in bulk.’

Today, private companies collect, aggregate, analyze, and monetize extraordinary amounts of information
about nearly every person in America.® Rather than obtaining a warrant supported by probable cause,
government agencies can purchase these comprehensive datasets using taxpayer dollars. According to
former deputy director of the CIA Michael Morell, “[t]he information that is available commercially
would kind of knock your socks off. If we collected it using traditional intelligence methods, it would be
top secret sensitive. And you wouldn’t put it in a database; you’d keep it in a safe.””

While this practice continues to grow across law enforcement and intelligence agencies, very little
transparency exists as to the scope as to what data is being purchased and for what purposes.® For
instance, a report from the Office of the Director of National Intelligence found that while the intelligence
community is collecting increasing amounts of commercially available information, it does not know how
much it is collecting, what types, or what it is doing with the data.’

According to public reporting, CLEAR enables investigators to rapidly compile detailed profiles using
information drawn from numerous public and proprietary sources, including addresses, telephone records,
utility information, vehicle registrations, license plate records, social media activity, geolocation
information, and other identifying data.'’ Although individual records may independently exist in
different places, aggregating them into searchable investigative dossiers dramatically expands
government surveillance capabilities which further run the risk of being supercharged by the rapid growth
and use of artificial intelligence by the federal government.

The contract may expressly contemplate use of the platform in investigations relating to voter fraud in
addition to immigration fraud and national security.!! This demonstrates the broad range of government
functions now supported by commercially acquired surveillance tools. Without clear statutory guardrails,
agencies across the federal government will continue to circumvent constitutional safeguards and expand
their reliance on commercially purchased personal information.

The Constitution requires judicial oversight precisely because unchecked government access to personal
information threatens liberty, democratic participation, and public trust. Therefore, we urge that you
prioritize and advance the Fourth Amendment Is Not For Sale Act, which would prohibit government
agencies from purchasing Americans’ sensitive information from commercial data brokers in
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circumstances where a warrant or other legal process would otherwise be required.'? Closing this loophole
reaffirms the vital constitutional principle that the government should not be permitted to purchase their
way around the Fourth Amendment.

In addition, we urge your Committees to:

e Hold oversight hearings examining federal agencies’ acquisition and use of commercially
available information obtained from data brokers.

e Require comprehensive transparency regarding federal contracts for commercially aggregated
personal data, including the categories of information purchased, agencies involved, legal
authorities relied upon, and oversight mechanisms governing their use.

e Examine whether existing procurement laws adequately protect constitutional rights when
agencies acquire commercial surveillance capabilities.

Technological innovation has transformed the government’s practical ability to learn intimate details
about people’s lives. Congress must ensure that constitutional protections evolve alongside those
technological changes. The reports concerning Thomson Reuters’ CLEAR platform are a reminder that
the commercial surveillance economy has become deeply intertwined with government enforcement. The
American people should not lose their Fourth Amendment protections simply because the government
chooses to purchase information from a private company instead of obtaining it through a lawful judicial
process.

We respectfully urge you to advance the Fourth Amendment Is Not For Sale Act and reaffirm that
constitutional rights cannot be bought and sold.

Sincerely,
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