' facebook

April 22, 2013

VIA EMAIL AND FEDERAL EXPRESS

James A, Kohm Esq.

Associate Director for the Division of Enforcement
Bureau of Consumer Protection

Federal Trade Commission

600 Pennsylvania Avenue, N.W.

Washington, DC 20850

Re:  Inre Facehook, Inc., FTC Docket No. C-4365
Dear Mr. Kohm:

In accordance with Part V of the Decision and Order entered in fn #e Facebook, Docket
No. C-4365 (July 27, 2012) (“FTC Order”), enclosed please find a copy of the assessment and
report (“Assessment™), prepared by a qualified, objective, independent third-party professional
(“Independent Assessor’), examining the sufficiency of the privacy controls that Facebook
maintained during the period from August 13, 2012 to February 11, 2013, We are pleased that
the Assessment concludes that our Privacy Program was operating effectively throughout the
reporting periocl. This conclusion is based on an exhaustive examination of our program,
conducted in accordance with attestation standards established by the American Institute of
Certified Public Accountants (“AICPA™).

The Facebook Privacy Program

Privacy is central to everything we do at Facebook. Since our founding less than a
decade ago, we have warked to develop practices and procedures that ensure that people’s
personal information is safe, secure, and used in accordance with their sharing settings and
choices. Our privacy efforts received a substantial boost in 2011 and 2012, when the Data
Protection Commissioner (“DPC”) in Ireland, where Facebook's international headquarters is
located. undertook the first major governmental review of an internet company s compliance
with European data protection law. That review resulted in two comprehensive audit reports that
documented Facebook's controls, addressed and rejected a number of misperceptions about how
Facebook approaches privacy. and identificd areas where we can continue to improve. Facebook
Ireland, Lid., continues to work closely with the DPC to ensure ongoing compliance with EU
privacy and data protection law.

The Privacy Program reflected in the attached Assessment built upon our work with the
Irish DPC. In developing our program, we went beyond the general requirements set out in
Section IV of the FTC Order and leveraged the Generally Accepted Privacy Principles

1601 Willow Road, Menia Park, California 4025
550.543.4800 - tel  650.543.4801 - fax

epic.org EPIC-13-04-26-FTC-FOIA-20130612-Production-2 000001



(“GAPP™), a comprehensive framework created by the AICPA and Canadian Institute of
Chartered Accountants. The GAPP framework is the most comprehensive standard for privacy
programs, derived from ten internationally-recognized information principles, including notice,
choice and consent. access obligations, and limitations on the use, retention, disposal, and
disclosure of personal information. We used the GAPP principles and criteria as a guide in
developing our own company-specific privacy assertions and controls. Key features of our
program include: (a) the designation of responsible employecs, including an experienced Privacy
Governance Team, (b) comprehensive awareness and traning for all employees, appropriate to
their job functions, (¢) consideration of privacy issues throughour the development process (i.c.,
“privacy by design”), (d) robust security for privacy controls, (e) sateguards for Plattorm
developers, (f) screening and contractual obligations for service providers, and (g) assessment
and integration of acquisitions.

We also have invested in building innovative iools that provide people with control over
the sharing of their information. Our Per-Object Privacy controls and Granular Data Permissions
model, for example, enable users to choose, at the time of sharing, the specific audience for each
piece of content they share and to have direct visibility into the information available to
applications they use. Likewise, our Data Use Policy presents layered content, practical
headings and screenshots to help users understand how the information they provide is used and
shared, We have strengthened existing controls, like Activity Log, which allows people to sort,
review, delete or hide the things they post on Facebook. In addition, we continue to launch new
controls, such as our privacy shortcuts, which are located at the fop of most pages on Facebook
and allow users o quickly access key settings and easily visit their main settings page. We
believe these toals demonstrate our commitment to achieving the balance users want between
sharing information quickly and easily while maintaining appropriate privacy and control.

Independent Assessment

The attached report is a comprehensive assessment of our Privacy Program. It documents
our assertions and controls and, for each, describes the testing procedures used to gauge whether
the control was operating effectively. The Assessment also identifies areas where control design
and/or operating effectiveness can continue to imprave. This report follows fifteen weeks of
intense on-site work by the Independent Assessor at Facebook’s headquarters in Menlo Park. As
part of that process, the Independent Assessor engaged in over 63 in-person meetings with key
individuals involved in our program {e.g., the Chief Security Officer, the Chief Privacy Officer,
Product, the Chief Privacy Officer, Policy) and examined a wide range of materials—including,
among other things, written policies and procedures and representative data sets. The
Independent Assessor was comprised of thirteen team members with cross-disciplinary
experience in privacy, assessment, and technology and led by a partner with decades of
experience in the area of data protection and privacy. Among the team were Certified
[nformation Privacy Professionals, Certified Information Systems Auditors, and Certified Public
Accountants. In addition, individuals with specialized experience in the Independent Assessor’s
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quality assurance and risk management practices were consulted and brought into the assessment
as needed.

At Facebook, we put privacy at the core of our mission. The attached Assessment
reaffimas our commitment (o impleroenting meaningful and effective privacy and security
controls. While the Assessment reflects our years of privacy and security innovation and
expertise, we view this commitment as ongoing. We will continue to work to meet the changing
and evolving needs of our users and to put user privacy and security at the center of everything
we do. The Privacy Program — and the Assessment — provide a clear, positive framework for
Facebook to move forward in this pursuit.

Request for Confidentiality

Pursuant to 16 C.F.R. § 4.10(a)(2), we have enclosed two versions of the Assessment ~ a
confidential version that contains highly confidential Facebook and [ndependent Assessor
commercial and trade secret information, and a non-confidential version that redacts such
information.

The redacted text contains detailed trade secret information regarding the design and
testing of the Facebook Privacy Program. We believe that release of the redacted information
would place user information at risk, as it would reveal detailed information regarding the
specific sirengths and possible imitations of the Facebook Privacy Program to hackers and other
third partics that may attempt to infiltrate our system in the future. Furthermore, public
disclosure of this information would place both Facebook and the Independent Assessor ata
competitive disadvantage vis-a-vis competitors, who could use the information to mimic
Facebook’s industry-leading development processes or the Independent Assessor’s proprietary
testing protocols.

For these reasons, we respecttully request that the Commission treat the redacted
information as confidential and not subject to the Freedom of Information Act, pursuant to 5
U.S.C. § 552(b)(4).

We hope that you find the information above and the enclosed Assessment informative.
Please do nat hesitate to contact us should you have any questions,

Sincetely,

“}

e okend Fu ALAT T
b i ol \u_‘:(-!-ﬁ
Michael Richier Erin Egan
Chief Privacy Officer, Product Chief Privacy Officer, Policy

1601 Willow Road, Menlo Park. Catifornia 94025
650.543.4800 - tel  650.543,4801 - fax

epic.org EPIC-13-04-26-FTC-FOIA-20130612-Production-2 000003



epic.org

Independent Assessor’s
Report on Facebook’s
Privacy Program

Initial Assessment Report

For the period August 15, 2012 to
February 11, 2013

The contents of this document, including the Report of Indepandent Accountants, contain
PrcewatarnouseCoopers LLP proprietary information that shall be pretected from
disclosure outside of the U.S. Govemment In accsrdance with the U.S, Trade Sedrels Act
and Exemption 4 of the U.S. Freedom of Infarmation Act (FOIA). The document
constitules and reflects work petformed or nformation obtained by
PricewaterhouseCoopers LLP, in our capacity as independert assessar for Facebook.
Inc. for the purpose of the Facebock. Inc.'s Order, The document conteing propristary
information, trade secrets and confidential commercial informalion of our firn and
Facebosk, Inc. that is privileged and confidential, and we expressly reserve all rights with
respect to disclosures to ihird pariies. Accordingly, we request confdential treatment
under FOIA, the U,S. Trade Secrets Act or similar laws and regulations when requests
are made for fhe report or informalion contained therein or any documents created by the
FTC contalning information derived fram the report. We further reguest that written notice
be given to PwC and Facebook. Inc. before distribution of the information in the report (ar
copies thereof) to others, including other governmantal agencies, {0 afford our firm and
Faceboek, Inc. with the fight o assert ghjections and defenses to the relgase of the
informafion as permitted under FOM or other similar applicable law or regulation, except
when such distribution is alreacdy reqtired by law or regulation. This report is infended
solely fer the infarmation and use of the management of Facebook, inc. and the U.S.
Fedzral Trade Commission and is not intended 1o be and should net be used by anyene
other than these specified parties.

HIGHLY CONHDENTIAL
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Introduction

Facebook, Inc. and the Federal Trade Commissicn (FIC) antered into Agreement
Containing Consent Order File Nu: 0923184 (“the Order®), which was served un August 15,
2012,

Pari IV of the Order requites Facebook ta establish 2and implement, and thereafter
taintain, a comprchensive privacy program that is reasonably designed to (1) address
privacy risks related to the development and maoagement of new and existing products and
services for consuiuers, and (2) protect the privagy and confidentiabty of covered
information.

Part V uf the Order requires Facebook to obtais initial and bienmial assessments and reports
{"Assessments”) from a qualified, uhjective, independent third-party professional, who nses
procedures ang standards generally accepted in the profession. Facebook engaged
PricewaterhouseCoopers LLP (“Pw(”) to perform the initial assessment.

As described on pages 6-13, Facehook established its privacy program by implementing
privacy controls to meet or exceed the protections required by Part IV of the Order. As
described on pages 14-17, PwC performed inquiry, observation, and inspection/examination
procedures 1o assess the effectiveness of the Facebaok privacy comirols implemented to
meet or exceed the protections required by Part IV of the Order duriog the first 180 day
period ended February 51, 2013, and our conclusions are oz pages 4-5.

Use or disclesure of daln contaimed on this page is subject 16 the restriction on the e page of this repert.
Page 3 of 7¢ HIGHLY CONFIDENTIAL
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Report of Independent Accountanis

To the Management of Facebook, Inc.:

We have examined Management's Assertion, that as of and for the 180 days ended February
11, 2013 (the "Reporting Period”), in accordance with Parts IV and V of the Agreement
Containing Cousent Order (the “Order”) with an effective date of service of August 15, 2012,
between Facebaak, Ine. {“Facebook” or "the Company™) and the United States of America,
acting upon notification and autherization by the Federal Trade Commissiun ("FTC"), the
Company had established and implemented a comprehensive Privacy Program, as described
in Management’s Assertion (“the Facebook Privacy Program™), based on Company-specific
criteria, and the privacy controls were operating with sofficient effectivencss to provide
reasonable assurance 1o protect the privacy of covered information aad that the controls
have so operated throughout the Reporting Perind.

The Company’s management is responsible for the assertion. OQur tespousibility is to
express an opinion based on our examination.

Our examination was conducted in accordanee with attestation standards established by the
American Institute of Certified Public Accountants and accordingly, included examining, on
a test basis, evidence supportiag the effectiveness of the Facebook Privacy Program as
described above and performing such other procedures as we considered necessary in the
circumstanees,  We believe that our examination provides a reasonable basis for our
opinion.

We are not responsible for Facebook's interpretation of, or compliance with, information
security or privacy-related laws, statutes, and regidations applicable to Facebaok in the
jurisdictions within which Facebook operates. We are aiso not responsible for Facebook’s
interpretation of, or compliance with, information security or privacy-related self-regulatory
frameworks. Therefore, our examination did not extend to the evaluation of Facebook's
interpretation of or compliance with information security or privacy-related laws, statutes,
regulations, and privacy-related self-regulatory frameworks with which Facebook has
committed to comply.

In our opinion, Faczbook’s privacy controls were opetating with sufficicnt effectiveness to
provide reasonable assurance to protect the privacy of covered information and that the
centrols have so operated throughout the Reporting Period, in all material respects as of
and for the 180 days ended February 11, 2013, hased upon the Facebook Privacy Program
set forth in Management's Assertion.

(b)(4),(b)(3)-6(f)

Lise or disclosure of data sontained an this page s subject (o the restriclion on the tifla page of this report,
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This report is intended solely for the information and use of the management of Facebonk
and the United States Federal Trade Commission and is not intended to be and should not
be used by anyone othier thay these specified parties.

7@44«4?2»1&“%@(’;;?“4/ LA F.

San Jose

April 16, 2013

Use or distlosure of data containad on this page is subject to the restriction on the ttle page of thia repott,
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Facebook’s Privacy Program Overview

Company Overview

Founded in 2004, Facebook’s mission is to give people the power to share and make the
world more open and connected. Faceboek has been working on privacy since its inception
and consistently strives to enhance various elements of its internal privacy programs. For
example, Facebook now has a Privacy Cross-Functional (“XFN") internal team (comprised
aof experts with a range of privacy expertise) that vets and reviews products during the
development cycle and before launch. Facebook also created two new carporate officer
roles— Chief Privacy Officer, Product and Chief Privacy Officer, Policy—who are charged
with ensuring that Facebook’s commitments are reflected in all of its activities.

Facebook supports its misston by developing useful and engaging tools that enable people to
connect, share, discover, and conimunicate with each other on mobile devices and
computers. Facebook's products include News Feed, Timeline, Platform, Graph Search,
Messages. Photos and Video, Groups, Events, and Pages. These products are available
through Facebook’s website, Faczbook.com. They are also accessible through certain
TFacebook mobile applications or “apps”, including Facebook, Camera. Messenger, Pages,
and Poke. Versions of Facebook’s mobile apps are available for multiple operating systems,
such as 108 and Android operating systems. These products and services allow people all
over the world to share, and conununicate with each other in new and innovate ways,
eonnecting people in ways not possible before these tools were offered.

Facebook Platform ("Platform™) is a set of development tools and application programming
interfaces (“APIs™) that enable developers to build their own social apps, websites, and
devices that integrate with Facebeok. The Facebook's Developer Operations team is focused
on suppaorting suceessful applications, driving platform adoption. and maintaining the user
experience through developer education and policy enforcement. The Platform Prineipies
that Facebook imposes on ali developers are: (1} Create a great user expevience (Build social
and engaging applications; Give users choice and control; and Help users share expressive
and relevant content); and (2) Be trustworthy (Respect privacy; Don't mislead, confuse,
defraud, or surprise users; and Don't spam - encourage authentic communications).
Additionally, Facebook’s Statement of Rights and Responsibilities and Platform Policies
outline a variety of developer obligations, including those around privacy, such as providing
notice and obtaining consent for certain data uses and restrictions on sharing user
infonmation.

Most products and services Facebook offers are free, Facebook is able to do this by
providing value for marketers, including brand marketers, small and medium-sized
businesses, and developers. Facebook offers a unique combination of reach, relevance,
social contest, and engagement. Marketers can also use Facebaek's analytics platform,
Facebook Ad Analytics, to understand and optimize the performance of their campaigns.

In addition to Facebook ereated products and secvices, Facebook acquired Instagram on
August 31, 2012, Instagram is a photo sharing service that enables users to take photas,
apply digital filters to the photos, share them with others, and comment on photos posted
by themselves or by others. At the time of acquisition, Instagram had approximately 13
employees, During the reperting period subsequent to the acquisition, Instagram was

Usa or disclosure of data contained on this page is subject to the restriction on (he title page of this reporl.
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available on the web at Instagram.com and as an app on the i05 and Android operating
systems,

Facehook Privaey Program Scope

Facebook designed the Privacy Program to accomplish two primary objectives: {(a) to
address privacy risks related to the development. management, and use of new and existing
products; and (b) to protect the privacy and confidentiality nf the information Facebook
Teceives from or about consumers. Facebook leveraged the Generally Accepted Privacy
Principles (“GAPPT) framework, set forth by the American Institute of Certified Public
Accountants (“AICPA") and Canadian Iustitute of Chartered Accountants (“CICA”), to
define company-specific criteria for the foundation of the Facebook Privacy Program,

The GAPP trumework is globally recognized as ¢ leading and comprehensive standard for
privacy programs.

The ten GAPP principles, which are derived from internationally recognized information
practices, are as follows:

1. Management. The entity defines, documents, communicates, and assigns
accountability for its privacy policies and proceduras.

2. Notice. The entity provides notice about its privacy policies and procedures and
identifies the purposes for which personal information is collected, used, retained,
and disclosed.

;3. Choice and consent. The entity describes the choices available to the individual
and obtains implicit or explicit consent with respect to the collection, use, and
disclosure of personal information.

4. Collection. The entity collects personal information only for the purposes
identified in the notice, )

5. Use, reteption, and disposal, The entity limits the use of personal information
to the purpeses identified in the notice and for which the individual bas provided
implicit or explicit consent. The entity retains personal information for only as long
as necessary to fulfill the stated purposes or as required by law or regulations and
thereafter uppropristely disposes of such information.

6. Access. The entity provides individuals with access to their personal information
for review and update.

7. Disclosute to third parties. The entity discloses personal information to third
parties only for the purposes identified in the notice und with the implicit or explicit
consent of the individual.

8. Security for privacy. The entity protects personal information against
unauthorized access {both physicat and logical),

9. Quality. The entity maintuins accurale, complete, and relevant personal
information for the purposes identified in the notice.

10. Monitoring and enforcement. The entity monitors compliance with its

privacy policies and procedures and has procedures to address privacy related
complaints aud disputes.

Usa or disclosure of data contained cn this page is subject 1o the restriction on the titlke page of thiz report.
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The following is a brief description of the Facebook Privacy Program.

Facebook has designated a team of employees who are directly responsible for the Facebook
Privacy Program {the “Privacy Governance Team”). Facebook's Chief Privacy Officer,
Product leads the Privacy Governance Team. Gther team members inclade the Chief
Pavacy Officer, Policy: Chief Security Officer, Associate General Counsel, Privacy: Associate
General Counsel, Privacy and Product; Associate General Counsel, Advertising and Product;
and Associate General Counsel, Regulatory. While the Chief Privacy Officer, Product
provides leadership responsibility for coordinating the Privacy Program, the entire Privacy
Governance Team and many employees (including engineers, product managers, etc.) are
responsible for various aspects of the Privacy Program and play a crucial role driving and
implementing decisions made by the Priviicy Governance Team. Of particular note are the
Privacy Program Managers who work directly under Chief Privacy Officer, Product. This
team is embedded in the product organization and is responsible for: {1) engaging closely
with legal, policy, and other members of the Privacy XFN Team to drive privacy decisions;
(2) coordinating and presenting privacy issues to the Privacy XFN Team; and (3)
maintaining records of privacy decisions and reviews.

A central aspect of Facebook's Privacy Program is a continuous assessment of privacy risks,
As part of this risk assessment process, members of the Privacy Governance Team work
with relevant Facebook stakeholders, including representatives of Facebook's Privacy,
Engineering, Security, Internal Audit, Marketing. Legal, Public Policy, Communications,
Finance, Platform Operations, and User Operatians teams, to identify reasonably
foreseeable, material risks, both internal and external, that could result in the unauthorized
collection, use or disclosure of covared information. This process is enriched by input from
the Chief Privacy Officer, Policy and her team, which engage with industry stakeholders and
regulators and integrate external feedback into Facebook's program.

The team considers risks in each relevant area of operation, including govervance, product
design, and engineering (including product development and research), user operations
{(including third-party developers), advertising, service providers, employee awareness and
training, employee management, and security for privacy. The team also considers the
sufficiency of the safeguards in place to control the identified risks. Through this process,
Facehook has documented reasonably foreseeable material risks to user privacy and has put
in place reasonable privacy processes and cantrals to address those risks.

As part of Facebook’s on-going privacy risk assessment process, Facebook holds an annual
“Privacy Summit” of relevant stakeholders, including key representatives from the Privacy
XFN Team. The Privacy XFN Team includes representatives from each major segment of
Facebook, including Facebook's Privacy, Public Policy, Legal, Marketing, Product,
Engineering. Security, and Communications teams. Attendees of the annual Privacy
Summit review and update the privacy risk assessment, focusing on significant material
risks 1dentified by the Privacy Governance Team. Attendees evaluate those privacy risks in
light of changing internal and external threats, changes in opetations, and changes in laws
and regulations. Attendees also examine the sufficiency of existing privacy controls in
mitigating those risk.s as we!i as new potential visks. Finally, attendees engage in discussion

around ways to i med by the Privacy XFN Team. The last Privacy
Summit occurred on (b)(4) (b)(3) 6

Use or disclosure of data confainad on this page is subject 1o tha restriction on the {tle page of this report
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As indicaled above, Facebook's Privacy Governance Team, led by the Chief Privacy Officer,
Praduct is responsible for the design, implementation, and maintenance of the Privacy
Program, which is documented in written pohcies and procedures. Highlights of the
program are detaited below,

Use or disclosurs of data contained cn this page s subject to the restriclion on the tille page of this repont.
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Facebook communicates Privacy and Security awareness matters to new and existing
employees and tailors such communications according to role and responsibility. For
example, as part of its regular training for new project managers, Facebook trains project
managers about the privacy program and key privacy considerations during the product
development eycle. This training invelees representatives from the Privacy XFN Team
presenting to the project managers {the Privacy XFN process covers those direetly involved
n the development and management of new products, enhancements to existing products
and services for cansumers, as described below under *Product Design, Development and
Research Activities). As a further example, engineers at Facebook spend their first six weeks
in bootcamp, an immersive, cross-functional orientation program. During bootcamp,
engineers are instructed on the importance of privacy and security at Facebook, along with
their obligations to protect user information as it relates to their roles and responsibilities.
Similar group-specific trainings are held for other constituents in the Cotnpany (e.g., user
operations).

Facebook also holds “1acktober” annually in October. Hacktober is a month-long event
intended to increase employee privacy and security awareness. A series of simulated
security threats {e.g., phishing scams) are presented to employees to determine how the
employees would respond. If employees report the security threat, they receive a reward.
such as Facebook-branded merchandise. If the security threat goes unreported, or if
vulnerability is exploited, the emplovees undergo further education and awareness.

To further promote recognition and understanding of privacy issues and obligations among
all Facebook employees, Facebiook recently deployed, in addition to initiatives described
above, a computer-based privacy training program to all employees. This training provides
an overview of applicable privacy laws and Facebook's privacy commitments, All new
emplovees are now required to complete the privacy training within 30 days of emplovment,
while all existing emplovees are required to complete the privacy training annually.
Facebook employees are quizzed on their understanding of Facebook's privacy practices
during the trainiug.

Product Design, Development, aud Research Activities

The Privacy XFN Team considers privacy from the earliest stages in the product
development process (i.e., “privacy by design”™). The Chief Privacy Officer, Product and his
team spearhead this review and lead a number of key functions and responsibilities. First,
as described above, employees, including engineers, product managers, content strategists,
and product marketing managers, are educated on Faceboold's privacy framework. This
education includes an overview of Facebooks processes and corresponding legal
abligations, and may involve other members of the Privacy XFN team, such as Privacy and
Product Counsel,

Second, the Chief Privacy Officer, Product and his team host weekly reviews of key product-
related decisions and material changes to Facebook's privacy framework, which are
attended by members of the Privacy XFN Team. The Chief Privacy Officer, Product and his
team also review all new product proposals and any material changes to existing products
from a privacy perspective and involve the Privacy XFN Team for broader review and
feedback, The impact of privacy principles sitch as notice, choice, consent, aceess, security,

Use or disclosure of dsta contained on this page is subject to the resiriction on the title page of this report.
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retention, deletion, and disclosure are considered as part of this review, Product launches
are added to the Privacy Launch Calendar to ensure on-going review and consideration of
privacy issues by the Privacy XFN Team throughout the development process. Members of
the Privacy XFN Team also communicate back to their respective teams on issues covered in
the weekly reviews. This review process helps ensure that privacy is considered throughout
the product development process, and maintains consistency on privacy issues across all
Facebook products and services.

The following products, availabie on the platforms and devices indicated, are mcluded in the
scapa of Facebook’s Privacy Program and the Order:
Facebook: Facehook.com {internet/wel), m.facebook.com, 108, Android, Facehaok
for Every Phone. Facebook for Blackberry, Facebook for Wmd OWs;
«  Messenger: 08, Android;
«  Camera: i0S;
< Pages Manager: 108, Android;
+  Poke:108; and
+ lostagram: Instagram.com (internet/web), i0S, Android.

Eacebook Platform

Platform applications and developers are required to comply with, and are subject to,
Facebook's Statement of Rights and Responsibilities, Platform Principles, and Platforo
Policies. These terms and policics outline a variety of privacy obligations and restrictions,
such as limits on an application's use of data received through Facebook, requirements that
an application obtain consent for certain data uses, and restrictions on sharing user data,
Facebook’s Platform privacy setiing and Granular Data Permissions ("GDP") process allows
users to anthorize the transfer of Facebook user information to third-pacty applications.
Monitoring controls are in place to detect material misuse of the Pladform (e.g., user
complaints, third-party applicatious that do not have active privacy policy links).

Security for Privacy

Facebook has implemented technical, physical, and administrative security controls
designed to protect user data from unauthorized access, as well as to prevent, detect, and
respond to security threats and vulnerabilities. Faceboek's security program is led by the
Chief Security Officer {(“CSO") and supported by a dedicated Security Team. As mentioned
above, the CS0 is a key and active member of the Privacy Governance team. Facebook's
seaurity and privacy employees work closely on an on-going basis to protect user data and
Facebook's systems.

Monitori o

In order to ensure that the effectiveness of its controls and procedures are regularly
monitored, Facebook has designated an “owner” for each of the controls included n the
Privacy Program. Facebook utilizes the annual Privacy Summit to monitor the effectiveness
of controls and procedures in light of changing internal and external risks. In addition,
members of Facebook’s Legal team perjodically review the Privacy Program to ensure it.
including the coutrols and procedures contained thecein, remains effective. These Legal
team members also will serve as point of contacts for contral owners and will update the
Privacy Program to reflect any changes or updates surfaced.

Use or disclesure of data conlained on this page is subjact to the restriction on the title page of this report.
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Service Providers

Facebook has implemented conirols with respect to thivd-party service providers, including
implementing policies to sclect and retain service providers capable of appropriately
protecting the privacy of covered information received from Facebook.

Facebook's Secority team has a process for conducting due diligence on service providers
who may receive covered information in order to evaluate whether their data security
standards are aligned with Facebook’s commitments to protect covered information, As part
of the due diligence process, Facebaok asks prospective service providers to complete a
security architecture questionnaire or vendor security questionnaire to assess whether the
provider meets Facebook's functional security requiremetts to protect the privacy of user
data. Based upon the service provider's responses to the vendor security questionnaire and
othier data points, Facebook's Security tean determnines whether turther security auditing is
required. Facebook partners with an outside security consulting firm to conduct security
audits, which may include testing of the service provider's controls, a vulnerability scanning
program, a web application penetration test, and/or a code review for security defects. The
security consulting firm reports its findings to Facebook, and Facebook requires that the
prospective service provider fix critical issues before being on-loarded, Depending on the
sensitivity of Facebook data shared with the service provider and other lactors, Facebook
may require that the service provider undergo a periodic or random security and/or privacy
audit.

Facebook also has a contract policy (the “Contract Policy™), which governs the review,
approval, and execution of contracts for Facebook. Facebook's pre-approved contract
templates require service providers to irmplement and maintain appropriate protections for
cavered information. Facebook reviews contracts that deviate from the pre-approved
templates to help ensure that coniracts with appiicable service providers contain the
required privacy protections. Facebook Legal documents review of any such contracts
through formal approval prior to contract execution.

Monitoring

Facebook's Privacy Program is designed with procedures for evaluating and adjusting the
Privacy Program in light of the results of testing and monitoring of the program as well as
other relevant circumstances. As mentioned above, Facebook's annual Privacy Summitis
designed to identify, discuss, and assess compliance with privacy policies and procedures,
and applicable laws and regulations, as well as identify new or changed risks and
recommend responsive controls. The Privacy XFN Team assesses risks and controls on an
on-going hasis through weekly meetiogs and review processes. Members of Faceboak’s
Legal team support the Privacy Program and serve as points of contact for all relevant
control owners to communicate recomnmended adjustments to the Privacy Program based
on regular monitoring of the controis for which they are responsible, as well as any internal
or external changes that affect those controls. Additionally, the Privacy Governance Team
regnlarly discusses the Privacy Program in the context of various product and operational
discussions. During these discussions, the effectiveness and efficiency of the Privacy
Program are considered and reviewed and, when appropriate, adjustments are made to
maintain a sttong program.
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Facebook also eontinuausly evaluates acquisitions for inclusion in the Privacy Program,
based on the nature of the acquisition {e.g., talent or people, intelleciual property. product
or infrastructure). Specifically, Facebook takes steps, as appropriate, to integiate
avquisitions inta the Privacy Program and reviews products and features developed by
acquisitions with the same level of ngor applied to Facebook’s products and services. The
acquisitions in the current Reporting Period were primarily talent acquisitions, except for
[nstagram. lnstagram's peaple, product, and supporting infrastracture were acquired on
August 31. 2012.

Facebook assessed the privacy risks associgied with Instagram's people. process, and
technology upon ascquisition. In comparison to Facebook, Instagran has significantly fewer
users, mployees, and products, As deseribed in the Contpany Overview above, Instagram’s
produets focus on photo taking, filtering, and sharing. From a privacy perspective,
Instagram users have one binary choice - to make all photos private er all photos public by
setting the "Photos are Private” on/off slider. Once private, the nser approves any
“follower” requests. After obtaining approval, the follower can aceess posted photos and
related comments. The Privacy XFN Team also was involved in reviewing Instagram's
January 19, 2013 privacy policy update.
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v(C’s Privacy Assessment Approach

PwC’s Assessment Standasds

Part V of the Order reguires that the Assessments be performed by a qualified, ohjective,
independent thivd-party professional, who uses procedures and standards generally
accepted ic the profession. This report was issued by PwC under professional standards
which meet these requirements.

As a public aceounting firm, PwC must ecomyply with the public accounting profession's
technicsl and ethical standards, which are enforced through various mechanisms created by
the American Institute of Certified Public Accountants (*AICPA”), Membership in the
AICPA requires svdherence to the Institute's Code of Peulessional Conduct. The AICPA’s
Code of Professional Conduct acd its enforcement are designed to ensure that CPAs who are
members of the 2 hieee a hioh fovet of e hitie s ic, clients,

and colleagues.|(b)(4).(b)(3):6(f)
(b)(4),(b)(3):6(f)

3.

In performing this assessment, PwC complied with all of these Stasdards.
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inderendence

(b)(4),(b)(3):6(f)

PwC is independent with respect 1o the Standards reguived for this engagement.
PwC Assessor Qualifications

Pw assembled an experienced, cross-disciplinary team of PwC tear: members with
privacy, assessment, and technology industry expertise to perform the Assessor role for the
Order. UBMAN(OBYRNVBR :

(0)(4),(0)(3):6(P) —

Pw Assessment Process Overview

[(b)(4),(b)(3):6(P)
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Pw(’s Assessment of Part IVA, B, C. Dand E, of
the Order

"The tables in sechon “"Facehoak's Privacy Program: Assertions, Contro) Activities and PwC's
Tests Parformed and Results” of this report deseribe the scope of Facebook’s Privacy
Program referenced lu the Mapagement Assertion on pages 77-78. Facebook established its
privacy program by iroplementing privacy controls to meet or exceed the protections
required by Part IV of the Order. The table also indudes PwC's inquiry, observation. and
jnspectivn/examination test procedures to assess the effectiveness of Facebook's program:
and test results. PwC's final conclusions are detailed on pages -5 of this document.

A. Set forth the specific privacy controls that respondent has implemented and
maintained during the reporting period.

As depicted within the table on pages 21-76, Facebook bas listed the privacy controls that
were implemented and maintained during the reporting period.

B. Explain how snch privaey controls are appropriate to respondent’s size and
complexity, the nature and scope of respondent’s activities, and the sensitivity
of the covered information.

Based on the size and complexity of the organization, ibe nature and scope of Facebook's
activities, and the sensitivity of the covered information (as defined in by the ordes),
Faceboak management developed the compauy-specific criteria {assertions) detailed on
pages 77-78 as the basis for its Privacy Program. The management assertions and the
related control activities are intended to be implemented to address the risks identified by
Facebook’s privacy risk assessment.

C. Explain how the privacy conirols that have been implemented meet or
exceed the protections required by Part IV of the Order.

As sumimarized in the Facebook’s Privacy Progrian on pages 6-13, Facebook bas
implemented the following protectons:

» annd be

As described above, Facebook hias designated a team of employees to coordinate and
be respoosible for the Privacy Program as required by Part TV of the Order. As
described on pages 21-23 (Management's Assertion A), PwC performed test
procedures to assess the effectiveness of the Facebook privacy controls implemented
to meet or exceed the protections required by Part IV of the Order.

Use or disclosure of data containsd on ihis page is subject to the rastrictior on tha tde page of this report.
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inclyding, but not Hmited to: (1) empiovee training and management, including
tTaining on the cequirements of this order. and (23 product design, development.
and rescareh.

As deseribed above, Facebook has identified reasonably foreseeable, material risks,
both internal and extzrnal, that conld result in Facebook's unauthorized collection,
use, or disclosure of covered information, and assessed the sufficiency of any
safeguards in place to contro] these risks as required by Part IV of the Order. As
described on page 24 (Management's Assettion B), PwC perforied test procedures
to assess the effectiveness of the Facebook privacy controls impiemented to meet or
exceed the protections required by Part TV of the Qrder.

g;[];_gﬁ;gg_m_d implementation of reasonable controls and procedures 1o address
Ldmnﬁgdmm_&mmmxmmmwgn
monitoring of the effectiveness of those cantrols and procedures,

As described above, Facebook has designed and implemented reasonabie controls
and procedures ho address the risks identified through the privacy risk assessment,
and regular testing or monitoring of the effectiveness of those controis and
procedures as reqmred by Part IV of the Order. As described on pages 25-65
(Manngunent': Assernons C.D,E F, acd G), PwC performed test procedures to
assess the effectiveness of the Facebook privacey contrals implemented to meet or
exceed the protections required by Part IV of the Order.

Thed select and retaip servi

providers capable. w D nateiv g_hs_nu_mf__s&d_mf_nm&n
they receive from Respondent and requiring service providers, by contract, to.
inplement and maintain appropriate privacy protections for such covered
information,

As described above, Facebook has developed and implemented reasonable steps to
select and retain service providers capable of appropriately prolecting the privacy of
covered information they receive from Facsbook as required by Part IV of the Ouder.
Facehook also includes terms in contracts with senvice providers requiring that such
service providers implement and maintaiz appropriate privacy protections. As
described on pages §6-70 (Management's Assertion H), PwC performad test
procedures to assess the cffectiveness of the Facebook privaey controls implemented
to meet or exceed the pratections required by Part IV of the Ovder.

E. The evaluation and adjustiment of Respi s privacy 1 in Jight
]egnlgg of the testi itan ired by 4 C. any material ¢
ent’s ipus or business arcangements, or any other cireumstances
that Respondent knows or has reason to know mayv have a material impact o
octi fits privacy o

As described above, Facebook has evaluated and adjusted its Privacy Program in
light of the results of the festing and monitoring required by subpart C within Part
IV of the Order, any material changes to Facebook's operatiots or business
arrangements, or any other circumstances that Facebook knows or has reason to
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know muy have a material inpact on the effectiveness of its privacy program as
required by Part IV of the Order. As described on pages 71-76 {Management's
Assertion [), PwC performed test pracedures to assess the effectiveness of the
Faccbook privacy contrals implemented to meet or exceed the protectiony required
by Parageaph IV of the Order.

D. Certify that the privacy controls nre operating with sufficient effectiveness
to provide reasonablc assurance to protect the privacy of covered information
and that the controls have so operated throughout the reporting period.

As described in the PwC Assessment Pracess Overview section above, Pw( performed its

assessinent of Fucebook's Privacy Program in accordance with AICPA Atiestation
Standards. Refer to pages 4-5 of this document for PwC’s conclusions.
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