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',,';j:: ,~:> '~';:lrf' :''':::: ' ,'.:: :~; """, ,: : :?:;:~,~,f~t .. ~,)~, '.~".J" ]~.~, .. ,:1,'~.,~,~p"",".,,,:,:.;,~,~~':',~,;,:,',~,' ,~: .';·,::., :ii,.'"il:,:",; :';,';" ",:'~:~,, ',,' 
," ',;;,>:,;,;,,' "d!' "', :';"lSECRET/7NOFC!)'aN :~i -, "'~' -,...,,"" • 

" " :, _, > /~;~~:~r~,\ """ "",.,,: :'; :, , ", " ,~':: '" ,,{,,:, :;;,~., __ .)}'.:;, 3"~:';~:'!'r':{"~''>'-, ;" >l .. ,:" " 

, '(tU) ' :Execub~e,iSulllilUlry . ~' ' ," ':, ;.: ;: :;':, ", .-' , ' . 
, . ", "~""~" <;\1> '" :~~,,~" . [ " \- '. ."., .• ;:~.t:~~, ~:,;I' .'!.~~:. i;,,; . ,~. " ' 

" j(l1!~ J@h,}j·@<,J;ID.b4W~O 14;;fht?;,0IA :0fticeiof1Inspector.-( iien~r.a.'}(.oI@~~op~riea;antiiivestig!iul:>11;':~~. ~i';. :f..,' .:.: ,); 
I . ~ ". 'jt~: ,~,\,"':"''v ./:.~ ,:, ' !.. ,,', .'. . - " ,:~.:".- { .... ~_., 1,"'~~.·~ ..:.;,\",~ ,,' .:. ;.~": _~ ... .. i .:. ...... . ~. . 

, ,,': ' . " I~fe ~1.e~Jl~~~,~ ,!bilt ~t\:~e~Qr!r.~~P9~Liml?rqper-IY ~f~~:s~ed:'Sen~tej~ele~~~~~~~,tt~;O~,\ ,,,,, . .',n'~~· :i,:~ . t. :' ',~ .. ' .-; 

.t· :~!~I}~~~t~{~S,~~'!_~fif~es,~:~?rpS'On :f!1e~ C;:JA.\p~r~¥d'~~i#J~~!\;~2~~n~~?A~,.;{. " .. ~: •. 'I~:;: :~" 

i , ' 

'. neten~~~;:~~~!ni~,!T9ga~OlHl~~.O~~:~~IN~t). :-o~ :q(VlanUMY ·29~1;; ID.~~9$!d!n~,,\f1t.2:!Hle '- ~~;. ;"., ;"'.~ 
• .. ' ... ; ... ~ , .. ~,~:t ~ '~""''''''')..\~llu>,~ ,\I •• '- M .... 0!._~,J:~:rIl! ... ~ ' " t.~.}' '. -ty'l, ~_. f'l .. , ••• ,.,;;f:: .(. . ;~. , ( , 

,. $0 ty.S;( \ ,.§ 3.p~I!'7CO)(·5~, ,~I@,~wq~~~e ,m~~tert9 ,th:e:l;~~PNtment ·of~!.~stic~;®S9J~;f<?rpote9~.~, ' ,:; .,,:),' ,:., " 
• . : . ~ . ' " I, ..~ ,, '" • • • :!.!{M ,' . ,.... I. - :~'1±,r.t.> .~., I' . ~,!~~ •• i'i" - , tt..k'Vh .. ~,~ JQ>. ", 1./::" 

vlplaqons of.fJ)tl~ T&'U.S;O.":§ ~~'ll-t.WlIet<y> Act) , and*118ltJ:S;@-,t,§~t03p;(Qp'mpti~r Fraud· an~~ " , , ,;:' 
M •• ; ' .. ~( ~ ~ .... ~ 1 ".. l "t". "t . ... r 1- • '\ '1 ~.. t-'l:- '.. " 

: :Abu~.1\ct)~:~~fli~~!pvestiglitio~ ,.~as ,R!X4icaled on irifpIi\1~tjqif:9~iiliri~~S:P3f.l. q(;~OI(fr~Yie<v~~~::'. "..;' '!' 

,i;.;.~nto,:~)~g~tiO,,ns'm.¥~ ·qy;~~~9H:;li~~~ 'Di~e';f-~j~~t~~:1~:PY:~t9f~?~m.~Ce~~~~te~i~e.nS~~~~~~;li .. ,: .. :t A~~nc;y ~!S~) -J ohn:!:~~~M1 ,th~tClAJ)tf.rS?IIJletoa.-d .!:~oridtIctedo~e'~J;.~i>f~f~~~h~lt~f;>ihe :'/' \~*,~iWi: ':;;. 
",fC<:lIllP\lter:.netw.orki;lt !an'l,offsi t~ -facility that lthe ~c-IA. h~d;as$igned:exdu~ive~Yiie·{~eisUif(iofiQl~.i,<;. ,: ': "~~ 

H ''f1(' • J ~..:. • H H ~ ~~ • • • J" " • r ~ , (. ~ r~ .J: I:t.., "'»~ " . :1(. 'of':t •• ~'" 

.' '[~S<;~ :"" Ttu~t~If3 ;inves~g~tion 'w~ :lirn1teCl'.in ,sqope ·.t~ ~iev'i,~.~ ,t!l~ ;c.ondUtt;~f.~~g.<eJl~y' ~o'if.i~~i:' ".:"- ,:. .'. 
),.~d (di'id {ri6i;ex_.~·.the .condu'Ct :ofS$¢t~sta'f,fmemb'ers~J, .. ..., ··t ":' ,' . , , ' ::., "; ~ •. 

. I ~.:~);:".' .~ ".>:.' .. :2': .~ .... '. . . ": ._: :!;::1. ',.; . . , . > '.' ~-(-~ ',. " .p ,.-". . H ~:, ••• ~.'.;:: , : < . ::.;(:r ... ~1~;;: ;',;~( ~.: 

JU)-'1)1~~q!q;mYCstjg~tiop d<?~~,gYip.e:c,Lth'e.follow'ingi"'· : .;; :'-i.?~ ~,;!..~. ,':'.: . "7'-' l"~ ' · ' .. ' " 

',' L .. (liI) ':Eiv~'.Agetlcyle'jnpl~Y~s, -twp ,~tlorneys" and three ini9~ti~~ 't~6i~logy"(lTjsiaf(~:! '.;,;:,,::'"'h, ,j:~~." 
• ". .,'p • ,,' • • . ' ~ . •• .;. . '," ". ..... ;..lr .. '. . '. ," '". i)." f', • ~.I(. .'. " ." '(.:~ '., .,.~ '., .;, .( ;;. . , 

. "j ' mein~rs .. 'iri1pr9perl:Y·,acc~sed;SSCfMajQJjty stafhhar@\drjN~$i(jQ the~R~~e~~ . 1f?:t';'!':>. ~ ",~:,. 
, ,l. '. ". . . . . . "':-. .;... . ,... . .& • • ~. '" , ;" ~., 'd:;" • . • .J, • 

.. oii~:,:tThe:,three':irsuiff~embers, who a~~'s~ 'the ·ss'~n~fit]9riyrs~~'f~(h~~~::::' .. , . ',,' /1 '. ??f!:: 
,. di,s~J~Y¢(h' Iac\c:of,can'd9pabOut. their activ~tiesl when interyie~!i(l>y't,1lei9~?~:;;; ~'.~~., :::~ ':l :~ ... ,~< 

• .. . ,,- '. .' ,If ... ""': '~[" "~(~: .,. 1-

. 2.::' '(U) TIle· Agencytfiled a 'en.roes report';with the DO] . ,reP;O~~·g> ilia~ s~cI'j'titf?Je~~!S". :::'.-::;; ,'. ~ , 
;' h" ~ " ''' I .... .: '., " ... : .... " ... ,,'. '. . .... ,··:th'··-~·~RD··'.I,(: IN"" " ,,~ •. ,.:,j,rO~·I··G·· .; , · 'J'·~fl~J~:'<:;·;."*~·~,";,:, ;,'/' : ,·;tl~ ,r-, m~y. ave!,J1l)proper y ,~cessed:A!gency :mforn!atIon, on ~: . . e.t~ " .'fMe ., :>'J~~:,:.~"-,,, ;" . ..... ':,: h;'., • 

. . ::;in~~,~~~bri :dete~ri~" that~~c!actil~' basi~ ,f9r.I~Ji'~iitf~0}u':w4~:~~0~~d~!i&'d~th~~.' . .'~\;~ftf(f~' , 
.·ati~Qf ,?f.tl1~.l~tte.rf1ad ;b~n·Br9v'ideqj11llcc.~r~ej,ilf~rmatie~~?~<:WIlj.~~?11~~le,~J:,w~,l':~.:,::j~~4:.:1:i~~:":~:, . 

.• :'b~~;.,.: .~>'. ,_ "r.': '." .'.. . J. . ' , ·,t.\·: .... :.', :'::)"':i:\';~~&~+. ' ;;;: 
. ,3,' ; (LI) ,,~~bseqllertt tc?icfuectiye:b ,the:D/C1,A to Qalt-the!~g¢.ncy'~revie~{p'f,'*~s§-f~~ta(f::;~""":· .. ' ":',;~~:r~'" 

.. · ;~~~.~;!o <ili~)¢,met" S~uri~y ps.,rco.rtd~~~~(I..~1futi~~AAI;i ).f~i:.i;.:\ ,; ,;;:)· ::.,:~ .. ,~;r,: :f: 

"' in~'6hIplete,~i~v~~tigatibP !ofS~Clacti~jties on:ihe RD~~ttha~.i~F.tUqedl L ': ', "\~~r :,:, .. ' 

I 1aP.~ ·~;revl~w.· 9fii~IIJ.~. of theeIll~~of SS.CI Majority.!staff ,?~~~el'S : Qri(~~t / .i;:: '.> '.j 
-,: ~.,;nelw" ·,0..1";·,:.', ,.... ,. '.. '\' ', ' ''' ,,' ", ,;'" , -

J:.l'L " " .~if,,' '" ; ~,'.:-<"."_\":':." .. ' ;.,.~ '. :, ~::.f.:~~~'l·:~ '. 't" "'.~, 

(uy Rri,tN~t w~~ '9~H;~t ~ !\gen~~ f~~iPtY~~Vttne :2~9 ~~,.'s~ppo.{t. a !SS~1~vie~'§f~~5 ·. jL .. ,;?· ': ~~::" " {~ 
Agenc~ s reqw.~Oni: ~eteIltio~, and)~nt,~o~atlon ~ctivltIl(S . ' RDIN~t. \V'¥i'created, to' ~.1.~?;~~~~~~cy< ., '~"_:. 

· stafno,teView·''U~~·ents fQ't~p~duc~9n lo the ·ssm .. ancl tq :proyi~e ~~propti~te'q~~~e~~~JP ; ,.J, ';xf' _, 

the 'S~CI s~~ ;'SePa.rat~ eJectWhib;li~.drives were crea~ed~on lW~~t:fo~f!ih'(lfse§p~~'·~sc;:tf.:· ~:i: ,,' '.' 
• • ~ . 1" . . ' • '~ ..... " ~ "if; ~ ." ' ;t'1' 1. ;0" ... ".' ~>X";.~t?;;, ? ." 

MaJenty aJi<;i Minority· stl!ffs, aniHor tli'e Agency personnel stIppoJ1irig;th~ reyie\V''Ma tea~ction ""'.,':; 
. ;.1:. 

• '. • 1-" • 1 ••• :. .(.. ' ",~, ;~~!': 
:1' . 

. ' . 

\ (TI) 0,030' Aprii~o:!~;·.m.~ 'DOJ: advised tlieICI.~Jn.sp.cctor'-Gen~a.llhat Do~r~~d~7~:fupJe~~i~~ : r~vi~~;~1.:fh~ ',. '~"".' '.: '," .::' 
.'alJegations and .had~no . p'r6secutorialiniercst., ';.,' ' . '.' . :" ::," ',;" ,,~\, ".,.' ""<,,, ;,,~')' .<, 

.' .... 't .. :~t ....4- • • :..;.j:: '-~:::j-"" :'.: ............ :~ ....... :. !: " .;. ". \,". :~ .... : ",:, . .;' ' . ' 

,., OIG~C~se ·;NQ ; .£d1i.+171 a~l(f ~· ',, ' " .'. '., ' ',':,.i' . " :,, " ·:~:I'-~;L:,2~' ·;.~ i ~;:;,>~·::~:t;' .\:;. 
",' "." ·SEeRET""NbfgR·~,;. ,,'., ,.;, ,.,' <"':. . 0 <:;; : ,.,' 

: ,.,.'.!' ..•. , .. ::''';~ ..... . - " , .. . .. '1' ..... ~;~~ ... ~. . :::t~r: ·;i·~~f :i~~f·:' ,:. ';. .;,: ... . . .>.... ': .' . '., :/~"."'" 

':"'.;:." ;/. ,~~.: .. .. _:::'::., .. ~~:., ,~2'~ .' : ,,~,.i:~;:::';':jr;(. ::,<.~~~:_ .. 
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"., .. . R·ELE·AS·-.... :r.ATE·'. " .... " . :',,', 
• " t ,_ • ':" ';'":~ • t: V . :~ .' ." .. 

::~.'; ::~ .. " ' .. r,~t: ····~~t~?): ,'· 14~J~o.~i6 1· 5 . ::. d~?c·:~:·.:i:~·:·: " 
:,.:':" '.. . ' .. ;~EeREfI!NoFqf,l~ ' . ,~·;,\::< ... ·.· .. ~ .. ;~~~.;:.;.i;r.~:.::.:·.:,/~.)·,~r :.:: 'i~ f :.:;.';~.~.. ,~. 

:'''' . ~ 'r' i'l :: . •. • .i". . . ,.' . . " I .1'1: '1 ,I. 

:of SSOV~taf.t:erS ;:0~ lIDIN,et; 'u~lng::d~ta .previo!lsIYt~Qlle9t~aU~~ ,the -Agency-~~n~theisYstem:~Jaothi~ .;.-," . ,<t;::, ,; J 
, . ,1li.it .... :t!- ~~ I . I • ~ .. "'''1 t,) ... t,,:.J,'(j ," , •• 1\ .... '~ ':jIr- ,"t'~ 

tattonfeysJin,f9l'Q)ed Ithe !monitoiin'g :team lthat'.the.\taS~l1g 'was dir.ect~ tlJy'ljp~~D7f:D\r;~ewev.er,. :the,' :~t. . . ' 
. r@~G~i'riv~·Uga~on)~~~Wea:n~,~yidenc~ Ithi!t ithe':IB1CIA i6rQ~rea:l'&~1~~ng~~ii~~~1~~~,,:·a~fo-e:i9t ' ." '. . ~ :'!~:" . " 

:the ;tasking:~atithe :(irne 'it ~was ~made: ·:Basedupon .tills ·taskirig;;lth~ :rn(;nitoRhg~ii!ab:i l~iaff ·)ii\;::· : ',J!;, .. ' '. . ~ - .. 
"" ' •• ": " .• '. w .. • .. ,· ·T ... ~ .. ,":. -::<' •. 1." ".( .~,,', ,' ,:",',. "" " '~ .• '.: • ... ·""r': .. "'-'~'~- " ':'\\""'.~/ "'.~~";O,..~ 3i$: .. ~r?\'r-'.~I:",;:· .... ;~~. ,(~ .. I.";'· ,;.: .l 

·;perr.,qFIPedt~,riMte(hrevi~w .. of. SSCI:stafhcti vity ,usiI)g·tili~:preYjousJ.y .cOU¢Cte~.io~t~,:·~._::·'.. . ~r... . il .. " 

" •• < 7 • :t~ _. ~ I..",' , .. ~; .,. ~ ·~1.; · .. _, ... _ . " _ " \ . :;~':,. : '~hC:~:".~4€L::~~~ji} ·c;~~\:::~~:! ~~~.~> ";' :',1:. . 
, (UhOm~~~of Secunt~· iRe.Vlew.~Qt:SSCI'Stafl'..Acfivdy- ;. , " .r., ' .... ,1:. '.; ... , ~.~: ~~t ,'_ 

. .~', . ., ,,; ". . .J.' I : -I " ." ~k. .. ', ;.Ii.':";' ">::': '·;,t,,;t;,.{!~?.; .. 
~~ . " ~ ,.', ,I ~ ~ ~ ', ~."':-:i~~~~~: .. t: .. ~ .... ::, .... 'Xtl'l' ~'If 

'GJ) :Ofi ·l~.·'J.~l)¥'y'~~Q14;}.~e I?j~IA"Q~ame ~ware .~~ th~ ~?~tc;>~~ .t~i~~;,'b~~;~.~~~~~ it~' :,:i'i~.:',·!:! " 
to"reyiew~th~:.qY~tioh'b4~j\ctiYitie~ oOh~. sscI':stB.flon1 ~~ct(~d\~~i~~,t~~Q~~~~;t. ' "'~ ~~ ..., .i.~t·:· 

.~tang~O~;~n ;.~¥ ~p a!l~~!n.vestigayr~{ ~c~:vjti~s. , The.D/pA~iief~; SS<2hQ~~!:~Jri~~in ' ~~ ~~~~.;~~'. 
on 15: l.anti~ i¢.at .. ibased;upon~infqr.in~tj:on .pro:vided ,to hlm~~y l!h~ '10m~~~~L§~~P;spU'f '. i:'~'. ~::i:; ... :'<.. . 

. 'meni~rslhati;·~w.pro!?erlY facfes.~eO ~*,g~ncy,docurnerits. -The 'D10D\'fe¢orfunend~'!:.~~Jtiie~~$01 ·'~~ft,. I >:~ ",1 
<'. • • .. -. • ,. ',' . . ' ,,'. . . . '.. ., ,-, •. 1.l,;fI:o •• ,.~,. • .•• " ~r.· ..... ...:'...... ..~ 

~~l1~an 'and ·~ice ·Ch~rinan)ijUoint~fo.r,<:IlSic .~v,iew .6f,ID.~ ~acUvities{of :~:sqj~~~~L~,a~ .... ~f, .. ~~~: .. :." .: 
... '. ~ ". _, ,' .... ,_".:<1.; . • ..... ;. ._ .. , . : ... '( " :,)'<0(' ........ _~_,,~"-4 ...... ":r: ,)<~ ... Il;; ',~:~' _ ';'1I1:·,,4:~)%~' .. 

: :;AgCllCY 'persopnel'ori thei$SCJ{stiared.drive. The gS;was ·ithen_.ask;~~rby:t1)6~Q~fj<¥;·o~4h,~ .~t~~~: . .' :,:,:~: ",';/' 
>P~CIAto ~!~Rwe :!o ·c,ori~Hf:ti~~J.?i~t:t9-~eJ,lsicf.ey.i.~w, ;~\yjth;~_s<i ··}>ri9.f:~J9)~~:~~~~9.~c~iii.~I)~~9~i)~jt:/ '. " . 

.. this ],9irit re'{j.~~;;,~e ,~~CI 'S~~rty Offi~~r iwoqrte~DO~:·th~t, p~r;fraiJinan:'F:~~Mte~;I~~ :~~ .. ::.,:".... . .: 
.. ~$S$l~as 0)i~.~tf.l4d~owri .. fgr: arl.~U91ntr~vJe\V~,'p~spite:.Qij$,:n6t!~,~af~~:S9r~~~~~l~hg~f4" .'~S.'] '1f; .. ,. -' -< 
. " :jnterested in ,a.;oilitlreviewU 0S rMuest&hconcurrencefrorn ,the fD4CIA~s · offite~to~r.oceed .::..!;~1,(:-~iV: .".:,t ..... 

. r .~ .. "!." ' '; :,' ~·I'.! '~ J 'it~:.l\. , .~: ~. ,' ,~. '¥,l,''' ' . . :." ,.~."-'.' ,,\)~. ". I· . ',' " :' H.. ',' . . ,'. r··~· i "~.r..T';"'!·~~;' "; I~;,o ':":; . '\I:-V";'+';"""':'" -':', \:,'~ ,~\'f- J.~l .:-:.~~. ,.,,". ""h~': ~ 

, ~. wi~~a. uriiI~ter~:rey~ew of Agel)¢t~d S·SCtictivity·.Onthe SSCI ;~~~~ ·anye~t:\Y.1:~9~~~iW.~9~g:?>· · .. RL .... ; 
.". for (!.S>Ilcurreilce.\ftoi4.D/GlA .O~:itlire.ctedaIl':inv~StigaQqp ;~" 'sti!ffth~i~1!)!~trt·,.~~ . i :. : .j};': :~~~'~f..lj~ 
.. ' genenitiQ~ 0f..at~~.~ ·9:f ,SS~I ~C,~v~y';.~n,t~~Ssq Majo~iy :~~~~~,e;:~~N.~~JR4\~~~~' <'"J,~~ :~~j:",y.\~,,: .:i 
.. 'fore~idilly·te<;~)Jistru~t¢ ;~om&.RDllief.~itiJs . betw~~n SS'C.;;LS¢fecs. :Ttl~Je~.j~\V;Y.!'as::~so . '. '~J" . '.6,/ .' 
• . base4i4ripmt, oninf<lfffiatlcin .pre~i6iisiy ·tollected ·b¥;'the ,inonitoringteam~~:,;'~iiI~,:-;:,;1· '.t ,' .. - :: ·A'·~ . . ;~. ;-f~;I : 

. . ...... " ~:'"".~. ,",' . . "',',' ~." .. " .... ',':- ...... ,: .' '" . : .:,.:::. ':.:'.>.::'~~"":~:'I-:~("":~_; ~: .. :~'.:. :,::t.~ ·~"':'~ .'~ If""' 

·.:(U~ . Age~c£Crini~S1~l!epQtr<?n Aij~g~ ·Mis¢o#d~Ct iby.:s~GI)$ttft~~,/';·~~::;~~:~,:· ,.(:~;;~ .'~~~~:' .. '.,;- . I.i 
.:, ',' :,' ..... ".'::.,: ..... _. ' ', .. ':~ ...... ,'- : . ': , .... '. ·.~ .. : .. ,,~-; .. 'I ~ ·.~: .. :: :.) :~:~··::i::~.~ . : ...... ~:""::t~·.·t~~;., .. ,:··;:··.( 

.. :' (U);-On:':V(Feb~ri~;2014 ":Uie~'iliefi-kctin'g denerai:C60rtsei who h~d~p' ie~iousk:rci;us'&fhiihs:elf~\~;~~'~,';E,~~:/: 
. . ... ,- . ~JPl .. ;: .. ,.' " " ".,,· ' " ' .,. " " . ~ - ,'t' .' ..... .. . ' r1~ .. 't " .. ,~ ........ : .... :. . : .:lIl r.: ,., •.•. , 

·" froIll.:¥P.I;Zel;lted l11afters·>~d was th~refore.largely~ ~p~Y.'~e .ofpro.~~~~c,;~~~J~'~VJf~:~ :/ '~' .. ~.~.~~~,,; 'j;' ~ . 

crinie~ repci;:t wi~ tlfe DOJ~, as ,~uited by Executiv~ 'Or9~ 1~333.an(j\ tb~.J.9.~5 Crjplcs"::£:. ,'.; \;;':',' 11:'.' ... - ." 
. Reporting .MeroQrM!1Ym;~e,~~~n ·the;pqJ;~&ilie i.nt~i.ligence'Co~pN~~ ~f1~p4::q~;l~~~g~i~~~{~:~:,+ .. , .. : ... . 
infonnation .!?n;rvided:to hiIDby . S ~ . The· ~n.me~;:repo~ ~tated that :SS~l.s~ff~f"~.ma~~K~v,¢ "",::;;""~~;;,,, .... : 
expldftea IfsoftWare vu.1neqlbllity · onRo~et t9,:obtain 'ac~es!i: to the :;Yl~~ig~hf#~~u~af!.~.s ·, ... ' : !'}~~;:'c:. .'< 

.. cr~atedby~tp~t~e~cy ;:in' yio~~~ri 6f ~<? :~o'?l),ut¢.f."fI;~U.Q .an,d·.A~u~:~,~l,~·~ 1\~.¥:~'S·\g1~~.ii}~o,!~': :: ~\:.:'~;,: \r.: 
'The r~porl~ w.as :s9.lclyb~sed :on.in~curate · infoimatii?n 'provit:ted:pyW:~t~~fQBC ·af~9I11~~~t~:. .'. ',;' ".,l.: .... ' ... :~.: ... ,.~,.,:.~~.: . 

. DOS~~41~~"s ~orsupP,dIj~·,by; or copsIs4;rihvith;ibe '~lilt$ ' ~f ~~)!li#.i~"ltt¥~~~~~~6n .· c:';: ",,; ::' :'i- ... , ,,:' 
cPlldlicteg :bY · P.S .t~· ·· The 01Q:)~~¢.~4~a.yon ,q~lel"Illi.nedthaqher~$as~~~;t~Hi,ru.t1W!H~.r~:th~t .: ::! :;;'i':"': 

'alleg'atioh:1Hnad~ :~l1the GtA··bnmes}~ort. > .' .. ::,,~· ,;:>:·';:·j;~~t;\· :~:::.·~:'::,!~q;:;· . .,.. . : 
.,', ,~,~«~~?~;,., . :: . " . " ',.,' ::.:;.or1.: .. ~:i~~!!~~~.:-['::';:~i:!':r_';';I~';~~ " ' .. i~;r: .:" )~'./. ~ 
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, . ' . ." ~~ .. ' ~ELEASE:.p'ATE · . . 

.. ' . " . ~" : .... 1~4~J a~~~:OJ5.·· .' " . 
• ~ 'I ~' ,' .... ~ ... :-..... .~.~::. . - . .' ! •.. '. . I' ., ,., . 

::i";:~ ..... ·,:'i;" . -·';:·£)E~.REiFlINO:FOR~: . : ,"", ,;.:::::,;~~::~ :.! . 

. ;';~:" . ~~gr~~~~o~,:;""i.,{' , .... '., .•.. , !(~~.::~~;;~~if~::":~~~~ri~,t,: 
, ...•.. ·;~~I~:·(Uj/.~r o~;'i~f!aJ19~ ~in4, the 'Offi~e' of-~;~~t~r\O~~~~·,(QiQ.;)~6.1~1i~~~~ ·\.: . ':":," 

speCicU,-t:Sy~~\.V lolQothe acti vities"*t;q:A!p~rsonnel :'~J'ated:'to: the acces~>qf Seriate :~el~~t\~::,·. ;'.,'" ". 
· C0rrm¥itee i~>n Iritellig~I;lc~ . (SSc;:p:r.~esCU!q'Jrecords on ,the Rendii!ph,:pei~i1tiori.fanj:1,z'~~~;:·,:. ' '. . !.\.... . .. 
. Intt<rn'j ·· atiOJu~etwOlk RDINet ,Jocat~' afthe b~Ud,i~g! :an :Ag~ncy.~fac.ilityAn1t!ie '<> .: ;:.; .. 

On'}¥pariuary . 14, OJ~fO,p¢ned·~ :i.qyeStig~ti0A:;~as~~tQn~~.,.: '.' ... ' " 
. L,.j-n"'fo-z:m-.. ;-'.,;~"'~""P"":~:-.. di;-;-":s:-·.c-o-v-e-:red-:· :-1i-Q~,tJi;,,'eC-;:,\-.~~~~.',· :4.~'t~Yiew.. lQ acCQraanc~ ,'d.it,h'Title·:?(:ytJ';S:~?§f~5:(1:~Q.1(J : . : ~'~:>r;.':' .,: 
· repprt~;$ci in.a~er ipJp.i'it,lepartfu~iirof.J\1~ti¢e (P0J) , ()p.}9r.J~~~:~:io 14 ·'f9t;\p~le.!itiat;i;~~4·,;. : .d\\~':·· . ':; , 
· >\i;iolal\prts otlITU~ 'IiRiU!S: t;§ .25'} r :<wrretapAcihmd. is:m~s~€:~§ 't03·01(GoitiR.Utek:oiR1"a:<"~ aiid~.;'.f;~~'(:·.:k '.:" "': .: 
: ~~b'Us?;~~t): ,"'" . '.:: > .:' •. '.' • ~ • ..i.~:~:t~r·· ,.,~ '.\:. ~' ,": ?~\,:, . ;'::;};~\:::~~:-~:~!:.;~~;~.:;,~~:;·t J,}1:~:~::~~{::::./'~::~ .: ". :~~ 

2" 'f{)//Ft)HQl ,On~3 .J;YUlaJY 2014, SSCI CfirurmanDlanJle. Fem~teln s~n~,:~Jetter t:b .~~. ...:'." 
D~tor,{~en~aJ InteU~geit~.Y,.~ge~~Yf.(D/CIA) John Brenii~"al\eging ~~t ,CI;~ · p'¥rsp~p~1ih4d· :,: .:.... ' : 
"conqucted ,~ne or ·more searches·.el$e computer network'. allan: offsite facilitY Jhadfie~CIi\ 'llild': : ... ,' 
assignoo ,extlusively tQ ~~ s~ft~QfJhe '[$SCI]."· The.1~tter .'detaiJoo severarques~.<>ns ,;·-.,.·.: , " 
C~a.Jr!natl:~Feinste~n had :~gardi~~;!il}e :co'nduct of ClApers?nflel,.:m.d alieged ,Vl'(j~a~~nsof t~r .. ;. '.:" , " . 
4 .Atpendple~~ ~e ~peech<!an.d, Debate C~ause pf the C<)QS~HlltiO,I;l, tht; COp:1pute('Eralld ·and.-. '> .., . 

Abuse~~ct. '~~rEx~'u.tive,gr:d~r ' 12a33. . _, .'(,;) , ,";: : , .~ ;;~;;';,'':;'t/ '0 • < , ". ";' 

" • '~;·~~"'..f 'no'.~ tc.~~~· ", r • 1.,'1" ' '. r ;:;.:., ••• ,~'t~ ./}<:~~~.~ I. ~~ •• ~~ .~'\"~,' 

", c~'3.~,(tJ!~),·OIG:~ve~ti~~tion ~as':Jj q\itedfQ ,tlie ~l~g~ fu,:fess;~l{~;~f~:~p.'o~ ~':-;> . : ,j;:" :,.",'" 
RD~e~~y Ag~npY'per~onnc~. (E~hlblt'.A) ·lq J"nl,lary 2014 ~{hne:l!ub_s~~ent'~~?ns taRep:' ':' , "~.:. 

· OrG tij~~s,tigiitiQn covered, the iss~es :of.Agency personnel-_engag!hgjri ~ur~~tI:i.2'i4c::d .acc·~~\;:9r·'·' -,: : I 

eXCee~Yi:g :authoriz~(tac~ess tMh~.RbINet. 'Agency mon~t~~ri$ 0fthe"RDtN~~~:~~:whe~'~~~ ; .~~.r .~:;",,:_ . 
fOQl1at~gr~II1eQt:had been mad~.:,~t~~n't4e CIA. ~{i ·the~ ~$CrregardKng !t.he u,~ of.J~QJti.et; ...•.. ':.'::.\:~ ~";.:' 
The~ activjties 'ofSSCI staff.p1eQ1~~s .wery de]iberatelY'ex¢hi9:ed ,fro~: !-i;l~ ihv~tig~U9.n/'f.t?)<;·.·,·;. :,,~. ; ~,,;.~ ~;.'.' , 
atteiilpt ' ~as ~de to .interview s~cr staff.member~rand .dhiiU!:1 forepsics on RQINet,and:Ui,e?': .. · .' :~. :.>. '. ,', 

.' associ~~1 . IPeifor~~:~t.~;{pIG:·w~ Hm~teajn S¢OP~i9;4voi~ 'obtair,1j~gA#~rm~,tt.~9:~·;' " \~'it}r:: .... 
· J:'e]a.~e4 .lO tb~~;t¢tivities ofS~CI~·sefSf,·beY9.nd thilt pr9viqed ~s ;paJ:t .of.t,h~ .P~¥ica~<?Iiif9W~~,~\.:~:·:;/; .!lj ; .. ;:\'·.'.~'!/f; 
· " in..vesti;g\fi~~~';f.he : tJ;r 'S~ri~le~~~ged :for:'a ,spe~lPf ~e,yt~~9f.f;be :'a.tl~~~d;~P~.~~pQ~G~}~~iWlt,$,~~r~::1;;::7>;'~ l:''';·!:; 
Sehatestaff.:lt<) be'5;ond49tea~by,,~~:.u.S'. ~eDate- S¢rg!!ant-at~~st : ' :" '."",":*~~'-' .. /.\:.; ,::;,~;-<:: ;.: 

· IL .... tv) · POTENTI:AL ~T~~:r.UTORY ·O~ REG~L~'T.OR:t::Yl9i~~~~(~).· .;; :,;~i;: .' 
. .... .:\ ::' .~ ... ' .:: : .. ; .~~ . .' ::~ " > . . ... .,: :.,:', .,"-':' . '.,': . :~~(:'~.>. :.';.J :~r~~~~-·.·· ,," .... ~:.~ . 

. - ~ . (U.)",~1J(le 18 Unite.4' fi.~lJI..~s Code§;25111nterce[jtiotij pld Disclosure()f.-wire~ ,(j)l:"l!J; .. or,:. .. r ".<: . . " 
··~ El.ectr.onic C0tltrnunicdt['Of!s -Ptph'ibited OVinltap:i'\.ct):' 7 - .r ';--~' . ,,"':. ·:~1·\_.L.' ' ;)~}-:-.". 

. .. > ~.' '.'!' . ' .' . .'·.:<f·· '. < • ..'. .' : -.' • "', :,- :" i\i, .. •• ;~;:.. ~.-:.. " ... :' ::).,.': 
. . , . / U r:1Fi~l~ 1B . l!niie,~ St(lr~s: -rode llo.~.o Fr~y.c!" qn4>"«~~{9/~(i·A,¢Nv.ilY :~{l .:pg,n~~!i£?-~with ~\ . ·;r.'·~. 

·,· .. C ' .. ,'. - (.C 'v .... ..J . -:J'Ab A ' ) . ' .... ' .. , .. <: ..... ,.' ,.),~) /< . , , •. '. ' .. ,l." ·,·omp,uters.·. omputer ,r-rauu a"u use ' ct .~' c'''''.:': ,"" . . ', .• : :.' '.--.. ,~,;.~"/.',,,,.,;,;-(.; ".: .. , .. ',,; 

',",; ,~~f':'{::: ': " " .... ,. ...., ",' ': S:·:;'~; .. i~.!~,.f.:.i\~.r.:.;} .. ~.:~.' ... :.!:.,'.' ..•.• ' ,,:, ;4", ' •• ' . 

. . ,:~:~~ .. ;~:;-'~" . ,.t.:.~; " ',Y ' .' #t ._ .... ' .';:.;(.~:. ~ 

.' '.OIG'~::;;"=f4:l171 ~'lq, .• ,:.-.:, $teR~~~RN;t •.••.•• '.:;.:~~l&~sS~::~~.{\;,,' .•. ,+., . 
v' ,,' .. "r ': :._ .~~ . . ' .• : :;.~ .~\~:. . ~ : .• :~':·-i~::c:.~;~ .. 1'. • ,_ 
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'":·'.P,':W':!l7CfIl,T!!N~.:O~~: . },' T.i:'~;r::~.~1~};0~2... "::'~ .' 
. '. '.' .' .:' . '. ,-.· .·,:;i;.·j;.;: . '> . '~" ··~~~:i~;i~;~.i::,; ;'. . :~\.~:~.;::,~ .. :.;\.,;'\.:. 

· Ill. (1J) ':BJ\,~.K,.<?RqU:ND}:: : "~'. ' '" . ::,"". . " 
," '... ", ~.! .! . " . . ;<',:.' .. ' :,:... ..1 . ': f : '. 

(U) Review ofi.h~ ·1?~,;,di!io~;; Dete,;ii~n~ aria Int~!rogii.#'i2~(':pro~r:~~ '. :. ; ~;" :;~<:' .. / .. 
.; :1.'.. ... '. '. : - '. " .·,.~.t . ........ -. . :, .: ':. _.: '.-: ':, '" ""I ~ '. ''';: ~'' ' • .." •• 

. . 4~ (U~': On"f~:M¥c;~ 2009~ ·theSS€-Ij1n(Qim¢ .the.¢IJ\ that the;$,'s(n:pll\~riecI.~to... . ,:". 
conduct ~ !hOfQ~gh.Jt;~l~~.'6f .tl}¢ ;CIA:' fRD[.~r!J~]:~O.n;:2~.J uhe :2909;~t4,e. .S~.C~: s~ '~~ga!) . .. ' . 

,I' 

. . ¢eir r~vi~w, : ,The' tevlew' p~ssnated ar;;ces$,:PY S'SCi'sta:(f t9.· alarg~ V9.~\,Jm.({of ~en~iti:ye"::: ;:~'. . .. , . 
. '. classified,. and. compartmeQt~ ~cIA· docuPlents~ In or:d~r tQ·.~x:ovide··tnel:dik..l!rnelIts :t6)heSS¢t~":· .':" .~. '. ' 

staff· ~d. · en~ure pertinent infofma~on, waS .. pro~id~{;;th~ d~· es~blii.h~ :~~'i-'~vl~W :pi.~.~~sf;·~:>·'-:> .. !."::' 
'~tia~l y, the .SS~I.Maff·:p~Vid~f~~~h·te~~ .. oi.ile(;M: Ro.I.)~~v'~w T~:rRDl.'t~.';,)!''(~.~~.: .:. ". ',:.: ~ ... ~ . :., c. 

identify respon~ly,~ ·d~~ments; Thy 'l~p~.t~ ta.sk~~;Age!Ycy:.~9mponen~ .. ~1.$S~c;:~g;.~~~!:(>.~ ::' " .. '. ,;' 
databases for toe'. req~e~t~ mat~ri~"l.m~' ~ol.l.e.~t~ , the,fp<?,typUally .respons!~e.:d~~rnef'ts: ·.~~:~ '.' ."y .. :~ ~;;::, .•.. ' .' :",~, 
ClAt.4sJcti4 cpmpo,tlents oftlie·AgeT)~~· ~O '¢ondQc( ~9jii0ftiW s~cheS·,~ftPejr.~o!d.iI!gJ fC?t .: ,y.,;::,:. ' . . ... ~.:.t'-"~~,., 
potentially ·resPQn~ive"dQC\lmehts,.thatwerel tben:pf.oyJ~ed;(QJli~!RDH~i ·The .RDJt¢aiIl:~>.:.";.'~ , ,. ',' :'::::'j 

· ~revieweq( 4i.e .do~ilIllen~s}f9r :re~P9~slyenes~ ... ~i~rr.mv~~fufonna~o~· desi~at~d ,as :E~eci:1.~Y,~. ·::.'~:';'.::~k <'iy<:; .p':;,). 
. ". I " ~ ' ' . . - .. '_,' ,... . ." "." .. (f' , .... ~)),'r ...... ,' ·,t. -. ~,'. ", ,,····.·1·· ' .... l·~·r,' ~ -,.,4; .••. \' ., .,', .. ~. 

. Pri vi~eg~~.~n~9:rrn!itioQ.L~d'prQ~ided., tl)¢. :~s,q. s·~itff.:\\::ith aCf~~ ~~o)b~~4q¢~~~h~? v.~a :tf(IWJ~~k1':.' ~ .. :/ '~"i~:~' ";;;";: 
........ .... :.; 5; . CUj~)' In ·~:~(fQ~~~o::Wid.~ts~4. 41~~i~tQ~~t!~~: th~· A"i$~~.~.hi~{t~i.~~~t~~~!~':::" .. ,\:~?~:~:\,;V~:~ 

· C9nLtl)ued ~to.:·~!~,ii~~~t,O :th~ :.~Sp~~Wf.fi:~t.Jle ~~.plSp¢'cl~:i~ev,le~:r~ ,.(%~1P iW,~S; <::~@O,~~.~·r1~~·:' ';}:;; .. :',~ ..... .. ~;.y 
2009~ .. 'P.i~sR:r:.~~~~~ct·, ~ps:umen~ ')rnown :~;W~el<ty~Case?RfiPorW(W(};B-$), '~IllQ~g·<?~~r r,:.' .. . '~,r:. "'.. ,-.~{.: 

· qocument~, ; attlle >i:equ~t .:of ~en ;Q!FDx,Jie()n::f,~etttfQ'nip~: p!l~IJ?O~~ ·qnu~iiQg for <}IA' :"'~""~~ ~.,:;.. .. ~: .. ' , 
· management lh~. inf~nnati~n:beingiPt<?rluc~i.i:~? : ill~ sSql:~~}Ii appro~iPa~~f~}~e~fU9.ry. o~·~,t~r:.h . ", .,;;.; ". :" 
2010, WCR pr<xiuc~on wasnal~e(t'l~y 'rnemJ:>~~ of tht:: ~ge!lcy. staff m;r~poI1~~ to ·a. I?e.p~ept . ..' 
pf Justice ·i.ilv~stig~tibri'led by\A,:~;'-jsiant U.'S ~ P,.ttom~y loh~f.,pt!rham.~,~Agen.~y .~taff.iQt~rvie~~~f ~'. . ... ,',' 

.. by CIA OIGinterpretep the · .. PaneUa .. ~~yiew" .. (aJ~.a: P~e.~~ '~eport): ~s a ~~iIlBi.l~tiol)·'?f ~~ ~' .. :, . '. 
· WCRs, .. ,' ..... . '., . . :. ,. , . .. . . .' ... :" ..•.. ,: .':...~,.,'" .' '. ~:. \,'::;::' '.' :. :i'. 

"" .• :. 'I. ?" 

·(U). RDINe!.Sys.t~in:}' 
. .., ~.' 

.' . . ,', 

6, ' (U/lf,~ To faciUtate·SSd· ~tatf a~~~s to:the larg~ .n~inber of released . 
documents, the CiA.created a com uter n~twork~c~Ued RDIN~t:'~. ~biN~t was. established in ~ 
sec~r~ cIA vault in the of tli~ .CIA' I;ni.iding, with 'i;ep-ara:tephysical <' " 
locations for CIA analysts to review and redact ~ponsi.v.~. doc~ments and·a physical "reading . 
room" for SSCI' staff .to review re~ponsiv~ dOCuments: -·:iite,.~SCl ~ajority ~d .~~fin,?ri!y ~taffs 

. . 

, " 

. ~... ", ,. 

;" .':: 

I (U/~) ~~.S~nate has hisI6ricailireferred to this as a ·~w~y ;on !1'I~ 'CIA's Pe~nt;on and ·I~te~Ogat.ion"'" r ~ ".~':'" 
. Program, The sIDdy was lau~ched foUowiilg then D/~lA~MicpaeJHaydf:~'~~iscld~ure of thepi"Ograltl.~~othe .~SGI· "';';:' 

. ':{:; 

... 

in September 2006. On 5 Mardi 2009, the SSCIWQted .tcUnitiilte a cOmprehe!lsi~c.rcview of ~e progr~rit . ·, '::.' . 
2 (UilFbOO)' The Roi;~~vi~w T~~ h~s h~ seye.~ii l historiCar'{Iam~~; i·l1c·!~cii.ng ~eiDir«Ctor"& -Revidw G~O,l,IP . ~~~:.:. 
thePffi~eof.~~nee . A~fairs.1pe. t~¥:-jncl\ldfd' ~.t~om~y's fr,om: tJ:I¥pf~!~ .of-acneral o>uc0 s.~! ~tr.at;pve~w'th~~~:~::.. ":': \:, .~,.;:;: 
RPI rev(ew~ifo!'IDed by ~SCI andan.lnfoT~a4onlCfOn9.1pgy ,.teal~~~!I!.s].lpP?J1e;d lP~: aI?IS~S,I~J!l,:..u~.f0r.rev(.ew. :. " '." c: • "J, . 

3 (UI~OOor:in 'anuary ~OO8; ~s~.,~tkJ:Jf.S ;:~~tp.fl1CY JQ.~(lI~~~haqi.',~~ ap~.i'i;~fi:f<t9Y.;ih~il?:9)j,~~.I~~~ : :;:~:~ .,::..«:S',' .' : / 
· . invesl.jdatio~ int? .the . ~~lruction:9f~id.c;o.tapes ·of1~,~:i~ lw~gati?~.~qf de~~ees.~ ;I.n .!l1I.~~~OO.~;~~~J1w'-'~~~~~~~: . "":-:-;. :'~~.., :i .I: <".' 
· forc.e::\Vils · ~~F'.ffiih<dJo ·mdudeJa revl~w oqhe .d~te!iu9praQ~; thru~ ofvaI19US)n~rrp.~~.~9DJ~h!1~,9~~~~?~tit. j~/~~·: ..... ;;;;,' ""::~":r' 

: A~ency .. '.:~i~ "ll '. " , I . ..,.,1 . ., <:~ ~:' ." ~ ..... : ' .. ' . ~ . ~.' \ '~ .. ~·:~·;,~~~:~lfi:' ~::~~,~' ;,t ~ \ " ~ :. , ;>~ " ... 

: '010 case .No'.:2014.t1J1.a-IG· }/~"i: .f , . "~":>:" . :;~ .>;~\:.~:; ·:·);;:.~f;:,:·:·~:::~f;{;~~;~·:f i:;:;:.:::· .. ~:~~:> :~ . 
:' ... :~' ' S!tA:ETilN~ FoO~~ ' • ~., '. . ,:" :/ .. " 

r.·. : 

. '. ,',' 

..... : .... '. 

.. ':~'. ~. ,~~ ;'., , . 
.. '~'); ;"; 

" ~ y . ..... - , 

.• .!' .::~. ~:.' • 

', ':;0 /i;~ .;. '::;:.'to(,· :_ .. 
, ;1:-", 

~ i~' ;'~;' 

: • 1 

. ,~ ~:~ 
'J ..... 
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;' .,,~~~.. """''':' . ·,"~· 't" J~I'~··~:W~·: ,..~ .. 
~.: 

......... :,-, '" 
", .:; 

'. . '(. .. ; ~ .' 

:~ 
. .r. . j':." '. 

~.' '" . '!' '.. . ':. .,' " .~: ,,'.:~ .~ ','" .~ . 

. . ' ."' 
~' "',\' . .~~. 

. ·".~~~ar:TI,-,~~qf-OR,N · . 
: :~ .... ! . .' T' ~ • 

" ~ : ' , 

'. .' .... I ',. ,. ' ; '': ,,':' . .. ,..:, ~ ·'~_.1" ~ ,'::: .:, .•. ,' ",,;<: ',~I :::,,: .: ' ::::~~~ ~ ;: . .... 

weCo!! late~,.physicat1.y :s~p¥at~:jnto .t~0 · s~cure,'r~ad(ng ro()n1S ;:<irthe req~,e~t 0f~tJ:ie SS.cI~· ,'Each: '. . ',,' : 
· .of these·.offic~s~t~chid~ s~.ure Clt,\~pro:vkl,~-:~oriip~ter;,~o~lc~tatjC?i!~, ;foE:$.e !~.Yie\¥,~f JIla~cii~s :, , ' , 
releas~(tbilh~ ·CIA. ~d .for: :~e 'c.re~tiono:r. lnru.YiduaI'w9r~· :prodiJCf. . ,>.~;<!::': .::" . ...~;;.;i:: ... ' ,i .. ::: 

. 7 .. {U/(reQQ) : RPJNe~'is a .standalon~ :n~twork.tha~ ha$ 'a,;:li~ieli:;c9,rj~~tip~to~e<:· ,. : .'. : ~:.: 
Agency;:D.ata ·N,etwork( AO~ fqr adlllinisiratiCip' P1:lrpo~s; ~~ndQding·the _.i.gg~~tion: of~ystelfi"··: :.,.. '. ''':~'- '. 
softw¥~ .patc~~~ and uPdat~~and 'fotro~~ne .n~tworI.c',~9ni.tQring(E.x~hit:J~)':~~the·:S~CI ·arid' .. : ;':'~1!: ~',':"~;" 
CIA w~r~ ,provi~i!d shared stora~~:.aiea$ on :~RDI1~~tQ1al ;pttysica!ly}e~id~ oh:.~e. ~a.m~~~3fP'I;i~y~.; .: .. :~ At;· . ... c .. 

· artay. ~· ~eparate: elec:~~~ st9rag~,.4rives_ \V~r~: estabJjsheg for!·bo.th ' ilie':C~ :~,~th¢'i~§;q ,t~ :~ye .. -.: '~:;' .. ' . -'" . 
. docume.ti~s ·and :theif ~espe~tiY¢'lreports; Th~:SSCI W;ls 'als<j.lpr9vided ,add,iti9l\at~ta~ge ;dri¥e~.;;- ' ·" '.' i?\":K. ; .. 
furthef ,Segre~a.~¢d b~~w,~~n ,\W,e:,M~Jot1.~Y ~~i~iIlo.nw :~taf.f~ . ;~cc~~§.:Joid.~~~a~!~~strii::iC? .. :' :?i;:;·;;·: : :' .,:,':: ',:' ; 
through.:9ie use. ·~f';acc_~SS~aI.1~9~Jtsts a,no '}9~lc~~rUl.es ·asspc~a~ed _'t'l~ .·~~.~oft~.~f~; ::.trhls ·\\lft.~ .. aI .. :' , .' ,,: , . .' : 1" 

.' ·separation '.~~s 'int.¢I1.~¥. ~o :9oritrol :ac9~~s:PY: the :~an.o~~ ;p~e~s~~o the RP.~ttl :~;~;,i;~~ ~~ry~ent : .. :': .j,;~~,~!. C· .. j( j:.:' 
general CIARDlNet ~sers from,"gbservl!,g.or ac~e~~lpgSS.Chlata,<and t~~pr~ventSS:q:.us~p" .'. . ,.,,'. '.,:.,',1>, 
. fromiobs~rvif!.g. ~r ~~ceS~lqg~qN.Q~~ .tHai 'li~ :n9.(~qe~h:;r¢l~Se<lto~ t.\:I~q{;;~iu.s ~ot#~;;W,~ (\/: ... ,' :', :.:;";",h;.:: ''''::'; 
ins~leq :on .. the';network;to JproYioe arijn~lii~,;Rfj.iNet 'effiail capability'~~~rh~~miij~s~IYei:t~;ll~~;.:.f,.:":-i:l~'I~ .... ;': .... 

..... • of '. " ,-. •••• .,",... ~. J.. ...... f' •• '. ) '{&;I¥' " .. ' ·" .. ·~'~·'r·if. ,~., .•. ' ,'" ~..."J' 

· allowed j~r:cominupicatiori~ongall.R:DINet'lisers,J)ot,P· ClA;and >'SSQI; l:$~Phftal;QO~}~\', ". d;:::~~ .. ),. :;'>;;;§~~~1O:':k . 
,cOnnef~i:v.ltY ~6 ·.th~.ADN. ..: ... : .•.. ,<: .. ; .. .. :. ' .. ' .. ' . '~. ":: .. ' ... ~' ~,:_,~,:~ -,:.~:. /. ··.~,~~~~~·'~~.:::~~~,::. :~-:~:~:11j;;..·::". ·::'·,; \ll~i!li;l~';j::. (; ';~~:f: 
. .' . 8; :; (1,J/IF..OOO)F[~m ·u~C£:PtlOh;':the Offt'9~: .ofIG~*~r'arG9unseneGCrwas~chru'ged~t5Yj';;"';:':;1KJ1~{~';,~'~'f;~ 
the :Ageocywith .over'seeirii 'andsupportinlfth~ RDI~Prol!ram'reView J '§1:'1~> .. '. "/.:;<,;~ 

.. '. -, .- .. 'w' . " , ;.,.-:'.~". ," •. :, :t"/1:::" ~ 
.; •• ;./' .:~},~, '''I'~'. 

':'t, 

".>. . ,: ; .. '''; 

" 
.' ~". ! 

I' " 

:;: :: 
''':':'','' . '.' 

" cusal regar~i.qg t4e;Rp~ . . . :' .... ~:, 
matt~r, was ur.supervis.~q, py th~ _Offi'ce 'of Genera Caunsel ~rtaini!lg t?- ,~~s .. m~.t~% . -· .:, , .. , .', ' .. , 

. 1.0; ' ojltFOOo) Oq" 22J~ne200,9, SSCrswr'memoeri;:begari ~~irrev·r~~ ,6f:RDl\~·> ' · ~ : ...... ::', '.".~~. 
' m~tetials at,UlfseCur(aacil~tY.; .. ;'.' . --... - .. . ' .. ~::.' '.' .. ' .. ,.' 

u .. :(U//Potro) IQNov~illper! 2bf2; . the ·'RDlte~iearried bf ~ vul~~ra6ilitY:W.it!}:W:e;;,\' ' .. ' :~:;;. ·:;;';':':.' ;;i .~. 
Googlt~ ·~-PP~;i~c!-< .r~fate~, to cb~fig~ra~ion :sdtingsfuat ha(r~n in pl:ife s'in·~~ . f11b''i.qi~i.iib '·: ',~,!.' ... ' ,:: .. : .;,.. . . 

ipsta11atibni~ .,November. 2009. ~,jO~G~viewed an~April ~Ol;3emai1 ,bet:vleenrp~n.t9.e~s, ~f!Ae .. ·. . c.' ,:-;~i{ 
RDINet n shtlf~d~uiiIi~g ,~~e.ii~t~~g: set~i~$~:,~hiClfi,n~Ucated: an aq;~~,y?ntl'0l,:q~f.if:~T~~~:f<;>r ~: . . • '. _ .. . '\ ~ 
searcn:results. : The RDI IT,te.am, u.i?Pa~jhe 'Go()gle':~pp,liahCe in !,:\prt.~·· .2P13: t9.i~f.t:t~,r~tN\", .. :." _., . . ,;?, 

. chan~er Pr,iort.O ,~s:·.upd~~;~~~;~f.~tjpg~twovided tQ .~I~ : ~9o.Y>'~~~!~ tpe~~_?~?!~~.~p~~~.~~e ~w~:.;·:·t)C .. ' .. . ,:y/. 
not c()'nfi~r~d' to: e!~fQrce ~~9ct!~~,:'lJ~~ts ~qr:· sear~h penru~S~?:J1~wlthm 'RJ)INet .and~Jts ·'h~.ldf,ng~ : •. : . ~'~~L.~ :' .' t ~./ 

. ..... .·~I: .... '.i~'.'~.~_~ .. ~~:., \~ r ' ." ,~.:: '.' >; .. ·~· ·~··t,~:~,;~~~:~:~.,. ~ .. " .. ~'., '~;~.~ 
.~ 
.~.:~ 

• '~~I .. OIG Cas~ N6:-'2d1A~"M 7:18~16 ... 
. . .' . . ." ... ...: .~f:.\: .. · ..:.:., '. 

.--.> .... . '~', 
.1" 

.'.' ..... '. ~,·s.EeRETIINOFORI'> '.' 

:,'." 

, .','" .. 
'. ~'. 
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""","",.~,' AR-~.ROVED FOR.r, .. , 

>,':" 
~. 

") 
c· 

~ .' 

,' . 

'!" 

<".~., ..... 
.' . .'. R,I;:. t.:.EASE QATE: ' 
: ~:'::':';:: ~4~dan-20:S·".· 

· ~~P~Ej~~9f.O~~ . . . .. : '<. . '. .... :. 

,. .. , .. :: ';.'C':·,,:\;. ". '.. .{~i~~~~j."":·:,~;0G~~~!(, ...... "" " 
.. . ....0n.l;:November.:201Q,SSpj ." l~,:.: ~i::·"···'::·~.f 
ern:air~ 'fthe RDU:r;stafC:imd : other§~tOiii'ifotffi. ;th'effi~tha~j ili~~;~~:.:" '~":~. :' 

• ~.~ .. - ", ~ ~. .." , ~. ' •• " ' . ~ .••... ',.-. ,j .... ~. . ,J.i, 

:ii,e.'ii 'G'9<Jg!~:l1ppliiin~~ .w~~,.~.nae,xingth.~ M~JQ'ri~y staffhV9rk pro~hi~i.. <>n':a~~§:~Jf(r4rivt;: {:;,;,,,: "' .. 
:: 'requ~~t~ :th·a(the ;IT.:~tat:fc.onfigurc· the tooL 0', ' t . ~.~d~xing: theshan~ii (.ir-i·x~,~ i~9IG. fou~ ... ' " ~,;" 
the Ag~i1cy'did ~Qt~eactioil tt:>:{idQress request:: : ." '/. ,: /.;::", ,~~~/, .,: : .. .';; .; .'.;.: ," 

',':':'" ",' ...... :. " . : ',t. ' . • ~ •• ~'-': •.• ;.-... :.... • . Jol :'Y: .. '~ ',: " '(""";'~;;;~~~">::""'" .... ~.;~;:~.,:,):~':; .. ~: .,~.~::~~~:::,.' 
·:'(U) ;· M,.em,orandum;of Undefstanding . .Regardingcthe Operation ofRDINet: ,.':3;t:j..~" i ;·.f . ..';"> : : . ··~t:::.~i ". 

·r.~ " . : :' . ,':.:. '?" . :' .. '. , .' J:; . ,.:~;~'.':';:: .':;.!::;~:~'~:~~'~::~~~~\~:;,'!':~', :' :2~;:::t~t,·,· ;:"~;~:'~:'" 
~/ '. ' ~3.. ' ·(t;l /ffiPu.0} nuriIig"the courSeof;this ·investigatibn ,JOIG~dCtermined ;t.l:fut ta'sign·ea' .f ". 
·1 ;i.jQ- •. . ... . , ' .. ' " . , ...• l':'- ' ... , .• ti, :': l'l.~ :- ..•. ~....-:~.~~ . ~. (- ; : ::':i;:-."~~~ . ~':dj' "-~.1.1~V,:~·.:. ":"''('''7'''''iP.'.~'' !~!)·I '" ". • 

· '. aJ;l~l?~;~it.~ ¥.~m<ir,~~~~o,+ig~.~~fstandi·n~ (M0lf'2.~~tW,~~~UJ~/~$.,~J{~~~'~~*~~::?.q l~.~ .. :/,,~ 
· :' ~Yl.e~fmc1uqlJlg.~a~G<;ss;C?~!f9.~S~ ydi,d: not eXIst:- . N~ve~~,~~s~, ~1,l1tipJ~{.tp.ter:y;!~~~~~1;r~.rrt?,d·:,.~Q~· . 'h"', 

... ::tf~~exJ~t!!nce·.9f: a~s.~g~~;.M:(i)11~'~1n llllsr~g!lJ'.d, OIG;fQupdthat that.~ ,s~fl~~;;9f,,~tteh letters h" , •. r~~~.·~': 
.. ~ . . .betw~n '$SCl'(Chamnnn ·feinstein,then Vice ~hruitn~n 'BO:qdl r,·:':-!{t .. . " 

and then and :CIA:.('thiri UI.GIA' Paridta: ·: ~:.·},':ii~· . . .'. 
k .~: "if: , • ~J ~~\'I . f # ""';#".I:~, .r 

'and th.eJ:~ , dct;illing ,the des~)jt:M.c~.:.~iq~: .~i~ :Ieg~,~~: "'. ,,::,' 
t~ the)-l~e ;of QIA ~p~ce and systC):llS, ~d SSCI acces~ tq;qocuments (l;~hjQit:9\. · :T.p~~ Jettt::!'S!/.~;;,),~l J • , ' 

.were,;f9~n(f.t<} ',con~n· some,co!TImQn fa!1guage with regard '~o the ,use;~:{fJthe cmif~!J~~·l~~ . and' :{i ',., ~-:",",' ' .. 
¥. ~ .':iI><"" :ii8~:")" \ , .... w' .. ·i~ I+. r\ r~ .~ • 

cqmpuJ~r: systems, '. . ' ,:'.: "'ri"':i,{,;wu:': :~JiJ.l:,p~r:;·4," ,t .. ~; ••. ' . .r"" ~~,,, 
~: r w.. ~ '. . • '! .. ~~ ~I j~;~~~~~\;,;~: :':"f:~~~:}":~~~~~" ~I ~-;,1V"~'.~ I, • ~ 

14. '. (U11F('}BQ) Th~,last letter. oro found on'the tQPic fT~k" tt.\(~n;~ic.n{;r.an~tt~~i.~l;':," .':--:' ~,;~/~'~::' .', 
C~,~rin4n fe,in.s~in; ;:d,a~e9j}211).n~ 2009 i ·~escrib~o~ma("an~agreeme~.t·.\f~~~q,9~~~~~*~n, c.~':;£:';;: ., ' ~<t 

. ~~. S~9staifpe~9nnel .regill'pu~~ operating pr~cedur~ for tp.eSSCI·re:VI~\X;~~ ql~t.~~~!t~~l~t~:;:~.~:-t,' :,':";: ," 
'to ~tpe SIf!~ ~eteri~o~aAd. .i?t:e.t;l:~g~~tion programs .. ", Th~;stan~d'op':crat~f%p'!9~~llces: (SQB~): :~~. ;,. ,: :~' .. ,~,;,~ 
. ~~f.:e~f~: ~pp<;ar~,~.tQ. ~,~.~~~J¥ ,m& d9Cu~~nt ~~~~ ':Stand~d OP~J1l,~.~~(,rsf:ed.~c~:t?r;~~f~~ : .. ' '·:~.b/· .. i 

· .' R~y,t.~\'ol.\ .. ' a.thn~e-pag~;,:I.&;P9illt.;,d,()Cumcnt proQ~c&ho:9fG by. the qfg~F~~~;oeneraj ·.Gpl}9.~~!.\. ..<': ~~il~' .. ,' .. : 
.'.,' (Exh~pi. t ~':e) j, poit)fp. ~qpfim~{!JPc~tn~pt.Oi~c\J~,S~~;bth~'GpmiJlH~~:1!~1i!~· ti~i~~teit~\Y<?~l( ;:r!/" .t"1~;" ~?'; :~'f~~~:~ 

pro?p.pldo·il ,ll: ·'f~lep~of~n~twgi~~share7ciiiv.e~·' 'apc~ss'ible, only ,oy ,~e~S.~S.P}'i ·3jl}i¥~.~-~:fc¢~~r~?:;",.. ,,~4~{": '1 

· . : .. thC)val~,~' 9ff. netW9ck' sn4f~c1~diiv~ wi~' by li~H.e_d ~'CIA. 'iq~orma~t?~~;te'?M~~g~r\t~t;~e;~~cept~~;:~11f~~\'· 
. as .~uthonz~ b~~the : Con,unltteeoptsstaff~" PO}.I!~ ~lght ·~ta~~ thae aJI.~~q~~W~~~~~~te?,: "': '.<;~~:' '~,' 
. acc~ess ~o: ~~Reai.i+ng )~O?*t~~~e 'require9 to ceceiye'Ls~e:c;u~~y, .. bciefi.~g;~(·9l~:~~~e~~a~ ," ~ . ;:':l;~":~1~ "', 
document tItl~· "S~unty;.~n~rlJl~;" ,date9 '~M.~y;~009:t putfoul1d ~~t~vJstep~c_~itR~.t ,the' ~n:tLO>g.::~·r-j"::., . 
WllS eV,er ,pro:v.id~ :to. SS~NW~·participating in th~ :RPIrevIew. ...., ·~?,.~i~\:,;' · ·;' ::>:: . ( :'~~~~i';':C' " 

. . . . ... :t .. . .. ~.L • •• • . .• , ....: •• ~":~::.:o:.?.~.: '~'.~.:·.:."'~~>: .. ~~:i:' ...... : 
· . .' . 1'5; ~U/~;A sep'arate document '-titie&,"MemorandllIIt9ftUifaeis·~Qi'n.·g· ·fSenat~j)·;~~ir::~',ifft't~:· . 

:,' .. I .' ..... ,' ... ~"'~" ... .,.~.: ~.':' ... :. ;~ ~ .• : .. ' ,.:-.' : .. ; .. ~.\ .. .".,;:'., !:H~: .. ...;~~.:~:r.r:t~,,l-.;"'"":' ... ·:;·">,. .... ·J;~~':'(.,' ... '·5 ... '.\ .. :;r.vnj.~~J.I" I . 
.. '. ~:e1ec.t;~GpIpjrl!J~~ ;,Qri; lDtelJigC;Jl~e; $ . E~~tew of.c1i\' i Detenti()p..;a,Itd\ml.¢rro,g~ti~ ;~rRgf~'{,,::·:p~~~;;· : '" :; 

''(EXhibit C.a);'ciated 28"M~y:26Q9;' stateqiri ,point:C." that; . ,;' . ' .. '. ".... , ,.,;' '.' <:fj~g''.;J''.:<.:" 

, .. '.':', A s~jalJ ~· ~~j~ed. sh~re-qriye wilU~p~ovid~ on o{~(·i.;ency' ~::st~d.;afo~e .... -,·'.1liJ.~ ... ~::~,F\ :;?\:.:, 
.' · .netWork. A,s:.SSGI reqvires;the &nare-drivecan be se~g~t¢~tll9nly SSCI c 

. access' 3.nd ,w,~llCd.:offCIA IT ,itdffiihlstrntors; except :aS;6~e~~e ' l!ui:hpi.jzed .by . . ":' ,,:~~:~ ... : 
:, . SS~l[$ic] . ·· . ..:- . " .. ' ", ,.; ' '. ,'. '' '. ", . 

; .' ) . , ..... ' . . ". . . d : .~, d'd" ;1, <:,":;f~i~;:'><' '. :'\,., 
. 4', (U) t\uthoi '~nkn~~~.'h·h~ br(i~id . ootifmd evidei1~t;ihai' ihis'a~u~ent- ~~;provid6i't();lhe~ss ·:·');!i~;:,~,(· ~(::" '" ... ~'( .'.' ,'.' 

. , " ".~ . ~. ·;~l! · 'l>' ~iJ'''' ...' :. ' . • .... ~ . .... .• . '":' l '. '. '. , ,.: 1·':"\·:'~r.·:··· · ·;o..M·'" ",,:,~.:.",.(..i-. ·;·;>.i:~I' .:.' ~., ..... 

... ",~TJ)~)Ag«~C)'; ~u,t.nO!~)i'F1ie PIQ.didrno,1 find eviijcncc' ih*!·.t.h!~ .. d9CtiniC.~t :W.~.s· p"~~:j¥i\f~d ' <;>:,~~~:~9, :/ .)~':~.'.,;~~~, :;'0.",:'~.;'\\:' .', 

;;i~ cf~~Jqi;~5);:;;71e~~!: . SEGRETI~QICOR' N ' ". "'''<'~~a;;'''';?:y~Jr(~~~: ;~,,; 
! • .•.. '. .. .,..... . ; . I :. J) ~ 

•• ' . • " ,.::;,. •• ,', I I ' : ~ • ":~~). ••• :' 

. ''':' ' '~ .... ' •. j, piI.,' ~ • " :. .<'): . 

};>i:t, ..', " 'Ji~,~{:~;::i~~Jill;:::~~~'",S'\: 
, ', 

. ~ 

'·,1. 

: ........... . 

> it.~,:::C .. > ," '!.; 
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r------------------------,-Lf=,EXh-r.:' .. ::-:c. 'ib:-::.i--:r1)=",n"'"'w:----~ "', .'.;: ,; .. :: 
u:.===="""-- _____ --1I·: .. ~.~ t~~ .. ~~:::~~~ .. ;.~~ 

r:-..--,-.;:-:-r~.,.---,...,...,.,_:_=-. _ Ira-::::-' ,-::-IG=' .. -:::~::-Q'u...,..)-:l.d-:-:. :....,.~O-.. ,-e-'-yi:-Cd:-e-nc"""·e"-. -:t--,-h.,-~-t.-=-s-=-S-::::C:::-I.-:m:-¢'41-::_Il)e::-· .. -:-fs-,·"":hrad'<;'[~"'.§e'7.i.:e;r" p:-;~7pn~·.'-.~f;:"C. :¢d:-;·· ,."7'!9'7n,P\ ""i.""": "".. :,/: :':t~;;;~':1i 
L....-_---'\mpnit?ii'ng sp¢Cific.to RDI~e~~..· .: . ":'. ',;;:\&:.;,.,:';:;'::~" :' .. :., .. 
. ':: .·~i8 ~:: ·:(4/~ The;·RPlli'~h~~~ing b~ped~, the stand~~I. i\g~O¢y,l.iinti*~;~~n¢f~1i /,::,,' :,: /:,!:,'/ 

• , " . • .' .',' , .' •• ' ..:. . ",-, • • \. . ' ... • .. ..,.. .,' L' '. .... '.. ',' _. " .. T,. I .• ',.J' • .•.. I.·:, ~ .... ,. f..- J:: • "r ....... , I.. • ~ " • ~~ 
. " ~(mSl~~::t?f'~' ~~~i~~~y~.-t ,that:~l;:llsep;are e~pq,sed fQ a,t. th~ time: ~[~$Jif,h.I~gi~np~mfP; ~ti~~~~~~,;" ':~r .' 
a,n)"~S9·~.~er. who JQg~¢d; o~~Q'~e RDP~t!t~ 'Th~ : ~!ffi11ng l~ 'locate~19:a djal~gv~~~x:,that,the ,'.: r,"; " : ' .. ' .. ,;,"1 

. user h.as:tO aclaiowledg!! :p.dor ,to'lQggirgj~; · ~e, dialogue box ,C9u~ist$ of tl1¢.:t9~'p~ingte~tj :; ';.?' ... . ~ ; >+ : 

", ' . ;:::T;tii~ i,s: ,a.y.;,§LSJ~~einqt~nt I.~t.st~m aJ14·,Sh~Lbe',!lSedJfOi .~\itli9ry~~:~~PN~~~~~.~y;~;:.:~i~~it\, .' " ';'~' '~~" 
. i¥0~~~9~ on' thls .~~~t~ffi: ~s. :~<?pr9pe~ ;9r$~p,S : ,G~xern?'!t:!].t;;.~~1f; ~.§r...g~~.~:t~~;.: ":'.:~ .~,~' 

... ' <lc~~~scil ' Wl~out pnOr,al,ltllofU;ati,on. "' Your u&eofthis-system may: be~P;l9Pl~(),red>,and''Yow'''~'''''' . 
: Jia:ve no .expectation of priyac'y~' . Violation ot~ystem seqnity reg'ulation( !l.rid gujdanc~ " 
. may resultirt 'discipline by the Agenc.y. ·and .violators"may pt'·~rl:rnJnlilly .P.rb,$¢Cu.tep: ,· .~: :. , ~ .. 

: . '.~, " .', '. :. ~.',' . .:,":' '. ,': ::,' : .' ',., ~; ':'~(':",.:. ·:~;i:;·:_;:.>:' I . " ' 1 

. (U) Acting Genera( (:ounsCi pepadirJe[l,i:oj Justige Crimes Riporl " ;(.;::,:::>:;~, .. ,~~., ,~;,~, ~;~:hl;'i-"., ,,' 
. . ".' :t

o
• • • • :'~ 1':: ,: ~'" . ,~ ',' ,;1 : \ ';~"' ,,·t.. . ,'~ _ . ',~, ~ , " ,: :: :.- :;-:~'. ".:' ." ' ; :~1r " ,), ,,·m~· lCM~ ~", .. ,.I"; . , ; .~. . • 

c ... >X9::,'(Pi~);>6Ii"Tf~bruary '2014.C~KA¢~ng'geoehu .Co!Jn~et '.:'" . 
"roWl,? Att<;lm~y'~Genellll. 'EnC'J::IQlder.Jo'fep~irt the matte~ ofpb!entifil '1.10 .~hO~~0f::ri , ~: .:: .. "':' > , . ,' : 

USC §'~m30 (Fraud~aJ1d :Rela\~d1\ctivity.in Conn~tion 'Vftt4 Compliters) by~mell\~ts Qflhe" ', ' . , .... 
.•• _,::,M~;,. • • .... ,". '.' , , • '. ,I: : :'~~.;.:.~::~.::~ .. '.~.,~.:.~.",>,,: " 'x,.;;i/ . 'y,." 
" .' .. .".' ': , ..' .,.~ ./;~~:~:'-.~{;-:~:J:.. ~,.,"::":~ :M ,~<~: . :' ';' . · · .~r: ~:. ..:~ ~; '. ' .:~:~~<.?:~~ . '.':'A::·' . ' 

"~ .. '. ). 

. . . . 

, . ;:. 
'. >,,::d:;ECRETiINOfO~N .· 

~,.~:\:~ ' '. ~',., .' ~+ .. , ' >~ . 
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. ',. . ", 

. . <~:.:-:.~:;~X ~>, (:'.·$I!¢,~g'fflNOFQ,RN . '" :< .. ' , ;;~} .. ' '; ': ";":: 

<,,'.. . " . . . .. . . "!, '~i,:iL.;;;'>:' 
ss~ro~~the RDIN~t6;&Xhibit:E):: The.rep· off.d~Uul~::·ili~t;'in the N~~efti&~ ;:iolO':ti~reri~~~::a;·;-:~j~ . 
" .. ':: .... ,. ..... .'~ .... t'''''~ r". '~!'" , ... ', ': '"; .~' .. :.' ,', '.~ ....... i .... ~.~; " . ,';'1 :"·-':·'·.::,. ... ~~..:.·.~·y-:7 .. ~·· ... ,···:·o.:l(o;;,~· ". "~." 
~eml)ef;9~the :~~9~f~ta:ff con~\I5t~ ;~~~~e~~.h .pn :t;he' RDIN'ePl}~~:~~pe~; i~~I!d~;t6: IiC~~~~; ~~::I: .. ' 

.: .... "*' ' . .';: ' . 

:. 

· par,t of the systerp . to'w~ch:;t.he,:~~ri)~(~q: .ilQ.t hav.eautbQtlzed~~c~es~;':.. . '. v· ,:~:~:~ ," ':';'~~ " 

IV; ,' ('l1l.:~~:rIGA~~~lM)~?S , ,. ;; . . .·":'%'+~~f;,:~i~:{'J;;~~, 
(liJ;) . I;;iecutll1.e ~$.umr,rrary-ofJnv.estlgat'v.e ;FmiJmgs .' .: . :" .: . "'L:''! ;,:"I~' ~ -""1"' >"'> ' ;.:, .:: .. , , 

' . .' . ~9~" :'(U;l~} 'QIO .jn~~s,~g~~ori ;iq~~# ;~~p~rt~fqr~I~~g~~iq6.·~f~ati.~~~~t,~ifi~ii}!f~"i~ .. > '" "\~::·~)1%j~. 
· iij.~~nti0r.m!!y~acp~s~~ ' ili,~ ;S~tI js.!i3i;~:.dr:j,~,y'>withoutal,Jlh9tj~.~t!~n ~~~~~:8~~e.£t~l~pt@>~~~~~~i,~j~l\~:.: " .•.. ,~: , ~. 

" .. ~cc~~~:. ~A:di!i~:~naI!.ytthFee" V1empfrS::9f;the'.~DINet'ff!t~am\Yere 'not~~l!ri9id1wj.t!t:'9!p.t:y;~e.n :_ ;~);,{>Zh': -.: ":': ::'~~i' . . 
· -int~rVie~ed 'aqd :i'n~~iaIIXfailedJQ'!9jsd:ose weif'ir~c¢nt invesqg~tive ' ~c~~s,s . til th~?~~.m·;I)h.~e,~ . A;: , . ':', ;<: 
?rive: '~ei~;v~s4~a.tion .diq In?t.~ind SUpp,ort ':fo~: the aII~ga~on :th~t'C~:P~rt:~~~§::!~i~l~tfme . :, .. :;"i:: :,~.' "':.: . 
mterceptiqn :9fS~CJ.commurucatio~sJor-tts review of. . . r IJl ·q1;1_~sti(m,.~~Q.wC'yc,r,:,~IA·Ald ','/"': ': ,.'.::. : 

· revie~ ·~J~(~~·Jftfpf.riiatioq :~~t ;.in.Clud~, ' arid~at~¥t~W;Q.f~p~~:;8~T!t~4t~&/;~;,~~~~:· ::;;::;di i 
emails of~S.q M.~~?riW st&.ffm.e:m:qC(~~ . on . a new{)r . " ~ .. ~ .. e m:Yes.~~f~QlIifQ9ri4!~~q?'(.~0.~ it:~~,~·:.·· .. ;'. 

. Brennan'¢ld :not' ~~tfi9riz~ .¢~~c~~ss .ofkpow th~ :~xteQt.of :¢e :access·,:: aqC!;oIG,:Q.b~,.q~·/ :, .':: , . " '. 
· cor;flicting te~.~·mo~y' :~~gardirig::W~~ther .. ,or;nOhD/CiABretln~,'~~ ,~~t¥P9~~~tfg~~f~{:;:J{ : ~>~ :~ ~i~ 
' ~v,~ev: pe~oW1~4·~wtOe ~~Oh~!K~d .. ~r..ye ,~.tiL~te.r.}}J:w~St~:?~pl·r~~~fPI~~1:\:';~b.;.:, 't~t, 
mvest!g~l9n .f~rther f9und, that tl}e Pm!ctpr."o .'. e~unty :au onzoo a rev~ew.:of.llie:S§J~>L >~ <,"",.' _,;;.': :': , 
activiti~s, incJuCUng'ttie'-ceconstiuctlon of the emajls of.ssC.i staffer&;·tQUowing;~;s4.ilia:-Ci'own :::: .. ~' ..... 

'. order ·bY :theDiCIA.~d· a requ¢.stto'Wjihdi~W authorization ~by~t4e ISS.cj::SeciintY~omcer:': · ' ' .:-, .;; '<:. . 
· f.ina11y:;'C;;>I~ ~nY~~igatio.n fqUl:lq:~that th~ 'GIA r:eferral-pf .G(iffiina:l con'du~r;~Y ~,~C!;'~J~«~~~~~s{.: t,;' --'-:;:,i;<'~) ;.j.'., 
predicated!()~/in.acCJ:lfate. uuoniuition"providefi' to'the' $eti-A-cting-'G<?nerfoKeqLUl.s.ciL,:~~t~~~' · ' ~~~, .. ~;~ .. :' , .r· 

· . ,',,". " , .: ' , . ': . ~~ . ..,-:' '. :,:. .:. , I . . .. _'.: .... :." ., . <)~~;:.~.:. . : .... {~ .;.:~~i' . .:". ·.i·~ ":~'" '. ,$:":I <:~;'~ ': .. " . . :.~~f 
(U) Abs~~e of a EoriiUli Memoi"atJilwn of Understandiijg'-Regatdiitg ihe ;OpeT:~#dn':OjRpityi/tf .. :·;.,,:}:;.':::· ... , "'" 

• • • . . ' ':.: ' . ,- " ,. ,,,,) ~ . . .. '. 1 

. . 21, . (UjIFOOO) · OIGdicfJndt. fi~(;i ~vi<ieilce ~at~ a!rUiaI d,p<;:u.m;¢~(~.'YiS'}4gte~i\1~6ri:;b~;~~:;·':;;~.ik-:·: ... 
.. both. th~. s'sq ~~:G,ml :qp~;.ii~ydcl2dmen~tion ·ttla{ ~ .agreem~i)t· w.a;;~S.i~¥-iby~tp:~q.f.A :St.~~:~.t·Y:· ~'1 :il\-. ~~f 
SS.p. OIG did,J-md;' ~owevei;: tQ~fthere w~~. a. commori':~!1de:rsJandln~ ~each~'~e\~~~:~~~:O~~ :: . ,',' . . . . .. ~' 
and the ~S9,L: Se~et&lletters .be(\v~n SSqtChaim}.Wl .Fei:n~tein, then. SSeI Vic¢ ·<Bbai~~ <·.~/:;;::.: .' 
Bond, ~d. the.n p/CIA ·Panetta-wo/e .ex..changed in 2009 U:~tcontaln~,:im~ugh~~~~:~~.~~>g;.e~;. " , .... ' . ... .... , 
~o dei1ne'a worldng agreement. ,;The'COinmon ·unde{stan~mg lbetween m~:.SSCl·anq;~~~d!a ;,.:,,:'" tel"';' 

contain la~g~ag~ :r~garding; a :wall~~-,ofr-.~et:vqr~shareddrive ~or e.~cl~:s.!.~~' SSp: ~~~'~~~_~7P.t :">~.1': :.' . ':"i.'~';;;'::~'!, .. , 
when IT staff required access for:m.amt~nal)~e or troupleshootmg, .fn aad~tion.to ttt~~~,ortU!}g .;' . ' . . ' , :.~~; 

· agI:eero~Q.t"t!,le, SSClstaff were ·p~ovided .awarrung·.at e<l:c~ilo.gihtha( ~e~ "u~9f,:thl·S.~ ~' s~e~~;;,,:;~;::."::.; . ':;.," ,; . 
rna be ·rilonitotedaild\you· have*i)q!~xpect.a:tJon ·of rivacx~:';:~IG. f9und~ttr.a~: \tt~ . ,::~!:.k, l"'i/':, :~;~. 

Ins.taiJed'aJ Me ouiset~~(JWINet ·by', .. ¢1¢~~s,conneqt~1.iAt(h~;~'qf.lP,~1l$pyfse'9fi-~ ' .. ' .::',: .. , ~. ' ;21:: 
'-r-u-sl~n-e-ss-'ahdas' CoUecteci -io 'a':rhanrter 'co'psistent with\$.e adniliUsi,ffitipn;.of .. . ", .,. 

':. • .... • • ." .' • . '. . : '. _.1. • .' l ~' '. .'. .' ' . t • 

.... . . . , .. "~, .. 

'.,~ ,,,: ~ "" •. ,' . .~<"': .'. <' . ". , .:~ii\~i"':2?}: ' ..... ',' ;;f~~' 
6(U) 'Purs~;lnt to :~~ioii·,1'.6(biOt Ex~cutivc Orderj ~3 33. as. am!!nd.ed; ·and· Section.s srr:S, VJJ:A:~t·~,!~ .Y:lU:A:.'Jh>·.;' . :-: ' ~ .... ::: 

· the 1995 Crimes RepqrtihgMern6rnndum .ofUnderstandi·cig bt!iw~n' ihe ~Depart'nerii'of j~siic~:.an.q;ilidl)t~Uig~n.~,,:'. 
Cornml,lni ty, the CIA is ,required to the rePoit to the' D(jlinfomiatiori'~nccni ing fc(i~r~h~rirnc<s. ~ :;;.; '.: .• '.", '. -

. . '.. ' .. - .. .. .. . . ~' . .... .. '. : 

. OIG9~I'NO, t~lf11718'IG' ..... ......, . ·"",:i:/;·:~,0;;iJl,:~.i.~.'~f;i!;·<::( . ;:~~, ' 
". " . .• SEe~~::fljtmn)~~}~ '.' ::~ , .'. 

, .. _. ...,.~.~ '. '''. ~ • ~ M\.'~ ;' . 

.:' . -:\ <"~~~;~;~>" ... ~~:::~~ ;: : ~; .. ' 
..:':: .. ~ ' j'~;,,:;r~~~}ii;:;~~i\~;~;": '.! I. 

. . , ~ • • !~ 

' " ,j", • • ' .. 
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;!$E¢~Eifi/~NOFP.~~·.'u. ;'\';~.,.' '.: .. :' ,: .' 

~ .. . ,: .. ,., ... 
. , .. ; .... 

' ;~.: ,':: !:...... .,.) .r: . ,: . .r': . 
. ~ . ,~": '--: .. , ~'. .; . , ,. '.' . ... ... . .. ', .. "," ~..'~' 1 :.~'I~" .;~~.~;~~;>., i.;:~\'~~::.'.: . <~>" , .. ; . 

":" Agenqy~irtf~rma:tion :sy~~~ms ; :.~~di4qria.\ly, ·I.QIG.di(I.:noffinafd~Ufl.t~ritatio~~thgfNbW~~6~~~.".:·' ' .. 
,·sec.~riti;?~e~qgswe~e.~prpyld~Jo:<?r ;sign:e(n~y ·ihe SSQI" staff. , . .;" .: 

~ .' A . ' , • . • • J • ~<J~iC: :' . 
. . (U) . ~&h~utiiO~izedJJI~A~cess io.~E!lN.~tdrid R,elated . .1aSki,/gs ··· ' ... i.'. '. : .: ." .P~~~~;~':. ' .. 

, . :T' ~ 

.... . . • .. ' . . .., .' ..' .. uj' ' • . , •. . 

. . ..,22: .(U/Iffi$JQ- "'Durin thecou~e o.f(the 4tves~g~t~9n;.:(~fG.· found .thap~~#(u~Y,'~2q~.4?~,:·:.;.'> . 
fiv~ AgeN~Y.;QffiGe( . }(cee-~e~ .~u~hq#~eq~asc~,~~~<?~:9if~~~)·~:C~~~W;: ;' :. I :'~~ :':,.Jji': .'" 

,th~ .SSCJ!side.:of;RF> " ~'~~';~" es¢ r~~~e:;ses:,wet:eiiip~,condric~ed'as :p~iit:'\bt:'ll',a.!irri,inJ~.trati<»1 ci!'~,~:i "r)*, ", ". <J 
.. .~ ~' , .'. r ''v.''!t.' w. ~. /I .. " :""~"""'Y"':",~ . ....t . .·f.iF - ~ '.' . .t. • ~ _ M _ • T ~: ,,~, "".:;-::' ",,,,~,:,..l" " !Jl,",*i~,\,~ ... ~ .I·J,~ .. ~(1 • .r. ,.,.:;'0 ~;~,( ~' y" . 

" rOljtipe:.~g~r9y~irtq!1itQri"-g.~b~t '~p<m.; gJ:~a:;,(::IA in,v~N~atj9Q:4it(OlO\:¥.:,SS.~I::st~ffe.f~19PWri~~"\:';; : '.'. " 

..... ,~opi~s of dOCU:~~!l.t;r~:~rieQ ;~~}?s : ~Q~~: ; >.:~:i:' . ' .,.' ' r;' :. '~ • . «~::~';':~:'::':~.;., ..... Ml' .' 

tol<F0IG thaf : . .:::=:." . 
~~---.-.---..~-:-;,..-----r;--:;:;---'-:----:--==----:-:---C;;--:-:::~.--.,-J .. -~. , .. . .. .' .' , 

eciune susp~dolls.9f ap :apparent ·securi~y.b[each OQ the' ~DI s~.~~elJl·jn::Def.9mbr,f,;2Ql~~~<' :::; · . <, '~-I', •. ;.+1 

,---,,--,--:,--,.r..\u~pic~Qrt~,j!s,temrned.froJl1 ·lett~~s .ifro~n 'Ssq q~a4',mah~Fe~~~ei~~i,ql'4~~Wt8r .Ud·aI1J~:;,:;;'::L·:t::'/·-:,,;,~< 
'.' . reque.~tiQ.~ ~~?pie~:~qf'ihe,uP.ao~t~;l::R~~:i~*;~(th(N~tterqf;~~i~h~:sitatot~d~l~u~~ib:e~p!!it! the:~~. "., :,I~.:: 

' .. rea,~0? f0f:~'4eliiyi~&.:C~()IP:'eXFs·' ·cqnrtrnHiti.pn . heal~?-g¥:.CIA :?eIl9Hir O:o~~s~~l:l . ,,,.: .,. l:. ' ..... '. '. :::::':. 
supposed that!he>'~~anct~ .Rev~~w"r~ferre9.to SRT d()Cuments' or iWC~s th~t: .~er~,.~~e~,·{l!~~<?:: ':"" ' ,', 
J>ehest 'of then D/CIAPan~tta. As 'a resul~ pld OIG :. gan to'.~onsl~~r~e.. . , ...:.:.t 
circu~tances of how SSCI could haye,obtained.access. to CIA.. otumen ongj~ie!CQ , to ., , : . \ ;- .; 

.... :'~b~:~n.;~~propria~; ,,aetweCrt 'late oecelllbe.r.:2?pa~q· ear] ' '-i~u~:i.0J;~~ .. " .. " xpri~~D: .. ,:' .: :~Vir. 
. SUSp~CI0~S ·tol j ~d ,'tif~rmedfh.i!~t!i~:. R9.I1::{~t:1o sshoilld '15~ ;. "~:;,.~. ', ; .. : ..... ' 
. reviewed todetermihe~how'SSCI obtain ': .... s ',>.. ;: ' .. . .. ;.,,. . ·~~:;~'i;;':>·2'.J ,.L ,: 

ti1!~~1~;:;:· .• ,:;::;:-" .. :!); .. ~,:-,,- . 
L... .. -r:e=-=m:::-o:-:r:-:-a-,-!lTu":c.'m,--;·~o-r "'~~. e',R"e-c"""'Q"-rd"""re"-:~p.artJ~·;-a.\'--:-;-ti ""'ril-;:;.e:;-;l.i-n7'e '-o-;:;f "-e-ye-.. n-'-is~su-rr-o--"u~'-!lT: di'" n">';,'g::-r-:;di7'· sc-;-:_:::-o"'"vC;::-:J=::-1y~~~.f:,;rc .. ~~.'r RT.'· : ." 'F 

docume'1 ts on ~~tNpT?: (',~MFR") . Exhlt?il F) which :c~:)[lt$i1<! a. tiJIielin~.oJ eyents. .f!OW .' , '" . '.' 
perspective . . Ip ~is·d~umen. nit~~raJly rea,che4 the:leg3J 'conc1~~~on thaU.9~. e· ' ..... . .•. ~·i ' 
legal .aulli,ontiJ9, t~skmembe~si~o 0 :access ·~e S.S.CI :s~~d djlve: 'arid:- ~??~J~r'<'AJi~ . ' .: :." ... : .... .' <::~: .:~ 

-" po~urne'rit~ .~O:~w~iG . '. eli~ye(rthe . stafiers. ~~reriot en~f,l,~ ·1 r.s~!W.~~t .. " .;'",.:/,:'-1: 
· taskeq;the IT",teaillt6· ook for..:"SRT documents ontlie SSCI-staffsfde'6n 9Jariuary'~2 ,: '~' ..... ;'. ~t·;>: ."~",:~: ,,::';' 

(Ur ~Dl ~; 'i:~1JFR&vj~~ " '. ' '." '.' .",,~ ' ·.';:<~::., :.:"~~:r~!r"· ' ·J~'·,S:~:::~j:~;;;: ·'''';' '>~1 
24... :.. ::' 2014· ·afteradiscussi0n~j;'· .","; ' .. ··' .. '~t~d.· ··' :,! :- .. '.J' 

. DINet IT, to·set ~p a ~~ei·p.r:o(ile: o~)U)~N~~%at~a.c; ":· .. .::>. " 
Le:-· C?-n"'t1:-g,-~r-ed-':-~-'i;T;. ih'---:th-e""'. s~am-'-".··:-e~·, i?-t'1:-' v-;:i1:-e-~e""s-" a-s-a~. SSCI .M~j6ritY staffuser :1 ~equ~s~64: ~\f·':" . I • . ...:>.. .;,: 
. acces,si 'n 'order:to ·~p:,.G~qgl~. g~erie~ wi~ ,~esaine., rmissfons as: a:SSCI staffer. to,S~g~.P~fit'ed '~'''.'' ,:, ,'~,~:\;'. 
, they. were'able .to v,iew in their search results: ,~~ntl,t , ';, ~~, 
· .the prcse~f:~,~oFWGR ~~PP~~.9ft.;.ihe.;SS·CLMajorit shared :drive :tliio4gh,.~r~~j~~,. 6f\qi~G_~~li{::~·. ':}/. ,,:>··r·:; 
· scilrch re~ults .. Afte.r ~jdentfUn ' U1~:docum~n~s rila~pe.4:to.Jhef?l;d:er' ~h~!;~~1~~1~;.:;:» .. " ',! ... 

docum~nts'fe..'!lded '~ . us~ ~9urnrn,y' account" Wi SCI:-lik:e p~~~g?~ to ':"'/;"!\ 

• ~ '~'M'" .,..." ,., .~ . :'. . .;,::r:.1 
~--"'-7""""'''''''''''--''''F--'''', -::.- .' . .'. ,.," .' . '; .... . .' ';. "'~.:+:""C 
7 :~.L,.......,........,,-,,-w_is..c.·:i,--,-n.i....,tiiUJy interv,iewedbYOIG priorto .~ disCoverf.o.tth~MFR;:Fqll()w.in~:~&~,, ' 

. d i scov~ry of ~ ecHned to be'interviewed 'abouHts.coritents .. - ., . ..\, ...• ' '; ':",:;: . 

· OIG €~s'e Nc5\;;20iii~11718:;iG . 
.'~. ,l.: I~>· ~ "., .. . 
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" .... ' .. : 
. . , /. 

,'" 
. ... '" 
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L-__ ~.,......,...-------o:-! The emaiLacknow.le~~ed~at .tJ:t.t~~a$.;:*1~;~GJ4~~~:~~·~; · \~~, . 

.: .".:?9 ; ; ~/~) O(tl~J~uary,· 20 14 . ' se~t:'an :e~:·.~'~~{:~~~~~iJ~it;!}t~:-~::t~>:':, 
· r~l,les~~g new 'versl?{lS q~ Ul~.:~cree~sho,ts th~t Sow Q:\ ~. Vte J,~~P.:<;Q~~~.~~\et.t~~;.~~€~~~!~ ; ;.;; ~~r . 
~SCI ~s~r .~~cess, to tQe'd~ ~e · w~ m.a~~d . J r~q~~t¥,i!<tll~se,~~~~~~~Hff.~snq,~~\·:. t;:;~i!l~i'" 
.m orQe~ tQ , proyl~e ~e op..ti.c" .(e: ,dIS la ' more accurate1 ,) ;Utatili.e :fQlge.~~'Y~~l,~~te;ihw~.~th;~ , ':. ,;:;,r;f . 
'~SFrMa'oritshar~d ,orjve, .so , C9[qp~~ '~j~~~:,~,~q~~:(~~~~:;;~/ "\ .. 
'emruled esponses 'on 1'3 January 2014 '. . .":, .:... , c'" 't,:,· :," .' :i:·:;·! I',;:q:.> ,~. ~.: ., "0, =. 

.. '.. . "" "','" . ' ,.,.'. ,:' . . ':, '.:,~r;::;~0,::.\s~~f~~f~\,i~:~:7~\~}'~·, ;:,';:~', " . 
. :~O: · ,~~ At OIG~s.r~ . 'pro~ided Oro. ~ eqi@'·ap~; att<l~l:JIn~.n:t~.~~~s::~-,:~;:~i';-.·I" ' :' _'. 

13 Jarn~;u-y ~014: fro t and copylO :~~~;;;.':f~:'~~ · ,:;:.-"F ,,:, 
. 'ld"" t dth RPIN ITt' , . t '." >..:I~" , ')~.,." ... , •. , .. ,: '~';':,:i'! 

' .. ~Dlfll.'· ocum~n ~ .. e, '. et · ·· eam s' respo';lse ' r.aq'J~".,~ ,~';:i,"·:;:I-r ,";~~:,', .. '" . '1 

contar!lC~(r sn~ . shots. of the coqtents of the folder . ';L:\itt,!~~~;:~~.:,j)C:> :." .,,;':.::' 
. . , , p(QPert,ieta{l~;:~~\Jnt~i~~~!!~gs}?t:i»" ":, : ~'A(::; 

a ~ocW1Jen,~, titled !\'YC~:MJA/~: a,tld rCCipture of the virtU,at f?!der ·~~y;Co,wR,uter'~~.@.~it~iRl*<l~~::~rY>'.~i, . :, '::~ 
; drive'.: :\<labeled 'a~ " ~~hareMajorilY_ ~~taY " S9 res ' p.ded ·~'to ,a, ,$enes-;Qf: tJe~tiQnS;~li:~>. ';;~yr. :_.'c ": , 

from . egarding the:rU:1!'nPel":of mes I ',:- ." 

an9 in its~ubfq~d.e~:as well:_~ :,{tjfoim~tion r~g!lrdiQg-S~Crprivil~~~~i,~~;l~~l~¢.F " ' . _ ,. , ." .1 

• .' : • • ;'~':,.: '.: ...... ',;. • • • . .' • • • " • •• " .:.. .." 'J • I<;.~j.i"·: ',. ::~~.::!:r:~~ ,: :>. ';, >~,~.::.:/~~1::'t·:'~' .:fi;,: ,;~,~t.\~:I~~.t. :: •. : ....... ,.' .'., .. 

..... . {, 31 :;.'~tj/~ .Bet~ee.ri 5,June.and .f3: ~une :~O:i4'; OlG'an4,~~¢'~~~~~ern~~~t~' ~:'~ '!:~~"'i:~;l<:~.:'?,' . 
. ~ .... , .. . ,' ".: 'I" .. ". .•.. ..... J .. .... ,. •• ,-,".tff. •• . , .. 'tl·.·· ." ~,r.I~''';, ··f'·· .~. , .' ·~""·'·'X'l. ,. " 

· t9nd~dcQ:'a )~i~t .for¢nsi~: ~~vie*,'~~ ~e~,~DI~~~': r(Jg ·Oata, 'TIie r~,yt~.~,~~*~,~rp;i.\ll~~tllat,I're1e;~~~, .. ,;;:;l4.:i~;~~ ~~:,,;'~JI 
· lO$~ co.11 t~!.n!ng: ,fils' ~cce~s ' anQ·;~~pnty ;~~foIJl1a~~"on '''Ye~f,~o~. ~~taIl1ed '~WBfpg~~~";", Jle}'{~~',:lktlf,l~~~ .~;",:i:U;::;'; 

... , 8f: fil~ ,JJ1~~~.~:~.at~ di~ :QOlsh.ow'~.fSIA,:use~I>' as ha~l1g· jllte,r6<:L!h~ W~~k98$~~,,!' con . lQ.~~~;XW,1:<,i.·'·':'::":'~ , 
<ttty':,Q:~,;qrl¥,~; but, 91q,not cont~n, suffl.¢I~nt mf()®~t~on'W~.&e$s:a'~~srpys~~¥~9. Y,; :f;~'i:);)~{"~?:" '.: 

, "':;',::'r' ' . '.,,~, ':' ";'_ ,:' '.:.'< ":' ".>,;>:< . ,i~ :.':~~~0:~'~~,~ ,':;~i~J.:~::.;i,t. ';·~i~~i~1"'.:~~~+:~~~H! 
l>,.,,)2: . , J; :Punn ,. lli~ course:ofthe1QveS,!lgati9n, ,t?lq:~~t~f.!I11~,9:it\t!latr~.~4;-,rc;, .. j ,-.:,,:~ ,.):;'~, ",'l,:~".' 

.. '. c·:9ffic~~ ' . ~re; ~ot ,f;or,thco~ lUJ !Ui.e~ti!jti~ , i,nt . . /. 'w ';"'~(fLi, "i,~~,,~; ~ 
;, . '~wit)l:;o P i,hiWUlgJailed to.;d1scl9s.~ theJlssi'st:an~eitheYip.hjVide(t\t . Il.j*~;§.c · ,_, ,;"I~·'!)~6'-;:.ei;;~ 
i . I{~rli:,~,t{b~t~rCej '9 and 13JMU~f.~r~f)l4" ' A,.~ 1l~~S~l.t~Qld~u~S~~l:§:¢{)n4(:i.nl~~i~~~;~.:~~~,· ::~~,:,;~t<,:",:,; 

,6ffi~~fJ~~ ~pmpli~;'with;Uie ,~eCon,d i}1~erv.iewd . uests; an~, ~Wil~~~J.Ml:ii:;:H ;t~·,,;{ ,': 
.. cOflQuctwheri,c'oiifronted.with t11l~ ,!infohnationJroiriJthe:emilils UeclinG:(Fa: 's~c,Ono,~ ;f1.( ,.~\:.:!, .'. ! .' 

:::}' . . " · ··.<View ' . " •. ~"::';·'.;~~tii~l!~~:> 
. ,'1 . ~ "" "" . Af,. -(J:~ 'iit::...::o~),,!~!r:., r.~ • • !;.J.,It£ " 

. 33.'., .' .', /)I<?- . inv~stJ~ation,f~und that ordQ 'J~~~/20Hj ,' ,.::::' ,:, ,',.: ~::,::,:J:;,;:~t~I:::> :',.,," 
~ked to ,conduct a,·revICw·of acU It . o,n.tj1e SSCt,.slpe,of RP!N~t::~'~~~CflR~:9~~~)r~y.~~~~";~i;r,~"-'-h ' 
reque~ted:by ran querie$_ 4gainst ,p.re~io~~l~: arphix~t~~~~:'.da~:(:f·- " . 
to deternnne ~hether · the doc~m~nts,in queStion. had beeq A!;.cesse~ ~Y SSCr:s:4ff.~~ :l]~ ,g~~¢":' .. :~::;:.;;~;.,-. ,- , 

", .. . " . '.. ...., ,i::;:~":, S:j;it:';:;:~:~t!t;; /: 

.OIG Cas. No; 2014--11711HG '. . St;cReTiINO~Rtf " " ;''.:.''::,~.j,;i,),~,~~.;~.;~4f~:t,;;; .. 
":"i •.• i:. ~::/ .. ., .. :."11 ••.•.• '.11 ):.,.. :;: 

;., ,. '-~' ~~', _ ~.w.~/~:· .... ;:~~~~~ ><. ~'. :,~~ t· 

.. :::~ , ;,. :.,' ·'·:IJ:~ . ,:~':-::~~;~·;~~t,\~, 7:'::>"J"'::-:" 

. , ." 

'.,' ...... H •• Ii:; 
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-1 , ••• • •• _" •• 

: ~ ':;' .' 

. sys.tems.,: .. ,,' .. ;." 
. ." . t.. . ' . . ~ .~ <~~ ... ;:. . '. ..: .. ',:' ~:~. "', ".~.~ 

, .. . 39.;, (U1iF~): _Anweling ·w.as,held ·in the Director',;~onfef.ence"ioo~ 'iI) ¢e 'cifte!1loon):·: !.>\~·;·: ~ .:', ';:<~ 
of 14' Jan,~~ 2014A.it~nded.by D/<::b\,B'reQn~,1 ~IG), i:;·~ . ;::,'., : : .,' ~. '}';1f~! 
N:~l H!ggips {9h~¢f/9fV'ce ofC.~q!1essionlil ·~ff~rs),1 I Exe~~qv¢~DireCtof, : \·:c." .. ' ':,::,n-:' '.:F 

: : :Meroe:.~ark;}a.rid·" ot\1~r:s·; '· At '~i~ ;Q1e~ti~g,DJCIA ;Brennal) :eX:p.rel'se4 .swpn.s~;~(;l.~~~f!.(;e.~ :at :the.:: . '.":' .. ': 
-pJesence:6f (JIG of'ficers. :-Severahwitnesses told OI~ that D/OIA 13rej1n¥;was ;ypset'tp~t~GIC :" " ' .. , '.' ':":'. ' .. 
had peen~ngag:~tip ;fh~;inql!irY, .andwas, concerned aboq~-~e optic ~! .the: coun~~fim~lligeI!ce . ~ .... > .. 
arm of the Agen¢y.~iive,s't~~~tin~rUt¢ · ~ctivity .of.sSpstaff~rS. : D/c;M:iB'fe!l~@qj~lli~!il!~:~'f.~~ "". .:'., >\' ,. 
sUlJlrised a,t the:'~o~Jf~t!!~t ,h¥!. already- beel1 . ~rt'6nned·, and exp~ic~tl¥ tofdi~¥~.~one"~~~~,,,;,::,, .' ,-;.:, . . ' .. ,.!! ;. 
n~eeti,~g ·.~ot: t~ Clo(arl.' ' ~~i.el~e o_!l ~~e "~~~e,ch or for~?~ic..s\4e:~ " ?/gl~::~'r~:~~~' t9~1. ·.o,~r~igh~~·t_ "/ : : 
~ld not ~.~kth . vleYJ.;-, and'~.~t:th~fe~shoul!i noQi1l:ve oo.en.~y'~?,th,~r .. j1I,o,~~'g~~~>rpf~ :·:;;·~, ~:;?,/:'i, '.' 

. afte~,~r .. m~t~qg·?,~, ~e4:~.~api1 ':. '2014; I;>/ClkB~~nh_~ 'c'onfiFJX~~fwWi ()lq~~Mf:b~;:w~ .:· :{ ;,.:.: .. ' ;", 
;surpnsed\wn~n;·~~~:l~~j.;~~q' ::': i '. . ". as inv'olv~ injhe:reviyW;!' :,1. ' "~:~:{'~~~:::;(:'>~~~ .. :,('.~.>~':~:.":~"',;~.:~ .. 
(U) Of[ice· ofSecu;:l~· 6yberiJlue\ re·a~.Re,~'ew . . '. . '.' .;. ..;" .... : '1;;"·;~<'1?::,~;1·<·' . \._ :~)/:::., :. 

. . . . 40. · '(uilFOBOrDunng' th~ .meetipg 01),14 )?l1Uary,D!CIABr~ilh~ :gaye the orde~JO: ;'··: .. 
. ~ , !'s~d 9QWfl.:' on-:';anY .fu'~~if .revi~~s ·~ntl1l)e· ~o\lid; brief ili,eSSq ~n~~~~~e~~y~s,~o.n:~~riiS" and~· ,; .. 

the .actions: taken:tQ~t~: : ,,01) 15 :J!!huary,.D/P . ' . . ~ '''::S~¢1a:n~rpt:9Posed :!l join~ , : c . ~. - .,' . '. :'. 

review :Qet~'eenm~,-~g¢~'cY- aha/sSCI-Secuf'ityDi¢tA~Bfeiin.~ 'stateq .t1i~t ';; i;~' .: ..... ,:; .. :.>_ 
he did flot thitlk: 'tpaJ-Ch.rurinap ,F~inst~iU eipJi~itly agreed to ajQint reylew ·th,1!t:.g3:y! ,b~t did,'npt ' . . : .... ,. ~ :"" 
ex plici t1Y,.&'~y ; i09idlsilli~sthe ,c~nver~.ation, -p/ClA .BI:ei)nru1~·ihou ght' ~r:.9b~irillan::F¢~~.teip · . .< .... '.f 
w~t~to taI~ 'to abo~Ut · :in~¢onsider Jhe idea, further. '.D/CI4~nr~qnj.m 'state<j. matl1¢.~,· .: < .' . 

did not;~ie.'an)@.iJig' ter':ifi!s;:meetlrig with · the 'SSctand;~itH:·Spou·i4~haY~~Q~~f:ati~~Q.ahtlY;:· .. : .. :'. 
,I _'_ ~ ", ' :<" .... .. ,- '" . ':,." ~. " • . ." . ." ..• •. ... _,.,.l, •• , . . ... , ... :t)' ... ~ ... f:l. . . ~ .. ~ .... . , . ,,, .. " 

~lear artee th'e @.'e~tin~ Cin~l~W~Jan)Ja:ry .iA b~~-: 90pfe~eI).te room~th~tiilr\V9.tk\slio~lJl~J~~v,~~~~~pped::-:"'::: .' , 
• • ,,~, J :> " . ,. . :: ..... :: ... ,.:,'. ':'(>;.~ .. .'. }.~.-;.:.:~.i~4~1,~::~~;: .. ~ .. ':~"~ . 

. . ' .. 4r(iJ./~)' · ~ehveen 16 :~'~,nJanu . ; 2014, 'th¢J;:1~;.fiffi~.~ :dft~¢'~~i;ijY;·¢.~JWf~\;:;\·'·, .':·: 
Blue TeaIA~ ~onducted .aleview of .. the'R,PlNe eldirigs;an'd proQu'c'ed . 

. " > !'~'" ..... . ,. .',': • ~/}<.':';i::l:;;-::::;~;';\· -.. ' ', . " '.: ' , 
~ (Unreoo.) The Cyber f.}~~(ream, e~tabHs~ed i'1J,.F'ebf\lilfyiOI ~~ lqenti~eil v.uine~!I~i!We.s~~.4,~s~;::qvannfi,~s ;':.:>: ';'.':'J~,' 
lm~acts to lTIli~e educated d:f!slons,,8.!Idparmers With other orgamzatlOnsm orger _toll]~q~!1~ 'psk.s'i.among;~~e~. ... ' "'f' ... : t:. 
du!Jes. . '. .. . :. :'.' .. ' .. . " . ,;:/ ., - . ' . ,. 0" . 

. ' ....... ~\~:::~ .. :.:. 
.. y ......... '-,. .. . 

" ... 
' .. ~" , 

. i 

"' ., ... .. ... ' 

"', , ,'; 
.. ,~:" 

','T, ' . ' ,,' 

::. ~ • ~: .1' . ~ - . 
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.. ~. . SECREir'"tNOPQ'AN ,) "', : .. ,:"', '. ..' ,.... '"', . ...'-q~<:~,~:;/;: .;j~;~;j;tr.~r'!,;:"~,~, ': 
:, ~ :r~ ort~~!~ '1'~j~nll~ :~014~ 1 1:;9.ftlc;;6f.·S.~ctirii9;}di~·61G .. ;-'" 

. ' Utat . u-st'b~c~t9~/~~~ .of;the~~,OJ~v,ents :on 15.1aAuary~014·;'·~h( .. . <?n~cte . 
·;a~ 'home ;to 'i~q~i.r~ :;~ha,t;it'Would . ~~ Jo,:?onQuct .a~~~~_~Y~W,yi~w:,. {~.I(j cd~f~e:Q itllat,<~.. . .~, : ":._: . " 

, ,', 

. '.: ... . .~. no,t'pr~,s~nt ~t ~e44. anulY"o/ .2o.1f1rn.eetm ;.?flthP/CIABrenn~f.~?;''V:~s not :;:ii~ " ; 
" .. aware ~(~h~ :~~8.f}d9P~q:ord~r.. . ~~~t~d ·tha . p~~~J~ .. :~h() ~~pl't'"?~~ t~L :. :;~ ::'.:!' \, 

.. .~t1SS0Iista,r~~~~~~ss~~a~~ , ~~"'~~f¢j 6t·; tho~~~,~.~oi~f5~s;,f." .. " . 't&tea?t 'ht,q:.;".~::~ ",.'0: 

:. Sp9 .~. to . Jl:.1.~5~~aQQary,,~(j)~4,dl'I}9}~l! ~~fel;y}Q..I.ngM,,~o,dt~,~!V,l <?!k~'<':a:':·., 
.'J?int.secun~y .reviei!;'Qf:the RDINei: ~,0nJ6 ~~arr 20.14' :m:~U~' to)req~e':st)t7;i:';': 
,concurrence.oI) . .tqeplan Qf action~ de" . ed by the Office·.of Se:cutiiY; ':AIso:QP;\' : .a;P1J.~. ' "': ...... ; 

'1 I:ece'iv~ 'all' email J~:stating · tp.~t :~~Y. w.ere :hn: ~~st{in.o d~~'X?c:ifqr :f:. J~;~l)t' .... :.i, . .. 
. secunJY·-re.vl~~. ·Q~;17J~n~uarY:2 . . sp()ndea.:t 'r~\l~s , i?[.. ..' .'':;r-.'':';: " , 
,. ,co~currenc.e~: if:~ :th~re :ltas::been '" ,n~~ , .. ev~. opment'1 .anqif.~~est~; ;"If.yqW~~';S9ftl~ Jdihe X;"'~~~ \: '.:' .. ' "." 
:'p irect9t"-s:Office arq.u.pd8ajIPhar~<,·)\119 ~fie -ideaL" :OIG. gi~:n?ffiqd ~ariY!r.~~~~e,lto . "':.:: . :.}i; !~br~t\,,; . . '. . ~ ":" -,. 

' 1 I re<ju:esr\for :conc.tirt~nc¢;. :,q . qq.": .:" , . (" • .. .. 
. J. '. • ..:'},',. • ••• • !~ ... ' .. ',.' .. : .. ,'~.:_~",-~~ ... "' < _ .,.:' " I " 

'. ... ·.~.7.'~ .' . ,', -" _, .. ': ... ~)~:~;.~! . 

. . ~~ an emailto :Higglrsj~d ~opie . .<!~J6 'iinumy : < , . 
.2014 and ~t~teQ .th~i SS.: C .. ~~ . Feinstein wOllld 'be "sen~ing a let~er:to .~:,P1CJA the . ,'.:- .. . 
followillg <4y ,r~ue~ting :~at nofo~~sic 'examinatioqQf the~Sp "i)etwork~; :PtQ.ceed. : On .; :. " . ,. 
17 J~,?:llafy ~Ol'k,G~~at! Feins~e,il}-~rote;to DICTA .Brel1nan;-afld,requesl~:~~~sp·e~sion~~f :~~<, .'~:'. 
,access' to th~.;~.~rnpu.ters· llU(tl1e.tWqrks usy9.:(b)'.:tl\e S~Cl:cm~::anyJo~nsi~igl.'(~4ga~o~pl~Q~~\;;::~{' ., '. : 

:;"by the CIA,<Cp'~ fein.st~jn expl.icitJy':s~atedj~ th,e:l~q~r Uiat .untirshe.·cg,ijld ~PQ·sj.~e.(~e~;:."::~: ",:... '." 
. 'matter f1Jrtlle.~~;O/~IA ~rennan .did noi;qa'!e ·her agr~ineiit> for;my inve~tig~tJ'y:e" :ac;tjvity, ,:,' ::. ';~, : ..... : 

• . ' " ..' • :.' • '. .'. .' ~:;. ... <.1 " ',' • : :-;" • 

. I .. · 

. 44 . . (Sl/N'F) ':On J 7"Janu~ry'" the Cyl;l,er BiiJeT~,'met wi r'-'-''-'--, Q 'r~view" U1~f~re~si~ :: ..... 
enetated by 'the Ssq, staff, -i~cluaingrec;ons' '" ~ted emai s tween 'SS:ctst~t()n . tile .~. 

~,........"r:s~l :r:e::-'of RDIN.et .. The Cyber Blue·TeainRepori, detailed' th~ ·(,: I'~ .' 

team 's le,vlli~.atioIiof:RD.rNe~.·system -d/ata 'surrQundif1~' W~9-0CU01e,n~ i.n~q~.<E'~~~~; 1:~¢;[gPolit ';,l!: ·,r,· '. 

stated th~t a·~Congtessj9,nal~ser." was· able. to , navig~te' dit~tly to .~ushar~(.l'<ljt~.fPry::·;~~" · :,~ .. 
access' documents · never.intended Ior .¢.~seI.Tlination · to' "Congression~ ~.~ers:ji,: : (Ibe -relioi;t' statep~··.~;;: 

. that the user firstacce~<;ed: t1:ledjreCtoryon 9 November 2Q.10, and .copied~he:~ta c.ont3.iJl~d .. ;, :::;;".:. 
" . '.' . . . . . . -'" . '. ~.~ . ... ' 

:' I ~ .. 

._. 'i '.'. . ~~. . . :" ~ ", 

','I '·;·'~I~i;.;.'·" .... :.;~ .: ~;".,1'2i~\.·'·' 
.: "1'.,:,: ~' .I' , 

", 'Ef;f;~'j~~~':t'(,~:'~':' ., " .. "i.' 

OIG Case No .. 2014~':1'171'8-IG ' 

, '. : ' . . . 

~ ~!," " .,'. :~:'" ':: 

··· .. ~i~';~~·· ':'. ':;', ..... . 
'. . . . .' . 

. . ".'~ .. :.:". . 
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APPRQVED .FOB . 
RELEASE DATE: ' 

, . ..;. j,.,.;'j ' •• ' • 

14-Jan-2Q-15~' 
•. ~ .!: 

"::::/" " ,', . " ;.~'··iSE~F,JE:riiNOFOBN ,'::'," '. . ' " c,;-;~;<,~f\.:·.!: 

,,':~~7 :~; ., .,:'~ . :..' <' ' .. ' .. " '. . .:, : . . ,. ::'. . .i .. ).i·, '. . ::: :~'i>.~~t:':: .;']:';J~ii~f.~::::' ,'" 
VI. ;' ' '(lJ9~tr~~~~CV ·~9T~~~~1i>~1fli.E:~Jf):(:).M::;Of:'iN:~Q.~AT~~,~~1k~~1.#~.i:;~;:;:\ ',.: '.:, 

" 'f~.~\?t,~~€~,;·, " ' .. ~ ... " ." .. , " '~~.~~ .: ">,, ..... ,< '. ,:j:·:.:':.~~\~;~;~*ii:~:;;~:~r: ~t:~~~~r:;::\:.:·:::,:~.~~:, . 
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RELEASE DATE: 
14-Jan-2015 

(l!) -Le~~~'<fi~~.Se~,te: Se)~So~~ee·o~ ·Irit~~fjg~p:c.~. (sse!), ~~<~Di~~:t~fm~~d 
VIce Ch~·qui~~QphC;f Bobd:·tQ :·tJi~nDrrector, Cen~' IDtelhgen~ ;1g~~WY;~o~r,~.~~~·' .' 
dated' 2 June 2009 '., / _. ' ; , '(:",~. 
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~PPROVED FOR 
RELEASE DATE: 
14-Jan-201S 

;.": ::we ·~~pitC't4at;~~ttO.th~~Condjti~~¥n18a~~Y~w:,~n.~· 
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9. I think we are 8I.t in ~ent on.the computer issue. In:anUtshell; you-will 
. have a walled-offbard drive oil our network. No CIA personnel with the e~~oll IT 
. silpportwill have acCess' to the hard drive; The only reason for.IT access to·the ~ 
drive -is for Irmaintenance and support. This includes adding Il,Ulterial to your. bard dtive 
for your review. -The SSC( retains ownership of anything create4. on this .drive, it is SSe! 
property and will be handled accordingly vis-A·vis the FOrA.. 

1 Q. I think that covers the ~ jssues.of our disc~ion. Please -get back to me as 
soon ~ possible . . I:am inierested in coming to a ~Iution, one Way' or ailotb!=r, 'as ... 
quickly as we can. Please do not send me anything "official" until we can work this 9ut 
offline. . . . . 
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(U}StBliQard Qpetati,Dg, Pro~uf~s for-sseI R~vi (author unknown), undated. 
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";" . ":.:}"~Y·:"l'· .' ~ELE'A$,E DATE:: ." '. .. .. 

.. . '. , .' '. ".i . . 14 J ·h..f.Y£'i'i1 5·· '" '.' . '. '.~_:,. . r a ~v··r. . . ;"~~"" 
:I·-l~·.. . . \ '1~ . ,_, ';; :" ,': 

"':, 

.:.: . 
•. ". .. 0:;;: ~ I • : l}: ';,' t, .. ~ .. : :,' . 

': I '::' ~11~ ' •••• ',,' . ,', ... ·:··t:r···;.~·:~""!r . ',', . "':"' i.:'. :~ /' 

.... :~u~s:lA~~;~~~(~t1?lliQ~ - .<?"::i t-~:~::;~i:::;:;:~i;,.; . · ,::.',:.j:i::' ':;:;:". 
. '. ," . . _. . . 1', :: ::- ~,:tI'~ .. '1 1," - h'" '~~I.;~ .. :: .:.;, 

. i.:~,··n j(f)t.· 1Ief:&kitea.ilID.. ' iJM. eti:ve~ts.· .,. .><~;; : ".,. ,\;,-.: :';:~/ . 
f''r'.1 -, . f .' . I :~: • 

I "':'.~. ." • :~~~ .: .::;" ' .. " :'. -, • 

, L.!W/~'The)OIG!lepne(fOf)sCvcr8l jhl~tOiicai!incideilis :~I~'tO;RQiNei iii~·g;,iIle-:::;~·:" .• :, :.' .~' '.::;:',. . '.:' 
course ,of this ·investigation. ·The·:inCic)cri~:~ere~cited~~;muttip~1n.~cW.~ as·~em<?nsinit~g ·~l . .- "~' :.' . 
~SCI .usersV'ere~iously aware 'of;.AgepCy 'm.oil~g or~SClaCtivi1Y;on,RQIN¢ ,'~.. .. .' . ::~.;' .. , ... 

~ . .~~ . 

. 2. (U1lI'"Ot;1e) In JanWily:ZOI q, ~ CU\ RDr~:~ove(t814 d~m$t~· ,ftOin:thevitttia.i .",' . 
. ~btg Room and"Bn additiq~. sCt of 52.@cWnents,00. lUday 101Q: ~ ~ ~ inienri~~' by' lli.~ 
. PIG ·stated ~qheSe dOc~ts·:~re;'.'ExCct¢ye Priyilege":documents.tIi# h.i·bcep·:~oDaJJy< .' 
co""ing1ed 'on~·RI;llNetwitb : dO!;uiDeJi~·:~4¢i~~on·to .th!l'SSCI. ·Wh~hit;~~.tU:scp~.~,,,· :. ,:"" 

.lhati~~id9Cunie~ts .baa·I~Ml'dd:~:to-:~e~~~iW~U\~iP.:S;~#J;~!J (~~r:~1tb~ :~l'~~iri;~~y,~l~e ,;:. . . ii'" .' '" 

,aOQumentS. f(i)n :or.(lI~~t ·N ~Nfaf201Q~ji4eiI¢{"Je8pt~'in~cmn~j~SC{:~i-docwDents ,were:removaHrom ' . ::.,' , . ',C .:,:. 

,lhevirlual iReadiil 'Room. [Sstl [staffer :c . taii' em~i)\tol : j', .,::. ,<, 
it0'I2 MaY'fQJ o. .. i5.t8un.S. th&! ·'~l!l',iun~~~~Iil$\<?f:thei~gre~t~~~·.. .. .. "''-;;?<' '...~: ... ,' 

L. w=. e-::-;~=~:-:-=-r--:--:.-_ .-:-:-Wl~;"""'yo-,u""", ,rut...,-.. -:Y.-~-. ,"-'·w:-· ~~~,\""'~it:thc Conipu,ter~5Yst~ .. on.~~tiich·'~:99miJij~ ~SJiJ~~bti\~9~ng):~~ ~.:'::':~:; .l ... ~ ... • 

. 'Wo~ld orily:;oo ~~,by,:qA.j)ei-so~eJ'..for1pUrCly admiriis1rative,;"rr.lactio~;·~"CW.s ~oqsiri~;:.'" :',.:; .'\ ' .. '.., 
. ~mo:Vi~g:~um~ts'fro~ ,oUr' 8YfU'~ '~·~.~!H.V~4J1y 1}9t~fnistra~~;":~~.Rp!:i,~~H,~i~\~n';~t:\~< . ~:;::.~,~. !:;,iC . 

. . mfonneO~thereJe~t c:~.empl.oy~ !~rD9 furth~r d.o<:ui.tf~f!ts ,shoL!I~ :~:te!n.-by~'~~~'tlj~!~.e8Ojl!g: . ',' .. ; . : .... ,., . 

. RoOtp:.prior.to .~iiiqg\vithtb.eSSGi'StatT. :',~.:; . ,.-t' . ",:;~.;~"~, .. : ,. .,'"'' .. ''';~ 

~_"""::";~H.m~~"~·h' ·:QDeceni~:~;" m·be~\~j~'~09,· : " .>/';~. . - , 
the 'SSCH'~; : 

I----------,-.In-'J-~~iwy~· ·=;-~.-~-~-.l ,.....JO~ 'the~~e;fudWI. ,.- ' ',~ ~ving,"~era'·m ·~e ;~JUC! .' :". ":'J .' .: ... , 

r-==,,-,=~=-a==.5=· ..... "-"'ldid .. DotproVide ~~·c:amera:for rev~ .. Th~ :~ildividu81 wa,',:' ':,. ' " .:.<., 
identified·as . D.iIDlNei ii~ Noyeinber aiJd. Decmi~ 20.10. c The:m·a#,er. was' . 

niferrtd to the CIACou,nterintelligfJDcc'Centet!s CoYnteresP.ii)rulge Group (CEG),-aitd,ilie emp'loyee was· 
removed from th~·:~. . ... -, ~". ....'... .. :. '.' . " ,.'. '. ';,~,: ... " 

4. (U//FOtJO).:On 6:~y;.2010,a SSGI~~r ~uestil(i\~m ihe.A~:~e a~i1iti:tO ':~ a. 
sensitive documentWm the·RDlNei. . ~$SCI'sia1r~~~ ~ '.. 'to '~;lhe pri~t restri~on by '. 

L-__ ~--' r==,-----,'-=,viewedf.tJie;fucident and reCommended rem,?viug·the posSi~i1ity. of SSCI: " ... ", ...... . 
staffers·UtIlizin but:bccaUse tiit! ~~b~lity;~1 ~. . 
it, could not be:removc;d or disableli. The' ~He~A~ussed, this iSsue~with the SSc,I.staff ari4 nStniqdOd ··· .' 
th~ of the rieed for,security ofthc·sensitive docuni~iS: ' ;' .,., " ,. 

:. ' ~ . " . : '" " 

. 5; (U/~ In 20'3 ~' ~ 'ri~~·,ofd~~ee·vi~~ri~~:PrPvi~ ~thJ: ·SSCIb.;. ~~:f.ti:~~,. ' : 
req~ by"~ScI ,~taff: The>,RDr~iew ~ ,,:va11l8:t~filie' ueSt '~ci;4·~ined;ttH:;v.!~~.:tol~ ...... , ",' ;;: . 
outside '("f~,'scOpe 9f.the SS~I\review. J.\~@pg 19 the SSQI~sWfer. aS~,pi';~~~'" " .\<,", ; . ~ .: ,,,., .. ' 

~ying he h8d~~ doc~ent,!¥,de.fiDed th~.j~bn}9f-tli~ ,vi~~ arid ,that'~'w~:f¥Ii1';reSP:9~f~e :. ',i; ;:< :':,.;~:t , .;.. ~, 
detai~ sit~;J~'he sta~. iiresentea a ,~py's~eef~ ~iz¢)I~I,: ,w~rlfijlg'cqpy:.;· ~~ ~:.:""" '. ..,.). 

, roduce(fr~, thC'SRT't1:aDi c6nflnkd:With,tbe'SRTwJ' s'tS ·tb8tthe'·W5~'~fdCi6'stWefe·D6t: .~:. ;,~,.: .. : .. p ,,~ . . .' .... '. ...... ".- .. ~ .. < . ~ .. d'" req .... .,., .... ,, . " --', ' 
. respof!SiVC', aruf,tIult" J.l'O{, e·tes~lVe, Vji;leQS~ttom" ihe sp~hetit~~·,al~x.;~,pro,vidC(t.Th~ .:..;,: '." 

. "'," ...... .. . . . '.:"',' .... :,:".", .,' .,:1t'.£'. ,"·.t .t,. ;t,,":': 
•. .t' ,t. '.::.; ,;:~ ~~~:J~~ 

" •• 1' " 

~ • " • ~ ,;I' ." : . " 
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RDI.n:,teani revi~wCd . ways the sse} ' ~taff cOuld .have,~s~:tJf~. Sp,~heet!ahd~hypothC$,ized that~· 
the~ may hav.~ ~n a Google se8rc.h:~pp'ii!Ulce ~ln~biJity, : :r..q~ .team ,dis~vei~((~· the:Google · .J 

s~ha'pplian~;WaS'capable :of'~iiig:b.ot1! ·the: SS<;;1 si~eas. ~ell ~ ,~.e _RI>y~~~·.s!de 9ftli~ ..... 
Spartan o.ate;aa~~e: ' 11l¢~~!ts of900s.le,~~es ~hpw~· ~i9~eitl$,fro~:~~-i~:e:.~~G~;~r '-':' 
A.gentq', sid~~-o.f·~INet andJnc'y~~;a)iriJC :to ca~hed .verSi()ns of.~~ d09.uro.~O~:P,Yheiti~Uc~ctJJ~e.' 

.' " '~ ...... . ~ .. , " . f~ , ...• " ~. ":' ' .. +;,':' .", . ..... $ .. ,;>""'(, ••• ",. " " "r r~' 

ca~he l~:p#Qi#(h.he ~x(of tli~~dc?C~tlj~*it\ qU~?r\;':::!I1le 'RDI IT T~'ime~C1P,ej}~e4 .. ~·-~: r<ir;:~i~ 
vuJnerabiJitY ·4L4.pfiJ: ~OI3~ 'The ,~rA ·r¢qU~*d ·.tJurt ine :d~utrie{l! .~ ~estrP~;·i~.;~~.~~:," ::' ',',. 
electfopip .fonnat.~d the SSCI'~er, ~gr,eed iQ'do so.~ . . ... . " :.,'y :::'I~ ' "i<:;~:;.·:·.,,·'·· . 
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. " ··'·'h 14-JarH~Or5' • . .. ~ (->.:.:, ',"";-'. " 
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,:XJN9LASSJ:~l:·E.D i.~ . '. ' .. 

:' ~mRA~limEUIo'GENG~AGENG¥$~':' ' .. }i:'~' ;,:~.,:!., " 
' · '\~Oq.:Q!C:';.~>~ . ,:~. :,' '.' ',,,,, . ' " 'J". 
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. ... .. . . ~ . 

', ,' "', ':!)t1~;;~:~':!': ~:; 
7 ~ebi~iY~~~~~~<~ '.. . '. ,: ': .. ~i:, . 
, .. : ',: ·:.:.:!;\;,~(~{I;~l;':·:'~::~?~~~~; ·?'!r~;:;i~;:,;~ .;~~~, 

. " ... ~ 
• ,"t: •• i ;...,:"r. . 

I .: ~. 

The Hqnoiable 'EricHolder 
Att;orJ:leY '·~n~ral .. 

'Dep'artment,:of.:~Justice .: 
~ashin~t?S)~ ·,:,n.c~ -20~.?:(} . , . 

, .; .'. !', " ,:!. ~:: . 't'" :..' 

,li~),.'::,!t~~~+".::" " 
'~" .. 

·.lMr:. 'George' ·.T.os;ca~. . . 
, :'~putr . 'Assis:ta,~,t; · 4~~t,t(orne:y'~;Gep~rail '" 
.' 'N.~:t.j,onal ·$ec'u~~t,y ' Di vision . 

>:,', :. 

:',', .... 'r .":~.: ", 

. i.· " ,·'),~~t~f~~ ,:· .. ;., \)J~~~{,,: . 

';' 1 .-;? 

',~, ,~.~::.,.~:;' :' ..... '.;;, , ~:~:',:.:,. 

~: ':" '. 

: ~ .. '; ;.; I', ",' " , 

\f' :':';.:::'~:'." '4~~;:l~( , " .\:,~',.'" "':'--:)".' \>".:;, 
.,:.. . .... :1. 

I~e ~ : Ctimes -Referra1:" 
. . " i. 

: ... .':': .. 
" .' 

·I;>ear 'Mr . "Att·orney· Gerieral: . 
',.' .,::' 'I', '; '':'::.<:t " 

'\r: :. .,. ,,' . . .'.' .>.""" , .', ~;J.~'. :~,' "t'.; .,~: .•• /. :.:~ ~" '~~i ' ".:J~' ." .. .: ·i:' .. 
,(,un t.e>tWJ I aJIi·,·\writ~tig t .O ,ypu " pursuant ' t;c,~-S~'cti:d'n~1;, "6 '(~')/~'.< :.' .' ... : .. ' 

. " . -,' '. • ..... ,. ;<,:', : , ' ...... ~ . ' 1 . " . .. ' .. '1,". " ~';"1':iC' ",::tij(:-l"'("t.~! .rt" ·-' ... ' ,' ,.'~.' 

.• of Exe'cutive Order 12333~ ' a~:,>amended,': '~nQ ·,SectloDs ) V.LB, : ....... :. ::;:':;;' . ' . . 'h 
.yILA. 4, ' and' VIH .A· .of ._ the , 1.9:9.5 Crim~s ... Repoitin9 M~mQranqWtl:j~(, "~'.',' ..' 
uPd¢~sta~di.ri,9)etweeri •. t,~~ . DEf..~aFtmEm~, 0,£..,: ~~s.t.~ ce:Aa~;f;t..l)~?·~:;::'~!;;~ii~:~;'E1K,i~'!z;;iN:,. ~~ ,,;,. 
}'ntel.li.g~~ce ::'Oo:rmll,m~t:y,: :pe'rta;i ,nJ.,tl9:J :eq,(~lier~portJ69'., P~)!:+f~} .,"> T';~f?~ir,>;" .. :':"~-:{;~'.:' 
int:'Q~ti.oncohcernin'~t :fede~~l c;rimes" (~th~ ' 'MOU~l :<~:-·"(,;;do; t,'·, " .. ~:ik:'·:: . ,: '-,' :,\. 

. .,::" .~::,' ". ,.: : .,t,"< . ~.' ',' .~ :;: .' :.:.~~; .~:,: .. \::/:~,!.~, .> .. \:~~ ... ' 
_~ '. ",J~ 1-1reP-O!~~:: Th~. Ge~tz:a~ .. ~ntel;~igenc~/ Ag~,~qy·:::'JCIA):/~~;rr·;fi::'i!!~~C··-~~~~:~,,' : 
~nfo~ation r~'lating to poss~bl;e v:iol·at~onsot ,a . specl:~f:i:e.a ' ,-'.' ':::"~~ ."." 
Fede'r~1 ci;~nc;l. law by ' one qr ' mor~ d ndiv:lQua15 ' n~.t .,.einploy~d))y ·.· . ;:' 
the CIA., Sin~.e. the : coinpute'+, ··,·~y~~em ,on. ,~n·i.¢h "' ~'h~~~ <P'Q~~,~pl~ ., ··: !: .:~',j~~~t ~::·~' . ':J ,,'," 

. vlo~aHoJ:ls ' <>~Q.l,irre·d .c6ilt~·ins:;.hiqhly::cl·a1i:;)ifie:d · i.'riF.~rin'at:i:on >~·:I :!'~h/<::;" ~,:-,:;,,:,{~, 
report'i:ng. in ac;cordapc~ ' theproced.ure ,set forth 'In;?: SectiO~:'" <,' : >: ' ,', , .- :', ' 
VI II . C o'f tl)e MOO. .' . . .' , .. , ~/ :: 

, .' . ,' , ........'~. -::'M , .. ,~ ... :" ", ~,i;,' :.;/{~/:.'~:' " 

, (U )j;~'~ ' Thefd~~OWiI),9 info~ ti?,h .. p'r'qvii:ies.," ~,,:j;le~~~:~~:t?,p!~~y~ : '. -;.~~:;,:;,:~;.: 
basis to . conclude that',:a viol.ation of l .e u.S.'C. § . ·1'030 (a').·:C2) (l?) i!;::i··, · ." 
a specif.!ed ·.Federal criminal law, has" occurred'. 'rlJ±'~ ," ;.,~ ',< .,~' .. ;,;.,.; . 
:tn·formation dez;i,ves .fr:omalirilited :securltY . inv,est'iga:t~i6iitr(t~hat~<>;" . i~;; 
~as su~p~h~~Ci '~~f~re c~ieti~'n; ' o~ly "a compl~·t:~~:;.,iJiV.~·~t:*~~~~i,:on·:,:··,:.", . 
would , detenriine " ~hether: or nCl'i; a ~io;l..a·tion 9ccup:ed ~ : Tn'e r:.e ', ~:Sa, -. <: ,",,::". 
cOm?ut~~.,. ~¥.s1:~or . l1e~~.p.f~(~.system~r. ~,9~~.~·~d >;l.l ;~ ;~~~l~r$~s~l~'~ft·~,r;:"\>Vt"'~"';': ' .. 

. Ce;;t~ ;i:nllp'n~emp~oyees ' ~A~ve.:' authori;'eq: a'ccess to·: a~;p.g;:~~0.~~~9f:~))i'~:~~,~~~,": . ' ,,'/ 
that system. .A . ~firew~il;}~' e:X:ists' b~~weep ,the . por.:t-~~~·::~t:q::¥h·~C.ry;~:} ';". '. :'!' 

thosehqn~~l~yees . .' .hav~ aut:hori:z;e~t:· .acces~ and,' th~.-:;P9r:t~9li:':'t.~,· .;;»: · '. ., .' ,'~: 
. w~ich. t:h~~y~~dpJ!~9~ ' ,h~~e ,;.a~t.p}J.:~~~ec!, · acce~ .. ~:\ :.'T~~E~ ~~~' ~f ,:~r~r~Sl.!.~}ij·~~::~~~f:, .,<;::,~'<':" 
too'! , ori ,thei·:: sys.t.em.' th~t · allows /· the non-employees t~;" c~)I~auc;t .... ;; ",?,.,': . ". 
". " .. ' . . ~ :. . ~.~ :::;:,:~~.;' >:" ;.,~ . ' • " 
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. UNCWSIFrEDZ~~ : ,'.": '.' . ~':;.:', :.,:" 
" ". • • . ' • •• • ~ ~. '. ' •• :;~:~ \0 •••• , - ';. • ... ~~ .: • • • :' :;:- ;;" tI: 

t~~ "~0~~1¥~~ ~~~~~;~~~, • ....... . ....c~<,t:b~;~t~:.;i!~E(:!f:·~t!~ I 
s~ar,c~es f6 . retrieve' J~,qcuments ' on ~p~iJ:" , p<?rt.:i,o~'~,~ ot ,tq~~t,s:ys~t~::: ~}4:,: ",: · ·;~··C 
Th~f~' ,~ec;trch" t<;lol h~%,~:a .. ~-ecur;i:ty vUlne:t;~~l~.ty, ''''~:~,~ ·~~~~.l:'1~i~~::.. .,~~.<."" .~.,".:. (:f. I 

. t ·hat ·couid ,he . eYnloi-.ted , ,to allow non:""pnm1 oyees ~~to· , breach!.. .t 'he ~ ,d;:l\;:'," ,',J;::,. 
• '"" • .... .r.+ ...... jf:( . ',., "!':':r',. ........... .... • 1: ~ r .... -.r"'~ , , .,!!'!.,~ .. -..~, .......... _y.p:-: ..... ~- '" ~ "',". ",(>~~~~~U~,~"'l ~~~(!) . 

: {.j;l1ew.al .~;';'~'~~~<I'~.t:riev.et.:do~ents· .on",tli~ , .. p~r~,·,.qt~the ;, ~~ys.t~~;tl~tq~:/;"-,;·~,,~·;·~ ::,,: ,11'" :':\{' 

whi.c;Q th~y· · w~rf! ' not·.~~u:t;ho+izecr , acce~·s ~ i;~. ~Nl·.inC9.mlfl~t.e,;' a.ugit :', .-: . :c,;,·· '"i' 
indicate~ ' t~a,t, ·at . leas,t · ~)jie .·nQn.-employ~e exp:),.oit eQ that .~;,~·:· : ',.,j:!" ":~l: 
vuJ.:nerap..~~it.::y:·,~o , ret~~~ve,· a · ~Wrib.e~ , ,of~ e~~ ' . dRc:~~,p,t~li; · c;)n'.b~:~~ · <:~A>'. ,:.~~:i;' 
P9+.·11j, onj4,o'~.:~tQe::: ;l.ysteIii~~:;~ O .. whi <:::9 :h'e·~'ori< · s:ti~ ~ ;p;g;,~h'ot~)¥~t~~~~,u;~nbi.'~;:Z~~~~~~~:,:.:;;~>:.:., 
ac.ce.ss·. . . . " :!:-\., . i~ ." :.' '. 

~ ' ~.' . 

(U/ /t09b)~ The .1nf9t:JIlation madeav~iiable ' td m~ ··iridicat~s ::. 
t 'hat . ,in · th~,!~',~Oirember '2.p~l.O . t~eframei .: the . n.O!l-.~Ril:pY~e:·;s?n:dB~~~:~r>~~~~.;);. ,;'.: :, .!i.>k'.::" 

. a search that·~appear~d . intended"to ' reach -into' p'art;' of.' the<·:--,· . ~ .. ~~~... . .,:, 
computer system to which the .nop-emploYee ' did nC!>t: have :'" ': 
authorized . access . _ .In ,socha. circumstance, the , ~y~tem;,wa~. ......:' 'i 

d~~:i:gpe.c;i · t9 br~q.9 up ' qn the·· workstation s~+;~en. ~~.;pa9~r:.t;~~;t;:t::;:~~;:~'i(~;~ '~:e' 
ai;iyi~.e.d :tJ:le.~,:Jl·9l)·~emp,lOYe.e . was,,; I:lq~'·. q.uth,prl;~e~ itq;.'~~ces'~ . t,~~,tl ~.~ >:':. ·~r.ri(. .<,:~~!,;;:"",.~. 
docufu~nt :- This. ·pqge; .:howevel", ·'had . th~:'se'cu:r.i'ty ·yu),iier~~~I~:i:\ty. ~: ,.:,,-', ". ..,', 
tha~ : l1a~sirii;:~ been. ·, dj,~covered and r .emedied . .. Th:~:~'se.ql,1r~t~/:>.<;:' "" '.,.... ~. 
vulne,r.~b:ility,;was , that,;"Fhepage ·~:),.s·o " cori~a,irie(,V-a\ .~u~.~:; ·~~~;.;::~·'·i:.':;c·':\:'(: ,.',","~ ..... :. 
ind,~c~tedwhe~7 ' ttle. ':.~qifcUlJlent .,w.~~. foc~t~9 .'.,~n, the ,~y,~;~~;1·~~~}l"f: :~~P.~:~' .... ,? '. '. 
indi,Yl:d~~l ' ~QP~~d ' the . qRL, ancj-:pa~ted' it, ~1n~0 the:fp.rC>)I.s~~;l:,~.~f/ :\~ :;:."~,~:,,' :'./ ,:" '.~~ 
add.i~ss bar;:/ the indi-VJdual ·.:co1,lld ·ga,tn : ~c(;:es~ , to :~:~:~e ·~PS~en~,:;;;,·.·"~.;.\.: . ":!' 
copy ·.it, :~r~pg ·.that ·~qp'y, .·'across .thef~I;'e·wall; arid.;: pas:te~;' ;i;t;t·int'q <>:: ." .. ' 
a f6lder ·:9,~ <~.is , or n~r.'j ~1de: of :' the fir7·~:i;I~{: . Tlj~;::f.p,f:~.~~'~9ri·::.':L~;:;;· ', .. ii.i, . .. 
mad~ · ~va..i;.rab~e: .. tome' i,~q;!:c.ate.s ~he non·';'~l=l~Qyee ~.~9P'1~~~~: ~~~:.~~":;'!'" :t.~ <' . '. ~" ~''i: · 
p~sted, it · d'i;-ectly ' 'in,tc;, :,: thehrowser.' s aqdress 'b'a$~,::', lll)cf ~p'9'e~:~¢d:')' , . . . 
the d(.)c~~nt~; . . . .. "'~·.::i~.'~ '::'. , :~:. '!'J. ', . 

.. ' (tU'~ ; ~he , infomat.ipn ·made ·a';~'ilabJ;e to :'mi:fft::r:~~~x::;il::~~~;;:':',.~~", ".' :" 
indica·tea tn~t :~,this" ~nC!>n~"ei(lploy~e' . repeated this . ·ac~.tvi ty.~:n,unf~·t:~u:¥;~:~~f~~}:?~.·. '" r "," 
tim:es"";i'p orde~~, · ,toa·cce~.l? '~ ~ copy.~ a..nd brinq ac~oss \th,e ' fH:~~i;I],l;'.·:(;:':~.:;';;~:' . " .. '.:< 

'CIA .doc~ehts· :to which"h~ .or , she .. d~d pot: have., ~~tP6~iz.~.~:i: ~~C:;:,~~~'~ :~;f.:/':;",: .... ' . 
If th~: sy~~em,· :woJ:Jce.d: , a~s ' delil . .tgnecii '"op e~cl)!- occ~s,1:"oii'~':' '~'p.~: :~9~~.:," -;.;,;.;3l:;~','~:.' .. ",',' 

.emp~:qY~e', ~Wpt!l:o : have rec,e~'v~d·. on ' the ~~~ ~~tat'i~n<~:ci~'~~x~P~~~~;;;:;;,,:~,:;\.>,:: , .' .. :'/". 
infol'lning. hilJ\: .. :or her . t .}:)at., ,he or she dl.Q · ·was not ~u.~hqf';~~9]e·~0 .,; ...'~"::,:~: " . 
access ',the do.c:;'Ument. :.'ijh~s '.n6n':'employeeC;opied· a,;L'9 f ' th,e.·se· " <,j,; '; 
dOQ1,lD:lf!n.t.s .in~9. a fil~ ~'O'~~Old~r' on. ~he··portion , 6'f';:··~he , sY~~.~' · ~to ",. ,;~, '. J 

which~:·hel. o~.· ~'l~'e~:had' atlthorhed '. ~ccess ! ,:.:-,,:,~~h~r~afti!I:,~.>~~.:t ,::~;L~~.s..t:: t,.:<::', . d ~i,: ... ,' ,.;c'(' 
,four ' O'tl:i:e~, nRP;-empIoy~e:~· ~cce·s:sedand . pr~i'ited · tq~·~~"~FI~ :\::'>·.,;, :.: ..... <~ .:::: ,:' , .. 

" .: 

do9tJmf:mts 011. ~mul tipl~ >Q·ccasiqps. . It" is' riot cle~r .. ~fiethe;;{~py-' :.of , '.' ,: , . 
these other ,.fo~rno'n-~loyees ~ay . also hav~ ,exp),o:i,ted 'th~ "~':' .;', . ',.:i: 
security wlneiabilit.y. v "'. ,:' ' ',': " . "j:' "';~ 
. ..: ~ ... . ' ... '.' '. ~r.>J· . .j_. I.:~.·:· . q" .... ' .. ' ,.'._ r:-:"t " ,. 'rf.1.:.r :5 .. ·"·;.is.'~ 

- .' >', ~:···:$.::~:~~~·3~'; , 
. . ':.' ~.' 

.~ " 
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.':', 
,: .. ,', , :. >;,~EJ.{:.::,.' 

",I :. , 

,r •• _, <:~,;.~~:.;'.' 
,):~: ", . • ~ : • ! • 

• '''1 ', . .:~ .!.~r~" .;:.::,· .'.t::~:.;. ;.~I"", • 

; , ...... , • : '" • • _ I.' ':'j ,'... -~ ... '" ' :'~1~':' ,:~t~~ .. 
rh,..e"iH<?n:9.~ab:l .e,;,'E!r1c ,·Holder, :'. . , , .. ' . ' ., ." , "',~ • .',. '':;;:,1'" ',' r:~'.,~;,:: 

I ~. . . , - . , .,<, • . ,;~J ~ : .. :: ~n "h~~:: /_::~;, .. ~ ,Ia' ~ ••• ' ~ .~~: .;~:Hv.f~ 
" , ".. . , .' ')"''&":1' " .,f' .• ""\,.,,, , ". ''''~ 'li':", I 

" . " ... ·i··> , . >,:;~.:., .i.'.:~.,:' ' .. ,.. . . .' 'f .. "',",,~ ... : "~i,:' """:l:·~·.'·'\· '·\~;i·~".',';f~."";':;' 
"I:.,.(Q1'r rooo) : ~qme, ·pr ",,;fl+l .~of.;-':the,~ ~.<?c:;umen~s ,acc~,~~~~,/~,y.::.<,,;,. '.:' ,~ .. :;['f;\}'-'~ 'I:r:~" ." 

~xp:l'~i1;~~9 t~e· ,·set~rity.· ~ilnerability.;, .co~tai~~~ ,.ttr~"'~f,~l~'o.~~J\g.' <: '.": ;', , ..... ,;:; .. 
banner· . ' ." .. ,. >,.. . ... ," . ", .' 

. ", . , "~~:,".'.~:~\:' . : :r::.:.:?.· .. 

:: ~:;' (,,~ • . . '.'~ . '!'"'-"~';C;':" .~;: :,"i:" '. l:· .... ::.i-. 
(UI./Fr:JUaJ, ;::.Thls : ·C1a~sj~;fed. . dqclJ.1ll~nt.;a~ : p~e~~ed :pi. tp~~;.;"CIA; . :.;:: ",.:.;:! . ,;:h;/'; ": ,i' 

Di.J;ec.tpr'·~ :~e;y:i.ew .Group fQr ' ll~j,t'ion I , ·l:?eteriti·o~,:: :~!1#,i:· Inte.tr~ga .di:m '. 
(DR~Rl?I): ffJ~ ' pRG..,RpI:~.~· J;n~~itla.l discus;lpnp~lPQ~~S,;:4z:l~~$h9·uiCl. :( n(,t ., "," , 

be useq,:!oI :any otJjer .p.tii:P"s~, '~or ~y 'it b~';.(iLs;i.ib~#ic(J!JMg1!F·" .. ' . 
~xp're~s l1peZ7lJiss.ion . frQlD ·DRG.~RDI or; CIA (8 Of'f,1.ce/'oZ· '~iieral·' ;·Counse,l. ' .','" '.:.' " ", . 

. ~ ............. ~.. ... . . : '-.:.:.' . . " , ' . .. ." .r' rI. _ ....... :; -. L, .... ·.'~~.) ...... , ..... ,.. :' ... :', , .. I'· r • 

. :Th~·~·"d,'?-,c;:.~ntc;oqt!Jins,. clas#!i~d: informati'on: der1vej:l:'!:t~pm:;"::~j~:':,: ;~:~.; .... :,;:~.'«" . ~',~:. ' .. 

····:.~~f·!;~\;~~o~;T;P~~~~~~~;t=~Ji;~~~~.·,!~~~;' e{k:,~~~~i~:~~'?:~;,'~:~';~: ::;f:V~~.:~t::~;;;;.~l~~l;\~· :1. 

Go,ve.r1J1D:ent ;l~ge.qcies; andlor' fore1gn governments: apQ, 'l l 'liison ." .. · .;. . .... ,~;'. .' 
seiVfc:~¥,, ~n(f:mu.5t b.~h,apQledaccording),y. This .. d09~~t ·;:.5,1$0 ..•. .), 
pqnta.tps · mateIial ' prote'ctedby the atto:r~ey"'clien't:\and:: ~t:tqr~ey . ,: .. ,:.':>:'\. 
~rk"'p.r;~uc~ p~j"'I(ileges_ ': . Furthermore, th1s dQ~e~t 'c0p'st~:tutes " c' " . ,/,.,'.' ,,::':\ , 

de.l~ez:atjve work· prC>Jjuct·j. 'protect'ed by the .d~liP~zyjfi.!~7:P.~ope~~ i, . ':;;>',:' 
p'rivl1ege~;- and 1s. not" a' final;; "conclus1ve, cOlllP~ete, r'''9r '. . ... .::v. . . , /.' 
c,o!1JPf~heilS:$.ve a~alysis.·. of· DRG~JWI or CIA._ : Rathe~, . .f,t··wa:s :,cre~t~d,· . :" . 

. ,:to ~u~t t/le ,.ne.e:d:$ of ·. DRG-RDI, . in, ,suPPQrt of infQ~i!i:g'. sen1orAgency · .. ~: :\;~.\J;it(::· 
o:t~.f.cer~.r. .. abo.ut,.broa.d policy "issu.es _ . While everY~ effort · ;Jir~·s··:m8i;i~t.:f;·~ ,.<, >"~, '" 
elj'.$iJfe~ Ch~~,,:dd.c~en.t. ~'s.)~c~ura'o/, ,;). tJllay. c;,on ,tB~Il .!zj~dve~~.~· .. '.,~t~~~~::;:; ': .:. .. "; :',--::.{'i:'\:: .. 
F,?_r.<;~ tjh!.p :.:rea .sop, ::~alld b~c:~ u~eth4~ qoc::pmen t .: :~1*.leC:ti \T.8~~~;;St:i~.W~'~!~·~f~::i ,;:~:···~~~;;:;\t1.' .. : ':' .. ' . 
dra"sY,,~erenceS' fram ' . or 'omits:' informati'on' ;:frOm the;:'source:i;~l.'t , ;v. ·.",·\it·::: :., .... ,1:~·.::'·.:· , . 
. • .. ' i •• _;t \ .. , ... , ,; . . .... ' . ,. . . . :" • .',., . ' .... '~"".''1: ''';' . . '. "'~'~"'l~':':~~~~ ' 1, ;, ':';:·'i .. ,Jt!!:'· . 
c1tes,. 'l,t .shaulq not per. .r~lied upon by 'perso~s .;Qut~~d.f!! '.,])~~.'";!W~.·'~·.i': :<:"<'=;;:"" . . . -. .,.' . , ~. . 

(u/~ ~t the re.quest .0.£> the D1r~cto.t : (i)f ·. t 'he:je::IA, .:1;he ";· .: .-':·,w)&;:., 
CIA lri:sp~ctor: Geperal ··.erG) open:eq , ~ . r.e:vi~w .:1nto·. tJj~;·~~:Gt~on~j':.of .:: · .. '.' "': 
CIA employees'; who discover:ed · tP~ . above informatl0,n'>'. 0.~ <30. ··· . :' . 

. January .20.1":" , ·r'~p.t:es.en:tat;ves . of the .·IG ·discusseQ';~: W.ittfl,';'th~~.> ':.: . 
. Criritinai Division ' s Computer .Cr:inies and Intel :lect\ll~l, "·~.r;9I?ertY . ' .. . ... 

Sect·i .on ·(.cciPS) r ' in'formatiO.n . concerning . p~~s~b.le · .yj;,9i~~4:~ri;>, ·: pf,:::.:.:, '.: 
Title,. leJ u:"s, .• ~C:! .. §§ .1030·.:.an~25}3: by CIA emplpy~es;~;:<~9DL:~:",>.· ""~~~.' ':' ~:'~,~, 

.'3" Febr,uaiy,,12Q.a;:~ ,,:,. the 'Cxi jrGf soff-1ce '1·$s.ued . crfues ~i~~~~t;~1. .~~;f~:~ , : :,;'.1!lt· ~,~ 
. '". . ',' .', ". "'. .. J -,iii .. ;'." " ,.... '. ' ... " ~A:.. . .(. ~ I ,A 

2,014-:117~K·:t.p '; CP:J:SP. based. i,nt.ipa·r .t ' on those '. di~c,~s~j;'QQ~ /i~:Y T1;fe.'~:rq ~·!: .. ,. 
d;t.d· not· ind.ude . h i . his , crim~ ~,~efer:tal · any informa.tj,.~p: . :'r~g~tg·~ll~f . 
the pO.tent':i,al crimiIla~ . viol~~<iont;Jy theni:ll);;':einploy.~i~;-i~:de£~r~:1!lg , 

. 'to ·the· :Agenpy ' t~ .deteim1~e ~ whi;!.ther · ~~einfO~tioii':~f~~·~:1.!~~E:·:m~t ' .. 
the stand.ud to' .l:s~uea c'CIllDes r~p·or.t on · tl;le n(m-~~oyees ~:. !: 

' .... ' ~ ):~. 
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The Honorable, Eric Holder, 

IAPPROVED FOR 
RELEASE DATE: 
14-Jan-2'015 

t~ta violation ' of 18U : S.C~ 5 '1030(a) (2) (B), a ~pedi:'fied ' 
F~~~ral crimiha'.i,' 'law , "'has Qccurr~d . 
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•. 7 <::~<::,~:.)"<.:'~' JJNm.A~SHfIEDmRAIT : __ - ·.·r'" .' .. ',: ~ .,': :.'::>'. ":,;~;;;,.~:'. ·1lfui.::,." 
~:::,:" .. w~~; 'ATfQRNEM~CUENT PRIVlI;EGED:~ " . ;" i~;):';;"'" ' .. '01':. 

';',. . .:,. r'" ' :~.::~' , '.'.. ~. • 
";:,' : . :~::. ·t.· ":- :~. .~~ :.' ...... :~j~;~~. ';,' 

.' 

" ~"'""~ .. ' ~.'J: ... '.~'. -4 : .~. ,h
w

, • '. ..: • 

. ':":"~:'~15~27:;29l.4 " ,. :-:: _ . .' ." . .' ~ ::'::::~ <'~:",,::-, :;:~d~ .. > :;;:(::; :,\;;~;~:,·:·:t;\ ~::>\ 
.··;)l5femor8nihim~·fodbe'ReCo:riI .r.erpartiaftiineJiJie:iofieveDts· surtOUDdiDg··discoyeiYi.o't :;,'7L· .. ~:/ .. ~, . .. ·' t!~~~:::'::~:·~~rt:~'~l~~ '.~','::; •• t,,';:~:'!,Z;~,;;:~ir/:: .Y,; . 

:~yJap; 9,.20 l4~ I lul(f~ei~19ped <~eaSon to :beIieve f:h.at tpe -ssq.staff'l)eqQrmm.~l!h¢ 1Iq)}~ < . ;;;,~ 
re~j~~.~obtain~<!iIUl~th~Pzed a~~s ,to.'clB.S$ifiect'.'QMpre-decisi,?~·;. ~~Vil~goo <.:;;, ':; :" :. :, ' 

.'~d~qments residept '~l,l;~e ~gency ~tside~~ ·of·RDI Net. l'~!aw8.re ·ofexplicit!iidinissi~QS ~:·. ""1: :,' ~ 
· .:rmm ~Staff,tfui~~:lhey:.l1cnew')me~g" :abo\lt the. d9CWI1ents (inchiLti~ :a:co~e~t.~e . ': . 

'qy:staf(m~~ _ .tGBr9Une Kr~s' conflllIUltion 'hearing JO fh<;,eifect',that·:he; ... 
~.fba.yejCen '[the Agc.:ncy'~J,realresponse" toth~ SSCIRDI Study); ~,well .as·public · .' . '.' 

': ,stat~ents by mCniQep; :ofth~ SSeI to tIie effect ~ttheyhad:~:the doC~ents.L .. . ' . 
· .. MOre9vet:,I was ~ded ~y my s~·th,atthere ;had QnCe beeii· a:"hol~~~or ·breach:.fu the . -

· fueWall.~Viding' tlle .~Sq .~ldefromth~ CIA sjde of Rot Nel(discov,ered in.2012). At.,:.,:" , 
~t tiirie,. When. :Co~DteQ \vjth ~ P~ijI11~t t,Qat shoUld notha..,ebeenin··thdi-.. : '; . ,... . 

· -. pOssessio~ SSCI staff9.ieitibers had assured me thilt-they did qof,mappropriately a~ss· · -. 
· any 'oiQer doc~entsori the Agency side. ' .By JaD~ 9, Ip.y ·staffh8(lConducted~ ·~heck 

of our'1ogS;tha:t chr(micle ,qocUWents .~~ Agency had appropriately. prpvided .t9 .. th~ SSeI-' . 
· . 8il~.found :no SRI ~OCtp1le;lts referenced within them. As a result, l ha4g00d n$On' to. " 
. believe .that Gc.infinittee ~'. 20 12 ,~uranCe 'waS a misrepresentati.Qn. ~ .... , .. ,' . -: ... ''', ::: ':": .' 

, ., . .. ' " . . - ',~.' .;, . .' . 
'I, 

· l;~d" " .~ly;r.~nsl ibledf~r.,~nscurinfig ~l~ secund'ty °b' ~RDI-NcetIASY~ CIA:d·oWped · , ... <y;:: .. '.:.li· ..•.• '.·.N.'.: .. , .. ·.,:.! ,'. , . 

. :an: .. o~~ .. "-'U system. ~te . lila IA act Ity an !iu ~ect 10 . . . r:e~,.....tions)u~ .· : .. ' 
· ;applic8.bl~ US ·taWs .~egard.ing.cIassified iIiform'atio~<l formaiIitaUililg:$.e·safety of ' .: 
; s~ris1ti:ve CIA' reco~praced uPon it. . As a C;QQSequepce,:l asked IT profe~j9~·:~thln : ~>,: : 

_ .. the OfficeofPetaWeeAff.ws'(ODA)'to ~et~~ wlietherdie SRT documepts~·' .:. ' 
p~t onthe'SSCI side ortlle system. In so doing, I carefuUy consiqered what was' : :. ',.:, .: 
mown·,to 'me regardmg' the. Agency's historical repre~tations to and ~~errts witli . ' 

· the .. SSCI conCet:ning the generali,pnl,lciple of re~g from accessipg tQ.~ .SSCI side: of , 
the sysiem~ Those'representations ~cluded ~ 'explicit'reservarion ofauthopty for . . . . 
Ag~cy;~T :offic~ to .ac.~ss ~e:SSCI side to adcf.ress precisely: these sOrts of situations.,l 
was 8WarethatSSCI staff had· been briefed on the fact that the Agency would· cOndUct ' . 

· seclirity.WoIiitp~ o~theSY~rD' ~ aiso was aware ·~ ~gency· IT QfficerS ·had ... ';, ,:; .... 
:repeatedlyuiilized ·~ authQljtytO cOnfmn that documents had ~ ·apprQprate1y. .' .: ::, .... 
. placed on the· S~CI side ,Qfihe s.Ystein~ a practice ~t SSClhad IcDowledge 'of an~ fully: . ': ' . . 
:and·rweatedly:consented.to. I was · mindfiJ,l ·that Diref;tor: .Panetta, ·aridotheis, had.clearly :: : ' .. 
·~ted;tO,the SSCl 'that o~,respect:for·theksU~tive privacy Qi~not mean~' vJ¢ wer~ 
abandQn41g :Olir 'ri&ht-to,.~strative a~sOI: an auditcapaPility to ens~ ihe' ,~~~ , "'. 
o£the system an4 to protect.CIA.infonnation, the latter an obUgation impoS¢ -by :~tatirte ~ ::. .: 
As 8!coqsequence, I did not inte,pret any representation -to SSCI as requit:ing that we tum . 

: .. 

a·blinn·eye.ta possjble violations of Agency regulations or federal law .. To the·.~ntran',. . . :' .. ::-,, " 
· -:. . ! .. , 

:." 

· 1 SSCtrefe~ to '~cl!tlI .as. ili~ ,~Panc~ Review;" b~tthe 'Age!lcY has hiStOriCaI~'refe~' ~o ,~~~l:> :'. : 
asWGJU ("wecklycaserepi)rts'1) or SRT (S~gic' Review'TC8pl) docUmcnts. . ..... . . " .:," . 
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/ .. ~ , ' ~E[,J\tASSDAT,E: .' :.f. .. . ' 

.. '.' .... ....'. . .". . }4~~"<~~:;::i.C· );f~~;;; 
T·,n..TCLASSIEIED·/nRAF· '. T " '" ". 't.·Il~\k:"~\ .• ;",;~:\.· " . ";"""' • .,: .• . : 
\.:J ~~, • IU " " ~I ,. ~ 1t.;'·.~~. ~ , l • ~ '..9t/,,,,\~. :" " 

" '.' A TIORNEY CUENT PRi\(.ItE6ED~· , '. · .. · ... ~it· " ,.;..\, '''~",~~, .. 

. ":,,' , ' .. :" '. .' - .'... .' <'~ :.>: :,t< ~ .~ .. ,::.'}:' .:·<~;}~~,.·f·"~~:i(~~~:~j;;·:,·~·.··,·~'< 
· :~yund~dJ:ns :P'om,mY'ifirst .days WIth'the Ag~cy. ,y.'hep,- I..w~ PJP.;y'!q~" w.tt!i~~!~b0'· :,~;~, ,. \~.', ,'. .' 
brie~~ 9.n .. ~e S$CI ~ev~~.pro~ss by Age~l(:y.~~cers; .i9,~l~4Wg'~f~~P:~~~~/::" . . ,:/".' :" ':., . . 

. 11?at I;.tiave.an~Uv:e·obhgation to ~e,s~hJtljn .. nh.~:sY.§teP.;l-to..!".~.~·: .... :;.~.,''.,', ': ,:~j • .. 
• •• ~ ,' . • 'n' ,', "_,, " . ' ,. " •••• ~;" •• ' 'I -" " *~;O"'<' ... . 'lV'l'lt.~ ..... , . . , .. ~ •• (~.~*: ... ", ,;")0 •• 

· "ensure\the mtegrity 'ofthat.syStem and·lo;protectcwsified'.materiiil.s' ,, : .' ,::,:'".' ,,,1': ""~: 'i::·:":; ... · :<,;:y,l:i<':';' .. ' '. 
: ." ... ". "," ;,'" , , . ',' .. .. .... ..., . ....... :!~ .... ,.: ·,/:~~~ ··~.~.-~::t~:~'~2:~i~,~r·::~~~:":,:; ,,:,, 

-. ~R~~~;most)iJ#portant}y.;" i~,w.as·!~y,~undemandiQg:.of:agre~ltlent$~'*~~:e~\tl:le.;~iv~,' : ":, .,' 1_: , :~.'" . ... : ' 
, ~Comniittee;ari.chhe ,:Agency:ihat ,restrictions on ,~gency~access :t()\'fhe ;SSCI;~iae;.w.l"w'f.~/;. i:l>~~~., ~::/ ,.~. ':;; . 

iinteniJe4 .to .'p~lude 'th~, Agency ,from ·~nduc~gJsubSumtiv~ '~VleWs .o'Hli~\Q~\imI;i~is~~~~/ ::>.:. , 
work ,product, ,notifom}conducting"normal adiriinistrativefaIl'! securi~~rejate<I ~fuDctions;:";::" : :' , : ~:; , 

" i:eIDj~ 'thilt',irusp.artic~ar ;adItiini$~tiy;e;actioI} .would be :ex;trein.e~¥Jl~~Y!~:;lli.nil~d~to ,>:;;' . ,·Ai : ; . 
. :a:s~ple 'igentifiqrtiono'rtlie.:presence of,particuIar,C14 aoCu~e,~s;. tiot iSSGt;~ii¥J,- ~;:;.L~,:~ .. ·'. .,.:) ~ .~~ 
e~plicit1y ·d,irected ,tbatn9 ,content was ,to ·be·rea4, altered, moveq. 'or 'exarmn¢;~'aqy::':;':' ,;.-:. :.,;' ':6' .~ '.' . ;" 
faShion. J gavefexplicit directio~ that ilieoffieers were·to search only for~th~.sRT .::: ;r" , .. ,~ . . 
qo~~en~."Thcn' were noqo ~h'for or acces~ '8IlY other .. docum~~; .:iior'~)~~t:.2,~;; <:2:::: .. ;. :.;'. , ... 
reVIew the SRT documents.but'SIWPIy to de~flll!..Qe whether th~y:.w~ preS~l,O.Il· th~,~, :·:.I,';;'l" 

, :system. 'Th~' review was :PUre~y in·the ,IDannCf Qfap. ,auCUt; 'Witb:·i!~isu~Stan~ve :f¢y'ieW'~.f~: ·::::.:~ . ~ .!: 

l!l1y.'ci.ocument or Co~ttee ,woik produ~t. '.: '. ':','" · :".:~./~~i::·" ". ' :'1' 

" ... . . .... ..: .. .:.~~~~.:"'. " . ,': ~~::.~, . . 

. ~ter thal'$y, 1 was 'inforrn,eC;i that, o~ IT officers bad de'te~.th~\A:g~Jlc.Y~s ... c';IC:;L~i:·:::': ::';... , . \.il:~;: .... : ;::. ':'. : 
'documenls;weie·.indeed resent'onthe SS I 'side of the system~·)iimQledial¢ly:'iD[o.mt¢Qf?t';l~/" ':.-:.,~ . .'<::(!':' .: :; •.. ; 

'-.-:.-....,....,....,.---.-_ ,.....--;-. -,-' V{~ ·discUs~~. ~;xt:~~!:;~f~%£~~;!~~~~i;;~~::;:·,::>3y .. ·i:~.: 
~"""""~'-"".ll>L: ......... ....."...I£W. .. ~-"'tto this matter qne steP :,~~,:~~~g, .• ,,,:'" . .,',.. 

~~c2L _____________ -'=' = .. hi ... ·c ... b:.'"'-· : ...... wi,dei.th~iiO \~. ".: " :;;""'~ "'.':~;.~;:;~:'::.'.::>;~:~:~,:!,~::: 

. arding whetlier. the 'docUiiientS~bad Deen' \~,,< ~~~~~~~<:! <~, ".: 
. • ",,' . ,» . 1 . '", '.' J'~ • • : • • ~'''.. ~ .. ,r::'l' ~~~.:.Ay..~;1<.-: ... ;\; .i-"" ~'Vt~~:iit · ~;·· .' ! 

:' 8cc
th
' .~~y:SSqstaffe~,. ::. : eIY-'-CQnc . . 'fi~?l~edtha· ODthA~!9.:ffii~~~ ···1·~1.~~V·~11.~~~"' ;,;':: 

, . ,~~~~~p.po~; ",,?,g.~,> gav~~15 uu~u()n ,.·:t :,' : e.'~, , ~~t~4.~t '" .~~~~ ,>'. :;n,.'\lmr.:~~: ,;:':' ..... 
Plt'C1#nsc"I1bed;,·and,shQuld . m~olv~ Q~'y ,tOe Id~nfi~d9cw.n~n~. ~No<,~tP~,r<p~lJPlct9: .'''~:~ ':: .. ' 0:;""';: ' •• y 
w~~:tQ. ·be .~ed,or reviewedapd; ,:~gain. n6. sub~~iY~review ·ot~,i~B.~{id~. ..,,\; . ';.1(.,·,"" 

.' ~ !O o~ur)·T:bat· 8dmomtiQJr"~~ '~Cllve~d .~,a~~~~~r ." .. . ,: '. ',"':'r:.: ::::.,:., ... >~ ,~~ '~l~;i~ii~f:,;~r, " , :' . 
Onilie:Sa::medayj linformedme 'tha~' aiSCtiSsed .this issite, Witli~ilie ·>t:S . ,:': . :~:(,.'" . . ... . . ~ I.. . ,· ... ''''';;;: ... r l .;'-. • J\!"t.4'-""\r ~ : .~ ., ~.~ 

Birector. 8D:d.f:llel?iifctor .. ~' instructed that we it , ~ t.O ~.':~cqwple~M'~;t~~w.,~:x( .::)-.~ ,' ~~;~;r.;; , . 
doCumentS blfthe SSCI.side,bf.tlte sy&t~ W~ ac!-:~l1y, the SRT:4~~ents:d as~cirm~~;! .. ~/-;,;;~:.:c,'. " . 
coll~ 0 a.rtexnpt-to verify the nature 'oftb~.docUmep~~~ · ·.c~y.ty,;~~;>!)!,~~~,::, .' . 
reporteq . 100 'ed '8r~t: flISt ~g~ of a ~dful 'ofthe d~Cinnehts,.8?d):~~,n~i~<d~~~.;';;;~. ;:·]:A~:~· . ',' . ' .. 
that '~y.weree·privilege(Ldraft dOCWDePts ,in question. the,d~ents SS9.~ ·l,la4:not:'/fW.;;,:·i~:"'·:.";\: .. ,. ,: '. 
been authorized to reCeive. onnea m~ :thatO did 'potirad ,~y. .9f.,1P~':;;;'~:'/ ;',' ~ ''', .i. ~ ';.: 

. documents,butmerely lo<t . Ilf 'e . ont page.fonpat'i.~fa feW.t9 s~;ifth~y :@~.~ft~;~~i:' :".':: : ;,,, . 
. the sart?e' wairiitl baDner~:·iliaft designation, fo~t,. etc.; ~ tbe. SRTd.9p.U,rg~ts;: ' I;:~;:: ;-..', :' .;. .;~," 

'iirlh~ ofthis.:~nfimiation. · " : :. ;;;'~, ' :.<: .. ~:.;\,:,::' , ,:' .: ' .. ,.:: '." 
~t~ip. ~~rtioon of ,lm. 1 Q~ ·2014. I receive4 a :reportQffindjri'~S}~~CJ, · ~~,·::;·;~ ;, .:: <~ .. ' ~ .. ' 
mdl~~ tluit five SSCIstaff)neID:bers had acce~~ 'tbe d<>9umen~, .~,~;.~~;~ : . ' .. '.:~;';'" " ' 
of 20 l 0 ~a .. ~nc~uding in:.th¢. f&:lLof 2012, aboQi the time the ,"qole" m ,me;.fU?~·~?:{~!'<' ~:;.: .. ".;;j:;" ;.:j:;:' i·: . 
firewall~ ~.qiscov~re& . T9~ staff.me~bers .. ~ accessed the d~.~~~~:tho~}~q~;~fi' 1'~~~;, .. ,l.:> .... :, > 

. .. . . '<~ .. :t}:··;<: 'v~>" 
~ .... 

. , • ~. I 
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" :i~~'~~~F.~~.:~:~:.;;~:·: 
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of times . . I ited, this.·find · .: aiuI th~DCIA .. t ildvised the :Ditectot of: • J:ePO . J.Dg . ' .... , ... '._ .• ' ~~~ •. 
$.l~ ,imp<?~~.,,?fdet~gth~ .... .'.r-,f~ swr.o~~'Jhi~ ~;~f.0~ ·<!!.~~itigjt · 
'Y!th ·the e9~tfee or· the )Yij •. ~. tie .~~~~e. to ,p~ue all aV8Jl~.1~Qp,tiP~;~,~~h .. ,. 
4~Jermine. hO~Jh.e d~~t$. ~e to· ~ ()n;tQe, SSeI si4.~ ofthe .~y~ asA~~ 
predi.~¢. :~~Y .},ro~er diS¢~~ioDs . . Inote4Jor him ;~. I did not. ~,,~ i:Qy,~~#i~:, 
Qfi~Q,!ptio~.~,~,tl,l~ I cou1~ra,sk the PDA .~.to try Ilh.d. ~lor:e. ·ho.~\~,Sc;rc.<J,IY~::h!1~e .:, 
~hiev~ ·acce~,.tb the9Qcuments. . 

·S~y ~~~n, ~an.l1, 1 wok a ~u atboIlJ.e 1fom.t~e piIu.t.9r,:,wllo puo~e~:tJn~ 
~t p~~~di~~sed the. ~ssi~le SCf\ltity ~~ with .)VIlCPS,;p~(~~p~~~i~'· 
n~plJ'ectox;re*~ hi~, d~1l11.toinfonn the Hill of.~,breac~ ,~".~~;~.;~~1~!~:h1ffi~ . 
emphasiZed:tluit.J was to \lS~.',~~ver meSAS necessary to answ.er th~.question of.h9,W : 
the· dOCUDIen~ ·~ve4 OA ~e~S~CI side of the syst~ so that his comm~~tion .~~. U1e 
Hillcoul~~ur. I vie",ed.thOseinst;ructions .. ~: au~~g m~ to .,~er~,the n~s~ 
Ager;tcy P,eI;s:O@el.and comp.Q.nen~ wh9 would llQ1"Jl1!lllr.be invot:v~·.~:~9,~·~1frut:;,~t 
He,ci.lsotasked ,ri1~to gene~t~ . a set of draft. talking points for that mee$g with 
eomniittet:;. l~~p. J . caUtioned that discUssing this ~atter with the. WH, at this .S4lge,. 
wliS piobl~c. ·~ ·it cOul4 later be vi~wed ~ WlJ ipterfen~nce in,a pqteritial c,tlIlJ.jn1!l e-" 

inY~i~on. lib thanked ~e, for my effortS"and reitera1~ that he ~.!lJ:lt~'~~~~::;~I : 
s~1,l ~ pQs§ib!~~ .. ;m~g~~ay~, JlQt weeb. . ''' ' ''',!. ..' ~ ",' 

OQ theniomilig '~f Jan. i3~ 2014, after informing.elementsof Agency l~d~b(·of. the · 
i~, I WIJS called to a meeting Chaired: th::J! Also in attenruw.~. ... 

lr--"l--:-,-....--.---.-.-.....,.........,....---~ qcJ D/OP A, D/O~4.::iDd,9.~,. L--.~---' 
.~ ._". L);l~ . y. ·PW#& ~e m~tulg ta¢SCribed theeveh~~t? "#.~}~@:t1ie'.+.,t~!'.h~: 

....... ..,.,,!rec~ ... , .. ,-,Jtor's:~l:tions. nI)dica~ .that neiilidr I nor OPA,had any Capability tot;:On~lict ·· 
'the sort offorensic work necessary to answer the DeIA's. uestion conceming the,. . 
prov~ce. ?(thcSRT docpments.i CIC explaiI:led ho, . ouid,.p'~ abie :~ .. :f#..~.· '. 
perf~~Jh.Y, :w.o~ No one .. ~:.attep.~e voiced.any obj~c.tion to ~~o~:.~e. ..• . 
ass~~~; . iIi~.~ thi:re'w~: ~aDimouse~ressionS oC;support for-;~:~9.~s.i~?f~~.­
the.~en~r. n<;ede.cito de~e . .wPeili.~~ ~e do~umellts ~. beCJ;l, m.te~QpaJ~y .~~ or~lf 
~eie was '~me Plpre innocent explanation for their,pre~ce on the .SS.Q .sj.ge"pIj9f.,tP; .. :. 
dis~w>sIDg .th~ ~rier With the SSeI. I adyi~ that .tbe matter ~hould ~<p.4tcedUn~~;~e 

.~ntroroftheOffice of Security. i also stressed thatthis work shciu1tLbedone'withoutC .' 
reierenc~: tp .the" ~ntrnt 6f~y docUll1~ts on the SSeI si9c; that no ~~~s~ti~e :~~l~~~~f .• 
8.Jl>,' :do~~ent ~ ~peiforiiled,shoulq .not be .. perfo~edt and need not .~ perfOn:n¥l' .. 
in omer.to coQg~ct thi . tivity: ... r, . 

, . ," . .. . : .. ;. ,~;:. '~i, ..... ~././;::.~~.~ . 
Later that evening, the aforem~ntioned group met with the Director tb:~uss' statQ$:or :; .... 
efforts ,to, d~~rmiP~ the pIP~ega.Q~ of the dOCUDlI;Dts. BejQre wc:. coWd,Jx!gin ,~ ·.·, .. 
su~~tivedi$CuSsion, the't.>lrector expressed irritation ~~ele Was mv,o,.v.e<i'm\~~ 
eff~it, ~ting#:uq the "optic"of C Cneifom,irillth' :ru:k.wil.ulooj£'. . ." 

C· . ~ tQ expJ"iii that 

~ m . Vl.e~u:e~10~~:i~~~e~t~Il ~~~do~ ;~~~~~d~#~:' .. '. ,.p~.')~~:'. 
Agency~g ~ldy on .i~~urrerif uDde~ding, tha1l;J1lauthorized :~um!m~~~: : . 
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on the SSCI side of the system and had been repeatedly acces~-had an obligation to 
answer the question of whether there had been a security violation or a potential violation 
of law that should be referred to the Department of Justice. Nevertheless, he ordered a 
"pause" in th ork being' conducted' b d stated that it was necessary fu 
consult with the'WH on J:lext steps. Moreover, e expressed his intention to discuss the 
matter with Committee leadership the next day. 

I repeatedly counseled the Director, as well d D/OCA, that it was 
unwise to ask the WH for direction as to a possi e c mvestigation. If the WH 
were to order the inquiry stopped, it could constitute an act in furtherance of obstruction 
of justice. At the least, it could be interpreted that way by Congressional critics and the 
press. Merely consulting with the WH would place the Director in a bad light, making it 
appear that he was politicizing a potential criminal matter. 'I also repeatedly counseled 
that informing Committee leadership of the potential breach at this stage would result in 
the potential targets of the investigation-SSCI staff-being informed. of the 
investigation, and would permit them to "get their story straight" prior to being 
interviewed by Agency security officers or law enforcement, a practice that would not be 
viewed as appropriate by criinina1 investigators. I again recommended that the matter be 
placed under the auspices of the Office of Security and tbQS determine next steps, ' 
be they to continue the review or to refer the matter to the Department of Justice. 

Following these events, I received an e-mail on AIN fro nusmg my 
work, and asking me to come see the Director so he could tell me how much he 
appreciated my efforts. I attempted to decline, noting that it wasn't necessary, but I 
insisted. L-_-' 

At 5:,30 on January 16, I was asked to come to the Director's office. The Director said 
he understood I was concerned about events relating to this matter. Referencing the 
meeting on the evening of January 13, he said he could come off as "brusque" but that -he 
hoped he hadn't offended me. He went on to say this was a difficult matter, but he was 
the Director and had to make a decision about the proper way to proceed. He said he 
appreciated my advice, fully supported all my actions in this matter, and urged me to be 
proactive in coming to him with future concems-directly ifnecessary, rather than 
through staff. I thanked him for his consideration in bringing me in, but noted that an~ 
discomfort I had concerning this matter was not related to his demeanor at the January' I3 
meeting, but rather stemmed from a concern that I had not adequately or with sufficient 
force conveyed what I perceived as the legal risks iriherent in his 'chosen course of action. 

He asked me what he should do going forward and I made three recommendations: 
PI:ovid S with written instructions to early out a review of this matter using all 
available means at her disposal; and to arrive at a recommendation ''without fear or 
favor" ; to refrain from further discussions with the WH until such time as the facts were 
knowri; and to contact FBI to let them know of the potential breach-noting that the facts 
are incomplete and that it could tum out to be a matter oflittIe consequence-but to 
inform the Bureau of the actions that had been taken and to accept help in conducting the 
forensic work if offered. The Director thanked me and noted that these all seemed to be 
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good ideas, and that he would pursue them. I again thanked him for his thoughtfulness. 
The CQnversation was cordial throughout. 

Addendum re Feinstein letter of January 23,2014 

I share a few thoughts about Sen. Feinstein's ietter-in particular, it's most imPortant 
implicit assertion, that the Agency is not .permitted to access the SSCI side of the CIA 
system for purposes of seemity monitoring and to ensure the safety of classified 
mareri~. . 

That assertion is simply incorrect. Throughout the life of the SSCI review CIA has in 
fact perfonned security monitoring and exerted compliance control over RDI Net, 

, including on the SSCI side of the system. The Agency monitors the entire system.as it 
does all CIA systems, and SSCI awareness of this fact is reflected in the security 
warnings and disclaimers that SSCI staffers see as they access their side of the system. 
The seemity Qriefing provided to SSCI staffers makes it clear that such monitoring / 

to be expecred. 

Of course, it must be so. After all, SSCI has neve~ attempted to exert any sort of security 
protocols or monitoring over the system. To my knowledge, no SSCI secmity officer has 
ever accessed the system or requested permission to do so. If SSCI is right in claiming 
that CIA lacks the authority to maintain security of the system and its compliance with 
Agency regulations and applicable law, then we have created a system in which no one 
has .that responsibility; Even the DireCtor lacks the authority to establish a system for 
maintaining extremely sensitive, c~sified doc~ents and exempt it from all secmity 
monitoring and compliance. . 

. I 

In point offact, of course, DCIA Panetta did not purport to do so here. While SSCI 
asserted the right to complete hegemony over its side of the system, the Agency did not 
accept that demand, The Committee cannot establish otherwise by repeatedly citing its 
unacknowledged and unapproved assertion of complete control. I am told that like many 
issues of contention between the Agency and the Committee (such as the ultimate 
ownership of the documents being provided to the SSC!, which the Commitree still 
claims should be given over for pennanent storage on the Hill following conclusion of 
the Review) Agency leadership at the time chose to defer "open warfare" over the issue 
of security by not making it an explicit provjsion in letter exchanges between the Agency 
and Sen. Feinstein. But at no point did the Agency abdicate its responsibility to maintain 
security over the system-and my own view is that. in any event, it could not have 
lawfully done so. 

Finally, and per~s of grearest significance, the "stand alone" nature of the system was 
only important, as the letter from Sen. Feinstein explicitly admits, "because it was 
recognized to contain SSCI work product." The preliminary audit conducted in this 
instance, which took place because there was a reasonable baSis to believe that a violation 
of regulation or law had occurred, did not involve the review of any work product. It was 
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solely focused on determining whether CIA documcots-resideot 00 a CIA owned and 
operated ,system, housed in a CIA facility and entrusted to CIA officers for management 
and security-which had not been authorized for passage to the Committee had been 
accessed by the SSCI staff. No substance was reviewed, no documents were moved or 
altered, and no substantive ~ormiltion was gained. 
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