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~(U) Executwe Summary g i

(U) 'On30 Ianuary'2014 l.he CIA Office of InSpector General (OIG) opcned an’ mvesuganon
into u]legatlons that Agency. pcrsonnel improperly accessed Senate:Select; Commluee on .
lntelllgcnce (SSCIh smff files and records on the CIA-opcratcd and ‘maintaine: ' Rendmon.
- 'Detention, and’ Interrogauan network (RDINet). ‘On 30J anuary 2014 in accordancc thh Tlt.lc
-S50US.C. § 35]7(b)(5) QIG reponed the matter to the. Dcpartmem of Justice. (DOJ) for potcnuai
violations:of Titles 18 U.S.C. § 2511 (Wiretap Act) and:18 U.S.C: §n1 030 (Computer Fraud and
Abuse:Act)'. The investigation was predicated on information obtained as part'of an OIG review" .: '
into allegations made by SSCI Chairman Dianne Feinstein to Director of the Central Intelligence™”
Agency (DICIA) John Brennan that CIA personnel had “conducted one or more searchee of the
_icomputer network at an‘offsite facility that the'CIA had assigned exclusively to the: staff ofithe .
[SSCI]."" The'OIG investigation was limited in scope to review the conduct of Agency ofﬁc:als
"and d1d ‘not examine the conduct of SSC} stnff members. -

-(U) The OIG investigation determined the following:. .

. (U) Five Agencyemployees, two attorneys and three informati'dn wchnology (IT) staff ..
- members, improperly accessed SSCI Majority staff shared: drives on the RD]NeL ;

" 0(U) Thethree IT staff members who accessed the SSCI Majunty shamd dnve
displayed a lack of candor about their acuvmes when interviewed by the OIG

2.5(U) The Agency’ filed a crimes report with the DOJ, repomng that SSCI staff mcmbcrs
- may have improperly accessed Agency information on the RDINet: The 0IG |
investigation determined that the factual basis for this-referral was unfounded a.nd thc

e

ke
o "E'ZS Bt

author of the letter had been provided inaccurate- information pn___:wh;ch theletter was® 0 &
‘based. _ . g

3. (U). Subsequcnt to du'e.cuve by the D!CIA to halt the Agency review! of SSCI staff s
access to the RDINet, Security| fOS) conducted a limitedand .o 0
mcomplete mvcsngauan of SSCI activities on the RDINet that mcluded| | i

and a review of some of the emails of SSCI Majority staff members on that -
network.. A

(U) RDINet was built.at an Agency facility in June 2009 to support.a SSCI review of the

Agency’s rendition, detention, and interrogation activities. RDINet was created to allow, Age.ncy
staff to'review documents for production to the SSCI, and to provide appropriate documents to :
the SSCI staff. Separate electronic shared drives were created‘on RDINet for. the use of lhc SSCI™ %
Majority and Minority staffs and for the Agency personnel supporting the review and redacuon i

' (U) On30 April 20 ]’4 the DOJ advised the'CIA Inspector General that DOJ had oomplctnd |ts revww of the
allegauons and had no pmsecuwﬂal interest,
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& of documents provided to the SSCI review teams. Following review. of relevanl documents by_ .

the'RDI'team, responsive: documents were then made: avmlable to SSCI staff mcmbers on tht.-.u'T
rcspcchve~shmed drives. E b - 2 a«'_ %

(U) As parl of the Agency 8 efforts to review and pro\rldc documems to: the SSCLat.hen DICIA' o k

Leon Paneita- requestcd summaries of the documents being provided to the SSCI 'I'hcsc g

: summary!analyu::aj documents were considered and marked as internal. and pnvllcged by thc

Agency: The Agency holds that: the‘documenls were outside the scope of thc data Whlch the

Agency agrced to provide for the: SSCI review. 'The creation of such sunmmncs was halted m 3 ‘

early 2010 when the DOJ:began & an :nquu'y (led: by Assistant United Slates Attomcy ] ohn :
Durham) into RDI mauers ' ;

(U) While: rhcre was no s:gnedmcmorandum of undcrstandmg,beMecn thc Agcncy and ‘SSCI
regarding 2 access to the RDINet; ccorrespondence between then D/CIA Panctta and Chaﬁ-:ﬁ'z‘m
Feinstein estabhshcd a common® understandmg between the parties that the'SSCI shamd dnvcs
would be a wa.lled-off area‘that-‘would only be accessible to CIA IT admlmstrators for the sole
purpose of’ IT: network adnumstratmn In addition to the common undcrstandmg, the. SSCI staff
were provlded a waming at. each login that their “use. of this system, may be. momtorcd and you

have no expectation of privacy.”

(U) Improper Agency Access to SSCI files on RDINet

“ e (U) Onor bcfore 91 anuary 2014 personncl from the Agcncy S RDI team theonzed that SSCI”
* staffers had unpropcrly obtamed coples of the pnwleged mtclhgcncc summaries created by the i

Agency, and that these documcnts were stored on the: SSCI Majority, staff sharcd drwc On
9 January,. membérs of the RDI team’ uscd the IT'system administrator access to the SSCI

* Majority shared drive to prove thls lheory The Office of General Counsel (OGC) anomcy |

unilaterally: concludcd thai  had thelegal authonty to task

- members,of |to access the SSCI shared drive and conduct a search for copiesiof the
; I‘____pnvnleged documsnts A second OGC attomcy, \tasked three. members of the

Majonty shared drive on three separate occasmns bctwecn 9 and 12 January 2014

{U) As'a result-of rhcu- review, the two OGC auc;u'ne:,rsl - conciuded lhat copx&s of

¢ e eitadet oy

the intelligence summaries were presént on the SSCI Ma}only shared dnvc,;ﬁand that the Agcncy. R

had not provided | those documents to the SSCI staff as part of rcgula: provlsmnmg ot‘ RDI

documemauon The attorneys therefore behcved the SSCI staff had 1mpropcrly accessed

portions of the RDINet that were restncled to Agency staff and lhmugh tlns access moved thc TN
intelligence summaries onto the SSCI'Majority staff shared drive. P 0 :

(U) On9 January, followmg their taskmg to.the IT team, the 0GC attomeys also tasked. the

Agency § mtcrna] IT momtonng componem with obtaining furthcr mformau:m on thc acnvmes b WA
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of SSCI staffers on: RDINel. usmg datd previously: col!ected by the Agency on the: system.. Both
attorneys informed ithe: momtonng team that'the taskmg was directed by: ithe D/CIA; however, thc
OIG investigation showed no ‘evidence that the D/CIA ordered the'taskingc jor:was even aware of

the tasking atithe time it-was made. Based upon this tasking, the ‘monitoring team staff . .
performed:a lmuted review of SSCI. sbaff activity, using the prcv;ously coilcctcd data

) Oﬂ'ice of Security Review: of SSCI' Staff Activ:ty

(U) ‘On 14 January: 2014 .the D/CIA became aware that the monitoring team. had bcen engaged
to review the‘questioned. achvmes of the SSCI'staff on RDINet, and unmedlalcly ondr.red ‘a &
standdown on any and all investigative activities. The D/CIA briefed SSCI Chammih 'chstcm 3
on15 January that, based upon: information provided to him by the| attorneys, SSCI staff . T
members'had improperly accessed Agency documents. The D/CIA rbcommcndcd lonhe SSCI
‘Chairman and Vice Chairman. a joint'forensic review of the activities of SSCI: staffers and ;
Agency personnel on the SSCI ‘shared drive. The 'OS was then asked by the: Gfﬁce of the

D/CIA to prepare to conduct ajjoint forensic review. with-SSCIL. Prior to.the commencement of b
this joint review, the SSCI Secumy Officer informed OS that, per Chmrman Femstcm ithe
‘SSCl'was on standdown for any joint review. Dcspltc ﬂus notice that SSCI was no’ longcr g
interested in a Jomt review, | 08 requested concurrence from the. DICIA's ofﬁcc to procecd i it
with a umlazcral review of Agcncy and SSCI activity on the SSCI shared drive: WIﬂ'lOlll wamng

for concurrence from D/CIA| POS ‘directed an investigation t:vy1 }staff that: rcsulted'm the
gcncrau'on of a report of SSCI actmly on thc SSCI Majority. shared drive,: whxch mc],t_;ﬂed

was _éllso

based, in part, on mformauon prewously coilected by the momtonng team:::
(U) Agency Cnmes Report. On Alleged Misconduct by SSCI Staif

Yk

(U)y On7 Fchruary 2014 the then-Acung General Counsel who had: prcvnously recused hmlsclf

crimes report with the DOJ, as required by Executive Order 12333 and the 1995 Crimes -

Reporting Memorandum between the DOJ and the Intelligence Community based on inaccurate ¥

information provided to him by DS The crimes:report stated that SSCI staffers may have
exploited a software vulnerability on RDINet to obtain access to the mlclhgcnce summiaries
created by:the Agency, in violation of the Computer Fraud and Abuse Act, 18 U.S.C:§. 1030.
The report was solely based on inaccurate information provided by the two OGC attomeys to

. |0S'and:was not supported by, or consistent with, the results of the'limi limited 1nvesuganon fad
conductcd by OS team. The OIG investigation determined thal there was no factual: bams for lhc i
allegauons made in the CIA crimes. report. o a2

}
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(U) Lack of Candor by Certain RDI Staff

(U) The OIG determined that RDINet IT officers responsible for assisting:in:conducting the
search of the. SSCI Ma_lonty shared drive were not forthcoming in their mmal interviews wnh
OIG; in'that they failed to disclose to the OIG the activities they ccnductcd at the attorneys”,
direction; to-access the SSCI Majunty staff shared drive. When'interviewed:a.second ‘time a.nd
confronted with-evidence of their actions, two of the officers. adnutted lo thcxr conduct The thlrd
officer declined a second interview. ' SNSRI
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L (U) Predlcatlon

S e

£ (U!/ﬁ:)u@ On29)J anuary 2014, the Office of [nspoctor Gcm:ral (OIG) mlualcd a
special review into the activities 0f CIA personnel related to the access of Scnate Sclect
Committee. on Intelligence (SSCI) files and records on the Rendition, Detention, and -
Intcmagatnon network (RDINet) located at thc| B building, an Agency faclluy ing rhe o

'On'30 January 2014, OIG opened an investigation based on

mfonnat:on discovered in the specla.l review. In accordance with Title S0 U.S.C. § 3517, 0IG

reported the matter to the Department of Justice (DOJ) on 30January:2014 forpotential =

violations of Title 18 U.S.C. § 2511 (eretap Act) and 18 US.C:§ 1030 (Cumpmcmaud and st 1)

“Abuse Act) o s 7 e ;
}' pa

2. (U//FOEQ) On 23 January 2014, SSCI Chairman Dumnc chstcm sent a lctler to thc
Director, Central Intelligence Agency. (D/CIA) John Brennan allcgmg that CIA pcrsonncl had .
“conducted one or more searches of the computer network at an offsite facility that the CIA had
assigned exclusively to the staff'of the [SSCI).” The letter detailed several questions
Chamna.n Feinstein had regarding the conduct of CIA personnel and alleged violations of the
4" Amendment, the Speech and Debate Clause of the Consutuuon the Compuler Fraud and
Abuse Act, and Executive Ordcr 12333

W (UH?OHO) OIG mvesuganon was Imuted to the alleged access of; SSCI data on
RDINet by Agency ‘personnel (Exhibit A)in J anuary 2014 and the subsequent actions taken. -
OIG investigation covered the issues of Agency personnel engaging in unauthorized access or
cxceedmg authorized access to-the RDINet, Agency monitoring of the RDINet, and whether a
formal agreement had been made.between the CIA and the SSCI regarding the ubc of RDINet.
The activitics of SSCI staff members were deliberately excluded from the investigation.” No.
attempt was made to interview SSCI staff members, and digital forensics on RDINet and the”
associated performed by OIG was limited in scope to avoid obtaining uﬂormauon f3h
related to the activities of SSCI users beyond that provided as part of the predication for the - A

Senate staff to be conducted:by the U.S. Senate Sergeant-at-Arms:

._.'_’,,. ._. i

II. “(U) POTENTIAL STATUTORY OR REGULATORY VIOLATION(S)_

* (U):Title 18 United States Code §2511 Inrerceprmn and D:scla.s'ure of Wire Orai or:
: Efec:romc Communications Prohibited (Wiretap Act)”

» (U) Title 18 United Stare.s Code § 1030 Fraud and Related Acuwry m Connecrwn wr.th
".Computers ( Campurer Fraud and Abuse Act) 3 g b

L Yy Sca
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L. (U) BACKGROUND S ?

(U) Review of the Rend:rlon Detent:on, and fnterroganon ngram

4, (U?)FOHO) On 26 March 2009, the SSEI 1nformed the CIA that the SSCI planned to
conduct a thorough review of the CIA's RDI Program’. On 22 June 2009, the SSCI slaﬁ' began
their review. The review necessitated access by SSCI staff to a large volume of sensmve, :
classified, and compartmented CIA documents, In order to provide the: documenls to.the SSCI
staff and ensure pertinent information was. provldcd. the CIA established a review Process.”’ <.
Initially, the SSCI staff provided search terms to the CIA RDI Review Team (“RDI team”)’ to '; 5
identify responsive documents: The RDI team tasked Agency components with searchmg lheu
databases for the requested material and collected the: potentially responsive documents. The. -
CIA tasked components of the Agency to conduct additional searches of their holdmgs for
potentially responsive documents that were then prov:dcd to the RDI team; The RDIteam.
reviewed the documents; for responsiveness, removed information designated as Executive 6,
Privilege information, and provided the SSCI staff with access to the documents via lhe RDINet

5. (U/FOUO) Inan effort to uniderstand lhcrmfonuauon the Agenc y. had released and AR S ;

continued to-release;to the: SSCI staff ‘the RDI Speclal Review Team (SRT) was created i in May
2009. The SRT created documents known as Weekly Case Reports (WCRs), among other - iafirs
documents, at the.request of then D/CIA Leon Paneétta for:thé purpose of summarizing for CIA '
management the information being: produccd to the SSCL.- In approxi rnalely February or March
2010, WCR production was halted by members of the Agency staff i in response toa Dcpa.rt.mcnl i
of Justice investigation led by Assistant U.S. Attorney John Durham.*- Agency staff mtcmewed s
by CIA OIG mterpretcd the “Panetta Review"” (a.k.a. Panena Report) as a compllauon of the
- WCRs. : %

(U) RDINet System

6. (U/EOYQ) To facilitate SSCI staff access to the large number of released
documents, the CIA created a computer network called RDINet.. RDINet was. established in a
secure CIA vault in tbc[ of the ClA'q' |building, with separate physical
locations for CIA analysts to review and redact responsive documents arid a physical “reading
room” for SSCI staff to review responsive documents. ‘The SSCI Majority and Minority staffs

' (U/FOUQ) The Senate has historically referred to this as a study on the CIA’s Detention and Interrogation . » |
Program. The study was launched following then D/CIA Michael Hayden's disclosure of the programi‘to the SSCI-
in September 2006. On § March 2009, the SSCI voted to initiate a comprehensive review of the program.
! (U//FOBO) The RDI Review Team has had several historical names, including the Director’s Review Group and

~ the Office of Detainee Affairs. The team included attormeys from the Office of General Counsel that oversaw the -
RDI review performed by SSCI and an_ lnformauon technology team that. supponed the RDI'system used for review.

? (UHFOYO) In January 2008, Asmuml U.S. Attorney John Durham was appo:nlcd by.the: DOJ lo lead an

investigation into.the destruction of videotapes of the interrogation of detainees. In mid- 2009, the Dnrharu task

force was expanded to include.a review of the detention.and the use of various interrogation- lechruqut.. ‘)f the -
Agency. . 3
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were later physically separated into two secure reading rooms at the request of the SSCI. Each :
of these offices.included secure CIA-provided computer workstations for the review.of materials
released by the CLA and for the creation of individual work product. ) |

7. (U//FGUO) RDINet is a standalone network lhat hasa. hrmtcd connecnon to: Lhe
Agency Data Network (ADN) for administration purposes, mcludmg the. mgesuon of system '
software patches and updates and for routine network monitoring (Exhibit B) “The SSCland .~
CIA were provided shared storage areas on RDINet that physically reside on the same hard drive .

- array. -Separate electronic storage drives were established for both the CIA and the. SSCI to save -
documents and their respective reports. The SSCI was also provided. additional storage drives . .-
further segregated between the Majority and Minority staff, -Access to data was restricted- -
through the use of access control lists and logical rules associated with the software. This virtual -
separation was intended to control access by the various parties to the RDINet, e.g.; to prevent
general CIA RDINet users from observing or accessing SSCI data, and to;prevent SSCI users
from observing or accessing CIA data that had not been released to them.Lotus Notes was
installed on the network to provide an internal RDINet email capability. The email server

allowed for communication among all RDINet users, both ClA-and SSCI, and‘had no- '». G g

connectivity to the ADN.

9 (UNFGU.O)_In Octobcz ZOILwhen General Counsel: Slcphen Pmston dcpaned
) |was appointed the Acnng General Counsel. Because

. had previously recused _ from any RDI matters,
'. . | Becauseof ~ recusal regarding the RDI
fndttei‘. .was unsupcrvu.ed by the Oﬂ'icc of General Counsel pertmmng to. this matter.

10. (UIIFDU.O) On 22 June 2009, SSCI staff members began their review of RDI -
materials at the secure famhty

11. (U//FOHO) In November 2012, the RDI team learned of a vulnerability with thcl
Google appliance, related to configurauon settings that had been in place since the initial -
installation in November 2009.- OIG reviewed an April 2013 email between meinbers of the
RDINet IT staff detailing the existing settings, which indicated an access. control deﬁcxency for
search results. The RDI IT team updated the Google appliance in April 2013 to-reflect this-
change. Prior to this update; the settings:provided to OIG showed that the Google appliance was
not configured to enforce access nghts or search permissions within' RDINet ‘and its holdmgs

OIG Case No. 2014-11718-1G L i e el
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2 (UI/F'OUO} Onl. Novcmbcr 2012, SSCI'

crnallcq . rof the RDI IT staff, and others to inform them that Lhc
new Google appliance was indexing the Majonty staff work product on a shared drive.

‘requested that the IT staff configure the tool 10 Stop. mdexmg the shared drive: OIG found 1hal ;

the Agency did not take action to- addrcss ___request. - :
(U) Memorandum of Undersrandmg Regarding the Operanon af RDINer . M

. 13, (U/FOUD) Dunng the course of this investigation, OIG determined that a si gned..«ii
and finalized Memorandum of Undcrstandxng (MOU) between the SSCIFand the' 'ﬁ' i
review, including access-controls, did not exist. Nevertheless, multiplei initerviewees referred. to” ciiles
the existence of a- blgned MOU: . In this regard, OIG found that that a series of written letters -

“were exchanged between: SSCI T (Chairman Feinstein, then Vice Chamnan Bond.

land then| 'and CIA (then D/CIA Parictta’
and lhenn ) detailing lhc desires of each snde with rcgard
to the: use of CIA space and systems, and SSCI access to documents (Exhibit C).- These letters<

were found to- contain some common language with regard to the use: of the CIA fac:lmcs and
computer systems, .

14, (UHFC)BQ) The last letter OIG found on' the topic from then DfCIA Panctta to
Chairman Feinstein, dated’12 June 2009, described that “an agreement was reached between CLA
and SSCI staff personnel regardin g operating procedures for the SSCI'review of material related i+
to the CIA"s detention and interrogation programs.” The standard operating. procedures (SOPs) *
rcfcrcnccd appeared to be detailed in a document titled **Standard Operating Procedures for: SSCI
Review,™ a three-page, 18- -point document produced t0-OIG by the Office'of General Counscl
(Exhibit C.e). Point five of the:document discussed the Committee’ S, need to “create work
product'on a walled-off network share-drive” accessible only by the' SSCI a.ndi“ClA access. to
the walled off network shared drive will be limited to CIA information tcchnology stdff except:,
as authorized by the Committee o its staff.” Point eight stated that all Committee staff granted.
access to the Reading Room were required to receive a security briefing; ‘OIG reviewed a
document titled “Security Briefing,” dated “May. 2009,” but found no cv:dence thal the hnctmg
was ever provided to SSCI staff participating in the RDI review.

15. (UI/FDHQJ A separate document, titled-*‘Memorandum of" Understandlng Senate

-Select Committee on Intelligence’s Rcv:cw of CIA’s Detention and Interrogation Program”? &

(Exhibit C.a), dated 28 May-2009, stated in point 'C."” that,

A specially designed share-drive will be provxded on Lhc Agency s stand alone o

network.  As SSCI requires, the share-drive can be segregated with only SSCI )

access and walled-off CIA IT adnumstralors except as olhcrwlsc authorized by i 17
- SSCI [sic].

fU ) ‘Author unknown. The OIG did not find evidence:thar this document was. pmwded to the. SSC[
(U] Agency: aulhor 'I'he OIG did not find evidence that this docunient was provided 10 lhe SSC[

OIG Case No: 2014-117181G P Rt P ok
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- OIG found no ew?idence that this. docutﬁcnt was: pmvnded to the SSCI. staff lnvolvcd in the review

'to scvcral CIA ofﬁccrs on27 May 2009 statcd’
r.hat the document was a “‘proposed MOU that we will attempt to finalize with the'SSCI staff i
The emaxl made reference to having SSCI staff sign a Nondisclosure Agreemem (NDA) as wcll
OIG was not able to find any documentation that SSCI staffers si gnod an Agency NDA.. . i

(U ) Mom:onng

16. - (Uhﬁ)‘U@) The. RDIth dcsktops were built as modified vcrsmns of the standard

Agency workstations. At the time of inception, software. sccunty measures were put in place by
the CIA to protect classified mfonnar.mn from exploitation, including the,

_ |and a logon warning banner. Bolh were: standard: fcatures that wcre part of‘any
o Agency workstatzon :

T [(Exhibit D)

| OIG found no evidence that SSCI membcrs had becn briefed on’.
momlonng specific to RDINet.

18: « (U/FOU) The RDINet warning banner is the standard Agcncy warmng banncr It
consists-of an advisement that all users are exposed to at the time of each login, which mcludccl‘
any SSCI user who logged-ontothe RDIN et: The wamning is located in-a dialogue box that thc
user has to acknowledge prior to logging i in: The dialogue box consists of the followmg lcx!

~This is a U.S: Government system and shall be used for authonzcd purposcs only. All
informati on on this system is the property of the U.S, Govcmmenl and may:not,
accessed without prior: aumonzauon Your use of this system may be. momtorcd and you-
have no expettation of privacy. Violation of system security regulations and guidance
may result in discipline by the Agency, and violators may be criminally prosecuted. . . .

(U) Acting Geneml Counsel Department of Justice Crimes Report "f-l &y i

X (UN/FOUQ) On 7 February 2014, CIA Acting General Counscll
wrote to Attorney General, Eric Holder, to report the matter of potential violation of Title'18

USC § 1030 (Fraud and Related Acti \my in Connection Wxth Computers). by mcmbcrs of the

OIG Case No: 2014-11718-1G
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SSCI on'the RDlNet° (Exh:blt E). The report detailed that in the Novembcr 2010 Umeframe a
member of the SSCI'staff conducted a search on the RDINet that appeared mtcnded 0 access a

part of the system to which the member did not have authorized access, 2 s T

IV. (U) INVESTIGATIVE FINDINGS e

(U) -Executi ve Summary of Investigative Fi indings

20. (UIIFOUO) OIG investigation found support.for allegations that CIA staff
intentionally ‘accessed the SSCI shared-drive without authorization and exceeded: authonzqd
access. Additionally, three:-members of the RDINet IT team were not candid w1th OIG - when -
interviewed and initially failed to dxsclosc their recent investigative access to the: SSCI shared
drive. The investigation did not find support for the allegation that CIA performed- real-time -
interception of SSCI communications for its review of the matter in question, however, CIA did
review stored information that included and a review of some of the.:
emails of SSCI Majority staff members on that network. l‘hé‘ﬁ:’vemgatmn found that. D:‘CLA
Brennan did not authorize the access or know the extent of the access, and- 0IG obtained -
conflicting testimony regarding whether or not D/CIA Brennan had any knowledgc ofal ]_
review performed on'the SSCI shared drive Luml after it was.completed.. OIG -
investigation further found that the Director of Security ‘authorized a review of the SSCI '_
activities, including the reconstruction of the emails of SSCI staffers, following a: stand-dewn
order by the D/CIA and a request to withdraw authorization by the SSCI security officer.
Finally, OIG investigation found that the CIA referral of criminal conduct by SSCI staffers was
predicated on-inaccurate information provided to the l.hen—Acu ng General* Counscl P

(U) Absence of a F. ormal Memorandum of Undersraudmg Regarding rhe Operanon of RD!Ne!

(U/FOUOQ) - OIG did not find evidence that a final document was agreed upon by
both the SSCI and CIA, nor any documentation that an agreement was signed by the CIA or the
SSCL OIG did find; however, that there was a common understanding reached between the CIA
and the SSCL’ Several letters between SSCI Chairman Feinstein, then SSCI Vice Chamna.n
Bond, and then D/CIA Panetta were exchanged in 2009 that contained enough similar lmguage
to define a working agreement. The common understanding between the SSCI and CIA did
contain language regarding a walled-off network shared drive for exclusive SSCI use, except
when IT staff required access for maintenance or troubleshooting. In addition to the. woriung
agreement, the SSCI staff were provided a warning at each: 1ogm that their “use of this system
may be monitored and you have 'no expectation of _pnvacy *OIG found that. !he | :

installed at the outset:of RDINet by CIC/ | was connectediin the nonnal .course of
~ business andI was collected in a manner consistent with the adml.mst.ranon of -

® (U) Pursuant to %cuon I.6(b) of Executive Order 12333, as amended and Sections VLB, VILA4, and VIII A of.
the 1995 Crimes Reporting Memorandum of Understanding between the Departmeat of Justice and:the Inwl.hgcncx,
Community, the CIA is required to the report to the DOJ mformatmn concerning federal crimes.. .
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~Agencyinformation systems. ‘Additionally, OIG did not ﬁnd"documgntaﬁOn:ﬂlat'-NbA'sfidf""

_ copies of documents referred:to, as WCRs.

s'ecuﬁt}":b'rieﬂn gs were provided to or signed by the SSCI staff.
(U) Unauthorized CIA Access: 1o RDINe: and Related Taskings

22, (UHFOUO) During the course of the i mveshgauon OIG found that in January 2014, .
five Agency. officers exceeded authorized access or directed such access Lo i

the SSCI'side of RDINet: “These accesses were not conducted as part of IT. adnumstraugn or

routine Agency monitoring, but as part of a CIA investigation‘into how SSCI staffers obtamed

r

. 2_3- (U/FOH0) __the' OGC attorney| SEn N
.told OIG that

suspncnons stemmed from letters from SSCI Chairman:Feinstein andiScnator Udall “
requesting copies of the “Panetta Review,” the latter of which Senator Udall used'to cx_p_lgm the
reason for delaying Caroline Krass’ confirmation hearing as CIA General Counsel. | L,
supposed that the*‘Panetta Review” referred.to SRT documents or WCRs that were crcated at the
behest of then D/CIA Panetta. Asaresult] told OIG | bcgan toconsider the
circumstances of how SSCI could have obtained access to CIA documcnts ‘considered to

be i mappropnar.c ‘Between late December 2013 and early January 2014, cxpresacd| i :

suspicions to 'and informed that the RDINcl logs should be

_ reviewed to determine how SSCI obtained access to the WCRs. OIG review: of _ |

titled -
“Memorandum for the Record re: partial timeline of events surrounding discovery of: SRT _-' -_
documents on RDI NET,” (“MFR"™) (Exhibit F) which contained a timeline of events froru[

perspective. ‘In this docu ment, unilaterally reached the legal conclusion that 'had the
legal authority to task members of to access the SSCI shared-drive and look for’ Aacncr
documents lo,whlch believed the SSCT staffers were not entitled. stalcd thal

tasked the IT.team tolook for SRT documents on the SSCl staff side’on 9 January 2014
(U) RDIIT Team Review

24, (&IRFF) On 9 January 2014, after a discussion wnh directed
RDINet IT, to set up a uscr ‘profile on' RDINet that was-

conﬁgurcd with the same pnwleges as a SSCI Majority staff user.| rcqucsled this -
access in order to run. Google queries with the same permissions as.a SSCI staffcr 10 see what
they were able to view in their search rcsulls { [udenuﬁcd -
the presence of WCR reports on'the:SSCI Majority shared drive through a review of the Google -
search results. After identifying the’documents, mapped to the folder where the .
documents resided and used "dummy account” wn.h SSCI-like pemmmons to

7

_ ; ~ was'initially interviewed by OIG prior o the discovery of the MFR. Fnllowmg Ihc
discovery of the MFR beclmcd to be interviewed about its contents. ,

OIG Case No: 2014-11718-G 3 e
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open the folder. i \recognized the documents as likely WCR reports based on thetr
filenames and folder structure, and opened “a few” of the documents to. wew the first page,

where _ pbserved a disclaimer and format similar.to the WCR documents. informed-
of.the findings.| ' tgn_ef_ed

= ——7.1'

findings:

25. (U//FOHO) On 10 January 2014, tasked  |tosearchithe: RD&&‘;&:t _

database to verify whether the SSCI had been provided-access to the restricted documents.

search of the databasc revealedithat the documcnts ‘were. not locatcd in lhe databasé i

Foliowmg |sea.rch E conducwd B
search on the root of the RDINet shared: dnve, which contains all user profiles, user accounts
and shares used by both CIA and SSCI users. search indicated that the restricted

documents were!located on the SSCI Majonly shared dnve and-one SSCI user’s. pcrsonal drive.

| _ nawgated duect.ly to the locations of i interest on the SSCI Majonty shamd dnve aswell
as to the SSCluser’s personal drive.

(g R
26. (U/IFOBO) During the course of the investigation, OIG received oonﬂxchng‘ 4 e a

statements’ from’ regarding additional accesses to the SSCI shared. dnve
and subsequcm screenshots taken during those accesses. According to |followmg

confirmation that the restricted documents were present on the SSCI Ma]omy shared dnvc.

specnﬁca]ly requested access 1o the drive so that could look at the- documcnts i

, ‘granted this access, associating the drive as| . workstanon for
approximately 20 minutes. stated that. during this time, capmred screcnshots
of the SSCI Majority shared drive file structure. emailed the screenshots to| f i
requesting the screenshots be transferred to the ADN. According to ' however; R
requested that cometd  office, where pprovided acccssnto the SSCI e
Majority shared drive from workstation, | \when mtenrlewed was unsure of . . &
the methods used to grant the access and. stated that fhelpe,d take scrccnshots of -

folders:and sub-folders of interest on the SSCI Majority shared drive: 011 bchulf et

27. (U/FOHQ) OIG review of activity: associated'wllh_ RDINet user’account
-on 10 January 2014 showed attempts were made to access
! | Next, activity showed usage of
followed by a Lotus Note to| _ ADN. A review: of -
_ personal storage drive on the ADN found a folder named | Lvhu:h contzuned
related to searches of the SSCI Majority shared drive, home page, and not S
authorized” messages. '

uf

28, (U/FOHQ) ~|provided the screenshots to _ and tasked e
determine if the restnc!ed documents had been accessed by SSCI btaffcrs On 10 Janu_’ r

OIG Case No. 2014-1 1718-1G ¥ Sraid
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- i.tgskt:s_d_ _byemailto qblam
|Thc email acknowledged that this was a SSCI sha:ed dnvc

~29. (U//FOYQ) On'12 January 2014, [sent an email { 1o LhmRDlth IT laa.m _
requesting new versions of the screenshots that showed Q \ as the mappccl dmre letter vice: Y '\.
SSCI user access to the-drive was mapped as Irequested these updated: scrocnshots
in order to “provide the optic” (e.g. display more dccuratcly) that the folder.was located on;the -
SSCI Maijority shared drive. Both comphed wnh the rcquest and_
emailed responses on 13 January 2014, - it

30. {CHNE) At OIG’s request| | provided OIG an cmml and auachmen "‘dated £t
13 January 2014 from Ito 'and copymg iy
email documented the RDINet IT team’s re response to

F
12 January. taskmgrand

—1 L . :'
mepcmes and security: beumgs for

drive Q:\ labeled as “Share Majority Data.” ~ also responded to a series of questions . o
from| regarding the number of filesinl ke
and in its subfolders, as well as information rcgardmg SSCI§ pnvﬂcges on RDINet SE L Bk

(UIIFC}BQ; Between 5 June and 13 June 2014 OIG and Scnatc Scrgcdm—at Anns«,, g
conductcd a joint forensic review of the RDINet log data. The review. delermme.d that rclevam o
logs containing file access and security mformauon were not retained appropnately A rcwcw [ '
of file meta-data did not show any CIA users as having altered the WCR documents comamed A0
the Q:\ dnve but did not contain sufficient information to assess access by CIA userss. [ R

32. {EHNTF) Durmg the course of the mveSUgauOn. 0IG detcrrmncd thal. RDINetﬂlT

officery were not forthcoming in lhem initial 1mctv1cws -ﬂ’-'?w. s
with.OIG, having failed to disclose the assistance theyprovidedtd ~ inthe searchesof

RDINet between 9 and 13 January 2014. As a result; OIG requested second interviews wn.h cach

officer.| —'comphed with:the second interview: requesg_and admlttcd to the:

conduct when confronted with the information from:the emalls. declmed a second P
interview. : IR i Al S

(U//Foya)\ Rewew

33 ‘(‘Sﬁ‘NF) OIG investigation found that on 10 January 2014, P .
taskedi lto conduct a review-of activity on the SSCI side of RDINet. AS: mpart of Lhc review
requested by, ran queries against previously arcluvcd RB]Ne( data
to determine whether the documcnts in question had been accessed by SSCI smﬁ The'date

OIG Case No. 2014-11718-IG
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| ~ called C_ICl |a1emn;LJ fonhcomx_n “DICIA R
taskmg”1 ~ tasked by emailon the morning/of+10 Januar 2014€amqucsu ing.that thc
_team.provide aJ-gclntz:nne:d inthe |t

‘foldrfmjmct i the peiod 1 March 2009 0 31 December 2013, L e

_ less the D/CIA. himself, app rovcd nny of the taskings made’ to! JIn| _ EE
~mentioned consulting w:tb,____ ‘and and‘informing them mat‘_jbvoufa—bc taslung?ﬁ' %
1o dclemnnc 1f the documcnts were acccssed by SSCI users: Nc1ther wjno

_spoke t0| on:10-and 11 January, 2014. ‘According to ' D!C;AsB_rennan_ !askcd

i v — —— FPPROVED FOR..

range of the review: focused on'the 2010 to-2013'time pcriod | ;
[ asa part art of any of the activities in question during the January 20/4'time frame.

e ___]all data:’
reviewed' byL ml the request of the RDI team was hlstoncally logged mfonnanon F

34, -fG#NF) In mull:ple communications Wllhl -
the requests for- Teview wem*bemgrmade on behalf of DICIA annan“*On 9 Jan Janum'y iary 201

of this information, emailed ;md stated thafiihe D/CIA had requcsmd j
for the same foldcr and requested a response by Monday, 13 January 2014.; On 13.Jant anuary. A
l PTOVidBdL with an Excel spreadshect of the requested FOnthe
-afternoon' of 13 January 20 14]_ mskcd,_ _with detemumng the prqg,.cnanc%)f;me
documents contained in the aforemcntmned folder. This task was not complctad as D/CIAL..
Brcnnan directed Lhat no fmﬂlcr work be’'performed- byl_ |at a mcctmg\on 147 anuary “2014
G 3 (U!IF@ﬁQ-} Desplte represcnlauons by '
_w Jthat D!CIA Brennan directed the. aforemcntuoncd taskmgs tq
c\rldcncc to- suppon any such: dlrecuon :

J’.;.,

36. (U!!F@HG) “Due to conﬂlcm\g information obtamcd by OIG through“"thc course 0 of w7,
the investigation, OIG could not determine:-whether any-of D/CIA Brennanr §/senior staff, much e

approvals

37. (UHWHO) D!CIA"Brennan told 0OIG thal h ﬁrst leamed of thc concerns. regardm b
documentson RDINet from| lon the evening: 9 January 2014. D/CIA Brennan statcd that
herecalled [referringto.a review of ‘but thathe did not-recall if|
explained how i _anyone knew the location. oﬁtﬁe_do_cumems Subsequcn D/CIA- Brcnnan

o “‘use - whatever ‘means necessary” to-find out how the'documents had, cr'n ed "‘ﬁ on - n e
SSCT'sharedidrive. D/CIA Brennan told OIG that he onlyfasked' } are we surc"?that the: y.p*‘t\" e

architecture.

documents were CIA documents and that hc wantcd to better. undcrstandﬂhc RDINet system T ol °

LF, e
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38. (U/FOBQ) ‘OIG presented D/CIA Brennan with an excerpt from t.he “MFR”
document found on | D/CIA Brennan told OIG that thgre appeared to
be a difference in emphasis betweén what he had toldr ~ land what documented.
In response to whether he tol¢ po proceed by “whatever means necessary "DICIA -~
Brennan stated that he would never use those: words and had not stated that-t¢ 'D/CIA
Brennan further stated that he was only interested in gaining knowledge of the system because he
‘was unsureiif it-was a closed system. D/CIA Brennan stated that he had “ttemcndous respect" 4
“for! o Iand added that he countedjon” "~

|aeuon to be consistent with legal authority. DICIA Brennan reatemted* thatthe had
understood that CIA documents were found viai |DfC1A‘Brennan stated fl.hat he wanted

to know how the. documents got to the SSCI side but did not direct anyone to:review SSCI R
systems. _ : ) 2

}

39, (UﬂFb'U@) A meeting was held in the Director's conference foom in the aftemoon oyt
of 14 January 2014, attended by D/CIA Brennan, CIC), &
Neal Higgins (Chief/Office of Congressional Affairs), |Exeeuuve Dlrector :
‘Meroe Park, and others, At this'meeting, D/CIA Brennan expressed surprise and concern at the "
presence of CIC officers. Several witnesses told OIG that D/CIA Brennan was upset that CIC
had been engaged in the inquiry, and was concerned about the optic of the countenntelhgence
arm of the Agency investigating the activity of SSCI staffers. D/CIA Brennan stated he was -
surprised at the work that had already been performed, and explicitly told. everyoue at the. s g 350
meeting not to do’ a.nythmg else on the *‘tech or forensic side.” D/CIA Brennan told OIG: lhat AR
did not task the revnew and that there should not: have been any.other work: perfcrmed ’
after the meeting on the 14 January 2014. D/CIA Brennan confirmed with OIG that he was.

surprised.when he: leamed CIC| |was involved in the review.

(U) Office of Security C ‘yber Blue Team Review

40. (U//FOU0O) During the meeting on 14 January, D/CIA Brennan gave the order to
“stand down” on-any further reviews until he could brief the SSCI on the:Agency’s, concerns and
the actions taken to date.. On 15 January, D/CIA Brennan briefed the SSCI and proposed a joint,*
review between the Agency and SSCI Security| B 'D/CIA/Brennan stated that -~
he did not think that Chairman Feinstein explicitly agreed to a joint review that day, but did not
explicitly say no or dismiss the. c.orwersatmn D/CIA Brennan-thought that. Chairman Femstem
wanted to talk to \aboul it-and consider the idea further. D/CIA Brennan stated that he.
did not-task anytlung after this meeting with the'SSCI, and that it:should have: been dbundantly
clear after the meeting on-14 January in his conference room that all work should have steppecl R

41. (U/FOVHO) Between 16 and 17 January 2014, the CIA Ofﬁcc of Secunty, Cyber W
Blue Team’ conducted a review of the RD[Neq rq holdmga and produced

impacts to make educated dee;snons. and pa:mers wllh other orgamutlons in order 0 mlugaw nsks among ulher
duties. . : L

OIG Case No. 2014-11718-1G _ AR R e 1
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report dated 17 January 2014; | Officeof Secumy. told 016 -
that  first became aware of the SSCI events on 15. January 2014, whcn[ contacted_

_at home to inquire ‘what it would take to'conduct a security review, OIG confirmed that .
I was not present at the 14 January 2014 meeting with D/CIA Brennan, and was not

aware of the standdown order.. stated thal  spoke to| _ Lwho explmned to.
| that'SSCI staff'accessed data they were not authorized to access. | stated" l.haU
~ spoke’ to pn 15 January 2014, and. that ]Was plaqmgg o work' wmﬂ ) on a
joint secunty review of the RDINet.:On 16 January 2014; emmled |to request
_concurrence on the plan of action developed by the Office of Secunty Also on.16 January, -
received an email from stating: that they were on “'stand down”for a joint
- security rcwew On 17 January 2014, responded to |request for

concurrence “...there has been a new. development" and requcstcd “If you-canicome to the ..
‘Director’s: Ofﬁce around 8am that would be ideal.” OIG d1d not find any response to
| requestifor concurrence.

42. (U//FOBQ) Sent an email to Hi ggins and copied Tlon 161 anvary.
2014 and stated that SSCI Chairman Feinstein would be sending a letter to the D/CIA the -
following day requesting that no forensic examination of the SSCI “network”’ _procced On
17 January 2014, Chairman Feinstein wrote to D/CIA Brennan and requested suspension of
access to the computers and networks used by the SSCI.and-any forensic investigation planned
by the CIA, Chairman Feinstein explicitly stated in the letter that until she could consider the.
matter further, D/CIA Brennan did not have her agreement for any mveshgauve activity,

43, (U/FOBQ)| ltold OIG that on 16 Ja.nua.ry linstructedithe. Cyber Blue .

Team to review the BDINet stated that Jdld ‘ot seek upproval i s

because it was,CIA information on a'CIA network.| further stated that this was a-
normal function for the Cyber Blue Team, . |capahle of
performing such a review. [  stated that. ldxd not feel that|  was out of *
coordination with CIA leadership at any time. On 16J anuary 2014 emailed

and adv;seq that the SSCI Chairman was drafting a letter to the Duector of the CIA
requesting to stop the entire plan of action for the joint review. | described the “full
plan of action” to OIG as the imaging of RDINet and a full. Iorens:c review-and stated that| |
interpreted this as'a request to stop the joint forensic investigation. | rhd not: beheve
that the request applied to the review of Lor that the Cyber Blué. Teéam review -
was akin to forensic activity, '

44, —S/ANF) -On 17 January, the Cyber Blue Team met with to review the forensic .

. generated by the SSCI staff, including reconstructed emails between: SSCI staff on the

“SSCI side of RDINet. The Cyber Blue Team Report, | detailed the

team’s evaluation of RDINet system data surrounding the documents in.question. The report
stated that a “Congressional user” was able to navigate directly to a “shared directory” and -

access documents never intended for dissemination to “Congressional users.” The report stated

that the user first accessed the directory on 9 November 2010, and copled the data contained

OIG Case No. 2014-11718-I1G 4 -' G DR
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“within to another shared ¢uccmry The rcport detalled funhet actwuy pcrformed byr ]
‘Congressnonal user" on 24 June: 201 l,mcludmg copylpastc kcyword searchcs anc_i‘ S0

(U): Deparrmem of Jumce C rimes Reporr : & e e
ey el

45, (U/FOO) On 7 February 2014, then Abrta General'Counsei sentithe

Department of Justice a Crimes Report (Exhibit E)that detailed a “limited security = -

investigation. " lwrote thata searchitool installed onithe systemwm"quesuonhhad a g

vulnerability that was: exploited by SSCI'staff members to' view andretrieve documents ona pan

of the system to'which they. did; not have access:-Further, Explmnw that the file/path to 1

1a document dascovered while using the search tool could be copied and pasted into abrowser %~

access bar as'a URL, which would give the user access to that.document. - The cxplanauon stated_

:

ansl

% ~folder on the: other. s1de of that ﬁmwall i.vrote that the mformaﬂon made avmlablc to St
ey - | mdlcatcd tthat a “non-cmployce" copied a URL pasted: itintoithe’ bmwsc; s acccss bar, ancl :
1 accessed the: documcnl ‘repeating this process. numcrous times., ;old 01__(_'_3_ tl__lat o
mfonnauon provldcd by, was the sole source: of iinformation’ for the 7:Febnu

report. .

© 46. (U/fFOb‘@) 016G did not' 1dcn_t1fy a factual basis to' support N T
Justice Crimes’ Repon """ 0 1G. found tha nha.d been provnded maccurale mformatmn on R
which the report was'based. b 37, ,.;-'i;_"?*‘“"""' &

47 (UIIFOHQ)' 1old OIG that the:information prowded lo‘ - [was " ] A

prcdjcawd on the Cyber Bluc Team. Report that stated that a Congrcssmnal user:was‘able’t LT
navigate directly to a shared dlrcctory not intended for access to Congressmnal users. However,

the Cyber Blue ’I‘eam report-did not identify the vulnerability stated:in _ le;ltq:_’;as*thc
source of: the documcnts "ic source of the information cited by! lwasunformauo

mfommuon provided: by| i or o revxevu |legal conclusmns J;cgardmg the authority to- <~
view the SSCI shared drive! because he was recused from matters relating to RDI, mcludmg thc
Cyber-Bluc Team Report.-In fact,  lold OIG thathe did not read the Cyber Blue. Team
reportai was mfonncd thai the Epo'rt contained details of SSCl communication, which made

w¥N () DOJ COORDINATION

48: (UﬂFOHG) On’3 February: 2014 Title 50 U.S.C. §- 35 17 OIG rcported Lhe’m d
of potcnUal CIA officer violations. of: Titles 18 USC § 1030 (Fraud and Rclated-’ \CLVIL

Connection with Computers) and 2511 (Authorization for Anterception of Wie, o
Elecuomc Cammumcauons) to thc Dcpartmcnt of Ti ustzce On 81 ul},r 2014 DOJ wrotc to mform i

provided to orail_y by - was| unable to verify’ the: accuracy;ogththc.

Garen
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VL. (U)- PRIVACY ACT AND FREEDOM OF INFORMATION"ACT i
NOTICE : _ 3

49, (UﬂFOUGj This report is the propcrty of lhc Officeof lnspeczor General and is‘for -

- OFFICIALUSE-ONEY. Appropriate safeguardsishould be provided for the report and access
should:be: llrmted to.CIA officials who have a need: to-know. Public. disclosure is: dctcnmned 1by
the Frcedom of. Information Act, Title 5, U.S.C. 552, and the anat,y Act, Title 5, U.SIC. 552a.

The report:may not be disclosed outside the CIA without: prior written appmval of the Office of
Inspector General; includin g distribution to.contractors..

iy Tk B
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VIL (V) .-_Exmm"'rs

~A. (U) Personnel background: dcscnptlons

B. (U) Conoeptual d.tagra.m of RD[Net Archuecture undated

B k%) - /C(U) Letters compnsmg a Memorandmn of Understanding: and ‘Standard. Operatmg
Pmcedures, various. dates. |

a. (U) Memorandum of Understundmg (Agency aurhor) Senate Selcct Corrumttee :'
on Intelligence’s'Review of CIA’s Detention: and [nterrogahon~Program, dated 28
May 2009. : DA e

b. - (U) L.etter from Senate Select Commutee on Intclllgence (SSCI) Chalrrnan |
Dianne Feinstein and Vice Chairman Chnstophcr Bond to then Dlrcctor Centrul
Intelligence Agency Leon Paneua. dated 2 June 2009 .

c. (U).Letterfromthen| J_OSSCI
__Jand r.hen‘ - JdatedB

" June 2009.

d. -(U) Letter from then Director, Central Intelligence Agency Leon Panetta' to sscr 8 i TN
Chairman Feinstein, dated 12 June 2009.  * g 14

e. (U) ‘Standard Operating’ Procedures for SSCI Rev:ew (au:har unknown). undnwd
D.(U)- Other Related RDINet Events. R _' <IN '

! B
E.:, (U ] ‘Cnmcs chorl to the Department of Jusucc. unutled dated Jale
February 2014, S

F. (UHFGUQ)‘ : |documem, titled “Memorandum for the Record re:
partial timeline of events surrounding discovery of SRT a'ocumems on RDI'NET,” dawd
17-27 January 2014, bt iy 1y

OIG Case No. 2014-11718-1G ' St ot T IR e i




C06274838 B . - wn.... . JAPPRQVED FOR
. i’ , P RELEASE DATE:
14&%!_@15

¢TI
L

EXHIBITA

) Nealﬂlgdns(SIS). Tthhxefoftthﬂ’ioeofConmonalAﬂ'mﬁnmJuncZDB Ry
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(U? Leon Pauetu. R)rmchxmcﬁorofl‘hc Central hmufgmce:tgmyﬁw H " AR SR
through June 2011. Panctta negotiated the terms of the RDI review with SSCI Chairman

anstem-
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EXHIBIT C (a)

(U) Memorandum of Understanding (Agency author), Senate Select Committee on
Intelligence’s Review of CIA’s Detention and Interrogation Program, dated 28 May 2009.
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L.(8) On 26 Masch 2009, mmmmmmm(ssm
mwmmmammum)mnmmm. .
interrogation program. Included with the .

~ ‘thorough review of the CIA's detention and

SSCI notification were detailed terms of reference and 2 document tequest. It is CIA” 5
aﬁmmmmmwmsmmwmhwmmmmummW ;
dﬂwymdwmywm

2 W Asssakamhaﬂuwmmuahgwﬂmdmwﬁn

“intelligence sources, methods, persoanel, and liaison relationships, CIA planned 0o

redacting the names of our officers, cryptonyms, pseudonyms, lisison provided g
WMWMWWWWM& A
identity of biack-site locations. SSCI informed the Agency that this very information was

czitical to a mumber of SSCY texms of reference and SSCT's overall review. Accordingly,

ssaummwmmwmmmmmwmgm
wopaududwdm .
Inadummidpmmdﬂqpﬂwmnbpwmminﬂz

S uiroug)
mdmmmwwwmmmmw 4

information that we peeviously sought to redact, under the following conditions:

A. (UIffOUQ) Consistent with obligations set forth by Executive Onder
and Ageacy policy, CIA will provids responsive information to the
mmdmmhuwmmwm
information to perform the review. Accordingly, pursuant to discussions

between SSCI and CIA about SSCT's anticipated staffing requirements, v

CIAwiHﬂudupmlOSSﬂpumﬂmmmewc i

'm-mm«w.gmuuwmwmmm Asthe

ssam:mmuommuwumhmww pwdwwfwnw-
aspects of the review.
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B.® CIAwﬂmh:nﬂmpouivemfnmﬂimwﬂlﬂcnam

mmmmmymmmm

C. hmm documents. mwmmmmm

memmumwdmmmmsm
provided. A specially designed share~drive will be provided on the

‘Agency’s stand-alone netwodk. Mmm&mmu *

demyssamaﬂmmwmrrm
mumwwssu mmumopmm
- with fockable cabinets and safes, ss tequired. No outside computer
% syﬂmardectmiamﬂhmﬁodmdtobehwdﬂhohkuding
 Room. _
D. Mmﬂomwwwmybm
from the Reading Room. , :

E\(Slwssapmﬁmmmmmymw
“notes, documeats, draft and final recommendations, reports, or other
materials, CIA will perform 2 classification review and will redact the
sbove-referenced categories of information from the matesials. SSCT

.mumdmmwmmh-mm
and thus requites sufficient time to perform accurately. Accordingly,
mwudmmmmmmmm
will endeavor to expedite all such reviews. SSCI and CIA will work out
mmmdmmmmyﬂ s
meulmkof&cmm
“classification/redaction review.

recommendations, reports, or other materials outside of the secure
Reading Room based on information sccessed in the Reading Room, all
such materials mnst be prepared and stored on CIA approved TS/SCT

symmlndm:yﬂthighedahlﬂﬂnﬁmdmyof&mﬁdm

source matesials. To the extent that SSCI desires any such matezials (0

- be produced outside of the approved TS/SCI system ~ to include |
MW-W&WIMWMMMM
. appropriate information from the materials. Again, as noted above,

- SSCI will ummmamuMMMWMm
(W/ROYO) mm»;xmwmmmmmmmmm

.G“.-

"smmmmnﬁmuwmmum

'F. (U/FDYQ) MMmuymdomMMmdﬁnﬂ _
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wmummm-ﬂmmmm £
Mymlhmlmm%hwum - =

H. (U/FOUQ) Inolﬂﬂ'lnnvmdlnywnﬁmonlbumchcwopuudm
of any foture SSCI requests related o this review, SSClwill -~
mmhh:d!mqminwnﬂngndmwinmpmdinm

L (W/PoYe) ummwﬁmmmmm
acknowledge receipt of a CIA security briefing prior to beginning the
review and will be required to review and sign a standard Seasitive =~
Cmymﬂmwmﬁm(scnmndiﬁmme i
classified information obligations.

J t&mmmmmmmdsmmm
that has been the subject of previous unauthatized disclosures. Ducto
SSCT's access to this classified official US govemment information.

SSCI persannel will be in 2 position to either confirm or deay the
accuracy of those unanthorized disclosures. ‘Such confirmation or denial
mhmdfmwmuummmmendwuldﬂomeﬂm

agrecment and dmmn-dhdmnmt.

4.8 sselpmmdmdumndbymmwugmwmmm;b

execution of their non-disclosure agreement that the responsive information will be
highly classified, compartmented, and is extremely sensitive in nature. Anydi-dmr.,
whether intentional or inadvertent, to unanthorized individuals — including TS#SCT
cleared bt not compartment clered individuals — is reasonsbly likely to canse - '-,
exceptionally grave damage to national security. CIA anticipates that such disclosures
could likely physically harm officers and their familics as well as could seriously harm
otherwise cooperative liaison relationships that provide critical force-multiplier ;
capabilitics to counterterrorism operations. Amﬂmsly.ssawﬂlmhnncﬂ:gm

‘efforts to properly safeguard this information.
SSCI Officer Date
Date



Cc06274838 JAPPROYED FOR

] RELEASE DATE:
14-Jan-2015

EXHIBIT C (b)

(U) Letter from Senate Select Committee on Intelligence (SSCI) Chairman Dianne: anﬂ:} and
Vice Chairman Chnstopher Bond to then D:rector, Central Intclhgcnce Agency Leon Panctta,
dated 2 June 2009. . R
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a2k, bue
: ESLETT COMMITTES ON BTELLGNCE
WASHINTON, DC 74673

g fume 2,2009

‘The Haonorsble Leon ?meua

- Director

Central Intelligence A-gu_u:y

"~ Washington, D.C. 20505

Desir Director Panetta: |
hammmmm theSmainSclw.Cnmmmun

Intelligence (the Committoe) informed the Ceatral Intelligence Agency (C1A), of i its
intention to'conduct a thorough review of the CIA's detention and interrogation-

' program. - mhuwmuhmwmsofmwbymmm as

well as'a document request.
To conduct our wark in & comprehensive and timely matter, theCnmmiuee s

| mqﬁmmmmdammmwmﬂmmmmofm

supervisory C[A officers; ligison partners, black-site Jocatians, or contain
GTYPtDn}'msnrpswdonyms Weq:p:wamﬂ:em'scmomﬂmmmw i
of this information: ' Our staff has had numerous discussions with Agency. officials

to identify appropriate procedures by which we can obtain the-information needed -
for the study in a way that meets your security requirements. Weagteaﬂmtthe

Committee, including its staff, will conduct the study of CIA’s detention and

interrogation program under the following procedures andmdmundmgs

1. PmmtbdmwmmsbstwemtthummiﬁeemiCIAnboutmﬂmpmd

staffing requirements, the CIA will provide all Members of the Committee
and up to 15 Committee staff (in addition to our staff directors, deputy staff =~ -

directors, and counsel) with access-to unredacted responsive information. -In
addition, additipnel cleared staff may be given access to small portions of
the unredacted information for the purpose of reviewing specific documents
or conducting reviews of individual detginees. These Committes staff have

orwﬂlhnwa:gnedstmdademhveCmparhnmtndquonmhonmn-
dmcloaurqummmtsﬁ)rdasslﬁedmformatlmmthe |
o i .
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_ IthownbleImnPanm
June 2, 2009 -
Pago'.l'\vo

2. ClIA will malmmmdacmdmpomxvnopmondﬁles,asthmﬂrmw"“ |
defined in Section 701(b) of the National Security Act of 1947 (SQUS G
431@))wmhﬂnmmﬁMcRmﬁngmwﬁty

-(RuadlngRoom)whohwﬂlpmnitCmnmmumﬂ’ekmicswnh,son, |
filing, and print capability. _ .

If responsive doammk‘o&a&m.ﬁoﬁe-mﬁadhopﬁﬁmﬂ files

| o _
identify the names of non-supervisory CIA officers, lizison partners, or
 black-site locations, or contain cryptonyms or pseudenyms, CIA will
pm\ddemmdmedooplaoftbmdooumuthskudmgkoom.

' Rnspamwedocwncntsothuﬁmnﬂmccanmimdhopmham!ﬁlm t.batdo y

40
not identify the names of non-supervisory CIA officers, lisison partuérs,or*
black-site Jocations, oroomuyptammm'pauudonymswmbemada
available to the Committos in the Committee's Sensitive Cmnputnmtad

InfmmtnnFndﬁty(SCH’),unlmoﬂmmnmemsmmde.

5, Cumﬂpmwdaasmnd-alnncmpmamtummthekcadmgkmmmth
“anetwork drive for Committee staff and Members. This network drive will
be segregated from CIA networks to allow access only to Committee staff

and Members. The only CIA employess or contractors with access to this
computer system will be CIA information technology personnel who will -

I . not be permitted to copy or otherwise share information from the system
with other personnel, axmptaspﬂmwmmnhmimd by the Committee.

6. Anydmumm&gmﬂedmmm&iwmfaanwdinpmmphs &s

well as any other notes, documents, draft and final recommendations, reports
or other materials generated by Committee staff or Members, are the.

mdmoﬂommmwmdmﬂbekqtutbakmdingkmmlelyﬁ)r
secure safekeeping and ease of reference. These documents remain
congressional records in their entirety and disposition and control over these
records, even after the completion of the Committee’s review, lies
exclusively with the Committee. As such, these records are not CIA recards

under the Freedom of Infarmation Act ar any other law. The CIA may not
__SECRET- |
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The Honorable Leon Panetts
June 2, 2009

mtsg:mthmmmdsmtnmmrd:ﬁlmgmandmynm
dmmmworwpyﬂamoruuﬁmnfwmypmpmmﬂmnthepm

| written suthorization of the Committas. The CIA will return the records to

the Committee immediately upon request in a manner consistent with
paragraph 9. If the CIA receives any request or demand for access to these
records from outside the CIA under the Freedom of Information Act or any
other authority, the CIA will immedistely notify the Cormmittee and will
mupmdtoﬂ:emqn&tordmdbuednpontbaundmmdmgthmﬁm

| mcunsrmional,notcm,mords.

ﬂAwiilpoﬂdcﬂ:eCammimvﬂﬂllodmblecamem&s as

.mqmnd,mthekmdingkoom.

ImemmM:dmtﬁ&C!A—gmuﬂaddommormm&sm 5

‘available in the Reading Room tht stafF would liks to have zvailable in the

Committee SCIF, the Committes will request redacted versions of those
documents or materials in writing. Committee staff will not remove such

CIA-gmmddachmtsormatmalaﬁmnﬂacelmcRudhmkoom _

- facility without the agreement of C1A.

To&cuwcomﬂusuﬁlwbmmowﬁmﬂwmkm a:ny

. notes, documents, draft and fina!l recommendations, reparts or other

materials generated by Committes Mambers or staff, Committee steff will

ensure that thoso notes, documents, draft and final recommendations, reports

or other materials do ot identify the names of non-supervisory CIA officers,
liaison'partners, or black-site locations, or contein cryptonyms or
psendonyms. If those documents contain such information, Committee staff

| Wﬂwmwmmduaachnmmmwmmmm& -
'nfmmoedwugmesofmfomnonﬁnmthcmlminlsormplmsuch '

mfnrmnuunvmhaltemmveoodenamesasdaummedjomﬂybytha
Commﬂteeandducm.

e



C06274838 APPROVED FOR

IRELEASE DATE:" ‘|
14-Jan-2015 -

- June 2,2009
'hﬁﬁ.‘fbtﬂ'

Mdemmwtmomwmumdmwedﬁomﬂwmdmgmpmmm, _
paragraphs 8, 9, or 10'will be stored in the Committee SCIF or transferred
mdmwdau(huwmlﬁlﬂmmmmmmm
procedures.

i 10, Awmus,dommts,dmﬁmdﬂndmmmchnmmﬁwm

f : - materials prepared by Committee Members or Staff based on information

; ' accessed in the Reading Room will be prepared and stored on TS/SCI

S @ systems. Such materials will carry the highest classification of any ofthe -

3 : underfying source materials. 1f the Committee seeks to produce & document

: that carries 2 diffirent classification than the underlying source material, the - -
CommlttauwzllmhnutthntdowmenttoﬂA,orﬂ‘appmpnmmﬁmDM,
_-.furckﬁﬂmonmwmd.ifnmuymdwnm : B

11 TheRmdngmmwﬂlbeavalhblefmmO?OﬂtnlBﬂﬂhmoﬂidﬂ

| govemment buskess days, Monday through Friday, If Committee staff ©
| : requires additional time or weekend work is required, Dm_nmittec;fgffwﬂl e
| ; ’ | mnkumngnmmtrwnhcmpcmnnelwmh asmnchadvmeenaneeas :

: lznammﬂmmmm&rmmmmtbm
mmgmd%mllmmdmmmmumlnwﬂﬁng e o

13. AﬂCommxueemﬂ‘gmtudmmﬂmRmdngnomshnﬂmwmd &

acknowledgamlptof;CiAsmxtyhmﬁngpmtomewmgCM ‘
dommentsattheRuﬁnngom
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Tho ‘Honorable Lcon Panetta
Junaz 2009 - -
Page Five

. ‘We anticipate that agreemeat to these conditions \n‘ll address your concerns
about Committee aocess to unredacted materials responsive to the Committee’s
documentrequesl. We loak forwerd to immediate staff access to those materials.

Innddrtwn.waaqmtthstthodimxommdagwum pver access to the
study information are & matter restricted to the Congress and the Executive branch.
As such, ndmmmwmwdammybepmwdedwpmmwd

to CIA's ha.lsonpume;s
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8 June 2009 i

FROM: |

3, hm&nneetouurducummmtwwk,wwbnmﬂydﬁmmafewm.
but only a few. T'would like to engage in an informal dialogue with your office inan .
effort to try to resolve these issues. Nothing in our dialogue should:be considered the

oﬁmﬂpomanofﬂwAgmcyunnlmxhnmcasyoumvcntmanoﬁchlleﬁerﬁum
our Director. For now, this is an informal discussion between us. I have'chosen to put

 this in writing so that you have something in front of you to work with, not notes from &

discussion that may or may not convey our position accurately. I think we will both

agree that time is'of the essenice and I have no plans to draw this out in a lengthy :
dialogue, I would like to come:up with an agreement or an acknowledgement that we are -
atammpasse.nolsterthanFndayofthiswaek(m]un),pnfcruhlysoomr,lfpnmble

Z.meommmferencccaﬂhstmk,ltwasobnouslhﬂthcmostmpmum .
issue appeared to bemcfoﬂowmgpamgeﬁompmsmphttmeofomnmctor'sum b
2009 letter: .

““First, given that we will be providing the Committee with full, un-redacted " *
access to millions of our most sensitive operational materials, we will review the notes, S
draft, and final reports, and other material generated from the Committee’s review of the
materials — whemerpnpured pnortommownathxsmatmﬂﬁummckedmgkoom

or SSCI secure spaces.”

3. meowdlmonthemmofmostmmthcssam“whmm-
prepared” and “or SSCI secure spaces.” Forus,thchemiofth;smuemﬂsmﬂxthcdmﬁ_
and your final report. That is the primary item that will be created outside of the Reading
Room and likely to leave SSCI secure spaces. [ noticed in the letter from Senator
Feinstein dated 2 Jun 2009, there was no provision for allowing the CIA to review the
final SSCI report prior to publication. So I guess our first question is: Does the SSCI
plan to allow the CIA to review the SSCI final report before publication? The answer to
qummwmpwummmmdgowalmgmymmmgmad&msmht&u
of the D/CIA’s letter. : :

4 Ouposmomsthu.mamgwmgtheSSCImpmedamdmmwr
operational material We are aware of all of the previous studies you have citedasa-
precedent; however, at no time has CIA ever provided the SSCI with the volume of
unredacted operational material as we have agreed to do in this case. Exposureofthe = -
names of CIA personnel involved in detentions and interrogations carries considerable
costs to our officers professionally and personally. It is something we are taking very
seriously. Officers who have had their names exposed in the press have had their lives
mpnctadmgmﬂmﬂyrhmughcommmumaﬁumﬁcpms,w phonccallsﬁ:om
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international organizations, and limitations on travel. Additionally,mdmost
significantly, their identities are now known to Islemic terrorists best on revenge. With
that in mind, we believe that it is appropriate to review documents regardless of where
they are prepared befompubhcauontoemmﬂmitcxcmdcsthemmcsofowoﬁm
By the very nature of possessing a security clearance, we each bear the responsibility of
protecting classified information; mathcmdofthndag,ttisthﬁmﬁbduyofcm i

to protect its officers from potential harm.

5. Similarly, lrehtlonalnpswithﬁ:rdgnhmonmmmdagtwmuthat
we make with them are also of concemn tous. In some instances, foreign lisison services
haveslmcdmfomnonnithusandagmedmukcacuononﬂﬁngsthattheyhnvcmt
even discussed with their own governments. Additionally, we have agreements with
some liaison partners that specifically prohibit the release of intelligence information.
outside our Executive Branch of government. - If any of this information becomes public,
it erodes our ability to do business with these services and they are subsequently reluctant
to do things for us and share information with us. ‘This oo, is why we feel it is necessary

to review a draft of your final report.

6. Wemalizemstsomeummvotwnshnisonsemcesma}'\hedmdlymlevam,. :
to the Terms of Reference and of importance to the conclusions and recommendations of
your final report. We do not wish to hinder or change this, but we do expect you to work.
with us to convey what you wish to convey while at the same time protecting our -
relationship with our liaison partners. Perhaps not identifying the specific country being

referenced and rewording intelligence provided by foreign liaison services so that it still - .
conveys your message while distorting where the informstion may have derived from

may be the answer. ‘Again, our intent is not to change the meaning or tone of your report,
just ensure that it is done in a way that protects our liaison equities. . We would expect
that both of us would be in agreement on this issue and partner with each other to ensure
thatwucanoomeywhatcvayoumshmdwemenmthstowﬁmmnthmm

protected,

7. InmgnrdtoourredachonofthudAgmcymfmmﬂon.mmﬂmplydmﬁa

letter from our Director informing the other agencies that we are providing the

information to you. AnolhamhmonmaybetohnveﬂwDNIdmﬁalettatotthSG
Agencies. The main point is, we can resolve this issue without further discussionor =
debate, -

8. In regard to the issue of notes leaving the Reading Room, I'm  little puzzled
by this. Any notes that you take in the Reading Room are subject to review by our
redactors if you want to remove them. If our building is one stop of several, and you
have notes from previous meetings, then perhaps you can leave them in your vehicle or
take other simple practical measures to avoid commingling your notes. If you are taking
notes relative to issues not pertinent to this review while in the Reading Room, perhaps
thcsolw;ionuforustomovcallmn—mlwantmaimalﬁomthekmdinglloommd

make it avaﬂable at OCA spaces.



C06274838 [APPROVED FOR
RELEASE DATE:

14-Jan-2015

9. I think we are all in agreement on the computer issue. In a nutshell, you will
have a walled off hard drive on our network. No CIA personnel with the exception IT
support will have access to the hard drive. The only reason for IT access to the hard
drive is for IT maintenance and support. This includes adding material to your hard drive
for your review. The SSCI retains ownership of anything created on this drive, it is SSCI
property and will be handled accordingly vis-a-vis the FOIA..

| 10. 1 think that covers the main issues of our discussion. Please get back to me as

| soon as possible. I am interested in coming to a resolution, one way or another, as

| quickly as we can. Please do not send me anything “official” until we can work this out
offline.

Regards
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The Honorahle Disnne Reinstain
Chairman :
Sclect Committee on Intelligence
United States Senate

s ‘Washington, D.C. 20510

MIMMMWMMMIIMIOIMM an agreement
regarding operating procedures for

was reached between CIA and SSCI staff personnal
the SSCT review of material related to the CTA's deteation and interrogation programs.

¥, o *-"'wwhmmmwwwnﬁ
your 26 March 2009 request

M)Wohvnmﬂhhdmduwdedmmmmm
relsvant to the Terms of Reference as we are ahle to collect them. 'mnﬁr.wehm -
moro than'100,000 pages of mredacted material availshle for review.  Per your yoquest,

the database.

. mﬁ)nomdmwummhqwam
- Committee and the Agency. [ am grateful for the oooperation-of your staff in this
fmportant matter. We Mﬁmbmm&mhmhm

: | completion of your review,
| &
(U) An coriginal of this letter is being sent to Viuﬂhlhmm&nd.

~ N

wcmh&mﬁmmmmmmmmmmm-‘._-'-__-,- '
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(U) Standard Operating Procedures for SSCI Revigiy (author unknown), undated.
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STANDARD OPERATING PROCEDURES mn SSCIREVIEW

8 mmmmmmamwmqmsm
staff (in addition to our stall dissctax, depaty waff dinsctoct., sod counsel) with g
mwumwuﬂm In addition, additiona) clesred staff
_uyummwmmdmwmmm o
‘purpose of reviewing specific docaments or conducting reviews of individual -~
detainees. MMM&NW&MMMW
'wwmdﬂmw&mh{mﬂm

the mpnrm.(keu) : . ;

2 QA will make unredacted responsive operationsl files, as that lem is defined in
Sectian 701(b) of the National Security Act of 1947 (30 USC 431(b)), availablo.at
amwwmmmmmmm

staff electronic scarch, sort, filing, a0d print capability. (Ref A)

3 uwcmmmmmhunmmm
identify the names of non-supervisory CIA officers, lisison panners, or black site
Mumwammwwmw :
copies of those documents at the Reading Room. (Ref A) : i B e

4 wwmmmmmhwmmumwm

/ . Mhmofmmmm&nonmamm‘_
. locations, or contain cryptonyms or pseudonyms will be made svailable tothe -
Wmhmlmwm&ww '
(scmmmmmmmﬂy

5. munmmmmmsmammmmmam

- petwork share-drive as discussed io peragraph § of your letter, Therefore, CIA -
access to the walled off network share drive will be limited to CIA Information
technology stafl, except as suthorized by the Comitiee or its staff. CIA would
like to clarify, bowever, that unlike the walled-off network share drive; the stand
slone network mast be sccessod by CIA staff assigned 1o this effort to performs.
variety of tasks, incloding, for example, loading and organizing themuw .~

_ wmmwumwmumam :
mﬂ:uumﬁmmmﬂmma)

6 Mymm«mwﬂﬂdmnmisnn
s any ofher notes, documents, draft and final recommendations, reports; or other
materials generated by the Comumiltes staff of Members, ave the propezty of the
Commitioe and will be kept at the Reading Room solely for secure safekeeping
and easc of reference. These documents remain congressional records in their .
wurﬂymddlqnndmmdmﬁolomlbwmd&mnﬁammpldiwoﬂ
the Comumittee's review, lies exclusively with the Commitiee. As such, these
mmummwmmdwmmmmwm
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aw. mmmuwmmmmmmzmw
mm&uﬁn&am&nwm&mhmmv&mhpﬁr
written suthorization of the Committes. “The CIA will return the records to the -
mwﬁywmhnmmﬁmuu
the CIA receives any roquest or demand for acoess 1o these records from ouside
the CIA under the Freedom of Information Act or asy other authority, the CIA
mm&wmﬁyuwdwﬂquwwm-.
rthManﬁmmmﬂ"
)

1. mmmummmmmmmnmh g
the Reading Room. (Ref A)

&, ¥ Committee staff ientifies ClA-geaendiad docaments of satezials wade
available in the Reading Rooms that staff would like (0 have available in the

Committee SCIF, the Commitice will request redscted versioos of those
documeats or matesials in writing. mmmmmn&m-
wmammuwmmw

without the agreement of CIA. (Ref A)

9. mw’h!w.up,sucnbc-opmdmﬂahhn-mmnm . SO
Members or staff wish to remove any of the operational cables from the Reading
RmmrmmtbwrmmuambyMMudwwmm A2
o accammodate your requirements. (Ref B)

10. SSCI Members or staff will not remove from the Reading Room any notes, work
product, operational files, or other documents that contain unredscied samesor
pscudoayms mmwmammu;
aryptonyms or information directly identifying such sites, or sames of indjvidual '
assels, contacts, foreign government officials, or foreign intelligence officials or
lﬂ'vku.(RdC)

11. Prior to leaving the Reading Room with any materials confaining operational
information covered in the preceding paragraph ar refereaces to such information,
Committee staff will provide those maserials to CIA persanne] for redactionor
replacement with & designator or for CIA's review of the Committos stxff’
redaction or replscement. CIA's review of Commitioe information for redaction -
and replacement will be “walled off” from afl other CIA activities. (Ref C)

12, It will pot be the Commitiee's mﬂpﬂhmmﬂenﬁﬁmﬂmi .
information when writing memaranda or repart materials in the Commitice's
office spaces or other locations. (Ref C)

lammwﬁmmmmumdm@ :
& the Reading Room to anyone nota Member or cleared staffer of the Committee
mnmum:ommrmmm No %
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mmmum:mmumdmadﬁﬂ
mmummwm&:ﬂebmhﬂwh i
uaclassificd. (Ref C)

14, Anymmmﬁndﬁwmhnwum
mlerials prepared by Commities members of staff based ou infarmation accessed
in the Reading Room will be prepared and stared oo TS/SCY systems. Soch”
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(V) Orher Related RDINet Events

[14-Jan-2015

1. (UIIP\'OUOl The OIG learned of several historical incidents relaied to RDINet dunng ﬂn:
course of this investigation. The incidents were cited by: muIUple interviewees as demonstrating that
SSCI users were previously aware of Agency monitoring of SSCl activity on RDlNet.

2. (U/IFOU6) InJmuuyZOlO,ihaCIARDltammwedSNdocummtsﬁomdwvhnml

Reading Room and an additional set of 52 documents on 11 May 2010. The CIA staff interviewed by the

Olﬁmmmmdmmmm“ExMWPnnhge”dmmmuthnhdbwnmmHy
comingled on the RDINet with documents intended for production to the SSCI. Whemtwudmomd
maxmosedocumenuhadheenaddedtomesvunnrkendmgkoom in enor,membheun removedhe

‘documents. ‘On or:about 11 May 2010, the RDI team ir informed SSCI that documents were removed from
 the virtual Reading Room. SSCI staffer ‘sent an email to

‘on 12 May 2010, stating that “Our understanding of the agreement

' wemchedmthyoulmywwumutheoompumrsystemsonwhwhtheCommmeewouldbeworhng

would only be accessed by CIA personnel for purely administrative, IT actions.. CIA’s actions in
removing documents from our system are unequivocally not administrative.” ‘The RDI tudm.hipﬂwn
informed the relevant CIA employees that no further documénts should be removed fmm the Reading

Room prior to consulting with the SSCI staff.

3. (U/FOUO). In December 2009, the | damdnm-

|ﬂ|eSSClmﬂ‘

ananumy?O]O the same individual also reported having a camera in the secure -

facility to lhle facility’s gate mmrdbuldtd not provide the camera.for review. The individual was .
identified as on RDINet in November and December 2010. The matter was

referred to the CIA Counterintelligence Center’s Counterespionage Group (CEG), and the mployee was

removed from the team.

4. (U/FOE©) On 6 May 2010, a SSCI staffer requested from the Agency the .;_,i“t,,_ to print a

sensitive document from the RDINet. The SSCI staff member attempted to bypass the print restriction by

/CICI reviewed the: incident and rec recommended removing the possibility of SSCI

| staffers uﬂlmg 'but because the capability wu
it could not be removed or disabled. The RDI team duclmed this issue with the SSCI staff and reminded

them oftheueudfwsecuntyofthemsmvedocmts

5. (U/FOU6) In 2013, anmhu‘ofdebameevideosnotpmwdedmﬂmSSClbytbeCIAwetc
requested by SSCI staff. TheRDImwwhmomlmtedﬂ:emqmanddm:mdthewdmstobc
outside of the scope of the SSCI review. According to the SSCI mﬂ'u'assmndh;s‘@quast.
mymghehn.dadocumemthndefnedlhelommnofﬂlevldaosmdthumcymﬁomrupomm

detainee sites.. Tbemffmpmtedahardeopysmdshmthn muogmndnsnworhngwpy
producadbyt!wSRTtam| lconfrnmdmﬂ;theSRTana]ystsﬂmﬂmmquestedv:deosmnot

responsive, and that'all of the responsive videos from the spreadsheet had already been provided. The
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RDLIT team reviewed ways the SSCI staff could have accessed the spreadsheet and hypothesized that
ﬂ:mmayhav:beenaGooglesmchapphamewlnmbdny Themdtsmveredﬂmﬁw(ioog!e
search appliance was capable of searching both the SSCI side as well as the RDI lm’s side of the
Spartan Gate database. ThemullsofGooglammhmshoweddocumemsﬁ'ombmhtheSSCImd
AgencysadesofRDmetandmcludoda]mktoﬂcbedvemcmsofthedoanmnts Whmclmked,ﬂ:e
cacheh&prmmdthntmdofthedmmmquesuon. 'IheRDlITTummplmtedaﬁxfurﬂm
vulnerability in April 2013. anIArequmdthatﬂ;edmtbedemMmbothpnpamd
electronic format and the SSCI staffer agreed to'do so. o
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CENTRAL/INTELLIGENCE AGENCY ST
Washington, D.C. 20505 N

7 February 2014

The Honorable Eric Holder
Attorney General
Department of “Justice
Washington, D.C. 20530 .

ATTENTION: Mr. George Toscas i

Deputy Assistant Attorney. General oF F O
National Security Division ; : '

Re: Crimes Referral
Dear Mr. Attorney General:

(U//FOU0) I am writing to you pursuant to Section%ﬁ 6tb}

of Executive Order 12333, as amended, and Sections VI.B,
VII.A.4, and VIII.A of the 1995 Crimes Reporting Memorandum of

Understanding between the Department of Justice and the

information concerning federal crimes (“the MOU”) .

(U//Fouo): The Central Intelligence Agency {CIA} has 35:5@$f

information relating to possible violations of .a spec:fied ‘
Federal criminal law by one or more ‘individuals not employed by
the CIA. Since the computer system on which these possible ¥y

violations occurred contains highly classified information, I am =

reporting in accordance the procedure set forth in- Sectlon
VIII.C of the MOU. :

.l

(U//FO8Q) - The following information provides a reasonable

basis to conclude that a violation of 18 U.S.C. § 1030{;)(2)133.1

a specified Federal criminal law, has occurred. This :
information derives from a limited security investigation ‘that

was suspended before completion; only a completed. investigation
would determine whether or not a vioclation occurred. . There is a

P -':.;_l_‘--;‘_'k;g{;;.-..; i

b gl 2y

computer system or network (“ system”) located in a CIA faczlity. F X E o

Certain non-employees have authorized access to a portion of::
that system. A “firewall” exists between the portion to. uhlch
those non-employees have authorized access and the. po:tion to
which they do'not have authorized access. There is a search.
tool. on the system that allows the non-employees to- conduct

' 'UNCLASSIFIED//FOUS- '~ 0, R
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Thegﬂonbfable Ericwﬁolder; :

searches to retrieve:documents on their portion: of the system
That search tool had a security vulnerability, now remedied,~
that could be exploited to allow non-employees to breach the : .:gﬂ
firewall -and-retrieve documents on the part of ‘the system to- i
which they were not authorized access.  .An inccmplete audit-
| indicates that at least one non-employee exploited that
f ; vulnerability to retrieve a number of CIAR documents on the

- portiongsof the system to which he or she did not have»authorized~

access.

(U//FcB0): The information made available to me indicates
that in the: November 2010 timeframe, the non-employee conducted
a search that:appeared intended to reach into part of the
computer system to which the non-employee did not have
authorized access. . In such a circumstance, the system was
designed to bring up on the workstation screen a page that
advised the non-employee was not authorized to access that
document. This page, however, had the security vulnerability .
that has since been discovered and remedied. The security -
vulnerability was that the page also contained a “URL” that.
indicated where the document was located on the system and if an-
individual copied the URL and pasted it ‘into the’ browser's o
address bar, the individual could gain  access to the document,
copy it, bring that copy across the firewall, and paste it into
a folder on his or her side of the firewall. The information
made available to me indicates the non-employee copied ‘the URL,*
pasted it directly into the browser’s address bar, -and aCCessed i

the document.

(U//FOBe). The information made available to me- further o
indicates that this non-employee repeated this activity numerous :
times in order to access, copy, and bring across the firewall - ‘j”
CIA documents to which he or she. did not have authorized access. ..
If the system worked as designed, on each occasion, the non- -
employee would have received on the workstation screen: a*page _
informing him ‘or her that he or she did was not authorized’to :
access the document. This non-employee copied all of these 1
documents into a file or folder on the portion of ‘the system to
which' he or she-had authorized access. Thereafter, at least
four other non—employees accessed and printed these CIA"
documents on multiple occasions. It is not clear whetherkany of
these other four non-employees may also have exploited the

security vulnerability."

2

UNCLASSIFIED/FOBe— s e g




. 4-Jan-2015

APPROVED FOR
RELEASE DATE:

'UNCLASSIFIED//FOUQ
The Honorable Eric Holder, .

(U7/POUQ) ‘Some or all of the documents accessed by .
exploiting the- secur:l.ty vulnera.bility contained the- following
banner: ; :

(U//F0O8Q) This classified.document was prepared by the. c1a

Director’s Review Group for Rendition, Detention, and: Int:errogation N

(DRG-RDI) for DRG-RDI’s internal discussion purposes and should not
be used for any other purpose, nor may it be. distributed without
express permission from DRG-RDI or CIA's otrlce of Gene:al Cbunsel
This ‘document contains classified information derived fram S HRE
sensitive sources and methods, which may include, but may not be ¢
limited to, HUMINT, SIGINT, dintelligence assets, other US . .
Government agencies, and/or foreign governments and liaison
services, and must be handled accordingly. This document also
contains material protécted by the attorney-client and attorney
work-product privileges. Furthermore, this document constitutes
deliberative work product, protected by the deliberative-process .
privilege, and is not a final, conclusive, complete, or
comprehensive analysis of DRG-RDI or CIA. Rather, it was created.
to suit the .needs of DRG-RDI, in support of informing senior Agency
officers: about broad peolicy issues. While every effort was made: to
ensure this document’s accuracy, it msy contain inadvertent errnrs._
For tbis reason, and because this document selectively: amarizes,
draws‘inferences from, or omits information from the sources it :
cites, it should not be relied upon by persons outside DRG=RDI. .

(U/7FO¥0) At the request of the Director of the CIA, the
CIA Inspector General (IG) opened a review into tha-actionq,ofr
CIA employees' who discovered the above information. On 30

.January 2014, representatives of the IG discussed with the

Criminal Division’s Computer Crimes and Intellectual Property
Section (CCIPS), information concerning possible violations of.
Title 18 U.S.,C. §§ 1030 and 2511 by CIA employees. On - . - " x
3 February 2014; the CIA IG’s office issued crimes referral :
2014-11718 to 'CCISP based in part on those discussions. Tha“IG
did not include in his crime referral any information. regarding
the potential criminal vioclation by the non-employegg, deferring
to the Agency to determine whether the information available met
the standard to issue a crimes report on the non-eﬁployees,

(u//FOBQ) As the Acting General Counsel, that

determination was my responsibility under the MOU. .As noted
above, I have determined there is a reasonable basis to*cpnclude e

3
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The Honorable Eric Holder,

that a violation of 18 U.S.C. § 1030(a)(2)(B), a specified
Federal criminal law, has occurred. o

Sincgmly,/ |

copy to: Inspector General

4
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- January 15-27, 2014

The following is an'outline, and does not purport to be complete. '

By Jan. 9, 2014, 1 had developed.reason 1o belisve that the SSCI staff performing the' RDI
review, had obtained unauthorized access to classified, dmﬂ, pre-decisional, privileged =~

‘documents resident on the Agency “side” of RDI Net. I'was-aware of explicit: adm:ssmns ;
from staff that they “knew something” about the documents (including a comment made

bystaﬂ'mcmbel ptthncKrass confirmation hearing to the effect that he
“have séen [the Agency’s] real response” to the SSCI RDI Study), as well as pubhc g
statements by members of the SSCI to the effect that they had 'seen the documents.'
Moreover, I was reminded by my staff that there had once been a “hole” or breach in the
firewall dividing the SSCI side from the CIA side of RDI Net (discovered in 2012). At
that time, when confronted with a document that should not have been in their -
possession, SSCI staff members had assured me that they did not inappropriately access -
any other documents on the Agency side. By January 9, my staff had conducted a check
of our logs that chronicle documents the Agency had appropriately provided to the SSCI
and found no SRT documents referenced within them. As a result, I had good reason 10
believe that Committee staffs’ 2012 assurance was a misrepresentation.

I am ultimately responsible for ensuring the security of RDI Net system—a ClA.ownod '

‘and operated system, located in a CIA facility and subject to CIA regulations and

applicable US laws regarding classified information—and for maintaining the safety of
sensitive CIA records placed upon it. As a consequence, I asked IT professionals within - -

. the Office of Detainee Affairs (ODA) to determine whether the SRT documents were

present on the SSCI side of the system. In so doing, I carefully considered what was
known to me regarding the Agency’s historical representations to and agreements with
the SSCI concerning the general principle of refraining from accessing the SSCI side of
the system. Those representations included an explicit reservation of authority for
Agency IT officers to access the SSCI side to address precisely these sorts of situations. 1
was aware that SSCI staff had been briefed on the fact that the Agency would conduct
security monitoring of the system. I also was aware that Agency IT officers had -
repeatedly utilized this authority to confirm that documents had been appropriately

placed on the SSCI side of the system, a practice that SSCI had knowledge of and fully
and repeatedly consented to. | was mindful that Director Panetta, and others, had clearly

stated to the SSCI that our respect for their substantive privacy did not mean that we were
abandoning our right to administrative access or an audit capability to ensure the security
of the system and to protect CIA information, the latter an obligation imposed by statute.
As a-consequence, I did not interpret any representation to SSCI as requiring that we turn
a blind eye to possible violations of Agency regulations or federal law. To the cpntm_.ry,- _

! SSCI refirred to the documents as the “Panetta Review,” mmwmhmwmwm :
as WCRs (“weekly case reports”) or SRT (Strategic Review Team) documents.
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myundmtmdmgﬁommyﬁ:stdaysvmhthcAgency,whcnlwaspmvxdedmth

briefings on the SSCI review process by Agency officers, including security. oﬂ‘iccrs. was
that | have an affirmative obligation to take steps—including ofthesystcm—-to :
-ensumthcmtamtyof!hatsystemandtopmlectclﬂssnﬁedmatmals e

‘Perhaps most importantly, it-was my understanding of agreements t 'bcrwcen the -~ -
Committee and the. Agency that restrictions on Agency ‘access to tbe SSCIL mdc ‘were i
intended to preclude the Agency from conducting substantive reviews.of the Committee’ ]
work product, not from conducting normal administrative and security-related. ﬁmct:ons

I ensured that this particular administrative.action would be extremely narrow,mnmed 40,
a simple identification of the presence of particular CI4 documents, not SSCI matcnals 9%
explicitly directed that no content was to be read, altéred, moved, or examined in any
fashion. I gave explicit directions that the officers were to search only for the SRT
documents. They were not to search for or access any other documents, nor m_id'O_L_.

review the SRT documents, but- simply to determine whether they were present on the i
system. The review was purely in the manner of an audit, with no substantive review of L
any document or Committee work product. A Sk

Laterthalday,lwnsmfoxmedtha:ourITofﬁcetshaddaemmdthcAgencys :
documents were indeed present on the SSCI side of the system. 1immediately informed * = .

md - We discussed next steps,and I~ oo
uﬁomed—thmnﬂ)atwecouldtakclhcmamwmtothmmanaonestcpﬁmher by askmg
CiA’s ~—which. under the direction of CIC.

; _ ~to Fegardmg whether the documents had been
accessed by SSCI staffers. They concurred, and | asked ODA. to contac| Lorequest
the necessary support. Again, I gave specific direction that the'effort was to be closely
circumscribed, and should involve only the identified documents. No other. documents
were to be accessed or reviewed and, again, no substantive rewewofthc SRTdocuments
was to occur. That admonition was dehvered wa e-mail to | L i,

On the same day, informed me that .had d:swssed this issue w:th ‘the *'
Director, and the Director. had instructed that we needed to be “completely sure” thatithe -
documents on the SSCI side of the system were actually the SRT documents.. I asked my
col.league to attempt to verify the nature of the documents, and quxck}y
reported tha  had looked at the first page of a handful of the documents and confirmed "
that they were the: pnvﬂeged, draft documents in question, the documents SSCI had not
been authorized to receive. informed me that| |did not read any of the
documents, but merely looked at the front page format of a few to see if they possessed
the same waming banner, draft designation, format, etc., as the SRT documents. T -
mfonned of this confirmation. - _

Late in the afternoon of Jan. 10, 2014, Irece:vedareportofﬁndmgs froml Ve
indicating that five SSCI staff members had accessed the documents,’ begmmng in thc fall

of 2010 and concluding in the fall of 2012, about the time the “hole” in the RDI Net: o ai
firewall had been discovered. The staff members had accessed the documents ﬂmusands
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andtheDCLA Iadwsedthe[hmctorof
the importance of determining the full facts smoundmgtlusmatterbeforedlscusmnglt
with the Committee or the WH, and he directed me to pursue all available options to. .
dctermmchuwthcdoumwntscamctobeontheSSClsxdeofthesystm,asamxy
predicate to any broader discussions. I noted for him that I did not run an investigative.
organization, but that I could ask the ODA team to try and explore how:SSCI oould have
achieved access to the documents.

Saturday aﬁcmoon,.ian. 11, I took a call at home from the Director, who informed me
that he had discussed the possible security breach with WH COS Denis McDonough.,

The Director reiterated his desire to inform the Hill of the breach as soon aspossible, and
emphasized that ] was 10 use whatever means necessary to answer the question of how
the documents arrived on the SSCI side of the system so that his communication with the
Hill could occur. I viewed those instructions as authorizing me to gather the necessary
Agency personnel and components who would normally be involved in such an effort..
He also tasked me to generate a set of draft talking points for that meeting with
Committee leadership. I cautioned that discussing this matter with the WH, at this stage,
was problematic, as it could later be viewed as WH interference in a potential criminal .
investigation. He thanked me for my efforts, and reiterated that he wanted answers as
soon as possible. . meemng days, not weeks. in

On the moming of Jan. 13, 2014, after informing elements of Agency Imdcrshlp ofthe

_1ssuqlwasmlledtoamecung?halredbnhemﬂl. Also mattendmm

ICIC, , D/OPA, D/OCA, .and others. | |

anendEdbneﬂy Dunngthcmeehngldescn'bedﬂ:ccvenmtodateandmc
Director’s instructions. Iindicated that neither I nor ODA had any capablllty to conducl
the sort of forensic work necessary to answer the DCIA’s question concerning the
provenance of the SRT documents. | CIC explained how wouldbeableto
perform the work. No one in attendance voiced any objection to \tnkmg on the
assignment; indeed, there were unanimous expressions of support for the propos.ltmn that.
the Agency needed to determine whether the documents had been mtennomlly taken or if
there was some more innocent explanation for their presence on the SSCI side, prior.to
discussing the matter with the SSCI. 1 advised that the matter should be placed under the
control of the Office of Security. I also stressed that this work should be done without:
reference to the content of any documents on the SSCI side; that no substantive review of
any document had been performed, should not be performed, and need not be performed:
in order to conduct ttus activity. ;

Later'thnt evening, the aforementioned group met with the Director to discuss status of
efforts to determine the provenance of the documents. Before we could begin a
substantive discussion, the Director expressed irritation that CIC was involved in the
effort, stating that the “optic” of CIC performing the. work was noor.Several

attendees attemnted to explain that
' but the Director continued to focus on the “optics.” Iinformed the ..

|un’ectoroxmywcwthall.heconductmquesnoncouldbecnmma] and that the

Agency—based solely on its current understandmg, that unauthorized documems existed
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on the SSCI side of the system and had been repeatedly accessed—had an obligation to
answer the question of whether there had been a security violation or a potential violation
of law that should be referred to the Department of Jusuoc, Nevertheless, he ordered a
“pause” in the workbcmgconducted by' andstatedthat it was necessary to
consult with the WH on next steps. Moreovcr. he expressed his intention to discuss the
matter with Committee leadership the next day.

1 rcpem‘edly counseled the Director, as well asl and D/OCA, that it was
unwise to ask the WH for direction as to a possible criminal investigation. If the WH
were to order the inquiry stopped, it could constitute an act in furtherance of obstruction
of justice. At the least, it could be interpreted that way by Congressional critics and the
press. Merely consulting with the WH would place the Director in a bad light, making it
appear that he was politicizing a potential criminal matter. I also repeatedly counseled
that informing Committee leadership of the potential breach at this stage would result in
the potential targets of the investigation—SSCI staff—being informed of the
investigation, and would permit them to “get their story straight” prior to being
interviewed by Agency security officers or law enforcement, a practice that would not be
vxewcdasappropmtcbymmal investigators. I again recommended that the matter be
placed under the auspices of the Office of Security and tha{ pS determine next steps,
be they to continue the review or to refer the matter to the Department of Justice.

Following these events, I received an e-mail on AIN ﬁ'on:J Tpra:smg my
work, and asking me to come see the Director so he could tell me how muchhe
appreciated my efforts. I attempted to decline, noting that it wasn’t necessary, but| |

insisted.

At 5:30 on January 16, ] was asked to come to the Director’s office. The Director said
he understood I was concerned about events relating to this matter. Referencing the
meeting on the evening of January 13, he said he could come off as “brusque” but that he
hoped he hadn’t offended me. He went on to say this was a difficult matter, but he was
the Director and had to make a decision about the proper way to proceed. He said he
appreciated my advice, fully supported all my actions in this matter, and urged me to be
proactive in coming to him with future concerns—directly if necessary, rather than
through staff. I thanked him for his consideration in bringing me in, but noted that any
discomfort I had concerning this matter was not related to his demeanor at the January 13
meeting, but rather stemmed from a concemn that I had not adequately or with sufficient
force conveyed what I perceived as the legal risks inherent in his chosen course of action.

He asked me what he should do going forward and I made three recommendations:
Provid¢ DS with written instructions to carry out a review of this matter using all
available means at her disposal, and to arrive at a recommendation “without fear or
favor™; to refrain from further discussions with the WH until such time as the facts were
known; and to contact FBI to let them know of the potential breach—noting that the facts
are incomplete and that it could turn out to be a matter of little consequence—but to
inform the Bureau of the actions that had been taken and to accept help in conducting the
forensic work if offered. The Director thanked me and noted that these all seemed to be
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good ideas, and that he would pursue them. I again thanked him for his thoughtfulness.
The conversation was cordial throughout.

Addendum re Feinstein letter of January 23, 2014

I share a few thoughts about Sen. Feinstein’s letter—in particular, it's most important
implicit assertion, that the Agency is not permitted to access the SSCI side of the CIA
system for purposes of security monitoring and to ensure the safety of classified
materials.

That assertion is simply incorrect. Throughout the life of the SSCI review CIA has in
fact performed security monitoring and exerted compliance control over RDI Net,

. including on the SSCI side of the system. The Agency monitors the entire system as it

does all CIA systems, and SSCI awareness of this fact is reflected in the security

warnings and disclaimers that SSCI staffers see as they access their side of the system.

The security briefing provided to SSCI staffers makes it clear that such monitoring /
was 1o be expected.

Of course, it must be so. After all, SSCI has never attempted to exert any sort of security
protocols or monitoring over the system. To my knowledge, no SSCI security officer has
ever accessed the system or requested permission to do so. If SSCI is right in claiming
that CIA lacks the authority to maintain security of the system and its compliance with
Agency regulations and applicable law, then we have created a system in which no one
has that responsibility. Even the Director lacks the authority to establish a system for
maintaining extremely sensitive, classified documents and exempt it from all security
monitoring and compliance.

In point of fact, of course, DCIA Panetta did not purport to do so here, While SSCI
asserted the right to complete hegemony over its side of the system, the Agency did not
accept that demand. The Committee cannot establish otherwise by repeatedly citing its
unacknowledged and unapproved assertion of complete control. I am told that like many
issues of contention between the Agency and the Committee (such as the ultimate
ownership of the documents being provided to the SSCI, which the Committee still
claims should be given over for permanent storage on the Hill following conclusion of
the Review) Agency leadership at the time chose to defer “open warfare” over the issue
of security by not making it an explicit provision in letter exchanges between the Agency
and Sen. Feinstein. But at no point did the Agency abdicate its responsibility to maintain
security over the system—and my own view is that, in any event, it could not have
lawfully done so.

Finally, and perhaps of greatest significance, the "stand alone" nature of the system was
only important, as the letter from Sen. Feinstein explicitly admits, "because it was
recognized to contain SSCI work product." The preliminary audit conducted in this
instance, which took place because there was a reasonable basis to believe that a violation
of regulation or law had occurred, did not involve the review of any work product. It was
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solely focused on determining whether CIA documents—resident on a CIA owned and
operated system, housed in a CIA facility and entrusted to CIA officers for management
and security--which had not been authorized for passage to the Committee had been
accessed by the SSCI staff. No substance was reviewed, no documents were moved or
altered, and no substantive information was gained.
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