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Executive  
Summary
The threat level to the United Kingdom  
remains SEVERE and persistent in its nature. 
The main driver for this threat continues to  
be Islamist extremism, in particular Al Qaeda 
(AQ), Daesh* and their global affiliates. 
Alongside the salient risk posed by Islamist extremism,  
we cannot discount the rise of far-right extremist groups.  
The reporting period has been dominated by the use of a 
hijacked lorry to kill and injure visitors to a Christmas Market  
in Berlin and the killing of 39 people in an Istanbul nightclub  
on New Year’s Eve 2016. These attacks demonstrate the 
power of ideology to motivate ‘lone actors’ to commit acts  
of terrorism. The year 2017 is likely to see similar attacks 
across Europe. Terrorist suspects continue to be arrested  
on a regular basis, with many plots disrupted. 

Against this backdrop, it is unsurprising that there have  
been repeated warnings from Western political leaders and 
security chiefs about the very direct threat posed by Islamist 
extremist groups preparing to undertake a mass-casualty 
attack. AQ’s continued aspiration to execute some form of 
‘spectacular’ and well-resourced attack continues to pose a 
threat. The current head of MI6, Alex Younger, warned in his 
first public statement in December about the significant threat 
posed by Daesh and AQ to the UK. This underlined similar 
messages from the UK Secretary of State for Defence and  
the Director of the FBI. 

A number of themes are emerging that are likely to  
dominate the security landscape in 2017. Despite the 
probable military defeat of Daesh in Iraq and Syria, the 
ideology of the group is likely to endure, with the expectation 
that the group will mutate and evolve into a more dangerous 
and diffuse entity. Secondly, the so-called Caliphate will 
become more ‘virtual’ than physical, with the group increasing 
its activity online as its physical security is threatened. It is 
expected that Daesh will move into ‘ungoverned spaces’ –  
be they geographical areas, or the Dark Web. It is likely that 
the focus will be on the most motivated and hard-line followers 
of Daesh, inspired or directed to cause mass casualties and 
economic damage. The third, and perhaps biggest, challenge 
is how security agencies and governments deal with the  
high number of experienced foreign fighters returning to  
their home countries. 

This ‘reverse flow’ phenomenon will present a challenge  
for liberal democracies and how they should manage,  
de-radicalise and reintegrate those who are sitting outside  
the criminal justice system. A final theme for 2017 is the 
possible reassertion of AQ as the dominant global terrorist 
group, with the capability, experience and technology to 
match. A worst-case scenario would see the alignment  
of Daesh and AQ. 

Despite the political upheavals in 2016, governments across 
Europe continue to improve collaboration and information 
exchange on terrorist activities. The 2015 UK National Security 
Strategy and Strategic Defence and Security Review (SDSR) 
both recognised the threats posed by radical extremism and 
have directed significant resources into counter-terrorism 
measures. The government’s counter-terrorism strategy, 
CONTEST, is being refreshed. There is an expectation from 
the business community of improved public/private sector 
partnerships. A key strand of this is the provision of more 
appropriate and timely information on the nature of the 
contemporary threat to businesses, their people and their 
assets. Closing the terrorism ‘information gap’ will remain  
high on the private sector’s list of priorities during 2017. 

Pool Re and other terrorism reinsurance pools recognise  
that interaction and collaboration between the state and 
private sector is fundamental to successful terrorism risk 
management and the long-term resilience of economies.  
This was demonstrated at the Australian-hosted Global 
Terrorism Risk Insurance Conference, in October 2016, 
where much of the discussion focused on emerging counter- 
terrorism strategies and how terrorism pools and the global 
(re)insurance market need to innovate and provide appropriate 
and affordable terrorism cover to mitigate losses incurred  
by the changing nature of the terrorist threat. 

As terrorist tactics continue to evolve, using a combination 
of both conventional and unconventional methodologies, 
so must the insurance sector further adapt to these novel 
ways and means by providing appropriate products to 
their insureds. Pool Re continues to work closely with all its 
strategic partners – government, its Members, academia,  
its regulators, the reinsurance market and business –  
focusing on improving intelligence-led risk mitigation  
and resilience measures.

Executive Summary

* �Pool Re uses the term Daesh to refer to the group also known as ISIL, Islamic State or ISIS.
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The international terrorist threat to the  
UK and its interests is persistent. The UK 
threat level remains at SEVERE (an attack  
is highly likely) despite no major attacks  
within the reporting period. 
This level of threat is now becoming accepted as normal. 
Vigilance throughout the Critical National Infrastructure  
(CNI), particularly major economic sites, should be  
encouraged to prevent complacency and threat fatigue.  
The threat from Dissident Republicanism to Great Britain 
remains at SUBSTANTIAL, although recent comments 
in October by Neil Basu, Senior National Coordinator for 
Counter-Terrorism Policing at the Metropolitan Police  
Service, suggested this remains persistent.*

The UK’s SEVERE threat level is underpinned by the  
increasing number of thwarted attacks (13 since June  
2013),12 and a 57% increase in terror arrests since 2013. 
Reports indicate that MI5 is dealing with 550 live cases at  
any one time,13 with a suggested figure of approximately  
400 Daesh fighters who have now returned to the UK  
(of whom 70 are reported to be high risk).14

Europe has faced a sustained threat from Islamist  
extremists. The lorry attack on the crowded Christmas  
market in Berlin in December 2016 is a reminder that  
attacks in Europe are likely to continue with symbolic  
events being targeted. The assassination of Ambassador 
Karlov also illustrates the threat to high-profile official figures 
who may be targeted because of their countries’ foreign  
policy, particularly intervention in Iraq and Syria. 

European security agencies have thwarted several other 
attacks and have arrested over 800 terrorist suspects  
(see Figure 4). The arrests made by police and security 
agencies across Europe now appear to have achieved  
more than picking the ‘low hanging fruit’ and have  
resulted in significant disruptions to terrorist networks.  
This may be due to greater intelligence sharing, operational 
collaboration and resilience throughout Europe, enabled  
by the maturing European Counter Terrorism Centre.  
However, the Berlin lorry attack highlighted the intelligence 
shortcomings that still exist among some of our  
European partners. 

The threat to the UK homeland from Daesh endures.  
As its territories in Iraq and Syria are reduced, and it suffers 
other military setbacks** in the region, it is likely that these 
factors will cause extremists to consider returning to their 
home countries, creating a ‘terrorist diaspora’.*** There 
continues to be an influx of migrants from North Africa and  
the Middle East into Europe, and evidence suggests that 
terrorists are using fraudulently obtained travel documents to 
exploit these migration routes.**** The ‘reverse flow’ of fighters 
back to the UK, with potential hostile intent and increased 
experience and capabilities, will escalate the threat, especially 
if coupled with home-grown supporters. Monitoring and 
interdicting the increasing numbers of returnees will  
continue to be a major challenge for MI5 and the police. 

It should also be noted that the probability of unconventional 
attack methodologies being employed across Europe is 
increasing, as recently highlighted by the Minister of State  
for Security Ben Wallace MP.16 The CBRN capabilities of  
overseas extremists are growing and relevant knowledge 
is being shared internationally; reporting also suggests that 
individuals with technical expertise relating to CBRN systems 
are returning to their homelands. Daesh has also started  
using the Internet as a way of sharing CBRN knowledge.  
The use of drones, either in reconnaissance or in IED  
attacks, has continued overseas, and their increased 
sophistication and availability in the UK require  
careful thought. 

It is unknown how the UK’s exit from the European Union  
(EU) and the new Trump Administration will affect security 
regarding international terrorism. However, it is assessed  
that the implications of a change in approach to security  
and defence under a Trump Administration could have  
greater consequences than Brexit. 

When, not if?
“�We can put a stake through the heart  
of Islamic State as an army. We can put  
a stake through the heart of its leaders. 
You can take away its territory. But you 
can’t put a stake through the heart of  
the ideas, of the ideology.”

 General David Petraeus15	

     * �Neil Basu, the Senior National Coordinator for Counter-Terrorism Policing at the MPS, commented: “The continuing threat from  
Northern-Ireland-related terrorism and al-Qaida also remains present, with supporters of both seeking to act”, (The Guardian, 28/10/16).

    ** �Their recent expulsion from Sirte in Libya is a prime example.
  *** �James Comey, Director of the FBI: “They will not all die on the battlefield in Syria and Iraq. Through the fingers of the crush are going to come hundreds of very 

dangerous people. There will be a terrorist diaspora sometime in the next two to five years like we’ve never seen before.” FBI director: ISIS “loss will create a  
‘terrorist diaspora” like we’ve never seen before’, (Business Insider UK, 27/09/16).

 **** �t is understood that the majority of the terrorists involved in the November 2015 Paris attack used migration routes. NPPD 000733
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While international attention has been 
focused on Daesh over the last four years,  
Al Qaeda has continued to grow in its  
shadow. Will 2017 see the continued  
evolution and expansion of Al Qaeda?

Extinct?
Five years ago AQ was viewed, by some commentators,  
to be on the verge of strategic collapse.23 Its founder and 
leader, Osama bin Laden (OBL) and lead radicaliser,  
Anwar al-Awlaki, were dead, along with the majority of its 
commanders. Despite a period of UK-based attack plans  
with AQ connections, including the attack on Glasgow 
Airport in 2007, plans to attack London over Christmas 2010 
(Operation NORBURY) and a Birmingham-based bomb plot 
in 2011 (Operation PITSFORD), the organisation appeared 
inactive and irrelevant to the Arab Spring transformation 
across the Middle East and North Africa. Attempts to  
establish democracy had replaced the appetite for  
violence and repression.

Arguably, however, it was also civil unrest that contributed to 
the growth of part of AQ. The Houthi insurgency in Yemen 
allowed AQ in the Arabian Peninsula (AQAP) to flourish. The 
same effect was seen in the Trans-Sahel region with AQ in  
the Islamist Maghreb (AQIM), particularly during the conflict  
in northern Mali. AQAP’s contribution to the international  
threat landscape subsequently changed counter-terrorism 
globally and illustrated the enduring threat of AQ.

Enduring
When the UK threat level was raised to SEVERE in August 
2014, it is highly likely a key driver to this was AQAP’s 
capability to attack civil aviation using non-metal content 
(NMC) bombs. Just prior to the UK threat level change,  
new travel restrictions were implemented for uncharged 
computer tablets and electronic devices on United States-
bound planes, with the threat from AQAP cited in open source 
reporting.24 While Western intelligence and security agencies 
were grappling with the emergence of Daesh (with its origins 
in AQ in Iraq), the main AQ threat was not extinct. It was this 
combination of AQ and Daesh capabilities that meant the 
probability of a terrorist attack by Islamist extremists in the  
UK went from ‘a strong possibility’ to being ‘highly likely’.25 
AQ’s threat to the UK can be assessed to be enduring.

Military action subsequently directed against AQAP and  
other AQ-associated groups after mid-2014, resulting in the 
deaths of high-value targets such as David Drugeon27 and 
Nasir al-Wuhayshi,28 is likely evidence of the weight they 
contributed to the threat against the West. AQ was quick, 
however, to illustrate its resilience. December 2014 saw  
AQAP post Inspire 13 online, with advice on defeating airport 
security measures and instructions on how to make a NMC 
bomb.29 This knowledge, previously held by a few individuals 
within the organisations, was subsequently shared openly 
across the Internet.

Evolving
Since 2014, despite becoming decentralised, AQ has 
continued to operate in North Africa and the Trans-Sahel 
(AQIM), Yemen and the wider Arabian Peninsula (AQAP), 
Afghanistan and Pakistan. Late 2014 also saw the creation 
of AQ in the Indian Subcontinent (AQIS). While the military 
action against the organisation across Pakistan, Afghanistan 
and Yemen has been significant, it has not impeded its current 
senior leadership, including global Emir Ayman al-Zawahiri. 
Al-Zawahiri, in a series of speeches in 2015, redirected the 
organisation’s strategic direction back to the West (notably 
France, the UK and the USA) after a period of preoccupation 
with the Indian Subcontinent.30 AQ also staked a claim for 
the 2015 Charlie Hebdo attacks in France,31 serving a stark 
reminder of its capabilities. Also at this time al-Zawahiri 
pledged allegiance to the Taliban and Mullar Mansour,32  
a likely attempt to regain ground in Afghanistan to help its 
regeneration and exploit the many Taliban successes against 
the remaining Western presence and influence. This allegiance 
is a clear indication of al-Zawahiri’s attempt to regain 
dominance of the global jihadist movement – an effort that  
was subsequently bolstered by the support of Hamza  
bin Laden, son of Osama.

The Resilience of Al Qaeda
“�Al Qaeda’s obituary has been written 
countless times over the decade. Each 
iteration has proved to be ephemeral,  
as the [movement] has continually  
shown itself to have a deeper bench  
than we imagine.”

 Bruce Hoffman26
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As with any form of terrorist attack, success depends on 
shortcomings in mitigation and protection. A successful  
cyber-attack is often made against websites with weaker 
security measures or social media accounts with easy to 
compromise password resets, allowing unauthorised  
access and use. This has been recognised by the UK 
government’s investment in the National Cyber Security  
Centre (NCSC) to assist in the protection of UK critical  
national infrastructure. Furthermore, the NCSS established  
the pillars of ‘Defend’, ‘Deter’ and ‘Develop’ to offer  
advice and resilience against attacks.  

NCSC
The NCSC acts as a bridge between industry and 
government, providing a unified source of advice, guidance 
and support on cyber security, including the management  
of cyber security incidents. As the public-facing arm of  
GCHQ, the NCSC aims to reduce the cyber security risk  
to the UK by improving its cyber security and cyber  
resilience. The centre collaborates with other government 
agencies and departments as well as with organisations, 
businesses and individuals.

Terrorists also use the Internet for reconnaissance and 
intelligence gathering to enable further physical terrorist  
acts. This was clearly illustrated by the threat posed by  
Junaid Hussain in Syria, prior to his death in 2015, and  
the numerous Daesh ‘kill lists’ published in recent years,  
either as stand-alone releases or within publications such  
as AQAP’s Inspire magazine. While Hussain posed a 
significant threat to the UK, illustrated by his role in external 
attack planning, his death did not greatly reduce the 
capabilities of Daesh and the ‘cyber caliphate’. 

Terrorist use of the Internet to research and publish  
personally identifiable information about individuals online 
to make them vulnerable for attack, or ‘doxing’, is also 
increasing. While it is more likely UK-based extremists  
will focus their physical attacks upon crowded places or 
specific high-profile individuals such as the police or  
military, the risk to individuals from ‘doxing’, or being  
named in extremist publications, is significant.

While terrorists undoubtedly have aspirations for a major 
‘destructive’ cyber-attack, their behaviour for now is likely  
to remain focused around enabling attacks, website and  
social media defacements, and other ‘hacking’ and fundraising 
activities. It is likely the UK will experience an increase in 
extremists with more sophisticated computer skills from which 
could emanate a cyber threat. This could be a UK-based lone 
actor who comes into contact with core leadership through 
participation in online forums. Over the next 12 months, 
however, an increase in UK attack planning plots should be 
expected in line with the fighters returning from the so-called 
Caliphate above any successful major cyber-attack.

It is plausible terrorists may utilise organised criminal  
groups to mount cyber-attacks on their behalf, potentially  
with the criminals not being fully aware of on whose behalf 
they are acting. This would also be in line with the terrorist/
criminal nexus being experienced in the physical world, 
particularly from the prison estate. 

State-sponsored terrorism is not a new concept, and,  
while it remains possible that such activity could progress  
into the cyber realm, it is unlikely at this time. While attribution 
of cyber-attacks remains very difficult, which could offer  
some reassurance to a prospective state sponsor of cyber 
terrorism, the potential consequences for such an actor  
would be significant. That risk is most likely to limit the 
likelihood of this scenario maturing. 

Insurance solutions to cyber risks have been emerging  
over the past decade, but it is fair to say that further 
development is required to offer clients the cover they need. 
The cyber market has focused primarily on risks relating 
to data or other intangible property, in addition to liability 
consequence and the loss of such property. Cover for  
damage to tangible property, such as buildings or contents, 
triggered by remote electronic means is usually excluded  
by property policies if it involves malicious actors such as  
hackers or criminals.

Pool Re terrorism cover currently excludes damage  
caused by cyber terrorists. However, significant resources  
have been allocated to assess where and if such cover  
could be provided. 

Dark Web
Internet content that exists on the public Internet but  
that requires specific software or authorisation to access.  
The Dark Web forms a small part of the Deep Web, the  
part of the Internet not indexed by search engines.
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In October 2014, a football match between Albania and 
Serbia was halted because of a flag-flying drone hovering  
just above the pitch. In the UK, a security guard was  
arrested for flying a drone over, and filming, Premier League, 
Champions League and Championship football matches  
on several occasions.59 The vulnerability of stadia was further 
emphasised by the encouragement of Daesh of its fighters  
to target the 2016 Olympic Games in Rio de Janeiro with  
“toy drones with small explosives”.60 

Equally, nuclear power stations are considered to be 
vulnerable to ABIED for similar reasons of accessibility  
and risk of damage. In 2012, a Greenpeace activist 
paraglided over Le Bugey nuclear power station in France  
in protest over the (lack of) security around power plants.  
In 2014, there were sightings of around fifteen drones  
above a nuclear power station in Belleville-sur-Loire,  
France. Although these were not malicious attacks, both 
examples highlight the vulnerabilities of the airspace and  
no-fly zones surrounding sensitive sites. 

Intent and Capability
There have been no drones involved in a terrorist attack  
in the UK, and, according to UK intelligence analysts, there 
is no evidence to suggest the intention of one being used at 
this present time. This may be due to the more prolific low-
sophistication attack methods seen in the UK, which in turn 
are led by the difficulty in acquiring firearms and the strength 
of MI5 and the police to disrupt attack plans. Following the 
arrests of terrorist suspects in the UK, or in subsequent 
searches of their premises, there has not been any reference 
to, or presence of, a drone. This suggests that this attack 
method may not be considered to be a high priority by 
terrorist organisations at this time. 

The increasingly sophisticated drones on the market with  
high technological capabilities may appear to increase the 
threat to the UK; new models have greater payload, range, 
duration and navigation systems. Agricultural drones, for 
example, are capable of flying (pre-programmed) over  
specific areas with sizeable payloads of weed killer or  

fertilizer, identifying areas in need of spraying, utilising 
waypoints and then returning to the ‘pilot’. Daesh have  
shown capability in the Middle East: two Kurdish soldiers 
were killed and two French soldiers were injured when an IED 
on a drone exploded as the soldiers took it back to base. 
This was reportedly the first drone attack by Daesh to cause 
casualties, although the full circumstances of the explosion 
and their deaths are not known. This attack method is not 
new, and, as the technology advances, it is not difficult to 
plan a scenario where drones are manipulated to deploy an 
IED or a chemical weapon in a main city in the UK. However,  
this threat must be considered in context.

Making an IED is complex and risky. In the UK environment, 
where it is particularly difficult to acquire commercial 
explosives such as Semtex or TNT, any IED would most  
likely be a home-made device. Triacetone Triperoxide (TATP) 
is an increasingly common explosive, used in the recent 
device at Zavantem Airport in Brussels and on the Tube in 
London on 7/7. It is a particularly unstable and flammable61 
explosive, and, despite Al Qaeda’s Inspire magazine offering 
an ‘easy’ how to make a bomb guide – it takes considerable 
skill and knowledge to use the material. Although not 
directly linked to terrorism, the recent failed device at North 
Greenwich tube station proved the difficulty in making a  
viable explosive that detonates successfully (many devices 
detonate only partially). 

As well as the considerable expense incurred by the 
perpetrator, there are added complications of weaponising  
a drone effectively – difficulties in reaching the correct 
location, challenges of detonation, problems of flying outside 
the line of sight – all of which would make it a much less 
viable attack method than leaving the same type of IED on 
a tube, on a bus or in the street. The more complicated the 
attack method, the more likelihood of it being detected by 
MI5 or the police. 

AQ’s Inspire 16 magazine includes a tutorial on a successful 
pressure cooker bomb, the device used in Boston and  
New York. If there is an increase in plots seeking to use IEDs, 
these IEDs are more likely to be pressure cooker devices,  
because of their relative simplicity of construction. Given the 
payload and design of drones currently on the market, it is 
unlikely that a workable device would be attached to a drone. 

Alternatively, drones pose a threat as a weapon in itself, 
mostly to aircraft. Chris Grayling, the UK Secretary of State 
for Transport, warned that the expansion of the delivery drone 
market posed a safety risk and should be “handled with great 
care”.62 Near misses with drones have been a nuisance to 
aircraft and to police; between January and October 2016,  
56 drones were involved in near misses with aircraft over  
the UK – almost double the amount in 2015.63 

“�Daesh is like water at the top of a  
building, it spreads across and tries to  
find little gaps it can run through. This will 
be one of the little gaps it is looking at.  
I think it would be foolhardy for us not  
to look at our defences for this.”  
 Admiral Lord West58
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Beyond a potential gap in information sharing, terrorism  
events in Europe during 2015 and 2016 have highlighted 
the gap that exists in cover provided by traditional property 
terrorism insurance products, when the major impacts have 
been loss of life and business interruption and where no,  
or limited, damage occurred.69 There is a mismatch between 
property-based terrorism cover and the impacts of events 
focused on killing or injuring people, that do not result in  
wide-scale physical damage.70 Pool Re is currently 
undertaking work to quantify the gap between the  
economic losses seen after recent terrorist events and  
the insured losses. This includes consideration of  
recent events, including Berlin and Istanbul. 

Early research suggests the coverage gap is meaningful  
in scale and spans multiple insurance classes of business.  
There also appears to be more of an impact for small and 
medium-sized enterprises than for larger corporates, which  
tend to be less reliant on single sites. Not all components 
of the economic loss after a major terrorist attack will be 
insurable, but an opportunity does seem to exist for more 
of the risk to be taken up by the commercial market. Non-
damage business interruption (BI) and loss of attraction  
cover is already available, but it is not currently taken up  
widely enough to provide a systemic level of resilience. 

With regards to coverage for individuals, there is also a 
potential gap where work, personal or government  
schemes may not provide adequate protection. Solutions  
are available in the stand-alone market for issues such as 
hostage barricade and active shooter scenarios, but these 
tend to be accessed only by well-informed insurance buyers. 
A wider solution that provides portfolio-level cover may be 
appropriate, and Pool Re is currently considering options  
with its Members and insurance market stakeholders. 

Resolving the challenges posed by the coverage gap will  
not be simple. There are significant interdependencies at play 
with regard to the insurance and reinsurance of terrorism in 
the UK. While the government has an obligation to clearly 
articulate accurate information pertaining to the terrorist  
threat, Member and non-member companies of Pool Re  
have their own duty to develop commercially viable solutions. 
Both have a shared objective of managing the risk and 
mitigating the potential impacts, and these objectives can  
be achieved through enhanced partnership working. 

Interaction and collaboration between the public and  
private sectors is crucial to successful terrorism risk 
management. Pool Re recognises it is well positioned to  
help this engagement. Pool Re has been working on a  
number of projects with UK government partners to  
establish durable and pragmatic ways of public/private  
sector risk management. To date, the insurance market  
has been effective at mutualising risk, but it is more 
challenging to mutualise expertise, particularly when some  
of the critical information is sensitive and sits in the public 
sector. There is also a requirement for the public sector to 
recognise the expertise and resource available in the private 
sector. Building a workable solution for public and private 
sector liaison on terrorism risk management is key and  
should be done in a way that develops trust. Success will 
ensure that a large number of UK businesses are resilient  
to potential threats, and they are able to access relevant  
cover at an appropriate price. 

Countering such threats and embracing this period of 
international change relies on overcoming uncertainty. The 
UK is facing an exit from the European Union, out of which 
there will doubtless emerge both threats and opportunities 
for the UK economy, including the insurance sector.72 The 
threat to Western Europe as a whole has been explicit and 
proven by numerous attacks in the past two years, and this is 
likely to continue regardless of the UK’s decision to leave the 
EU. However, Brexit is unlikely to damage national security 
severely, as counter-terrorism cooperation has been built up 
between member states for many years.73 It remains to be 
seen what impact the American presidential election and the 
new Trump Administration’s foreign policy focus on defeating 
Daesh will have in terms of potential further motivation for 
recruitment and attacks by Islamist extremists.* Nonetheless, 
throughout this period of change there is an expectation of 
intelligence and counter-terrorism consistency that, together 
with enhanced partnership working, may afford greater 
mitigation to the international terrorist threat.

* �Daesh statement: “[President-Elect Trump’s] utter hate towards Muslims will make our job much easier because we can recruit thousands… it was  
unexpected that the Americans will dig their own graves and they did so”, ‘Jihadists say Trump victory a rallying call for new recruits’, Reuters, 14/11/16.

“�If we are to defeat this threat, if we  
are to confront […] terrorism and 
extremism of all kinds, then we  
must work together.”  
Rt Hon. Theresa May MP71
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