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Gianforte’s victory after assaulting reporter reflects
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entrepreneur flipped out when the Guardian’s Ben Jacobs asked him
about the CBQO’s score of the health care bill. He now faces
misdemeanor assault charges for reportedly throwing Jacobs to the

ground and breaking his glasses.

“I made a mistake,” the congressman-elect said at his party in
Bozeman. “Not in our minds!” yelled a supporter. David Weigel,

who was there, reports that some in the crowd laughed.

-- After his comfortable six-point victory, Republican
congressional leaders are making clear there will be no
meaningful consequences for his behavior. “Elections are about
choices and Montanans made their choice,” Speaker Paul Ryan said
in a statement this morning. "Rep.-elect Gianforte is an outsider with
real-world experience creating jobs in Montana. He will bring that
experience to Congress, where he will be a valuable voice in the

House Republican Conference."

Without being asked, Donald Trump turned to a group of
photographers following him in Europe this morning and
declared: "Great win in Montana.” Then he walked away without
saying anything else. In a robo-call recorded shortly before the
election, he called Gianforte “my friend” and “a wonderful guy.” “You'll

be very proud of him for years to come,” Trump told voters.

A spokesman for Mike Pence, who traveled to Montana two
weeks ago to stump with Gianforte, declined to comment
yesterday, and the vice president skipped his only public event of the

day so he did not need to weigh in.

A Republican congressman from San Diego, who is under
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FoxNews.com published a first-person account yesterday by
veteran correspondent Alicia Acuna, who witnessed the incident:
“Gianforte grabbed Jacobs by the neck with both hands and slammed

him into the ground behind him.”

Very tellingly, upstart conservative outlets that are trying to steal
Fox’s market share by getting to the network’s right spent

yesterday trying to poke holes in the story.

Laura Ingraham aggressively questioned the Fox reporter on her
radio show: “You can’t body-slam someone by holding both hands
on the neck. That’s impossible...Didn’t he grab him near the neck and
throw him down? Just asking.” Acuna held firm: “I saw both his hands
go up not around his neck in a strangling type of way, but more just
on each side of his neck, just grabbed him. | guess it could have been
on his clothes, | don’t know. | can’t say that for sure. But he grabbed
him and slammed him down. ... He had one hand on each side of his

neck.”

“Acuna’s account in her interview with Ingraham was consistent
with what she published on FoxNews.com, not to mention
Jacobs’s own version of events,” Erik Wemple writes. “Now have a
look at the headline on LifeZette, where Ingraham serves as editor in
chief: ‘Montana Assault Withess Changes Story, Says No Neck Grab;
Reporter says firsthand account misstated key aspect of Gianforte

incident.” BuzzFeed has deemed this story ‘FAKE.”

But fake stuff gets around, Erik notes: On his radio show yesterday
afternoon, Rush Limbaugh falsely told his listeners that the Fox

reporter had basically recanted her story. He also called Jacobs “a
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The fever swamps of the internet went even further, though: Mike
Cernovich, who has a wide following on the fringes and friends in the
White House, raised the bar for required evidence. “Although there is
an audio recording of the incident, he said video was needed for the
story to be reliable,” Abby Ohlheiser reports. “Gateway Pundit wrote

that it was ‘strange’ there was no video.”

It should go without saying that this really does a disservice to
the well-intentioned people who look to these sites for honest
information. Remember, Gianforte himself has now admitted

wrongdoing and apologized.
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Recall that many of these sorts of voters began identifying with
the term “deplorable” after Clinton described some of Trump’s
supporters that way during the 2016 campaign. That is why, even
before the polls closed yesterday, many Democratic voters in
Montana expressed skepticism that the attack on Jacobs would
change the outcome of the race. “Greg thinks he’s Donald Trump,”
Brent Morrow, 60, told Weigel. “He thinks he could shoot a guy on

Fifth Avenue and get away with it.”
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footage she may have had access to, or run areport on the
story. ... Weindel said that they weren’t covering the story, though it
was running in outlets across the country at the time, explaining, ‘The
person that tweeted [Jacobs] and was allegedly body slammed is a
reporter for a politically biased publication.” Weindel then added, “You
are on your own for this.” ... The station was acquired, last month,

by the conservative media conglomerate Sinclair Broadcasting.”

-- Here’s why that’s a big deal: Sinclair Broadcasting just struck
a deal with Tribune Media to buy dozens of local TV stations.
“Already, Sinclair is the largest owner of local TV stations in the
nation. If the $3.9 billion deal gets regulatory approval, Sinclair would
have 7 of every 10 Americans in its potential audience,” Margaret
Sullivan explained in a column last weekend. “Sinclair would have 215
stations, including ones in big markets such as Los Angeles, New
York City and Chicago, instead of the 173 it has now. There’s no
reason to think that the FCC’s new chairman, Ajit Pai, will stand in the
way. Already, his commission has reinstated a regulatory loophole —
closed under his predecessor, Tom Wheeler — that allows a single
corporation to own more stations than the current 39 percent

nationwide cap...

“When Sinclair bought Washington’s WILA-TV in 2014, the new
owners quickly moved the station to the right ... It added
conservative commentary pieces from a Sinclair executive, Mark
Hyman, and public affairs programming with conservative hosts. (The
deal would give Sinclair a second Washington station, WDCW.)
And Sinclair regularly sends ‘must-run’ segments to its stations across

the country. One example: an opinion piece by a Sinclair executive
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Trump stands with other NATO leaders in Brussels. (Stefan Rousseau/Getty)

THE BIGGER PICTURE:

-- “The darker forces that propelled President Trump’s rise are
beginning to frame and define the rest of the Republican Party,”
Karen Tumulty and Robert Costa explain. “When Gianforte
assaulted a reporter ... many saw not an isolated outburst by an
individual, but the obvious, violent result of Trump’s charge that
journalists are ‘the enemy of the people.’ ... Trump — and specifically,
his character and his conduct — now thoroughly dominate the
national political conversation. Traditional policy arguments over
whether entitlement programs should be overhauled, or taxes cut, are
regularly upstaged by a new burst of pyrotechnics. ... Trump’s
barrage of news-making and controversy drives the GOP even at its
lowest levels, with his raucous populism and blustering behavior
reshaping its identity. Candidates often are either adopting aspects of
his persona or finding themselves having to fitfully explain why they

back him despite them.”

-- Many right-wing intellectuals blame Trump for corrupting the
conservative movement so much that Gianforte can get away

with hitting a reporter:

Charlie Sykes, a conservative former talk-show host in
Wisconsin, told Karen and Bob: “Every time something like
Montana happens, Republicans adjust their standards and put an
emphasis on team loyalty. They normalize and accept previously

unacceptable behavior.”

Michael Gerson, a top speechwriter for George W. Bush, recalls
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a few of the conspiracy theories that the president has floated in
his column for today’s Post: “Who raised the possibility that Ted
Cruz’s father might have been involved in the assassination of John
F. Kennedy? Who hinted that Hillary Clinton might have been involved
in the death of Vince Foster, or that unnamed liberals might have
killed Justice Antonin Scalia? Who not only questioned President
Barack Obama'’s birth certificate, but raised the prospect of the
murder of a Hawaiian state official in a coverup? ‘How amazing,’
Trump tweeted in 2013, ‘the State Health Director who verified copies
of Obama'’s ‘birth certificate’ died in plane crash today. All others
lived.” We have a president charged with maintaining public health
who asserts that the vaccination schedule is a dangerous scam of
greedy doctors. We have a president charged with representing all
Americans who has falsely accused thousands of Muslims of
celebrating in the streets following the 9/11 attacks. ... This is a

concrete example of the mainstreaming of destructive craziness.”

“Respectfully, I'd submit that the president has unearthed some
demons,” Rep. Mark Sanford (R-S.C.) told Mike DeBonis at the
Capitol. “I've talked to a number of people about it back home. They
say, ‘Well, look, if the president can say whatever, why can’t | say
whatever?’ He’s given them license. ... There is a total weirdness out
there. People feel like, if the president of the United States can say
anything to anybody at any time, then | guess | can too. And that is a

very dangerous phenomenon.”

Welcome to the Daily 202, PowerPost's morning newsletter.
Sign up to receive the newsletter.
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“Investigators are focusing on a series of meetings held by ...
President Trump’s son-in-law and an influential White House adviser,
as part of their probe into Russian meddling in the 2016 election and
related matters ... Kushner, who held meetings in December with the
Russian ambassador and a banker from Moscow, is being
investigated because of the extent and nature of his interactions with
the Russians ... FBI agents also remain keenly interested in former
Trump national security adviser Michael Flynn and former Trump
campaign chairman Paul Manafort, but Kushner is the only current
White House official known to be considered a key person in the

probe.

e “In addition to possible coordination between the Kremlin and the
Trump campaign to influence the 2016 presidential election,
investigators are also looking broadly into possible financial
crimes...

e “In early December, Kushner met in New York with the
Russian ambassador to the United States, Sergey Kislyak,
and he later sent a deputy to meet with Kislyak. ... Kushner
also met in December with Sergey Gorkov, the head of
Vnesheconombank, which has been the subject of U.S.
sanctions following Russia’s annexation of Crimea and its
support of separatists in eastern Ukraine. ... Kushner omitted
from security-clearance forms his December meetings with
Kislyak and Gorkov.

e “A small group of lawmakers known as the Gang of Eight
was recently notified of the change in tempo and focus in

the investigation at a classified briefing...
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him in early 2016 expressing interest in joining the Trump campaign.

That details comes from this must-read story --> “‘Anyone ...
with a pulse’: How a Russia-friendly adviser found his way into
the Trump campaign,” by Tom Hamburger and Rosalind S.
Helderman: “A top Trump adviser, Sam Clovis, then employed what
campaign aides now acknowledge was their go-to vetting process —
a quick Google search — to check out the newcomer. He seemed to
have the right qualifications, according to former campaign officials —
head of an energy investment firm, business degree from New York
University, doctorate from the University of London. ... He joined a
new Trump campaign national security advisory group, and in late
March 2016, the candidate pointed to Page, among others, as

evidence of a foreign policy team with gravitas.

“But what the Google search had not shown was that Page had
been on the FBI's radar since at least 2013, when Russian officials
allegedly tried to use him to get information about the energy
business. By the summer of 2016, Page, who had been recently
named as a Trump adviser, was under surveillance by FBI agents
who suspected that he may have been acting as an agent of the
Kremlin. As part of its broader investigation into potential collusion
between the Trump campaign and the Russian government, the FBI

continues to examine how Page joined the campaign...

“Multiple people familiar with campaign operations ... said that
Page and others were brought into the fold at a time of
desperation for the Trump team. As Trump was starting to win
primaries, he was under increasing pressure to show that he had a

legitimate, presidential-caliber national security team. The problem he
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faced was that most mainstream national security experts wanted

nothing to do with him.

e “Everyone did their best, but there was not as much vetting as
there could have been,” former campaign manager Corey
Lewandowski said. (Several former officials recall that when
Page first showed up at Trump Tower, Lewandowski introduced
him to other campaign aides.)

e Another longtime campaign official put it this way: “Anyone
who came to us with a pulse, a résumé and seemed legit
would be welcomed.”

e “We were not exactly making due diligence the highest priority,”

another campaign veteran added.

“In his defense, Page in recent weeks has sent a series of
meandering letters to investigators. He has quoted Maroon 5
lyrics, cited the writings of George Orwell and said he is being

persecuted because of his Catholic faith."

Sam Clovis, who "vetted" Page (by Googling him), is now a top
official inside the Agriculture Department. He's spoken critically
of the U.S. sanctions that were imposed on Russia after the

invasion of Ukraine...
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CHECKED AND BALANCED:

-- The Fourth Circuit —in a 10-to-3 en banc beatdown — left in
place the freeze on Trump’s revised entry ban, handing the
administration yet another legal blow in its efforts to block the
iIssuance of new visas to citizens of six Muslim-majority
countries. From Ann E. Marimow and Robert Barnes: “Attorney
General Jeff Sessions vowed to appeal to the Supreme Court. ...
The Richmond-based court said the president’s power to deny entry
into the United States is not absolute and sided with challengers,
finding that the travel ban ‘in context drips with religious intolerance,
animus and discrimination.” The president’s authority, the court said,
‘cannot go unchecked when, as here, the president wields it through
an executive edict that stands to cause irreparable harm to individuals
across this nation,” according to the majority opinion written by Chief

Judge Roger L. Gregory and joined in part by nine colleagues.”

-- Blue slips are in danger: While Trump steps up his efforts to
remake the judicial branch, Senate Republicans are threatening
to alter along-honored custom that allows Democratic senators
to block some judicial choices from their states. Robert Barnes
and Ed O’Keefe report: “Leaders are considering a significant change
to the Senate’s ‘blue slip’ practice, which holds that judicial
nominations will not proceed unless the nominee’s home-state
senators signal their consent to the Senate Judiciary Committee.
Adherence to the custom has waxed and waned, depending on the
views of Senate leaders. But the rule was strictly observed during
the Obama administration, and GOP opposition to [Obama’s]

nominees partly explains why Trump entered office with more
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than 120 judicial vacancies to fill. Removing the blue-slip obstacle

would make it much easier for Trump’s choices to be confirmed...

“The Senate acted Thursday on Trump’s first appeals-court
nomination, elevating U.S. District Judge Amul Thapar of
Kentucky to the ... 6th Circuit ... Thapar was confirmed 52 to 44 on
a party-line vote ... Thapar's nomination did not raise blue-slip
concerns, because both of Kentucky’s senators are Republican and
Thapar is a favorite of Senate Majority Leader Mitch McConnell (R-
Ky.). ... (But, but, but:) The vacancy for which Thapar was
nominated exists only because McConnell refused to return a
blue slip for Obama’s nominee, Kentucky Supreme Court Justice
Lisabeth Tabor Hughes. The seat has been vacant since 2013, and
Tabor Hughes never received a hearing, because blue slips were not

returned.”
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Senate Republicans want to get to yes on the health-
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There are not currently the 50 votes necessary to advance the
legislation that Mitch McConnell unveiled Thursday. There will need to
be concessions and compromises, and there are several ways the

push could still fall apart in the coming days.

But pretty much every Republican, including the current holdouts,
wants to pass something. And no GOP senator wants to bear the
brunt of the blame from the base for inaction. That factor must not be

discounted.

-- President Trump, who endorsed the Senate bill last night, also
badly wants to get something done, and he’s made clear that

he’ll sign whatever makes it through Congress.
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-- Ted Cruz carried around a “path to yes” memo in his suit coat
pocket yesterday that contained a list of his asks. “This current
draft doesn’t get the job done, but | believe we can get to yes,” said
the Texan, who is up for reelection next year and has been trying to
rebrand himself as an effective legislator. “We continue to have

positive, productive conversations.”

Cruz issued a joint statement with three other conservatives — Sens.
Rand Paul of Kentucky, Ron Johnson of Wisconsin and Mike Lee of
Utah — saying that they cannot support the legislation as it stands.

Parse their words carefully, and it’'s notable how many outs they
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gave themselves.

Here is the statement in full (I've added italics on the wiggle words):
“Currently, for a variety of reasons, we are not ready to vote for this
bill, but we are open to negotiation and obtaining more information
before it is brought to the floor. There are provisions in this draft that
represent an improvement to our current health care system, but it
does not appear this draft as written will accomplish the most
important promise that we made to Americans: to repeal Obamacare

and lower their health care costs.”

Many believe Cruz is bluffing and will come around, even with
small concessions that let him save face. As Republican strategist
John Weaver, who played top roles on the presidential campaigns of

John McCain and John Kasich, put it:

epic.org EPIC-17-03-31-DHS-FOIA-20180515-Production-2 000066



-- An NBC News/Wall Street Journal poll, which was in the field
earlier this week and published yesterday, helps explain the
balancing act we're seeing from so many Republicans: Only 16
percent of Americans believe that the House health care bill is good,
down from 23 percent last month. Even among Republicans, just one
in three view the measure positively. But the public is basically split
down the middle over Obamacare, with 41 percent saying the 2010
law is a good idea and 38 percent saying it's a bad idea. Asked if
Congress and the president should continue their efforts to repeal and
replace the Affordable Care Act, the split is similar: 38 percent say

yes, 39 percent say no, and 20 percent have no opinion. But here’s
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the rub: 71 percent of Republicans want Congress to continue its
effort to repeal the ACA, and only 12 percent of GOP voters want to
move on. Independents also slightly favor forging ahead with repeal,

38 percent to 32 percent.

Those numbers demonstrate why lawmakers are eager to be
perceived as extracting concessions (so they can say they made
improvements), but the partisan breakdown also shows why
most GOP senators are willing to get behind what remains an
unpopular piece of legislation. Even as they do so, however, they
are carefully positioning themselves. A bunch of Republicans who will
vote yes next week released noncommittal statements yesterday
suggesting that they are keeping an open mind. Marco Rubio, for
example, said that he’s studying the bill and will “decide how to vote

... on the basis of how it impacts Florida.”
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McConnell outlines Senate health-care proposal

-- McConnell can only afford two defections, and he’s facing
objections from the right and the middle. But if anyone can
thread this needle, it's the Senate majority leader. “McConnell
unveiled his proposal knowing full well that — as currently written — it
lacks the votes to win approval,” congressional correspondent Paul
Kane writes. “But using a time-honored tactic of congressional
leadership, the Kentucky Republican decided it was time to call the
bluff of his GOP colleagues. ... Republicans now head into five or six
days of intense negotiations ... Many GOP senators complained

bitterly about the secretive process, while privately breathing a sigh of
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relief that they didn’t yet have to take a position on the emerging

legislation.”

There are some obvious “gives” that could get a few of the
wavering moderates on board: “Sen. Susan Collins (R-Maine) told
reporters Thursday that she and Sen. Lisa Murkowski (R-Alaska)
would try to amend the Planned Parenthood restrictions during next
week’s ‘vote-a-rama,’ a period when senators can offer unlimited
amendments to the health-care measure,” Kane reports. “GOP
insiders expect Sens. Rob Portman (R-Ohio) and Shelley Moore
Capito (R-W.Va.), who oppose the bill's deep cuts to Medicaid, to be
mollified by more cash to combat the opioid epidemic.” That might
leave Rand Paul as the biggest hurdle, but McConnell could afford to
lose the junior senator from his state. (We’re keeping a running whip

count here.)
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Four Republican senators say they oppose the Senate GOP health-care plan

-- McConnell explicitly urged GOP senators to withhold
statements announcing outright opposition to his proposal
yesterday so that everyone can retain flexibility, Politico’s Burgess
Everett reports. “McConnell’s strategy has been a slow burn, allowing
his members to vent in private party discussions while gradually
writing a bill that takes in their considerations over the past six weeks.
He’s had more than 30 meetings with his members (about the

proposal).”
John Thune, No. 3in GOP leadership, is warning the
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conservative holdouts that Republicans will be stuck with a
single-payer system if they don’t pass this bill. “If you get 80
percent of what you want in a circumstance like this, it's going to have
to be a victory because we’re not going to get 100 percent,” he told
Burgess. “If we don’t get this done and we end up with Democratic
majorities in ‘18, we’ll have single payer. ... (McConnell) believes that,

given the amount of input we’ve had from everybody, we’ll get to 50.”

Pat Toomey (R-Pa.) freely acknowledged problems with the
Senate bill, but he also said that he’s “likely” to vote for it
because it will be better than the status quo. “I don’t have a list of
things at this point | must change,” Toomey said on a conference call
with reporters, making a statement that reflects the mindset of most
Senate Republicans. “Everything | want is not going to happen in one
bill.”
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Health-care bill faces opposition from Democrats, four GOP senators

WHAT YOU NEED TO KNOW ABOUT THE SENATE BILL—
ON TIMING:

-- The Congressional Budget Office said it expects to release a

score for the Senate bill “early next week.”

-- Despite grumbling from some members of his conference,
McConnell still plans on holding a final vote next week. (Sean

Sullivan, Kelsey Snell and Juliet Eilperin)
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-- Democrats have little power to stop the vote from occurring,
though 20 senators filed procedural motions designed to throw
sand in the gears. Republicans will have to address each
individually. This will slightly delay holding a vote and could mean
some late nights next week, but it won’t stop passage if Republicans

have 50 votes. (Kelsey Snell and Elise Viebeck)

-- House Democrats, including Steny Hoyer, say they are on
guard for a quick vote if the bill passes the Senate next week.
But, again, there’s very little they can do to stop it if Republicans have

the votes. (Mike DeBonis)

-- Vice President Pence expressed hope last night that the bill
will be signed into law before the end of the summer. (John

Wagner)
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Paul Ryan holds a ceremonial swearing-in ceremony for Rep. Greg Gianforte (R-
Mont.) on Wednesday. (Aaron P. Bernstein/Reuters)

THE HOUSE VS. THE SENATE:

-- Overall, the Senate bill does not go as far as the House bill in
rolling back the Affordable Care Act. (Our graphics team visualized
the similarities and differences between the plans. Read the full text of

the Senate’s 142-page bill here.)

-- The Senate version says insurers could not deny coverage

based on preexisting conditions.
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-- Like the bill that passed the House last month, the Senate
measure phases out expanded Medicaid funding for states, but it

does so more gradually between 2020 and 2024.

-- But because of an accounting gimmick, the Senate bill guts
Medicaid much more drastically over the long-term than the
House bill. Max Ehrenfreund reports: “Through 2025, both bills would
adjust the cap based on a measure of how rapidly medical costs are
expanding — a measure known as the CPI-M. Starting in 2025,
however, the Senate bill would change the formula, instead
funding Medicaid based on a measure of how rapidly all costs are
rising, ... General costs, however, typically rise more slowly than
medical costs ... After a decade or two, that discrepancy would add

up to of hundreds of billions of dollars.”

-- The Medicaid cuts in the Senate proposal could
disproportionately hurt rural hospitals, 700 of which across the
country already teeter on the brink of closure. (NPR’s Bram
Sable-Smith)

-- The Senate bill would cut almost $1 billion in funding for the
Prevention and Public Health Fund, which provides 12 percent of
the CDC’s budget, starting this October. Lena H. Sun reports: “The
money supports programs to prevent bioterrorism and disease
outbreaks, as well as to provide immunizations and screenings for
cancer and heart disease ... About $625 million goes directly to states
and communities to address their most pressing health needs,
including drug misuse, infectious diseases, lead poisoning, obesity,

diabetes, hypertension, cancer and tobacco use.”
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-- The bill appropriates only $2 billion in fiscal year 2018 to
address the opioid drug epidemic, Vox’s Ella Nilsen reports. This is
less than the $45 billion over 10 years that Republican Sens. Rob
Portman and Shelley Moore Capito requested and far less than $190
billion over 10 years, which is what a Harvard health economics
professor estimated this week was needed to truly address the

problem.

-- Both House leaders, Paul Ryan and Nancy Pelosi, argued that
the Senate bill is not radically different from what their chamber
passed last month. The Speaker is saying this so that it's easier to
get his members on board. The Minority Leader is saying it to make
the point that the Senate version is not a meaningful improvement on

the toxically unpopular House bill. (Mike DeBonis)
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What's in the Senate health-care bill?

WHAT THE BILL DOES TO PREMIUMS:

-- Republican promises to stabilize individual health insurance
markets could prove hollow. Amy Goldstein explains why:
“Republicans have vowed for months to ... stave off the collapse of
the nation’s most fragile health insurance markets, which serve
people who buy coverage on their own. In the Senate, that turns out
to be a short-term goal. (The Senate bill) would keep billions of
dollars flowing — but only for two years — to health plans that

have been begging for continued help with the expense of
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millions of lower-income customers in ACA insurance

marketplaces. After 2019, the payments would stop...

“The cutoff of those payments would coincide with the end of
subsidies that help the vast majority of people with ACA health
plans afford their premiums. The subsidies would be replaced with
smaller tax credits ... The new credits would not reach as many
middle-income Americans, and although they would be available for
the first time to people below the poverty line, the amounts could be

too small to be useful...

“Taken together, these and other features of the Better Care
Reconciliation Act could drive prices up after a few years for
people who buy individual insurance — a core group the ACA is
designed to help. After the next three years, it also would begin a
sharp downward path in federal support for Medicaid, the cornerstone

of the nation’s health-care safety net for the past half-century.”

-- Laurie McGinley, Lenny Bernstein and Lena H. Sun provide a
few illustrative examples of Americans who could be
significantly impacted if the Senate bill becomes law, including a
44-year-old breast cancer survivor, a 27-year-old man receiving drug
treatment through Medicaid and a 59-year-old man who works as an

independent contractor.

-- One way to think about all of this: Obamacare cut the uninsured
rate almost in half by redistributing resources from the wealthy
to the poor. This bill seeks to undo that redistribution, The New

York Times’ Margot Sanger-Katz explains.

Sarah Kliff summarizes it this way on Vox: “The bill asks low- and
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charge the elderly up to five times more than young people. The
senior’s lobby is mobilizing its membership against what it calls an
“age tax.” (The Hill)

-- A chorus of providers warned that the Senate bill would “turn
back the clock on women’s health.” “This legislation deliberately
strips the landmark women'’s health gains made by the Affordable
Care Act and would severely limit access to care,” the president of the
American Congress of Obstetricians and Gynecologists wrote in a

statement.

-- One exception: Insurance executives are happy because the
Senate bill reverses a provision in Obamacare that penalized

their companies for excessively paying top staff. (Ehrenfreund)
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Barack Obama signs a bill intow law in 2015. (Jonathan Ernst/Reuters)

BARACK OBAMA EMERGES FROM COCOON TO DEFEND
SIGNATURE ACHIEVEMENT:

-- The former president made a rare public statement to
denounce the Senate proposal. “Simply put, if there’s a chance you
might get sick, get old, or start a family — this bill will do you harm,”
he wrote. “And small tweaks over the course of the next couple
weeks, under the guise of making these bills easier to stomach,
cannot change the fundamental meanness at the core of this

legislation.”
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-- “The 44th president did not mention his successor ... but his
scathing criticism and urgent tone ... set up a direct public fight
with the current White House occupant over the future of the

nation’s health care system,” David Nakamura writes.

-- On a related note, Obama will soon hit the campaign trail again.
He plans to stump with Ralph Northam, the Democratic candidate in

the Virginia governor’s race. (Fenit Nirappil)

-- Obama didn’t go as far as many Democrats on the Hill: Chuck

LEIN1Y

Schumer called the draft “a step to eradicating Medicaid.” “People will
die,” Elizabeth Warren said in a floor speech. “These cuts are blood

money."
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Protesters block hallway outside McConnell's office

BIG PROTESTS CREATED BAD VISUALS ON THE NIGHTLY
NEWS:

-- Forty-three disability advocates protesting the Senate draft
were arrested outside of McConnell’s office. “The protesters
staged a ‘die-in’ in front of the office, with many of the protesters in
wheelchairs removing themselves from the chairs then lying on the

floor,” Perry Stein reports.

-- “Parents of sick kids try to remind Congress what the health-
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care debate should be about,” by Petula Dvorak: “These kids
smiled, giggled and then their tubes gurgled to show what’s at stake
here. It was real-life lobbying done by a brigade of 12 intrepid families
who pushed their way through Capitol Hill’s offices. ... ‘We heard from
a lot of families that it’s really, really difficult to get in touch with any of
their representatives,’ [one of the parents, Elena Hung] said. ‘They
say, ‘Call your representatives,” but most of these offices aren’t even

taking calls.” So they showed up in person.”

Welcome to the Daily 202, PowerPost's morning newsletter.
Sign up to receive the newsletter.

WHILE YOU WERE SLEEPING:
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Russian President Vladimir Putin meets with Barack Obama on the sidelines of the
G20 summit in Sept. 2016. (Photo by Alexei Druzhinin/AFP/Getty Images. Photo
illustration by Nick Kirkpatrick/The Washington Post.)

-- If you read one story today: The Post just published a detailed,
inside look at how the Obama administration sought to punish
Russia for its interference in the 2016 elections. Here are a few of

the most interesting nuggets from the story by national security

correspondents Greg Miller, Ellen Nakashima and Adam Entous:

“Early last August, an envelope with extraordinary handling

restrictions arrived at the White House. Sent by courier from the
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CIA, it carried ‘eyes only’ instructions that its contents be shown
to just four people: President Barack Obama and three senior
aides." The envelope contained allegations that Russian President
Vladimir Putin was directly and personally trying to influence the U.S.
elections, but went even further: "The intelligence captured Putin’s
specific instructions on the operation’s audacious objectives — defeat
or at least damage the Democratic nominee, Hillary Clinton, and help

elect her opponent, Donald Trump."

"The material was so sensitive that CIA Director John Brennan
kept it out of the President’s Daily Brief, concerned that even that
restricted report’s distribution was too broad. The CIA package came
with instructions that it be returned immediately after it was read. To
guard against leaks, subsequent meetings in the Situation Room
followed the same protocols as planning sessions for the Osama bin

Laden raid."

“The Obama administration secretly debated dozens of options
for deterring or punishing Russia, including cyberattacks on
Russian infrastructure, the release of CIA-gathered material that
might embarrass Putin and sanctions that officials said could 'crater’
the Russian economy ... in late December, Obama approved a
modest package combining measures that had been drawn up to

punish Russia for other issues."

Some former Obama officials don't think they did enough to stop
Putin's meddling. “It is the hardest thing about my entire time in
government to defend,” said a former senior Obama administration
official involved in White House deliberations on Russia. | feel like we

sort of choked.”
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Brennan "convened a secret task force at CIA headquarters
composed of several dozen analysts and officers from the CIA,
the NSA and the FBI. The unit functioned as a sealed compartment,
its work hidden from the rest of the intelligence community ... They
worked exclusively for two groups of “customers,” officials said. The
first was Obama and fewer than 14 senior officials in government. The
second was a team of operations specialists at the CIA, NSA and FBI
who took direction from the task force on where to aim their

subsequent efforts to collect more intelligence on Russia."

It was not until after Labor Day that Brennan had reached all
members of the “Gang of Eight” in Congress. In September, Jeh
Johnson, Jim Comey and White House Homeland Security adviser
Lisa Monaco briefed congressional leaders, but it quickly "devolved
into a partisan squabble" in which Democrats wanted to make the

threats public while McConnell was "skeptical."

The Obama administration sent two other warnings to the
Kremlin: On Oct. 7, Susan Rice summoned Russian Ambassador to
the U.S. Sergey Kislyak and handed him a message for Putin; and on
Oct. 31, there was a final pre-election message sent "via a secure

channel to Moscow originally created to avert a nuclear exchange."

Following Trump's surprising win, the administration crafted a
plan to form a commission headed by then-Secretary of State
John Kerry to create a bipartisan commission and make
recommendations about how to prevent future election
meddling. Denis McDonough planned to "tabledrop" the plan at the

next National Security Council meeting but then began criticizing it as
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GET SMART FAST:

epic.org

. The Army demoted the former commander of the 1st

Infantry Division for having an “inappropriate relationship”
with a junior officer. Investigators said Wayne W. Grigsby
Jr. called and texted a female captain “more than 850 times” and

was found to be spending time at her home. (Craig Whitlock)

. The “Pizzagate” gunman was sentenced to four years in

prison. (Spencer S. Hsu)

. Canada revealed that one of its Special Operations snipers

shot an ISIS fighter from over two miles away in Irag.
(Thomas Gibbons-Neff)

. The government may not strip someone’s U.S. citizenship

for lying during the naturalization process without “proving
the falsehood is relevant,” the Supreme Court ruled, siding
with a Bosnian immigrant who faced criminal charges for lying on
her application about her husband’s military service. (Robert

Barnes)

. A federal appeals court panel upheld all but one conviction

of former CIA officer Jeffrey Sterling, who in 2015 was found

guilty of giving information to a journalist about a highly classified
operation in Iran. But Sterling has steadfastly denied he was the
source, and evidence against him is largely circumstantial. (Matt

Zapotosky)

. A federal appeals court in Chicago upheld a lower court’s

decision to overturn the conviction of “Making a Murderer”
subject Brendan Dassey, affirming that his 2005 confession to

the murder of Teresa Halbach was coerced. (WBAY)
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10.

11.

12.

13.

Conservative radio host Hugh Hewitt has been given his
own Saturday-morning show on MSNBC, joining Greta Van
Susteren and Nicole Wallace as the network seeks to broaden
its lineup. (The Hollywood Reporter)

The Census Bureau reported that every racial and ethnic
minority grew faster than whites between 2015 and 2016.
Mixed-raced and Asian Americans were the fastest growing
groups at 3 percent. (NPR)

The Federal Communications Commission recommended a
Florida man pay a $120 million fine after he allegedly used
robo-calls to trick people into fraudulent travel deals. Adrian
Abramovich is said to have made almost 100 million such calls in
three months. (Reuters)

Uber employees are circulating a petition in support of
ousted CEO Travis Kalanick returning in an active role. Over
1,000 employees clicked to support the petition. (The New York
Times)

The British government has ordered tests on the exterior of
around 600 high-rise apartment buildings in England,
seeking to avoid another catastrophic fire after a 24-story
apartment tower in London burned down last week. (Karla
Adam)

A French fitness blogger and Instagram model died after a
pressurized whipped-cream can hit her in the chest.
Rebecca Burger suffered cardiac arrest from the impact and died
in the hospital the following day. (Amber Ferguson)

Johnny Depp invoked John Wilkes Booth to make an
assassination joke about President Trump. He asked a crowd

at the U.K.’s Glastonbury Festival, “When was the last time an

EPIC-17-03-31-DHS-FOIA-20180515-Production-2

000091



epic.org

14.

actor assassinated a president?” (CNN)

It's so hot in England that schoolboys are wearing skirts.

Dozens of teenage males at a school in Exeter began sporting
the new look this week after their headmaster refused to relax

dress codes during a massive heat wave. (Lindsey Bever)

(<]
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Trump's personal attorney, Marc Kasowitz, speaks to reporters after James
Comey's June 8 testimony. (Yuri Gripas/Reuters)

LAWYERING UP:

-- Trump’s days now begin with a morning call to his lawyers
about the ongoing Russia investigations. Ashley Parker and Philip
Rucker report: “The calls — detailed by three senior White House
officials — are part strategy consultation and part presidential venting
session, during which Trump’s lawyers and public-relations gurus take
turns reviewing the latest headlines with him ... His advisers have

encouraged the calls ... in hopes that he can compartmentalize the
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widening Russia investigation. By the time the president arrives for
work in the Oval Office, the thinking goes, he will no longer be
consumed by the Russia probe that he complains hangs over his
presidency like a darkening cloud. It rarely works, however. Asked
whether the tactic was effective, one top White House adviser

paused for several seconds and then just laughed.”

-- The latest lawyer to join Trump’s team is an ex-Marine who
likens some cases to war. "l fight hard," John Dowd told Reuters in
an interview. "l believe that's what I'm supposed to do. | am not a
snowflake, | can tell you that." The 76-year-old Washington lawyer,
who retired from the firm of Akin Gump Strauss Hauer & Feld in 2014,
brings criminal defense and government investigation experience that

has been missing from Trump's outside legal team.
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From: ton Post
o (b) (6) 9
Subject: ’s chaotic White House once again makes a bad story worse
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Trump’s chaotic White House once again makes a
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The president revealed highly classified (code word) information
to the Russian foreign minister and ambassador during an Oval
Office meeting last week, potentially endangering a coveted
intelligence asset, compromising a crucial alliance and undermining

the war effort against ISIS.

After The Post broke the story, senior White House aides quickly
denied it. “I was in the room. It didn’t happen,” said National Security
Adviser H.R. McMaster. “This story is false,” added Dina Powell, his
deputy.

Then, on Twitter this morning, Trump essentially acknowledged
that the Post’s reporting is accurate, defended his decision to
share the information and complained about the leak that it allowed

what he’d done to get out:
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This feels like a replay of last week, when the president
acknowledged that the FBI's Russia probe was on his mind as he
decided to fire James Comey and confessed that he had made up his
mind before receiving a recommendation from the deputy attorney
general. That undercut every White House talking point. Making
matters worse, Trump said last Friday that his aides should not be
expected to be accurate all the time and declined to express

confidence in his press secretary.
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to the Oval Office in the middle of the afternoon. Jared Kushner, the
president’s son-in-law and one of his advisers, was not in the
meeting. But internally, Mr. Kushner criticized Mr. Spicer, who has
been the target of his ire over bad publicity for the president since Mr.

Trump fired the F.B.l. director, James B. Comey, last week.”

From the Associated Press'’s Jill Colvin and Catherine Lucey:
“‘Reporters started gathering in the hallway outside Spicer’s
office right after the Post story broke. As the group grew to more
than 20 people, press aides walked silently by as journalists asked for
more information. Soon, three of the four TV channels being played in
the press area were reporting the Post story. ... McMaster, who
would later deliver a televised denial, stumbled into the crowd of
journalists as he walked through the West Wing. ‘This is the last
place in the world | wanted to be,’ he said, nervously, as he was

pushed for information. ‘I'm leaving. I'm leaving.

From BuzzFeed’s White House correspondent:
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From NBC News'’s Hallie Jackson: “A smaller group of reporters
began trickling back toward Spicer's office about 7:30 p.m. ... An aide
who was walking by deflected an inquiry about the Post piece,
saying: ‘I'm dealing with other dumpster fires.’ ... (Sarah
Huckabee) Sanders then emerged from the West Wing, saying:
‘We're not answering any other questions right now, so you guys can
clear this hallway.” Asked whether McMaster or anyone else would
clarify matters, she repeated: ‘Tonight, we are not doing any other
questions. At this moment.” What about Tuesday, the reporters asked
— would McMaster still brief the media about the president's foreign

trip, as previously planned? Raising her voice to be heard over the
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din, Sanders replied: ‘Guys. I've said all we're going to say!”

-- “Obviously, they are in a downward spiral right now and have
got to figure out a way to come to grips with all that’s
happening,” Bob Corker (R-Tenn.), the chairman of the Senate
Foreign Relations Committee, told reporters at the Capitol. “The
chaos that is being created by the lack of discipline is creating ...

aworrisome environment.”

-- In an interview with Bloomberg TV this morning, Senate
Majority Leader Mitch McConnell said: "We could do with a little
less drama from the White House." With characteristic
understatement, he added: "I think it would be helpful if the president
spent more time on things we’'re trying to accomplish and less time on

other things.”

-- GOP Rep. Mike Gallagher of Wisconsin, a Marine veteran,
called for the White House to turn over transcripts of Trump’s

meeting with the Russians to Congress.
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into the Islamic State, officials said, could hinder the United States’
and its allies’ ability to detect future threats. ... The identification of the
location (where the intelligence was gathered) was seen as
particularly problematic ... because Russia could use that detail to
help identify the U.S. ally or intelligence capability involved. Officials
said the capability could be useful for other purposes, possibly
providing intelligence on Russia’s presence in Syria. Moscow would
be keenly interested in identifying that source and perhaps disrupting
it. ... The officials declined to identify the ally but said it has previously
voiced frustration with Washington’s inability to safeguard sensitive

information related to Iraq and Syria.”

“It is all kind of shocking,” said a former senior U.S. official who
is close to current administration officials. “Trump seems to be
very reckless and doesn’t grasp the gravity of the things he’s dealing
with, especially when it comes to intelligence and national security.

And it’s all clouded because of this problem he has with Russia.”

-- Other outlets confirmed The Post’s reporting last night,
including the New York Times, Wall Street Journal, CNN and
Reuters. One U.S. official told BuzzFeed that, “It's far worse than

what has already been reported.”
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the morning after he axed Comey.

Not only that, Trump welcomed Foreign Minister Sergei Lavrov
and Ambassador Sergey Kislyak — a key figure in the earlier
Russia controversies —to the meeting. Trump’s first national
security adviser, Michael Flynn, had to resign because of fallout from
his contacts with Kislyak and misleading statements about what he’'d
said. Attorney General Jeff Sessions had to recuse himself from
matters related to the FBI's Russia investigation after it emerged he
met and spoke with Kislyak, despite denying any contact with Russian
officials while under oath during his confirmation hearing. Any
conventional president would avoid Kislyak like the plague.

Trump welcomed him with open arms.

Why was a photographer for a Russian state-owned news
agency allowed into the Oval Office for such a sensitive meeting,
a level of access that former U.S. intelligence officials say
allowed for a potential security breach? No U.S. news

organizations were allowed for any part of the meeting.

Once he welcomed the Russia delegation into his inner-sanctum,
why wouldn’t Trump watch his words more carefully? Russia is

propping up Bashar al-Assad and meddling in Europe.
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political or military experience.

Another part of the problem is that he is unwilling to prepare.
From the Post’s Russia scoop last night: “U.S. officials said that the
National Security Council continues to prepare multi-page briefings for
Trump to guide him through conversations with foreign leaders, but
that he has insisted that the guidance be distilled to a single page of

bullet points — and often ignores those.”

But the biggest issue stems from the president’s compulsive
need to impress people by showing off what he knows. In his
meeting with Lavrov, Trump went off script and began to boast about
his inside knowledge of a looming threat. “I get great intel. | have
people brief me on great intel every day,” the president said, an

official with knowledge of the exchange told The Post.

“He doesn't really know any boundaries. He doesn't think in
those terms," one adviser who often speaks to the president told
Politico. “He doesn't sometimes realize the implications of what he's
saying. | don't think it was his intention in any way to share any

classified information.”

Maggie Haberman draws an interesting point of comparison:
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What was in Trump’s head matters. As the editors of Lawfare put it,
“If the President made a strategic judgment to release certain
information in exchange for some anticipated gain, even if that
judgment is wildly wrong, that is potentially less bad that if this is
merely an example of loose lips sinking other countries’ ships—and
our own country’s intelligence relationships. In other words, what
Trump thought he was doing might well inflect whether we
should see this as an act of carelessness, an act of carelessness
bordering on treachery, or an act of judgment (even if

misjudgment) of the sort we elect presidents to make.”

-- Hypocrisy watch: Trump slipping secrets to Russia is ironic
because a major reason that he became president was Hillary
Clinton’s private email server. As a candidate, the president
constantly said her mishandling of sensitive information was
disqualifying. “This is really, if we bring it up, this is like Watergate,
only it's worse, because here our foreign enemies were in a position
to hack our most sensitive national security secrets,” Trump said at a
rally last September. “We can’t have someone in the Oval Office who
doesn’t understand the meaning of the word ‘confidential.” (Philip

Bump rounds up a bunch more examples like this.)

The president tweeted dozens of times last year about Clinton’s

mishandling of classified information:
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-- Trump’s relationship with the intelligence community will also
become even more tenuous after this incident. The top Democrat
on the Senate Intelligence Committee called last night’'s news a “slap

in the face to the intel community”:
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“The idea that Trump — with his irrepressible need to boast to
the point of narcissistic incontinence combined with his
lackadaisical approach to the nuts-and-bolts demands of the job
— somehow just let something slip is utterly and completely

believable," writes National Review’s Jonah Goldberg.

“The Russian leak story reveals one other thing, the
dangerousness of a hollow man,” the New York Times’ David
Brooks writes. “We've got this perverse situation in which the vast
analytic powers of the entire world are being spent trying to
understand a guy whose thoughts are often just six fireflies beeping
randomly in a jar. ‘We badly want to understand Trump, to grasp him,’
David Roberts writes in Vox. ‘It might give us some sense of control,
or at least an ability to predict what he will do next. But what if there’s
nothing to understand? What if there is no there there?’ And out of
that void comes a carelessness that quite possibly betrayed an

intelligence source, and endangered a country.”

A former speechwriter for George W. Bush:
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Subject: ’s inexperience contributed to Comey interactions that now cloud his presidency
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Trump’s inexperience contributed to Comey
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getting himself into when he took office four months ago. The
same president who allegedly asked James Comey to drop the FBI’s
probe into Michael Flynn — potentially imperiling his grip on power —
has also said “nobody knew health care could be so complicated,”
volunteered that he only learned containing North Korea is “not so
easy” when the Chinese president tutored him on the region’s history
and expressed surprise that government cannot be run like a

business.

Exactly one week, to the hour, after Comey found out via cable
television that Trump had fired him, the New York Times
published a bombshell story: The president asked the then-director
to stay in the Oval Office at the end of a February meeting on counter-
terrorism. Once Attorney General Jeff Sessions and Vice President
Pence left the room, Trump urged Comey to drop the investigation in
the wake of the national security adviser’s resignation. This comes
from a detailed, two-page memo that the director wrote up

immediately after their conversation.

“Ihope you can let this go,” Trump said, according to Comey’s

account.

Several media outlets, including The Post, quickly confirmed the
existence of these notes. From Devlin Barrett, Ellen Nakashima and
Matt Zapotosky: “Comey’s account of the February talk made it clear
that his understanding of the conversation was that the president
was seeking to impede the investigation ... Comey’s notes also
made it clear he felt that the conversation with the president was
improper and decided to withhold details of it from the case agents

working on the Russia probe. According to the director’s notes,
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Comey did not respond directly to the president’s entreaties, only

agreeing with Trump’s assertion that Flynn ‘is a good guy.”

“‘An F.B.l. agent’s contemporaneous notes are widely held up in
court as credible evidence of conversations,” Michael Schmidt
notes on the front page of the Times. “Alone in the Oval Office, Mr.
Trump began the discussion by condemning leaks to the news media,
saying that Mr. Comey should consider putting reporters in prison for
publishing classified information ... Mr. Trump then turned the

discussion to Mr. Flynn.”

Comey apparently prepared memos after "every phone call and
meeting he had with the president.” “He wrote down every word
Trump said to him as soon as he could,” one of his friends told

Politico.
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Comey notes say Trump pressured him to drop Flynn probe

-- Only an amateur would be surprised that Comey took notes
after a meeting like this and that they would emerge if he got
fired while the investigation in question was still ongoing. How
the last several days have played out was entirely foreseeable for
anyone who has even a basic grip of how Washington works and how

Comey operates.

What did Trump think Comey was going to do? We know he
underestimated Democratic attacks because he believed they were

mad at Comey for hurting Hillary Clinton. But Comey is obsessed with

epic.org EPIC-17-03-31-DHS-FOIA-20180515-Production-2 000187



his personal integrity. Did the president really think he was going to

take all of this lying down?

Why did Trump want to protect Flynn? What might he know that
the president doesn’t want to get out? Many unanswered questions
remain about why it took 18 DAYS for Flynn to resign after the acting
attorney general warned the White House counsel that he had been
compromised and was susceptible to blackmail by the Russians.
Could Trump have secretly authorized Flynn’s contacts with Sergey

Kislyak during the transition?

Why did the president ask Pence and Sessions to leave the room
when he talked to Comey? “This is the kind of conversation that
rational, experienced presidents know not to have,” Ruth Marcus
writes. “It is the kind of conversation that a White House counsel
should make sparklingly, crystal clear to a president that he is not to
engage in, not even close. It is the kind of conversation that seems
completely in character for Trump, who, over the course of the
campaign and now in office, has betrayed no — zero —
understanding of the necessary separation of the president and his
Justice Department when it comes to making independent judgments

about political matters and political opponents.”

Did White House counsel Don McGahn know that his boss had
talked with Comey one-on-one about the Flynn probe as Trump
prepared to terminate him? Executive privilege means we’ll never
know for sure what these deliberations were like, but there is good
reason to believe he was out of the loop. Sally Yates told the New
Yorker in an interview published yesterday, for example, that he did

not even know FBI agents had interviewed Flynn until she told him.
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Every lawyer worth his or her salt creates a copious paper trail
for C.Y.A. purposes, but Comey especially is legendary within
elite Washington legal circles for doing so. McGahn, 48, was a
partner at Jones Day and before that an FEC commissioner. Jeff
Sessions and Rod Rosenstein, the Justice Department officials who
hastily created the documents used to justify Comey’s ouster, have

also been around long enough that they should have known.

-- Perhaps more importantly, did anyone warn Trump about what
role Comey had played in George W. Bush’s U.S. attorney
scandal? This week marks the 10th anniversary of his gripping
testimony before the Senate Judiciary Committee. In case you
don’t remember, here is the lead of The Washington Post’s story from
that day by Dan Eggen and Paul Kane: “On the night of March 10,
2004, as Attorney General John D. Ashcroft lay ill in an intensive-care
unit, his deputy, James Comey, received an urgent call. White House
Counsel Alberto R. Gonzales and President Bush's chief of staff,
Andrew H. Card Jr., were on their way to the hospital to persuade
Ashcroft to reauthorize Bush's domestic surveillance program, which
the Justice Department had just determined was illegal. In vivid
testimony ... Comey said he alerted FBI Director Robert S.
Mueller Ill and raced, sirens blaring, to join Ashcroft in his
hospital room, arriving minutes before Gonzales and Card. Ashcroft,
summoning the strength to lift his head and speak, refused to sign the
papers they had brought. Gonzales and Card, who had never
acknowledged Comey's presence in the room, turned and left.
The sickbed visit was the start of a dramatic showdown between the

White House and the Justice Department in early 2004 that,
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Trump, though more evidence would probably be required to
warrant action. From Matt Zapotosky: “The laws governing
obstruction require prosecutors to show a person ‘corruptly’ tried to
influence a probe — meaning investigators have to find some
evidence of what a person was thinking when taking a particular
action. In this case, analysts said, that would mean analyzing the
specific details of Trump and Comey’s conversation, assessing what
else was happening at the time and possibly talking to Trump
associates who had talked with the president about what he wanted to
do.”

“There’s definitely a case to be made for obstruction,” said
Barak Cohen, a former federal prosecutor who now does white-
collar defense work at the Perkins Coie law firm. “But on the other
hand you have to realize that — as with any other sort of criminal law
— intent is key, and intent here can be difficult to prove.” Cohen said
that while it was “highly improper” for Trump to insert himself in
an investigation in any way, charging him would be difficult. With
a lower-profile target, he said, “maybe prosecutors might be
aggressive enough to bring a case,” but “it also arguably undermines
democracy for prosecutors to go after a sitting president with only

circumstantial evidence.”

-- This is where the president’s credibility gap is creating a crisis
for the White House. Predictably, the White House denied Comey’s
account. But of course the administration would deny it, just as
officials have denied other stories that Trump himself later
acknowledged to be at least partially correct. Notably, no one put their

name on the statement sent out by the White House. It was emailed
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to reporters “on background.” Perhaps no one in the press office
wanted to take responsibility for another denial that may soon be
proven false? “It seems as though the flood of information over the
past 10 days has been pushing us to a point that we haven't yet
reached, forcing an explicit choice between the word of the White

House and the word of an outside party,” Philip Bump notes.

-- The latest disclosure ratchets up the pressure on Trump to put
up or shut up when it comes to the tapes. He has hinted very
strongly that he has a recording of his one-on-one dinner with Comey
on Jan. 27 (in which he allegedly asked for a pledge of loyalty) and,
possibly, their other meetings. The president has a long history of
surreptitiously taping conversations. At this point, if Trump has any
tapes that might clear him of wrongdoing, why wouldn’t he release
them? If the tapes contradict his story, which seems more plausible,
they may never see the light of day — unless congressional
Republicans agree to subpoena them. If after refusing to answer
questions about the tapes for the past five days, the White House
suddenly declares there are no tapes after all, many serious people
will be suspicious and assume that Trump destroyed possible

evidence that could have been used against him.

-- As Omar Little told Wee-Bey on “The Wire” after a failed
assassination attempt, “You come at the king, you best not

miss.” If you come at Comey, you best not miss.
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take us. ... We will let the evidence take us where it does.” In a letter
to the acting FBI director, Chaffetz has set a deadline of May 24 for

the internal documents to be handed over to his committee.

Sen. Lindsey Graham (R-S.C.) said this morning that “it is
important that Congress call ... Comey before the Judiciary
Committee to obtain a full understanding of what President
Trump may or may not have done regarding the Russian
investigation, including ... Flynn.” From his statement: “I'm hopeful
we can reach agreement in a bipartisan fashion on how to move
forward in a professional manner. The country deserves answers to
the questions raised and former Director Comey deserves an
opportunity to be heard and, if appropriate, challenged. The sooner
Mr. Comey testifies publicly before the Judiciary Committee, the
better for our nation. For all practical purposes the political

process will be ground to a halt by these allegations.”

Sen. Ben Sasse (R-Neb.), another Judiciary subcommittee
chairman, said he will remain skeptical until Congress obtains
Comey's memos, but "there’s a lot here that’s really scary." "It’s
obviously inappropriate for any president to be trying to interfere with
an investigation," Sasse said on Hugh Hewitt’s radio show this
morning, adding that he wants all the Comey memos as soon as

possible.

-- Tonight at 6:15 p.m., | will interview Sasse at The Post’s
headquarters for the latest installment of “The 202 Live.” We’'ll
talk about this, as well as his new book “The Vanishing American

Adult.” RSVP to attend or watch the live stream here.
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going to be over until every aspect of it is thoroughly examined and
the American people make a judgment. And the longer you delay, the

longer it’s going to last.”

Déja vu? McCain holds the seat previously occupied by Barry
Goldwater, who was the GOP’s nominee for president 44 years
before him. Goldwater played a key leadership role in getting Nixon to

step down.

-- While most Republicans are still standing squarely behind the
president, we're seeing other cracks emerge: California Rep.
Steve Knight, already facing a tough 2018 reelection fight, just
became the latest Republican to call for a special prosecutor.
(Read his statement. Here’s our running whip list of GOP lawmakers

who have supported this approach.)

A GOP rep from lllinois:
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a political alliance, no matter how awkward at times, between
members of Congress and a president who won the November

election as their nominee.”

Speaker Paul Ryan struck a careful tone during a press
conference this morning, saying congressional committees
would continue to gather facts and conduct oversight
"regardless of what party is in the White House." But Ryan did hit
a couple of skeptical notes in his brief remarks, suggesting that any
allegations made by Comey should not be taken at face value, Mike
DeBonis reports. “If this happened as he described, why didn't he take
action at the time?" Ryan asked, echoing a question other skeptical
Republicans have asked. Later, he noted that the FBI investigation
into the Trump campaign and administration's ties to Russia would
continue, conducted by career professionals. And he noted that the
bureau's deputy director, Andrew McCabe, who is serving as interim
director, "said just the other day that no one has tried to impede that
investigation" -- a reference to a congressional hearing that, some
Trump defenders have argued, would undercut Comey's claims of

presidential interference.
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-- Rep. Elijah Cummings (D-Md.), the top Democrat on the House
Oversight Committee, said he has “no doubt” that Republicans
would have already voted to impeach Hillary Clinton if she had
done what Trump did. "For one millionth of what has happened with
Trump, they would have impeached her,” Cummings said in a radio
interview picked up by CNN. “I'm just telling you. They would have

been going crazy. That's what makes this so egregious.”

-- Impeachment remains much less likely than many Democrats
want to think: They would need to persuade 25 House Republicans

and 14 Senate Republicans to cross over — without any defections.
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History is not on their side, Peter Stevenson notes.

-- New York Times conservative columnist Ross Douthat floats
another idea for removing Trump: “Ultimately | do not believe that
our president sufficiently understands the nature of the office that he
holds, the nature of the legal constraints that are supposed to bind
him, perhaps even the nature of normal human interactions, to be
guilty of obstruction of justice in the Nixonian or even Clintonian sense
of the phrase. | do not believe he is really capable of the behind-the-
scenes conspiring that the darker Russia theories envision. And it is
hard to betray an oath of office whose obligations you evince no sign
of really understanding or respecting. Which is not an argument for
allowing him to occupy that office. It is an argument, instead, for
using a constitutional mechanism more appropriate to this
strange situation than impeachment: the 25th Amendment to the
Constitution ... The Trump situation is not exactly the sort that the
amendment’s Cold War-era designers were envisioning. But his
incapacity to really govern, to truly execute the serious duties
that fall to him to carry out, is nevertheless testified to daily —
not by his enemies or external critics, but by precisely the men and
women whom the Constitution asks to stand in judgment on him, the
men and women who serve around him in the White House and the

cabinet.”
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Vladimir Putin speaks during a press conference with Italian Prime Minister Paolo
Gentiloni in Sochi, Russia, today. (Yuri Kadobnov/Reuters)

-- Vladimir Putin said this morning that he would be willing to
provide the U.S. Congress with arecord of Trump’s meeting with
the top Russian envoys, possibly offering new details on the
disclosures of reportedly highly classified intelligence
information. Andrew Roth reports from Moscow: “The remarkable
offer for the Kremlin to share evidence with U.S. oversight committees
came with the caveat that the request for the transcript would have to
come from the Trump administration. The Kremlin has denied reports

that Trump shared classified secrets last week with Russian Foreign
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Minister Sergey Lavrov and Russia’s ambassador to the United
States during an Oval Office meeting. But the full extent of Trump’s
comments to the Russian envoys has not been made public ... On
Wednesday, Putin denied that Lavrov had shared any
intelligence with him or with Russia’s secret service, instead
declaring that a ‘political schizophrenia’ had gripped the United

States and that it was ‘eliciting concern’ in Russia.”

-- VEB, a Russian state-run bank under scrutiny by U.S.
investigators, financed a deal involving Donald Trump’s onetime
partner in a Toronto hotel tower at a key moment for the project,
the Wall Street Journal reported this morning: “Alexander
Shnaider, a Russian-Canadian developer who built the 65-story
Trump International Hotel and Tower, put money into the project after
receiving hundreds of millions of dollars from a separate asset sale
that involved the Russian bank, whose full name is
Vnesheconombank. Mr. Shnaider sold his company’s share in a
Ukrainian steelmaker for about $850 million in 2010, according to
S&P Global Market Intelligence. According to two people with
knowledge of the deal, the buyer, which hasn’t been identified
publicly, was an entity acting for the Russian government. VEB
initiated the purchase and provided the money, these people say.
U.S. investigators are looking into any ties between Russian financial
institutions, Mr. Trump and anyone in his orbit, according to a person
familiar with the probe. As part of the investigation, they’re examining
interactions between Mr. Trump, his associates and VEB, which is
now subject to U.S. sanctions, said another person familiar with the
matter. The Toronto deal adds a new element to the list of known

connections between Mr. Trump’s associates and Russia.”
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speech that they engage in in Turkey,’ Arthur said. “They stopped us
for a few minutes ... but we still stayed and continued to protest
Erdogan's tyrannical regime.” The victims were transported to George

Washington University Hospital."

“Indications were that the scuffling may have stemmed from
political conflict within Turkey, whose president is on a visit to
Washington, Victoria St. Martin and Martin Weil report. “Several
members of the first group wore dark suits and ties, and a couple of
them waved small Turkish flags. In one of the skirmishes, a man in a
dark suit, who is carrying a furled flag ... appears to be kicking at a
demonstrator who is on the Sheridan Circle sidewalk, holding his

hands protectively to his head. A bullhorn lies beside him.”

The brutal scene outside of the Turkish ambassador's residence
in D.C.:
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From: Spaulding, Suzanne

To: NPPD Front Office

Subject: Fw: The Homeland Security News Briefing for Tuesday, January 10, 2017
Date: Tuesday, January 10, 2017 7:26:14 AM

Pls print

From: [QXG)
Sent: Tuesday, January 10, 2017 05:55 AM

To: Spaulding, Suzanne; Manfra, Jeanette; ((QXG)]
ce: [(QXG)
Subject: Re: The Homeland Security News Briefing for Tuesday, January 10, 2017

http://www.politico.com/story/2017/01/state-electoral-system-hacking-homeland-security-233349

http://www.nass.org/news-releases-and-statements/release-nass-statement-critical-infrastructure-
designation-010917/

http://www.nass.org/component/docman/?task=doc_download&gid=1868&Itemid=829

The first link is likely duplicative. The NASS statement is the second one. And the third one is from
the EAC commissioner we've had the least interaction with.

V/R,
Neil

From: Spaulding, Suzanne

Sent: Tuesday, January 10, 2017 05:10 AM
To: Manfra, Jeanette; ((QKG)]
oH(b) (6)

Subject: Fw: The Homeland Security News Briefing for Tuesday, January 10, 2017

Do we have the NASS statement?

From: Bulletin Intelligence [mailto:DHS@BulletinIntelligence.com]

Sent: Tuesday, January 10, 2017 05:01 AM

To: DHS@BulletinIntelligence.com <DHS@BulletinIntelligence.com>

Subject: The Homeland Security News Briefing for Tuesday, January 10, 2017

The Homeland Security News Briefing

TO: THE SECRETARY AND SENIOR STAFF

DATE: TUESDAY, JANUARY 10, 2017 5:00 AM EST

TODAY'S TABLE OF CONTENTS

LEADING DHS NEWS:

+ State Election Officials Denounce DHS Decision To Classify Electoral System As “Critical

Infrastructure.”
+ Leetaru: More Examination Needed Of Vulnerabilities That Enabled Alleged Russian Interference In
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Election.

+ Senate Staffer: McCain’s Establishment Of Cyber Subcommittee Highlights “Congressional Turf War.”
+ Schumer Calls For Thorough Vetting For Trump Cabinet Picks.

+ NYTimes Analysis: Kelly’s Greatest Challenges At DHS Could Come From Inside Trump Team.

+ Inserra: DHS Hampered By Excessive Oversight Demands.

IMMIGRATION AND CUSTOMS ENFORCEMENT:

+ Bowser Says DC “Doubling Down” As Sanctuary City.

+ Boulder Adopted Sanctuary Policies Long Before The “Sanctuary City” Label.

+ Undocumented Immigrant In Pennsylvania May Still Face Deportation.

+ Texas Gov. Abbott Pledges To Sign Anti-Sanctuary Bill.

+ House Republicans Introduce Three Bills To Block Funding To Sanctuary Cities.
+ Judge Allows Steinle Family To Pursue Suit Against Government.

+ lowa Lawmaker Likely To Introduce Anti-Sanctuary City Legislation.

+ Boston Cops Increasingly Denying ICE Detainer Requests.

CUSTOMS AND BORDER PROTECTION:

+ CBP Officer Stopped Runaway Train At Arizona Border Crossing.

+ Texas CBP Horse Patrol Units To Attend Trump Inauguration.

+ LATimes: CBP Has Improved Accountability And Use-Of-Force, But Will Progress Continue Under
Trump?

TRANSPORTATION SECURITY ADMINISTRATION:

+ Chicago O’Hare Airport Security Breached.

+ TSA Lays Out Firearm Regulations At Charleston Airport.

+ TSA’s Search For CT Scanners Means Big Business For Massachusetts.
+ LAX’s Anti-Terrorism Intelligence Unit Profiled.

FEDERAL EMERGENCY MANAGEMENT AGENCY:
+ Rain Triggers Flooding In California, Prompts Nevada Governor To Declare State Of Emergency.

US CITIZENSHIP AND IMMIGRATION SERVICES:
+ USCIS Not Participating In GSA’s Identity Management Pilot Test.
+ Pittsburgh Tribune-Review: Trump Must Reform EB-5.

IMMIGRATION:

+ WPost: Immigration Courts Need More Judges.

+ Anti-lImmigration Groups Hope Ties To Sessions Will Turn Policy Their Way.

+ Congressman Seeking Pathway To Citizenship For Immigrants Through Military Service.
+ IMF Director Says Immigration Does Not Increase Inequality.

+ Archbishop: Deporting Immigrants Will Make America Weaker.

US COAST GUARD:

+ US, Cuba Sign Deal To Cooperate On Qil-Spill Prevention, Clean-Up.
+ Cuban, Iraqi Arrested Attempting To Land lllegally On Puerto Rico.

+ Cuban “Lighthouse Rafters” Remain In Legal Limbo At GITMO.

+ Eastern Shipbuilding Hires Former US Coast Guard Commandant.

SECRET SERVICE:

+ ID Snafu Delayed Seinfeld’s Entry To White House.

+ Former Secret Service Officer To Plead Guilty In Sexting Case.
+ Alabama Man Charged With Creating Counterfeit $100 Bills.

NATIONAL PROTECTION AND PROGRAMS:
+ Bangor Daily News: Maine Should Adopt Real ID, Even If Program Is Flawed.

SCIENCE AND TECHNOLOGY DIRECTORATE:
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+ DHS S&T To Hold Facebook Town Hall On Applying For Basic And Applied Research Funding.

TERRORISM INVESTIGATIONS:

+ Fifteen Jewish Centers Across US Report Bomb Threats.

+ Accused Fort Lauderdale Airport Gunman Appears In Court.

+ Officials Criticize DHS Over Late Designation Of Election Systems As Critical Infrastructure.
+ Experts Analyze Unverified Claim Of Responsibility For Israeli Truck Attack.

+ At Least Nine Dead In Sinai Peninsula Checkpoint Attack.

+ Judge Refuses Anonymous Jury Request In ISIS Trial.

CYBER NEWS:

+ Abbott Laboratories Releases Cybersecurity Updates For St. Jude Heart Devices As FDA Confirms
Vulnerabilities.

+ UK Government To Assess Country’s Vulnerability To Cyberattack.

+ North Carolina Man Pleads Guilty To lllegally Accessing Senior Officials’ E-Mail, Social Media
Accounts.

+ Lowry: Government, Private Sector Officials Must Be “Proactive” In Protecting Data.

+ Lithuania Barred Construction Of Data Center Out Of Concerns For Russian Infiltration.

+ Senator Expresses Concern For Washington Metro’s Vulnerability To Cyberattack.

+ “WiFi Jammers” Seen As Running Into Legal, Technical Hurdles.

+ Christian Science Monitor: US, Russia May Be Able To Negotiate A “Cyber Détente.”

+ Case Examines Role Of Best Buy Technicians As Paid FBI Informants.

+ FBI Helps Oregon Businesses Avoid Cyber Threats.

+ FBI Releases Another 300 Clinton Email Investigation Documents.

+ Lawmakers Reintroduce Email Privacy Act.

+ Virginia Man Sentenced For Helping Kentucky Man Compromise Website.

+ Chinese Citizens Charged For Attempting To Hack Law Firms.

NATIONAL SECURITY NEWS:

+ Pakistan Test-Fires Missile From Nuclear-Capable Submarine.

+ Kerry Defends US Decisions On Syria.

+ Pentagon: US-Led Operation Against ISIL Leaders “Successful.”

+ US Increases Aerial Support For Turkish Operations In Syria.

+ Assad Ready “To Negotiate Everything” With Syrian Rebels.

+ Iraqi, US-Led Coalition Troops Advance Further Into Eastern Mosul.

+ US Destroyer Fired Warning Shots At Iranian Vessels.

+ Suspect In Shooting Of American Diplomat Extradited From Mexico.

+ North Korea Asserts Readiness For ICBM Launch.

+ Palestinian Leader Urges Trump Not To Relocate US Embassy In Israel.
+ Chinese State Media Cautions Trump Against Terminating One-China Principle.

Leading DHS News:

STATE ELECTION OFFICIALS DENOUNCE DHS DECISION TO CLASSIFY ELECTORAL SYSTEM
AS “CRITICAL INFRASTRUCTURE.” Palitico (1/9, Geller, 2.46M) reports, “State election officials on
Monday denounced the Department of Homeland Security’s decision to label the country’s electoral
system as ‘critical infrastructure.” The National Association of Secretaries of State “lashed out at the
decision” on Monday, saying it “is legally and historically unprecedented, raising many questions and
concerns for states and localities with authority over the administration of our voting process.” State
officials “have expressed concerns that the ‘critical infrastructure’ tag could presage a federal takeover of
local elections.” DHS “has countered that the label does not create new regulations for states — it simply
makes the cybersecurity of polling places, election machines, voter databases and other election
technology a formal priority for the agency.”

The Atlanta Journal-Constitution (1/9, Torres, 1.41M) reports Georgia Secretary of State Brian Kemp
“took to his Facebook page after the announcement and slammed the whole idea,” saying, “This
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provocative but predictable decision moves the federal government one step closer to controlling the
elections process. | am completely opposed to this blatant overreach and will continue to fight to keep
election systems under the control of state government where it belongs.”

The AP (1/9, Abdollah) reports that in announcing the move, Secretary Johnson “gave only short notice to
the National Association of Secretaries of State and U.S. Election Assistance Commission.” The AP says,
“Officials at both agencies are criticizing the department, saying it failed to fully answer their questions
about the step.”

Federal Computer Week (1/9, Rockwell, 263K) reports, “Former U.S. CERT director Ann Barron-
DiCamillo told FCW in a Jan. 9 email that the designation clears away a practical obstacle for states and
local governments to ask for assistance from DHS.” George Washington University Center for Cyber and
Homeland Security director Frank Cilluffo “said the designation was ‘more of a bureaucratic enabler’ that
gives states voluntary access to faster help from DHS, not a power grab by the federal government to get
control of the electoral process.”

LEETARU: MORE EXAMINATION NEEDED OF VULNERABILITIES THAT ENABLED ALLEGED
RUSSIAN INTERFERENCE IN ELECTION. Kalev Leetaru writes in Eorbes (1/9, Leetaru, 15.17M) that
“missing from” the “breathless headlines” over Russian hackers targeting the US in the midst of the
election “is the far more important story of just how the Russians could have managed to do all of this
against the very nation that brought the modern Internet to life.” Leetaru says ‘it is fascinating that there
[has] not [been] more discussion placing that hacking in the context of other major cyber intrusions, such
as the US Office of Personnel Management breach.” Leetaru says the US’s “improvements to its cyber
posture” have not been as “sweeping” as the changes Estonia implemented after 2007, when it “became
the first nation to weather a national cyberattack.” Leetaru recommends that investigations not be focused
strictly on the election itself, “but rather on understanding the vulnerabilities that made that influence
possible, from underdefended presidential campaigns to journalistic and academic norms on the use of
stolen data.”

SENATE STAFFER: MCCAIN'S ESTABLISHMENT OF CYBER SUBCOMMITTEE HIGHLIGHTS
“CONGRESSIONAL TURF WAR.” Bloomberg BNA (1/9, Stoller, 7K) reports, “Sen. John McCain’s (R-
Ariz.) establishment of a Senate Armed Forces cybersecurity subcommittee Jan. 4 likely highlights a
congressional turf war over U.S. cybersecurity oversight, a Senate staffer told Bloomberg BNA.”
Bloomberg adds, “The Senate Select Committee on Intelligence Chairman Richard Burr (R-NC) and
McCain have sparred in the past over leadership of cybersecurity issues, the staffer said.”

SCHUMER CALLS FOR THOROUGH VETTING FOR TRUMP CABINET PICKS. Reuters (1/9, Holland)
reports Senator Chuck Schumer on Monday “decried what he called undue haste to confirm President-
elect Donald Trump’s nominations for various top posts,” calling for “a thorough and thoughtful vetting
process.” Schumer “said Trump’s nominees, many of whom have extensive business backgrounds at
companies such as Exxon Mobil Corp and Goldman Sachs, should be carefully scrutinized to be sure
they avoid conflicts of interest.” The hearings, which are slated to begin Tuesday, will start with Senator
Jeff Sessions, Trump’s pick for Attorney General, and retired General John Kelly, Trump’s nominee for
Secretary of Homeland Security.

According to Eox News (1/9, 11.07M), Sen. Cory Booker (D-NJ) announced Monday that he intends to
testify before the Senate Judiciary Committee in opposition to Sessions’ nomination, as will Rep. John
Lewis (D-GA) and Rep. Cedric Richmond (D-LA), as part of what Fox News calls “an effort by Democrats
to portray Sessions as out of the mainstream on civil rights legislation.” The article notes that Kelly, who is
reportedly “expected to be easily confirmed by the Senate Homeland Security and Governmental Affairs
Committee and the full Senate, would be the first non-civilian to head DHS since the department was
created in 2002.”

NYTIMES ANALYSIS: KELLY'S GREATEST CHALLENGES AT DHS COULD COME FROM INSIDE
TRUMP TEAM. The New York Times (1/9, Nixon, Subscription Publication, 13.9M) reports that Homeland
Security Secretary-designate Gen. John Kelly warned Congress two years ago that the nation “was not
focusing on the security threat presented by the financial and operational relationship between terrorist
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networks and drug smuggling organizations.” Now, “his view of the threat to the southern border is likely
to be the subject of questioning during his confirmation hearing on Tuesday.” While Kelly “is expected to
be easily confirmed by the Senate Homeland Security Committee, and then by the full Senate,” his
“biggest challenges might come from within the new Trump administration, particularly over the threat
posed by Russia and over Mr. Trump’s plan to build a border wall and to increase the number of border
agents.” Kelly has called Russia “a threat to United States leadership in the Western Hemisphere,” and
he has “called for a more balanced approach to protecting the borders.”

INSERRA: DHS HAMPERED BY EXCESSIVE OVERSIGHT DEMANDS. In an analysis for the
Washington Times (1/9, Inserra, 272K), David Inserra of the Heritage Foundation’s Allison Center for
Foreign and National Security Policy argues that “streamlining congressional oversight is a good idea,”
but lawmakers should focus on the Department of Homeland Security instead of the independent Office
of Congressional Ethics. According to Inserra, DHS has “a far smaller budget” than the Department of
Defense but “reports to over 100 committees,” compared with “only’ 36 committees and subcommittees”
to which the DOD testifies, because “DHS was created by cobbling together pieces of 22 existing
agencies, and the committees that had jurisdiction over those 22 pieces didn’t want to give up any of their
turf.” Inserra concludes that “Trump ran a campaign that promised to drain the swamp,” and “the morass
that is congressional oversight of DHS desperately needs draining.”

Immigration and Customs Enforcement:

BOWSER SAYS DC “DOUBLING DOWN" AS SANCTUARY CITY. The Washington Post (1/9, Davis,
11.43M) reports DC Mayor Muriel Bowser announced Monday new “plans to award grants to defense
attorneys and nonprofits to represent any of the District’s estimated 25,000 illegal immigrants who are
faced with deportation.” The Post says the “fund will also help illegal immigrants in D.C. to apply for
asylum, and will provide representation for those residing in the city legally on green cards to stay
permanently, by obtaining US citizenship.” The article says that Bowser, in a statement, indicated “the
District is ‘doubling down’ on its status as a sanctuary city.”

BOULDER ADOPTED SANCTUARY POLICIES LONG BEFORE THE “SANCTUARY CITY” LABEL.
The Huffington Post (1/9, Planas, 237K) reports that last week’s vote by Boulder, Colorado’s city council
to make Boulder a “sanctuary city” was not a policy change, but that the formal designation was council’s
way of “making a point to President-elect Donald Trump.” The Post says city leaders “shrugged off
Trump’s threats to withhold federal funds from cities that fail to cooperate with his proposed immigration
crackdown.” The Post says the city gets $8 million in federal funds annually, which amounts to only 2
percent of its budget. The piece notes that Boulder adopted sanctuary policies as early as 2014, when a
federal court ruled that ICE requests to local police to hold immigrants “weren’t mandatory.”

UNDOCUMENTED IMMIGRANT IN PENNSYLVANIA MAY STILL FACE DEPORTATION. WPXI-TV
Pittsburgh (1/9, 226K) reports Martin Esquivel-Hernandez, an undocumented immigrant from Mexico who
settled in Pennsylvania and became an activist in the Latino community, “may be deported after spending
eight months in an immigration prison.” The piece reports he “pleaded guilty to a misdemeanor crossing
the border charge two weeks ago, meaning he’s not a priority for deportation under federal guidelines,”
but also says “the chance of him staying, though, could be fading.” In a statement, ICE said that based on
two prior misdemeanor convictions, “US Immigration and Customs Enforcement has designated Mr.
Esquivel-Hernandez’s case as a priority for immigration enforcement.”

The Harrisburg (PA) Patriot-News (1/9, 523K) also reports that ICE has confirmed that despite the plea
deal Esquivel-Hernandez struck with prosecutors, he “remains a priority for deportation based on his ‘two
misdemeanor convictions, one from 2012 and one from 2017.” ICE officials have noted their efforts to
have him deported continue, with supporters saying that deportation could happen as early as Tuesday.

Esquivel-Hernandez’s attorney Jennifer Williams, however, “submitted a written motion today with ICE to
stop the deportation,” the Pittsburgh Post-Gazette (1/9, Smith, 493K) adds, while the Pittsburgh City
Paper (1/9, Deto, 193K) similarly says the Labor Council for Latin American Advancement “filed a stay on
behalf of Esquivel-Hernandez on Jan. 9, in hopes that ICE officers have more time to review his case
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before deporting him.”

TEXAS GOV. ABBOTT PLEDGES TO SIGN ANTI-SANCTUARY BILL. Eox News (1/9, Ward, 11.07M)
reports that Texas Gov. Greg Abbott said that an anti- sanctuary bill is expected to pass the Legislature
sometime this year. The article notes Abbott has “pledged to sign Senate Bill 4, which would require
municipalities to enforce migrant detainers at local jails and withhold state grants if they don’t comply.” It
also notes Abbott has clashed with “newly elected Travis County Sheriff Sally Hernandez, who vowed to
remove Immigration and Customs Enforcement agents from the Austin jail.”

HOUSE REPUBLICANS INTRODUCE THREE BILLS TO BLOCK FUNDING TO SANCTUARY CITIES.
The Huffington Post (1/9, Papenfuss, 237K) reports House Republicans have introduced three measures
seeking to withhold federal funds to so-called “sanctuary cities.” One bill, the Mobilizing Against
Sanctuary Cities Act (HR 83), introduced by Rep. Lou Barletta, would “strip federal funding from such
jurisdictions,” while another bill introduced by Rep. Andy Harris would similarly deny federal funds to any
entity refusing to comply with ICE. The third bill would block Title IV funds specifically to sanctuary
campuses.

JUDGE ALLOWS STEINLE FAMILY TO PURSUE SUIT AGAINST GOVERNMENT. The San Jose (CA)
Mercury News (1/9, Peele, 654K) reports US District Court Judge Joseph Spero, in a 49-page ruling, has
refused to throw out a lawsuit by the family of Kate Steinle, a woman who was killed by a Mexican man
who stole a gun from the seat of an unattended Bureau of Land Management vehicle. The suit alleges
negligence on the part of the government, as well as that of the city of San Francisco and ICE, which they
say “contributed to the killing because they failed to detain Lopez Sanchez.”

The AP (1/9) reports Spero dismissed the claims against San Francisco, allowing only the claims against
the government to move forward. According to the AP, “Spero said in his ruling on Friday that the sheriff
did not violate state or federal law by prohibiting his deputies from telling immigration officials when an
inmate is released.”

IOWA LAWMAKER LIKELY TO INTRODUCE ANTI-SANCTUARY CITY LEGISLATION. The AP (1/9)
reports state Rep. Steven Holt has said he will “likely re-introduce legislation requiring state and local
governments to cooperate with federal immigration officials if lowa City opts not to enforce immigration
laws.” According to the AP, Holt has indicated that he will “feel compelled” to do this if lowa City approves
a “sanctuary city” resolution, preventing it from “spending funds on enforcing immigration laws.” The city,
however, has said it won’t formally adopt the sanctuary label.

BOSTON COPS INCREASINGLY DENYING ICE DETAINER REQUESTS. The Boston Herald (1/10,
Encarnacao, 509K) reports Boston-area authorities are increasingly blowing off federal immigration
officials’ requests to detain “illegals in police custody...for possible deportations, according to new” data
obtained from ICE. According to the Herald, the Boston’s “pushback...bucks a national trend that has
seen a sharp drop in the number of” ICE detainer requests “that have been denied by local law
enforcement.” Center for Immigration Studies director of policy studies Jessica Vaughan “said Boston’s
detainer denial rate is particularly disturbing after ICE decided to expressly focus on immigrants with
criminal records,” arguing that “they’re really boiling it down to worst of the worst...and if they’re rejecting
even those detainers, you have to ask yourself what public safety risk they are creating.”

Customs and Border Protection:

CBP OFFICER STOPPED RUNAWAY TRAIN AT ARIZONA BORDER CROSSING. The AP (1/9)
reports a “slow-moving runaway” Union Pacific Railroad train struck “a border fence in Arizona after
leaving Mexico unmanned on Monday morning.” Though it’s “unclear how or why the train took off without
a conductor,” the AP says “U.S. Customs and Border Protection says an officer stopped the train by
jumping in and pulling the visible emergency break.” The train was returned to Mexico by Monday

afternoon.

According to the Arizona Daily Star (1/9, 270K), the train hit “the rail gate at the Port of Nogales’
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DeConcini crossing,” resulting in “minor damage to the metal plates and chain link fence that make up the
gate.”

Nogales Port Of Entry Resumes Normal Operations. Tucson News Now (AZ) (1/9, Carrillo, 32K)
reports the Dennis DeConcini Port of Entry in Nogales resumed its normal operations Monday morning,
after being “forced to shut down over the weekend after disruptions from people protesting rising gas
prices in Nogales.” Travelers in and out of the US were diverted to the Mariposa Crossing before the
DeConcini Port was reopened.

TEXAS CBP HORSE PATROL UNITS TO ATTEND TRUMP INAUGURATION. The San Antonio
Express-News (1/9, Bradshaw, 844K) reports “eight Texas-based horse patrol units” will attend President-
elect Trump’s inauguration in Washington, DC next week, according to a US Customs and Border
Protection news release. The Express-News says the event will be the first time the Rio Grande Valley
Sector Horse Patrol has attended a presidential inauguration — the release says “the U.S. Border Patrol
has participated in inauguration ceremonies before, but never the horse patrol.”

According to the Brownsville (TX) Herald (1/9, 40K), RGV Sector Chief Patrol Agent Manuel Padilla said
in the release, “The inauguration in Washington, D.C. is a hallmark event and we are proud to represent
the US Border Patrol in this fashion with distinguished agents whose presence will surely enhance the
festivities.”

LATIMES: CBP HAS IMPROVED ACCOUNTABILITY AND USE-OF-FORCE, BUT WILL PROGRESS
CONTINUE UNDER TRUMP? The Los Angeles Times (1/9, Board, 4.52M) Editorial Board says the
“Obama administration has struggled to change a culture of violence and impunity within the U.S. Border
Patrol” that “tolerated excessive force against suspected border crossers,” but the Administration has
succeeded in forcing “some improvements in both transparency and accountability, as well as reductions
in the use of force, under Customs and Border Protection Commissioner R. Gil Kerlikowske.” The Times
says CBP “continues to face dogged problems with bribery and other underhanded actions by some of
the agents,” and it remains to be seen “whether the Border Patrol will continue to improve under the
Trump administration.” The Times concludes that the incoming administration faces the challenge of
“securing borders and enforcing immigration and customs laws without adopting a militarized outlook or
violating basic civil rights and civil liberties.”

Transportation Security Administration:

CHICAGO O’'HARE AIRPORT SECURITY BREACHED. David Kerley of ABC World News Tonight (1/9,
story 10, 1:10, Muir, 14.63M) reported 21-year-old Malik Neal allegedly burst through a Chicago O’'Hare
airport TSA checkpoint but no TSA agents pursued him. Neal is accused of accosting two TSA officers
and two Chicago police officers in the gate area prior to his arrest. Kerley noted TSA officers and airport
security do not have arrest authority. Former TSA official John Halinksi said the incident exposes a
vulnerability in airport security measures.

TSA LAYS OUT FIREARM REGULATIONS AT CHARLESTON AIRPORT. Part of the Transportation
Security Administration’s response to a deadly shooting Friday at the Ft. Lauderdale airport, WCBD-TV
Charleston, SC (1/9, Holland, 33K) reports on its website, included outlining firearm regulations at
Charleston International Airport. TSA says guns and ammunition must be “unloaded and locked in hard
case,” and travelers must declare the items during the check-in process.

TSA'S SEARCH FOR CT SCANNERS MEANS BIG BUSINESS FOR MASSACHUSETTS. The Boston
Business Journal (1/9, O'Brien, Subscription Publication, 90K) reports in subscriber-only content that “CT
scanners promise to shorten airport security lines and better protect passengers,” and the Transportation
Security Administration’s search is bringing “big business” to Massachusetts.

LAX'S ANTI-TERRORISM INTELLIGENCE UNIT PROFILED. In a nearly 5,800-word article, The Atlantic
(1/9, Manaugh, 5.35M) profiles Anthony McGinty and Michelle Sosa, who “were hired by Los Angeles
World Airports to lead a unique, new classified intelligence unit on the West Coast” after a suicide
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bombing in 2014 showed security holes at Los Angeles International Airport. The article includes
“scenarios...not examples of actual events that have taken place, or of real threats that have been
averted, but [that] are instead meant as provocative fictions,” similar to the annual Aviation Security
Contingency Plan Exercise, or AVSEC. The Atlantic mentions that an “unemployed anti-government
conspiracy theorist...drove to LAX in November 2013 for no other reason than to shoot and kill a
Transportation Security Administration (TSA) agent.”

Federal Emergency Management Agency:

RAIN TRIGGERS FLOODING IN CALIFORNIA, PROMPTS NEVADA GOVERNOR TO DECLARE
STATE OF EMERGENCY. ABC World News Tonight (1/9, story 2, 2:25, Muir, 14.63M) reported that
heavy rains triggered mudslides in California on Monday. The rainfall came from a storm that also
prompted the governor of Nevada to declare a flood state of emergency. The deaths of at least eight
people, including four in the West, are being blamed on recent severe US weather. The CBS Evening
News (1/9, story 9, 1:40, Pelley, 11.17M) reported, “A week of heavy snow and rain in northern California
and Nevada has led to the worst flooding in a decade” in that part of the country. NBC Nightly News (1/9,
story 6, 2:00, Holt, 16.61M) reported that at least 40 rivers were “surging above flood stage” in California
on Monday. Near Reno, Nevada, meanwhile, a disaster was declared and flood-related evacuations were
ordered.

FEMA Activates Response Coordination Center To Help With California Flooding. KNTV-TV San
Jose, CA (1/9, Hernandez, 130K) reports on its website that FEMA “activated its regional Response
Coordination Center in downtown Oakland on Monday to prepare for a possible federal response” to
flood-related problems in California. Quoted in the story is FEMA’s Ahsha Tribble, who said, “We’re
looking ahead, looking at the next storm and posturing ourselves here with federal resources in the event
the state calls us for assistance.”

US Citizenship and Immigration Services:

USCIS NOT PARTICIPATING IN GSA’S IDENTITY MANAGEMENT PILOT TEST. Eederal News Radio
(DC) (1/9, Miller, 16K) reports that USCIS has decided not to participate in the pilot test of the Login.gov
platform in 2017, which the article says is putting the “customer-friendly, usable identity management
approach” on the “edge of viability.” Accordingly, USCIS’ decision “comes around the same time as the
General Services Administration’s 18F organization started to get some momentum behind the program.”
The piece also notes that it is seen as a “blow to a concept that has struggled over the last 15 years.”

PITTSBURGH TRIBUNE-REVIEW: TRUMP MUST REFORM EB-5. The Pittsburgh Tribune-Review (1/9,
350K) argues in an editorial President-elect Trump must “address fraud and abuse in America’s EB-5 visa
program, which provides a citizenship path for foreigners who invest at least $500,000 to $1 million in job-
creating projects,” and which the editors claim “critics say...allows wealthy foreign investors to buy
admission to the U.S.” According to the Tribune-Review, a former US Citizenship and Immigration
Services head “was blasted by an inspector general for ‘unprecedented’ intervention that secured ‘EB-5
approvals in cases involving politically connected Democrats,’ including former Senate Minority Leader
Harry Reid.” While Trump has not yet commented on the issue, the Tribune-Review says “fellow
Republican and former New York Gov. George Pataki expects he’ll keep EB-5" because the incoming
President “understands the need for capital, the need for investment.”

Immigration:

WPOST: IMMIGRATION COURTS NEED MORE JUDGES. The Washington Post (1/9, 11.43M)
editorializes that US immigration courts “are a diorama of dysfunction, staggering under a crushing
caseload,” which “has doubled in the past six years” and “now exceeds half a million cases; thousands
more are added each month.” Immigration judges, “who number just 300, schedule hearings two or three
years in the future, or even more in some venues,” and their workloads, “on average more than 700
cases annually, are twice what federal district court judges face.” The Post adds that “under those
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circumstances, due process” is “a fading ideal.” The Post notes that the Obama Administration “has hired
new judges, a painstakingly slow process,” and points out that President-elect Trump “says he’'ll freeze
federal hiring,” but argues that “doing so would also impede his own plans to accelerate deportations,
many of which must be ordered by a deportation judge.”

ANTI-IMMIGRATION GROUPS HOPE TIES TO SESSIONS WILL TURN POLICY THEIR WAY. The Los
Angeles Times (1/9, Tanfani, 4.52M) reports that Attorney General-designate Jeff Sessions is “the
Senate’s fiercest opponent of immigration” and his views were “shaped in part as he forged close ties
over several decades to the Center for Immigration Studies and two other groups with similar agendas,
NumbersUSA and the Federation for American Immigration Reform,” which favor “strict curbs on
immigration.” Now, as Sessions is set “to be an influential voice on immigration policy in the Trump
administration, these formerly fringe groups have their best chance yet to see Washington policy turn
decisively in their direction.”

CONGRESSMAN SEEKING PATHWAY TO CITIZENSHIP FOR IMMIGRANTS THROUGH MILITARY
SERVICE. The Los Angeles Times (1/9, Wire, 4.52M) reports Rep. Jeff Denham is seeking to persuade
Congress to allow young, undocumented immigrants to “become citizens through military service.” The
Times says that he’s been at odds with other Republicans but is hoping that “a single comment from the
president-elect is a sign his idea might have a chance.” The comment, the Times notes, is one President-
elect Trump made while speaking at NBC’s “Commander in Chief Forum,” in which he said “that
immigrants who serve in the US military could possibly be allowed to become legal residents.”

IMF DIRECTOR SAYS IMMIGRATION DOES NOT INCREASE INEQUALITY. Reuters (1/9,
Strupczewski) reports on comments made by International Monetary Fund’s First Deputy Managing
Director David Lipton, who spoke at a seminar in Brussels on Monday. According to Reuters, Lipton
noted that while immigration can have a positive impact on the receiving country, this depends on how
well integrated the immigrants are. He said, “We have found that immigration has significantly increased
GDP per capita in advanced economies,” and that “inequality does not increase as a result of the entry of
migrants into the workforce.”

ARCHBISHOP: DEPORTING IMMIGRANTS WILL MAKE AMERICA WEAKER. Cardinal Blase J.
Cupich, archbishop of Chicago, writes in the Chicago Tribune (1/9, Cupich, 2.54M) that President-elect
Trump’s recent comments on protecting young, undocumented immigrants in the country “could signal a
way forward, especially if they represent an appreciation of what is at stake if the US government breaks
the promise it made to the roughly 750,000 DACA enrollees who want nothing more than to offer their
gifts to the only country they call home.” Cupich says that many of these young immigrants were brought
into the US while they were children so they “didn’t break the law of their own volition” and that many are
seeking ways to “contribute to our society.” He notes removing the DACA program means we will “deport
their potential to make our nation stronger.”

US Coast Guard:

US, CUBA SIGN DEAL TO COOPERATE ON OIL-SPILL PREVENTION, CLEAN-UP. The AP (1/9,
Press) reports the US and Cuba on Monday “signed an accord on preventing and cleaning up oil spills in
the Gulf of Mexico and the Florida Straits,” marking “another step in the Obama Administration’s efforts to
solidify its legacy of normalization with Cuba before a Republican administration takes over.” The
agreement stipulates that both countries must “establish a bilateral operations plan in the event of a spill
or other pollution in waters they share,” and the AP notes that “the Cuban and the U.S. Coast Guard
already cooperate over migration and drug enforcement in the Caribbean.”

CUBAN, IRAQI ARRESTED ATTEMPTING TO LAND ILLEGALLY ON PUERTO RICO. Drawing from
coverage provided by the Associate Press, Eox News (1/9, 11.07M) reports two unidentified men, “one
Cuban and one Iraqi, were arrested Monday” while “attempting to land illegally on the northwest coast of
Puerto Rico” and turned over to the US Border Patrol. The Coast Guard said fears that the US federal
“wet foot, dry foot policy,” which allows Cubans who reach US soil to stay, will end have “have caused a
surge in the numbers of Cuban migrants,” adding that “1,178 Cubans have been intercepted at sea since
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Oct. 1.”

CUBAN “LIGHTHOUSE RAFTERS” REMAIN IN LEGAL LIMBO AT GITMO. The Miami Herald (1/9,
Pentdn, 856K) reports some of the Cuban rafters who “sought refuge on the American Shoal Lighthouse
off the Florida Keys to avoid being repatriated to Cuba” about six months ago remain at the US Navy
base at Guantanamo Bay. According to the Herald, the remaining 17 “lighthouse rafters’...say they feel
pressured by authorities to return to their homeland and are overwhelmed by the lack of work available to
them.” One of the rafters said on condition of anonymity, “We can call our family once a week, but nobody
tells us how much longer we have to be here. ... Some of us work in manual jobs and get paid $4.97 an
hour.”

EASTERN SHIPBUILDING HIRES FORMER US COAST GUARD COMMANDANT. Maritime Executive
(1/9, 21) reports Eastern Shipbuilding Group announced Monday it has appointed former US Coast
Guard Commandant Admiral Robert J. Papp, Jr. as president of its Washington operations, a role in
which “he will serve as Eastern’s representative in the nation’s capital and will lead engagement in
intergovernmental and industry operations.”

Secret Service:

ID SNAFU DELAYED SEINFELD’S ENTRY TO WHITE HOUSE. Page Six (1/9, Greer, 635K) reports,
“Jerry Seinfeld’s birth name delayed him from getting into the White House for President Obama'’s final
soiree Friday night. ‘He was on the list under Jerry, but his ID has Jerome [his real first name]. They let
his wife Jessica in, but he had to wait for Secret Service clearance. He found the whole thing funny and
made light of the situation, laughing and telling jokes to guests as they passed through,” a spy said. We're
told Seinfeld was forced to wait for about 30 minutes before being allowed inside.”

FORMER SECRET SERVICE OFFICER TO PLEAD GUILTY IN SEXTING CASE. The AP (1/9, Chase)
reports former Secret Service officer Lee Robert Moore “has agreed to plead guilty to trying to solicit sex
from a Delaware undercover agent he thought was a 14-year-old girl.” The case in Delaware “was put on
hold after Moore was indicted in Florida on more serious charges,” including “producing child
pornography, attempted receipt of child pornography and attempted enticement of a minor.”

ALABAMA MAN CHARGED WITH CREATING COUNTERFEIT $100 BILLS. The AP (1/9) reports Hollis
Nikia Bullard of Alabama has been charged with manufacturing counterfeit $100 bills. The AP says an
unidentified US “Secret Service special agent says a tip led them to search Hollis Nikia Bullard’s
apartment in Birmingham, where thousands of dollars in fake money was found last week.” In the
complaint, prosecutors said Bullard admitted to making the fake bills, and said he distributed about
$10,000 in recent weeks.

National Protection and Programs:

BANGOR DAILY NEWS: MAINE SHOULD ADOPT REAL ID, EVEN IF PROGRAM IS FLAWED. The
Bangor (ME) Daily News (1/9, Board, 165K) editorializes that “no one knows” whether DHS’s threats to
stop accepting “Maine driver’s licenses as acceptable identification to board commercial airplanes
beginning next year” will be enforced, but “if Maine does not move toward compliant licenses.” The paper
says DHS could begin barring residents “next month from military bases, including their health clinics,”
which “is not a risk lawmakers should want to face.” However, even if the state created “a new licensing
system that meets the requirements of the Real ID act, it would take years to issue new documents to all
of the state’s license holders” — highlighting “the need for a federal fix to the Real ID act, rather than
piecemeal state action that may, or may not, satisfy federal officials.”

Science and Technology Directorate:

DHS S&T TO HOLD FACEBOOK TOWN HALL ON APPLYING FOR BASIC AND APPLIED
RESEARCH FUNDING. Homeland Security Today (1/9) reports the Department of Homeland Security’s
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Science & Technology Directorate announced it is “calling all researchers, innovators, non-traditional
partners and anyone with ‘the next big idea’ to attend an upcoming Facebook Town Hall meeting with its
Long Range Broad Agency Announcement Coordinator on January 26. Participants will discuss the
“program processes and requirements” and “S&T program managers will be available to answer

questions on a range of research topics contained in the LRBAA solicitation.”

Terrorism Investigations:

FIFTEEN JEWISH CENTERS ACROSS US REPORT BOMB THREATS. Reuters (1/9, Ingram) reports
15 Jewish community centers across the US received bomb threats and were subsequently evacuated on
Monday. All 15 centers reopened after police swept checked the various buildings and deemed the
threats not credible. Spokeswoman Amanda Hils of the Bureau of Alcohol, Tobacco, Firearms and
Explosives said her agency was prepared to assist local authorities upon request.

The Washington Post (1/9, Selk, 11.43M) adds that during the FBI’s ongoing investigation, new bomb
threats in both the US and Britain continued to emerge. Elise Jarvis of the Anti-Defamation League’s
security programs revealed that the phone calls appeared to originate from the same phone number and
followed a set of bomb threats made against a few Jewish organizations last week. Jarvis said the
Homeland Security Department was in contact with her organization on the issue.

Jewish Federations of North America president and chief executive Jerry Silverman told the New York
Times (1/9, Smith, Subscription Publication, 13.9M) that Monday’s threats appear connected to a broader
“coordinated effort” aimed at intimidating the Jewish community and a reflection of the growing
normalization of hate speech. Silverman said a number of similar threats were waged against Jewish day
schools, synagogues, and community centers last year, prompting Jewish organizations to adopt training
and preparedness measures. The Times notes some participants in the alt-right and far-right fringe
movements that embrace anti-Semitic, anti-immigrant, and racist positions have become increasingly
visible since President-elect Trump’s election victory, even though Trump’s Jewish daughter and son-in-
law have disavowed such positions.

The Miami Herald (1/9, Beach, 856K) reports threats began last week against at least eight Jewish
centers, including one Holocaust museum, in Florida. Florida’s regional director of the Ant-Defamation
League, Hava Holzhauer, said the organization is attempting to find a balance between reacting to threats
and maintaining security without scaring the community.

ACCUSED FORT LAUDERDALE AIRPORT GUNMAN APPEARS IN COURT. ABC World News
Tonight (1/9, story 4, 2:30, Muir, 14.63M) correspondent Brian Ross reported Esteban Santiago, accused
of shooting and killing five people and wounding six more in a Fort Lauderdale airport on Friday, made his
first court appearance on Monday. Authorities told ABC News that Santiago allegedly intended to conduct
the attack in New York City on New Year’s Eve but for reasons unknown, canceled that ticket and booked
a one-way flight to Fort Lauderdale instead. Meanwhile, authorities in Alaska recovered Santiago’s
computer from a pawn shop and will determine whether it includes information supporting Santiago’s
claim that he was in touch with ISIL. Santiago’s former girlfriend, Michelle Quinones, also claimed
Santiago became unhinged upon his return from serving in Iraq with the National Guard in 2010.
Quinones said two of Santiago’s friends were killed in Iraq, but a Puerto Rican veteran’s hospital failed to
treat him for mental issues related to his service.

Santiago’s brother also told NBC Nightly News (1/9, story 2, 2:25, Holt, 16.61M) that after his return from
Iraq, he was “still a nice guy but sometimes more furious.” Santiago will return to court next week for a
detention hearing and, later this month, will be formally arraigned on charges that could carry the death
penalty.

The CBS Evening News (1/9, story 7, 2:25, Pelley, 11.17M) broadcast video footage in which Karen
Loeffler, the US Attorney for the District of Alaska, commented on the issue of whether Alaskan

authorities incorrectly returned Santiago’s gun after his mental evaluation. She asserted, “There is a
federal law with regard to having a gun by somebody who is mentally ill, but the law requires that the
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person be ‘adjudicated mentally ill.” Loeffler added that Santiago was “not somebody that would have
been prohibited based on the information they had.” Former federal prosecutor David Weinstein told
correspondent David Begnaud that he believes Anchorage authorities “didn’t do quite enough” and
“should have dug a little bit deeper to find out exactly what was going on inside his head when he gave
them the gun and then when he asked for it back.”

WPost: Santiago’s Past Reinforces Need For Tighter Gun Restrictions. The Washington Post (1/9,
11.43M) editorializes that before Santiago conducted his “rampage,” he engaged violent and “erratic
behavior” and “made disturbing remarks” to Anchorage FBI agents; however, the weapon Santiago used
in Florida was the same one authorities took for “safekeeping” and then returned because they could not
legally withhold it. The Post suggests if authorities can legally prevent those deemed high-risk from
accessing guns, situations like the one in Florida could potentially be avoided. Lawmakers have
advocated for loosened gun controls, the Post writes, but Santiago’s attack “once again” shows that “the
all-too-easy availability of firearms allowed a gun to get into the hands of the wrong person.”

OFFICIALS CRITICIZE DHS OVER LATE DESIGNATION OF ELECTION SYSTEMS AS CRITICAL
INFRASTRUCTURE. The AP (1/9, Abdollah) reports that the “last-minute decision” by DHS to designate
election systems “as critical infrastructure drew intense criticism from state and federal elections
organizations on Monday.” DHS Secretary Johnson “announced the move Friday with 30 minutes’ notice”
to the US Election Assistance Commission and the National Association of Secretaries of State.
Connecticut Secretary of State Denise Merrill, who heads the latter group, said, “We’re having trouble
understanding exactly what they’re going to do, that we’re not already doing. States were already doing
much of this [security work] themselves using very different products.”

EXPERTS ANALYZE UNVERIFIED CLAIM OF RESPONSIBILITY FOR ISRAELI TRUCK ATTACK.
Reuters (1/9, Baker) reports an obscure Palestinian group claimed responsibility for the truck attack that
killed four Israeli soldiers in Jerusalem on Monday. The group did not offer details on the attack but said it
was politically motivated and not connected to any outside organizations. The claim could not be verified,
however, and multiple experts had mixed opinions as to whether the similarities between Monday’s attack
and ISIL-inspired attacks in Germany and France indicated a connection. One analyst said ISIL lacks a
presence in the West Bank, and figures from the Israeli security establishment revealed declining
Palestinian support for ISIL.

Azaria’s Conviction Disavowed, Blamed For Truck Attack Fatalities. The New York Times (1/9,
Kershner, Subscription Publication, 13.9M) reports on the so-called “Azaria effect,” or Israeli Jews’ instinct
to protect Israeli soldiers and treat them as “everybody’s children.” The sentiment gave rise to calls for the
pardoning of Sgt. Elor Azaria, who was convicted last week of shooting and killing an incapacitated
Palestinian. Some Israeli Jews also accused the military of inadvertently failing to protect the four cadets
killed in the Monday truck attack; they alleged the treatment of Azaria resulted in service members’
hesitancy to act against the assailant for fear of legal ramifications. The Times says the Azaria effect is
“unfolding in full volume on Israeli news sites, social media and broadcast channels” and an indication of
the far-reaching “disruptive influence” Azaria’s conviction has had on both the military and society.

AT LEAST NINE DEAD IN SINAI PENINSULA CHECKPOINT ATTACK. The New York Times (1/9,
Youssef, Subscription Publication, 13.9M) reports about 20 masked militants, some armed with rocket-
propelled grenades and some in military fatigues, attacked a checkpoint in the northern Sinai Peninsula
town of El Arish on Monday. Egyptian police spokesman Tarek Attiya said the assailants also attempted
to ram a truck bomb into the checkpoint as well. At least nine people were killed and another 12 were
wounded in the attack. Police killed five of the assailants and are conducting a search for the remaining
militants, along with militants who killed a police officer in another El Arish checkpoint attack later that
day. No group claimed responsibility for the attack, but ISIL has carried out similar attacks against
security forces in Sinai within the last few months.

JUDGE REFUSES ANONYMOUS JURY REQUEST IN ISIS TRIAL. The New York Post (1/9,
Whitehouse, 3.82M) reports that “the first ISIS case to be tried in Manhattan federal court kicked off
Monday with a judge ruling against prosecutors’ request to keep the jury anonymous for fear of
retribution.” The Post explains that “prosecutors for Manhattan US Attorney Preet Bharara asked to keep
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the names of the jury secret, arguing that ISIS is ‘an extremely violent terrorist organization that has
publicly published ‘kill lists’ of United States citizens, including New York residents.” However, “Judge
Edgardo Ramos denied the request, ruling that the empaneling of an anonymous jury ‘is a drastic
measure’ that raises the possibility ‘of unfair prejudice to the defendant.”

Cyber News:

ABBOTT LABORATORIES RELEASES CYBERSECURITY UPDATES FOR ST. JUDE HEART
DEVICES AS FDA CONFIRMS VULNERABILITIES. Reuters (1/9, Finkle) reports that Abbott
Laboratories announced that it has started “releasing cyber security updates for its St. Jude heart devices
some five months after the U.S. government launched a probe into claims they were vulnerable to
potentially life-threatening hacks.” The Food and Drug Administration also “issued a Safety
Communication advising patients and physicians to keep using the company’s implanted cardiac devices
following the updates.”

The Minneapolis Star Tribune (1/9, Carlson, 1.27M) reports that the patch “will be automatically
downloaded by St. Jude devices over the next several months, assuming that patients keep their at-home
monitoring machines plugged in.”

MD Magazine (1/9, Scott) reports that in the advisory, the Food and Drug Administration said it had
confirmed that the device’s vulnerabilities, “if exploited, could allow an unauthorized user, i.e., someone
other than the patient’s physician to remotely access a patient’'s RF-enabled implanted cardiac device.”

Additional coverage is provided by CNN Money (1/9, Larson, 3.59M), the New York Post (1/9, English,
3.82M), and Medscape (1/9, Wendling, 339K).

UK GOVERNMENT TO ASSESS COUNTRY'’S VULNERABILITY TO CYBERATTACK. Reuters (1/9,
Carvalho) reports, “The British government said on Monday it is launching a national inquiry into cyber
security to assess the extent to which the UK is protected from an ever-increasing tide of attacks
worldwide.” The inquiry “comes only two days after” US intelligence agencies stated Russian President
Vladimir Putin ordered interference in the US election in order to help President-elect Trump’s electoral
chances.

CNET News (1/9, Ng, 762K) quotes Britain’s Joint Committee on National Security Strategy Chair
Margaret Beckett: “The national security implications of the leap to cyber are a matter of increasing
concern. ... Attention has recently focused on the potential exploitation of the cyber domain by other
states and associated actors for political purposes.”

UK Prime Minister “Urged To Take Stronger Action” Against Hacking Threat. The Guardian (UK)
(1/9, Mason, 4.07M) reports UK Prime Minister Theresa May “has been urged to take stronger action
against the threat of foreign powers influencing UK elections through hacking, following accusations of
Russian interference in the US presidential contest.” May “has said that it was a matter for individual
political parties to protect themselves against cyber-attacks.” The Guardian says, “It is understood that
the major parties have their own safeguards in place, but government agencies have not approached
them with offers of extra help in light of the US hacking scandal.” The Guardian adds, “One senior
Whitehall source with knowledge of the issue said there was a need for the security services to do more
to help protect UK political parties from attack by foreign governments.”

NORTH CAROLINA MAN PLEADS GUILTY TO ILLEGALLY ACCESSING SENIOR OFFICIALS’ E-
MAIL, SOCIAL MEDIA ACCOUNTS. Ars Technica (1/9, Goodin, 1.61M) reports Justin Gray Liverman of
Morehead City, North Carolina “has pleaded guilty to a conspiracy that illegally accessed the e-mail and
social media accounts of Central Intelligence Director John Brennan and other senior government officials
and then used that access to leak sensitive information and make personal threats.” Ars Technica details
how Liverman and a co-conspirator targeted the officials. Ars Technica says, “The perpetrators often
succeed not through any technical skill but rather by making fraudulent phone calls that carefully exploit
weakness in various companies’ customer support services. It's not the first time social engineering has
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exacted such a high price, and sadly, it likely won’t be the last.”

LOWRY: GOVERNMENT, PRIVATE SECTOR OFFICIALS MUST BE “PROACTIVE” IN PROTECTING
DATA. Former US official and Nuix USG Senior Vice President Keith Lowry writes in Eederal Times (1/9,
Lowry, 117K) that he considers the report from the President’'s Commission on Enhancing National
Cybersecurity “well researched, presenting the problems it identified and solutions to those problems
clearly,” and adding that it resembles a “cybersecurity wish list” for President-elect Trump that he and a
colleague published on November 9, 2016. Lowry says the Commission report set out 100-day, two-year,
and five-year timetables for various action items, but adds, “Two to five years is a very long time,
especially in technology. Incorporating and finalizing the action items marked as high or medium priority
over this span of time leaves the solutions at risk of being obsolete before they ever go into effect.” Lowry
advises government and private sector leaders to “not wait for the incoming administration to lay out its
plans” but to “be proactive” in protecting their data.

LITHUANIA BARRED CONSTRUCTION OF DATA CENTER OUT OF CONCERNS FOR RUSSIAN
INFILTRATION. Reuters (1/9, Sytas) reports that Lithuania “barred construction of a data center last year
over concerns it could be infiltrated by Russian intelligence, a Lithuanian security official said on Monday.”
A spokesman for Lithuanian counter-intelligence chief Darius Jauniskis is quoted saying, “We warned the
government that, once the data center is connected by fiber-optic cable to Russia, it could be linked by
the (Russian) Federal Security Service to its radio electronic reconnaissance network. ... The government
acted on that information.” Arcus Novus, a Lithuanian-registered construction firm that planned to develop
the data center, “is now suing the government in an effort to overturn the decision, according to
Vidmantas Tomkus, the company’s CEO and a minority shareholder.” Tomkus is quoted saying, “It's a bit
laughable to claim that a ‘hostile’ data center would be connected to Russian security services, as
Lithuania is already connected to Russia through fiber-optic cables, as is the rest of the world.”

SENATOR EXPRESSES CONCERN FOR WASHINGTON METRO’S VULNERABILITY TO
CYBERATTACK. The Washington Post (1/9, Siddiqui, 11.43M) reports US Sen. Mark Warner inquired
about the Washington Metro’s susceptibility to cyberattack, “following a ‘ransomware’ hack that took down
computers for San Francisco’s light-rail system late last year.” In a letter to Metro General Manager Paul
J. Wiedefeld, Warner “writes that he worries Metro could fall victim to a similar attack, inconveniencing
hundreds of thousands of subway riders and further imperiling the finances of the agency, which is
already facing a $290 million budget shortfall.” Warner is quoted writing, “l am concerned that WMATA
may represent a particularly enticing target for more advanced threats, given its importance to the region
and the number of federal agencies that rely on the system to transport their workforces each day.”

“WIFI JAMMERS” SEEN AS RUNNING INTO LEGAL, TECHNICAL HURDLES. The Guardian (UK)
(1/9, Usborne, 4.07M) reports that Police Superintendents’ Association of England and Wales President
Gavin Thomas “suggested in an interview that wifi jammers — devices worn on the ankle or wrist to block
the internet — could serve as a smarter punishment for cybercrimes than prison.” The Guardian says,
“There are some issues with jammers. First, they are illegal under the Wireless Telegraphy Act 2006, so
we’d need to work on that. Second, they wouldn’t work.” Security consultant and former hacker Carl
Leeming is quoted saying, “Even if you did manage to implement it without breaking nearby connectivity,
which in itself would be very difficult because of how radio works, it could be easily circumvented by using
a cable.” University professor Mary Aiken is quoted saying, “It is going to be very difficult if not impossible
to prosecute our way out of problems such as youth hacking. ... What is required is a fundamental re-
evaluation of the impact of technology on developing youth.”

CHRISTIAN SCIENCE MONITOR: US, RUSSIA MAY BE ABLE TO NEGOTIATE A “CYBER
DETENTE.” The Christian Science Monitor (1/9, Board, 387K) editorializes about US security agencies’
“‘unanimous conclusion” that Russia “almost certainly hacked into and stole information from the
Democratic National Committee, as well as emails from the account of John Podesta.” Their report “was
right to not attempt to assess the level of influence the Russian hacking may have had on the US
presidential election,” but “that doesn’t make the Russian attempt any less disturbing,” and “concerns now
are growing that elections later this year in France and Germany may come under similar attacks.” In
response, President-elect Trump “might be able to employ his reputed dealmaking skills,” and “rather
than escalate the use of digital dirty tricks against each other, Russia and the US could look to conclude a
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‘cyber détente’ and broker a quiet end to tit-for-tat retaliations.” The Monitor concludes, “Now may be the
time for quiet negotiation rather than noisy posturing.”

CASE EXAMINES ROLE OF BEST BUY TECHNICIANS AS PAID FBI INFORMANTS. The Washington
Post (1/9, Jackman, 11.43M) reports that “at a giant Best Buy repair shop in Brooks, Ky., Geek Squad
technicians...have notified the FBI when they see signs of child pornography, earning payments from the
agency.” The Post says “the existence of the small cadre of informants within one of the country’s most
popular computer repair services was revealed in the case of a California doctor who is facing federal
charges after his hard drive was flagged by a technician.” The Post explains that the judge in the case will
allow the defendant’s “lawyer to question not only the Best Buy technicians and FBI agents involved in
the case, but also the federal prosecutor who authorized the searches at the upcoming hearing.” The
report says “the case raises issues about privacy and the government use of informants.”

FBI HELPS OREGON BUSINESSES AVOID CYBER THREATS. KOBI-TV Medford, OR (1/9) reports
that the FBI “and the Southern Oregon High Tech Crimes Task Force are teaming up to teach local
businesses about cyber-threats.” FBI special agent Miles Wiltrout said, “The bad guy will encrypt that
database, preventing the business from having access to it. ... Then they’ll ask for a ransom to decrypt it
for that business.” KOBI says “the two organizations are holding a free seminar Thursday, Jan. 12 from 3
to 5 p.m. at the Medford Police Department headquarters.”

FBI RELEASES ANOTHER 300 CLINTON EMAIL INVESTIGATION DOCUMENTS. Fox News Insider
(1/9, 3K) reports that the FBI has “quietly released another several hundred pages of documents related
to its investigation of Hillary Clinton.” The report says “this is the fifth release of Clinton investigation
documents on the FBI Vault website, although the bureau has not made an official announcement as of
Monday morning.” Meanwhile, “the documents apparently are related to the handling of computer
hardware collected from Clinton’s lawyers for the investigation.”

Politico (1/9, Gerstein, 2.46M) also reports that “newly-released records about the Hillary Clinton email
investigation shed new light on an early dispute between the FBI and the State Department over the
classification of an email discussing the aftermath of the 2012 Benghazi attacks.” Politico says the
messages show “Deputy Secretary of State for Management Patrick Kennedy intervened with the FBI to
dispute the classification at least three times: in a May 14, 2015, call to International Operations Division
chief Brian McCauley, at an in-person meeting at the State Department five days later and in a phone
conversation with the head of FBI’'s Counterterrorism Division, Michael Steinbach.”

LAWMAKERS REINTRODUCE EMAIL PRIVACY ACT. EedScoop (1/9, O'Neill) reports that “the Email
Privacy Act, which would require law enforcement get a warrant before searching emails and online
communications older than 180 days, was reintroduced Monday by a bipartisan group of House
lawmakers.” FedScoop says “the bill, which was introduced by Reps. Kevin Yoder, R-Kansas, and Jared
Polis, D-Colo. on Monday, was passed 419-0 in the House last year before stalling in the Senate.”
Meanwhile, “the previous version bill stalled when Sen. John Cornyn, R-Texas, along with support from
law enforcement and the White House, proposed an amendment giving the FBI director the ability to force
a provider to hand over data without a warrant.”

VIRGINIA MAN SENTENCED FOR HELPING KENTUCKY MAN COMPROMISE WEBSITE. The
Lexington (KY) Herald-Leader (1/9, Kocher, 306K) reports Noah McHugh of Alexandria, Virginia “was
sentenced Monday to eight months in prison for his role in helping a Winchester resident known online as
‘KYAnonymous’ compromise a website and get involved in a controversy surrounding a rape case in
Steubenville, Ohio.” Assistant US Attorney Neeraj Gupta “wrote in a sentencing memorandum that
McHugh'’s crime victimized a website owner by ‘groundlessly defaming him on his own website as a child
pornographer and the director of a “rape crew,” by posting his private emails for public view, and by
locking him out of his own website so that he could not undo the hack.”

CHINESE CITIZENS CHARGED FOR ATTEMPTING TO HACK LAW FIRMS. JD Supra (1/9, Freedman,
2K) reports US Attorney for the Southern District of New York Preet Bharara “announced that three
Chinese citizens have been charged for attempting to hack into seven law firms that were involved in
mergers and acquisitions, in order to pilfer information to use for insider trading.” The suspects “were
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successful in hacking into the information systems of two unidentified New York law firms, steal
information related to M&A deals, and make $4 million.” Bharara is quoted saying in a statement, “This
case of cyber meets securities fraud should serve as a wake-up call for law firms around the world: You
are and will be targets of cyber hacking, because you have information valuable to would-be criminals.”

National Security News:

PAKISTAN TEST-FIRES MISSILE FROM NUCLEAR-CAPABLE SUBMARINE. AEP (1/9) reports
Pakistan test-fired its first missile from an underwater mobile platform on Monday. The military claimed
the missile hit the target with precise accuracy. In a statement, Pakistan’s military said the submarine is
capable of carrying a nuclear warhead and that Monday’s test-fire grants Pakistan a credible second
strike capability. AFP notes Pakistan and India have routinely tested missiles since 1998, and tensions
between the two nations have escalated since an Indian army base located in the disputed Kashmir
region was attacked in September.

KERRY DEFENDS US DECISIONS ON SYRIA. Asked in an interview with Wolf Blitzer on CNN’s
Situation Room (1/9, 554K) if the inability to stop “the bloodbath in Syria” was his “biggest failure,”
Secretary of State Kerry rejected that assessment, but said he does “look on it as a failure of the
international community and of other countries to see reasonable ways in which this war could have been
stopped.” Blitzer said the US “could have done more,” adding that Russian President Vladimir Putin is
“working with [Syrian President Bashar al] Assad right now to slaughter a lot of...people.” Kerry
acknowledged that the war has been “deeply frustrating,” but said that if the US responded militarily, it
“could make the war bigger.” Kerry added, “But | do think that we did what was appropriate, which is try in
every way possible, with whatever leverage was available to us, to be able to try to end the war. And I'm
proud of what we did in that regard.”

PENTAGON: US-LED OPERATION AGAINST ISIL LEADERS “SUCCESSFUL.” The Los Angeles
Times (1/9, Hennigan, Bulos, 4.52M) reports Pentagon spokesman Jeff Davis told reporters on Monday
that Army Delta Force commandos conducted a “routine” and “successful” raid against ISIL leaders in
eastern Syrian territories controlled by the extremist group. At least two militants were killed in the
operation, according to US officials. Activist and monitoring groups provided mixed accounts of the
operation.

AFP (1/9) reports the Syrian Observatory for Human Rights claimed that 25 jihadists died in the
operation, but Navy Captain Jeff Davis said that number was “grossly exaggerated.” Davis also rejected a
Syrian Democratic Forces commander’s claim that prisoners were taken in the operation.

The Washington Post (1/9, Sly, Ryan, 11.43M) reports another US official claimed American troops
intercepted a vehicle believed to be carrying senior ISIL members but did not provide details on whether
the militants were captured or killed. Witnesses quoted by the Deir al-Zour 24 website claimed the troops
landed on helicopters and then left about 90 minutes later with both ISIL captives and bodies.

US INCREASES AERIAL SUPPORT FOR TURKISH OPERATIONS IN SYRIA. The Washington Post
(1/9, DeYoung, Ryan, 11.43M) reports that US aircraft have begun “regular aerial intelligence surveillance
in support of Turkey’s offensive” against ISIL in northwestern Syria, “in anticipation of increased US
support for the flailing Turkish military operation around the town of al-Bab.” The Post says the “increased
support comes after weeks of US military and diplomatic talks with Turkish counterparts, and Russian
airstrikes backing the Turkish offensive.” According to Administration officials, US support, “including
airstrikes and equipment in addition to surveillance, would be similar to what the United States now
provides to Syrian groups” battling ISIL, “potentially including assistance from Special Operations
advisers whose participation in the offensive has thus far been limited to an area inside the Syrian border
about 10 miles north of al-Bab.”

ASSAD READY “TO NEGOTIATE EVERYTHING” WITH SYRIAN REBELS. The AP (1/9, Issa) reports

that in remarks published on Monday, Syrian President Bashar Assad announced he was prepared “to
negotiate everything” with opposition groups at discussions scheduled in Kazakhstan later this month,
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although he conceded “who is going to be there from the other side, we don’t know yet.” He added, “The
viability of the conference depends on that.” On the issue of his continued rule, Assad said only a
constitutional referendum could resolve the matter and that such a referendum “could be discussed in the
meeting.” Meanwhile, Russian officials suggested that the US, which was not invited to the Kazakhstan
talks, could be invited to discussions at a later date.

IRAQI, US-LED COALITION TROOPS ADVANCE FURTHER INTO EASTERN MOSUL. Reuters (1/9,
Kalin, Coles) reports Irag’s counterterrorism service, or CTS, and the allied US-led coalition launched air
strikes and rockets against ISIL in eastern Mosul. The troops advanced closer to army units and a
strategic central district university used by ISIL to create biological weapons and store chemicals. The
advancement also enabled Irag’s military to consolidate its forces and take control of several districts
near the ancient Assyrian city of Nineveh.

US DESTROYER FIRED WARNING SHOTS AT IRANIAN VESSELS. Reuters (1/9, Ali) reports that a
US Navy destroyer on Sunday fired three warning shots at four Iranian fast-attack vessels near the Strait
of Hormuz “after they closed in at high speed and disregarded repeated requests to slow down, US
officials said” Monday. Pentagon spokesman Cpt. Jeff Davis told reporters, “This was an unsafe and
unprofessional interaction, and that is due to the fact that they were approaching at a high level of speed
with weapons manned and disregarding repeated warnings.” Davis said warning shots were fired at the
Islamic Revolutionary Guard Corps boats by the USS Mahan “after it established radio contact but failed
to get them to slow down.” AEP (1/9) reports the shots fired by the USS Mahan “put an end to the
incident.” According to the New York Times (1/9, Gordon, Subscription Publication, 13.9M), it marked the
“first time the Navy had fired warning shots at an Iranian boat since Aug. 24.” There was no immediate
comment by Iran on the incident.

Appearing on CNN’s Situation Room (1/9, 554K), Senate Foreign Relations Committee member Cory
Gardner said the provocation “shouldn’t surprise anyone,” because Iran has been “emboldened” by the
Obama Administration. Gardner also said he hopes President-elect Trump tears up the nuclear deal.
When asked how far he would go to prevent Iran from developing a nuclear weapon, Gardner replied, I
don’t think you take anything off of the table.”

Diplomats: Iran To Receive Shipment Of Natural Uranium. According to an exclusive report by the AP
(1/9), Iran is set to receive “a huge shipment of natural uranium from Russia to compensate it for
exporting tons of reactor coolant, diplomats say, in a move approved” by the Obama Administration and
“other governments seeking to keep Tehran committed” to a landmark nuclear pact. Two “senior
diplomats” said UN Security Council approval is needed for the delivery of “nearly 130 tons of natural
uranium,” but is considered “a formality.” State Department spokesman John Kirby told reporters there
was no prohibition on such imports by Iran under the deal and noted natural uranium “cannot be
used...for a weapon” in its original form, but Eox News’ Special Report (1/9, 1.53M) reported “some
experts” say Iran could hold onto the uranium until the restrictions from the nuclear deal begin to expire,
and could then enrich it for use in nuclear bombs.

NYTimes: Hunger Strikes Forcing Iran To Reconsider Jail Conditions. The New York Times (1/9,
Erdbrink, Subscription Publication, 13.9M) reports the use of hunger strikes is “forcing Iran’s powerful
judiciary to reconsider the conditions of at least one of its inmates after several started fasts that are
leading to widespread support on social media.” While the “exact number of hunger strikers in Iranian
prisons is unclear,” human rights organizations and reports in local media outlets indicate that “seven
inmates, sentenced for crimes against the state, have refused to eat for intervals ranging from several
weeks to more than two months.”

SUSPECT IN SHOOTING OF AMERICAN DIPLOMAT EXTRADITED FROM MEXICO. ABC World
News Tonight (1/9, story 12, 0:15, Muir, 14.63M) reported briefly that the suspect in the shooting of
American diplomat Christopher Ashcroft in Mexico last week is an “American med student” who has now
been returned to the US to face federal charges. The AP (1/9, Sherman, Balsamo) reports that “an official
with the federal Attorney General’s Office” identified the suspect as Zia Zafar, a US citizen. Ashcraft,
meanwhile, remains in “stable condition” at a Mexican hospital.
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Mexican FM Warns Of A “New Era In Relations” With US Under Trump. The Washington Post (1/9,
Partlow, 11.43M) reports Mexico’s new foreign minister, Luis Videgaray, “rallied his diplomatic troops on
Monday, promising to pursue dialogue with Donald Trump’s administration but warning that the
Republican’s policies could affect the ‘destiny of future generations’ of Mexicans.” Using what the Post
calls “some of the most dramatic language in years by a senior official about an incoming US president,
Videgaray said Mexico was “entering a new era in relations with the United States,” in which Trump
represented many “unknowns.”

”

Gas Price Protests Continue. The Los Angeles Times (1/9, Linthicum, 4.52M) reports that “massive
demonstrations” in Tijuana and Nogales over rising gasoline prices have “forced authorities to temporarily
close crossing stations on the US-Mexico border, while in Rosarito protesters cheered as a man
intentionally drove his pickup into a group of federal police officers.” More than a week after President
Enrique Pefia Nieto deregulated gasoline prices, “four people have been killed and more than 1,500
arrested while looting, staging road blockades and marching in protests such as the weekend
demonstrations in Rosarito and along the border.”

NORTH KOREA ASSERTS READINESS FOR ICBM LAUNCH. Reuters (1/9) reports an unnamed
spokesman for North Korea’s Foreign Ministry announced on Sunday that it is prepared to test-launch its
intercontinental ballistic missile “anytime and anywhere determined by” leader Kim Jong Un. The
spokesman accused the US of pushing North Korea to develop the ICBM and of “desperately” resorting
“to anachronistic policy hostile” to Pyongyang. When asked on Monday to comment on the issue, the
White House pointed to Press Secretary Josh Earnest's comments made on Jan. 3, in which Earnest
reiterated the US’ preparedness to protect against a North Korean threat. On Monday, South Korea’s
Defense Ministry spokesman, Moon Sang-gyun, called the announcement “provocative” and warned that
North Korea would face stronger sanctions if it followed through with an ICBM launch.

PALESTINIAN LEADER URGES TRUMP NOT TO RELOCATE US EMBASSY IN ISRAEL. The AP
(1/9) reports Palestinian leader Mahmoud Abbas urged President-elect Trump in a letter not to follow
through with his proposed relocation of the US Embassy in Israel to Jerusalem. Abbas said the move
would be “devastating” for the US’ efforts to establish a two-state solution through negotiations. Abbas
also called on other world leaders and international organizations to “make every possible effort” to
prevent the proposed move.

CHINESE STATE MEDIA CAUTIONS TRUMP AGAINST TERMINATING ONE-CHINA PRINCIPLE.
Reuters (1/8, Goh) reports the Global times, a Chinese state-run tabloid, published a Sunday editorial in
which it warned President-elect Trump that it would “take revenge” if he “reneges on the one-China policy
after taking office.” The tabloid said the US was obligated to maintain the principle and reiterated its
importance for maintaining regional order and US-China relations. The Global Times also cautioned
Taiwanese President Tsai Ing-wen that she “needs to face the consequences for every provocative step
she takes” and warned that Beijing will likely “impose military pressure on Taiwan and push it to the edge
of being reunified by force.”

White House Says Cruz-Tsai Meeting “Doesn’t Have Any Bearing” On US Policy. Reuters (1/9,
Rascoe, Zargham) reports that on Monday, White House spokesman Josh Earnest said the meeting
between Taiwanese President Tsai Ing-wen and US Sen. Ted Cruz in Houston “doesn’t have any bearing
whatsoever on our continued pursuit of a one-China policy that benefits the United States and Taiwan.”
Earnest added that Cruz initiated the meeting and the Administration did not encourage it.

The New York Times (1/9, Horton, Subscription Publication, 13.9M) says the meeting indicates Tsai is
seeking closer relations with the Republican Party as it prepares to maintain control of Congress and take
control of the White House. Cruz said his discussions with Tsai addressed “our mutual opportunity to
upgrade the stature of our bilateral relations in a wide-ranging discussion that addressed arms sales,
diplomatic exchanges and economic relations.” Tsai also met with Texas Gov. Greg Abbott for
discussions on energy, commerce, and trade. The Times notes Tsai has increasingly focused on ways to
reduce Taiwan’s economic dependence on China.

Taiwan Protects Hong Kong Lawmakers From Pro-Beijing Protesters. Taiwan granted one young
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pro-democracy activist and three legislators from Hong Kong police protection from hundreds of pro-
Beijing protesters demonstrating against their visit, Los Angeles Times (1/9, Jennings, 4.52M) reports.
The three Hong Kong lawmakers were in Taiwan for the weekend for discussions on advancing
democracy. Local media outlets suggested a mafia-style gang connected to mainland China organized
the protests, but others suggested disgruntled Chinese Communist officials were responsible.

To keep the email to a manageable size, the national news summary is available on the website.

Copyright 2017 by Bulletin Intelligence LLC Reproduction or redistribution without permission
prohibited. Content is drawn from thousands of newspapers, national magazines, national and local
television programs, radio broadcasts, social-media platforms and additional forms of open-source data.
Sources for Bulletin Intelligence audience-size estimates include Scarborough, GfK MRI, comScore,
Nielsen, and the Audit Bureau of Circulation. Services that include Twitter data are governed by Twitters’
terms of use. Services that include Factiva content are governed by Factiva’s terms of use. The DHS
News Briefing is published seven days a week by Bulletin Intelligence, which creates custom briefings for
government and corporate leaders. We can be found on the Web at Bulletinintelligence.com, or called at
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From: b) (6) |

To: Harris, Steven
Subject: FW: The Homeland Security News Briefing for Tuesday, January 10, 2017
Date: Tuesday, January 10, 2017 7:51:19 AM

From:

Sent: Tuesday, January 10, 2017 7:50 AM

To: Spaulding, Suzannd QKGR o ohs.gov>; Manfra, Jeanette

QIS -« o oo QI

OIE) HQ.DHS.GOV>

[oH(P) (6) @hq.dhs.gov>

Subject: RE: The Homeland Security News Briefing for Tuesday, January 10, 2017

Here’s the full NASS statement:

NASS Statement on Critical Infrastructure Designation for
Elections

Print

For Immediate Release
January 9, 2017

WASHINGTON, DC - The National Association of Secretaries of State (NASS), which represents the nation's
chief state election officials, today released the following statement regarding the U.S. Department of Homeland
Security's critical infrastructure classification for elections announced on Friday, January 6, 2017:

"U.S. Homeland Secretary Jeh Johnson's announcement of a critical infrastructure classification for election systems
islegally and historically unprecedented, raising many questions and concerns for states and localities with authority
over the administration of our voting process.

Americans need to know that the November 2016 election - the voting process itself - was not hacked or subject to
manipulation in any way. No credible evidence of hacking, including attempted hacking of voting machines or vote
counting, was ever presented or discovered in any state. State and local autonomy over electionsis our greatest asset
against malicious cyberattacks and manipulation. Our decentralized, low-connectivity electoral processisinherently
designed to withstand such threats.

While we recognize the need to share information on threats and risk mitigation in our elections at all levels of
government, as we did throughout the 2016 cycle, it is unclear why a critical infrastructure classification is now
necessary for this purpose.

Aswe seek to learn more about the Department of Homeland Security’ s decision, it must be said that no facet of
government relies more on public trust and confidence than the American electoral process. We will work to uphold
these principles before all else, along with the checks and balances that have served our democracy well for more
than 200 years."
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For more, visit the NASS Cybersecurity and Elections web page.

From: [(QXG)

Sent: Tuesday, January 10, 2017 7:05 AM
To: Spaulding, Suzanne (QKQ) @hq.dhs.gov>; Manfra, Jeanette

(b) (6) q.dhs.gov>; [(QXG)
]
e} (D) (6) @hq.dhs.gov>

Subject: RE: The Homeland Security News Briefing for Tuesday, January 10, 2017

Ma'am - the statement is on the "News Releases" section of NASS website. Making my way to NAC. Will
send full statement when | get there.

From: Spaulding, Suzanne

Sent: Tuesday, January 10, 2017 5:10:33 AM
To: Manfra, Jeanette; (K@)
ce: [(PIB)
Subject: Fw: The Homeland Security News Briefing for Tuesday, January 10, 2017

Do we have the NASS statement?

From: Bulletin Intelligence [mailto:DHS@Bulletinintelligence.com]

Sent: Tuesday, January 10, 2017 05:01 AM

To: DHS@BulletinIntelligence.com <DHS@BulletinIntelligence.com>

Subject: The Homeland Security News Briefing for Tuesday, January 10, 2017

The Homeland Security News Briefing

TO: THE SECRETARY AND SENIOR STAFF

DATE: TUESDAY, JANUARY 10, 2017 5:00 AM EST

TODAY'S TABLE OF CONTENTS

LEADING DHS NEWS:

+ State Election Officials Denounce DHS Decision To Classify Electoral System As “Critical
Infrastructure.”

+ Leetaru: More Examination Needed Of Vulnerabilities That Enabled Alleged Russian Interference In
Election.

+ Senate Staffer: McCain’s Establishment Of Cyber Subcommittee Highlights “Congressional Turf War.”
+ Schumer Calls For Thorough Vetting For Trump Cabinet Picks.

+ NYTimes Analysis: Kelly’s Greatest Challenges At DHS Could Come From Inside Trump Team.

+ Inserra: DHS Hampered By Excessive Oversight Demands.

IMMIGRATION AND CUSTOMS ENFORCEMENT:

+ Bowser Says DC “Doubling Down” As Sanctuary City.

+ Boulder Adopted Sanctuary Policies Long Before The “Sanctuary City” Label.
+ Undocumented Immigrant In Pennsylvania May Still Face Deportation.

+ Texas Gov. Abbott Pledges To Sign Anti-Sanctuary Bill.
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+ House Republicans Introduce Three Bills To Block Funding To Sanctuary Cities.
+ Judge Allows Steinle Family To Pursue Suit Against Government.

+ lowa Lawmaker Likely To Introduce Anti-Sanctuary City Legislation.

+ Boston Cops Increasingly Denying ICE Detainer Requests.

CUSTOMS AND BORDER PROTECTION:

+ CBP Officer Stopped Runaway Train At Arizona Border Crossing.

+ Texas CBP Horse Patrol Units To Attend Trump Inauguration.

+ LATimes: CBP Has Improved Accountability And Use-Of-Force, But Will Progress Continue Under
Trump?

TRANSPORTATION SECURITY ADMINISTRATION:

+ Chicago O’Hare Airport Security Breached.

+ TSA Lays Out Firearm Requlations At Charleston Airport.

+ TSA’s Search For CT Scanners Means Big Business For Massachusetts.
+ LAX’s Anti-Terrorism Intelligence Unit Profiled.

FEDERAL EMERGENCY MANAGEMENT AGENCY:
+ Rain Triggers Flooding In California, Prompts Nevada Governor To Declare State Of Emergency.

US CITIZENSHIP AND IMMIGRATION SERVICES:

+ USCIS Not Participating In GSA’s Identity Management Pilot Test.
+ Pittsburgh Tribune-Review: Trump Must Reform EB-5.

IMMIGRATION:

+ WPost: Immigration Courts Need More Judges.

+ Anti-lImmigration Groups Hope Ties To Sessions Will Turn Policy Their Way.

+ Congressman Seeking Pathway To Citizenship For Immigrants Through Military Service.
+ IMF Director Says Immigration Does Not Increase Inequality.

+ Archbishop: Deporting Immigrants Will Make America Weaker.

US COAST GUARD:

+ US, Cuba Sign Deal To Cooperate On Qil-Spill Prevention, Clean-Up.
+ Cuban, Iraqi Arrested Attempting To Land lllegally On Puerto Rico.

+ Cuban “Lighthouse Rafters” Remain In Legal Limbo At GITMO.

+ Eastern Shipbuilding Hires Former US Coast Guard Commandant.

SECRET SERVICE:

+ |D Snafu Delayed Seinfeld’s Entry To White House.
+ Eormer Secret Service Officer To Plead Guilty In Sexting Case.
+ Alabama Man Charged With Creating Counterfeit $100 Bills.

NATIONAL PROTECTION AND PROGRAMS:
+ Bangor Daily News: Maine Should Adopt Real ID, Even If Program Is Flawed.

SCIENCE AND TECHNOLOGY DIRECTORATE:
+ DHS S&T To Hold Facebook Town Hall On Applying For Basic And Applied Research Funding.

TERRORISM INVESTIGATIONS:

+ Eifteen Jewish Centers Across US Report Bomb Threats.

+ Accused Fort Lauderdale Airport Gunman Appears In Court.

+ Officials Criticize DHS Over Late Designation Of Election Systems As Critical Infrastructure.
+ Experts Analyze Unverified Claim Of Responsibility For Israeli Truck Attack.

+ At Least Nine Dead In Sinai Peninsula Checkpoint Attack.

+ Judge Refuses Anonymous Jury Request In ISIS Trial.

CYBER NEWS:
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+ Abbott Laboratories Releases Cybersecurity Updates For St. Jude Heart Devices As FDA Confirms
Vulnerabilities.

+ UK Government To Assess Country’s Vulnerability To Cyberattack.

+ North Carolina Man Pleads Guilty To lllegally Accessing Senior Officials’ E-Mail, Social Media
Accounts.

+ Lowry: Government, Private Sector Officials Must Be “Proactive” In Protecting Data.
+ Lithuania Barred Construction Of Data Center Out Of Concerns For Russian Infiltration.

+ Senator Expresses Concern For Washington Metro’s Vulnerability To Cyberattack.

+ “WiFi Jammers” Seen As Running Into Legal, Technical Hurdles.

+ Christian Science Monitor: US, Russia May Be Able To Negotiate A “Cyber Détente.”
+ Case Examines Role Of Best Buy Technicians As Paid FBI Informants.

+ EBI Helps Oregon Businesses Avoid Cyber Threats.

+ EBI Releases Another 300 Clinton Email Investigation Documents.

+ Lawmakers Reintroduce Email Privacy Act.

+ Virginia Man Sentenced For Helping Kentucky Man Compromise Website.

+ Chinese Citizens Charged For Attempting To Hack Law Firms.

NATIONAL SECURITY NEWS:

+ Pakistan Test-Fires Missile From Nuclear-Capable Submarine.

+ Kerry Defends US Decisions On Syria.

+ Pentagon: US-Led Operation Against ISIL Leaders “Successful.”

+ US Increases Aerial Support For Turkish Operations In Syria.

+ Assad Ready “To Negotiate Everything” With Syrian Rebels.

+ Iraqi, US-Led Coalition Troops Advance Further Into Eastern Mosul.

+ US Destroyer Fired Warning Shots At lranian Vessels.

+ Suspect In Shooting Of American Diplomat Extradited From Mexico.

+ North Korea Asserts Readiness For ICBM Launch.

+ Palestinian Leader Urges Trump Not To Relocate US Embassy In Israel.
+ Chinese State Media Cautions Trump Against Terminating One-China Principle.

Leading DHS News:

STATE ELECTION OFFICIALS DENOUNCE DHS DECISION TO CLASSIFY ELECTORAL SYSTEM
AS “CRITICAL INFRASTRUCTURE.” Palitico (1/9, Geller, 2.46M) reports, “State election officials on
Monday denounced the Department of Homeland Security’s decision to label the country’s electoral
system as ‘critical infrastructure.”” The National Association of Secretaries of State “lashed out at the
decision” on Monday, saying it “is legally and historically unprecedented, raising many questions and
concerns for states and localities with authority over the administration of our voting process.” State
officials “have expressed concerns that the ‘critical infrastructure’ tag could presage a federal takeover of
local elections.” DHS “has countered that the label does not create new regulations for states — it simply
makes the cybersecurity of polling places, election machines, voter databases and other election

technology a formal priority for the agency.”

The Atlanta Journal-Constitution (1/9, Torres, 1.41M) reports Georgia Secretary of State Brian Kemp
“took to his Facebook page after the announcement and slammed the whole idea,” saying, “This
provocative but predictable decision moves the federal government one step closer to controlling the
elections process. | am completely opposed to this blatant overreach and will continue to fight to keep
election systems under the control of state government where it belongs.”

The AP (1/9, Abdollah) reports that in announcing the move, Secretary Johnson “gave only short notice to
the National Association of Secretaries of State and U.S. Election Assistance Commission.” The AP says,
“Officials at both agencies are criticizing the department, saying it failed to fully answer their questions
about the step.”

Federal Computer Week (1/9, Rockwell, 263K) reports, “Former U.S. CERT director Ann Barron-
DiCamillo told FCW in a Jan. 9 email that the designation clears away a practical obstacle for states and
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local governments to ask for assistance from DHS.” George Washington University Center for Cyber and

Homeland Security director Frank Cilluffo “said the designation was ‘more of a bureaucratic enabler’ that

gives states voluntary access to faster help from DHS, not a power grab by the federal government to get
control of the electoral process.”

LEETARU: MORE EXAMINATION NEEDED OF VULNERABILITIES THAT ENABLED ALLEGED
RUSSIAN INTERFERENCE IN ELECTION. Kalev Leetaru writes in Eorbes (1/9, Leetaru, 15.17M) that
“missing from” the “breathless headlines” over Russian hackers targeting the US in the midst of the
election “is the far more important story of just how the Russians could have managed to do all of this
against the very nation that brought the modern Internet to life.” Leetaru says ‘it is fascinating that there
[has] not [been] more discussion placing that hacking in the context of other major cyber intrusions, such
as the US Office of Personnel Management breach.” Leetaru says the US’s “improvements to its cyber
posture” have not been as “sweeping” as the changes Estonia implemented after 2007, when it “became
the first nation to weather a national cyberattack.” Leetaru recommends that investigations not be focused
strictly on the election itself, “but rather on understanding the vulnerabilities that made that influence
possible, from underdefended presidential campaigns to journalistic and academic norms on the use of
stolen data.”

SENATE STAFFER: MCCAIN'S ESTABLISHMENT OF CYBER SUBCOMMITTEE HIGHLIGHTS
“CONGRESSIONAL TURF WAR.” Bloomberg BNA (1/9, Stoller, 7K) reports, “Sen. John McCain’s (R-
Ariz.) establishment of a Senate Armed Forces cybersecurity subcommittee Jan. 4 likely highlights a
congressional turf war over U.S. cybersecurity oversight, a Senate staffer told Bloomberg BNA.”
Bloomberg adds, “The Senate Select Committee on Intelligence Chairman Richard Burr (R-NC) and
McCain have sparred in the past over leadership of cybersecurity issues, the staffer said.”

SCHUMER CALLS FOR THOROUGH VETTING FOR TRUMP CABINET PICKS. Reuters (1/9, Holland)
reports Senator Chuck Schumer on Monday “decried what he called undue haste to confirm President-
elect Donald Trump’s nominations for various top posts,” calling for “a thorough and thoughtful vetting
process.” Schumer “said Trump’s nominees, many of whom have extensive business backgrounds at
companies such as Exxon Mobil Corp and Goldman Sachs, should be carefully scrutinized to be sure
they avoid conflicts of interest.” The hearings, which are slated to begin Tuesday, will start with Senator
Jeff Sessions, Trump’s pick for Attorney General, and retired General John Kelly, Trump’s nominee for
Secretary of Homeland Security.

According to Eox News (1/9, 11.07M), Sen. Cory Booker (D-NJ) announced Monday that he intends to
testify before the Senate Judiciary Committee in opposition to Sessions’ nomination, as will Rep. John
Lewis (D-GA) and Rep. Cedric Richmond (D-LA), as part of what Fox News calls “an effort by Democrats
to portray Sessions as out of the mainstream on civil rights legislation.” The article notes that Kelly, who is
reportedly “expected to be easily confirmed by the Senate Homeland Security and Governmental Affairs
Committee and the full Senate, would be the first non-civilian to head DHS since the department was
created in 2002.”

NYTIMES ANALYSIS: KELLY'S GREATEST CHALLENGES AT DHS COULD COME FROM INSIDE
TRUMP TEAM. The New York Times (1/9, Nixon, Subscription Publication, 13.9M) reports that Homeland
Security Secretary-designate Gen. John Kelly warned Congress two years ago that the nation “was not
focusing on the security threat presented by the financial and operational relationship between terrorist
networks and drug smuggling organizations.” Now, “his view of the threat to the southern border is likely
to be the subject of questioning during his confirmation hearing on Tuesday.” While Kelly “is expected to
be easily confirmed by the Senate Homeland Security Committee, and then by the full Senate,” his
“biggest challenges might come from within the new Trump administration, particularly over the threat
posed by Russia and over Mr. Trump’s plan to build a border wall and to increase the number of border
agents.” Kelly has called Russia “a threat to United States leadership in the Western Hemisphere,” and
he has “called for a more balanced approach to protecting the borders.”

INSERRA: DHS HAMPERED BY EXCESSIVE OVERSIGHT DEMANDS. In an analysis for the

Washington Times (1/9, Inserra, 272K), David Inserra of the Heritage Foundation’s Allison Center for
Foreign and National Security Policy argues that “streamlining congressional oversight is a good idea,”
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but lawmakers should focus on the Department of Homeland Security instead of the independent Office
of Congressional Ethics. According to Inserra, DHS has “a far smaller budget” than the Department of
Defense but “reports to over 100 committees,” compared with “only’ 36 committees and subcommittees”
to which the DOD testifies, because “DHS was created by cobbling together pieces of 22 existing
agencies, and the committees that had jurisdiction over those 22 pieces didn’t want to give up any of their
turf.” Inserra concludes that “Trump ran a campaign that promised to drain the swamp,” and “the morass
that is congressional oversight of DHS desperately needs draining.”

Immigration and Customs Enforcement:

BOWSER SAYS DC “DOUBLING DOWN" AS SANCTUARY CITY. The Washington Post (1/9, Davis,
11.43M) reports DC Mayor Muriel Bowser announced Monday new “plans to award grants to defense
attorneys and nonprofits to represent any of the District’s estimated 25,000 illegal immigrants who are
faced with deportation.” The Post says the “fund will also help illegal immigrants in D.C. to apply for
asylum, and will provide representation for those residing in the city legally on green cards to stay
permanently, by obtaining US citizenship.” The article says that Bowser, in a statement, indicated “the
District is ‘doubling down’ on its status as a sanctuary city.”

BOULDER ADOPTED SANCTUARY POLICIES LONG BEFORE THE “SANCTUARY CITY” LABEL.
The Huffington Post (1/9, Planas, 237K) reports that last week’s vote by Boulder, Colorado’s city council
to make Boulder a “sanctuary city” was not a policy change, but that the formal designation was council’s
way of “making a point to President-elect Donald Trump.” The Post says city leaders “shrugged off
Trump’s threats to withhold federal funds from cities that fail to cooperate with his proposed immigration
crackdown.” The Post says the city gets $8 million in federal funds annually, which amounts to only 2
percent of its budget. The piece notes that Boulder adopted sanctuary policies as early as 2014, when a
federal court ruled that ICE requests to local police to hold immigrants “weren’t mandatory.”

UNDOCUMENTED IMMIGRANT IN PENNSYLVANIA MAY STILL FACE DEPORTATION. WPXI-TV
Pittsburgh (1/9, 226K) reports Martin Esquivel-Hernandez, an undocumented immigrant from Mexico who
settled in Pennsylvania and became an activist in the Latino community, “may be deported after spending
eight months in an immigration prison.” The piece reports he “pleaded guilty to a misdemeanor crossing
the border charge two weeks ago, meaning he’s not a priority for deportation under federal guidelines,”
but also says “the chance of him staying, though, could be fading.” In a statement, ICE said that based on
two prior misdemeanor convictions, “US Immigration and Customs Enforcement has designated Mr.
Esquivel-Hernandez’s case as a priority for immigration enforcement.”

The Harrisburg (PA) Patriot-News (1/9, 523K) also reports that ICE has confirmed that despite the plea
deal Esquivel-Hernandez struck with prosecutors, he “remains a priority for deportation based on his ‘two
misdemeanor convictions, one from 2012 and one from 2017.” ICE officials have noted their efforts to
have him deported continue, with supporters saying that deportation could happen as early as Tuesday.

Esquivel-Hernandez's attorney Jennifer Williams, however, “submitted a written motion today with ICE to
stop the deportation,” the Pittsburgh Post-Gazette (1/9, Smith, 493K) adds, while the Pittsburgh City
Paper (1/9, Deto, 193K) similarly says the Labor Council for Latin American Advancement “filed a stay on
behalf of Esquivel-Hernandez on Jan. 9, in hopes that ICE officers have more time to review his case
before deporting him.”

TEXAS GOV. ABBOTT PLEDGES TO SIGN ANTI-SANCTUARY BILL. Fox News (1/9, Ward, 11.07M)
reports that Texas Gov. Greg Abbott said that an anti- sanctuary bill is expected to pass the Legislature
sometime this year. The article notes Abbott has “pledged to sign Senate Bill 4, which would require
municipalities to enforce migrant detainers at local jails and withhold state grants if they don’t comply.” It
also notes Abbott has clashed with “newly elected Travis County Sheriff Sally Hernandez, who vowed to
remove Immigration and Customs Enforcement agents from the Austin jail.”

HOUSE REPUBLICANS INTRODUCE THREE BILLS TO BLOCK FUNDING TO SANCTUARY CITIES.
The Huffington Post (1/9, Papenfuss, 237K) reports House Republicans have introduced three measures
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seeking to withhold federal funds to so-called “sanctuary cities.” One bill, the Mobilizing Against
Sanctuary Cities Act (HR 83), introduced by Rep. Lou Barletta, would “strip federal funding from such
jurisdictions,” while another bill introduced by Rep. Andy Harris would similarly deny federal funds to any
entity refusing to comply with ICE. The third bill would block Title IV funds specifically to sanctuary
campuses.

JUDGE ALLOWS STEINLE FAMILY TO PURSUE SUIT AGAINST GOVERNMENT. The San Jose (CA)
Mercury News (1/9, Peele, 654K) reports US District Court Judge Joseph Spero, in a 49-page ruling, has
refused to throw out a lawsuit by the family of Kate Steinle, a woman who was killed by a Mexican man
who stole a gun from the seat of an unattended Bureau of Land Management vehicle. The suit alleges
negligence on the part of the government, as well as that of the city of San Francisco and ICE, which they
say “contributed to the killing because they failed to detain Lopez Sanchez.”

The AP (1/9) reports Spero dismissed the claims against San Francisco, allowing only the claims against
the government to move forward. According to the AP, “Spero said in his ruling on Friday that the sheriff
did not violate state or federal law by prohibiting his deputies from telling immigration officials when an
inmate is released.”

IOWA LAWMAKER LIKELY TO INTRODUCE ANTI-SANCTUARY CITY LEGISLATION. The AP (1/9)
reports state Rep. Steven Holt has said he will “likely re-introduce legislation requiring state and local
governments to cooperate with federal immigration officials if lowa City opts not to enforce immigration
laws.” According to the AP, Holt has indicated that he will “feel compelled” to do this if lowa City approves
a “sanctuary city” resolution, preventing it from “spending funds on enforcing immigration laws.” The city,
however, has said it won’t formally adopt the sanctuary label.

BOSTON COPS INCREASINGLY DENYING ICE DETAINER REQUESTS. The Boston Herald (1/10,
Encarnacao, 509K) reports Boston-area authorities are increasingly blowing off federal immigration
officials’ requests to detain “illegals in police custody...for possible deportations, according to new” data
obtained from ICE. According to the Herald, the Boston’s “pushback...bucks a national trend that has
seen a sharp drop in the number of” ICE detainer requests “that have been denied by local law
enforcement.” Center for Immigration Studies director of policy studies Jessica Vaughan “said Boston’s
detainer denial rate is particularly disturbing after ICE decided to expressly focus on immigrants with
criminal records,” arguing that “they’re really boiling it down to worst of the worst...and if they’re rejecting
even those detainers, you have to ask yourself what public safety risk they are creating.”

Customs and Border Protection:

CBP OFFICER STOPPED RUNAWAY TRAIN AT ARIZONA BORDER CROSSING. The AP (1/9)
reports a “slow-moving runaway” Union Pacific Railroad train struck “a border fence in Arizona after
leaving Mexico unmanned on Monday morning.” Though it’s “unclear how or why the train took off without
a conductor,” the AP says “U.S. Customs and Border Protection says an officer stopped the train by
jumping in and pulling the visible emergency break.” The train was returned to Mexico by Monday

afternoon.

According to the Arizona Daily Star (1/9, 270K), the train hit “the rail gate at the Port of Nogales’
DeConcini crossing,” resulting in “minor damage to the metal plates and chain link fence that make up the
gate.”

Nogales Port Of Entry Resumes Normal Operations. Tucson News Now (AZ) (1/9, Carrillo, 32K)
reports the Dennis DeConcini Port of Entry in Nogales resumed its normal operations Monday morning,
after being “forced to shut down over the weekend after disruptions from people protesting rising gas
prices in Nogales.” Travelers in and out of the US were diverted to the Mariposa Crossing before the
DeConcini Port was reopened.

TEXAS CBP HORSE PATROL UNITS TO ATTEND TRUMP INAUGURATION. The San Antonio
Express-News (1/9, Bradshaw, 844K) reports “eight Texas-based horse patrol units” will attend President-
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elect Trump’s inauguration in Washington, DC next week, according to a US Customs and Border
Protection news release. The Express-News says the event will be the first time the Rio Grande Valley
Sector Horse Patrol has attended a presidential inauguration — the release says “the U.S. Border Patrol
has participated in inauguration ceremonies before, but never the horse patrol.”

According to the Brownsville (TX) Herald (1/9, 40K), RGV Sector Chief Patrol Agent Manuel Padilla said
in the release, “The inauguration in Washington, D.C. is a hallmark event and we are proud to represent
the US Border Patrol in this fashion with distinguished agents whose presence will surely enhance the
festivities.”

LATIMES: CBP HAS IMPROVED ACCOUNTABILITY AND USE-OF-FORCE, BUT WILL PROGRESS
CONTINUE UNDER TRUMP? The Los Angeles Times (1/9, Board, 4.52M) Editorial Board says the
“Obama administration has struggled to change a culture of violence and impunity within the U.S. Border
Patrol” that “tolerated excessive force against suspected border crossers,” but the Administration has
succeeded in forcing “some improvements in both transparency and accountability, as well as reductions
in the use of force, under Customs and Border Protection Commissioner R. Gil Kerlikowske.” The Times
says CBP “continues to face dogged problems with bribery and other underhanded actions by some of
the agents,” and it remains to be seen “whether the Border Patrol will continue to improve under the
Trump administration.” The Times concludes that the incoming administration faces the challenge of
“securing borders and enforcing immigration and customs laws without adopting a militarized outlook or
violating basic civil rights and civil liberties.”

Transportation Security Administration:

CHICAGO O’'HARE AIRPORT SECURITY BREACHED. David Kerley of ABC World News Tonight (1/9,
story 10, 1:10, Muir, 14.63M) reported 21-year-old Malik Neal allegedly burst through a Chicago O’'Hare
airport TSA checkpoint but no TSA agents pursued him. Neal is accused of accosting two TSA officers
and two Chicago police officers in the gate area prior to his arrest. Kerley noted TSA officers and airport
security do not have arrest authority. Former TSA official John Halinksi said the incident exposes a
vulnerability in airport security measures.

TSA LAYS OUT FIREARM REGULATIONS AT CHARLESTON AIRPORT. Part of the Transportation
Security Administration’s response to a deadly shooting Friday at the Ft. Lauderdale airport, WCBD-TV
Charleston, SC (1/9, Holland, 33K) reports on its website, included outlining firearm regulations at
Charleston International Airport. TSA says guns and ammunition must be “unloaded and locked in hard
case,” and travelers must declare the items during the check-in process.

TSA'S SEARCH FOR CT SCANNERS MEANS BIG BUSINESS FOR MASSACHUSETTS. The Boston
Business Journal (1/9, O'Brien, Subscription Publication, 90K) reports in subscriber-only content that “CT
scanners promise to shorten airport security lines and better protect passengers,” and the Transportation
Security Administration’s search is bringing “big business” to Massachusetts.

LAX'S ANTI-TERRORISM INTELLIGENCE UNIT PROFILED. In a nearly 5,800-word article, The Atlantic
(1/9, Manaugh, 5.35M) profiles Anthony McGinty and Michelle Sosa, who “were hired by Los Angeles
World Airports to lead a unique, new classified intelligence unit on the West Coast” after a suicide
bombing in 2014 showed security holes at Los Angeles International Airport. The article includes
“scenarios...not examples of actual events that have taken place, or of real threats that have been
averted, but [that] are instead meant as provocative fictions,” similar to the annual Aviation Security
Contingency Plan Exercise, or AVSEC. The Atlantic mentions that an “unemployed anti-government
conspiracy theorist...drove to LAX in November 2013 for no other reason than to shoot and kill a
Transportation Security Administration (TSA) agent.”

Federal Emergency Management Agency:

RAIN TRIGGERS FLOODING IN CALIFORNIA, PROMPTS NEVADA GOVERNOR TO DECLARE
STATE OF EMERGENCY. ABC World News Tonight (1/9, story 2, 2:25, Muir, 14.63M) reported that
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heavy rains triggered mudslides in California on Monday. The rainfall came from a storm that also
prompted the governor of Nevada to declare a flood state of emergency. The deaths of at least eight
people, including four in the West, are being blamed on recent severe US weather. The CBS Evening
News (1/9, story 9, 1:40, Pelley, 11.17M) reported, “A week of heavy snow and rain in northern California
and Nevada has led to the worst flooding in a decade” in that part of the country. NBC Nightly News (1/9,
story 6, 2:00, Holt, 16.61M) reported that at least 40 rivers were “surging above flood stage” in California
on Monday. Near Reno, Nevada, meanwhile, a disaster was declared and flood-related evacuations were
ordered.

FEMA Activates Response Coordination Center To Help With California Flooding. KNTV-TV San
Jose, CA (1/9, Hernandez, 130K) reports on its website that FEMA “activated its regional Response
Coordination Center in downtown Oakland on Monday to prepare for a possible federal response” to
flood-related problems in California. Quoted in the story is FEMA’s Ahsha Tribble, who said, “We’re
looking ahead, looking at the next storm and posturing ourselves here with federal resources in the event
the state calls us for assistance.”

US Citizenship and Immigration Services:

USCIS NOT PARTICIPATING IN GSA'S IDENTITY MANAGEMENT PILOT TEST. Eederal News Radio
(DC) (1/9, Miller, 16K) reports that USCIS has decided not to participate in the pilot test of the Login.gov
platform in 2017, which the article says is putting the “customer-friendly, usable identity management
approach” on the “edge of viability.” Accordingly, USCIS’ decision “comes around the same time as the
General Services Administration’s 18F organization started to get some momentum behind the program.”
The piece also notes that it is seen as a “blow to a concept that has struggled over the last 15 years.”

PITTSBURGH TRIBUNE-REVIEW: TRUMP MUST REFORM EB-5. The Pittsburgh Tribune-Review (1/9,
350K) argues in an editorial President-elect Trump must “address fraud and abuse in America’s EB-5 visa
program, which provides a citizenship path for foreigners who invest at least $500,000 to $1 million in job-
creating projects,” and which the editors claim “critics say...allows wealthy foreign investors to buy
admission to the U.S.” According to the Tribune-Review, a former US Citizenship and Immigration
Services head “was blasted by an inspector general for ‘unprecedented’ intervention that secured ‘EB-5
approvals in cases involving politically connected Democrats,’ including former Senate Minority Leader
Harry Reid.” While Trump has not yet commented on the issue, the Tribune-Review says “fellow
Republican and former New York Gov. George Pataki expects he’ll keep EB-5" because the incoming
President “understands the need for capital, the need for investment.”

Immigration:

WPOST: IMMIGRATION COURTS NEED MORE JUDGES. The Washington Post (1/9, 11.43M)
editorializes that US immigration courts “are a diorama of dysfunction, staggering under a crushing
caseload,” which “has doubled in the past six years” and “now exceeds half a million cases; thousands
more are added each month.” Immigration judges, “who number just 300, schedule hearings two or three
years in the future, or even more in some venues,” and their workloads, “on average more than 700
cases annually, are twice what federal district court judges face.” The Post adds that “under those
circumstances, due process” is “a fading ideal.” The Post notes that the Obama Administration “has hired
new judges, a painstakingly slow process,” and points out that President-elect Trump “says he’ll freeze
federal hiring,” but argues that “doing so would also impede his own plans to accelerate deportations,
many of which must be ordered by a deportation judge.”

ANTI-IMMIGRATION GROUPS HOPE TIES TO SESSIONS WILL TURN POLICY THEIR WAY. The Los
Angeles Times (1/9, Tanfani, 4.52M) reports that Attorney General-designate Jeff Sessions is “the
Senate’s fiercest opponent of immigration” and his views were “shaped in part as he forged close ties
over several decades to the Center for Immigration Studies and two other groups with similar agendas,
NumbersUSA and the Federation for American Immigration Reform,” which favor “strict curbs on
immigration.” Now, as Sessions is set “to be an influential voice on immigration policy in the Trump
administration, these formerly fringe groups have their best chance yet to see Washington policy turn
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decisively in their direction.”

CONGRESSMAN SEEKING PATHWAY TO CITIZENSHIP FOR IMMIGRANTS THROUGH MILITARY
SERVICE. The Los Angeles Times (1/9, Wire, 4.52M) reports Rep. Jeff Denham is seeking to persuade
Congress to allow young, undocumented immigrants to “become citizens through military service.” The
Times says that he’s been at odds with other Republicans but is hoping that “a single comment from the
president-elect is a sign his idea might have a chance.” The comment, the Times notes, is one President-
elect Trump made while speaking at NBC’s “Commander in Chief Forum,” in which he said “that
immigrants who serve in the US military could possibly be allowed to become legal residents.”

IMF DIRECTOR SAYS IMMIGRATION DOES NOT INCREASE INEQUALITY. Reuters (1/9,
Strupczewski) reports on comments made by International Monetary Fund’s First Deputy Managing
Director David Lipton, who spoke at a seminar in Brussels on Monday. According to Reuters, Lipton
noted that while immigration can have a positive impact on the receiving country, this depends on how
well integrated the immigrants are. He said, “We have found that immigration has significantly increased
GDP per capita in advanced economies,” and that “inequality does not increase as a result of the entry of
migrants into the workforce.”

ARCHBISHOP: DEPORTING IMMIGRANTS WILL MAKE AMERICA WEAKER. Cardinal Blase J.
Cupich, archbishop of Chicago, writes in the Chicago Tribune (1/9, Cupich, 2.54M) that President-elect
Trump’s recent comments on protecting young, undocumented immigrants in the country “could signal a
way forward, especially if they represent an appreciation of what is at stake if the US government breaks
the promise it made to the roughly 750,000 DACA enrollees who want nothing more than to offer their
gifts to the only country they call home.” Cupich says that many of these young immigrants were brought
into the US while they were children so they “didn’t break the law of their own volition” and that many are
seeking ways to “contribute to our society.” He notes removing the DACA program means we will “deport
their potential to make our nation stronger.”

US Coast Guard:

US, CUBA SIGN DEAL TO COOPERATE ON OIL-SPILL PREVENTION, CLEAN-UP. The AP (1/9,
Press) reports the US and Cuba on Monday “signed an accord on preventing and cleaning up oil spills in
the Gulf of Mexico and the Florida Straits,” marking “another step in the Obama Administration’s efforts to
solidify its legacy of normalization with Cuba before a Republican administration takes over.” The
agreement stipulates that both countries must “establish a bilateral operations plan in the event of a spill
or other pollution in waters they share,” and the AP notes that “the Cuban and the U.S. Coast Guard
already cooperate over migration and drug enforcement in the Caribbean.”

CUBAN, IRAQI ARRESTED ATTEMPTING TO LAND ILLEGALLY ON PUERTO RICO. Drawing from
coverage provided by the Associate Press, Eox News (1/9, 11.07M) reports two unidentified men, “one
Cuban and one Iraqi, were arrested Monday” while “attempting to land illegally on the northwest coast of
Puerto Rico” and turned over to the US Border Patrol. The Coast Guard said fears that the US federal
“wet foot, dry foot policy,” which allows Cubans who reach US soil to stay, will end have “have caused a
surge in the numbers of Cuban migrants,” adding that “1,178 Cubans have been intercepted at sea since
Oct. 1.7

CUBAN “LIGHTHOUSE RAFTERS” REMAIN IN LEGAL LIMBO AT GITMO. The Miami Herald (1/9,
Pentdn, 856K) reports some of the Cuban rafters who “sought refuge on the American Shoal Lighthouse
off the Florida Keys to avoid being repatriated to Cuba” about six months ago remain at the US Navy
base at Guantanamo Bay. According to the Herald, the remaining 17 “lighthouse rafters’...say they feel
pressured by authorities to return to their homeland and are overwhelmed by the lack of work available to
them.” One of the rafters said on condition of anonymity, “We can call our family once a week, but nobody
tells us how much longer we have to be here. ... Some of us work in manual jobs and get paid $4.97 an
hour.”

EASTERN SHIPBUILDING HIRES FORMER US COAST GUARD COMMANDANT. Maritime Executive
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(1/9, 21) reports Eastern Shipbuilding Group announced Monday it has appointed former US Coast
Guard Commandant Admiral Robert J. Papp, Jr. as president of its Washington operations, a role in
which “he will serve as Eastern’s representative in the nation’s capital and will lead engagement in
intergovernmental and industry operations.”

Secret Service:

ID SNAFU DELAYED SEINFELD’S ENTRY TO WHITE HOUSE. Page Six (1/9, Greer, 635K) reports,
“Jerry Seinfeld’s birth name delayed him from getting into the White House for President Obama'’s final
soiree Friday night. ‘He was on the list under Jerry, but his ID has Jerome [his real first name]. They let
his wife Jessica in, but he had to wait for Secret Service clearance. He found the whole thing funny and
made light of the situation, laughing and telling jokes to guests as they passed through,” a spy said. We're
told Seinfeld was forced to wait for about 30 minutes before being allowed inside.”

FORMER SECRET SERVICE OFFICER TO PLEAD GUILTY IN SEXTING CASE. The AP, (1/9, Chase)
reports former Secret Service officer Lee Robert Moore “has agreed to plead guilty to trying to solicit sex
from a Delaware undercover agent he thought was a 14-year-old girl.” The case in Delaware “was put on
hold after Moore was indicted in Florida on more serious charges,” including “producing child
pornography, attempted receipt of child pornography and attempted enticement of a minor.”

ALABAMA MAN CHARGED WITH CREATING COUNTERFEIT $100 BILLS. The AP (1/9) reports Hollis
Nikia Bullard of Alabama has been charged with manufacturing counterfeit $100 bills. The AP says an
unidentified US “Secret Service special agent says a tip led them to search Hollis Nikia Bullard’s
apartment in Birmingham, where thousands of dollars in fake money was found last week.” In the
complaint, prosecutors said Bullard admitted to making the fake bills, and said he distributed about
$10,000 in recent weeks.

National Protection and Programs:

BANGOR DAILY NEWS: MAINE SHOULD ADOPT REAL ID, EVEN IF PROGRAM IS FLAWED. The
Bangor (ME) Daily News (1/9, Board, 165K) editorializes that “no one knows” whether DHS’s threats to
stop accepting “Maine driver’s licenses as acceptable identification to board commercial airplanes
beginning next year” will be enforced, but “if Maine does not move toward compliant licenses.” The paper
says DHS could begin barring residents “next month from military bases, including their health clinics,”
which “is not a risk lawmakers should want to face.” However, even if the state created “a new licensing
system that meets the requirements of the Real ID act, it would take years to issue new documents to all
of the state’s license holders” — highlighting “the need for a federal fix to the Real ID act, rather than
piecemeal state action that may, or may not, satisfy federal officials.”

Science and Technology Directorate:

DHS S&T TO HOLD FACEBOOK TOWN HALL ON APPLYING FOR BASIC AND APPLIED
RESEARCH FUNDING. Homeland Security Today (1/9) reports the Department of Homeland Security’s

“

Science & Technology Directorate announced it is “calling all researchers, innovators, non-traditional
partners and anyone with ‘the next big idea’ to attend an upcoming Facebook Town Hall meeting with its
Long Range Broad Agency Announcement Coordinator on January 26. Participants will discuss the
“program processes and requirements” and “S&T program managers will be available to answer

questions on a range of research topics contained in the LRBAA solicitation.”

Terrorism Investigations:

FIFTEEN JEWISH CENTERS ACROSS US REPORT BOMB THREATS. Reuters (1/9, Ingram) reports
15 Jewish community centers across the US received bomb threats and were subsequently evacuated on
Monday. All 15 centers reopened after police swept checked the various buildings and deemed the
threats not credible. Spokeswoman Amanda Hils of the Bureau of Alcohol, Tobacco, Firearms and
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Explosives said her agency was prepared to assist local authorities upon request.

The Washington Post (1/9, Selk, 11.43M) adds that during the FBI’s ongoing investigation, new bomb
threats in both the US and Britain continued to emerge. Elise Jarvis of the Anti-Defamation League’s
security programs revealed that the phone calls appeared to originate from the same phone number and
followed a set of bomb threats made against a few Jewish organizations last week. Jarvis said the
Homeland Security Department was in contact with her organization on the issue.

Jewish Federations of North America president and chief executive Jerry Silverman told the New York
Times (1/9, Smith, Subscription Publication, 13.9M) that Monday’s threats appear connected to a broader
“coordinated effort” aimed at intimidating the Jewish community and a reflection of the growing
normalization of hate speech. Silverman said a number of similar threats were waged against Jewish day
schools, synagogues, and community centers last year, prompting Jewish organizations to adopt training
and preparedness measures. The Times notes some participants in the alt-right and far-right fringe
movements that embrace anti-Semitic, anti-immigrant, and racist positions have become increasingly
visible since President-elect Trump’s election victory, even though Trump’s Jewish daughter and son-in-
law have disavowed such positions.

The Miami Herald (1/9, Beach, 856K) reports threats began last week against at least eight Jewish
centers, including one Holocaust museum, in Florida. Florida’s regional director of the Ant-Defamation
League, Hava Holzhauer, said the organization is attempting to find a balance between reacting to threats
and maintaining security without scaring the community.

ACCUSED FORT LAUDERDALE AIRPORT GUNMAN APPEARS IN COURT. ABC World News
Tonight (1/9, story 4, 2:30, Muir, 14.63M) correspondent Brian Ross reported Esteban Santiago, accused
of shooting and killing five people and wounding six more in a Fort Lauderdale airport on Friday, made his
first court appearance on Monday. Authorities told ABC News that Santiago allegedly intended to conduct
the attack in New York City on New Year’s Eve but for reasons unknown, canceled that ticket and booked
a one-way flight to Fort Lauderdale instead. Meanwhile, authorities in Alaska recovered Santiago’s
computer from a pawn shop and will determine whether it includes information supporting Santiago’s
claim that he was in touch with ISIL. Santiago’s former girlfriend, Michelle Quinones, also claimed
Santiago became unhinged upon his return from serving in Iraq with the National Guard in 2010.
Quinones said two of Santiago’s friends were killed in Iraq, but a Puerto Rican veteran’s hospital failed to
treat him for mental issues related to his service.

Santiago’s brother also told NBC Nightly News (1/9, story 2, 2:25, Holt, 16.61M) that after his return from
Iraq, he was “still a nice guy but sometimes more furious.” Santiago will return to court next week for a
detention hearing and, later this month, will be formally arraigned on charges that could carry the death
penalty.

The CBS Evening News (1/9, story 7, 2:25, Pelley, 11.17M) broadcast video footage in which Karen
Loeffler, the US Attorney for the District of Alaska, commented on the issue of whether Alaskan
authorities incorrectly returned Santiago’s gun after his mental evaluation. She asserted, “There is a
federal law with regard to having a gun by somebody who is mentally ill, but the law requires that the
person be ‘adjudicated mentally ill.” Loeffler added that Santiago was “not somebody that would have
been prohibited based on the information they had.” Former federal prosecutor David Weinstein told
correspondent David Begnaud that he believes Anchorage authorities “didn’t do quite enough” and
“should have dug a little bit deeper to find out exactly what was going on inside his head when he gave
them the gun and then when he asked for it back.”

WPost: Santiago’s Past Reinforces Need For Tighter Gun Restrictions. The Washington Post (1/9,
11.43M) editorializes that before Santiago conducted his “rampage,” he engaged violent and “erratic
behavior” and “made disturbing remarks” to Anchorage FBI agents; however, the weapon Santiago used
in Florida was the same one authorities took for “safekeeping” and then returned because they could not
legally withhold it. The Post suggests if authorities can legally prevent those deemed high-risk from
accessing guns, situations like the one in Florida could potentially be avoided. Lawmakers have
advocated for loosened gun controls, the Post writes, but Santiago’s attack “once again” shows that “the
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all-too-easy availability of firearms allowed a gun to get into the hands of the wrong person.”

OFFICIALS CRITICIZE DHS OVER LATE DESIGNATION OF ELECTION SYSTEMS AS CRITICAL
INFRASTRUCTURE. The AP (1/9, Abdollah) reports that the “last-minute decision” by DHS to designate
election systems “as critical infrastructure drew intense criticism from state and federal elections
organizations on Monday.” DHS Secretary Johnson “announced the move Friday with 30 minutes’ notice”
to the US Election Assistance Commission and the National Association of Secretaries of State.
Connecticut Secretary of State Denise Merrill, who heads the latter group, said, “We’re having trouble
understanding exactly what they’re going to do, that we’re not already doing. States were already doing
much of this [security work] themselves using very different products.”

EXPERTS ANALYZE UNVERIFIED CLAIM OF RESPONSIBILITY FOR ISRAELI TRUCK ATTACK.
Reuters (1/9, Baker) reports an obscure Palestinian group claimed responsibility for the truck attack that
killed four Israeli soldiers in Jerusalem on Monday. The group did not offer details on the attack but said it
was politically motivated and not connected to any outside organizations. The claim could not be verified,
however, and multiple experts had mixed opinions as to whether the similarities between Monday’s attack
and ISIL-inspired attacks in Germany and France indicated a connection. One analyst said ISIL lacks a
presence in the West Bank, and figures from the Israeli security establishment revealed declining
Palestinian support for ISIL.

Azaria’s Conviction Disavowed, Blamed For Truck Attack Fatalities. The New York Times (1/9,
Kershner, Subscription Publication, 13.9M) reports on the so-called “Azaria effect,” or Israeli Jews’ instinct
to protect Israeli soldiers and treat them as “everybody’s children.” The sentiment gave rise to calls for the
pardoning of Sgt. Elor Azaria, who was convicted last week of shooting and killing an incapacitated
Palestinian. Some Israeli Jews also accused the military of inadvertently failing to protect the four cadets
killed in the Monday truck attack; they alleged the treatment of Azaria resulted in service members’
hesitancy to act against the assailant for fear of legal ramifications. The Times says the Azaria effect is
“unfolding in full volume on Israeli news sites, social media and broadcast channels” and an indication of
the far-reaching “disruptive influence” Azaria’s conviction has had on both the military and society.

AT LEAST NINE DEAD IN SINAI PENINSULA CHECKPOINT ATTACK. The New York Times (1/9,
Youssef, Subscription Publication, 13.9M) reports about 20 masked militants, some armed with rocket-
propelled grenades and some in military fatigues, attacked a checkpoint in the northern Sinai Peninsula
town of El Arish on Monday. Egyptian police spokesman Tarek Attiya said the assailants also attempted
to ram a truck bomb into the checkpoint as well. At least nine people were killed and another 12 were
wounded in the attack. Police killed five of the assailants and are conducting a search for the remaining
militants, along with militants who killed a police officer in another El Arish checkpoint attack later that
day. No group claimed responsibility for the attack, but ISIL has carried out similar attacks against
security forces in Sinai within the last few months.

JUDGE REFUSES ANONYMOUS JURY REQUEST IN ISIS TRIAL. The New York Post (1/9,
Whitehouse, 3.82M) reports that “the first ISIS case to be tried in Manhattan federal court kicked off
Monday with a judge ruling against prosecutors’ request to keep the jury anonymous for fear of
retribution.” The Post explains that “prosecutors for Manhattan US Attorney Preet Bharara asked to keep
the names of the jury secret, arguing that ISIS is ‘an extremely violent terrorist organization that has
publicly published ‘kill lists’ of United States citizens, including New York residents.” However, “Judge
Edgardo Ramos denied the request, ruling that the empaneling of an anonymous jury ‘is a drastic
measure’ that raises the possibility ‘of unfair prejudice to the defendant.”

Cyber News:

ABBOTT LABORATORIES RELEASES CYBERSECURITY UPDATES FOR ST. JUDE HEART
DEVICES AS FDA CONFIRMS VULNERABILITIES. Reuters (1/9, Finkle) reports that Abbott
Laboratories announced that it has started “releasing cyber security updates for its St. Jude heart devices
some five months after the U.S. government launched a probe into claims they were vulnerable to
potentially life-threatening hacks.” The Food and Drug Administration also “issued a Safety
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Communication advising patients and physicians to keep using the company’s implanted cardiac devices
following the updates.”

The Minneapolis Star Tribune (1/9, Carlson, 1.27M) reports that the patch “will be automatically
downloaded by St. Jude devices over the next several months, assuming that patients keep their at-home
monitoring machines plugged in.”

MD Magazine (1/9, Scott) reports that in the advisory, the Food and Drug Administration said it had
confirmed that the device’s vulnerabilities, “if exploited, could allow an unauthorized user, i.e., someone
other than the patient’s physician to remotely access a patient’'s RF-enabled implanted cardiac device.”

Additional coverage is provided by CNN Money (1/9, Larson, 3.59M), the New York Post (1/9, English,
3.82M), and Medscape (1/9, Wendling, 339K).

UK GOVERNMENT TO ASSESS COUNTRY'S VULNERABILITY TO CYBERATTACK. Reuters (1/9,
Carvalho) reports, “The British government said on Monday it is launching a national inquiry into cyber
security to assess the extent to which the UK is protected from an ever-increasing tide of attacks
worldwide.” The inquiry “comes only two days after” US intelligence agencies stated Russian President
Vladimir Putin ordered interference in the US election in order to help President-elect Trump’s electoral
chances.

CNET News (1/9, Ng, 762K) quotes Britain’s Joint Committee on National Security Strategy Chair
Margaret Beckett: “The national security implications of the leap to cyber are a matter of increasing
concern. ... Attention has recently focused on the potential exploitation of the cyber domain by other
states and associated actors for political purposes.”

UK Prime Minister “Urged To Take Stronger Action” Against Hacking Threat. The Guardian (UK)
(1/9, Mason, 4.07M) reports UK Prime Minister Theresa May “has been urged to take stronger action
against the threat of foreign powers influencing UK elections through hacking, following accusations of
Russian interference in the US presidential contest.” May “has said that it was a matter for individual
political parties to protect themselves against cyber-attacks.” The Guardian says, “It is understood that
the major parties have their own safeguards in place, but government agencies have not approached
them with offers of extra help in light of the US hacking scandal.” The Guardian adds, “One senior
Whitehall source with knowledge of the issue said there was a need for the security services to do more
to help protect UK political parties from attack by foreign governments.”

NORTH CAROLINA MAN PLEADS GUILTY TO ILLEGALLY ACCESSING SENIOR OFFICIALS’ E-
MAIL, SOCIAL MEDIA ACCOUNTS. Ars Technica (1/9, Goodin, 1.61M) reports Justin Gray Liverman of
Morehead City, North Carolina “has pleaded guilty to a conspiracy that illegally accessed the e-mail and
social media accounts of Central Intelligence Director John Brennan and other senior government officials
and then used that access to leak sensitive information and make personal threats.” Ars Technica details
how Liverman and a co-conspirator targeted the officials. Ars Technica says, “The perpetrators often
succeed not through any technical skill but rather by making fraudulent phone calls that carefully exploit
weakness in various companies’ customer support services. It's not the first time social engineering has
exacted such a high price, and sadly, it likely won’t be the last.”

LOWRY: GOVERNMENT, PRIVATE SECTOR OFFICIALS MUST BE “PROACTIVE” IN PROTECTING
DATA. Former US official and Nuix USG Senior Vice President Keith Lowry writes in Eederal Times (1/9,
Lowry, 117K) that he considers the report from the President’'s Commission on Enhancing National
Cybersecurity “well researched, presenting the problems it identified and solutions to those problems
clearly,” and adding that it resembles a “cybersecurity wish list” for President-elect Trump that he and a
colleague published on November 9, 2016. Lowry says the Commission report set out 100-day, two-year,
and five-year timetables for various action items, but adds, “Two to five years is a very long time,
especially in technology. Incorporating and finalizing the action items marked as high or medium priority
over this span of time leaves the solutions at risk of being obsolete before they ever go into effect.” Lowry
advises government and private sector leaders to “not wait for the incoming administration to lay out its
plans” but to “be proactive” in protecting their data.
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LITHUANIA BARRED CONSTRUCTION OF DATA CENTER OUT OF CONCERNS FOR RUSSIAN
INFILTRATION. Reuters (1/9, Sytas) reports that Lithuania “barred construction of a data center last year
over concerns it could be infiltrated by Russian intelligence, a Lithuanian security official said on Monday.”
A spokesman for Lithuanian counter-intelligence chief Darius Jauniskis is quoted saying, “We warned the
government that, once the data center is connected by fiber-optic cable to Russia, it could be linked by
the (Russian) Federal Security Service to its radio electronic reconnaissance network. ... The government
acted on that information.” Arcus Novus, a Lithuanian-registered construction firm that planned to develop
the data center, “is now suing the government in an effort to overturn the decision, according to
Vidmantas Tomkus, the company’s CEO and a minority shareholder.” Tomkus is quoted saying, “It's a bit
laughable to claim that a ‘hostile’ data center would be connected to Russian security services, as
Lithuania is already connected to Russia through fiber-optic cables, as is the rest of the world.”

SENATOR EXPRESSES CONCERN FOR WASHINGTON METRO’S VULNERABILITY TO
CYBERATTACK. The Washington Post (1/9, Siddiqui, 11.43M) reports US Sen. Mark Warner inquired
about the Washington Metro’s susceptibility to cyberattack, “following a ‘ransomware’ hack that took down
computers for San Francisco’s light-rail system late last year.” In a letter to Metro General Manager Paul
J. Wiedefeld, Warner “writes that he worries Metro could fall victim to a similar attack, inconveniencing
hundreds of thousands of subway riders and further imperiling the finances of the agency, which is
already facing a $290 million budget shortfall.” Warner is quoted writing, “l am concerned that WMATA
may represent a particularly enticing target for more advanced threats, given its importance to the region
and the number of federal agencies that rely on the system to transport their workforces each day.”

“WIFI JAMMERS” SEEN AS RUNNING INTO LEGAL, TECHNICAL HURDLES. The Guardian (UK)
(1/9, Usborne, 4.07M) reports that Police Superintendents’ Association of England and Wales President
Gavin Thomas “suggested in an interview that wifi jammers — devices worn on the ankle or wrist to block
the internet — could serve as a smarter punishment for cybercrimes than prison.” The Guardian says,
“There are some issues with jammers. First, they are illegal under the Wireless Telegraphy Act 2006, so
we’d need to work on that. Second, they wouldn’t work.” Security consultant and former hacker Carl
Leeming is quoted saying, “Even if you did manage to implement it without breaking nearby connectivity,
which in itself would be very difficult because of how radio works, it could be easily circumvented by using
a cable.” University professor Mary Aiken is quoted saying, “It is going to be very difficult if not impossible
to prosecute our way out of problems such as youth hacking. ... What is required is a fundamental re-
evaluation of the impact of technology on developing youth.”

CHRISTIAN SCIENCE MONITOR: US, RUSSIA MAY BE ABLE TO NEGOTIATE A “CYBER
DETENTE.” The Christian Science Monitor (1/9, Board, 387K) editorializes about US security agencies’
“‘unanimous conclusion” that Russia “almost certainly hacked into and stole information from the
Democratic National Committee, as well as emails from the account of John Podesta.” Their report “was
right to not attempt to assess the level of influence the Russian hacking may have had on the US
presidential election,” but “that doesn’t make the Russian attempt any less disturbing,” and “concerns now
are growing that elections later this year in France and Germany may come under similar attacks.” In
response, President-elect Trump “might be able to employ his reputed dealmaking skills,” and “rather
than escalate the use of digital dirty tricks against each other, Russia and the US could look to conclude a
‘cyber détente’ and broker a quiet end to tit-for-tat retaliations.” The Monitor concludes, “Now may be the
time for quiet negotiation rather than noisy posturing.”

CASE EXAMINES ROLE OF BEST BUY TECHNICIANS AS PAID FBI INFORMANTS. The Washington
Post (1/9, Jackman, 11.43M) reports that “at a giant Best Buy repair shop in Brooks, Ky., Geek Squad
technicians...have notified the FBI when they see signs of child pornography, earning payments from the
agency.” The Post says “the existence of the small cadre of informants within one of the country’s most
popular computer repair services was revealed in the case of a California doctor who is facing federal
charges after his hard drive was flagged by a technician.” The Post explains that the judge in the case will
allow the defendant’s “lawyer to question not only the Best Buy technicians and FBI agents involved in
the case, but also the federal prosecutor who authorized the searches at the upcoming hearing.” The
report says “the case raises issues about privacy and the government use of informants.”
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FBI HELPS OREGON BUSINESSES AVOID CYBER THREATS. KOBI-TV Medford, OR (1/9) reports
that the FBI “and the Southern Oregon High Tech Crimes Task Force are teaming up to teach local
businesses about cyber-threats.” FBI special agent Miles Wiltrout said, “The bad guy will encrypt that
database, preventing the business from having access to it. ... Then they’ll ask for a ransom to decrypt it
for that business.” KOBI says “the two organizations are holding a free seminar Thursday, Jan. 12 from 3
to 5 p.m. at the Medford Police Department headquarters.”

FBI RELEASES ANOTHER 300 CLINTON EMAIL INVESTIGATION DOCUMENTS. Fox News Insider
(1/9, 3K) reports that the FBI has “quietly released another several hundred pages of documents related
to its investigation of Hillary Clinton.” The report says “this is the fifth release of Clinton investigation
documents on the FBI Vault website, although the bureau has not made an official announcement as of
Monday morning.” Meanwhile, “the documents apparently are related to the handling of computer
hardware collected from Clinton’s lawyers for the investigation.”

Politico (1/9, Gerstein, 2.46M) also reports that “newly-released records about the Hillary Clinton email
investigation shed new light on an early dispute between the FBI and the State Department over the
classification of an email discussing the aftermath of the 2012 Benghazi attacks.” Politico says the
messages show “Deputy Secretary of State for Management Patrick Kennedy intervened with the FBI to
dispute the classification at least three times: in a May 14, 2015, call to International Operations Division
chief Brian McCauley, at an in-person meeting at the State Department five days later and in a phone
conversation with the head of FBI’'s Counterterrorism Division, Michael Steinbach.”

LAWMAKERS REINTRODUCE EMAIL PRIVACY ACT. EedScoop (1/9, O'Neill) reports that “the Email
Privacy Act, which would require law enforcement get a warrant before searching emails and online
communications older than 180 days, was reintroduced Monday by a bipartisan group of House
lawmakers.” FedScoop says “the bill, which was introduced by Reps. Kevin Yoder, R-Kansas, and Jared
Polis, D-Colo. on Monday, was passed 419-0 in the House last year before stalling in the Senate.”
Meanwhile, “the previous version bill stalled when Sen. John Cornyn, R-Texas, along with support from
law enforcement and the White House, proposed an amendment giving the FBI director the ability to force
a provider to hand over data without a warrant.”

VIRGINIA MAN SENTENCED FOR HELPING KENTUCKY MAN COMPROMISE WEBSITE. The
Lexington (KY) Herald-Leader (1/9, Kocher, 306K) reports Noah McHugh of Alexandria, Virginia “was
sentenced Monday to eight months in prison for his role in helping a Winchester resident known online as
‘KYAnonymous’ compromise a website and get involved in a controversy surrounding a rape case in
Steubenville, Ohio.” Assistant US Attorney Neeraj Gupta “wrote in a sentencing memorandum that
McHugh'’s crime victimized a website owner by ‘groundlessly defaming him on his own website as a child
pornographer and the director of a “rape crew,” by posting his private emails for public view, and by
locking him out of his own website so that he could not undo the hack.”

CHINESE CITIZENS CHARGED FOR ATTEMPTING TO HACK LAW FIRMS. JD Supra (1/9, Freedman,
2K) reports US Attorney for the Southern District of New York Preet Bharara “announced that three
Chinese citizens have been charged for attempting to hack into seven law firms that were involved in
mergers and acquisitions, in order to pilfer information to use for insider trading.” The suspects “were
successful in hacking into the information systems of two unidentified New York law firms, steal
information related to M&A deals, and make $4 million.” Bharara is quoted saying in a statement, “This
case of cyber meets securities fraud should serve as a wake-up call for law firms around the world: You
are and will be targets of cyber hacking, because you have information valuable to would-be criminals.”

National Security News:

PAKISTAN TEST-FIRES MISSILE FROM NUCLEAR-CAPABLE SUBMARINE. AEP (1/9) reports
Pakistan test-fired its first missile from an underwater mobile platform on Monday. The military claimed
the missile hit the target with precise accuracy. In a statement, Pakistan’s military said the submarine is
capable of carrying a nuclear warhead and that Monday’s test-fire grants Pakistan a credible second
strike capability. AFP notes Pakistan and India have routinely tested missiles since 1998, and tensions
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between the two nations have escalated since an Indian army base located in the disputed Kashmir
region was attacked in September.

KERRY DEFENDS US DECISIONS ON SYRIA. Asked in an interview with Wolf Blitzer on CNN’s
Situation Room (1/9, 554K) if the inability to stop “the bloodbath in Syria” was his “biggest failure,”
Secretary of State Kerry rejected that assessment, but said he does “look on it as a failure of the
international community and of other countries to see reasonable ways in which this war could have been
stopped.” Blitzer said the US “could have done more,” adding that Russian President Viadimir Putin is
“working with [Syrian President Bashar al] Assad right now to slaughter a lot of...people.” Kerry
acknowledged that the war has been “deeply frustrating,” but said that if the US responded militarily, it
“could make the war bigger.” Kerry added, “But | do think that we did what was appropriate, which is try in
every way possible, with whatever leverage was available to us, to be able to try to end the war. And I'm
proud of what we did in that regard.”

PENTAGON: US-LED OPERATION AGAINST ISIL LEADERS “SUCCESSFUL.” The Los Angeles
Times (1/9, Hennigan, Bulos, 4.52M) reports Pentagon spokesman Jeff Davis told reporters on Monday
that Army Delta Force commandos conducted a “routine” and “successful” raid against ISIL leaders in
eastern Syrian territories controlled by the extremist group. At least two militants were killed in the
operation, according to US officials. Activist and monitoring groups provided mixed accounts of the
operation.

AFEP (1/9) reports the Syrian Observatory for Human Rights claimed that 25 jihadists died in the
operation, but Navy Captain Jeff Davis said that number was “grossly exaggerated.” Davis also rejected a
Syrian Democratic Forces commander’s claim that prisoners were taken in the operation.

The Washington Post (1/9, Sly, Ryan, 11.43M) reports another US official claimed American troops
intercepted a vehicle believed to be carrying senior ISIL members but did not provide details on whether
the militants were captured or killed. Witnesses quoted by the Deir al-Zour 24 website claimed the troops
landed on helicopters and then left about 90 minutes later with both ISIL captives and bodies.

US INCREASES AERIAL SUPPORT FOR TURKISH OPERATIONS IN SYRIA. The Washington Post
(1/9, DeYoung, Ryan, 11.43M) reports that US aircraft have begun “regular aerial intelligence surveillance
in support of Turkey’s offensive” against ISIL in northwestern Syria, “in anticipation of increased US
support for the flailing Turkish military operation around the town of al-Bab.” The Post says the “increased
support comes after weeks of US military and diplomatic talks with Turkish counterparts, and Russian
airstrikes backing the Turkish offensive.” According to Administration officials, US support, “including
airstrikes and equipment in addition to surveillance, would be similar to what the United States now
provides to Syrian groups” battling ISIL, “potentially including assistance from Special Operations
advisers whose participation in the offensive has thus far been limited to an area inside the Syrian border
about 10 miles north of al-Bab.”

ASSAD READY “TO NEGOTIATE EVERYTHING” WITH SYRIAN REBELS. The AP (1/9, Issa) reports
that in remarks published on Monday, Syrian President Bashar Assad announced he was prepared “to
negotiate everything” with opposition groups at discussions scheduled in Kazakhstan later this month,
although he conceded “who is going to be there from the other side, we don’t know yet.” He added, “The
viability of the conference depends on that.” On the issue of his continued rule, Assad said only a
constitutional referendum could resolve the matter and that such a referendum “could be discussed in the
meeting.” Meanwhile, Russian officials suggested that the US, which was not invited to the Kazakhstan
talks, could be invited to discussions at a later date.

IRAQI, US-LED COALITION TROOPS ADVANCE FURTHER INTO EASTERN MOSUL. Reuters (1/9,
Kalin, Coles) reports Irag’s counterterrorism service, or CTS, and the allied US-led coalition launched air
strikes and rockets against ISIL in eastern Mosul. The troops advanced closer to army units and a
strategic central district university used by ISIL to create biological weapons and store chemicals. The
advancement also enabled Irag’s military to consolidate its forces and take control of several districts
near the ancient Assyrian city of Nineveh.
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US DESTROYER FIRED WARNING SHOTS AT IRANIAN VESSELS. Reuters (1/9, Ali) reports that a
US Navy destroyer on Sunday fired three warning shots at four Iranian fast-attack vessels near the Strait
of Hormuz “after they closed in at high speed and disregarded repeated requests to slow down, US
officials said” Monday. Pentagon spokesman Cpt. Jeff Davis told reporters, “This was an unsafe and
unprofessional interaction, and that is due to the fact that they were approaching at a high level of speed
with weapons manned and disregarding repeated warnings.” Davis said warning shots were fired at the
Islamic Revolutionary Guard Corps boats by the USS Mahan “after it established radio contact but failed
to get them to slow down.” AEP (1/9) reports the shots fired by the USS Mahan “put an end to the
incident.” According to the New York Times (1/9, Gordon, Subscription Publication, 13.9M), it marked the
“first time the Navy had fired warning shots at an Iranian boat since Aug. 24.” There was no immediate
comment by Iran on the incident.

Appearing on CNN'’s Situation Room (1/9, 554K), Senate Foreign Relations Committee member Cory
Gardner said the provocation “shouldn’t surprise anyone,” because Iran has been “emboldened” by the
Obama Administration. Gardner also said he hopes President-elect Trump tears up the nuclear deal.
When asked how far he would go to prevent Iran from developing a nuclear weapon, Gardner replied, I
don’t think you take anything off of the table.”

Diplomats: Iran To Receive Shipment Of Natural Uranium. According to an exclusive report by the AP
(1/9), Iran is set to receive “a huge shipment of natural uranium from Russia to compensate it for
exporting tons of reactor coolant, diplomats say, in a move approved” by the Obama Administration and
“other governments seeking to keep Tehran committed” to a landmark nuclear pact. Two “senior
diplomats” said UN Security Council approval is needed for the delivery of “nearly 130 tons of natural
uranium,” but is considered “a formality.” State Department spokesman John Kirby told reporters there
was no prohibition on such imports by Iran under the deal and noted natural uranium “cannot be
used...for a weapon” in its original form, but Eox News’ Special Report (1/9, 1.53M) reported “some
experts” say Iran could hold onto the uranium until the restrictions from the nuclear deal begin to expire,
and could then enrich it for use in nuclear bombs.

NYTimes: Hunger Strikes Forcing Iran To Reconsider Jail Conditions. The New York Times (1/9,
Erdbrink, Subscription Publication, 13.9M) reports the use of hunger strikes is “forcing Iran’s powerful
judiciary to reconsider the conditions of at least one of its inmates after several started fasts that are
leading to widespread support on social media.” While the “exact number of hunger strikers in Iranian
prisons is unclear,” human rights organizations and reports in local media outlets indicate that “seven
inmates, sentenced for crimes against the state, have refused to eat for intervals ranging from several
weeks to more than two months.”

SUSPECT IN SHOOTING OF AMERICAN DIPLOMAT EXTRADITED FROM MEXICO. ABC World
News Tonight (1/9, story 12, 0:15, Muir, 14.63M) reported briefly that the suspect in the shooting of
American diplomat Christopher Ashcroft in Mexico last week is an “American med student” who has now
been returned to the US to face federal charges. The AP (1/9, Sherman, Balsamo) reports that “an official
with the federal Attorney General’s Office” identified the suspect as Zia Zafar, a US citizen. Ashcraft,
meanwhile, remains in “stable condition” at a Mexican hospital.

Mexican FM Warns Of A “New Era In Relations” With US Under Trump. The Washington Post (1/9,
Partlow, 11.43M) reports Mexico’s new foreign minister, Luis Videgaray, “rallied his diplomatic troops on
Monday, promising to pursue dialogue with Donald Trump’s administration but warning that the
Republican’s policies could affect the ‘destiny of future generations’ of Mexicans.” Using what the Post
calls “some of the most dramatic language in years by a senior official about an incoming US president,”
Videgaray said Mexico was “entering a new era in relations with the United States,” in which Trump
represented many “unknowns.”

Gas Price Protests Continue. The Los Angeles Times (1/9, Linthicum, 4.52M) reports that “massive
demonstrations” in Tijuana and Nogales over rising gasoline prices have “forced authorities to temporarily
close crossing stations on the US-Mexico border, while in Rosarito protesters cheered as a man
intentionally drove his pickup into a group of federal police officers.” More than a week after President
Enrique Pefia Nieto deregulated gasoline prices, “four people have been killed and more than 1,500
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arrested while looting, staging road blockades and marching in protests such as the weekend
demonstrations in Rosarito and along the border.”

NORTH KOREA ASSERTS READINESS FOR ICBM LAUNCH. Reuters (1/9) reports an unnamed
spokesman for North Korea’s Foreign Ministry announced on Sunday that it is prepared to test-launch its
intercontinental ballistic missile “anytime and anywhere determined by” leader Kim Jong Un. The
spokesman accused the US of pushing North Korea to develop the ICBM and of “desperately” resorting
“to anachronistic policy hostile” to Pyongyang. When asked on Monday to comment on the issue, the
White House pointed to Press Secretary Josh Earnest's comments made on Jan. 3, in which Earnest
reiterated the US’ preparedness to protect against a North Korean threat. On Monday, South Korea’s
Defense Ministry spokesman, Moon Sang-gyun, called the announcement “provocative” and warned that
North Korea would face stronger sanctions if it followed through with an ICBM launch.

PALESTINIAN LEADER URGES TRUMP NOT TO RELOCATE US EMBASSY IN ISRAEL. The AP
(1/9) reports Palestinian leader Mahmoud Abbas urged President-elect Trump in a letter not to follow
through with his proposed relocation of the US Embassy in Israel to Jerusalem. Abbas said the move
would be “devastating” for the US’ efforts to establish a two-state solution through negotiations. Abbas
also called on other world leaders and international organizations to “make every possible effort” to
prevent the proposed move.

CHINESE STATE MEDIA CAUTIONS TRUMP AGAINST TERMINATING ONE-CHINA PRINCIPLE.
Reuters (1/8, Goh) reports the Global times, a Chinese state-run tabloid, published a Sunday editorial in
which it warned President-elect Trump that it would “take revenge” if he “reneges on the one-China policy
after taking office.” The tabloid said the US was obligated to maintain the principle and reiterated its
importance for maintaining regional order and US-China relations. The Global Times also cautioned
Taiwanese President Tsai Ing-wen that she “needs to face the consequences for every provocative step
she takes” and warned that Beijing will likely “impose military pressure on Taiwan and push it to the edge
of being reunified by force.”

White House Says Cruz-Tsai Meeting “Doesn’t Have Any Bearing” On US Policy. Reuters (1/9,
Rascoe, Zargham) reports that on Monday, White House spokesman Josh Earnest said the meeting
between Taiwanese President Tsai Ing-wen and US Sen. Ted Cruz in Houston “doesn’t have any bearing
whatsoever on our continued pursuit of a one-China policy that benefits the United States and Taiwan.”
Earnest added that Cruz initiated the meeting and the Administration did not encourage it.

The New York Times (1/9, Horton, Subscription Publication, 13.9M) says the meeting indicates Tsai is
seeking closer relations with the Republican Party as it prepares to maintain control of Congress and take
control of the White House. Cruz said his discussions with Tsai addressed “our mutual opportunity to
upgrade the stature of our bilateral relations in a wide-ranging discussion that addressed arms sales,
diplomatic exchanges and economic relations.” Tsai also met with Texas Gov. Greg Abbott for
discussions on energy, commerce, and trade. The Times notes Tsai has increasingly focused on ways to
reduce Taiwan’s economic dependence on China.

Taiwan Protects Hong Kong Lawmakers From Pro-Beijing Protesters. Taiwan granted one young
pro-democracy activist and three legislators from Hong Kong police protection from hundreds of pro-
Beijing protesters demonstrating against their visit, Los Angeles Times (1/9, Jennings, 4.52M) reports.
The three Hong Kong lawmakers were in Taiwan for the weekend for discussions on advancing
democracy. Local media outlets suggested a mafia-style gang connected to mainland China organized
the protests, but others suggested disgruntled Chinese Communist officials were responsible.
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