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How did we get here?

1. DHS designates elections as critical
infrastructure

\, 2. DHS works to help the sector self

Press Release 3. DHS announces information about

Janmary 6. 2017

STATEMENT BY SECRETARY JEH JOHNSON ON THE DESIGNATION OF : H
ELECTION INFRASTRUCTURE AS A CRITICAL INFRASTRUCTURE u s s I a n a c I n g O s a e s

SUBSECTOR

I have determined that election infrastructure in this country should be designated
as a subsector of the existing Government Facilities enitical infrastructure sector. Given
the vital role elections play in this country. it 1s clear that certam systems and assets of 4
election infrastructure meet the defimition of entical mfrastructure. in fact and in law [ ]

I ave reached this determumanion so that election infrastmenire will. on a more )
formal and enduring basis, be a pniority for evbersecunty assistance and protections that
the Department of Homeland Secunty provides to a 1z of private and public sector

entities. By “election infrastmcture.” we mean storage facilities, polling places. and
centralized vote tabulations locations used to support the election process, and

information and communications technology to include voter registration databases,
voting machines, and other systems to manage the election process and report and display
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What is Cl and where did it come from?

The short answers:

e Whatis CI?

A federal designation, made by the President (through the Secretary of
DHS) stating that a type of infrastructure is critical to the function of the
country

e The designation primarily does two things:

 Re-characterizes attacks on this infrastructure to enable the federal government to
take additional steps not previously available against actors who attack this
infrastructure

e Prioritizes threat prevention information sharing to critical infrastructure entities and
creates mechanisms that facilitate this information sharing
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What is Cl and where did it come from?

The short answers:

epic.org

Where did Cl come from?

Critical infrastructure is a term that has been around for a long time

The Clinton administration created the first iteration of modern Cl in 1996
e (Created a national commission on critical infrastructure
 Designated the first eight Cl sectors

The current definition of comes from the Patriot act and a presidential
directive (PPD-21) as:

. “systems and assets, whether physical or virtual, so vital to the United States that the incapacity
or destruction of such systems and assets would have a debilitating impact on security, national
economic security, national public health or safety, or any combination of those matters.”
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he Cl Landscape

epic.org

Four categories of entities that
make-up the Cl landscape

Department of Homeland Security
(DHS) — Charged with administering
and managing Cl as a whole

Sector Specific Agencies (SSAs) —
Charged with managing a sector and
its sector specific plan

Sector: The way infrastructure is
categorized

WWW.eac.gov

Sector Specific Agencies: The
federal agency that maintains
the sector and the partnership
of the councils within it &
maintains the sector specific

Security Advisors

Department of Homeland
Security: Charged with
administer the National
Infrastructure Protection Plan

plan

The Organizational Unit that
represents a section of the
nation’s critical infrastructure
that contains entities with
common traits

ISACs/ ISAOs Operational

Sector Councils Units
Federal Senior Leadership

havainfo@eac.gov
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What Do | Really Need to Know About CI? — Key National Players

1. Department of Homeland Security

e Charged with administering Cl:
* Designates infrastructure as Critical Infrastructure
* Creates Sectors
e Serves as many Sector’s SSA

2.  Sector Specific Agency (SSA)
* The federal agency that maintains the sector and the partnership of the councils within it
* Maintains the sector specific plan

3. ISACs and ISAOs
* Non-governmental information organizations

4. Protective Security Advisers & Cyber Security Advisers
 DHS employee that works to help inform entities within a geographic area of threats and vulnerability
mitigation information
5. Coordinating Council

* An organizing and information sharing entity to which entities from a critical infrastructure sector belong and
interact to share security information with each other.and the SSA

epic.org EPIC-17-03-31-DHS-FOIA-20180919-Production-EAC 000008
8

WWW.eac.gov havainfo@eac.gov


Linnette.Harris
Sticky Note
None set by Linnette.Harris

Linnette.Harris
Sticky Note
MigrationNone set by Linnette.Harris

Linnette.Harris
Sticky Note
Unmarked set by Linnette.Harris

Linnette.Harris
Sticky Note
None set by Linnette.Harris

Linnette.Harris
Sticky Note
MigrationNone set by Linnette.Harris

Linnette.Harris
Sticky Note
Unmarked set by Linnette.Harris


Really, What is a Sector?

Definition: A logical collection of assets, systems, or networks that provide a
common function to the economy, government or society — 2013 NIPP

What this means:

e Sectors are how DHS organizes its approach to the nation’s Critical
Infrastructure

e |finfrastructure is critical and similar to other infrastructure, then it is in
the same sector

e Sectors each have their own governance structure and operational
protocols - each is unique
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Really, What is a Sector? — Contents

e Sectors contain relevant critical

infrastructure and its owners and Sector/ SSA
operators
e Sectors also contain organizational Councils

mechanisms and entities that
facilitate sector operation and

information sharing Sector Government
Coordinating Coordinating
e These are usually:

Council Council
e Sector Coordinating Councils

e  Government Coordinating Councils
e ISAC

4
% A pore <D ¥
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Really, What is a Sector? How does a sector usually managed?

e The Sector Specific Plan is drafted

and managed by the SSA with Sector Specific Plan (SSA administered)
input from the councils
 This guides the sector as a whole Councils — Each self chartered and
e The councils are self-chartered governed
and self organizing - —
Sector Coordinating Government Coordinating
® The councils write their own rules Council — self chartered Council — self chartered

an d d |Ctate thelr owh mem be rsh | p . (g:son:ra)isns potential working . (g:fonljt:isns potential working
and operations

e This includes information sharing
protocols
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Sector Drilldown: What is a Coordinating Council?

General Definition: an organization to which a critical infrastructure entity,
owner, or operator can belong. The coordinating councils facilitate
information sharing and promote risk management efforts throughout the
sector and between the sector and DHS.

Typical (but not required) Types:
1. Sector Coordinating Council — Represent the involved private sector entities

2. Government Coordinating Council — Represent the involved government
entities
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More Resources

e ClScoop-Blog
e A new blog every few days

e Covering all topics Cl and
elections as Cl

e Updates on the EAC and ClI

e Starting Point Document
e 6 page in-depth overview of
Critical Infrastructure and
Elections as Critical
Infrastructure

WWW.eac.gov
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Cl Scoop
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Ay U.S. Election
This blog will discuss critical infrastructure, the desi
surrounding the designation, the goal is to share wh c ! 5

Systems as
Critical

be more informed.

Cl Scoop: History of Critical Infr

May 17, 2017
The definition of critical infrastructure has chang
infrastructure” was developed in 1996 when Pre|
established a national commission on critical inf

A New Home Base for Critical In

May 11, 2017
This series will regularly discuss critical infrastry
issues surrounding the designation, the goal is tg
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Questions?
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Sector Drilldown: How does a coordinating council usually operate?

Generally: The coordinating council meets regularly to discuss the state of the
sector, needs of the members of the council, projected future needs, and events
within the sector. The council also may usually set up working groups to explore
Issues.

Special Treatment: The coordinating councils may at times take advantage of
CIPAC protection that allows council communications to be treated differently
under FOIA

Disclaimer: The councils are self-organizing and self-governing. So, none of this is
set in stone and the council charters can affect the councils’ structure and
operations significantly
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Where Do We Go From Here?

1) Research all that you can, and
learn as much as you can so that
you can engage in conversations
that will affect your work in a
real and meaningful way

2) Leverage your years of expertise
and your excellent skills

3) Use your resources like the EAC

o gl 7

p=_ % A
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U.S. Election
Systems as
Critical
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Contact Us:

Mark Listes
Phone: 202-476-9051
Email: mlistes@eac.gov

U.S. Election Assistance Commission
Phone: 1-866-747-1471

Email: havainfo@eac.gov
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opics — Questions That I'll Answer

I. Cybersecurity, Elections
.  How did we get here?
II. What do we do now that we are here?

Il. What is the EAC doing with all of this?

lll. What is Critical Infrastructure and where did it come from?
IV. What do | need to know about Critical Infrastructure?

V. Really, what is a sector?
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How did we get here?

S R R N B

Unsure What sanders [ PﬁESiDENT TRi_]MP IRlIJ_ssian _I_-Ia_ckipg and Influence ip the U.S. Election %

Clinton Says She's q THEWALL STREET JOURMAL. |-~ Jan. 6

Clinton lost in key battleground states; GOP keeps Senate and House
Forecasts

Means bv lwall Streetl | POPULIST SURGE LIFTS REPUBLICAN TO UPSET [ )l-L. Qg R £ \i ease
CiCd.
= = — - y - STATEMENT BY SECRETARY JEH JOHNSON O THE DESIGNATION OF
CIIoN L INFRASTRUC TURE

17 GOP
CANDIDATES
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So Where Are We?
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different EeEEL
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eyes watching us f' Leadiines
i About
- We have some new __ _ Hackingand

\_the Elections, ’

terms, skills, and
information that we
need to know and use
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What is the EAC doing with all of this?

The EAC is dedicated to helping
election officials be ready to
protect their systems against
modern cyber threats

We see Critical Infrastructure
and the resources that come
with it as one component of the
larger Cybersecurity picture

We are crafting resources to
address all fronts

WWW.eac.gov

CY

Testing and
Certification

bersecurit),

Ongoing
Cyber Best
Practices and
Information

Critical
Infrastructure
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What is Cl and where did it come from? — The timeline

2002 Patriot Act

& Homeland

Security Act
*Establishes e “cyber” is ¢ Defines e Supersedes e PPD-211is e January 6:
natlongl _ added to ClI Critical PPD-63 signed Elections
commission on c Definition Infrastructure e Builds on top initiating the Infrastructure
*Establishes the e Designated e Establishes of PPD-63 process of designated as
original eight Cl federal DHS e Increased structuring the part of
sectors . i dern Cl t
agencies to requirements moaern governmen
lead sectors on federal structure facilities sector
(SSAs) departments through the -
and agencies 2013 NIPP
 New definition * Government
of SSA Facilities
sector created
\ J \ J \ J \ J \ J \ J
x \> E
. i gy .7
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What Do | Really Need to Know About CI? — Documents to Know

3 )

Homeland
Security
Act

. y

Created DHS and
empowered DHS to
designate Cl as well as
create sectors

epic.org

WWWw.eac.gov

NIPP 2013

Partnering for Critical Infrastructure
Security and Resilience

Homeland
Security

Sets the vision and goals
for overall critical
infrastructure and security
and resilience efforts

EPIC-17-03-31-DHS-FOIA-20180919-Production-EAC

< B

Your
Sector/
Subsector’s
Plan

. y

This document governs how your
sector is managed, maintained and
shares information. There is no current
elections infrastructure subsector plan
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Really, What is a Sector?

Questions I’'ll Answer:

What is a sector?

How is a sector usually structured?
What is a Coordinating Council?
How does a sector usually operate?
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