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Weekly Summary for Meetings with Elections Infrastructure Officials

eeting  Meeting
ate

M Leadership Next Scheduled
Location  D: Action Eng t

gagement

Region  State DHS POC lfg;:‘““‘d‘“ sAthliacioniothenthanil o Ve oty Tssues or Concerns Follow-up Required For NPED Leadership Awareness Notes / Comments

MD welcomed the visit 3 they were ey working on
2 mecang with 75 w gecabenier
ndernaing of T dcions
scheduled for Y18 ill be ollowing | D was apen i et desie to work widh
o
Maryland P i
9 i AqUp with | facilivated by the Harvard Kennedy School (in
hiple cyber ssesshents | which she particpated),as well s the
underway/requesied formation of the new GCC
-
produtive meeing
DC s meresied in cyber assesments
Di . ™ DC Government, the Flections Office with the DC Government C vill ollow ug
3 |Dunao ] Techuology Offie, when I comes o sharing information
olumbix dissemintaed by DHS and other entities. DC stated they needed to 1 loowing tp W
O mO gD REPC and may nee et by DIS
Overall a very positivefmfeny work on that internally
DE s revamping thei clecton infrasiucture, o include Cyber support s the main focus, As the
pollng equipeans Follow-up scemed ikely, but e |cecion sesson n DE s i CY13, DE will be
3 [Delaware ill waic  request for support. [ Inernaly reviewiag the NPPD rsources
from DE scused and communicating ny Iierest i
receling support.
PA provided an overview of el eletlon securty
fTors - whichincluded having taken advaniage of DIS
cber securiy esources it year aff e that they | PA was very apprecce of the outreach, and
P e i g o thei cber sty work and [ et ey, P O o
eetmed ntersed n speaking ftber about physcal securlty | Turhereybee secury asssance, and | Hormelnd Secuin
Pennsylvania TeRErY Provided THID on SRaIional ¢y ber programs, and | asistance - they expressed that his Issue was more of a coneern | to discuss physical securlty Spoke of thp AR TR D I OTfce has
¢ this potat than eyber sues, cnbancement nitaives ahesd of the [WIRDHS, which (iRePhibhlghied
2ext electons. parnership benells.
wells nformtion harog
SR and OCIA were sready | CSRC and GCIA began el dlogue with VA
. engaged with VA priortothis | section offcals e lection infrasructur per
5 |k Cyber was VA's main focus; however, VA also expressed the need | cijnc <o there will be continued | request from NPPD - this was prior to the kick
Ik S follow-up . potental yber [ offofth offcil national RD
3 West Virginia 10/25/2017 10/25/2017
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Meeting
Location

ey Atedecs S ATHaGon it oo P s SR —— ForNEED Ledentip  Lewerhip | 5l Noves / Commens
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[Region ~ State MeetingDate  DHSPOC

5 needs 0 send et sheers and detaled lising sheetwith

4+ Tennessee | Capitol, Sof 09/21/17 * hem? NCICC council meeting.

offce the costto put Albertsensor n all 5 counties? Willthere be grant

cvber scrvce programs nd inaves s dhem i touch with both eglonal and HQ exercse teams.

funding avalible 0 support implementton St provid b racaces dcument and ik o e VTE

NG personnel had no complaints and repored only posiise interacion wih
DHS, and relayed a high willingness o work vith DHS programs and
personnel © engage on vrious prepreness and protecive opporunies
Wane «

Overview of DHS cyber capabilis, evaluaions and informtion - S
Sharing and nfo response el o damadon ang
Bestpracices. SBOE IO sed th

PS4 program

Norih Carolina

4 [Nonh |swecapiol 09726/17 g (7€ Cohatace n the sysiem - that any breach or perception
Caollna [ Bectons i apaplisathy el o thres, N Fton Cener s w‘;h“” e s
Offce GCCaspecs o dhe secor and the vendor-emerging S0 e RO A e

NiFe.
MS-ISAC and their servces, ke scanning and ncident respanse

T o e P

protecive servies and resources; do we Know of downsream hacks? pect D ot achantage of cvauaton and other full sue

[ They believe they have best ractics that should be shard as voluntary voting |of services

sundards offerd o the SCC.

o do ey nforn e S of more s sandrs e e e

han NIST-

DA RN N N

offcials (1., those 100 county agencies “who own the voring and wbulation
ind oy

systems downsresm”). DHS, upon query, sated that the same leve

of ybersecurty, physical, and iteligence services were avilble to those
local government parmers,

Tl 1) mesing WA S8 g o e on e

it b e o GEC bt v b ke 1 paricpe ekounees, Same wh SA - secuy wiing and surere

South Carolina Woukd e knw b ey coukl e usomized i/ e Nore i on P program an a confrense call with dhe Il
b | [saccaol . EPD) programs - CSA P5A n 1A el offcr. wrining for clecions personnc programoffc
Carolina | Elctions e el s oo o s o v s ety wilh M5 AC. Right e i SIS [
Ofice claionship it the St CISO, but the clctions tam ot benefiing o #
bt relsionship.

Wit ey s responaeiy ot o
P R O s By,
11 MS SAC s e scnng nd e repone, [ 1L e [rEr——
§ A et s o OUSIR.hyvato v god ueringof cionrcs e e T
cANGCCapiblue) Ko f s sy gy s .|t g i oty i s

D)
e 3. Overview of DHS cyber capablies, evluations, informtion sharing| e 1 one sate can't b sold o another ste actoss th suatefor in Orlndo - For CSA and PSA o arend.

4 [Rords |capiol. o5 W05
i

and respnse. o . :
respons Who has control ofthe dt - for the PEN ests? e e el ey
PCtE Do we have resources/services - 1 ctall provide those srvices acros the | for sate elecion sysems. Confirm that tis i n the works.
5. 18A capabiles a they relc t thret, Fusion Center functions y
5 e capabilce naron with the currentcybersecuriy saf Very apppreciatie for s oureach, Significant willingness o
5 pare with DHS. They vill volunteer for il programs and
ddiionl rining opportuniies. They want o be  grally good.

e ol o g ity oo [oag S b i R i i G ot S et
Missisippl 3. O of DS s, et nformation saiog il o resures it %D - coordination on whorm is going to receive the clearance for
B P IV e e =

= 5.l designstion 4. How sec we going t communicat incidents or immediste response ctions
cspecilly in the interm of sccury clesrances.

g e co i e
it gl o s brcfom cyber St s oking for e
11D e 054 gyl i — oufcton s ey
CNACE apibiie
. Ol of IS e i e, it s . o s, sl v sl )
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“They have 7 regional aining events where they would like | contacts te 505 on trgeting of
DHS to provide cyber and physical security wning during | elecion infrasructre, 505 sad
2016
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Weekly Summary for Meetings with Elections Infrastructure Officials

ion Points Isues or Concerns Follow-up Required For NPPD Leadership Avareness Leadership Action

Next Scheduled
Engagement

Meeting  Meeting
Location Date

Region  State. prspoc K€Y Attendess & Afilfation Notes / Comments
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Meeting
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Weekly Summary for Meetings with Elections Infrastructure Officials

Key Attendees & Affiliation

Meeting D
eeting Date other than POC

DHS POC Key Discussion Points

Issues or Concerns

Follow-up Required

For NPPD Leadership

Next
Leadership Action Scheduled

Notes / Comments
Awareness
Engagement
Discussed El designation,
introduction o DHS team and
olorado s Will continue engagement
8 Colorad available to support H efforts, 55
discussed council structure,
security clearance process
s wil ollow up ate Novernber with Sate |, soing .
| 150, PSA invited to speak st annual meecing | [SF€ 18 ONBOING CONCEMM VT b1t ollone wp with Lo on
North (CHoUTIng BT CoUnC has IVErse represctation (o b, PR o resiens emtont sy [ €tions DHS may requestfrom sates | FERE I oP o8
3 include rural states; cyber integrity of El s primarily at and lack of resources to meet those
Dakor documents and provide options for provide detals on poretial
the county level where polling machines and IT ocumenes o request. Overall meeting was ~[Provide dets on pole
interface reside. <on positve with a good path forward, |2+ P O FT coun
Questions from Sos;
— Gt s
inicgrity Commission? ITthére is a brecch at county P -
level would the S be notified?  Addeionaly,the Sos [ 5414 Olow up sgan wic el e
. Technology Director. PSA and CoA fivited to
8 | wyoming s interested in understanding what tis designarion [ <7e 78 DIEeon TR S8 T B and we made 2 good contact with
means, and the types of services we could offer. So§ | P Y 2 the SoS and Technology Director
discuss FI security and best practices
was impressed with the resource guide we provided
and intends to submit additional personnel and himself
for dearance.
B Montana 10/3/2017 Awaiting AAR
s U 10/12/2017
s
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State

Meeting
Location

Meeting Date

DHS POC

Weekly Summary for Meetings with Elections Infrastructure Officials

Key Attendees &
Affiliation other than POC

Key Discussion P

Both HSA and CEO were appreciative of the early coordination
and emphasized being kept in the loop and in the know.

was seeking expectations of the State and an
inderstanding of the overall goal, beyond the shared interest
in protecting the election process. At the conclusion of the
call, he said he had 3 good understanding of the capabilities
and options for support and would be keeping the Governor
apprised of the collective planning,

Issues or Concerns

“The State asked if we had the resources to do additional
assessments this year; agreed 10 work together on prioritizing
\which infrastructure elements to assess.  All agreed the fusion.
center i the central hub of information and that the CIO's
office would ensure proper distribution of relevent
information from the MS-ISAC.

Follow-up Required

DHS/NPPD will followup in person to
discuss more specific capabilites (lkely
eyber assessments) to schedule prior to the
18 clection. CSAs and.

IO and CEO later this month and RD will
recngage at next opportunity to be on the
sland (later this fall)

PSA will meet with

(GETBACK: Best Practices/Guidance on

For NPPD

Overall, very postive
mecting and all signs
point to a continued
successfal partnership on
this issues as weellas
others

Leadership

Action

None Required.

Next Scheduled
‘Engagement

follow back up in
person at next
opporuunity to be an
island.

Notes / Comments

During the 9/22 notification.

call to the CEOJ

Telayea

ould
ng

week and would arrange to
mect to disucss this service

Subsequenty, the evening
O | milestones recommended leading up to an before, the CSAs were
lecton. ETF FORAC. instructed to canel this
cogagement, RD
/cs will
GETONCE ) S e el el o, (s GFOACE (1) |75
designated CIK sector means. We spent some time explaining safesy /security of having the nation's voter
e Erordinaing eouncl smacture, wher nformtion sent centrlly o the Presidential it/ /ktarcom/sory/ 1
e dvisory Commission on Electon lntegrty. 772379/s05-arizonas-
enpaged on the GCC ETF FORAC, dlecton-hacking-was
GETBACK: Return RO with the best nothing
proacively engage n the GCC. ETE g/ v safamly co
m/story/36578063/mart
5 [anzona 10372017
y= By now we have leaned
bt the S0s / CEO i not
Discussion also included general best practices (Cyber Hygiene, the only apparatus
identifying critical services and managing assets, training/ protecting election
awareness, etc.) as well as DHS's commitment to improving infrastructure.
information sharing and the notification process going Recommendation to
forward. We encouraged the SoS office to work closely with ensure the forming GCC
1he State 50 as wel includes represencation
from non-So5/ CEO type
Although a grueling schedule, it paid dividends to do the extra organizations, such as
outreach with the State CISO, FBl and HSA near the same time Governor's offices, HSA
a5 our SoS meeting. They all expressed extreme appreclation offices, CISO, etc.
for theinclsion and exch offred adsice and guidance on hovw
GETBACK (1): Return potats of contact for [ Nevada repeatedly None Required. [ T80,
e Secretay' stffare interested in understanding the victim MS-ISAC and fusion cente; send capsbiltes | emphasized improving
the Secretary's offce i made aware of ncidents even when FoRAC. protocals and will be
the are mot the system ovener, We acknowledged this wasthe looking for noticeable
intention going forward and tht detals on new informarion GETBACK (2): Provide feedback to NCATS _[change i that process in
sharing protocals were underway, They from S0S team and return follow p with 505 the near term.
protocols will be a key focus of the G office approriatc. [N FORAC-
forward 1o secing progres in that forurm, as wel
GETBACK (3):
The Secretay and her team inquired about the MS-SAC, i i FTE
would b the offcal secor ISAC and fthe Scretary should
have thir own ‘membership. We cxplained that direct
9 [Nevada fras Vegas [T membership was an option, the services of the MS-ISAC are
avilable 0 the Secretary's offce, and commitied to reurning
MS-ISAC POC information
Overal the Secretay vas apprecitive of our meeting and of
our budding partnrship. She was thankful for our past
Support (FSA supported s year' elecion via the Hction
Integrity Taskforc). She ask for reurned information on the
full ising of our capabilis, points of contact and other
relevent products mentioned during the mesing, She - and
Her team - were understanding of th threts and
that e advise where we can on how they can improve.
eath of the
5 [Northern
Mariana
slands
5 |cum

I

epi

c.org

EPIC-17-03-31-DHS-FOIA-20201120-Supp-Production-DHS-Contacts-With-Election-Officials-Reprocessed

000009

NPPD 000359




Weekly Summary for Meetings with Elections Infrastructure Officials

Jleetiff  MeetngDate  DHSPOC  Key Attendees & Affliation other than POC Key Discussion Poiats I Follow-up Required.

Meeting

epic.org EPIC-17-03-31-DHS-FOIA-20201120-Supp-Production-DHS-Contacts-With-Election-Officials-Reprocessed 000010

NPPD 000360



ekly Summary for Meetings with Elections Infrastructure Officials

y
PHSPOC  oher than POC

Leadership Action Next Scheduled Engagement  Notes / Comments

sz

07

w0207

[ gErerm

epic.org

EPIC-17-03-31-DHS-FOIA-20201120-Supp-Production-DHS-Contacts-With-Election-Officials-Reprocessed 000011

NPPD 000401



o -

o s o - By o

i o
N - e —— o

epic.org

EPIC-17-03-31-DHS-FOIA-20201120-Supp-Production-DHS-Contacts-With-Election-Officials-Reprocessed

000012

NPPD 000402




Weekly Summary for Meetings with Elections Infrastructure Officials

Key Attendees & Affiliation other than
POC

Region ~ State

ceting  Meeting oo
ate

[Meetin Key Discussion Points Tssues or Concerns Follow-up Required For NPPD Leadership Awareness ~ Lc2dership - NextScheduled o 0/ comments
Location  D: Action Engagement

D welcomed the visic as they were aeady working on
4 meeting with PS. o geta better
ndernaing o NI L s electons

scheduled for CYI5 -

will be following | MD was open in their desire to work with

— ke's DIL YO0UL the CYDER T Lhat was
3 2 fucltated by the Harvard Kennedy School (in
which she participated), as well as the
formation of the new GCC.

Di . DC Government, the Flections Office with the DC Government C vill ollow ug

3 [P Technology Office, when  comes o harng nformation

olumbix dissemintaed by DHS and other entities. DC stated they needed to 1 loowing tp W
work on that nernlly

DE s revamping thei clecton infrasiucture, o include Cyber support s the main focus, As the
pollng equipeans Follow-up scemed ikely, but e |cecion sesson n DE s i CY13, DE will be
3 [Delaware ill waic  request for support. [ Inernaly reviewiag the NPPD rsources
receling support.
PA provided an overview of el eletlon securty
fTors - whichincluded having taken advaniage of DIS
cber securiy esources it year aff e that they | PA was very apprecce of the outreach, and
P e i g o thei cber sty work and [ et ey, P O o
ectmed ntersed n speaking ftber about physcalsecurlty | urhereybee secury asssance, and | Hormelnd Secutn
Pennsylvania 4| assistance - they expressed that this Issue was more of a concern 1o discuss physical securlty Spoke of thp AR TR D I OTfce has
¢ this potat than eyber sues, cnbancement nitaives ahesd of the [WIRDHS, which (iRePhibhlghied
2ext electons. parnership benells.
wells nformtion harog
SR and OCIA were sready | CSRC and GCIA began el dlogue with VA
. engaged with VA priortothis | section offcals e lection infrasructure per
5 |k Cyber was VA's main focus; however, VA also expressed the need | cijnc <o there will be continued | request from NPPD - this was prior to the kick
wginta 10 e genera election securky planrevewed. and that TR
plan eview I
3| west virginia 10/25/2017

10/2572017
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Meeting
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state

Tennessee Sue

Meeting Date

DHS POC

Weekly Summary for Meetings with Elections Infrastructure Officials

Key Attendees & Affliation other
than P

Key Discussion Points.

Tssues or Concerns.

Communicaton channels and POCs berweeen DHS and sate election offcal,
o e et oy havean e, b do oy oo will con

Follow-up Required

5 needs 0 send et sheets and detaled listing sheetwith
cyber services 1

For NPPD Leadership
Awareness

Leadership
Action

Next
Scheduled  Notes / Comments
Engagement

e would make sure
e beard back from
them. 10/4 cll. They
ook the message and
willlook into i

4+ Tennessee | Capitol, Sof 09/21/17 ‘ council meeting
i 55 riw o bl i sy e e st i ol et
offiee ber service programs and inititaves Vhat is the cost to put Albert sensor in all 95 counties? Will there be grant incerested fn 3 poceni
cyb progr d m‘ ‘ e put Alb " 195 Will there be gr chem in touch with both regional and HQ exercise teas.
funding avallable 0 suppors implementation rumpm»uh best practices document and lnk to federal VTE.
C pesonel i o comphins nd epored ol poste erction i
DS yed s i g s ok i DS o ond
S
v of DS e cpalis, evalatons nd nformaton
— s i
“ North Sute Capitol, 09/26/17 PSA program. g | iihidence in the system - that any breach or perception
Carolina | Elections 18A capabilities s they relte o threat, NC Fusion Center fimcrions. [/ S EO EEEE ¥ v‘”' tem - that any breach or perceprion of
[ e ool aaiom it oy ncios s o ose i o g
e
indcbion s ot At v oeing o e el o
[ T £ T S i T e e e e ] TAPCt Theh 5 IRC Savantige Of Cranuatons ahd other full sufte
Ty ey v et e ot o b und o vl sosin. (o s
oot o h S
oo e o e S0 of more s sundars e s e igher
o 15 s
S 10 hos 100 ouny s b o b oing o o
s o DS, wpo gy, s it o e e
ey, e, axd s e e v o
o e S g [
Wank b e of GEC, ot e b s o it s S i S5 ey g and e[ gt o it o
- oGt " ot r ol ke ok B ey ol e o physicl e Nore nfson ! program nd s conferenes <l with he PIT | meai gt t They would Tk
B D g -5 5 o g o o e Hore bl e g e Toe oL
Office information before the media
oo dlgt sy deanc esposily o e Cos,
e oS ey s s A ke ey
1 MSISAC e s, M s e, [ et o g b e s gy
§ A et b OISy vt v god g e o s o4 g s e e o
[EEEERe ) position ction systems gacy sytems on a national 5ot December + meeting with the county chi ton off
Florida Sure 3. Overview of DHS cyber capabilities, evaluations, information sharing| n‘\v“‘"‘ o “y“‘v‘““”“’:“ “:““ k,b, U "‘v“”’ paonl o8 oty e v‘h“ e ”f(‘;“‘"”‘“‘r’” {Zd ‘y‘y:“y‘j&‘:’ y‘v’vw‘y‘;‘“‘
e Joeies | s d ropone b conrlof o - for o RN o GO et ey G ek of b prcices
= EE Do we have resources/services - to actually provide those servies across the | for state electon systems, Confirm thatthis s n the works.
A y
' AT T A o e S
ionl g oppraios. oy wat s b s ey god
o ey [ | 0
it
TR e e | RN i o i oo e[S O S i o oS o
3 oD ol (51 g,y iy e, |aring 17 P, i v . i ot i o O sy v [ s 1
Concice e il i s sty conrl bt ling .| o e 35 o
oot v o1 el o, i o BT o et gy s " oo om b i gin e e o o
4 ississippi | A€ C4PHo! 10/03/17 and response. State is concerned about fedearl government role in making mandator the state.
S ectons —— et denes e s “—
Office e e D e R s e s 2
I
yting e o rin el
S
11D e 054 gyl i otcton o
CnaIcE apbiie) oy e 7 segonl g evens where ey wou ke | <omacs e o on g o
s 2 Gt of DS b capabls,vuatons, formatn s 1. oo prceses,pecicl it actonble el [ S S R
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Weekly Summary for Meetings with Elections Infrastructure Officials

ion Points Isues or Concerns Follow-up Required For NPPD Leadership Avareness Leadership Action

Next Scheduled
Engagement

Meeting  Meeting
Location Date

Region  State. prspoc K€Y Attendess & Afilfation Notes / Comments

50 Liwson s the resdent o the National Avociation of Secreariesof
et that DS e
Afollow-up vistn

ndisnapolis by the
Indisma "ot centrs and Bl Ste Universty lecions cemierof | AUS/ADUS s

s [t
ork with s S Linglr o mndoce il o
i
[—
mecing sy i S Bcton Bt b i 101
e W i
e
5o 12,2017 pis/cs it L e i :

<ouny/cy clrksa bt anmual et  Springfeld, L.

o Offce of Homeland ecurty

—E—
< B e 3 NASED Midwest
suended Anshetm mect B with GEC ol out

W1 has 1,853 municipalities that conduct clections; !
R - MTRECHR R pey e o e

o B2 d secursy forpat cycls
e Sccuty Panning 2018 cuthine/bes practices document
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MeetingDate  DHsPoc = KeyAttendees&Affiliation |y by gion points
other than POC

Issues or Concerns

Follow-up Required

For NPPD Leadership

Next
Leadership Action Scheduled

Awareness
arene Engagement
Discussed El designation,
introduction o DHS team and
olorado s Will continue engagement
8 Colorad available to support H efforts, 55
discussed council structure,
security clearance process
s wil ollow up ate Novernber with Sate |, soing .
CISO, PSA invited to speak at anmual meeting | 11°F¢ 18 ODBOIDE CONCEMM VT p1eoce ollone up weith L on
North (CHoUTIng BT CoUnC has IVErSe represcntation (o b, PR o pesten emtont iyt sy [ €tions DHS may requestfrom sates | FERE I oP L O8
3 include rural sates; cyber integrity of El s primarily at and lack of resources to meet those
Dakor documents and provide options for provide details on poretial
the county level where polling machines and IT ocumenes o requests. Overall meeting was ~[Provide dets on pole
interface reside. <on positve with a good path forward, |2+ U O Ff coun
Questions from Sos;
— Gt s
inicgrity Commission? ITthére is a brecch at county P -
level would the S be notified?  Addeionaly,the Sos [ 5414 Olow up sgan wic el e
. Technology Director. PSA and CoA fivited to
8 | wyoming s interested in understanding what tis designarion [ <7e 78 DIEeon TR S8 T B and we made 2 good contact with
means, and the types of services we could offer. So§ | P Y 2 the SoS and Technology Director
discuss FI security and best practices
was impressed with the resource guide we provided
and intends to submit additional personnel and himself
for dearance.
B Montana 10/3/2017 Awaiting AAR
s U 10/12/2017
s
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Weekly Summary

r Meetings with Elections Infrastructure Officials

For NPPD

Region State ::[’ ::Zf‘ Meeting Date DHS POC Affiliation other than POC Key Discussion Points Issues or Concerns Follow-up Required Leadership Le:(::il::lp N;lg:;:;i‘::d Notes / Comments
Awareness
Both HSA and CEO were appreciative of the early coordination | The State asked if we had the resources to do additional DHS/NPPD will followup in person to discuss|Overall, very positive None Required TBD - an During the 9/22 notification
and emphasized being kept in the loop and in the know assessments this year; agreed to work together on prioritizing | more specific capabilities (likely cyber meeting and all signs and/or CSAS wi call to the CEO)|
‘was seeking expectations of the State and an 'which infrastructure elements to assess. All agreed the fusion [assessments) to schedule prior to the 18 point to a continued follow back up in
understanding of the overall goal, beyond the shared interest in |center is the central hub of information and that the CIO's office |election. CSAs and PSA will meet with CIO  [successful partnership on person at next
protecting the election process. At the conclusion of the call, he |would ensure proper distribution of relevent information from [and CEO later this month and RD will this issues as well as opportunity to be on
said he had a good understanding of the capabilities and options |the MS-ISAC. reengage at next opportunity to be on the  [others. island
for support and would be keeping the Governor apprised of the island (later this fall) week and would arrange to
collective planning. et to disucss this service
5 — GETBACK: Best Practices/Guidance on Subsequently, the evening
milestones recommended leading up to an before, the CSAs were
clection. ETF FORAC. instructed to cancel this
engagement. RD
will
GETBACK (1) m repeatedly  Related media reports post |See GETBACK (1). | TBD.
The discussion started around what election infrastructure as a requested the DHS Tormally advis on the  meeting
designated CIK sector means. We spent some time explaining safety/security of having the nation’s voter
the coordinating council structure, Wh“m information sent centrally to the Presidential  http://ktar.com/story/17
expressed interest in having her (or her office) directly engaged Advisory Commission on Election Integrity. ~ 72379/s0s-arizonas-
on the GCC. ETF FORAC. election-hacking-was-
much-ado-about-
GETBACK Rmnn_ with the best  nothing/
points of contact for Secretary Reagan to
proactively engage in the GCC. ETF/RD  http://www.azfamily.co
FORAC. m/story/ 36578063 /mari
copa-county-recorder-
confident-in-election-
security
9 Arizona 10/3/2017 |
By now we have learned
that the So$ / CEO is not
Discussion also included general best practices (Cyber Hygiene, the only apparatus
identifying critical services and managing assets, training/ protecting election
awareness, etc.) as well as DHS's commitment to improving infrastructure.
information sharing and the notification process going forward Recommendation to
We encouraged the SoS office to work closely with the State ensure the forming GCC
CISO as well includes representation
from non-SoS$/CEO type
Although a grueling schedule, it paid dividends to do the extra organizations, such as
outreach with the State CISO, FBI and HSA near the same time as Governor's offices, HSA
our SoS meeting. They all expressed extreme appreciation for offices, CISO, etc.
the inclusion and each offered advice and guidance on how we
can best support the State with respect to elections.
GETBACK (1): Return points of contact for | Nevada repeatedly None Required TBD.
[The Secrefary's staff are interested in understanding the victim MS-ISAC and fusion center; send capabiltiies  |emphasized improving
notification process, with particular interest in ensuring that the summary of DHS services. RDJIN informaiton sharing
Secretary's office is made aware of incidents even when they are FORAC. protocals and will be
not the system owner. We acknowledged this was the intention looking for noticeable
going forward and that details on new information sharing GETBACK (2): Provide feedback to NCATS  [change in that process in
protocals were underway. They recognized that these protocols from SoS team and return follow up with SoS [the near term.
will be a key focus of the GCC and SCC and look forward to office approriate. CSATJR FORAC.
seeing progress in that forum, as well
GETBACK (3)
The Secretary and her team inquired about the MS-ISAC, if it = ETF
would be the offical sector ISAC and if the Secretary should have FORAC.
their own 'membership'. We explained that direct membership
9 Nevada [Las Vegas 1i-oct NN was an option, the services of the MS-ISAC are available to the
Secretary's office, and committed to returning MS-ISAC POC
Overall, the Secretary was appreciative of our meeting and of
our budding partnership. She was thankful for our past support
(PSA supported last year's election via the Election Integrity
Taskforce). She ask for returned information on the full listing
of our capabilities, points of contact and other relevent products
mentioned during the meeting. She - and her team - were
understanding of the threats and vulnerabilities to elections and
election infrastructure and asked that we advise where we can
on how they can improve.
9 American Somoa
Commonw
eath of the
9 Northern
Mariana
Islands
9 Guam _
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