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From: Sand, Peter

To: Andrew, Emily; Richards, Rebecca; Ealkenstein, Cindy

Ce: Callahan, Mary Ellen; Lockett, Vania

Subject: RE: [SOC] White House Actions Tasking - NSS - Paper DC on DIB Pilot Extension - (Due 11.10.11 0900)
Date: Monday, November 28, 2011 11:09:52 AM

Emily,

(can't copy/paste from .pdf)

(b) (5)

Pete

From: Andrew, Emily

Sent: Mon 11/28/2011 10:58 AM

To: Sand, Peter; Richards, Rebecca; [l{(9)X(@ Falkenstein, Cindy

Cc: Callahan, Mary Ellen; Lockett, Vania

Subject: FW: [SOC] White House Actions Tasking - NSS - Paper DC on DIB Pilot Extension - (Due
11.10.11 0900)

Attached is some additional info on the DIB pilot. | did speak with our ClO this morning and it looks
like it’s going to be a heavy lift for them to get this done within 60 days. Hopefully we will learn
more today during our workgroup call.

Emily

From: Parkinson, Deborah

Sent: Monday, November 28, 2011 10:14 AM

To: Andrew, Emily

Subject: Fw: [SOC] White House Actions Tasking - NSS - Paper DC on DIB Pilot Extension - (Due
11.10.11 0900)

From: Parkinson, Deborah

Sent: Tuesday, November 15, 2011 05:20 PM

To: McDermott, Thomas M

Subject: FW: [SOC] White House Actions Tasking - NSS - Paper DC on DIB Pilot Extension - (Due
11.10.11 0900)
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Deborah Parkinson

Deputy Chief of Staff

National Protection and Programs Directorate
Department of Homeland Security

office:

cell

From: NPPDtasking
Sent: Tuesday, November 15, 2011 3:59 PM
To: CS&C EXEC SEC

Cc: Parkinson, Deborah; McConnell, Bruce; NPPDtasking; OJXG) m
Subject: FW: [SOC] White House Actions Tasking - NSS - Paper DC on DIB Pilot Extension - (Due
11.10.11 0900)

CS&C,

For your awarenes, lease
I You'| note that there are follow-up actions outlined that are to

be completed by DHS. Please share this information with your leadership.

v/r,
(b) (6)

NPPD Exec Sec
I () (6) |
BlackBerry:

rrom: SDIGN
Sent: Tuesday, November 15, 2011 2:38 PM
To: Moore, Deborah O; NPPDExecSec; NPPDtasking;

Cc: BrieEngSta!A' (XM OGC Exec Sec; (b) (6) Cam !e" gnSra !;
Plcy Exec Sec; I&A Exec Sec;

MGMTExecSec;
Subject: [SOC] White House Actions Tasking - NSS - Paper DC on DIB Pilot Extension - (Due 11.10.11
0900)

Attached is I (Y W 7 picase note there are

numerous actions for DHS.

To:
Cc: BriefingSta

o
Sent: Wednesday, November 09, 2011 11:17 AM



00152

Subject: White House Actions Tasking - NSS - Paper DC on DIB Pilot Extension - (Due 11.10.11 0900)
Importance: High

(b) (3)

WHITE HOUSE ACTIONS TASKING

Document Name NSS - Paper DC on DIB Pilot Extension
Tracking Number 11.0005.188 / thd

Lead Component NPPD

Required Coordination OGC, PLCY, I1&A, MGMT

Product Requirement.

1) Deputy Secretary-level comments/approval on the
paper in a consolidated and adjudicated comment
matrix. (***Matrix must speak in 1 unified DHS voice***)

2.) Action Memo from NPPD leadership to S2
recommending approval and transmittal of DHS
response to the White House.

3) Completed Coordination Sheet detailing names of
people from Components that have coordinated. (**We
must receive this in order to consider the tasker
complete**)

Notes COORDINATING COMPONENTS: Please work with NPPD as

soon as possible.

NPPD will lead and submit the final document to DHS Exec
Sec.

b_G_C_C_Q_QLdinatign: Please ensure that briefing materials have
been fully coordinated with OGC staff working in your
component.

If you anticipate being late with your comments please alert
Lead Component and BriefingStaffA.

Due Thursday, November 10, 2011 (0900)

*Components listed in the “Required Coordination” shall provide a POC on this issue to NPPD as soon
as possible upon receipt of this tasking.

Coordinating components should send unclassified responses/comments to NPPD and

(b) (6)

NPPD should forward final consolidated response to ESEC.

(b) (6)
Office of the Executive Secretary
Office of the Secretary

Department of Homeland Security

(b) (6)
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Brendan
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Andrew, Emily

From: Davis, Robert M

Sent: Friday, December 09, 2011 10:35 AM
To: Andrew, Emily

Cc: Falkenstein, Cindy

Subject: RE: DIB

Attachments: DHS TPs re Bloomberg.docx

Here are the talking points Mark used for this story that Bloomberg ran today on its pay
site.

By Chris Strohm

Dec. 8 (Bloomberg) -- The Obama administration will extend a test program for sharing
classified data on cyberthreats with defense contractors and Internet-service providers,
shifting management of the effort to the Homeland Security Department.

The Defense Industrial Base cybersecurity program will be extended for several more
months, Mark Weatherford, the Homeland Security Department’s new deputy undersecretary for
cybersecurity, said in an interview today.

Under the changes to the program, run since being announced in June by the Defense
Department, Homeland Security will assume the leading role in interacting with Internet-
service providers, said Weatherford, who started in his position last month. The Pentagon
will remain the primary contact for defense contractors, he said.

The purpose of the extension is to “get better in the sharing of information” about
cybersecurity threats, he said.

Data breaches this year at Sony Corp., Citigroup Inc. and Lockheed Martin Corp. have
sharpened government scrutiny of U.S.
network defenses. Several cybersecurity bills circulating in Congress call for wider sharing
of information about hacker threats between U.S. agencies and companies.

Under the voluntary program to be overseen by Homeland Security, the government and
participating companies exchange sensitive data on cyberattacks and hacker threats to help
safeguard networks critical to the military.

The government hasn’t disclosed the companies that are involved. Ed McFadden, a

spokesman for Verizon Communications Inc., declined to comment, as did Mark Siegel, a
spokesman for AT&T Inc.

No Personal Communications

Participating Internet-service providers will provide Homeland Security with information
about intrusions and attacks on their networks, and the department will pass data to the
Pentagon. Cyberthreat information from the Pentagon -- primarily the National Security Agency
-- will be passed through Homeland Security to commercial Internet providers.

The information from Internet providers won’t include the content of subscribers’
personal communications, the department said. Instead, the data to be shared is limited to
summary statistics about the kinds of incidents that are being detected, according to the
department.

Putting Homeland Security in charge of dealing with Internet-service providers “is an
appropriate way to evolve the program” and intended to reinforce the idea that the department
is responsible for working with the owners and operators of non- military critical
infrastructure, Weatherford said.

For Related News and Information:
Computer security news: NI ITSECURE <GO> Today’s top technology news: TTOP <GO> More
technology regulatory news: NI TECHREG <GO> Top government news: GTOP <GO>

--Editors: Michael Shepard, Romaine Bostick
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| just got a call from [(9K(@Fpsking about our “responses” to that meeting the other day. She said she would like
something written, at least identifying issues on the way, being worked on, etc. 1don’t know that we ever talked about

how to respond — should we talk or try to figure out a plan? Btw,
I ec

Mary Ellen Callahan
Chief Privacy Officer
U.S. Department of Homeland Security
245 Murray Lane SW, Mail Stop 0655
Washington, DC 20528-0655
Telephone:

E-mail: (b) (6)
Website: www.dhs.gov/privacy
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From: Andrew, Emily

To: Falkenstein, Cindy; Lockett, Vania
Subject: FW: Cybersecurity and NSS

Date: Friday, December 16, 2011 4:06:22 PM

FYI = I'm hoping US-CERT gets something today!

From: Callahan, Mary Ellen

Sent: Friday, December 16, 2011 3:55 PM
To: Andrew, Emily

Subject: RE: Cybersecurity and NSS

No, | hadn’t promised that, just told him the approach.
Y ¢y can send cirectly,that would be

great! mec

Mary Ellen Callahan

Chief Privacy Officer

U.S. Department of Homeland Security
245 Murray Lane SW, Mail Stop 0655
Washington, DC 20528-0655

Telephone: (b) (6)
Fax: (b) (6)
E-mail: (b) (6)

Website: www.dhs.gov/privacy

From: Andrew, Emily

Sent: Friday, December 16, 2011 3:41 PM
To: Callahan, Mary Ellen

Subject: RE: Cybersecurity and NSS

Okay — so we should send to him to review before sending to [(X(©)

From: Callahan, Mary Ellen

Sent: Friday, December 16, 2011 3:31 PM
To: Andrew, Emily

Subject: Re: Cybersecurity and NSS

| talked to jitaliaadthe day we talked, told him our approach. He was appreciative, and said he wd
do the same. You guys go ahead.

Mary Ellen Callahan

Chief Privacy Officer

Department of Homeland Security
Work

cell

I:rom Andre\;v, Alr-:minA
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Sent: Friday, December 16, 2011 02:47 PM
To: Callahan, Mary Ellen
Subject: FW: Cybersecurity and NSS

Mec- as you can see we are still working this and | hope to get something back to you today. Once

we get the lstfinalzed,
S ' icve that you were going to [N (ONC I

If you are out of pocket after we get this finalized one of us can send to[(§(3] I'm out on leave
next week too and will have very limited access to BB Tues — Thurs but we will make sure it gets
done.

From: Andrew, Emily
Sent: Friday, December 16, 2011 2:37 PM

To: Goode, Brendan; Harris, Richard; Falkenstein, Cindy; McDermott, Thomas M; Rock, Lee
Cc: Jacobs, Michael; Steiner, Kurt; _m* Callahan, Mary Ellen; Austin, Mark
Subject: RE: Cybersecurity and NS

Here's the attachment. We just need to [N VG M

Please feel free to give me a call if you have any questions.

Emily

(b) (6)

From: Goode, Brendan

Sent: Friday, December 16, 2011 2:27 PM

To: Harris, Richard; Falkenstein, Cindy; McDermott, Thomas M; Rock, Lee

Cc: Andrew, Emily; Jacobs, Michael; Steiner, Kurt; mt@- Callahan, Mary Ellen; Austin,
Mark

Subject: RE: Cybersecurity and NSS

Emily’s e-mail was requesting a

Please reference earlier attachment.

From: Harris, Richard

Sent: Friday, December 16, 2011 2:22 PM

To: Goode, Brendan; Falkenstein, Cindy; McDermott, Thomas M; Rock, Lee

Ce: Andrew, Emily; Jacobs, Michael; Steiner, Kurt; [ ll{OXGIIEE Ca'ahan, Mary Ellen; Austin,
Mark

Subject: RE: Cybersecurity and NSS

Brendan — not sure what you are looking for.... | | | EGEGEGEzEzEzNOYSEEEE

From; Goode, Brendan
Sent: Friday, December 16, 2011 1:10 PM
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To: Falkenstein, Cindy; Harris, Richard; McDermott, Thomas M; Rock, Lee
Cc: Andrew, Emily; Jacobs, Michael; Steiner, Kurt; -m- Callahan, Mary Ellen; Austin,
Mark

Subject: RE: Cybersecurity and NSS
Importance: High

Lee/Rick-

Do we have a timeline for when we can get a response back to Cindy and Emily?

Thanks,
Brendan

From: Falkenstein, Cindy

Sent: Thursday, December 15, 2011 5:21 PM

To: Harris, Richard; McDermott, Thomas M; Rock, Lee

Cc: Andrew, Emily; Jacobs, Michael; Steiner, Kurt; Goode, Brendan; (b) (6) Callahan,
Mary Ellen

Subject: RE: Cybersecurity and NSS

Rick/Lee,
I don’t believe you all received the documents that relate to this thread. I'm attaching Emily’s first

cut at responding and this is where we could use

Attached is the s

Privacy’s response.
Thanks,
Cindy

Cindy Falkenstein
Senior Privacy Analyst for Cyber Security & Communications (CS&C)
Office of Privacy | National Protection and Programs Directorate | U.S. Department of Homeland Security

& 1110 N. Glebe Rd. [[DYB)] | Aington VA 22201 | = IOIGH © | = IOIGH ©8) |
) (b) (6) DHS Privacy Website | NPPD Privacy Intranet

From: Harris, Richard

Sent: Thursday, December 15, 2011 4:43 PM

To: McDermott, Thomas M; Rock, Lee

Cc: Andrew, Emily; Falkenstein, Cindy; Jacobs, Michael; Steiner, Kurt; Goode, Brendan; [E(9)X(©)]

ubject: RE: Cybersecurity and NSS

We can cover those topics. Has the meeting time/location/cali-in been set?
From: McDermott, Thomas M

Sent: Thursday, December 15, 2011 3:05 PM

To: Rock, Lee
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Cc: Andrew, Emily; Falkenstein, Cindy; Harris, Richard; Jacobs, Michael; Steiner, Kurt; Goode, Brendan
Subject: RE: Cybersecurity and NSS

(b) (5)

From: Rock, Lee
Sent: Thursday, December 15, 2011 2:12 PM

To: McDermott, Thomas M; Andrew, Emily; Callahan, Mary Ellen; (b) (6)

Goode, Brendan; Jacobs, Michael
Cc: Falkenstein, Cindy; (b) (6) Harris, Richard; Steiner, Kurt
Subject: RE: Cybersecurity and NSS

Let us know what support you need and we will try to accommodate.

From: McDermott, Thomas M
Sent: Thursday, December 15, 2011 1:46 PM

To: Andrew, Emily; Callahan, Mary Ellen; (b) (6) Goode, Brendan; Rock, Lee;

Jacobs, Michael

Cc: Falkenstein, Cindy; (b) (6)
Subject: RE: Cybersecurity and NSS

 think we need (W I
(b) (5)

Thomas M. McDermott
Office of the General Counsel
U.S. Department of Homeland Security,
National Protection and Programs
desk: (b) (6)
blackberry: (b) (6)

(WIO)
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From: Andrew, Emily
Sent: Thursday, December 15, 2011 1:21 PM

To: Callahan, Mary Ellfen'I McDermottE Thomas M; (b) (6) Goode, Brendan

Cc: Falkenstein, Cindy;
Subject: RE: Cybersecurity an

Did you all want to still try and get together later this afternoon to discuss the getbacks? MEC and
| are both out next week so it would be great if we could get this finalized by tomorrow.

Emily

From: Callahan, Mary Ellen
Sent: Wednesday, December 14, 2011 5:16 PM

To: McDermott, Thomas M; Andrew, Emily; (b) (6) Goode, Brendan;

Falkenstein, Cindy
Subject: RE: Cybersecurity and NSS

Ok, tahnks gusy.

Mary Ellen Callahan

Chief Privacy Officer

U.S. Department of Homeland Security
245 Murray Lane SW, Mail Stop 0655
Washington, DC 20528-0655
Telephone:

E-mail: (b) (6)
Website: www.dhs.gov/privacy

From: McDermott, Thomas M

Sent: Wednesday, December 14, 2011 5:15 PM

To: Callahan, Mary Ellen; Andrew, Emily; (b) (6) Goode, Brendan; Falkenstein,
Cindy

Subject: RE: Cybersecurity and NSS

(b) (3)

Thomas M. McDermott
Office of the General Counsel
U.S. Department of Homeland Security,



00237

National Protection and Programs
desk: (b) (6)
blackberry: (b) (6)

(b) (6)

From: Callahan, Mary Ellen
Sent: Wednesday, December 14, 2011 4:21 PM

To: Andrew, Emily; McDermott, Thomas M; (b) (6) Goode, Brendan;

Falkenstein, Cindy
Subject: RE Cybersecurity and NSS

I think this is a really good first cut! And close to final cut! The only addition

Thanks all! nice work.

Mary Ellen Callahan

Chief Privacy Officer

U.S. Department of Homeland Security
245 Murray Lane SW, Mail Stop 0655
Washington, DC 20528-0655

Telephone: (b) (6)
Fax: (b) (6)
E-mail: (b) (6)

Website: www.dhs.gov/privacy

From: Andrew, Emily
Sent: Wednesday, December 14, 2011 3:45 PM

To: Callahan, Mary Ellen; McDermott, Thomas M; (b) (6) Goode, Brendan;

Falkenstein, Clndy
Subject: RE: Cybersecurity and NSS

Here’s my first attempt at a response. I'm not 100% || NS

Emily

Emily Andrew, CIPP, CIPP/G | Sr. Privacy Officer
Naticnal Protection and Programs Directorate | U.S. Department of Homeland Security

e 1616 N. Ft. Myer Dr. [DX®) | Ariington VA 22209 | 2 IOICHE | = PIG)

From: Callahan Mary Elién
Sent: Tuesday, December 13, 2011 9:00 AM

To: McDermott, Thomas M; Andrew, Emily; (b) (6) Goode, Brendan

Subject: Re: Cybersecurity and NSS
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Let's shoot for 11am tomorrow? [(XEs getting a #. Tx.

Mary Ellen Callahan
Chief Privacy Officer

Department of Homeland Security
Work:

Cell:

From: McDermott, Thomas M
Sent: Tuesday, December 13, 2011 08:33 AM

To: Andrewi Emili'E Callahan, Mai Ellen; (b) (6)

Goode, Brendan
Subject: Re: Cybersecurity and NSS

(b) (6)

| can hopefully participate in a caill tomorrow between 11 and 4.

Thomas McDermott

Office of the General Counsel

U.S. Department of Homeland Security
ph:
bb:

Sent from my blackberry device

From: Andrew, Emily
Sent: Tuesday, December 13, 2011 06:20 AM

To: Callahan, Mary Ellen; McDermott, Thomas M < (b) (6) Goode, Brendan

Subject: RE: Cybersecurity and NSS

can we assume (Y- A

I can set up a call if you could all let me know of your availability.
Emily

From: Callahan, Mary Ellen

Sent: Monday, December 12, 2011 8:03 PM

To: Andrew, Emily; McDermott, Thomas M; Goode, Brendan; Callahan, Mary Ellen
Subject: Cybersecurity and NSS

| just got a call from [(9)(9] asking about our “responses” to that meeting the other day. She said
she would like something written, at least identifying issues on the way, being worked on, etc. |
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don’t know that we ever talked about how to respond — should we talk or try to figure out a plan?

Btw, | have (Y ) W -

Mary Ellen Callahan

Chief Privacy Officer

U.S. Department of Homeland Security
245 Murray Lane SW, Mail Stop 0655
Washington, DC 20528-0655
Telephone:

(b) (6)

Website: www.dhs.gov/privacy
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(b) (6)

XE (b) (6) (b) (6) (b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)
(b) (6)

W (b) (6) (b) (6)
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(b) (6)

OIO)
(h) (R)

(b) (5)

X (b) (6) (b) (6) (b) (6)
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From: Andrew, Emily

To: Lockett, Vania

Cc: Ealkenstein, Cindy

Subject: FW: NSS Privacy Questions

Date: Monday, December 19, 2011 6:52:21 AM

Varia - Y- this i 3 ot topc or today. We
—) If they do not get it they will report that we have failed to turn it in.

This should really come from MEC but she's on leave. If I'm not available to send to (X)) (not
sure where I'll be when it finally gets done), I'll request that Tom send it over.

Emily

----- Original Message-----

From: Andrew, Emily

Sent: Monday, December 19, 2011 6:49 AM

To: McDermott, Thomas M; Falkenstein, Cindy; Dean, Nicole M; Goode, Brendan; Rock, Lee; Harris,
Richard

Cc: B (OI@)

Subject: RE: NSS Privacy Questions

r N CY W CYM o response is accurate.

----- Original Message-----

From: McDermott, Thomas M

Sent: Sunday, December 18, 2011 2:19 PM

To: Andrew, Emily; Falkenstein, Cindy; Dean, Nicole M; Gocde, Brendan; Rock, Lee; Harris, Richard
Cc:

Subject: NSS Privacy Questions

Importance: High

(b) (5)

Thomas McDermott
Office of the General Counsel

U.S. Department of Homeland Security
ol (b) (6)
bb: (b) (6)

Sent from my blackberry device
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Andrew, Emily

From: Rock, Lee
Sent: Monday, December 19, 2011 7:14 AM
To: Andr_ew, Emily; McDermott, Thomas M; Falkenstein, Cindy; Dean, Nicole M; Goode, Brendan;

Subject: : rivacy Questions

We will get you a reviewed version this morning.

----- Original Message-----

From: Andrew, Emily

Sent: Monday, December 19, 2011 6:49 AM

To: McDermott, Thomas M; Falkenstein, Cindy; Dean, Nicole M; Goode, Brendan; Rock, Lee;
Harris, Richard

Cc:

Subject: RE: NSS Privacy Questions

If your response is accurate.

----- Original Message-----

From: McDermott, Thomas M

Sent: Sunday, December 18, 2011 2:19 PM

To: Andrew, Emily; Falkenstein, Cindy; Dean, Nicole M; Goode, Brendan; Rock, Lee; Harris,
Richard

Cc: (b) (6)

Subject: NSS Privacy Questions
Importance: High

(b) (5)

Thomas McDermott
Office of the General Counsel

U.S. Department of Homeland Security
ph: (b) (6)
bb: (b) (6)

Sent from my blackberry device
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From: Falkenstein, Cindy

To: Andrew, Emily

Cc: Lockett, Vania

Subject: Re: DIB Draft Recommendations - updated version to NSS
Date: Monday, December 19, 2011 1:54:41 PM

B OYSEEEEE - < is in 2 meeting with Nicole and the AS. He will get

someone to finish it up for him.

(b) (5)

Cindy V. Falkenstein
Senior Privacy Analyst
U.S. Dept. Of Homeland Security

(b) (6)
Tel; 7ANOIO)
cell: BOIG

From: Falkenstein, Cindy

Sent: Monday, December 19, 2011 01:37 PM

To: Andrew, Emily

Subject: RE: DIB Draft Recommendations - updated version to NSS

Vania and | just spoke. We have not heard to see if Tom has received anything, so | will go see if Lee
is still around (saw him earlier when | was talking to Mike Jacobs and (b) (6)

I'll let you know what I find — give me 10 min'’s.

Cindy Falkenstein
Senior Privacy Analyst for Cyber Security & Communications (CS&C)
Office of Privacy | National Protection and Programs Directorate | U.S. Department of Homeland Security

@ 1110 N. Glebe Rd. [DJG) | Arington VA 22201 | SEOIGCIEE ©) | = IOIGHE (8) |
(b> © | DHS Privacy Website | NPPD Privacy Inlranet

=

From: Andrew, Emily

Sent: Monday, December 19, 2011 1:32 PM

To: Falkenstein, Cindy

Cc: Lockett, Vania

Subject: Re: DIB Draft Recommendations - updated version to NSS

If we can only get US-CERT to look at it. This includes Kurt.

From: Falkenstein, Cindy

Sent: Monday, December 19, 2011 01:02 PM

To: Andrew, Emily

Cc: Lockett, Vania

Subject: RE: DIB Draft Recommendations - updated version to NSS
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Yes,

I was just in the SCIF so will look for it.

Vania, let’s coordinate so we don't send it to Tom twice.
Thanks,

Cindy

Cindy Falkenstein
Senior Privacy Analyst for Cyber Security & Communications (CS&C)
Office of Privacy | National Protection and Programs Directorate | U.S. Department of Homeland Security

@ 1110 N. Glebe Rd. | Ariington VA 22201 | 2 IOIGCEE ©) | # IIOIGCNE ©8) |
= | DHS Privacy Website | NPPD Privacy Intranet

From: Andrew, Emily

Sent: Monday, December 19, 2011 12:06 PM

To: Lockett, Vania; Falkenstein, Cindy

Subject: Fw: DIB Draft Recommendations - updated version to NSS

I'm going to be out of pocket for a few hours. If this get finalized can you both make sure it gets
sent out. Tom would be the appropriate person to send.

From: McDermott, Thomas M

Sent: Monday, December 19, 2011 11:40 AM

To: Andrew, Emily; Harris, Richard; Goode, Brendan; Rock, Lee; Steiner, Kurt; (b) (6)
Austin, Mark; Jacobs, Michael

Cc: Falkenstein, Cindy; Lockett, Vania; (b) (6)
Subject: RE: DIB Draft Recommendations - updated version to NSS

(b) (5)

Thomas M. McDermott

Office of the General Counsel

U.S. Department of Homeland Security,
National Protection and Programs
desk: (b) (6)

blackberry: (b) (6)

(b) (6)

From: Andrew, Emily

Sent: Monday, December 19, 2011 7:13 AM

To: Harris, Richard; McDermott, Thomas M; Goode, Brendan; Rock, Lee; Steiner, Kurt; (b) (6)
q Austin, Mark; Jacobs, Michael

Cc: Falkenstein, Cindy; Lockett, Vania; (b) (6)

Subject: RE: DIB Draft Recommendations - updated version to NSS

I've updated the version to add comments in the areas we need assistance. Can we get comments
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From: Ealkenstein, Cindy

To: McDermott, Thomas M

Ce: Lockett, Vania

Subject: RE: NSS Privacy Questions

Date: Monday, December 19, 2011 1:13:53 PM
Tom

Let us know if you need for me to do anything.
Thanks,
Cindy

Cindy Falkenstein
Senior Privacy Analyst for Cyber Security & Communications (CS&C)

Office of Privacy | National Protection and Programs Directorate | U.S. Department of Homeland Security
-mh ©) |. EOICON. (88) |

N 1110 N. Glebe Rd. [()K()] | Arlington VA 22201 |,
2 (b) (6) | DHS Privacy Website | NPPD Privacy Intranet

From: McDermott, Thomas M

Sent: Sunday, December 18, 2011 2:19 PM

To: Andrew, Emily; Falkenstein, Cindy; Dean, Nicole M; Goode, Brendan; Rock, Lee; Harris, Richard
Cc:

Subject: NSS Privacy Questions

Importance: High

(b) (3)

Thomas McDermott
Office of the General Counsel
U.S. Department of Homeland Security

berry device
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From: Andrew, Emily

To: Lockett, Vania

Subject: FW: DIB Draft Recommendations - updated version to NSS
Date: Monday, December 19, 2011 3:48:16 PM

Attachments: Privacy Oversight DHS tack 20111219) (tmm 12-19-11 comments) EA20111219.docx

Let's see | EEGEGENOYS T Ve still need Kurt to respond. Feel free to

reach out to him.

From: McDermott, Thomas M

Sent: Monday, December 19, 2011 3:00 PM

To: Rock, Lee; Andrew, Emily; Harris, Richard; Goode, Brendan; Steiner, Kurt; (b) (6)

Austin, Mark; Jacobs, Michael
Cc: Falkenstein, Cindy; (b) (6) Lockett, Vania

Subject: RE: DIB Draft Recommendations - updated version to NSS

(b) (5)

Thomas M. McDermott
Office of the General Counsel
U.S. Department of Homeland Security,
National Protection and Programs
desk: (b) (6)
blackberry: (b) (6)

(b) (6)

From: Rock, Lee
Sent: Monday, December 19, 2011 2:53 PM

To: Andrew, Emily; McDermott, Thomas M; Harris, Richard; Goode, Brendan; Steiner, Kurt;
Hﬂ@# Austin, Mark; Jacobs, Michael
c: Falkenstein, Cindy; nblﬁ- Lockett, Vania

Subject: RE: DIB Draft Recommendations - updated version to NSS

(b) (5)

From: Andrew, Emily

Sent: Monday, December 19, 2011 2:29 PM

To: McDermott, Thomas M; Harris, Richard; Goode, Brendan; Rock, Lee; Steiner, Kurt; IE()X(©)
Austin, Mark; Jacobs, Michael

C: Falkenstein, Cindy; Lockett, Vania

Subject: FW: DIB Draft Recommendations - updated version to NSS

Importance: High

Tom —I've responded to your [ lI{YYE M. Did Jenn give you a specific deadline for today? |
know she told MEC that if she didn’t get them, she would just report us as non-responsive for this
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task at the IPC tomorrow.
US-CERT — can you give us some idea when we should expect comments?

Thanks
Emily

From: McDermott, Thomas M

Sent: Monday, December 19, 2011 11:40 AM ‘

To: Andrew, Emily; Harris, Richard; Goode, Brendan; Rock, Lee; Steiner, Kurt; (b) (6)
Austin, Mark; Jacobs, Michael

Cc: Falkenstein, Cindy; Lockett, Vania; -WF
Subject: RE: DIB Draft Recommendations - updated version to NSS

(b) (5)

Thomas M. McDermott

Office of the General Counsel

U.S. Department of Homeland Security,
National Protection and Programs

desk: (b) (6)
blackberry: (b) (6)
(b) (6)

From: Andrew, Emily

Sent: Monday, December 19, 2011 7:13 AM

To: Harris, Richard; McDermott, Thomas M; Goode, Brendan; Rack, Lee; Steiner, Kurt; EE(JX()]
Austin, Mark; Jacobs, Michael

Cc: Falkenstein, Cindy; Lockett, Vania; -E!@F
Subject: RE: DIB Draft Recommendations - updated version to NSS

I've updated the version to add comments in the areas we need assistance. Can we get comments
back this morning?

Thanks
Emily

From: Harris, Richard
Sent: Friday, December 16, 2011 3:52 PM
To: Andrew, Emily; McDermott, Thomas M; Goode, Brendan; Rock, Lee

Cc: Falkenstein, Cindy; Jacobs, Michael; Steiner, Kurt; [ IOYCI Austin, Mark

Subject: RE: DIB Draft Recommendations

We will do our best to provide input asap. Our building will be experiencing a power outage in 9
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(b) (6)
(b) (6)

(b) (5)

(b) (6)

(b) (6)
(b) (6)

(b) (6)
(b) (6)
(b) (6)
(b) (6)

(b)(3)-P.L. 86-36
(b) (6)
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I (b) (6)

OIG (b) (6) (b) (6) (b) (6)

(b) (6)
(b) (6)
(b) (6)
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(b) (6) (b) (6) (b) (6)



00000

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(0) (6)

WINIO)
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* From: McConnell, Bruce

Sent: Monday, March 19, 2012 8:59 AM

To: McDermott, Thomas M; Stempfley, Roberta; Goode, Brendan
Cc: Parkinson, Deborah

Subject: RE: DIB Proposal Legal Authorities Memos

(b) (5)

From: McDermott, Thomas M

Sent: Friday, March 16, 2012 5:07 PM

To: McConnell, Bruce; Stempfley, Roberta; Goode, Brendan
Cc: Parkinson, Deborah

Subject: RE: DIB Proposal Legal Authorities Memos

(b) (5)

Thomas M. McDermott
Office of the General Counsel
U.S. Department of Homeland Security,
National Protection and Programs
desk: (b) (6)
blackberry: (b)_ (6)

(D) (6)

From: McConnell, Bruce

Sent: Friday, March 16, 2012 12:19 PM

To: McDermott, Thomas M; Stempfley, Roberta; Goode, Brendan
Cc: Parkinson, Deborah

Subject: RE: DIB Proposal Legal Authorities Memos

| think we should ask for an extension until COB Monday.

From: McDermott, Thomas M

Sent: Friday, March 16, 2012 12:12 PM

To: Stempfley, Roberta; McConnell, Bruce; Goode, Brendan
Cc: Parkinson, Deborah

Subject: FW: DIB Proposal Legal Authorities Memos

(b) (3)

2



(b) (5)

Thomas M. McDermott

Office of the General Counsel

U.S. Department of Homeland Security,
National Protection and Programs

roms 5 : ﬁ e

Sent: Monday, March 05, 2012 7:59 PM

To: McDermott, Thomas M; Stempfley, Roberta (b) (6)

Subject: RE: DIB Proposal Legal Authorities Memos

Tom,

(b) (3)
Thanks,
From i SO

Sent: Monday, March 05, 2012 7:44 PM
To: 'Rosenbach, Eric'; (b) (6) 'Stempfley, Bobbie'; 'McDermott, Thomas M
'Goode, Brendan'; [OIO) AN EI (b)(3)-P.L. 86-36
Subject: DIB Proposal Legal Authorities Memos

All,

(b) (5)

Feel free to contact me if you have any questions or concerns.

Thanks,
(b) (6)

Director, Cybersecurity
National Security Staff
The White House

(WIO)
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From (b) (6), Date Wednesday, August 10, 2011 2:30:11 PM
To thomas.m.mcdermotfli(OX©)
Cc (b) (6),

Subject Follow Up from Last Week's DIB Pilot Meeting

Tom,

It was good seeing you last week at the DIB Pilot discussion. | know you had the
opportunity to hear our interim results summary and feedback on the DIB pilot. |
just wanted to follow up and offer to provide you with any other information you
need regarding perspective on the Defense Industrial Base pilot
and the benefits we believe it brings to our suppliers. At your convenience | would
be happy to meet with you or others from your organization to talk about our DIB
experiences, our approach to the “advance persistent threat” and how we are

protecting our own [(ONCYR(HNEH].

If we can be of assistance to you, please let me know.

(t;) -( o Eb). ectfully,
(4), (b) (7)
(b) (6), (b) (4),
(b) (7)

(b) (4), (b) (7)
Office: (b) (6),

VAN WA

(b) (7)(E) 41262012
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(b) (6)

e 1 b6 ]
- 00000O0OO0Oo
|




00258

(b) (6)
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(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)
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(b) (6)

(b) (6)

(b) (6)
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(b) (6)
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(b) (6)
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(b) (6)
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(b) (6)

(b) (6)

(b) (6)
(b) (6)

(b) (6)
(b) (6)

(b) (6)

(b) (6)
(b) (6) (b) (6)

(b) (5)
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(b) (6)

(b) (6)
(b) (6)
(b) (6) PIG)

(b) (6)
(b) (6)

(b) (6)

(b) (6)
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(b) (6)
(b) (6)
(b) (6)

(b) (6)

(b) (6)

(b) (6)
(b) (6)
OIO) (b) (6)

(b) (5)




(b) (6)
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(b) (6)
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(b) (6)

(b)ggg(e) (b) (6) (b) (6) (b) (6)

(b) (6) (b) (6)

(b) (5)

(b) (6)

(b) (6) (b) (6)
(b) (6)



(b) (5)
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(b) (6)

(b) (6)

_WF_

(b) (5)
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(b) (6)

(b) (6) (b) (6)
(b) (6) (b) (6)
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