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Pete - I'm trying to get up to speed on the DIB initiative.

1. Who are some of the DIB companies?
2. How is DHS involved?

It appears that DOD is doing a lot of the same things we (US-CERT) are doing with private
sector companies.

Thanks
Emily

From: Sand, Peter

Sent: Tuesday, June 07, 2011 7:18 AM

To: Andrew, Emily; Callahan, Mary Ellen

Subject: RE: Draft Privacy Impact Assessment (PIA) for DIB CS/IA and Opt-in Pilot

Here 'ya go.

Thanks,

Peter E. Sand, J.D., CIPP/G/IT
Director of Privacy Technology
Department of Homeland Security

voice: (K IN; pager (b) (6) (b) (6) www.dhs.gov/privacy

From: Andrew, Emily

Sent: Tuesday, June 07, 2011 7:13 AM

To: Callahan, Mary Ellen

Cc: Sand, Peter

Subject: RE: Draft Privacy Impact Assessment (PIA) for DIB CS/IA and Opt-in Pilot

Mary Ellen - thanks again for including me. Can you forward the draft PIA when you have a
moment?

Emily
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From: Callahan, Mary Ellen

Sent: Monday, June 06, 2011 6:30 PM

To: McConnell, Bruce

Cc: McDermott, Thomas M; Parkinson, Deborah; Sand,
Peter; Andrew, Emily

Subject: Re: Draft Privacy Impact Assessment (PIA) for DIB CS/IA and Opt-in Pilot

Sure, if you think it would be useful. | will join the call tomorrow as well. Mec.

Mary Ellen Callahan
Chief Privacy Officer
Department of Homeland Security

Work: (b) (6)
Cell: BIOOIB

----- Original Message -----

From: McConnell, Bruce

Sent: Monday, June 06, 2011 06:28 PM
To: Callahan, Mary Ellen

Cc: McDermott, Thomas M; Parkinson, Deborah; (b) (6)
(b) (6) Sand, Peter; Andrew, Emily

Subject: Re: Draft Privacy Impact Assessment (PIA) for DIB CS/IA and Opt-in Pilot

This most helpful. | am happy to send it on to OSD. Is that ok with you?

----- Original Message -----

From: Callahan, Mary Ellen

Sent: Monday, June 06, 2011 05:13 PM

To: McConnell, Bruce

Cc: McDermott, Thomas M; Parkinson, Deborah; Callahan, Mary Ellen

(b) (6) Sand, Peter; Andrew, Emily

Subject: RE: Draft Privacy Impact Assessment (PIA) for DIB CS/IA and Opt-in Pilot
PREDECISIONAL

DRAFT

DELIBERATIVE

Hi, Bruce,

(b) (5)



(b) (5)
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(b) (5)

Best,
Mary Ellen

Mary Ellen Callahan

Chief Privacy Officer

U.S. Department of Homeland Security
245 Murray Lane SW, Mail Stop o655
Washington, DC 20528-0655

Telephone: IIOIG)
Fax: (b) (6)
E-mail: (b) (6)

Website: www.dhs.gov/privacy
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From: McConnell, Bruce

Sent: Thursday, June 02, 2011 7:41 PM

To: Callahan, Mary Ellen

Cc: McDermott, Thomas M; Parkinson, Deborah

Subject: Fw: Draft Privacy Impact Assessment (PIA) for DIB CS/IA and Opt-in Pilot

Thoughts welcome.

----- Original Message -----

From: McDermott, Thomas M (b) (6)

Sent: Thursday, June 02, 2011 04:57 PM

To: McConnell, Bruce (b) (6) Parkinson, Deborah
(b) (6)

Subject: FW: Draft Privacy Impact Assessment (PIA) for DIB CS/IA and Opt-in Pilot

Thomas M. McDermott

Office of the General Counsel

U.S. Department of Homeland Security,
National Protection and Programs

desk: (b) (6)
blackberry: (b) (6)
(b) (6)

From: (b) (6) DoD OGC (b) (6)

Sent: Thursday, June 02, 2011 4:51 PM

To: Chipman, Jason (SMO); [(QXONEIVI®(USDo)); (b) (6) (NSD) (SMO);

‘Delaney, David'; '"McDermott, Thomas M'
Subject: FW: Draft Privacy Impact Assessment (PIA) for DIB CS/IA and Opt-in Pilot

FYI/SA - | just realized that you guys were not on this email list when | sent this out.

(b) (6)

Associate General Counsel
DoD Office of the General Counsel
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Direct: I(OIG)
(b) (6)

CAUTION: Information contained in this message may be protected by the attorney/client,
attorney work product, deliberative process or other privileges. Do not disseminate further
without approval from the Office of the DoD General Counsel.

----- Original Message-----

From: DoD 0GC

Sent: Friday, May 27, 2011 2:50 PM

To: ' &8 Butler, Robert J SES OSD POLICY

X 6k 06 L 06 K 06
Schleien, Steven, SES, OSD-POLICY; C CIvV OSD POLICY;
[ ] DISL NII/DoD-CIO; Guissanie, Gary, SES, Nil/DoD-CI0; [BHYB)
I V1, DoD OGC; Reheuser, Michael E SES OSD ODAM/DPCLO; G ICHEN
DoD OGG; ‘DR

Subject: Draft Privacy Impact Assessment (PIA) for DIB CS/IA and Opt-in Pilot

(b) (5)

Looking forward to your review, comments, edits.

Have a great, long, SAFE holiday weekend!

(b) (6)
(b) (6)

Associate General Counsel
DoD Office of the General Counsel

Direct: I(OXG)
(b) (6)

CAUTION: Information contained in this message may be protected by the attorney/client,
attorney work product, deliberative process or other privileges. Do not disseminate further
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without approval from the Office of the DoD General Counsel.

----- Original Message-----

From: (b) (6) (b) (6)

Sent: Tuesday, May 24, 2011 8:20 PM
To: Butler, Robert J SES OSD POLICY; (b) (6) DoD OGC

Cc: (b) (6) (b) (6) R.; (b) (6) (b) (6) Schleien,
Steven, SES, OSD-POLICY; (b) (6) C Clv OSD POLICY
Subject: RE: Privacy Impact Assessment

Thanks for the update - we look forward to receiving the draft by Thursday.

Best,
(b) (6)

From: Butler, Robert J SES OSD POLICY (b) (6)

Sent: Tuesday, May 24, 2011 5:50 PM

To: INGYGNN DoD 0GC;
&6 | 06 N ©®6 | Schleien,
Steven, SES, OSD-POLICY; Cdiv OSD pPoOLICY

Subject: RE: Privacy Impact Assessment

Thanks FOXG)

----- Original Message-----

From: (b) (6) DoD OGC

Sent: Tuesday, May 24, 2011 5:30 PM

To: Butler, Robert J SES 05D PoLICY;
S ) 0© L 00 CIGEE Schieien,

Steven, SES, OSD-POLICY; (b) (6) CCIv OSD POLICY
Subject: RE: Privacy Impact Assessment

(b) (5)
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point.

(b) (6)
Associate General Counsel
DoD Office of the General Counsel

Direct: OIG)
(b) (6)

CAUTION: Information contained in this message may be protected by the attorney/client,
attorney work product, deliberative process or other privileges. Do not disseminate further
without approval from the Office of the DoD General Counsel.

From: Butler, Robert J SES OSD POLICY

Sent: Tuesday, May 24, 2011 2:36 PM

To:

Ce: R.; Schleien,
Steven, SES, OSD-POLICY; C CIV OSD POLICY; DoD

0GC
Subject: RE: Privacy Impact Assessment

(OGO [(DXG) and HOX(EW are working ... more from them ... Sincerely, Bob

From: (b) (6) (b) (6)

Sent: Tuesday,May 24, 2011 12:55 PM

To: Butler, Robert J SES OSD POLICY

cc: IEOICHEN R; EECICHE Schleien,
Steven, SES, OSD-POLICY

Subject: RE: Privacy Impact Assessment

Hi Bob,

| followed up with [fX({Eand understand you discussed last night and we should have the
draft later today.

Best,



Eric.Neuschaefer
Cross-Out
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(b) (6)

From: (b) (6)

Sent: Tuesday, May 24, 2011 12:44 PM
To: 'Butler, Robert J SES OSD POLICY'

Ce: IO (b) (6) R; (b) (6) (b) (6) Schleien,

Steven, SES, OSD-POLICY
Subject: Privacy Impact Assessment

Hi Bob,

Per our discussion at the IPC last week, we anticipated the draft PIA COB yesterday - can
you please provide an update?

Best,

(b) (6)

(b) (6)
Director, Cybersecurity

National Security Staff

(b) (6)



00840

(b) (6)

(b) (6)

(b) (6)
(b) (6)

(b) (6)

(b) (6)
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(b) (6) (b) (6) (b) (6)

(b) (6)
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(b) (6)
(b) (6)
(b)(6)-P.L. 86-36]
(b) (6)
(b) (6)
(b) (6)
(b) (6) (b) (6)
(b) (6), (b) (7)(C) (b) (6)
(b) (6) (b) (6)
(b) (6)
() (6) (b)(3)-P.L. 86-36 (b) (6) (b)(6)-P.L. 86-36

(b) (6) (b) (6)
(b) (6)
(b) (6) (b) (6) (b) (6)
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THANKS! for your attention.

Cheers /[(9X@)]

Attached: Survey-Discussion-Notice-Consent-Prx_draft4_07dec11.docx

(b) (6)
Associate General Counsel
DoD Office of the General Counsel

Direct: EE(JX(®)
(b) (6)

CAUTION: Information contained in this message may be protected by the attorney/client, attorney
work product, deliberative process or other privileges. Do not disseminate further without approval from
the Office of the DoD General Counsel.

From: Mr, DoD OGC

Sent: Monday, December 05, 2011 3:46 PM
Tmlblé- (b) (6) ®)E) (b)(6)-P.L. 86-36
McDermott, : : (b) (6)

(b) (6)

Trisha (JMD)
Reheuser, Michael E SE

DoD OGC

Subject: FW: DIB OPT-In Pilot Meeting, 9 Dec 2011, 0900-1200

FYI/SA - the invite w/agenda sent to the DIB companies.
(b) (6)

Associate General Counsel
DoD Office of the General Counsel
Direct: I()X(®)]

(b) (6)

CAUTION: Information contained in this message may be protected by the attorney/client, attorney
work product, deliberative process or other privileges. Do not disseminate further without approval from
the Office of the DoD General Counsel.

From: MDISL DoD CIO
Sent: Monday, December 05, 2011 2:45 PM

To **k*kxk

; * Hale, Richard A SES DoD CIO;
HWF C CIV 0SD POLICY

Subject: DIB OPT-In Pilot Meeting, 9 Dec 2011, 0900-1200
UNCLASSIFIED//FOR OFFICIAL USE ONLY

Dear DIB Partners,

Please find attached the Agenda for the DIB Opt-In Pilot meeting, scheduled December 9, 2011, 0900-
1200.

If you have not already done so, please RSVP tod_ﬁm_ or [OXB)
Please include the names of your participants in your RSVP. We
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(b) (6) (b) (6)

(b) (6)
(b) (6) (b) (6)

(b) (6)
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I'm assuming we (DHS) would require a PIA since this is related to the overall sensitive area of
cybersecurity.

Although - there is a chance this could be limited to "fact of* malicious activity ("hey, we got hit with
that phishing attack #27") versus actual traffic.

Then again, if they're sending over any data - including threat "indicators” which could include email
addresses - then that could be PII-enough that we'd want to do a PIA.

(b) (5) |

Alex Joel asked for a briefing. I haven't heard from [(QX®)] - we just found out through Brown
yesterday.

I'll let you know more as I learn it and will push back as though we are doing a public PIA.

Peter E. Sand, J.D., CIPP/G
Director of Privacy Technology
Department of Homeland Sec

uri
voice: [GOXG) pagerﬂx@- (b) (6) www.dhs.gov/privacy

----- Original Message-----

From: Brown, Michael A. RADM

Sent: Thursday, March 24, 2011 3:03 PM
To: McNeely, James; Sand, Peter

Cc: Delaney, David; McDermott, Thomas M; IE()X() Dean, Nicole M; IO IC N il
Subject: FW: PA DIB Pilot Briefing Card 2011-03-17.doc

Team,

(b) (5)

v/r,
MAB

Mike Brown

RADM, USN

Director, Cybersecurity Coordination

National Protection & Programs Directorate Department of Homeland Security

(b) (6) Fort Meade)
(b) (6) (Arlington)

----- Original Message-----
From: Kudwa, Amy
Sent: Friday, March 18, 2011 1:35 PM

To: McConnell, Bruce; Brown, Michael A. RADM; Denning, John; IEE(9)K()] (b) (6)

Subject: FW: PA DIB Pilot Briefing Card 2011-03-17.doc

With the caveat that I know everyone is stretched very thin right now, I received these DIB pilot TPs
from DoD OPA this moming and they're seeking our input.
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(b)(3)-P.L. 86-36 [(b)(3)-P.L. 86-36j(b)(3)-P.L. 86-36

(b)(3)-P.L. 86-
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Andrew, Emily

From: Richards, Rebecca

Sent: Friday, January 13, 2012 10:21 AM

To: Sand, Peter; Andrew, Emily

Cc: Falkenstein, Cindy; PIA

Subject: . RE: PIA NPPD JCSP - DOD comments

Attachments: DHS_PIA NPPD JCSP Draft 20120111 (2)_VM +DC3 edits-comments +MEC.doc

Attaching with MEC's small comments/changes.

I await the next version.
Becky

Becky Richards
DHS Privacy Office

(b) (6)

----- Original Message-----

From: Sand, Peter

Sent: Friday, January 13, 2012 9:54 AM
To: Richards, Rebecca; Andrew, Emily

Cc: Falkenstein, Cindy; PIA

Subject: RE: PIA NPPD JCSP - DOD comments

Cindy,

DOD's line edits look fine to me. Their questions are more for US-CERT than us so I'm going
to defer to you all on those.

(b) (5)

I'm not going to be able to make the 11:30 call and I'll be offline (on blackberry) from
about 11:30 - 6:30, so I can work again after that if you need me for anything (and can work
via blackberry in the mean time).

Otherwise, I say work directly with Becky since she also has MEC's comments.

Peter E. Sand, J.D., CIPP/G/IT

Director of Privacy Technology

Department of Homeland Securit

voice: (b) (6) pager: dm- (b) (6) www. dhs . gov/privacy

Join lively discussions with outside experts!

The DHS Privacy Office Speaker Series

(open to all federal employees and contractors) http://www.dhs.gov/files/events/privacy-
office-speakers-series.shtm

Reserve your spot in the front row! (b) (6)

----- Original Message-----
From: Richards, Rebecca
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Sent: Friday, January 13, 2012 8:27 AM
To: Andrew, Emily;

Subject: Re: PIA NPPD JCSP - DOD comments

Her comments are easily handled whenever you want them -

(b) (5)

Everything else is nits. Tell me how to proceed. I am leaving at 123@ for NAC and back about
345.

----- Ooriginal Message -----

From: Andrew, Emily

Sent: Friday, January 13, 2012 05:24 AM
To: Richards, Rebecca;

Subject: Re: PIA NPPD JCSP - DOD comments

Let's talk on how you want to handle. Those are just my edits, we have a call scheduled with
US CERT to go over some of the questions and responses.

I'm gonna be at the NAC but will call when I can.

----- Original Message -----
From: Richards, Rebecca

Sent: Thursday, January 12, 2012 10:09 PM
To: Andrew, Emily;
Subject: Fw: PIA NPPD JCSP - DOD comments

This is the version I should add MEC comments to? If so, will do and send to Pete, cindy,
(JX(E)Was soon as I get in.

----- Original Message -----
From: Andrew, Emily

Sent: Thursday, January 12, 2012 09:26 PM
To: Andrew, Emily; m- Falkenstein, Cindy; Sand, Peter

Cc: Richards, Rebecca
Subject: RE: PIA NPPD JCSP - DOD comments

My computer is playing games again. Here's the version with my comments.

----- Original Message-----

From: Andrew, Emily

Sent: Thursday, January 12, 2012 9:22 PM

To: Falkenstein, Cindy; Sand, Peter
Cc: Richards, Rebecca

Subject: FW: PIA NPPD JCSP - DOD comments

My comments are attached. I wanted to make sure you had them since I won't be in the office
in the morning.

----- Original Message-----
From: Sand, Peter
Sent: Thursday, January 12, 2012 5:27 PM

To: Andrew, Emily; Falkenstein, Cindy; (b) (6)

Cc: PIA
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Subject: PIA NPPD JCSP - DOD comments

Peter E. Sand

DHS PRIV, (b) (6)

Sent via blackberry.
Please excuse the effects of big thumbs on little keys.

Sent: Thursday, January 12, 2012 05:10 PM
To: Sand, Peter; Goode, Brendan
Cc: DISL DoD CIO (b) (6) Reheuser, Michael E SES 0SD
ODAM/DPCLO (b) (6) M (b)(6) DISL OSD POLICY

(b) ( Schleien, Steven, SES, OSD-POLICY

'Shirley Steven SES DC3'
CTR DoD CIO

CTR DoD CIO

(b) (6)

CIV DoD CIO
France, Joyce SES DoD CIO

DoD CIO
Subject: FW: [FYI/Review: Friday 8 a.m., ©1/13/2012] PIA NPPD JCSP

Peter, Brendan,

Please find attached the consolidated comments from DoD. In addition to the attached, Mike
Reheuser suggests the following change:

(b) (5)

Best,

(b) (6)

Office of Cyber Policy

Deiartment of Defense

----- Original Message-----

From: Sand, Peter
Sent: Wednesday, January 11, 2012 8:29 PM
To: Reheuser, Michael E SES OSD ODAM/DPCLO
Subject: [FYI/Review: Friday 8 a.m., ©01/13/2012] PIA NPPD JCSP

Mike,

Attached please find the current version of the PIA for DHS's National Cyber Security
Division
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Joint Cy%ersecurity Services Pilot (JCSP) - DHS's extension of DOD's DIB Pilot.

We wanted to give you a chance to see it before it published. We're on a pretty tight
deadline so if you do have comments, please send them back by 8 a.m. this Friday, January
13th.

Thanks,

Peter E. Sand, J.D., CIPP/G/IT

Director of Privacy Technology
Department of Homeland Security

voice: (b) (6) pager:
www.dhs . gov/privacy

Join lively discussions with outside experts!
The DHS Privacy Office Speaker Series

(open to all federal employees and contractors)

http://www.dhs.gov/files/events/privacy-office-speakers-series.shtm

Reserve your spot in the front row! (b) (6)
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Andrew, Emily

From: Andrew, Emily

Sent: Friday, January 13, 2012 10:39 AM

To: ii:lﬁ#

Cc: Falkenstein, Cindy

Subject: FW: PIA NPPD JCSP - DOD comments

Attachments: DHS_PIA NPPD JCSP Draft 20120111 (2)_VM +DC3 edits-comments +MEC.doc

----- Original Message-----

From: Richards, Rebecca

Sent: Friday, January 13, 2012 10:21 AM
To: Sand, Peter; Andrew, Emily

Cc: Falkenstein, Cindy; PIA

Subject: RE: PIA NPPD JCSP - DOD comments

Attaching with MEC's small comments/changes.

I await the next version.
Becky

Becky Richards

DHS Privaci Office

----- Original Message-----

From: Sand, Peter

Sent: Friday, January 13, 2012 9:54 AM
To: Richards, Rebecca; Andrew, Emily

Cc: Falkenstein, Cindy; PIA

Subject: RE: PIA NPPD JCSP - DOD comments

Cindy,

DOD's line edits look fine to me. Their questions are more for US-CERT than us so I'm going
to defer to you all on those.

(b) (5)

I'm not going to be able to make the 11:30 call and I'll be offline (on blackberry) from
about 11:30 - 6:30, so I can work again after that if you need me for anything (and can work
via blackberry in the mean time).

Otherwise, I say work directly with Becky since she also has MEC's comments.

Peter E. Sand, J.D., CIPP/G/IT
Director of Privacy Technology
Department of Homeland Secu

rit
voice: (b) (6) pager: m- (b) (6) www.dhs.gov/privacy

Join lively discussions with outside experts!
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The DHS Privacy Office Speaker Series

(open to all federal employees and contractors) http://www.dhs.gov/files/events/privacy-
office-speakers-series.shtm

Reserve your spot in the front row! (b) (6) .

----- Original Message-----

From: Richards, Rebecca

Sent: Friday, January 13, 2012 8:27 AM
To: Andrew, Emily;
Subject: Re: PIA NPPD JCSP - DOD comments

Her comments are easily handled whenever you want them -

(b) (3)

Everything else is nits. Tell me how to proceed. I am leaving at 1230 for NAC and back about
345.

----- Original Message -----

From: Andrew, Emily

Sent: Friday, January 13, 2012 ©5:24 AM
To: Richards, Rebecca;
Subject: Re: PIA NPPD JCSP - DOD comments

Let's talk on how you want to handle. Those are just my edits, we have a call scheduled with
US CERT to go over some of the questions and responses.

I'm gonna be at the NAC but will call when I can.

----- Original Message -----

From: Richards, Rebecca

Sent: Thursday, January 12, 2012 10:09 PM
To: Andrew, Emily;

Subject: Fw: PIA NPPD JCSP - DOD comments

This is the version I should add MEC comments to? If so, will do and send to Pete, cindy,
(JX(E)] as soon as I get in.

----- Original Message -----
From: Andrew, Emily

Sent: Thursday, January 12, 2812 09:26 PM
To: Andrew, Emily; ﬂm- Falkenstein, Cindy; Sand, Peter

Cc: Richards, Rebecca
Subject: RE: PIA NPPD JCSP - DOD comments

My computer is playing games again. Here's the version with my comments.

----- Original Message-----
From: Andrew, Emily

Sent: Thursday, January 12, 2012 9:22 PM
To: ‘m‘ Falkenstein, Cindy; Sand, Peter

Cc: Richards, Rebecca
Subject: FW: PIA NPPD JCSP - DOD comments
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My comments are attached. I wanted to make sure you had them since I won't be in the office
in the morning.

----- Original Message-----

From: Sand, Peter

Sent: Thursday, January 12, 2012 5:27 PM

To: Andrew, Emily; Falkenstein, Cindy; (b) (6)
Cc: PIA

Subject: PIA NPPD JCSP - DOD comments

Peter E. Sand

DHS PRIV, (b) (6)

Sent via blackberry.
Please excuse the effects of big thumbs on little keys.

From
Sent: Thursday, January 12, 2012 05:10 PM
To: Sand, Peter; Goode, Brendan
Cc: DISL DoD CIO (b) (6) Reheuser, Michael E SES OSD
ODAM/DPCLO DISL OSD POLICY

(o)) Schleien, Steven, SES, 0SD-POLICY

'Shirley Steven SES DC3'
CTR DoD CIO

CIV DoD CIO
France, Joyce SES DoD CIO

CTR DoD CIO

Subject: FW: [FYI/Review: Friday 8 a.m., ©1/13/2012] PIA NPPD JCSP
Peter, Brendan,

Please find attached the consolidated comments from DoD. In addition to the attached, Mike
Reheuser suggests the following change:

(b) (5)

Best,

(b) (6) )

Office of Cyber Policy

Deiartment of Defense

----- Original Message-----

From: Sand, Peter

Sent: Wednesday, January 11, 2012 8:29 PM
To: Reheuser, Michael E SES 0SD ODAM/DPCLO
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Subject: [FYI/Review: Friday 8 a.m., 01/13/2012] PIA NPPD JCSP

Mike,

Attached please find the current version of the PIA for DHS's National Cyber Security
Division

Joint Cybersecurity Services Pilot (JCSP) - DHS's extension of DOD's DIB Pilot.

We wanted to give you a chance to see it before it published. We're on a pretty tight
deadline so if you do have comments, please send them back by 8 a.m. this Friday, January
13th.

Thanks,

Peter E. Sand, J.D., CIPP/G/IT
Director of Privacy Technology

Department of Homeland Security

voice: (b) (6) pager: (b) (6)
(b) (6) www.dhs.gov/privacy

Join lively discussions with outside experts!
The DHS Privacy Office Speaker Series

(open to all federal employees and contractors)

http://www.dhs.gov/files/events/privacy-office-speakers-series.shtm

Reserve your spot in the front row! (b) (6)
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(b) (6)
(b) (6) PIG)
(b) (6)

(b) (6)
(b) (6)
(b) (6)
(b) (6)
(b) (6)
(b) (6) (b) (6) (b) (6)
(b) (6)
(b) (6) (b) (6)
PIG) (b) (6)

(b) (6)

(b) (6) (b) (6) (b) (6)
(b) (6) (b) (6)

(b) (5)
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(b) (6)



00878

(b) (6)
(b) (6)
(b) (6) PIG)

(b) (6)
(b) (6) (b) (6)
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(b) (6)

(b) (6)
QRG] U.S. Air Force
Public Affairs Officer for:

Office of the Secretary of Defense (OSD); Assistant Secretary of Defense for Global Strategic Affairs and
Department of Defense Chief Information Officer 1400 Defense Pentagon [(9X(8) Washington, DC
IIEHIEIII

(b) (6)
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9:00-9:15

9:15-9:35

9:35 -11:55

11:556 - 12:00

DIB Cyber Pilot

Location: Institute For Defense Analysis
Alexandria, VA
December 9, 2011 (9:00 am-12:00 pm ET)

AGENDA

Welcome and Introductions

Status Update and Path Forward on
the DIB Pilot Evaluation and
Extension

Legal Discussion: Policies and Practices

Regarding Monitoring and Consent

¢ Update/Lessons Learned by DIB Partners
Regarding Assessment and Implementation
of Consent Mechanisms (DIB Companies)

e Feedback and Discussion of Pilot Legal
Construct for Addressing Consent and
Monitoring -- Recommendations for the
Way Ahead (Open Discussion)

Closing Comments and Next Steps

DoD

DoD, DHS

DoD, DHS, DoJ, DIB

DoD, DHS
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(b) (6)

(b) (6)
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eric.neuschaefer
Cross-Out

eric.neuschaefer
Cross-Out

eric.neuschaefer
Cross-Out


00891

(b) (6)



eric.neuschaefer
Cross-Out

eric.neuschaefer
Cross-Out

eric.neuschaefer
Cross-Out


00892



eric.neuschaefer
Cross-Out

eric.neuschaefer
Cross-Out

eric.neuschaefer
Cross-Out


00893



eric.neuschaefer
Cross-Out

eric.neuschaefer
Cross-Out

eric.neuschaefer
Cross-Out


00894



eric.neuschaefer
Cross-Out

eric.neuschaefer
Cross-Out

eric.neuschaefer
Cross-Out


00895



eric.neuschaefer
Cross-Out

eric.neuschaefer
Cross-Out

eric.neuschaefer
Cross-Out


00896



eric.neuschaefer
Cross-Out

eric.neuschaefer
Cross-Out


00897

DEPARTMENT OF DEFENSE () (2)

Office of the Secretary

DOD-2009-OS-0183/RIN 0790-A160

32 CFR PART 236

Department of Defense (DoD)-Defense Industrial Base (DIB) Voluntary Cyber Security
and Information Assurance (CS/IA) Activities

AGENCY: Office of the DoD Chief Information Officer, DoD

ACTION: Interim final rule

SUMMARY: DoD is publishing an interim final rule to establish a voluntary cyber security
information sharing program between DoD and eligible cleared defense contractors. The
program enhances and supplements DIB participants’ capabilities to safeguard DoD information
that resides on, or transits, DIB unclassified information systems.
DATES: This rule is effective upon publication in the Federal Register. Comments must be
received by [insert 30 days from date of publication in the Federal Register].
ADDRESSES: You may submit comments, identified by docket number and/or RIN number
and title, by any of the following methods:
¢ Federal Rulemaking Portal: http://www.regulations.gov. Follow the instructions for
submitting comments.
¢ Mail: Federal Docket Management System Office, 4800 Mark Center Drive, 2nd Floor
East Tower, Suite 02G09, Alexandria, VA 22350-3100.
Instructions: All submissions received must include the agency name and docket number or

Regulatory Information Number (RIN) for this Federal Register document. The general policy
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for comments and other submissions from members of the public is to make these submissions
available for public viewing on the Internet at http://www.regulations.govas they are received
without change, including any personal identifiers or contact information.

FOR FURTHER INFORMATION CONTACT: DIB Cyber Security and Information

Assurance Program Office, (703) 604-3167.

SUPPLEMENTARY INFORMATION:

Background.

Cyber threats to DIB unclassified information systems represent an unacceptable risk of
compromise of DoD information and pose an imminent threat to U.S. national security and
economic security interests. DoD’s voluntary DIB CS/IA program enhances and supplements
DIB participants’ capabilities to safeguard DoD information that resides on, or transits, DIB
unclassified information systems.

DIB CS/IA activities, including the collection, management and sharing of information for cyber
security purposes, support and implement the following national and DoD-specific guidance and
authority: information assurance (I1A) requirements to establish programs and activities to
protect DoD information and DoD information systems, including information and information
systems operated and maintained by contractors or others in support of DoD activities (see 10
U.S.C. § 2224; and the Federal Information Security Management Act (FISMA), codified at 44
U.S.C. §§ 3541 et seq.); critical infrastructure protection responsibilities, in which DoD is the
sector specific agency for the DIB sector, (see Homeland Security Presidential Directive 7

(HSPD-7), “Critical Infrastructure Identification, Prioritization, and Protection,”); and other
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federal cyber security initiatives and activities (see National Security Presidential Directive
(NSPD) 54/HSPD 23 (which formalizes the Comprehensive National Cyber Security Initiative).
The DoD established the voluntary DIB CS/IA program to enhance and supplement DIB
participant’s capabilities to safeguard DoD unclassified information that resides on, or transits,
DIB unclassified information systems. At the core of the program is a bilateral cyber security
information sharing activity, in which DoD provides cyber threat information and information
assurance (IA) best practices to DIB companies to enhance and supplement DIB companies’
capabilities to safeguard DoD unclassified information; and in return, DIB companies report
certain types of cyber intrusion incidents to the DoD-DIB Collaborative Information Sharing
Environment (DCISE), located at DC3. The DoD analyzes the information reported by the DIB
company regarding any such cyber incident, to glean information regarding cyber threats,
vulnerabilities, and the development of effective response measures. In addition to this initial
reporting and analysis, the DoD and DIB company may pursue, on a voluntary basis, follow-on,
more detailed, digital forensics analysis or damage assessments, including sharing of additional
electronic media/files or information regarding the incident or the affected systems, networks, or
information. The information sharing arrangements between the DoD and each participating
DIB company are memorialized in a standardized bilateral Framework Agreement (FA).

As part of DoD’s instantiation of the voluntary DIB CS/IA program, DoD developed new
policies and procedures, developed a dedicated threat sharing and collaboration system, and
validated on-line application procedures in order to support participation by a large number of
companies. The on-line application procedures provide the administrative and security
requirements for DIB participants, including the standardized bilateral FA that implements the

requirements of the DIB CS/IA program. The FA will typically be executed by a senior DoD
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official, such as the DoD Chief Information Officer (C10), and by a DIB company corporate
senior official (e.g., Company CIO or equivalent).

This interim-final rule establishes a new part 236 in title 32 of the Code of Federal Regulations,
with the following new sections: Section 236.2 establishes the definitions of terms used in the
new part, leveraging established definitions to the maximum extent possible (e.g., those provided
in the Committee on National Security Systems Instruction No. 4009, “National Information
Assurance Glossary”); Section 236.4 sets forth the basic requirements and procedures of the
voluntary program, including information collection requirements; Section 236.5 characterizes
cyber security information sharing and collection procedures; Section 236.6 establishes the
general provisions of the voluntary DIB CS/IA program; and Section 236.7 sets forth the
eligibility requirements to participate in the voluntary program.

Nothing in this rule or program is intended to be inconsistent with any other related or similar
federal agency or private sector activity or requirement. For example, nothing in this rule or
program abrogates the Government’s or the DIB participants’ rights or obligations regarding the
handling, safeguarding, sharing, or reporting of information, or regarding any physical,
personnel, or other security requirements, as required by law, regulation, policy, or a valid legal
contractual obligation.

Similarly, this rule and program are intended to be consistent and coordinated with, and updated
as necessary to ensure consistency with and support for, other federal activities related to the
handling and safeguarding of controlled unclassified information, such as those that are being
led by the National Archives and Records Administration pursuant to Executive Order 13556

"Controlled Unclassified Information" (November 4, 2010) (see http://www.archives.gov/cui/).
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Executive Orders 12866, “Regulatory Planning and Review” and 13563, “Improving Regulation
and Regulatory Review”

It has been certified that 32 CFR part 236 does not:

(a) Have an annual effect on the economy of $100 million or more, or adversely affect in a
material way, the economy; a section of the economy; productivity; competition; jobs; the
environment; public health or safety; or State, local, or tribal governments or communities;

(b) Create a serious inconsistency, or otherwise interfere with, an action taken or planned by
another Agency;

(c) Materially alter the budgetary impact of entitlements, grants, user fees, or loan programs, or
the rights and obligations of recipients thereof; or

(d) Raise novel legal or policy issues arising out of legal mandates, the President’s priorities, or
the principles as set forth in these Executive Orders.

Public Law 104-121, “Congressional Review Act” (5§ U.S.C. 801)

It has been determined that 32 CFR part 236 is not a “major” rule under 5 U.S.C. 801, enacted by
Public Law 104-121, because it will not result in an annual effect on the economy of $100
million or more; a major increase in costs or prices for consumers, individual industries, Federal,
State, or local government agencies, or geographic regions; or significant adverse effects on
competition, employment, investment, productivity, innovation, or on the ability of United
States-based enterprises to compete with foreign-based enterprises in domestic and export
markets.

Sec. 202, Public Law 104-4, “Unfunded Mandates Reform Act”
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It has been certified that 32 CFR part 236 does not contain a Federal mandate that may result in
expenditure by State, local and tribal governments, in aggregate, or by the private sector, of $100
million or more in any one year.

Public Law 96-354, “Regulatory Flexibility Act” (5§ U.S.C. 601)

It has been certified that 32 CFR part 236 is not subject to the Regulatory Flexibility Act (5
U.S.C. 601) because it would not, if promulgated, have a significant economic impact on a
substantial number of small entities. DIB participation in the DIB CS/IA Program is voluntary.
Public Law 96-511, “Paperwork Reduction Act” (44 U.S.C. Chapter 35)

Sections 236.4 and 236.5 and 236.7 of this interim final rule contain information collection
requirements. DoD has submitted the following proposal to Office of Management and Budget
(OMB) under the provisions of the Paperwork Reduction Act (44 U.S.C. Chapter 35).
Comments are invited on: (a) whether the proposed collection of information is necessary for
the proper performance of the functions of DoD, including whether the information will have
practical utility; (b) the accuracy of the estimate of the burden of the proposed information
collection; (c) ways to enhance the quality, utility, and clarity of the information to be collected;
and (d) ways to minimize the burden of the information collection on respondents, including the
use of automated collection techniques or other forms of information technology.

(a) Title: Defense Industrial Base Cyber Security/Information Assurance (DIB CS/IA) Points of
Contact Information

Type of Request: New.

Projected Responses Per Respondent: One response is required initially and thereafter only on

an “as needed/required” basis, as changes to the points of contact occur.
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Annual Responses: 275, which includes the additional responses required on an “as

needed/required” basis.

Average Burden Per Response: 20 minutes.

Annual Burden Hours: Total annual burden for respondents 92 hours.

Total Annualized Cost to Respondents: One-time cost of ~$12 per respondent. Total cumulative

annual cost for 250 respondents (275 responses) is $3,337.

Needs and Uses: The DIB CS/IA program collects Point of Contact (POC) information from
DIB participants. POC information is needed to facilitate communication between DoD and DIB
participants, as well as prospective participants. The POC information includes the names,
security clearance information, work addresses, including division/group, work email addresses
and work telephone numbers of the Chief Executive Officer (CEO), Chief Information Officer
(CI0), Chief Information Security Officer (CISO), General Counsel, and the Corporate Security
Officer (CSO) or Facility Security Officer (FSO), or their equivalents. DIB participants also
provide POC information for personnel responsible for the implementation and execution of the
DIB CS/IA program within their company (e.g., may include policy and technical personnel that

will interact with DoD).
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report the incident without using the ICF; and companies may report incidents through a variety

of communications channels, including email, fax, or by phone, if necessary.

Affected Public: Business or other for-profit and not-for-profit institutions participating in the
DIB CS/IA program.

Frequency: On occasion.

Respondent's Obligation: Voluntary.

OMB Desk Officer:

Written comments and recommendations on the information collection should be sent to Ms
Jasmeet Seehra at the Office of Management and Budget, DoD Desk Officer, Room 10102, New
Executive Office Building, Washington, DC 20503, with a copy to the Director, DIB CS/IA
Program Office, at the Office of the DoD Chief Information Officer, 6000 Defense Pentagon,
Attn: DIB CS/IA Program Office, Washington, D.C. 20301, or email at
DIB.CS/IA.Reg@osd.mil. Comments can be received from 30 to 60 days after the date of this
notice, but comments to OMB will be most useful if received by OMB within 30 days after the
date of this notice. You may also submit comments, identified by docket number and title, by
the following method: *Federal Rulemaking Portal: http://www.regulations.gov. Follow the

instructions for submitting comments.

Instructions: All submissions received must include the agency name, docket number and title
for this Federal Register document. The general policy for comments and other submissions

from members of the public is to make these submissions available for public viewing on the
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Internet at http://www.regulations.gov as they are received without change, including any
personal identifiers or contact information.
To request more information on this information collection or to obtain a copy of the proposal
and associated collection instruments, please write to Director, DIB CS/IA Program Office, at
Office of the DoD Chief Information Officer, Attn: DIB CS/IA Program Office, 6000 Defense
Pentagon, Washington, D.C. 20301.
Executive Order 13132, “Federalism”
It has been certified that 32 CFR part 236 does not have federalism implications, as set forth in
Executive Order 13132. This rule does not have substantial direct effects on:
(a) The States;
(b) The relationship between the National Government and the States; or
(c) The distribution of power and responsibilities among the various levels of Government.
List of Subjects in 32 CFR Part 236

~ Contracts, Security measures
Accordingly 32 CFR Part 236 is added to read as follows:
PART 236- DEPARTMENT OF DEFENSE (DOD)-DEFENSE INDUSTRIAL BASE
(DIB) VOLUNTARY CYBER SECURITY AND INFORMATION ASSURANCE (CS/1A)
ACTIVITIES
236.1 Purpose.
236.2 Definitions.
236.3 Policy.
236.4 Procedures.

236.5 Cyber Security Information Sharing.
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236.6 General Provisions.

236.7 DIB Participant Eligibility Requirements.

Authority: 10 U.S.C. § 2224; 44 U.S.C. § 3506; 44 U.S.C. § 3544.

236.1 Purpose.

Cyber threats to DIB unclassified information systems represent an unacceptable risk of
compromise of DoD information and pose an imminent threat to U.S. national security and
economic security interests. DoD’s voluntary DIB CS/IA program enhances and supplements
DIB participants’ capabilities to safeguard DoD information that resides on, or transits, DIB
unclassified information systems.

236.2 Definitions.

As used in this part:

(a) Advanced persistent threat means an extremely proficient, patient, determined, and capable
threat.

(b) Attribution information means information that identifies the DIB participant, whether
directly or indirectly, by the grouping of information that can be traced back to the DIB
participant (e.g., program description, facility locations).

(c) Compromise means disclosure of information to unauthorized persons or a violation of the
security policy of a system in which unauthorized intentional, or unintentional, disclosure,
modification, destruction, loss of an object, or the copying of information to unauthorized media
may have occurred.

(d) Covered defense information means unclassified information that:

(1) Is:

(i) Provided by or on behalf of the DoD to the DIB participant; or
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(ii) Collected, developed, received, transmitted, used, or stored by the DIB participant in support
of an official DoD activity; and

2) Is:

(i) Technical information marked for restricted distribution in accordance with DoD Directive
5230.25, “Withholding of Unclassified Technical Data From Public Disclosure,” or DoD
Directive 5230.24, “Distribution Statements on Technical Documents”;

(ii) Information subject to export control under the International Traffic in Arms Regulations
(ITAR) (http://pmddtc.state.gov/regulations_laws/itar_official.html) , or the Export
Administration Regulations (EAR) .( http://ecfr.gpoaccess.gov, Title 15, part 730);

(iii) Information designated as Critical Program Information (CPI) in accordance with DoD
Instruction 5200.39, "Critical Program Information (CPI) Protection within the Department of
Defense”;

(iv) Information that hostile intelligence systems might obtain that could be interpreted or pieced
together to derive critical intelligence in time to be useful to adversaries as described in 5205.02-
M, “DoD Operations Security (OPSEC Program Manual”;

(v) Personally Identifiable Information (PII) that can be used to distinguish or trace an
individual’s identify in accordance with DoD Directive 5400.11, “DoD Privacy Program”;

(vi) Information bearing current and prior designations indicating unclassified controlled
information (e.g., For Official Use Only, Sensitive But Unclassified, and Limited Official Use,
DoD Unclassfied Controlled Nuclear Information, Sensitive Information) that has not been
cleared for public release in accordance with DoD Directive 5230.29, “Clearance of DoD
Information for Public Release” (see also Appendix 3 of DoD 5200.1-R, “Information Security

Program Regulation™); or
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(vii) Any other information that is exempt from mandatory public disclosure under DoD
Directive 5400.07, “DoD Freedom of Information Act (FOIA) Program”, and DoD Regulation
5400.7-R, “DoD Freedom of Information Program”.

(e) Covered DIB systems means an information system that is owned or operated by or for a DIB
participant and that processes, stores, or transmits covered defense information.

(H Cyber incident means actions taken through the use of computer networks that result in an actual or
potentially adverse effect on an information system and/or the information residing therein..

(g) Cyber intrusion damage assessment means a managed, coordinated process to determine the
effect on defense programs, defense scientific and research projects, or defense warfighting
capabilities resulting from compromise of a DIB participant’s unclassified computer system or
network.

(h) Defense Industrial Base (DIB) means the Department of Defense, government, and private
sector worldwide industrial complex with capabilities to perform research and development,
design, produce, and maintain military weapon systems, subsystems, components, or parts to
satisfy military requirements.

(i) DIB participant means a cleared defense contractor that has met all of the eligibility
requirements to participate in the voluntary DIB CS/IA information sharing program as set forth
in this part.

(j) Government means the United States Government.

(k) Government Furnished Information (GFI) means information provided by the Government under

the voluntary DIB CS/IA program, including but not limited to cyber threat information and

information assurance practices.

() Information means any communication or representation of knowledge such as facts, data, or
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(c) The Government operational focal point for cyber security information sharing under the
DIB CS/IA program is the DoD Cyber Crime Center (DC3) DoD-DIB Collaborative Information
Sharing Environment (DC3/DCISE).

(d) The Government will maintain a website or other intemet-based capability to provide
potential DIB participants with information about eligibility and participation in the program, to
enable the online application or registration for participation, and to support the execution of
necessary agreements with the Government.

(e) Prior to receiving GF1 from the Government, each DIB participant shall provide the requisite
points of contact information, to include security clearance and citizenship information, for the
designated personnel within their company (e.g., typically 3-10 company designated points of
contact)in order to facilitate the DoD-DIB interaction in the DIB CS/IA program..

(f) GFI will be issued via both unclassified and classified means. DIB participant handling and
safeguarding of classified information shall be in compliance with the Industrial Security
Program Operating Manual (NISPOM) (DoD 5220.22-M). The Government shall specify
transmission and distribution procedures for all GFI, and shall inform DIB participants of any
revisions to previously specified transmission or procedures.

(g) Except as authorized in this part or in writing by the Government, DIB participants may (1)
use GFI to safeguard covered defense information only on covered DIB systems that are U.S.
based (i.e., provisioned, maintained, or operated within the physical boundaries of the United
States); and (2) share GF1 only within their company or organization, on a need to know basis,
with distribution restricted to U.S. citizens (i.e., a person born in the United States, or
naturalized, holding a U.S. passport). However, in individual cases, upon request of a DIB

participant that has determined that it requires the ability to share the information with a non U.S.
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citizen, or to use the GFI on a non-U.S. based covered DIB system, and can demonstrate that
appropriate information handling and protection mechanisms are in place, the Government may
authorize such disclosure or use under appropriate terms and conditions.

(h) DIB participants shall maintain the capability to electronically disseminate GFI within the
Company in an encrypted fashion (e.g., using Secure/Multipurpose Internet Mail Extensions
(S/MIME), secure socket layer (SSL), DoD-approved medium assurance certificates).

(i) The DIB participants shall not share GF1 outside of their company or organization, regardless
of personnel clearance level, except as authorized in this part or otherwise authorized in writing
by the Government.

(j) If the DIB participant utilizes a third-party service provider (SP) for information system
security services, the DIB participant may share GFI with that SP under the following conditions
and as authorized in writing by the Government:

(I) The DIB participant must identify the SP to the Government and request permission to share
or disclose any GFI with that SP (which may include a request that the Government share
information directly with the SP on behalf of the DIB participant) solely for the authorized
purposes of this program;

(2) The SP must provide the Government with sufficient information to enable the Government
to determine whether the SP is eligible to receive such information, and possesses the capability
to provide appropriate protections for the GFI;

(3) Upon approval by the Government, the SP must enter into a legally binding agreement with
the DIB participant (and also an FA with the Government in any case in which the SP will
receive or share information directly with the Government on behalf of the DIB participant)

under which the SP is subject to all applicable requirements of this part and of any supplemental
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provide any other form of unfair preferential treatment, and shall not in any way be represented
or interpreted as a Government endorsement or approval of the DIB participant, its information
systems, or its products or services.

(g) The DIB participant and the Government may each unilaterally limit or discontinue
participation in this program at any time. Termination shall not relieve the DIB participant or the
Government from obligations to continue to protect against the unauthorized use or disclosure of
GFI, attribution information, contractor proprietary information, third-party proprietary
information, or any other information exchanged under this program, as required by law,
regulation, contract, or the FA.

(h) Upon termination of the FA, and/or change of Facility Security Clearance status below
Secret, GFI must be returned to the Government or destroyed pursuant to direction of, and at the
discretion of, the Government.

(i) Participation in this program does not abrogate the Government’s or the DIB participants’
rights or obligations regarding the handling, safeguarding, sharing, or reporting of information,
or regarding any physical, personnel, or other security requirements, as required by law,

regulation, policy, or a valid legal contractual obligation.

236.7 DIB Participant Eligibility Requirements.

To be eligible to participate in this program, a DIB participant must execute the standardized FA
with the Government, including compliance with requirements applicable to DIB participants as
set forth in sections 236.4 through 236.6 of this part. In addition, the DIB Participant must:

(a) Have or acquire DoD-approved medium assurance certificates to enable encrypted

unclassified information sharing between the Government and DIB participants;



00917

(b) Have an existing active Facility Security Clearance (FCL) granted under the National
Industrial Security Program Operating Manual (NISPOM) (DoD 5220.22-M) with approved
safeguarding for at least Secret information, and continue to qualify under the NISPOM for
retention of its FCL and approved safeguarding
(http://www.dtic.mil/whs/directives/corres/pdf/522022m.pdf);

(c) Have or acquire a Communications Security (COMSEC) account in accordance with
the NISPOM Chapter 9, Section 4; and

(d) Obtain access to DoD's secure voice and data transmission systems supporting the DIB

CS/IA program.

DATED:

PATRICIA L. TOPPINGS
OSD Federal Register
Liaison Officer

Department of Defense
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Fact Sheet: Defense Industrial Base (DIB) Cyber Security/Information Assurance Program and
DIB Enhanced Cybersecurity Services

The United States continues to face a significant risk that critical Defense information residing on DIB
networks and systems can be compromised by malicious cyber actors resulting in potential economic
losses or damage to United States national security. The Department of Defense is actively engaged in
multiple efforts to foster mutually beneficial partnerships with the Defense Industrial Base (DIB) to
protect Department of Defense information residing on or passing though DIB systems. One such effort
is the DIB Cyber Security/Information Assurance (CS/IA) Program, including its optional Enhanced
Cybersecurity Services (ECS) component.

Bilateral Information Sharing

The DIB CS/IA Program is designed to improve DIB network defenses and allows DIB companies and
the Government to reduce damage to critical programs when defense information is compromised. The
DIB CS/IA Program includes a voluntary information sharing component under which DIB companies
and the Government agree 10 share cyber security information out of a mutual concern for the protection
of sensitive but unclassified information related to DoD programs on DIB company networks.

Under the DIB CS/1A Program, DoD provides participating DIB Companies with unclassified indicators
and related, classified contextual information. DIB companies can choose whether to incorporate the
indicators into their own traffic screening or other security tools, and they can review or act on the
contextual information as they wish to better address the cybersecurity threats they face. DoD also shares
mitigation measures to assist DIB Companies’ cybersecurity efforts.

DIB companies also report known intrusion events to the Government and may participate in Government
damage assessments, if needed. A DIB company may report any cybersecurity event that may be of
interest to the cyber community, at its discretion.

Enhanced Cyber Security Services (ECSS)

As an additional and optional part of the program, the Government will furnish classified threat and
technical information to voluntarily participating DIB Companies or their Commercial Service Providers
(CSPs). This sensitive Government furnished information enables the DIB companies, or the CSPs on
behalf of their DIB customers, to counter additional types of known malicious activity and to further
protect Department of Defense program information. Any CSPs that are capable of implementing the
Government furnished information in compliance with security requirements are eligible to participate
and offer the cybersecurity services to participating DIB companies. CSPs may also charge for providing
this service to participating DIB companies.

DIB Company Participation

To participate in the DIB CS/IA Program, eligible DIB companies sign a Framework Agreement with
DoD. Once in the DIB CS/IA Program, a DIB company may also elect to participate in the ECS
component in several different ways: by meeting the security requirements to implement the
countermeasures on its own networks, by purchasing the services from a participating CSP, or by meeting
the requirements to become a CSP to offer the services to other DIB companies.
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SECTION 2: PIA SUMMARY INFORMATION

a. Why is this PIA being created or updated? Choose one:

[0 New DoD Information System O New Electronic Collection

[0 Existing DoD Information System X Existing Electronic Collection

0 Significantly Modified DoD Information
System

b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol
Router Network (SIPRNET) IT Registry?

O Yes, DITPR Enter DITPR System Identification Number

[J Yes, SIPRNET  Enter SIPRNET lIdentification Number

X No

c. Does this DoD information system have an IT investment Unique Project Identifier (UPI), required
by section 53 of Office of Management and Budget (OMB) Circular A-11?

X Yes O No

If “Yes," enter UPI 007-97-05-08-02-3915-00

If unsure, consult the Component IT Budget Point of Contact to obtain the UPI.
d. Does this DoD information system or electronic collection require a Privacy Act System of
Records Notice (SORN)?

A Privacy Act SORN is required if the information system or efectronic collection contains information about U.S. citizens
or lawful permanent U.S. residents that is retriaved by name or other unique identifier. PIA and Privacy Act SORN
information should be consistent.

X Yes [0 No

if “Yes,” enter Privacy Act SORN Identifier In process

DoD Component-assigned designator, not the Federal Register number.
Consult the Component Privacy Office for additional information or
access DoD Privacy Act SORNSs at: hitp:/www.defenselink.mil/privacy/notices/

or

Date of submission for approval to Defense Privacy Office

Consuit the Component Privacy Office for this date. April 28, 201

DD FORM 2930 NOV 2008 Page 2 of 21



00922

e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardless of form or format.

X Yes

Enter OMB Control Number |In process

Enter Expiration Date

O No

f. Authority to collect information. A Federal law, Executive Order of the President (EO), or DoD
requirement must authorize the collection and maintenance of a system of records.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act
SORN should be the same.

(2) Cite the authority for this DoD information system or electronic collection to collect, use, maintain
and/or disseminate PIl. (If multiple authorities are cited, provide all that apply.)

(a) Whenever possible, cite the specific provisions of the statute and/or EO that authorizes
the operation of the system and the collection of PII.

(b} If a specific statute or EO does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited if the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of a system of records.

(c) DoD Components can use their general statutory grants of authority (“internal
housekeeping”) as the primary authority. The requirement, directive, or instruction implementing the
statute within the DoD Component should be identified.

Department of Defense (DoD) Instruction (DoDI) 5205.13, “Defense Industrial Base (DIB) Cyber
Security/Information Assurance (CS/IA) Activities,” January 29, 2010, directs the conduct of DIB CS/IA
activities to protect unclassified DoD information that transits, or resides on, unclassified DIB information
systems and networks. DoD Directive (DoDD) §505.13E, “DoD Executive Agent (EA) for the DoD Cyber
Crime Center (DC3),” March 1, 2010, addresses the responsibilities of DC3, including its electronic and
multimedia forensics laboratory, which is accredited by the American Society of Crime Laboratory
Directors Laboratory Accreditation Board; collaboration with U.S. Government (USG) and private
industry organizations; and designates DC3 as the information sharing focal point for the DIB CS/IA
program. These activities, including the collection, management and sharing of information for cyber
security purposes, support and implement national and DoD-specific guidance and authority, including
the following:

1. Information Assurance (IA):

DaD is required by statute to establish programs and activities to protect DoD information and DoD
information systems, including information and information systems operated and maintained by
contractors or others in support of DoD activities. Section 2224 of title 10, U.S. Code (U.S.C.), requires
DoD to establish a Defense IA Program to protect and defend DoD information, information systems,
and information networks that are critical to the Depariment during day-to-day operations and operations
in times of crisis. (10 U.S.C. § 2224(a)). The pregram must provide continuously for the availability,
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[tegrity, authentication, confidentiality, non-repudiation, and rapid reshitution of informafion and
information systems that are essential elements of the Defense information infrastructure. (10 U.S.C. §
2224(b)). The program strategy also must include vulnerability and threat assessments for defense and
supporting non-defense information infrastructures, joint activities with elements of the national
information infrastructure, and coordination with representatives of those national critical infrastructure
systems that are essential to DoD operations. (10 U.S.C. § 2224(c)). The program must provide for
coordination, as appropriate, with the heads of any relevant federal agency and with representatives of
those national critical information infrastructure systems that are essential to the operations of the
Department regarding information assurance measures necessary to the protection of these systems.
(10 U.S.C. § 2224(d)).

The Defense IA Program also must ensure compliance with federal IA requirements provided in the
Federal Information Security Management Act (FISMA). (44 U.S.C. §§ 3541 et seq.). FISMA requires all
federal agencies to provide information security protections for information collected or maintained by or
on behalf of the agency; and information systems used or operated by an agency or by a contractor of
an agency or other organization on behalf of an agency. (44 U.S.C. § 3544(a)(1)(A)). Agencies are
expressly required to develop, document, and implement programs to provide information security for
information and information systems that support the operations and assets of the agency, including
those provided by another agency, contractor, or other source. (44 U.S.C. § 3544(b)).

2. Critical Infrastructure Protection (CIP):

Under Homeland Security Presidential Directive 7 (HSPD-7), “Critical Infrastructure |dentification,
Prioritization, and Protection,” the Department of Homeland Security (DHS) leads the national effort to
protect public and private critical infrastructure. (HSPD-7, (7). This includes coordinating
implementation activities between federal agencies, state and local authorities, and the private sector.
Regarding cyber security, these efforts are to include analysis, warning, information sharing, vulnerability
reduction, mitigation, and aiding national recovery efforts for critical infrastructure information systems.
(HSPD-7, 11(12)).

The Department of Defense is the Sector Specific Agency (SSA) for the Defense Industrial Base (DIB)
sector (HSPD-7, 1(18)(g)). and thus engages with the DIB on a wide range of CIP matters, including but
not limited to cyber security. HSPD-7 charges the SSAs to: collaborate with all relevant Federal
departments and agencies, State and local governments, and the private sector, including with key
persons and entities in their infrastructure sector; conduct or facilitate vulnerability assessments of the
sector; and encourage risk management strategies to protect against and mitigate the effects of attacks
against critical infrastructure and key resources. (HSPD-7, 1](19)). More specifically, regarding
coordination with the private sector, HSPD-7 provides that DHS and the SSAs “will collaborate with
appropriate private sector entities and continue to encourage the development of information sharing
and analysis mechanisms [to] identify, prioritize, and coordinate the protection of critical infrastructure
and key resources; and to facilitate sharing of information about physical and cyber threats,
vulnerabilities, incidents, potential protective measures, and best practices.” (HSPD-7, §(25)). Within
DoD, CIP is implemented by DoDD 3020.40, “DoD Policy and Responsibilities for Critical Infrastructure,”
January 14, 2010, and DoDI 3020.45, “Defense Critical Infrastructure Program (DCIP) Management"
April 21, 2008.

3. Comprehensive National Cybersecurity Initiative:

National Security Presidential Directive (NSPD) 54/Homeland Security Presidential Directive (HSPD) 23,
which formalizes the Comprehensive National Cyber Security Initiative (CNCI), directs each Department
to improve situational awareness between the Government and private sector regarding the extent and
severity of the cyber threat. Under CNCI, the Depariment of Homeland Security (DHS), in consuitation
with the heads of other SSAs, including DoD, submitted the "Project 12 Report: Improving Protection of
Privately Owned Critical Network Infrastructure Through Public-Private Partnerships." This report
recommends implementing real-time cyber situational awareness and promoting public-private cyber
information sharing efforts. Furthermore, the “Cyberspace Policy Review” (also known as the 60-Day
Review), released by the President on May 29, 2009, identifies cyber security as a top priority of the
administration. The report specifically recommends accelerating private-sector network incident
reporting to the Government. The "International Strategy for Cyberspace," released by the President in
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May 2077, emphasizes the need for public and private sector parninership to strengthen networks and
systems and make steady progress towards shared situational awareness of network vulnerabilities.

g. Summary of DoD information system or electronic collection. Answers to these questions
should be consistent with security guidelines for release of information to the public.

(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

The information systems and information collection activities covered by this PIA are used to support key
elements of the Defense Industrial Base (DIB) Cyber Security/Information Assurance (CS/IA) Program (see
DoD Instruction (DoDl) 5205.13, “[DIBCS/IA] Activities,” January 29, 2010}, to protect unclassified DoD
information that transits, or resides, on unclassified DIB information systems and networks. This includes
support provided by the DIB CS/IA Program Office, the DoD Cyber Crime Center (DC3) and other
govemment stakeholders.

More specifically, this PIA covers a voluntary cyber security information sharing activity between the DoD
and DIB companies. In general, DoD provides cyber threat information and information assurance (IA) best
practices to DIB companies to help them better protect their unclassified networks to protect DoD
unclassified information; and in return, DIB companies report certain types of cyber intrusion incidents to the
DoD-DIB Collaborative Information Sharing Environment (DCISE), located at DC3. The DoD analyzes the
information reported by the DIB company regarding any such cyber incident, to glean information regarding
cyber threats, vulnerabilities, and the development of effective response measures. In addition to this initial
reporting and analysis, the DoD and DIB company may pursue, on a voluntary basis, follow-on, more
detailed, digital forensics analysis or damage assessments, including sharing of additional electronic media/
files or information regarding the incident or the affected systems, networks, or information. The information
sharing arrangements between the DoD and each participating DIB company is memorialized in a
standardized bilateral Framework Agreement (FA).

Such DoD-DIB cyber security information sharing practices are under continuous review and improvement,
including the development and testing of additional information sharing mechanisms and models. For
example, the new DIB Exploratory Cybersecurity Initiative (also known as the “Exploratory Pilot” or “Opt-In”
Pilot), builds on the existing DIB CS/IA Program and FAs, serving as a short-term proof-of-concept
demonstration in which DoD would share cyber threat information and technical information directly with
commercial providers of internet, network, and communications services providers. In this sharing model,
the commercial service providers are authorized to use the DoD-provided information to further protect
participating DIB company networks, which allows the DIB companies the option of acquiring such
protections from a commercial provider, rather than each DIB company independently deploying the
information directly on its own networks. This Exploratory Pilot utilizes all of the incident reporting, forensics
analysis, and damage assessment procedures already established under the DIB CS/IA program and FAs,
and thus the sharing of Pl for the Exploratory Pilot is also covered by this PIA.

Although these DIB CS/IA Program information sharing activities are focused on sharing cyber security
related information, the operational implementation of this sharing arrangement involves sharing and
managing PIl in two supporting ways: (i) for prcgram administration and management purposes, the DIB
companies share with DoD the typical business contact information for its personnel that are serving as
company points of contact for the program activities or specific cyber incidents; and (i) although it is not
typical or expected, there is always the potential that information provided by a DIB company regarding any
specific cyber incident may include PlI that is incidental to or embedded within the cyber security information
being shared. Each of these circumstances is discussed in more detail below:

1. DIB CS/IA Program Administration and Management:

As part of the administrative management of the DIB CS/IA Program'’s information sharing activities, each
participating DIB company provides basic identifying information for a limited number of its personnel who
are authorized to serve as the primary company points of contact (POCs). The information provided for each
POC includes routine business contact information (e.g., name, title, organizational unit, business email and
phone), plus additional information necessary to verify the individual's authorization to receive classified
information or controlied unclassified information (e.g., security clearance, citizenship). This information is
required by the DIB CS/IA program office to manage the program and interact with the companies through
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Toutine emans, phone calls, and panicipation in periodic classiied meetings. A DIB company that is nof ye
participating in the Program may also provide POC information to the DIB CS/IA Program office in order to
discuss Program application procedures or related information regarding the Program.

In addition to the designation of a limited number of primary POCs for the DIB company's overall
participation in the DIB CS/IA Program, additional POC information may be provided in the individual incident
reports submitted by the company. In most cases, the DIB companies report incidents using a DIB CS/IA
Program standardized Incident Collection Form (ICF), which is submitted as the initial incident report to the
DoD-DIB Collaborative Information Sharing Environment (DCISE) at DC3. The ICF includes the basic POC
information (e.g., name, organizational unit, business email and phone) for the DIB company representative
who is submitting the initial report. The ICF also allows the reporting company to provide the same basic
POC information for other company personnetl that are knowledgeable about, or otherwise relevant for, the
reported incident (e.g., POCs for incident response, technical issues, or the affected business unit). In some
cases, a company may elect to report the incident without using the ICF; and companies may report
incidents through a variety of communications channels, including email, fax, or by phone, if necessary.

Collecting this type of POC information is the only element of this information sharing activity in which the
DIB CS/IA program intentionally collects PII; however, there are other portions of the information sharing
aclivities that present the potential for the DIB companies to provide DoD with Pl that is incidental to, or
embedded within, other cyber security information being shared—resuiting in an inadvertent collection of PII.

2. Cyber Incident Response and Analysis:

Although it is not typical or expected, it is nevertheless possible that a DIB company may voluntarily submit
Pll to DoD in connection with the initial cyber incident reporting or response activities, or during follow-up
digital forensics or damage assessment activities. Accordingly, the Program is designed to provide
appropriate handling and safeguards in the event that Pli is (inadvertently) collected in these circumstances.

For example, when providing the initial incident report on the ICF, the DIB company provides a description of
the cyber incident, including technical and contextual details regarding any or all relevant aspects of the
incident. In some cases, the DIB company may determine that PIl, or what appears to be PII, is relevant in
describing the event (e.g., an individual's name and email address that may be spoofed in connection with
an email phishing attempt or an email used as the delivery mechanism for maiware). The ICF allows the
company to describe the incident in two levels of detail and sensitivity: (i) a fully detailed version that may
contain attribution or other sensitive information (e.g., Pll) that is provided for internal DCISE use; and (ii) an
alternative description that provides only such information that the company authorizes to be released
outside the DCISE for cyber security purposes. Subsequently, the DCISE also follows up with the DIB
company to confimm the nature and extent of information that the DIB company authorizes for release outside
the DCISE for cyber security purposes.

In addition, the DIB company also may voluntarily share Pll during the digital forensics analysis or damage
assessment activities following the initial incident response. Or, more accurately, a DIB company may
determine that it is not necessary to redact or withhold certain types of Pll from the information that it is
otherwise voluntarily sharing for these follow-on analyses. The DoD and DIB companies recognize that in
some cases, after the initial incident report and preliminary investigation, a more complete analysis of the
event may be necessary. On a voluntary basis, DIB companies may share additional information about
potentially compromised information systems with the DoD for this purpose. DIB companies may elect to
limit the nature and extent of information shared, due to legal, contractual, or other restrictions.

Similarly, as part of the follow-up for each reported incident, the DIB company reviews the potentially
compromised systems or networks and reports to DoD regarding the presence of files or information
associated with DoD programs, systems, or military applications. When the reported cyber intrusion affects
systems containing such DoD information, the DIB companies will preserve and share with DoD the
unclassified files on threat-accessed systems that pertain to Government programs, unless there are legal or
contractual reasons that preclude sharing (e.g., the images may contain Pl or third-party proprietary
information that are subject to nondisclosure prohibitions). The DoD's Damage Assessment Management
Office (DAMO), an organizational element of the Under Secretary of Defense for Acquisition, Technology
and Logistics, reviews the available information to determine whether a more complete damage assessment
is warranted.
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These information sharing mechanisms are intended {0 enhance a participating DIB company's ability to
detect and defend against cyber intrusions and other malicious activity occurring on their networks, in order
to better protect Defense information. In doing so, the DIB CS/IA Program has established procedures
designed to ensure that the DIB companies share information with DoD only if it is relevant to the forensics
or damage assessment analysis, and only after the DIB company verifies that it is authorized to share the
information with the DoD for these purposes.

(2) Briefly describe the privacy risks associated with the Pl collected and how these risks are
addressed to safeguard privacy.

There are minimal risks associated with the PIl collected in connection with the DoD-DIB cyber security
information sharing activities under the DIB CS/IA Program, and risks are effectively addressed to safeguard
privacy:

« The Pll received by the DoD is provided voluntarily by authorized DIB company representatives, subject to
mutually agreed upon restrictions (e.g., in the FA),

+ The nature of the Pl being intentionally collected is limited to ordinary business contact information;

* Once collected, access and use of Pll is strictly limited to authorized personnel that need the information for
cyber security purposes;

» All personnel receiving access to the collected PIl are required to undergo training and are subject to
appropriate nondisclosure restrictions; and

« The Pl is maintained for only so long as necessary for DIB CS/IA Program activities, and is managed and
disposed of in accordance with applicable records management requirements.

Additional details regarding these risk mitigations and safeguards are discussed below.

The DIB CS/IA information sharing activities covered by this PIA are focused on sharing cyber security
related information, and thus the Program seeks to minimize the collection and management of Pll except as
necessary to support the program. The operational implementation of this sharing arrangement involves
sharing and managing PIl in two supporting or incidental ways: (i) for program administration and
management purposes, the DIB companies share with DoD the typical business contact information for its
personnel that are serving as company points of contact for the program activities or specific cyber incidents;
and (i) for cyber incident response and analysis purposes, although it is not typical or expected, there exists
the potential that information provided by a DIB company regarding any specific cyber incident may include
PIl that is incidental to, or embedded in, the information being shared for the cyber security analysis. Details
on the nature and circumstances of Pl collection for these purposes is discussed in more detail in Section 2.
g.(1) above.

As discussed previously, the DIB CS/IA Program intentionally collects Pll regarding DIB company POCs only
for routine program administration and management purposes. This Pll does not involve any particularly
sensitive personal information — it is limited to the individual's typical business contact information that is
routinely shared in the ordinary course of business (e.g., name, title, organizational division, business email
and phone), as well as other information (e.g., security clearance, citizenship) that is necessary to verify the
individual's authorization to receive classified or other controlled unclassified information under the program.

Although this basic POC information may not be a particularly sensitive type of PIl, it is nevertheless tightly
controlled within the DIB CS/IA Program - in the same manner and for the similar purposes, that the
Program controls DIB company “attribution information” (i.e., information that identifies a company or its
programs, whether directly or indirectly, by the grouping of information that can be traced back to that
company). Although the name of a DIB company or its programs, or the basic contact information for the
company’'s POCs, might not ordinarily be considered particularly sensitive, the association of that company
or its specific POCs with particular cyber security activities, or with particular cyber security incidents, may be
extremely sensitive, closely guarded information. Accordingly, the DIB CS/IA Program restricts access to
such Pll and attribution information only to those authorized personnel who have a need-to-know such
information for duties in support of the DIB CS/IA Program, and are subject to strict nondisclosure
obligations. For example, all USG personnel and contractors supporting the DIB CS/IA Program (including
the Program Office, DC3 and DAMO personnel or contractors supporting the Program) who require access
to Pll or attribution information must sign standardized nondisclosure agreements requiring training and
providing strict guidelines on the handling and protecting of that information.

DDFO
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DC3 will maintain, control, and dispose of all media provided by DIB companies in accordance with
established policies and procedures for the digital and multimedia forensics laboratory. The media are
protected using procedural controls that are the same as, or similar to, those DC3 uses to handle evidence
that it processes as part of criminal investigations. Access to the media containing files that may have PII, is
strictly controlled and limited to those participating in formal DIB cyber intrusion damage assessments. The
media are maintained by the digital and multimedia forensics laboratory, an accredited facility. The files and
media do not leave DC3 — physically or electronically.

The Program's information sharing procedures are designed to ensure the DIB companies share information
with DoD only if it is relevant to cyber intrusion incidents or follow-on forensics or cyber intrusion damage
assessment analysis. When sharing electronic images or files with the DoD for forensics or damage
assessment activities, the DIB companies will identify the types of sensitive information (e.g., PIl, proprietary,
export controlled) that may be contained in the shared files. However, when the DoD is performing its
analysis on the files, it may discover Pl (or other sensitive information) that had not been identified by the
DiB company when the information was submitted. If this occurs, all investigative work ceases, the DIB
company is notified that PIl (or sensitive information) was discovered, and the DIB company provides
guidance in writing as to how it would like to proceed (e.g., cease forensics analysis and return the electronic
media to the DIB company for further review to verify the company’s authorization to share that information
with DoD for cyber security activities).

- How long will any collected Pl be stored, and how will such Pll be disposed of?

The DIB company POC information provided to support the DIB CS/IA administration and management
process is maintained only so long as the designated points of contract represent the participating company.
When the DIB CS/IA program office is notified that the DIB Company personnel are being replaced, the POC
information databases are updated and outdated PIl is archived in accordance with records management
requirements.

Inadvertently collected PlI that may be submitted by DIB companies in connection with incident reporting and
response is maintained, controlled, and disposed of when no longer needed for intrusion investigation,
forensics analysis, and damage assessment activities. The time it takes to complete a cyber intrusion
forensics analysis and damage assessment will vary. Some of the assessments will be more complex and
require more time than others. DC3 will dispose of media when no longer needed, as it does with DoD
information it reviews as part of criminal investigations.

in all cases, the management and disposal of this information will comply with all applicable DoD records
management procedures and requirements, and records disposition schedules.

- What compliance or oversight mechanisms are used to ensure that Pl is protected?

DC3 has detailed procedures and processes in place to control access to inadvertently collected Pll. These
processes capitalize on the procedures DC3 has in place in its law enforcement capacity. The same strict
need-to-know standard and chain of custody process used to handle evidence are used to control files and
media provided by DIB companies. All personnel with access to DIB company submitted materials are
required to undergo training and then sign a DIB CS/IA Program standardized NDA before being granted
access to any information. The NDAs are maintained by DC3 and no access is given to the files unless an
NDA has been executed and is on file with DC3.

The DIBCS/IA Program Office, and DC3, also coordinate with the Defense Privacy and Civil Liberties Office
to ensure that the program practices and procedures comply with applicable requirements concerning
appropriate management and protection of Pll, and privacy and civil liberties considerations.

- Will the networks that store or process the Pll be monitored? How would participating entities know that
their networks are subject to monitoring?

None of these DIB CS/IA activities involve any DoD or USG personnel performing any monitoring of DIB
company or other private networks. The DIB companies are responsible for the conduct of any monitoring of
their own networks. The only Pll received by DoD under these activities is Pll that is provided directly to

DoD by authorized DIB company personnel. Once any such Pl is received in DoD systems or networks, the
RWMZ930N0OV 2008 P




00928

DoD monitoring policies and practices are applicable; including DoD-wide requirements for system Togon
banners and user agreements that operate to ensure legally effective user notice and consent to DoD
monitoring (see Directive Type Memorandum 08-060, “Policy on Use of Department of Defense (DoD)
Information Systems - Standard Consent Banner and User Agreement,” May 8, 2008).

h. With whom will the Pll be shared through data exchange, both within your DoD
Component and outside your Component (e.g., other DoD Components, Federal Agencies)?
Indicate all that apply.

X Within the DoD Component.

Specify. |The DIB CS/IA Program restricts access to Pll and attribution information only
to those authorized personnel who have a need-to-know such information for
duties in support of the DIB CS/IA Program, and are subject to strict
nondisclosure obligations. Pl inadvertently collected on an ICF or electronic
media is not shared (physically or electronically) outside of DC3 facilities.
Information and media are maintained at DC3 with strict accountability and
need-to-know on those USG and DoD contractor personnel having access to
the files. All USG personnel and contractors supporting the DIB CS/IA
Program (including the Program Office, DC3 and DAMO personnel or
contractors supporting the Program) who require access to Pl| or attribution
information must sign standardized nondisclosure agreements requiring
training and providing strict guidelines on the handling and protecting of that
information.

X Other DoD Components.

Specify. |The DIB CS/IA Program restricts access to Pll and attribution information only
to those authorized personnel who have a need-to-know such information for
duties in support of the DIB CS/IA Program, and are subject to strict
nondisclosure obligations. Pll inadvertently collected on an ICF or electronic
media is not shared (physically or electronically) outside of DC3 facilities.
Information and media are maintained at DC3 with strict accountability and
need-to-know on those USG and DoD contractor personnel having access to
the files. All USG personnel and contractors supporting the DIB CS/IA
Program (including the Program Office, DC3 and DAMO personnel or
contractors supporting the Program) who require access to Pl or attribution
information must sign standardized nondisclosure agreements requiring
training and providing strict guidelines on the handling and protecting of that
information.

X Other Federal Agencies.

Specify. Pll is not shared with other federal agencies, except in support of authorized
law enforcement or counterintelligence activities. In any other case, DoD
would obtain the appropriate permission (e.g., from the DIB company or the
individual identified by the PIl) for any other sharing with another Federal
agency. In some cases, the DIB company may determine that Pll, or what
appears to be PlI, is relevant in describing the event (e.g., an individual's
name and email address that may be spoofed in connection with an email
phishing attempt, or an email used as the delivery mechanism for malware).
Only such Pl as authorized by the company will be released outside of the
DoD.

[ state and Local Agencies.
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Specify.

[X] Contractor (Enter name and describe the language in the contract that safeguards PII.)

Specify. The DIB CS/IA Program restricts access to Pll and attribution information only to
those authorized personnel who have a need-to-know such information for duties in
support of the DIB CS/IA Program, and are subject to strict nondisclosure obligations.
Pll inadvertently collected on an ICF or electronic media is not shared (physically or
electronically) outside of DC3 facilities. Information and media are maintained at DC3
with strict accountability and need-to-know on those USG and DoD contractor
personnel having access to the files. All USG personnel and contractors supporting
the DIB CS/IA Program (including the Program Office, DC3 and DAMO personnel or
contractors supporting the Program) who require access to Pl or attribution
information must sign standardized nondisclosure agreements requiring training and
providing strict guidelines on the handling and protecting of that information. In some
cases, the DIB company may determine that Pll, or what appears to be PlI, is relevant
in describing the event (e.g., an individual's name and email address that may be
spoofed in connection with an email phishing attempt, or an email used as the
delivery mechanism for maiware). Only such PIl authorized by the company will be
released to a contractor.

Other (e.g., commercial providers, colleges).

Specify.  |In any other case, DoD would not share the PIl except after obtaining the

appropriate permission (e.g., from the DIB company or the individual identified
by the PIl).

Do individuals have the opportunity to object to the collection of their PIl?

Yes [0 No

(1) if"Yes," describe method by which individuals can object to the collection of PII.

When the DIB company POC information is intentionally collected directly from an individual who is being
designated as a POC, he/she can object to the collection of Pll at that time.

(2) If "No," state the reason why individuals cannot object.

DIB company POC information may also be intentionally collected from a DIB company representative that is
providing contact info for other DIB company POCs, and thus these other POCs do not have the opportunity
to object at this point of collection. Providing such routine business POC information to facilitate the DIB CS/
IA Program administration and management is agreed upon as part of the DoD-DIB Framework Agreement,

and is a routine use of such information for the Program. Participating DIB companies voluntarily provide all
such information.

All other Pll under this Program is inadvertently collected. DIB companies also voluntarily report network
intrusions and compromises of DoD program information. PIl is not requested in the reports, however, the
DIB company may include relevant Pll in the incident reporting and response process.

J. Do individuals have the opportunity to consent to the specific uses of their PII?
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X Yes O No

(1) If "Yes," describe the method by which individuals can give or withhold their consent.

When the DIB company POC information is intentionally collected directly from an individual who is being
designated as a POC, he/she is provided the opportunity to consent or not consent to specific uses of Pl
when they are presented with a Privacy Act Statement.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

DIB company POC information may also be intentionally collected from a DIB company representative that is
providing contact info for other DIB company POCs, and thus these other POCs do not have the opportunity
to consent or withhold consent for specific uses at the point of collection. Providing such routine business
POC information to facilitate the DIB CS/IA Pragram administration and management is agreed upon as part
of the DoD-DIB Framework Agreement, and is a routine use of such information for the Program.
Participating DIB companies voluntarily provide all such information.

All other Pl under this Program is inadvertently collected. DIB companies also voluntarily report network
intrusions and compromises of DoD program information. Pll is not requested in the reports, however, the
DIB company may include relevant PIl in the incident reporting and response process.

k. What information is provided to an individual when asked to provide Pll data? Indicate all that
apply.

Privacy Act Statement | Privacy Advisory
[0 other O None

Describe |Privacy Act Statement to include the authorities to collect the information; the purpose or purposes for
each which the information is to be used; the routine uses that will be made of the information; whether
applicable |providing the information is voluntary or mandatory and the effects on the individual if he or she
format. chooses not to provide the requested information.
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NOTE:

Sections 1 and 2 above are to be posted to the Component's Web site. Posting of these
Sections indicates that the PIA has been reviewed to ensure that appropriate safeguards are in
place to protect privacy.

A Component may restrict the publication of Sections 1 and/or 2 if they contain information that
would reveal sensitive information or raise security concerns.

DD FORM 2930 NOV 2008 Page 12 of 21



00932

PRIVACY IMPACT ASSESSMENT (PIA)
For the

Defense Industrial Base (DIB) Cyber Security/Information Assurance Activities

DoD CIO

CTION1: ISA Ul ?

a. Will this Department of Defense (DoD) information system or electronic collection of
information (referred to as an "electronic coliection™ for the purpose of this form) collect,
maintain, use, and/or disseminate Pll about members of the public, Federal personnel,
contractors or foreign nationals employed at U.S. military facilities internationally? Choose
one option from the choices below. (Choose (3) for foreign nationals).

O (1) Yes, from members of the general public.
[ (2) Yes, from Federal personnel* and/or Federal contractors.

B (3) Yes, from both members of the general public and Federal personnel and/or Federal contractors.
O 4 No

* “Federal perscnnel” are referred to in the DoD IT Portfolio Repository (DITPR) as "Federal employees.”

b. If "No,” ensure that DITPR or the authoritative database that updates DITPR is annotated
for the reason(s) why a PIA is not required. If the DoD information system or electronic

collection is not in DITPR, ensure that the reason(s) are recorded in appropriate
documentation.

c. If "Yes,” then a PIA is required. Proceed to Section 2.
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SECTION 2: PIA SUMMARY INFORMATION

a. Why is this PIA belng created or updated? Choose one:

[0 New.DoD Information System O New Electronic Collection
[0 Existing DoD Information System X Existing Electronic Collection
0 Significantly Modified DoD Information

System

b. Is this DoD information system registered in the DITPR or the DoD Secret Internet Protocol
Router Network (SIPRNET) IT Repistry?

O Yes, DITPR Enter DITPR System Identification Number

O Yes, SIPRNET Enter SIPRNET Identification Number

KX No

c. Does this DaoD information system have an IT investment Unique Project ldentifier (UPI), required
by section 63 of Office of Management and Budget (OMB) Circular A-11?

BK&l Yes O No

if "Yes," enter UPI 007-97-05-08-02-3915-00

If unsure, consult the Compenent IT Budget Point of Contact to obtain the UPI.

d. Does this DoD information system or electronic collection require a Privacy Act System of
Records Notice (SORN)?

A Privacy Act SORN is required if the informaticn system or electronic collection contains information about U.S. citizens

or lawful permanent U.S. residents that is retrieved by name or other unique identifier. PIA and Privacy Act SORN
information should be consistent.

5 Yes O No
If "Yes," enter Privacy Act SORN ldentifier In process

DoD Component-assigned designator, not the Federal Register number.
Consuit the Component Privacy Office for additicnal information or
access DoD Privacy Act SORNS at.  http://iwww.defenselink.mil/privacy/notices/

or

Date of submission for approval to Defense Privacy Office

Consult the Component Privacy Office for this date. April 28, 2011
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e. Does this DoD information system or electronic collection have an OMB Control Number?
Contact the Component Information Management Control Officer or DoD Clearance Officer for this information.

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month period
regardless of form or format.

X Yes

Enter OMB Control Number |In process

Enter Expiration Date

0 No

f. Authority to collect information. A Federal law, Executive Order of the President (EO), or DoD
requirement must authorize the collection and maintenance of a system of records.

(1) If this system has a Privacy Act SORN, the authorities in this PIA and the existing Privacy Act
SORN should be the same.

(2) Cite the authority for this DoD information system or electronic collection to collect, use, maintain
and/or disseminate PIl. (Iif multiple authorities are cited, provide all that apply.)

(a) Whenever possible, cite the specific provisions of the statute and/or EO that authorizes
the operation of the system and the collection of PIi.

(b) If a specific statute or EO does not exist, determine if an indirect statutory authority can
be cited. An indirect authority may be cited if the authority requires the operation or administration of
a program, the execution of which will require the collection and maintenance of a system of records.

(c) DoD Components can use their general statutory grants of authority (“internal
housekeeping”} as the primary authority. The requirement, directive, or instruction implementing the
statute within the DoD Component should be identified.

Department of Defense (DcD) Instruction (DoDl) 5205.13, “Defense Industrial Base {DIB) Cyber
Security/Information Assurance (CS/IA) Activities,” January 29, 2010, directs the conduct of DIB CS/IA
activities to protect unclassified DoD information that transits, or resides on, unclassified DIB information
systems and networks. DoD Directive (DoDD) 5505.13E, “DoD Executive Agent (EA) for the DoD Cyber
Crime Center (DC3),” March 1, 2010, addresses the responsibilities of DC3, including its electronic and
multimedia forensics laboratory, which is accredited by the American Society of Crime Laboratory
Directors Laboratory Accreditation Board; collaboration with U.S. Government (USG) and private
industry organizations; and designates DC3 as the information sharing focal point for the DIB CS/A
program. These activities, including the collection, management and sharing of information for cyber
security purposes, support and implement national and DoD-specific guidance and authority, including
the following:

1. Information Assurance (IA):

DoD is required by statute to establish programs and activities to protect DoD information and DoD
information systems, including information and information systems operated and maintained by
contractors or others in support of DoD activities. Section 2224 of title 10, U.S. Code (U.S.C.), requires
DoD to establish a Defense |A Program to protect and defend DoD information, information systems,
and information networks that are critical to the Department during day-to-day operations and operations
in times of crisis. (10 U.S.C. § 2224(a)). The program must provide continuousiy for the availability,
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integrity, authenfication, confidentiality, non-repudialion, and rapid restitution of imormation and |
information systems that are essential elements of the Defense information infrastructure. (10 U.S.C. §
2224(b)). The program strategy also must include vulnerability and threat assessments for defense and
supporting non-defense information infrastructures, joint activities with elements of the national
Hinformation infrastructure, and coordination with representatives of those national critical infrastructure
systems that are essential to DoD operations. (10 U.S.C. § 2224(c)). The program must provide for
coordination, as appropriate, with the heads of any relevant federal agency and with representatives of
Wthose national critical information infrastructure systems that are essential to the operations of the

Department regarding information assurance measures necessary to the protection of these systems.
(10 U.S.C. § 2224(d)).

The Defense IA Program also must ensure compliance with federal IA requirements provided in the
Federal Information Security Management Act (FISMA). (44 U.S.C. §§ 3541 et seq.). FISMA requires all
federal agencies to provide information security protections for information collected or maintained by or
on behalf of the agency; and information systems used or operated by an agency or by a contractor of
an agency or other organization on behalf of an agency. (44 U.S.C. § 3544(a)(1)(A)). Agencies are
expressly required to develop, document, and implement programs to provide information security for
information and information systems that support the operations and assets of the agency, including
those provided by another agency, contractor, or other source. (44 U.S.C. § 3544(b)).

2. Critical Infrastructure Protection (CIP):

Under Homeland Security Presidential Directive 7 (HSPD-7), “Critical Infrastructure Identification,
Prioritization, and Protection,” the Department of Homeland Security (DHS) leads the national effort to
Iprotect public and private critical infrastructure. (HSPD-7, (7)). This includes coordinating
implementation activities between federal agencies, state and local authorities, and the private sector.
Regarding cyber security, these efforts are to include analysis, waming, information sharing, vulnerability
reduction, mitigation, and aiding national recovery efforts for critical infrastructure information systems.
(HSPD-7, 1(12)).

The Department of Defense is the Sector Specific Agency (SSA) for the Defense Industrial Base (DIB)
sector (HSPD-7, 1(18)(g)). and thus engages with the DIB on a wide range of CIP matters, including but
not limited to cyber security. HSPD-7 charges the SSAs to: collaborate with all relevant Federal
departments and agencies, State and local govemments, and the private sector, including with key
persons and entities in their infrastructure sector; conduct or facilitate vulnerability assessments of the
sector; and encourage risk management strategies to protect against and mitigate the effects of attacks
against critical infrastructure and key resources. (HSPD-7, {(19)). More specifically, regarding
coordination with the private sector, HSPD-7 provides that DHS and the SSAs “will collaborate with
appropriate private sector entities and continue to encourage the development of information sharing
and analysis mechanisms [to] identify, prioritize, and coordinate the protection of critical infrastructure
and key resources; and to facilitate sharing of information about physical and cyber threats,
vulnerabilities, incidents, potential protective measures, and best practices.” (HSPD-7, (25)). Within
DoD, CIP is implemented by DoDD 3020.40, “"DoD Policy and Responsibilities for Critical Infrastructure,”
January 14, 2010, and DoDI 3020.45, "Defense Critical Infrastructure Program (DCIP) Management”
April 21, 2008.

3. Comprehensive National Cybersecurity Initiative:

National Security Presidential Directive (NSPD) 54/Homeland Security Presidential Directive (HSPD) 23,
which formalizes the Comprehensive National Cyber Security Initiative (CNCI), directs each Department
to improve situational awareness between the Government and private sector regarding the extent and
sevaerity of the cyber threat. Under CNCI, the Department of Homeland Security (DHS), in consultation
with the heads of other SSAs, including DoD, submitted the “Project 12 Report: Improving Protection of
Privately Owned Critical Network Infrastructure Through Public-Private Partnerships.” This report
recommends implementing real-time cyber situational awareness and promoting public-private cyber
information sharing efforts.

g- Summary of DoD information system or electronic collection. Answers to these questions
should be consistent with security guidelines for release of information to the public.
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(1) Describe the purpose of this DoD information system or electronic collection and briefly
describe the types of personal information about individuals collected in the system.

The information systems and information collection activities covered by this PIA are used to support key
elements of the Defense Industrial Base (DIB) Cyber Security/Information Assurance (CS/IA) Program (see
DoD Instruction (DoDI) 5205.13, "[DIBCS/IA] Activities,” January 29, 2010), to protect unclassified DoD
information that transits, or resides, on unclassified DIB information systems and networks. This includes
support provided by the DIB CS/IA Program Office, the DoD Cyber Crime Center (DC3), the Damage
Assessment Management Office (DAMO), and other government stakeholders.

More specifically, this PIA covers a voluntary cyber security information sharing activity between the DoD
and DIB companies. in general, DoD provides cyber threat information and information assurance (JA) best
practices to DIB companies to help them better protect their unclassified networks to protect DoD
unclassified information; and in retumn, DIB companies report certain types of cyber intrusion incidents to the
DoD-DIB Collaborative Information Sharing Environment (DCISE), located at DC3. The DoD analyzes the
information reported by the DIB company regarding any such cyber incident, to glean information regarding
cyber threats, vulnerabilities, and the development of effective response measures. In addition to this initial
reporting and analysis, the DoD and DIB company may pursue, on a voluntary basis, follow-on, more
detailed, digital forensics analysis or damage assessments, including sharing of additional electronic media/
files or information regarding the incident or the affected systems, networks, or information. The information
sharing arrangements between the DoD and each participating DIB company are memorialized in a
standardized bilateral Framework Agreement (FA).

Such DoD-DIB cyber security information sharing practices are under continuous review and improvement,
including the development and testing of additional information sharing mechanisms and models. For
example, the new DIB Exploratory Cybersecurity Initiative (also known as the “DIB Cyber Pilot"), builds on
the existing DIB CS/IA Program and FAs, serving as a short-term proof-of-concept demonstration in which
DoD would share cyber threat information and technical information directly with commercial providers of
internet, network, and communications services providers. In this sharing model, the commercial service
providers (CSPs) enter into a modified version of the FA that authorizes them to use the DoD-provided
information to further protect participating DIB company networks. This modified information sharing model
allows the DIB companies the option of acquiring such additional cyber security protections from commercial
providers, rather than each DIB company independently deploying the information directly on its own
Fnetworks. This Pilot utilizes all of the incident reporting, forensics analysis, and damage assessment
procedures already established under the DIB CS/IA program and FAs, and thus the sharing of PIl for the
Exploratory Pilot is also covered by this PIA.

Although these DIB CS/IA Program information sharing activities are focused on sharing cyber security
related information, the operational implementation of this sharing arrangement involves sharing and
managing Pl in two supporting ways: (i} for program administration and management purposes, the DIB
companies share with DoD the typical business contact information for its personnel that are serving as
company points of contact for the program activities or specific cyber incidents; and (ii) aithough it is not
typical or expected, there is always the potential that information provided by a DIB company regarding any
specific cyber incident may include Pl that is incidental to or embedded within the cyber security information
|being shared. Each of these circumstances is discussed in more detail below:

1. DIB CS/IA Program Administration and Management:

As part of the administrative management of the DIB CS/IA Program's information sharing activities, each
participating DIB company provides basic identifying information for a limited number of its personnel who
are authorized to serve as the primary company points of contact (POCs). The information provided for each
POC includes routine business contact information (e.g., name, title, organizational unit, business email and
phone), plus additional information necessary to verify the individual's authorization to receive classified
information or controlled unclassified information (e.q., security clearance, citizenship). This information is
required by the DIB CS/IA program office to manage the program and interact with the companies through
routine emails, phone calls, and participation in pericdic classified meetings. A DIB company that is not yet
{participating in the Program may also provide POC information to the DIB CS/IA Program office in order to
discuss Program application procedures or related information regarding the Program.
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Tn addition to the designalion of a limited number of pimary POCS for the DIB company's overall
participation in the DIB CS/IA Program, additional POC information may be provided in the individual incident
reports submitted by the company. In most cases, the DIB companies report incidents using a DIB CS/A
Program standardized Incident Collection Form (ICF), which is submitted as the initial incident report to the
DoD-DIB Collaborative Information Sharing Environment (DCISE) at DC3. The ICF includes the basic POC
information (e.g., name, organizational unit, business email and phone) for the DIB company representative
who is submitting the initial report. The ICF also allows the reporting company to provide the same basic
POC information for other company personnel that are knowledgeable about, or otherwise relevant for, the
reported incident (e.g., POCs for incident response, technical issues, or the affected business unit). In some
cases, a company may elect to report the incident without using the ICF; and companies may report
incidents through a variety of communications channels, including email, fax, or by phone, if necessary.

Collecting this type of POC information is the only element of this information sharing activity in which the
DIB CS/A program intentionally collects PH; however, there are other portions of the information sharing
activities that present the potential for the DIB companies to provide DoD with Pll that is incidental to, or
embedded within, other cyber security information being shared—resulting in an inadvertent collection of PIl.

2. Cyber Incident Response and Analysis:

Although it is not typical or expected, it is nevertheless possible that a DIB company may voluntarily submit
PIl to DoD in connection with the initial cyber incident reporting or response activities, or during follow-up
digital forensics or damage assessment activities. Accordingly, the Program is designed to provide
appropriate handling and safeguards in the event that Pll is (inadvertently) collected in these circumstances.

For example, when providing the initial incident report on the ICF, the DIB company provides a description of
the cyber incident, including technical and contextual details regarding any or all relevant aspects of the
incident. In some cases, the DIB company may determine that Pil, or what appears to be PII, is relevant in
describing the event (e.g., an individual’s name and email address that may be spoofed in connection with
an email phishing attempt or an email used as the delivery mechanism for maiware). The ICF allows the
company to describe the incident in two levels of detail and sensitivity: (i) a fully detailed version that may
contain attribution or other sensitive information {e.g., Pll) that that the company is providing for intemnal
DCISE use; and (ii) an alternative description that provides only such information that the company is
authorizing to be released outside the DCISE for cyber security purposes (e.g., as part of an automated
“alert” process that immediately forwards only this company pre-approved information to all participating DIB
companies). Subsequently, the DCISE also follows up with the DIB company to confi the nature and
extent of information that the DIB company authorizes for release outside the DCISE for cyber security
purposes {except in cases when the company has indicated that it does not desire this additional pre-release
review).

In addition, the DoD and DIB companies have recognized that, in some cases, after the initial incident report
and preliminary investigation, a more complete analysis of the event may be necessary. Accordingly, on a
voluntary basis, DIB companies may share additional information about potentially compromised infermation
systems with the DoD for this purpose. This inforrnation may include Pl or other sensitive information that
the DIB company determines is relevant for the analysis, but the DIB companies may elect to limit the nature
and extent of any sensitive information to be shared, due to legal, contractual, or other restrictions (e.g., the
DIB company determines that it is not authorized to share certain Pl or third-party proprietary information
with the DoD, even if it would be refevant to the cyber event analysis).

Similarly, as part of the follow-up for each reported incident, the DIB company reviews the potentially
compremised systems or networks and reports to DoD regarding the presence of files or information
associated with DoD programs, systems, or military applications. When the reported cyber intrusion affects
systems containing such DoD information, the DIB companies will preserve and share with DoD the
unclassified files on threat-accessed systems that pertain to Government programs, unless there are legal or
contractual reasons that preclude sharing (e.g., the images may contain Pll or third-party proprietary
information that are subject to nondisclosure prohibitions). The DoD’s Damage Assessment Management
Office (DAMO), an organizational element of the Under Secretary of Defense for Acquisition, Technology
and Logistics, reviews the available information to determine whether a more complete damage assessment
is warranted.

DDFO
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CSITA Program, although it is anticipated that the DIB companies will typically be reporting 'ess defailed
information regarding incidents detected by the DIB companies’ commercial service providers (CSPs), given
the fimited proof-of-concept nature of the Pilot and the fact that it was the CSP, rather than the DIB company,
that detected the event. DIB companies participating in the voluntary 90-day proof-of-concept pilot notify
DC3 of an incident when they determine an incident occurred based on an alert from their commercial
service provider. Consistent with the reporting procedures for the existing DIB CS/IA Program, the DIB
companies participating in the Pilot will include PII in their incident reporting and follow-up analysis only if the
DIB company determines that the Pl is relevant and material to the understanding of the technical attributes
of the incident, and that there are no legal, contractual, or other restrictions on sharing that Pll with the USG.
There is no incident reporting from the CSP to the USG under the Pilot, although that CSPs may voluntarily
provide the USG with end-of-pilot lessons learned or other general feedback regarding the Pilot activities (e.
g., technical or operational issues and solutions arising during the exercise)—none of which will include PIi.

These information sharing mechanisms are intended to enhance a participating DIB company’s ability to
detect and defend against cyber intrusions and other malicious activity occurring on their networks, in order
to better protect Defense information. In doing so, the DIB CS/IA Program has developed uniform
procedures and safeguards (e.g., set forth in the standardized FAs) designed to ensure that the DIB
companies share information with DoD only if it is relevant to the forensics or damage assessment analysis,
and only after the DIB company verifies that it is authorized to share the information with the DoD for these
purposes.

(2) Briefly describe the privacy risks associated with the Pll collected and how these risks are
addressed to safeguard privacy.

There are minimal risks asscciated with the Pll collected in connection with the DoD-DIB cyber security
information sharing activities under the DIB CS/IA Program. The Program's information sharing activities
implement administrative, technical, and electronic protections to ensure compliance with all applicable DoD
policies and procedures regarding the collection and handling of Pl and other sensitive information, including
but not limited to the following:

» DoDD 5400.11, "DoD Privacy Program”, May 8, 2007

» DoD 5400.11-R, "Department of Defense Privacy Program"”, May 14, 2007

* DoDI 5400.16, "DoD Privacy Impact Assessment (PIA) Guidance,” February 12, 2009

» DoD CIO memorandum, “Department of Defense (DoD) Guidance on Protecting Personally Identifiable
Information (Pll})", August 18, 2006

» DA&M memorandum, "Safeguarding Against and Responding to the Breach of Personally Identifiable
Information”, June 05, 2009

» DoDI 8500.02, “Information Assurance Implementation,” February 6, 2003

+» DoDl 8510.01, DoD Information Assurance Certification and Accreditation Process (DIACAP),” November
28, 2007

*» DoDI 5200.1, “DoD Information Security Program and Protecticn of Sensitive Compartmented
Information,” October 9, 2008 (Revised June 13, 2011)

* DoD 5200.1-R, “Information Security Program,” January 14, 1997

+* DoDI §015.2, “DoD Records Management Program,” March 6, 2000

(These references are publicly available, e.g., at http://www.dtic. miliwhs/directives/ or http:/dpclo.defense.
gov/privacy/About_The_Office/policy_guidance.html.)

The Pregram is also structured around several key elements that are designed to ensure that risks are
effectively addressed to safeguard privacy:

« All Pl received by the DoD is provided voluntarily by authorized DIB company representatives, subject to
mutually agreed upon restrictions (e.g., in the FA); )

 The nature of the Pll being intentionally collected is limited to ordinary business contact information for
DIB company parsonnel;

« Pll is inadvertently collected only if submitted by a DIB company that has determined that the Pli is
relevant to cyber incident response and analysis activities, and that the Pl is authonized to be shared with
the DoD for these purposes;

» Once collected, access and use of Pll is limited to authorized personnel that need the information for
cyber security or other lawful purposes;
= All DIB CS/IA Program and supporting personnel receiving access to the collected Pli are required to
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unBergo fralnmg and are SUB]&! fo appropnale nondisclosure restrictions; and

« The Pl is maintained for only so long as necessary for DIB CS/IA Program activities, and is managed and
disposed of in accordance with applicable records management requirements.

Additional details regarding these risk mitigations and safeguards are discussed below.

* Collection of Information:

The DIB CS/A information sharing activities covered by this PIA are focused on sharing cyber security
related information, and thus the Program seeks to minimize the collection and management of Pll except as
necessary to support the program. The operational implementation of this sharing arrangement involves
sharing and managing Pll in two supporting or incidental ways: (i) for program administration and
management purposes, the DIB companies share with DoD the typical business contact information for its
personnel that are serving as company points of contact for the program activities or specific cyber incidents;
and (i) for cyber incident response and analysis purposes, although it is not typical or expected, there exists
the potential that information provided by a DIB company regarding any specific cyber incident may include
PIl that is incidental to, or embedded in, the information being shared for the cyber security analysis.

As discussed previously, the DIB CS/IA Program intentionally collects Pl regarding DIB company POCs only
for routine program administration and management purposes. This Pll does not involve any particularly
sensitive personal information — it is limited to the individual's typical contact information that is routinely
shared in the ordinary course of business (e.g., name, title, organizational division, business email and
phone), including other information (e.g., security clearance, citizenship) that is necessary to verify the
individual’s authorization to receive classified or other controlled unclassified information under the pregram.
Any cther Pl collected under the Program is inadvertently collected, in that it is provided to DoD by a
participating DIB company based on that company’s determination that the Pll is relevant to the incident
response and analysis, and that there are no legal, contractual, or other restrictions on sharing that Pll with
the USG for these purposes.

Additional details on the nature and circumstances of Pl collection for these purposes are discussed in more
detail in Section 2.9.(1) above.

* Use and Management of Collected Information:

The DIB company POC information may not be a particularly sensitive type of Pl, it is nevertheless tightly
controlled within the DIB CS/IA Program - in the same manner and for the similar purposes, that the
Program controls DIB company “attribution information” (i.e., information that identifies a company or its
programs, whether directly or indirectly, by the grouping of information that can be traced back to that
company). Although the name of a DIB company or its programs, or the basic contact information for the
company's POCs, might not ordinarily be considered particularly sensitive, the association of that company
or its specific POCs with particular cyber security activities, or with particular cyber security incidents, may be
[treated as sensitive. Accordingly, the DIB CS/IA Program restricts access to such PIl and attribution
information only to those authorized personnel who have a need-to-know such information for duties in
support of the DIB CS/IA Program, and are subject to strict nondisclosure obligations. For example, all USG
|personnel and contractors directly supporting the DIB CS/IA Program (including the Program Office, DC3,
and DAMO personnel or contractors) who require access to Pll or attribution information must sign
standardized nondisclosure agreements requiring training and providing strict guidelines on the handling and
protecting of that information.

Regarding information provided for incident response and analysis, DC3 will maintain, control, and dispose
of all media provided by DIB companies in accordance with established DoD policies and procedures for the
handling and safeguarding of Pl and other sensitive information, and DC3 also implements specialized
handling procedures to maintain its accreditation as a digital and multimedia forensics laboratory. DC3
personnel determine that Pll is necessary for subsequent analysis in furtherance of its DIB CS/IA activities
before such data is further processed or retained. Information deemed unnecessary for subsequent analysis

is purged immediately. In accordance with NARA regulation and 36 CFR §1220-1239, program records are
retained for a minimum of three (3) years, and trackingfticketing system records are retained for a minimum
of two (2) years. The media are protected using procedural controls that are the same as, or similar to, those
DC3 uses to handle evidence that it processes as part of criminal investigations. Access to electronic media/
files that may have P! or other sensitive information, is strictly controlled and limited to those particil_::ating in
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formal DIB cyber intrusion analyses or damage assessmenis. The electronic mediaffiles are maintained by
the digital and multimedia forensics laboratory—the files and media do not leave DC3, physically or
electronically.

The Program's information sharing procedures are designed to ensure that Pll and other sensitive
information is shared and processed by DoD only after the submitting DIB Company has determined that the
information is relevant to cyber intrusion incidents or follow-on forensics or cyber intrusion damage
assessment analysis, and that the information has been lawfully collected and is authorized for sharing with
the DoD. When sharing electronic images or files with the DoD for forensics or damage assessment
activities, the DIB companies will identify the types of sensitive information (e.g., PlI, proprietary, export
controlled) that may be contained in the shared files. In addition, when the DoD is performing its analysis on
the files, it may discover Pl (or other sensitive information) that had not been identified by the DIB company
when the information was submitted. If this occurs, all investigative work involving that Pll ceases, the DIB
company is notified that the Pl (or sensitive information) was discovered, and the DIB company provides
guidance as to the disposition of that information.

* Dissemination of information:

For cyber security purposes, DC3, based on analysis of speciftc cyber threats, releases threat information
containing indicators developed from numerous data sources (e.g., govemment, DIB companies, open
source). DC3 will disseminate cyber threat information that may contain Pll only after the information has
ibeen reviewed and approved for release, including coordination with the source of the Pll. For example,
release of cyber threat indicators derived from information provided by government sources are coordinated
with key government stakeholders, such as USCYBERCOM and NSA. Similarily, indicators derived from
information contained in DIB company incident reporting will be disseminated only after coordination with the
reporting company (regardless of whether the indicator contains PII).

When cyber threat information is shared with DIB companies under the Program, the DIB company is
required to ensure that unclassified threat information is shared with authorized company personnel that
have a need-to-know the information for the company’s internal cyber security activities. Typicaily, the
unclassified portion of threat information products may be shared with Company network security personnel.
The DIB companies are prohibited from sharing the threat information products outside of the company’s U.
S. based information systems without specific written Government authorization.

The Director, DC3 (DDC3), or designee, must approve any dissemination of information by DC3 for law
enforcement/counter intelligence purposes to support an investigation and prosecution of any individual or
organization when the information appears to indicate activities that may violate laws, including those
attempting to infiltrate and compromise information on a Company information system. Such dissemination
must comply with the Privacy Act and other applicable statutes, regulations, and DoD policies, including
those references listed above (section 2.g.(2)).

* Records Management and Retention of Information:

The DIB company POC information provided to support the DIB CS/IA administration and management
process is maintained only so long as the designated POC(s) continue to represent the participating
company for the Program. When the DIB CS/IA program office is notified that a DIB company POC is being
replaced, the POC information databases are updated and outdated Pl is archived in accordance with
records management requirements.

Inadvertently collected PlI that may be submitted by DIB companies in connection with incident reporting and
response is reviewed by DC3 personnel to determine whether that Pl is necessary for subsequent analysis
in futherance of its DIB CS/IA activities before such data is further processed or retained. Information
deemed unnecessary for subsequent analysis is purged from DC3 systems. Information determined to be
relevant is maintained, controlled, and disposed of when no longer reasonably necessary for intrusion
investigation, forensics analysis, and damage assessment activities (or other legal, audit, or operational
purposes). The time it takes to complete a cyber intrusion forensics analysis and damage assessment will
vary. Some of the assessments will be more complex and require more time than others.

In all cases, the management and disposal of this information will comply with all applicable DoD records

management procedures and requirements, and records disposition schedules. In accordance with NARA

regulation and 36 CFR §1220-1239, program records are retained for a minimum of three (3) years, and
£

V2008 Page 9Ot



00941

tracking/ticketing system records are retained for a minimum of two (2) years.
* Compliance and Oversight Mechanisms:

The DIB CS/IA baseline program and opt-in pilot have been subject to review by and consultation with the
Defense Privacy and Civil Liberties Office (DPCLO). DC3 and DPCLO will work with existing DoD inspection
agencies to ensure that adequate privacy and civil liberties oversight mechanisms exist. All DoD information
systems used to process and store PlI (or any sensitive information) have undergone a mandatory
certification and accreditation process to verify that the system provides adequate measures to preserve the
authenticity, integrity, availability, and confidentiality of all sensitive information residing or transiting those
Hsystems (see DoDI 8010.01). In addition, DC3 undergoes extensive inspection by the American Scciety of
Crime Lab Directors to ensure that DC3 information handling procedures are reliable, valid, and repeatable
in accordance with standards necessary for accreditation as a digital forensics laboratory.

* Additional Considerations: Will the networks that store or process the Pll be monitored? How would
participating entities know that their networks are subject to monitoring?

None of these DIB CS/IA activities involve any DoD or USG personnel performing any monitoring of DIB
company or other private networks. The DIB companies are responsible for the conduct of any monitoring of
their own networks, and for ensuring that there are no legal, contractual, or other restrictions on sharing of
PIl or any other sensitive information with the DoD. The only Pll received by DoD under these activities is
Pl that is provided directly to DoD by authorized DIB company personnel.

h. With whom will the Pll be shared through data exchange, both within your DoD
Component and outside your Component (e.g., other DoD Components, Federal Agencies)?
Indicate all that apply.

X3 Within the DoD Component.

Specify. |The DIB CS/lA Program restricts access to Pll and attribution information only
to those authorized personnel that have a need-to-know such information for
duties in support of the DIB CS/IA Program (or other authorized DoD
cybersecurity, LE/CI, or other lawful purposes), and that are subject to
appropriate nondisclosure obligations. Pl inadvertently collected on an ICF or
electronic media is maintained at DC3 with strict accountability and need-to-
know on those DoD and support contractor personnel having access to the
files. All USG personnel and contractors supporting the DIB CS/IA Program
(including the Program Office, DC3 and DAMO personnel or contractors
supporting the Program) who require access to Pl| or attribution information
must sign standardized nondisclosure agreements requiring training and
providing strict guidelines on the handling and protecting of that information.

D3 Other DoD Components.

Specify. The DIB CS/IA Program restricts access to Pll and attribution information only
to other authorized DoD Component personnel that are authorized to receive
the information under the FA, based one a need-to-know such information for
duties in support of the DIB CS/IA Program (or other authorized DoD
cybersecurity, LE/CI, or other lawful purposes), and that are subject to
appropriate nondisclosure obligations. Pl inadvertently collected on an ICF or
electronic media ismaintained at DC3 with strict accountability and need-to-
know on those DoD and support contractor personnel having access to the
files. All other DoD Component personnel and contractors directly supporting
the DIB CS/IA Program (including the Program Office, DC3 and DAMO
personnel or contractors supporting the Program) who require access to Pl or
attribution information must sign standardized nondisclosure agreements
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requining training and providing strict guidelines on the handling and protecting
of that information.

(X} Other Federal Agencies.

Specify.  |Pll is shared with other federal agency authorized personnel only for
cybersecurity purposes (as authorized by the DIB companies under the FA,
and following the incident response and follow-on analysis coordination
procedures previously discussed), and in support of authorized LE/CI
activities (or other lawful purposes). Only such PIl as authorized by the
company will be released outside of the DoD.

[J state and Local Agencies.

Specify.

B Contractor (Enter name and describe the language in the coniract that safeguards Pl1.)

Specify. The DIB CS/A Program restricts access to Pll and attribution information only to
those authorized support cantractor personnel that have a need-to-know such
information for duties in support of the DIB CS/IA Program (or other authorized DoD
cybersecurity, LE/CI, or other lawful purposes), and that are subject to strict
nondisclosure obligations. PIi inadvertently collected on an ICF or electronic media is
maintained at DC3 with strict accountability and need-to-know on those USG and
DoD support contractor personnel having access to the files. All USG personnel and
contractors supporting the DIB CS/IA Program (including the Program Office, DC3
and DAMO personnel or contractors supporting the Program) who require access to
Pll or attribution information must sign standardized nondisclosure agreements
requiring training and providing strict guidelines on the handling and protecting of that
informatior. Pl that is derived from DIB company submitted information and is
included in DC3 threat products will be shared with other DIB companies participating
in the DIB CS/IA Program, as authorized under the FA, and following the incident
response and follow-on analysis coordination procedures previously discussed.

B4 Other (e.g., commercial providers, colleges).

Specify. In any other case, DoD would not share the Pll except after obtaining the
appropriate permission (e.g., from the DIB company or the individual identified
by the PII).

i. Do individuals have the opportunity to object to the collection of their PlI?

X VYes O No

(1) If"Yes," describe method by which individuals can object to the collection of PII.

When the DIB company POC information is intentionaliy collected directly from an individual who is being
designated as a POC, he/she can cbject to the collection of Pll at that time.

(2) If "No," state the reason why individuals ¢annot object.

IDIB company POC information may also be intentionally collected from a DIB company representative that isI
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providing contact info for other DIB company POCS, and thus these other POCS do not have the opporunity
to object at this point of collection. Providing such routine business POC information to facilitate the DIB CS/
IA Program administration and management is agreed upon as part of the DoD-DIB Framework Agreement,

and is a routine use of such information for the Program. Participating DIB companies voluntarily provide all
such information.

All other Pll under this Program is inadvertently collected. DIB companies also voluntarily report network
intrusions and compromises of DoD program information. Pil is not requested in the reports, however, the
DIB company may include relevant Pl in the incident reporting and response process.

J. Do individuals have the opportunity to consent to the specific uses of their Pii?

Yes O No

(1) i "Yes," describe the method by which individuals can give or withhold their consent.

When the DIB company POC information is intentionally collected directly from an individual who is being
designated as a POC, he/she is provided the opportunity to consent or not consent to specific uses of Pl
when they are presented with a Privacy Act Statement.

(2) If "No," state the reason why individuals cannot give or withhold their consent.

DIB company POC information may also be intentionally collected from a DIB company representative that is
lproviding contact info for other DIB company POCs, and thus these other POCs do not have the opportunity
to consent or withhold consent for specific uses at the point of collection. Providing such routine business
POC information to facilitate the DIB CS/IA Program administration and management is agreed upon as part
of the DoD-DIB Framework Agreement, and is a routine use of such information for the Program.
Participating DIB companies voluntarily provide all such information.

All other P1l under this Program is inadvertently collected. DIB companies also voluntarily report network
intrusions and compromises of DoD program information. PIl is not requested in the reports, however, the
DiB company may include relevant Pl in the incident reporting and response process.

k. What information is provided to an individual when asked to provide Pll data? Indicate all that
apply.

K Privacy Act Statement O Privacy Advisory
[0 Other O None

Describe [Privacy Act Statement to include the authorities to collect the information; the purpose or purposes for
each which the information is to be used; the routine uses that will be made of the information; whether
applicable [providing the information is voluntary or mandatory and the effects on the individual if he or she
format. chcoses not to provide the requested information.
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