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The U.S. Department of Homeland Security (DHS) U.S. Customs and Border Protection 
(CBP) is publishing an updated Pri vacy Impact Assessment (PIA) to provide notice and a privacy 
ri sk assessment of the CBP policy and procedures fo r conducting searches of electronic devices 
pursuant to it s border search authority. CBP is conducting this PIA update to describe recent 
changes to, and the reissuance of, CSP's policy directive governi ng border searches of electronic 
devices, CBP Directi ve No. 3340-049A, Border Searches of Electronic Devices (January 20 18). 
CBP is conducting a pri vacy ri sk assessment of thi s updated policy as applied to any device that 
may contain information in an electronic or digital form, such as computers, tablets, disks, dri ves, 
tapes, mobile phones and other communication devices, cameras, and music and other media 
players. Noting the evolution of the operating environment since the 2009 Di recti ve was issued, 
along with advances in technology and other continuing developments, CBP reviewed and updated 
its Di recti ve. 

Overview 

All merchandise and persons cross ing the border, both inbound and outbound, are subject 
to inspection by CBP pursuant to its authority to enforce immigration, customs, and other federal 
laws at the border. CS P's search authority extends to all persons and merchandise, including 
electronic devices, cross ing our nation's borders.l CBP conducts border searches of electronic 

devices in accordance with all legal requirements. CBP has imposed certain policy requirements, 
above and beyond prevailing legal requirements, to ensure that the border search of electronic 
devices is exercised judiciously, responsibly, and consistent with the public trust. In accordance 
with thi s newly updated and reissued policy,2 CBP will continue to protect the rights of individuals 

against unreasonable search and seizure and ensure pri vacy protections while accomplishing its 

border security and enforcement missions.3 

As previously descri bed in the original border searches of electronic devices PIA,4 CBP 

identi fied two primary privacy ri sks regarding these types of searches. The first is whether e BP 

I Pursuant to CBP Directive No. 3340-049A, Border Searches of Electrollic Devices (January 20 18), an electronic 
device is any device that may contain information in an electronic or digital form, such as computers, tablets, di sks, 
d rives, tapes, mobile phones and other communication devices, cameras, and music and other media players. 
2 CB P Directive No. 3340-049A, Border Searches of Electronic Devices (January 20 18). The 2009 Direct ive 
included a requirement to review the pol icy, as did the original Privacy Impact Assessment (See DHS/CBP/PI A-008 
Border Searches of Electron ic Devices (August 25 , 2009), available at www.dhs.gov/privacy). 
3 CS P's statutorily-prescribed dut ies incl ude, among other things, ensuring the interdict ion of persons and goods 
illegally entering or exit ing the United States; enforcing the customs and trade taws of the United States; detecting, 
responding to, and interdicting terrorists, drug smugglers and traffi ckers, human smugglers and traffic kers, and other 
persons who may undermine the sec urity of the United States; and safeguarding the border of the United States to 
protect against the entry of dangerous goods. 6 U .S.c. § 211. 
4 See DHS/CBP/PIA-008 Border Searches of Electronic Devices (August 25, 2009), available at 
www.dhs .gov/privacy. 
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has the appropriate authority to conduct thi s type of search at the border. The legal foundation for 
border searches of any object at the border, regardless of its type, capacity, or format, is we ll ­
established and is di scussed in detai l in the previously published 2009 PIA. 5 In general, border 
searches of electronic devices do not require a warrant or suspicion, but certain searches 
undertaken in the Ninth Circuit must meet a heightened standard.6 The second privacy ri sk 
concerns eBP's potential over-collection of information from individuals due to the volume of 

information that is either stored on, or accessible by, today's electronic devices. 

Individual privacy concerns are heightened due to the pervasiveness of smartphones and 
the volume and type of personal information they can store or that they can access through c1oud­
based applications. In the past, someone might bring a briefcase across the border that contains 
pictures of their fri ends or family, work material s, personal notes, diaries or journal s, or any other 
type of personal information. Now due to the availability of electronic information storage locally 
on a device, as well as in cloud-based servers, the amount of personal and business information 
that may be hand-carried across the border, or access ible from a device carri ed across the border, 

by a single individual has increased exponentially. Further, today's smartphones and tablets are 
used for many reasons, including those that regularly involve communications and sharing views 
and personal thoughts. While someone may not feel that the inspection of a briefcase rai ses 
significant privacy concerns because of the more limited amount of information that could be 
searched, that same person may feel that a search of their electronic device is more invasive due 
to the amount of information potentially ava ilable on and now accessible by electronic devices. 

Border Search Authority 

e BP enforces and administers federal law at the border and faci litates the inspection of 
merchandise and people to fulfill the immigration , customs, agriculture, and counterterrori sm 
missions of the Department. Border searches of electronic devices are part of CSP's longstanding 
practi ce and are essential to enforcing the law at the U. S. border and to protecting border security. 
The border searches also help detect evidence relating to terrori sm and other national security 
matters, human and bulk cash smuggling, contraband, and child pornography. Searches can also 
reveal information about financial and commercial crimes, such as those relating to copyright, 
trademark, and export control violations. Searches can be vital to ri sk assessments that otherwise 
may be predicated on limited or no advance information about a given traveler or item, and they 
can enhance critical information sharing with , and feedback from , elements of the Federal 

Government responsible for analyz ing terrori st threat information. Finall y, searches at the border 
are often integral to a determination of an individual' s intentions upon entry to the United States 
and provide additional infomlation relevant to admissibility under immigration laws. 

s See DHS/C BP/PIA-008 Border Searches of Electron ic Devices (August 25, 2009). (lmi/(lble (11 

www.dhs.gov/pri vucy. 
(:, See Cotterman v. U"ited States, 709 F. 3d 952 (9th Cir. 20 13) . 
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CBP's border authorities permit the inspection, examination, and search of vehicles, 
persons, baggage, and merchandise to ensure compliance with any law or regulation enforced or 
administered by CBP. All travelers entering the United States are required to undergo customs and 

immigration inspection to ensure they are legall y eligible to enter and that their belongings are not 
being introduced contrary to law. CBP's authorities to conduct searches of travelers and their 
merchandise entering or leaving the United States will be referred to in thi s PlA as "border search 

authority." CBP may search eieclronic devices, as with any other belongings, pursuant to border 
search authority. 

CBP's border search authority applies at the phys ical border, the fun ctional equivalent of 
the border (for example, international airports in the interior), or the ex tended border, as those 
terms are defined under applicable law. The border search authority applies to both inbound and 
outbound travelers and merchandise, including electronic devices. 

If Selected fo r a Search of YOllr Electronic Device 

CBP searches only a fraction of international travelers' electronic devices. 7 Travelers 

arri ving at a port of entry must present themselves and their effec ts for inspec tion. During the 
border inspection , a CBP Officer checks the traveler's documentation and reviews relevant 
infonnation (including relevant law enforcement information and " lookouts,,8) . The Officer may 

verbally request additional infomlat ion from the traveler and may perform a basic search (defined 
further below) of the traveler's electronic device with or without suspicion. If the eBP Officer 
determines that the traveler warrants further examination, he or she will refer the traveler for 
additional scrutiny, known as "secondary inspection," which may include a basic or advanced 
search of the trave ler's electronic devices. eBP documents relevant infomlat ion regarding border 
inspections, including inspections of both basic and advanced searches, in its primary law 
enforcement system, TECSY 

e BP Officers document searches of electronic devices in the "Electronic Media Report" 
module ofTECS , which provides information on why the traveler was selected for an examinat ion. 
Furthermore, at every stage after the traveler is referred to "secondary inspection ," e BP maintains 
records of the examination, detention, retention, or se izure of a traveler's property, including any 
electronic devices. Additionally, signage is posted throughout the port areas infomling travelers 

7 In FY 17, CB P conducted 30.200 border searches, both inbound and outbound, of electronic devices. CB P searched 
the electronic devices of more than 29,200 arriving international travelers, affecting 0.007 percent of the 
approx imately 397 mill ion travelers arriving to the United States. Of the more than 390 million arriving international 
travelers that CBP processed in FY 16,0.005 percent of such travelers (more than 18.400) had their e lectron ic 
devices searched. 
8 As part of processing individual s at the border, DHS/CBP cond ucts pre-arri val or pre-departure TECS queries, 
which include checks against lookouts, such as "wants and warrants," watch list matches, etc. 
9 For a complete overview of TECS, its functions, and the associated privacy risks, .fee DHS/CBPIPIA-009 TECS 
System: CBP Primary and Secondary Processing (December 22, 20 10) and DHS/CB PIPIA-02 1 TECS System: 
Platform (August 2016), available at www.dhs.gov/privacy. 
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that all vehicles, other conveyances, persons, baggage, packages, or other containers are subject to 
detention and search. Specifically regarding border searches of electronic devices, CBP has created 
a tear-sheet lO to provide travelers who have questions or concerns regarding the search of their 
electronic device. 

Reason for the PIA Update 

CBP previously published a PIA 11 examining the privacy impact of the procedures for 

searching electronic devices at the border in 2009. In the ensuing years, there have been a number 
of significant developments, including: 

• evolution in the operat ional threat environment; 

• the proliferation of various forms of electronic devices, specifically tablets and 
smartphones, and the advancement of technology that has resulted in increased capacity 
to store and transport information, including sensitive and personal information; 

• the rise of cloud-based applications access ible by electronic devices, that permit storage 
of even greater amounts of infonnation than could be stored on an individual device; 

• continuing public attention to issues of privacy and government collection of personal 
information ; and 

• CBP's issuance of an updated policy for Border Searches of Electronic Devices 

(January 2018). 

The 2009 PlA provides a comprehensive di scuss ion of CSP's searches of electronic devices under 
border search authority . This PIA update provides both an update to that analysis, with additional 
detail regarding how CBP uses information collected from electronic devices. CBP is conducting 
thi s PIA to provide notice and a privacy ri sk assessment of (1) policy changes due to the update 

and rei ssuance of the CBP Border Search of Electronic Devices Policy and (2) changes in where 
and how CSP stores information extracted from electronic devices. 

I. Update and Reissuance of the CBP Border Search of Electronic Devices Policy 

In tandem with thi s PIA, CBP publicly released an updated Border Searches of Electronic 

Devices policy. The purpose of this CSP-wide policy remains the same: to provide guidance and 
standard operat ing procedures for searching, reviewing, retaining, and sharing in formation 
contained in computers, tablets, removable media, di sks, drives, tapes, mobile phones, cameras, 

music and other media players, and any other communication, electronic, or digital devices subject 
to inbound and outbound border searches by CSP. However, there are several changes from the 

original 2009 policy. 

l(} See nups:/ Iwww.cbp.gov Isites/defaul t/fil es/documentslinspection-electronic-dev ices-tearsheet. pd f. 
J J See DHSICBPIPIA-008 Border Searches of Electronic Devices (August 25. 2009), available at 
www.dhs.gov/privucy. 
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A. Types of CBP Border Searches of Electronic Devices 

The Directi ve governs border searches of electronic devices - including any inbound or 
outbound search pursuant to longstanding border search authority - conducted at the physical 
border, the functional equivalent of the border, or the extended border, consistent with law and 
agency policy. For purposes of the Directi ve, thi s excludes actions taken to determine if a device 
functions (e.g. , turning an electronic device on and off); actions taken to detennine if phys ical 
contraband is concealed within the device itself; or the review of infonnation voluntarily provided 
by an individual in an electronic format (for example, when an individual shows an e-ti cket on an 
electronic device to an Officer, or when an alien proffers information to establish admissibility). 
The Directi ve does not limit CSP's authori ty to conduct other lawful searches of electronic 
devices, such as those performed pursuant to a warrant, consent, abandonment, or in response to 
exigent circumstances; it does not limit CSP's ability to record impressions relating to border 
encounters; nor does it restri ct the di ssemination of information as required by applicable statutes 
and Executive Order. 

CBP Officers are trained to assess a "totali ty of circumstances" when making 

determinations on the appropriate actions to take during a border inspection. CBP may engage in 
various actions during a border inspection, such as an examination of the traveler belongings 
including their electronic devices. In the contex t of border searches of electronic devices , a search 
may be conducted for a variety of reasons. For example, if the traveler is suspected of possessing 
child pornography or traffi cking a controlled substance, that traveler may be referred for additional 
scrutiny and a search of their device. A search of an electronic device may also assi st a CSP Officer 
in verifying information that may be pertinent to the admissibility of a foreign national who is 

applying for admiss ion. 

With respect to border searches of information contained in electronic devices, the original 
2009 policy did not differentiate between the types of searches that CBP conducts on an electronic 
device. Under the new 2018 policy, CBP has updated the definition s of these searches and outlined 
the procedures that apply to each respecti ve type of search. CBP now follows different procedures 
depending on whether the search is a "basic search" or an "advanced search." As explained in 
greater detail below, a basic search may be conducted with or without suspicion, while the 
Directi ve requires, stri ctl y as a matter of policy, additional j ustification for an advanced search. 

Notably, while a bas ic search is not a necessary precursor to an advanced search, 
information identified during a basic search may lead to an advanced search, consistent with 
Section 5. 1.4 of the Directi ve. 

Basic Search 

A basic search is defined in CBP policy as "any border search of an electronic device that 
is not an advanced search [as described below] . In the course of a basic search, with or without 
suspicion, an Officer may examine an electronic device and may review and analyze information 
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encountered at the border, subject to the requi rements and limitations provided herein and 
applicable law."ll 

A CBP Officer may perform a basic search of the eleclronic device in front of the passenger 
with or without suspicion. This search may reveal inforn13tion that is resident upon the device and 
would ordinarily be visible by scrolling through the phone manually (including contact li sts, call 
logs, calendar entries, text messages, pictures, videos, and audio files) . Unlike an advanced search 

(descri bed below), the basic search does not entail the connection of ex ternal equipment to review, 
copy, and/or analyze its contents. Following the examination of the device, the CBP Officer 
conducting the inspection enters a record of the interaction, incl uding a record of any electronic 
devices searched, into the TECS module. 

Pursuant to law, CBP undertakes basic searches with or without suspicion. Following a 
bas ic search, if CBP is sati sfied that no further examination is needed, the electronic device is 
returned to the traveler and he or she is free to proceed. In thi s situation, no receipt to document 
chain of custody is given to the traveler because the device has not been deta ined or seized. Upon 
traveler request and when operationally feasible, CBP Offi cers may conduct the basic examination 
of an indi vidual's electronic device in a private area away from other travelers. 

Advallced Search 

An advanced search is defined in CBP policy as "any search in which an Offi cer connects 
ex ternal equipment, through a wired or wireless connection, to an electronic device not merely to 
gain access to the device, but to review, copy, and/or analyze its contents." In instances in which 
there is reasonable suspicion of acti vity in violation of the laws enforced or administered by CBP, 
or in which there is a national security concern , and with supervisory approval at the Grade J 4 

level or higher (or a manager with comparable responsibilities), an Officer may perform an 
advanced search of an electronic device. Many fac tors may create reasonable suspicion or 
constitute a national security concern; examples include the ex istence of a relevant national 
securit y-related lookout in combination with other arti culable factors as appropriate, or the 
presence of an indi vidual on a government-operated and government-veiled terrori st watch li st. 13 

If an Officer determines that there is reasonable suspicion of acti vity in violation of laws 
enforced or administered by CBP, or that there is a national security concern , the CBP Officer may 
conduct an advanced search with supervisory approval. An advanced examination of an electronic 
device may involve the copying of the contents of the electron ic device for analysis at a later time. 

CBP thoroughly documents all border searches of electronic devices. For both basic and 
advanced searches, CBP Officers are trained to provide all pertinent information related to the 
search of the electronic device, incl uding the name of the Officer performing the search, the date 
the search was perfonned, the name of the owner of the electronic device, a physical description 

12 CB P Directive No. 3340-049A at 5. 1.3. 
D CB P Directive No. 3340-049A at 5. 1.4. 
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of the device, and factors related to initiating the search. At times it is necessary to detain a device 
for continuation of the border search for a period after an individual's departure from the port or 
other location of detention. When CBP deta ins devices pursuant to the updated directi ve, the 
traveler is issued a Customs Form (CF) 6051 0 .14 

Prior to copying the contents of an electronic device, the inspecting CBP Officer must 
obtain supervisory approval. Furthermore, data copied from the phone is limited to what is on the 

phys ical device. CBP border searches ex tend to the informat ion that is physically res ident on the 
device and do not extend to infornlation that is located solely on remote servers. 

B. Policy-based Limits and Controls on Border Searches of Electronic Information 

I. Reasonable Suspicion or National Security Concern 

As described above, an advanced search is defined in CBP policy as "any search in which 
an Officer connects ex ternal equipment, through a wired or wireless connection , to an electronic 
device not merely to gai n access to the device, but to review, copy, andlor anal yze it s contents." 
The Directive requires that in instances in which there is reasonable suspicion of activity in 

violation of the laws enforced or administered by CBP, or in which there is a national security 
concern , and with supervisory approval at the Grade 14 level or higher (or a manager with 
comparable responsibi lities), an Officer may perform an advanced search of an electronic device. 
Many factors may create reasonable suspicion or constitute a national security concern; examples 
include the existence of a relevant national security-related lookout in combination with other 
articulable factors as appropriate, or the presence of an individual on a government-operated and 
government-vetted terrori st watch list. 15 

This is a significant shift from the original 2009 policy. CBP now defines advanced 

searches, and as a matter of nationwide policy, provides that they wi ll be conducted where there 
is reasonable suspicion of acti vity in violation of the laws enforced or administered by CBP, or 
when there is a nat ional security concern . CBP now affirmatively imposes policy requirements on 
advanced searches, above and beyond constitutional and legal requirements, to ensure that the 
border search of electronic devices is exercised judiciously, responsibly, and consistent with the 
public trust. 

By applying a heightened standard to all advanced searches of electronic devices, CBP is 
self-imposing greater policy controls over its border search authority. This shows that CBP is 
taking responsible steps to ensure and maintain individual privacy and public trust, while still 

meeting it s enforcement mandates. 

14 Customs Form (CF) 6051 D is provided to the traveler as a receipt. This form contains contact information for the 
traveler and the CB P Officer to ensure each party can contact the other with questions or for retrieval of the 
electronic device at the conclusion of the border search. From the time the electronic device is detained to the time it 
is returned to the traveler. the device is kept in secured facilit ies with restricted access at all times. 
15 CB P Directive No. 3340-049A at 5.1 .4. 
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ii. Reslrictiofl 011 CBP Access fa h I/anna/ion in the "Cloud" 

In the 20 18 Directive, CBP has fomlally clarifi ed the scope of the infomlation it accesses 
when conducting border searches of electronic devices. The updated policy clarifies that a border 
search includes an examination of onl y the in formation that is res ident upon the device and 
accessible through the dev ice's operati ng system or through other software, IDOls, or applications. 16 

For both basic and advanced searches, Officers may n OI intentionally use the device to access 
information that is solely stored remotely,l? Prior to beginning a basic or advanced search, CBP 
Officers must take steps to ensure that a device is not connected to any network. To avoid retrieving 
or access ing infonnation stored remotely and not otherwise present on the device, Offi cers will 
either request that the traveler di sable connecti vity to any network (e.g., by plac ing the device in 
airplane mode), or, where warranted by national security, law enforcement, Offi cer safety, or other 
operational considerations, Officers will themselves di sable network connecti vity. Officers also 
take care to ensure, throughout the course of a border search, that they do not take actions that 
would make any changes to the contents of the device. t8 

iii. Trealment of Privileged Information 

CBP border searches of electronic devices have raised concerns regarding potential access 
to, and handling of, attorney-cl ient privileged information. While the original CBP policy prov ided 
that privileged information must be protected in accordance with applicable law, and required that 
Officers coordinate with the CBP Office of Chief Counsel (OCC), the updated directi ve prov ides 
additional detail regarding the procedures CBP Officers follow when they encounter infornlation 
that they identi fy as privileged or over which a privilege has been asserted. The 20 18 Directi ve 
maintains the provisions from the 2009 Directi ve regarding the treatment of other poss ibly 
sensitive information, such as medical records and work-related infonnation carried by journalists, 
which shall still be handled in accordance with any applicable federal law and CBP policy. CBP 
Officers' questions regarding the review of these materials shall be directed to the CBP 
Associate/Assistant Chief Counsel office, and thi s consultation shall be noted in appropriate CBP 
systems, as required previously. 

If an Officer encounters in fonnation identified as, or that is asserted to be, attorney-cl ient 
privilege information or attorney work product, the Offi cer must seek clarifi cation from the 
individual asserting the privilege as to the specific files, attorney or cl ient names, or other 
particulars that may ass ist CBP in identifying privileged information. Pursuant to the updated 
policy, CBP Officers shall seek clari fication, if practicable in writing, from the individual asserting 
thi s privilege as to specific files, fil e types, fo lders, or categories of fi les, attorney or cl ient names, 
email addresses, or phone numbers, or other particulars that may assist CBP in identifying 

16 eBP Directive No. 3340-049A at 5.1 .2. 
17 eBP Directive No. 3340-049A at 5.1 .2. 
19 eBP Directive No. 3340-049A at 5.1 .2. 
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privileged information ,I9 Prior to any border search of fil es or other material s over which a 

privil ege has been asserted, the Officer will contact the Associate! Assistant Chief Counsel office. 20 

In coordination with the Associate/Ass istant Chief Counsel office, which will coordinate with the 

U.S. Attorney's Office as needed, Officers will ensure the segregation of any privileged material 

from other information examined during a border search to ensure that any privi leged material is 

handled appropriately while also ensuring that CBP accomplishes its critical border security 

miss ion. This segregation process will occur through the establishment and employment of a Filter 

Team comprised of legal and operational representati ves, or through another appropriate measure 

with written concurrence of the Assoc iate/Ass istant Chief Counsel offi ce. 

At the completion of the CBP Filter Team review, unless any materials are identified that 

indicate an imminent threat to homeland security, copies of materi als maintained by CBP and 

determined to be privileged will be destroyed, except for any copy maintained in coordination with 

the Associate/Assistant Chief Counsel office solely for purposes of complying with a litigation 

hold or other requirement of law.21 

iv. Handling of Passcode- Protected or Encrypted Information 

The 2009 policy was sil ent regarding CBP's handling of passcode-protected or encrypted 

informat ion. As technology has enabled more sophisti cated data security safeguards to be 
employed over electronic devices, CBP has self-imposed controls over how and when it will 

access, store, and destroy information that is passcode-protected or encrypted. 

Travelers are obligated to present electronic devices and the information contained therein 

in a condition that allows inspection of the device and its contents. If presented with an electronic 

device containing information that is protected by a passcode or encryption or other security 

mechanism, an Officer may request the individual 's assistance in presenting the electronic device 

and the infomlat ion contained therein in a condition that allows inspection of the device and it s 

content s.22 Officers may request passcodes or other means of access to faci litate the examination 

of an electronic device or infonnation contained on an electronic device, including infomlation on 

the device that is access ible through software applications present on the device that is being 

inspected or has been detained, seized, or retained. 

Any passcodes or other means of access provided by the traveler will be used as needed to 

facilitate the examination ; however, they must be deleted or destroyed when no longer needed to 

facilitate the search of a given device, and may not be used to access information that is only stored 

remotely. 23 The CBP Privacy Officer shall conduct a CBP Privacy Evaluation of thi s requirement 

19 CB P Directive No. 3340-049A at 5.2. 1. [. 
20 CB P Directive No. 3340-049A at 5.2. 1.2. 
21 CB P Directive No. 3340-049A at 5.2. 1. 3. 
22 CB P Directive No. 3340-049A at 5.3.1. 
2J CB P Directive No. 3340-049A at 5.3.2. 
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within one year of publ ication of thi s PIA. The Privacy Evaluation will be shared with the DHS 
Pri vacy Offi ce. 

If an Officer is unable to complete an inspection of an electronic device because it is 
protected by a passcode or encryption, the Officer may detain the device pending a determination 
as to its admiss ibility, exclusion, or other di spos ition. 

2. Storage of Infonnation Extracted from an Electronic Device In the Automated 

Targeting System 

The 2009 Directi ve provided for the retention of infonnation relating to immigration, 
customs, and other enforcement matters, if such retention is consistent with the privacy and data 
protection standards of the system of records in which such information is retained. Since that 
ti me, CBP published a Privacy Impact Assessment Update regarding CSP's use of the Automated 
Targeting System (ATS)24 to store information copied and stored from a traveler's electronic 
device. To further CSP's border security mission, CBP may use ATS to further review, analyze, 
and assess the infonnation phys icall y resident on the electronic devices, or copies thereof, that 

CBP collected from individuals who are of significant law enforcement , counterterrori sm, or other 
national security concerns. CBP may retain information from the phys ical device and the report 
containing the analyti cal result s, which are relevant to immigration, customs, and/or other 
enforcement matters, in the ATS-Targeting Framework (TF) for purposes of CBP's border security 
miss ion, including identifying individuals who and cargo that need additional scrutiny. CBP may 
use A TS-TF to vet the in fonnation collected from the electronic devices of individuals of concern 
against CBP holdings and create a repon which includes data that may be linked to illicit acti vity 
or actors. In formation from electronic devices uploaded into ATS will be normalized25 and fl agged 
as originating from an electronic device. 

Section 5.5.1.2 of the 20 18 CBP directi ve, Border Searches of Electronic Devices, provides 
fo r retention of in fo rmation in CBP Privacy Act-Compliant Systems and states that without 
probable cause to se ize an electronic device or a copy of infomlation contained therein , CBP may 
retain only information relating to immigration, customs, and/or other enforcement matters if such 
retention is consistent with the privacy and data protec tion standards of the system of records in 
which such information is retained. 

ATS may be used to conduct an analytic review of the information and will transfer 
results of that review to A TS-TF. ATS-TF may retain the analytic review, which includes the 

infomlation that may be linked to illicit acti vity or illicit actors and the underl ying information 
relating to immigration, customs, and/or other enforcement matters for the purposes of ensuring 
compliance with laws CSP is authorized to enforce and to further esP's border security mi ssion, 

2~ See DHSICBP/PI A-006 Automated Targeting System (ATS), aV(lil(lble at www.dhs.gov/privacy. 
25 Normalization is the process of organizing data in a database to reduce redundancy and ensure that related items 
are stored together. 
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including identifying individuals and cargo that need additional scrutiny and other law 
enforcement, national security, and counterterrori sm purposes. For example, CBP may use A TS 
to I ink a common phone number to three separate known or suspected narcotics smugglers, 
which may lead CBP to conduct additional research and, based on all available information, 

further illuminate a narcotics smuggling operation. 26 

Fair Information Practice Principles (FIPPs) 

The Privacy Act of 1974 art iculates concepts of how the Federal Government should treat 
individuals and their informat ion and imposes duties upon federal agencies regarding the 
collection, use, di ssemination, and maintenance of personally identifiable information. The 
Homeland Security Act of 2002, Section 222(2), states that the Chief Privacy Officer shall assure 
that information is handled in fu ll compliance with the fair infomlat ion practices as set out in the 
Privacy Act of 1974. 

In response to thi s obligation , the DHS Privacy Office developed a set of Fair Infonnation 
Practice Principles (FIPPs) from the underlying concepts of the Privacy Act to encompass the fu ll 

breadth and di versity of the infomlation and interactions of DHS. The FIPPs account for the nature 
and purpose of the information being co llected in relation to DHS's miss ion to preserve, protect, 
and secure. 

DHS conducts Privacy Impact Assessments on both programs and information technology 
systems, pursuant to the E-Government Act of 2002 (Section 208) and the Homeland Security Act 
of 2002 (Section 222). Given that the search, detention, seizure, and retention of electronic devices 
through a border search is a DHS practice, CBP is conducting thi s PIA as it relates to the DHS 

construct of the FlPPs. 

1. Principle of Transparency 

Principle: DHS sholiid be Iransparel1l and provide notice to the individual regarding its 

collection, lise, dissemination, and mainlenance of PII. Technologies or systems using PII mllst be 

described in a SORN and PIA, as appropriate. There should be no system Ihe existence of which 

is a secret. 

Due to the ongoing public interest of CBP's use of its border search authority, CBP has 
endeavored to provide as much not ice and transparency regarding its border searches of electronic 
devices as possible, As described in the original PIA, CBP provides signage in all inspection areas 
that all vehicles, other conveyances, persons, baggage, packages, or other containers are subject to 

26 For a full description of the ATS process for storing information extracted from electronic devices, please .\'ee 
Addendum 2,3 of the DHS/CB PIPIA-006(e) Automated Targeting System PI A, "Retention of Information from 
Electronic Devices in the Automated Targeting System-Targeting Framework" (April 28, 2017), available at 
www,dhs,gov/pri vacy, 
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detention and search. CBP has created a tear-sheet27 to provide travelers who have questions or 
concerns regarding the search of their electronic device. CBP has also published its previous, and 
newly updated, policies regarding border searches of electronic devices, and is publishing thi s PIA 
in tandem. CBP has also posted information on its website regarding the issue of border searches 
of electronic devices. 28 

In addit ion, at the time of the search, as a mailer of policy, CBP will notify the individual 
subject to search ofthe purpose and authority for such search, how the individual may obtain more 
information on reporting concerns about their search, and how the individual may seek redress 
from the agency if he or she feels aggrieved by a search. If the Officer or other appropriate CBP 
official determines that the fact of conducting thi s search cannot be di sclosed to the individual 
transporting the device without impairing national security, law enforcement, officer safety, or 
other operational interests, notification may be withheld.29 

As in 2009, CBP may retain informat ion obtained from searches of electronic devices in a 
Privacy Act compliance system of records, consistent with the purpose of the collection. CBP has 
provided additional notice to the public by publishing system of records notices regarding these 

collections. Some of the SORNs that may be applicable to information obtained from a border 
search of electronic devices are: 

• DHS/CBP-006 Automated Targeting SystemJO covers information that is ex tracted from 
an advanced search of a device and stored in the ATS-Targeting Framework. 

• DHS/CBP-OII U.S. Customs and Border Protection TECS31 covers among other things, 
any records of any inspections conducted at the border by CBP, including inspections of 
electronic devices, including factors on the initiation ofthe search as described in the TECS 

Electronic Media Report module. 

• DHS/CBP-O I3 Seized Assets and Case Tracking System (SEACATS)32 provides notice 
regarding any seizures, fines, penalties, or forfeitures assoc iated with the seizure of 
electronic devices. 

These SORNs provide overall notice and descriptions of how CBP functions in these 
circumstances, the categories of individuals, the types of records maintained, the purposes of the 
exami nations, detentions, and se izures, and the reasons for sharing such information. Any third 
party information that is retained from an electronic device and maintained in a CBP system of 
records will be secured and protected in the same manner as all other information in that system. 

n See htlps:1 Iwww.cbp.gov Isites/defaul t/fil es/documentslinspection-electronic-dev ices-tearsheet. pd f. 
28 See CBP Search Authority, (lv(lil(lble at https:llwww.cbp.gov/travellchp-search-authority . 
29 CB P Directive at 5.4. 1.3. 
30 DHSICB P-006 Automated Targeting System, May 22, 20 12, 77 FR 30297. 
31 DHS/CB P-O I I U.S. Customs and Border Protect ion TECS, December 19,2008.73 FR 77778. 
32 DHS/CB P-0 13 Seized Assets and Case Tracking System, December 19,2008,73 FR 77764. 
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Privacy Risk: There is a risk that individuals do not have notice that CBP may search their 
electronic devices as part of a border search. 

Mitigation : This ri sk is mitigated. CBP has been proacti ve in its noti ce and transparency 
about thi s program, to include publicly releas ing the policy fo r these searches and publishing 
corresponding PIAs. In addition, at the time of collection, travelers are provided signage in the 
inspection area and specialized tear sheets regarding border searches of electronic devices. 

Searches of electro nic devices should be conducted in the presence of the individual whose 
infornlation is being examined unless there are national security, law enforcement , officer safety, 
or other operational considerations that make it inappropriate to permit the individual to remain 
present. Pernlitting an individual to remain present during a search does not necessaril y mean that 
the individual shall observe the search itself. If permitting an individual to observe the search could 
reveal law enforcement techniques or potentially compromise other operational considerations, the 
individual will not be permitted to observe the search it self. 

In very few cases, CBP is unable to provide notice to travelers that their electronic devices 

are being searched due to national security or serious law enforcement concerns, when prov iding 
notice at the time of collection may compromise ongoing investigations or increase a national 
security threat. Due to the limited nature of this c ircumstance, and the public signage and 
infornlation ava ilable regarding this program, this risk remains mitigated. 

2. Principle of Individual Participation 

Prillciple: DHS should involve Ihe illdividual in Ihe process of usillg PII. DHS should, 10 

Ihe extefll practical, seek individual consefll for Ihe collection, use, dissemination, and 
maintellance of P// and should provide mechanisms for appropriale access, correction, and 
redress regarding DHS's use of PI/. 

There have been no changes to individual participation since the 2009 PIA. As described 
then, a traditional approach to individual participation is not always practical fo r CBP due to its 
law enforcement and national security missions. Allowing the traveler to dictate the ex tent of a 
border search and the detention, seizure, retention, and sharing of the information encountered 
during that search would interfere with the U.S. government 's ability to protect its borders and 
di minish the effectiveness of such searches, thereby lessening our overall national security. 

Privacy Risk: There is a risk that individuals cannot consent to, or opt-out of, a border 

search. 

Mitigation : This ri sk is partially mitigated. All belongings a tTaveler carries when crossing 
the U.S. border, including electronic devices, 33 are subject to search by CBP pursuant to it s 

B Pursuant to CBP Directive No. 3340-049A "Border Searches of Electronic Devices" (January 20 18), an electronic 
device is any device that may contain information in an electronic or digital form, such as computers, tablets. disks, 
drives, tapes. mobile phones and other communication devices, cameras, music and other media players. 
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authority to enforce immigration, customs, and other federal laws at the border. Border searches 
can implicate ongoing law enforcement investigations, or involve law enforcement techniques and 
processes that are highly sensitive. For these reasons, it may not be appropriate to allow the 
individual to be aware of or participate in a border search. Providing individuals of interest access 
to information about them in the context of a pending law enforcement investigation may alert 
them to or otherwise compromise the investigation. 

To help partially mitigate thi s ri sk, CBP will invol ve the individual in the process to the 
ex tent practical given the facts and circumstances of the particular border search . In particular, 
pursuant to the newly issued policy, CBP may ask individual s to provide passcodes or other means 
to access the device, or clarify what speci fic information on their device is privileged, thereby 
involving the traveler in the search.34 Should the border search continue after an individual 's 
departure from the port or other location of detention , the traveler will be notified if hi s or her 
electronic device is detained or se ized. In instances when direct individual participation is 
inappropriate, substantial transparency, well-documented processes, well -trained CBP Officers, 

safeguards, and oversight will help to ensure the accuracy and integrity of these processes and 
infornlation. 

3. Principle of Purpose Specification 

Prillciple: DHS should specifically articulale Ihe aUlhorily which permils the colleClion of 
P// and specifically arliculate Ihe purpose or purposes for which Ihe P// is ifllended 10 be used. 

The authority of the Federal Government to conduct searches and inspections of persons 
and merchandise crossing our nation's borders is well -established and ex tensive; control of the 

border is a fundamental principle of sovereignty. "[T]he United States, as sovereign, has the 
inherent authority to protect, and a paramount interest in protecting, its territorial integrity. ,,35 "The 
Government's interest in preventing the entry of unwanted persons and effects is at its zenith at 
the international border. Time and again, [the Supreme Court has) stated that 'searches made at 
the border, pursuant to the longstanding right of the sovereign to protect itself by stopping and 
examining persons and property crossing into thi s country, are reasonable simply by virtue of the 
fact that they occur at the border. "36 "Routine searches of the persons and effects of entrants [into 
the United States] are not subject to any requirement of reasonable suspicion, probable cause, or 
warrant." 37 Additionall y, the authority to conduct border searches extends not only to persons and 
merchandise entering the United States, but applies equally to those departing the country.38 

34 CB P Directive No. 3340-049A at 5.2. 1.1 (regarding pri vilege) and at 5.3.1 (regarding passcooes and encryption). 
35 United States v. Flores-Montal/o, 541 U.S. 149, 153 (2004). 
36 ld. at 152-53 (quoting UI/ited States v. Ramsey, 431 U.S. 606, 616 (1977)). 
37 United States v. Montoya de Hernllllllez. 473 U.S. 531,538 (1985). 
19 See, e.g ., United State,l· v. BO/lllle/hem. 339 F. 3d 414. 422-23 (6th Cir. 2003): UI/ited State,l· v. Olilltayo. 406 F.3d 
386,391-92 (5th Cir. 2005); United States v. Oriakhi, 57 F. 3d 1290, 1296-97 (4th Cir. 1995); United SflIte.f v. 
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As a constitutional matter, border search authority is premised in part on a reduced 

expectation of privacy associated with international travel. 39 Persons and merchandise encountered 

by CBP at the international border are not only subject to inspection under U.S. law, they also have 

been or will be abroad and generally subject to the legal authorities of at least one other sovereign.40 

In addit ion to longstanding federal court precedent recognizing the constitutional authorit y 

of the U.S. Government to conduct border searches, numerous federal statutes and regulations also 

authori ze CBP to inspect and examine all individual s and merchandise entering or departing the 

United States, including all types of personal property, such as electronic devicesY These 

authorities support CBP's enforcement and administration of federal law at the border and 

facilitate the inspection of merchandise and people to fulfill the immigration , customs, agriculture, 

and counterterrori sm missions of the Department.42 

Because CBP enforces federal law at the border, infomlation may be detained or retained 

from a traveler's electronic device for a w ide variety of purposes. CBP may use data contained on 

electronic devices to make admissibility determinations or to identify ev idence of violations of 

law, including importing obscene materi al, drug smuggling, other customs violations, or terrori sm, 

among others. The information may be shared with other agencies that are charged with the 

enforcement of a law or rule if the information is evidence of a violation of such law or rule. In 

appropriate circumstances, CBP may also convey electronic device or information obtained from 

the device with third parties for the purpose of obtaining technical assistance to render a device or 

its contents in a condition that allows for inspection. Consistent with applicable laws and SORNs, 

information lawfully obtained by CBP may be shared with other state, local, federal, and foreign 

law enforcement agencies in furtherance of enforcement of their laws. 

Privacy Risk: There is no privacy ri sk to purpose specification. The legal precedent is 

clear, and all information is maintained, stored, and di sseminated consistent with published 

systems of records notices. 

E:.ei rllakll, 936 F.2d 136, 143 (3d Cir. 1991) Vlliled Slales v. Cardona, 769 F.2d 625, 629 (9th Cir. 1985); VIIi/eli 
Slates v. Vd%t, 711 F.2d 831, 839-40 (8th Cir. 1983). 
39 See Flores-MolI/allo , 54 1 U.S. at 154 (noting that "the expectation of privacy is less at the border than it is in the 
interior"). 
40 See BOll/llelhem, 339 F.3d at 423. 
4 1 See , e.g., 8 U.S.c. §§ 1225; 1357; 19 U.s.C. §§ 482; 507; 1461; 1496; 1581; 1582; 1589a; 1595a; see also 19 
C.F.R. § 162.6 ("All persons, baggage, and merchandise arrivi ng in the Customs territory of the United States from 
places outside thereof are liable to inspection and search by a Customs officer."). 
41 This includes, among other things, the responsibil ity to "ensure the interdiction of persons and goods illegally 
entering or exiti ng the United States"; "detect, respond to, and interdict terrorists, drug smugglers and traffickers, 
human smugglers and traffickers, and other persons who may undermine the security of the United States"; 
"safeguard the borders of the United States to protect against the entry of dangerous goods"; "enforce and administer 
all immigration laws"; "deter and prevent the illegal entry of terrorists, terrorist weapons, persons, and contraband;" 
and "conduct inspections at [] ports of entry to safeguard the United States from terrori sm and illega l entry of 
persons." 6 USc. § 2 11. 

2018-ICLI-00030 317 

epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt2 000317



Privacy Impact Assessment Update 
DHS/CBP/PIA -008(a) Border Searches of Electron ic Devices 

Page 16 

4. Principle of Data Minimization 

Prillciple: DHS should only collect PII that is directly relevant and necessary to 
accomplish the specified purpose(s) and only retain PII for as long as is necessary to fulfill the 
specified purpose(s). PII should be disposed of in accordance with DHS records disposition 
schedules as approved by the National Archives and Records Administration (NARA). 

Over-collection of, or access to, information by CBP Officers as part of their border search 
of electronic devices is a primary privacy concern for the traveling pUblic. As stated above, with 
the ri se in storage available on small electronic devices, the amount of infonnation that can be 
accessed by a device using cloud-based applications, and the amount of personal infonnation that 
individuals now store on their electronic devices, travelers may be wary of letting a CBP Officer 
scroll through such a device. Because of the volume of infonnation available on, or accessible by, 
electronic devices, CBP has imposed policy based limitations on CBP's retention of infonnation. 
Officers may seize and retain an electronic device, or copies of information from the device, when, 
based on a review of the electronic device encountered or on other facts and circumstances, they 

determine there is probable cause to believe that the device, or copy of the contents from the 
device, contains ev idence of a violation of law that CBP is authorized to enforce or administer. 
However, without probable cause to seize an electronic device or a copy of infonnation contained 
therein, CBP may retain onl y infonnation relating to immigration, customs, and other enforcement 
mailers if such retention is consistent with the applicable system of records notice. 

Privacy Risk: There is a ri sk that CBP may access traveler information that is stored in 
the cloud, such as information from social network sites, web-based email services, online 
banking, and other highly sensitive information. 

Mitigation: This ri sk is mitigated. Border searches of electronic devices include searches 
of the information stored on the device when it is presented for inspection or during its detention 
by CBP for an inbound or outbound border inspection . The border search will include an 
examination of only the information that is resident upon the device and accessible through the 
device's operating system or through other software, tools, or applications. Officers may not 
intentionally use the device to access information that is solely stored remotely. To avoid retrieving 
or access ing infonnation stored remotely and not otherwise present on the device, Officers will 
either request that the traveler di sable connectivity to any network (e.g. , by placing the device in 
airplane mode), or, when warranted by national security, law enforcement, officer safety, or other 

operational considerations, Officers will themselves disable network connectivity. Officers also 
take care to ensure, throughout the course of a border search, that they do not take actions that 
would make any changes to the contents of the device. 

Privacy Risk : There is a ri sk that CBP will retain information obtained from an electronic 
device for a period longer than necessary to make an admissibility determination or take a law 
enforcement action. 
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Mitigation : This ri sk is mitigated. A CBP Officer may detain electronic devices, or copies 
of information contained therein , for a brief, reasonable period of time to perform a thorough 
border search. The search may take place on-site or at an off-site location , and is to be completed 
as expeditiously as possible. Unless ex tenuating circumstances ex ist, the detention of devices 
ordinari ly should not exceed fi ve (5) days. Devices must be presented in a manner that allows CBP 
to inspect their contents. Any device not presented in such a manner may be subject to excl usion, 

detention, seizure, or other appropriate action or di sposition. 

If a device is detained, supervisory approval is required for detaining electronic devices, or 
copies of information contained therein, for continuation of a border search after an individual 's 
departure from the port or other location of detention . Port Director ; Patrol Agent in Charge; 
Director, Air Operations; Director, Marine Operations; Special Agent in Charge; or other 
equivalent level manager approval is required to extend any such detention beyond five (5) days. 
Ex tensions of detentions exceeding fifteen (15) days must be approved by the Director, Field 
Operations; Chief Patrol Agent ; Director, Air Operations; Director, Marine Operations; Special 

Agent in Charge; or, other equivalent manager, and may be approved and re-approved in 
increments of no more than seven (7) days. Approvals for detention and any extension thereof 
shall be noted in appropriate CBP systems. 

If after reviewing the information pursuant to the time frames above, there is no probable 
cause to seize the device or the information contained therein , any copies of the information held 
by CBP must be destroyed, and any electronic device must be returned, unless CBP retains 
information relating to immigration, customs, or other enforcement matters where such retention 
is consistent with the applicable system ofrecords notice. Upon this determination , the copy of the 

infornlation will be destroyed as expeditiously as poss ible, but no later than seven (7) days after 
such detennination unless circumstances require additional time, which must be approved by a 
supervisor and documented in an appropriate CBP system and which must be no later than twenty­
one (2 1) days after such determination. 

CBP has self-imposed these data retention requirements as a matter of policy pursuant to 
the CBP Border Searches of Electronic Devices policy to help mitigate thi s ri sk. To provide an 
additional layer of oversight and transparency, the CBP Privacy Officer will conduct a CBP 
Privacy Evaluation of these records within one year of the publication of thi s PIA and share the 
results of the Privacy Evaluation with the DHS Privacy Office. 

5. Principle of Use Limitation 

Principle: DHS should use PI/ solely for the purpose(s) specified in the notice. Sharing PI/ 

o/ltside the Department should befor a purpose compatible with the purpose for which the PI/ was 

collected. 

As with data minimization, the same privacy concerns arise for use limitat ion. The more 
informat ion that Officers have ava ilable to them, the greater the ri sk that they may use the 
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information in a manner that is inconsistent with the purpose and authority for collection. Also, 
CBP is not always technically able to conduct a search of a device without requesting assistance. 
In thi s si tuation , there are privacy ri sks regarding the use of information by the assisting entity. 

As a federal law enforcement agency, CBP has broad authority to share lawfu lly seized 
and/or retained information with other federal , state, local , and foreign law enforcement agencies 
in furtherance of law enforcement investigations, counterterrorism, and prosecutions (consistent 
with applicable SORNs). To ensure that a traveler's seized and/or retained information is used for 
the proper purpose, all CBP employees with access to the information are trained regard ing the 
use, di ssemination, and retention of PlI . Employees are trained not to access the trave ler's 
information without an official need to know and to examine only that information that might 
pertain to their inspection or investigation; access to such information is tracked and subject to 

audit. Any such sharing is pursuant to a published routine use and documented in appropriate CBP 
systems and/or is recorded by those systems' audit function s. 

Privacy Risk: There is a ri sk that in the course of seeking technical ass istance from an 
ex ternal agency to conduct an anal ysis of a device, the ex ternal agency will retain the information 
exploited from the device inconsistent with CBP policy. 

Mitigation : This ri sk is partially mitigated. All eleclronic devices, or copies of infornlat ion 
contained therein, provided to an ass isting entity may be retained for the period of time needed to 
provide the requested assistance to CBP, unless the assisting entity has it s own independent 
authority to maintain the infornlation. At the conclus ion of the requested assistance, all informat ion 
must be returned to CBP as expeditiously as poss ible. The ass isting entity should destroy all copies 
of the information conveyed unless it invokes it s own independent authority to retain the 

information. 

If an assist ing entity elects to continue to retain or seize an electronic device or infornlat ion 
contained therein, that agency assumes responsibility for process ing the retention or seizure. 
Copies may be retained by an ass isting entity only if and to the extent that it has the independent 
legal authority to do so - for example, when the infornlat ion relates to terrori sm or national security 
and the assisting entity is au thorized by law to receive and analyze such information. In such cases, 
the retaining entity should advise CBP of it s decision to retain information under its own authority. 

Privacy Risk: Because many individuals use the same passcodes or PINs across multiple 
devices or services, there is a ri sk that CBP may use a previously collected passcode, PIN, or other 

means of access to access a recently searched electronic device. 

Mitigation: This ri sk is mitigated. As described above, as technology has enabled more 
sophisticated data security safeguards to be employed over electronic devices, CBP has self­
imposed control s over how and when it will access, store, and destroy information that is passcode­

protected or encrypted. 
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Travelers are obligated to present electronic devices and the information contained therein 

in a condition that allows inspection of the device and its contents. If presented with an electronic 

device containing information that is protected by a passcode or encryption or other security 

mechan ism, an Officer may request the individual 's assistance in presenting the electronic device 

and the information contained therein in a condition that allows inspection of the device and its 

contents.43 Officers may request passcodes or other means of access to facilitate the examination 

of an electronic device or infonnation contained on an electronic device, including informat ion on 

the device that is access ible through soft ware applications present on the device that is being 

inspected or has been detained, seized, or retained. 

Any passcodes or other means of access provided by the traveler wi ll be retained as needed 

to faci litate the examination, however they must be deleted or destroyed when no longer needed 

to facilitate the search of a given device, and may not be used to access information that is only 

stored remotely.44 The CBP Privacy Officer shall conduct a CBP Privacy Evaluation of thi s 

requirement within one year of publication of thi s PIA and share the results of the Privacy 

Evaluation with the DHS Privacy Office. 

6. Principle of Data Quality and Integrity 

Principle: DHS should, to the extent practical, ensure that PI/ is accurate, relevant, timely, 

and complete. within the context 0/ each use a/the PI/. 

There are no changes to the privacy ri sks surrounding data quality and integrity since the 

original PIA was published. As described in 2009, inaccurate, irrelevant , untimely, or incomplete 

infomlation may result in cases moving to prosecution when none is warranted, or may result in 

cases being di smissed when a violation has occurred. To ensure the PH is accurately recorded, 

CBP takes precautions to prevent the alteration of the information on the electronic device. To 

ensure the PH is relevant and timely, CBP detains the information from the traveler 's electronic 

device at the time the traveler attempts to enter the United States. Further, CBP keeps the 

information from a traveler 's electronic device only until the border search has reached a 

conclusion, at which time copies of the information are destroyed, unless further retention is 

appropriate under applicable law and policy and consistent with the appropriate retention schedule. 

Information entered into TECS, SEACATS,45 and other systems of records are kept with 

annotations noting the time they were added to the fil e for contex tual relevancy. 

43 CB P Directive No. 3340-049A at 5.3. 1. 
44 CB P Directive No. 3340-049A at 5.3.2. 
45 DHS/CB P-O I3 Seized Assets and Case Tracking System, December 19. 2008, 73 FR 77764. 
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Prillciple: DHS should protect PII (in allfonlls) through appropriate security safeguards 
against risks such as Loss, unauthorized access or use, destruction, modification, or unintended or 
inappropriate disclosure, 

There are no changes to the privacy ri sks surrounding security since the original PIA was 
published. CBP will appropriately safeguard information retained, copied, or seized from an 
electronic devices and during conveyance. 46 Appropriate safeguards include keeping material s in 
locked cabinets or rooms, documenting and tracking copies to ensure appropriate di sposition, and 
other safeguards during conveyance such as password protection or physical protections. Any 
suspected loss or compromise of information that contains personal data retained, copied, or seized 
under thi s Directi ve must be immediately reported to the Port Director; Patrol Agent in Charge; 
Director, Air Operations; Director, Marine Operations; Special Agent in Charge; or equivalent 
level manager and the CBP Office of Profess ional Responsibility. 

In addition , CBP employees must pass a full background investigation and be trained 
regarding the access, use, maintenance, and di ssemination of PH before being given access to the 
system maintaining the information. Training materials are routinely updated, and the employees 
must pass recurring TECS certifi cation tests in order to maintain access. While these procedures 
generall y prevent employees from accessing information without some assurance of security, 
specific security measures are in place to prevent unauthorized access, use, or di ssemination for 
each set of information. Employees must have an official need to know in order to access the 
information. This need to know is checked by requiring supervisory approval before information 
is scanned or copied from a traveler's electronic device, and before information is shared outside 

ofCBP. 

8. Principle of Accountability and Auditing 

Prillciple: DHS should be accountable for complying with these principles, providing 
training to all empLoyees and contractors who use PII, and should audit the actual use of PII to 
demonstrate compliance with these principles and all applicable privacy protection requirements. 

As a matter of policy, CBP has created robust aud iting and accountability measures for this 
program, in part due to the heightened privacy concerns regarding border searches of electronic 
devices. All Officers performing a border search are responsible for completing all after-action 

reporting requirements. This responsibility includes ensuring the completion of all applicable 
documentation such as the Customs Form (CF) 6051 D 47 when appropriate, and creation and/or 

46 CB P Directive No. 3340 at 5.5. 1.5. 
47 Customs Form (CF) 6051 D is provided to the traveler as a receipt. This form contains contact information for the 
traveler and the CB P Officer to ensure each party can contact the other with questions or for retrieval of the 
electronic device at the concl usion of the border search .. From the time the electronic device is detained to the time 
it is returned to the traveler, the device is kept in secured fac ili ties with restricted access at all times. 
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updating records in CBP systems. Reports are to be created and updated in an accurate, thorough, 

and timely manner. Reports must include all information related to the search through the final 
di sposi tion including supervisory approvals and extensions when appropriate. In addition, the 
DHS Office of the Inspector General is required by statute to conduct annual reviews, over the 
course of three consecutive years, as to whether CBP's border searches of electronic devices are 
being conducted in accordance with statutoril y-required standard operations procedures for such 

searches.48 

Privacy Risk: There is a ri sk of lack of oversight and accountability of thi s program. 

Mitigation : This risk is partially mitigated. The robust supervisory reviews and controls 
described in the original PlA still remain. To continue to provide metri cs and accountability 
regarding this program, CBP Headquarters wi ll continue to develop and maintain appropriate 
mechanisms to ensure that stati sti cs regarding border searches of electronic devices, and the result s 
thereof, can be generated from CBP systems using data elements entered by Officers. 

The updated policy directive also directs that the CBP Management inspection49 will 

develop and periodically administer an auditing mechanism to review whether border searches of 
electronic devices are being conducted in conformity with thi s Directi ve. In addition, the CBP 
Privacy Officer shall conduct a CBP Privacy Evaluation of the privacy controls noted above in the 
PIA. 

Responsible Official 

Debra L Danisek 
Privacy Officer 
Office of the Commiss ioner, Privacy and Diversity Office 
U.S. Customs and Border Protection 

Approval Signature 

Original, signed copy on file at the DHS Privacy Office. 

Philip S. Kaplan 
Chief Privacy Officer 

Department of Homeland Security 

48 6 U.s.c. § 211(k)(5). 
4~ The CBP Management Inspections Di vision is a division of the Office of Professional Responsibility that provides 
internal audit and oversight for CB P operations. 
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The Department of Homeland Security (DHS), U.S. Customs and Border Protection (CBP), 

Border Surveillance Systems (BSS) are a combination of surveil lance systems deployed to provide 
comprehensive situational awareness along the United States border to assist CBP in detecting, 
identifying, apprehend ing, and removing indi viduals illegall y entering the United States at and between 

ports of entry or otherwise violat ing U.S. law. The BSS include commercially avail able technologies 
such as fixed and mobile video surveillance systems, range finders, thermal imaging devices, radar, 
ground sensors, and radio frequency sensors. e BP is conducting thi s PIA because the BSS collect and 

process Personall y Identifiable Informati on (PID incl uding video images, photographs, radio frequency 
emiss ions, and location information . In addition, the Secure Border Initiative-net (SBlne!) Program PIA, 

which addresses the SBlnet Southern Border and Northern Border Projects will be retired upon 

publi cation of th is PIA. 

Overview 

eBP is responsible for securing the borders of the United States while fac ili tating lawful 
international trade and travel. eBP employs various technologies to enforce hundreds of U.S. laws and 

regulations at the border, incl uding immigration and narcotics enforcement laws. BSS are a combination 
of surveill ance technologies designed to assist eBP in detecting, ident ifying, apprehending, and removing 
persons ill egally entering the United States at and between ports of entry and enforcing U.S. law. BSS 
may also monitor a particular indi vidual or location as part of a law enforcement invest igation, and as 

evidence if the apprehension of the individual results in criminal proceedings. BSS that are located across 
urban, rural, and remote areas along the U.S. border include tethered aerial video, radars, mobile and 

fi xed ground video with day and night thermal capabi lit ies, ground sensors, radio frequency sensors, 
ultra-light aircraft detection, and acoustic sensing devices . Each surveillance system is deployed taking 
into account the surrounding terrain and population. DHS is conducting this PIA because BSS collect and 

process PH, including video, images, radio frequency emissions, and locati on information. 

DHS created the SBlnet Program in November 2005, to reduce illegal immigration and secure the 

nation's borders by providing eBP more comprehens ive situational awareness along the U.S. borde ... 1 

The "Project 28" (P-28) initiative was a concept demonstration prototype for the SBInet Program 
foll owed by a geographical expansion and an operat ional capabilities enhancement known as the SBlnet 

Southern Border and SBInet Northern Border Projects. On January 14,20 11, DHS Secretary Janet 
Napolitano directed e BP to end the SB Inet Program as originally conceived after assessing the efficiency 
of the SBlnet Program. 

eBP replaced the SBlnet Program with BSS, a new border security technology plan usmg 

1 SBlnet (CSP's initial border survei llance techno logy initiative) began as an imp lementation of the Executive 
Branch Program, "Border Security and Control Between the Ports of Entry," as authorized under the Secure Fence 
Act of 2006, Pub. L. #109-367, 8 U.S.c. § 1701 Note; Title 8, C.F.R. Section 287. Initially piloted as Project 28. 
the program sought to integrate the use of fixed tower cameras, ground sensors, and a Common Operational Picture 
to enhance border security and combat illegal immigration. 
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existi ng and proven technology tailored to distinct terrai n and popul ation density. BSS represent a 

reassessment of the need to provide illcreased situational awareness for CBP in areas that present 
capability gaps based on the lessons learned from the P-28 and SBInet Projects . BSS include the Block I 
(part of SBINet) and the Northern Border Remote Video Surveillance as well as the following new 

projects: Integrated Fixed Tower (1FT), Remote Video Surveillance System (RVSS), Intelligent 
Computer Assisted Detection (leAD), Law Enforcement Technical Collection (LETC), Mobile Video 

Surveillance Systems (MVSS), Mobile Surveillance Capability (MSC), Agent Portable Surveillance 
System (APSS), Ultra-Light Aircraft Detection (ULAD), and Tethered Aerostat Radar System (TARS). 

BSS may capture PlI in urban, rural, and remote areas along the U.S. border through video cameras, laser 
range finders, radar, radio frequency sensors and acoustic devices, or some combination thereof. Not all 
data coll ected by BSS may be used to ident ify an individual at the time of coll ection; however, data 

captured usi ng the various BSS may later be associated with an indi vidual. Below is a description of the 
different types of systems BSS uses: 

Mobile Border Surveillance Systems 

Mobile border surveillance systems are capable of collecting survei ll ance data from various 

locations, because the survei llance platform can physically be moved to meet changing mission needs. A 
descript ion of each of the mobil e border surveillance systems follows: 

• Mobile Video Surveillance System (MVSS) uses mobil e video recording units on platforms that 
can be moved to provide the best visual range for s urveill ance of several mil es. MVSS provide 
day and night survei llance images that all ow the user or operator to determine if there are items of 
interest or suspicious criminal activi ties occurring with the area of coverage and to provide 

situational awareness to the interdicting Border Patrol Agent. 

• Mobile Surveillance Capability (MSC) uses truck-mounted mobil e video recording units with 
cameras and radar mounted to extended masts that allow on-board monitoring of surveillance 

images by an attending user. MSC covers a range of several miles under optimal condi tions. 

MSC is deployed primarily in rural remote areas or other areas where no fixed surveillance 
technologies are deployed. 

• Agent Portable Surveillance System (APSS) is a surveillance sui te that includes cameras wi th a 
visual range for surveill ance of several mil es and ground radar that can be carried and used by 
Border Patrol Agent s in areas where fixed and vehicle-mounted solutions are not feasible or 

appropriate. 

• Ultra-Ligh t Aircraft Detection (ULAD) is a mobil e radar system that is being tested to detect and 
track small , low, or slow flying aircraft with a small radar cross section , known as ultra-light 

aircraft, in remote areas along U.S . borders. The ULAD system increases and enhances 

operators' abil ity to identify suspicious small aircraft2 so that CBP can monitor possible 
smuggling routes and make an interdiction . The ULAD system tracks aircraft from entry to either 
landing or ex iting the U.S. when aerial assets are not within response range . ULAD transmits 

2 Small aircraft refers to the ultra-l ight aircraft, which are essentially hang-gliders with an engine and a prop. 
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radar sensor data to the Air and Marine Operat ions Center (AMOC) in Riverside, CA and Border 

Patrol Sector Dispatch Centers. The AMOC also has remote control capabi lity for the detection 
units. 

Fixed Borde .. Surveillance Systems 

Fixed border surveillance systems are capable of coll ecting surveillance data from a dedicated 

location. A description of each of the fixed border surveillance systems follows: 

• Tethered Aeroslat Radar System (TARS) uses the aerosta! (a large unmanned blimp or balloon) 
as a stationary airborne platform for surveillance radar. TARS detects and monitors low-altitude 

aircraft and vessels along the U.S.-Mexico border, the Straits of Florida, and a portion of the 
Caribbean in support of the Counter-Narcotics Program wi th the Department of Defense (DOD). 

The program's primary mission is to provide persistent, long-range, detection and monitoring of 
low-level air, mariti me, and surface narcotics traffickers using radar detection. There are 
currently eight operational sites in the continental Uni ted States and Puerto Rico.) Some TARS 

are eq uipped with a video camera capable of assisting CBP users in detecting and tracking 
pedestrian and vehicular traffic ; other sites monitor mari time traffic and relay CBP 
communications to faci litate interagency operations. 

• Integrated Fixed Tower (IFf) sensor suites include towers with mounted day and night cameras 

and radar that can be monitored from a local CBP Border Patrol sector fac ility. 

• Block I and Northern Border Remote Video Surveillance System (RVSS) provide automated day 

and nigh t wide-area survei ll ance along the U.S. border using multiple color cameras and thermal 
infrared detection video cameras. CBP uses RVSS to detect and trac k illegal entries . The sensor 
images are transmitted via a dedicated communicat ions system to a CBP facility where the 

information is processed and di splayed. 

• The Intelligent Computer Ass isted Detection (lCAD) system operates a network of underground 

sensors and cameras installed along the U.S. border that detects the presence or movement of 
individuals and relays that information to U.S Border Patrol Sector Headquarters. lCAD records 
the date, time, and location of the activity, as well as detai ls input by the Border Patrol Agent 
invest igating the incident. Border Patrol Agents input details includi ng name, date of birth , 

document number, license plate number, and other biographic data about individuals encountered 
through ICAD detections. The sensor data is stored and can be retrieved by date, time, or the PIl 
that is incl uded in the inc ident detail s. 

• Law Enforcement Technical Collection (LETC) intercepts radio communicat ions on HF, VHF, 
and UHF frequencies. LETC operators only collect radio communications in compliance with 
applicable laws, directives, and polic ies. CBP officials make notes of susp icious radio chatter 

includi ng frequency used, location of transmission, code names, and code words to log suspicious 

3 The e ight operational sites are: Yuma, AZ; Ft. Huachuca, AZ; Deming, NM; Marfa, TX; Eagle Pass, TX; Rio 
Grande City. TX; Cudjoe Key, FL; and Lajas, PRo 

2018-ICLI -00030 327 

epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt2 000327



Homeland 
Security 

Privacy Impact Assessment 
U.S. Customs and Border Protection 
Border Surveillance Systems (SSS) 

Page 4 

act ivity. No log entry is created if the activ ity is deemed not to be of law enforcement interest. 

LETe log entries are retrieved by date, time, frequency, and location of the event. CBP does not 

retain the transmitted audio unless it is used in support of an ongoing law enforcement activity. 

LETe supports the prevention of unauthorized entries by persons; interd ict ion of smuggled. 

hazardous material , and contraband; and it ass ists investigative efforts using a risk-based strategy. 

The combination of fixed and mobil e surveillance systems supports CBP's pers istent and 

situational surveillance of the U.S. border at and between ports of entry. Sensor information may be 

relayed to a Border Patrol sector station, Headquarters, port of entry, or users at a fusion center to 

coordinate a response when available and where necessary to respond. Sensor information is di splayed to 
authorized users at these locations based on their assigned duties and need to know. 

CBP is better able to respond to and coord inate its interdictions and law enforcement responses to 
events at or near the border using the sensor technologies described in th is PIA. CBP uses the Land 
Mobi le Radio Network (LMR) to coordinate its response . LMR is a CBP internal rad io network 
responsible for providing tactical communications, operational planning, radio network control services, 

and in vestigative information and intelligence services to support CBP operations, port of entry 
inspections, and other law enforcement activities as requ ired. LMR records radio conversations between 

Border Patrol Agents in the field and dispatch operators.4 The CBP Office of Internal Affairs uses audio 
logs to retrace the activity when investi gating incidents involving Border Patrol Agents. The audio logs 

are kept for a period of seven days and then overwritten by the system unless the information is used in 

support of ongoing law enforcement investigations by the appropriate federal agency. 

Border Patrol Agents may process the apprehension using a mobile processing center or at the 

sector station when CBP encounters individuals away from a port of entry. BSS users copy the video 
images and audio recordings from BSS to an archive to be used as law enforcement records and as 

evidence in any subseq uent proceedings during processing. If an incident results in prosecution the 
authorized BSS users retrieve the BSS recording by the date, time, and device number and provide it to 
the investigating or prosecuting agency along with the related case file in formation. All phys ical transfers 
of data are recorded on a cha in of custody form completed by the user performing the transfer. 

Section 1.0 Authorities and Other Requirements 

1.1 What specific legal authorities and/or agreements permit and 
define the collection of information by the project in question? 

The BSS represent a reassessment of SBlnet as authorized under the Secure Fence Act of 2006 

and implementing regu lations.5 CBP uses BSS to perform it s law enforcemen t missions under the 

4 Other federal and state agencies leverage this technology including the U.S. Department of Justice, U.S. 
Department of Interior. and the Massachusetts Criminal Justice Information Service to record and transport their 
radio conversations. However, the recordings are logically segregated from CB P recordings. and each agency does 
not have access to another agency' s recordings. 
5 Pub. L 109-367,8 U.S .c. § 1707 Note and 8 CFR 287. 
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Immigration and Nationality Act of 1952. as amended. and other pert inent provisions of the immigration 

laws and regulations,6 as well as pert inent provisions of the customs laws and regulati ons.? CBP collects 

information through BSS in conformance with the Electronic Communications Privacy Act of 1986, as 
amended, and the Com municat ions Act of 1934, as amended.8 

1.2 What Privacy Act System of Records Notice(s) (SORN(s)) apply 
to the information? 

Audio and video recordi ngs in BSS arc nol retrieved from the device or arch ive storage usi ng a 

personal identifier, and therefore, do nOI constitute a system of records under the Privacy Act of 1974. 
However, video and audio recordings assoc iated with an ind ividual in a case file and retrieved by a 

personal ident ifier are covered under the associated system of records. For example, video associated 
with a law enforcement activity may be linked to PrJ maintained in reports and records residing in the 
associated case fi le system of records, incl uding DHSICBP-O II U.S. Customs and Border Protection 
TECS;9 DHSIICE-O II Immigration and Enforcement Operational Records System (ENFORCE);lO 
DHS/CBP-OI7 Analyti cal Framework for Intelligence System (AFI);11 or DHS/ALL-020 Department of 
Homeland Securi ty Internal Affairs .12 

1.3 Has a system security plan been completed for the information 
system(s) supporting the project? 

The BSS projects descri bed above are in various stages of the system development life cycle. 
System Security Plans (SSP) have been completed for Block I, Nort hern Border Remote Surveillance 
System, and Agent Portable Surveillance Systems. All others have system security plans in development. 

1.4 Does a records retention schedule approved by the National 
Archives and Records Administration (NARA) exist? 

No. CBP is developing a retention schedule for archi ve storage of BSS data fo r NARA according 
to the retention procedures described in 5. 1, below. 

(, Pub. L. 82-414. See. e.g., 8 U.S.c. §§ 1225 and 1357. 
7 See, e.g .. 19 U.S.c. §§ 482.507,1461, 1496, 1581, 1582, and J595a(d). 
8 18 U.s.C. § 2510 etseq; 47 U.S.c. § 151 etseq. 
9 U.S. Customs and Border Protection TECS SORN, 73 FR 77778 (Dec. 19.2008). available at. 
http: //www.gpo.gov/fdsys /pkgIFR-2008- 12-19IhtmI1E8-29807.htm. 
IU DHS/ ICE-Ol I _ Immigration and Enforcement Operational Records System (ENFORCE). 75 FR 23274 (May 3, 
20 I 0), available aI, http://www.gpo.gov/fdsys/pkg/FR-20 10-05-03/html12010- 10286.htm. 
I I DHS/CBP-017 Analytical Framework for Intelligence System. 77 FR 138 13 (J une 7, 201 1), available at, 
http: //www.gpo.gov/fdsys /pkgIFR-20 12-06-07lhtml120 12-J 38 13.htm. 
12 DHS/ALL-020 _ Department of Homeland Security Internal Affairs, 79 FR 2336 1 (April 28, 2014), available at. 
hup:l/www.gpo.gov/fdsys/pkgIFR-20 14-04-2Slhtm1!2014-09471 .htm. 
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1.5 If the information is covered by the Paperwork Reduction Act 
(PRA), provide the OMB Control number and the agency number 
for the collection. If there are multiple forms, include a list in an 
appendix. 

The BSS does not coll ect information covered by the Paperwork Reduction Act. 

Section 2.0 Characterization of the Information 
The following questions are intended to define the scope of the information requested and/or collected as 

well as reasons for its collection as part oflhe program, system, rule, or technology being developed. 

2.1 Identify the information the project collects, uses, disseminates, or 
maintains. 

BSS collect various types of data that may include PI!. Some of the in fo rmati on collected is 

stored and can be retrieved. Collected information incl udes: 

Video recordings alld still images: BSS use mobi le and ground fixed cameras to rout inely 

monitor remote border areas for suspicious activity or an unexpected presence. Some video cameras have 

night vision or thermal imaging capability for monitoring an area at night. The video records and tracks 

the presence of people illegall y crossing the border and entering U.S. territory. Video recordings and sti ll 

images derived from video recordings may become associated with PII in a case fil e. 

Radio frequency transmissions: BSS intercepts radio communi cations on HF, VHF, and UHF 

frequencies used by terrori sts and transnational criminal organi zations for il lici t activities. CBP officials 

make notes of suspicious radio chatter, includ ing frequency used, locati on of transmission, code names, 

and code words to log suspicious activity. Log entries are not created if the activity is deemed not to be of 

law enforcement interest. LETC log entries arc retrieved by date, time, frequency, and location of the 

event. CBP does not retain the transmitted audio unless it is used in support of ongoing law enfo rcement 

operations. 

LMR: CBP logs all aud io transmissions between Border Patrol Agents and d ispatch operators to 

retrace the activity when investigating incidents involving CBP agents. An audio logging recorder is 

active at all CBP sector offices and the National Law Enforcement Communication Center (N LECC). 

The audio logging recording is used by Internal Affairs. Audio logs are kepI for a period of seven days 

and then overwritten by the system un less the in fo rmati on is used in support of ongoing law enforcement 

investigat ions by the appropriate fede ral agency. 

Under Ground Sensors: ICAD reads data sent by underground sensors to detect persons or 
vehicular movement across and along the border and relays the data to a Border Patrol stat ion for a 

response. ICAD sensor data is stored in ICAD with associated incident detail s including PII about the 

persons encountered (name, phone number, address, make and model of vehicle, li cense plate number, 
driver's license number, etc.). The data collection, storage, usage, and retention is documented in the 

forthcoming ICAD SORN. 
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Radar: CBP collects radar data from MSC, APSS, ULA D. and TA RS to detect and interd ict 

aircraft, vehicles, vessels, and other conveyances in the border area and drug trafficking transit zones, 

such as the adjacent portions of the Caribbean Sea. This radar data does not conlain PIJ, but may be used 

to locate and apprehend an individual illegally crossi ng the border. CBP uses MSC and APSS to detect 

individuals and conveyances moving over ground in remote areas, which may lead to an interdictioll . 

ULAD detects the presence of small aircraft fl ying along the border. TARS provides persistent, long 

range, radar for detection and monitoring of low-level air, maritime, and surface contacts along the U.S.­

Mex ico border, the Straits of Florida, and adjacent portions of the Caribbean sea. 

When BSS data is needed as evidence for prosecution, a BSS user retrieves the recorded incident 

information from the respecti ve border survei ll ance system or archi ve based on the case file information 

(time/date/tower location number) and saves it to a DVD. CBP then controls the BSS data along with the 

case file information according to its "chain of custody" handling procedures for evidence. 

2.2 What are the sources of the information and how is the 
information collected for the project? 

CBP collects raw video, photograph , audio, ground sensor, and radar data using BSS in rural and 

populated areas at or near the U.S. border. Addit ionally, TARS collects radar data in adjacent portions of 

the Caribbean Sea. 

2.3 Does the project use information 
publicly available data? If so, 
information is used. 

from commercial sources or 
explain why and how this 

No. BSS does not use in formation from public or commerc ial sources. Also, the BSS have no 

connections to publ ic or commercial sources, such as the internet. 

2.4 Discuss how accuracy of the data is ensured. 

CBP captu res BSS video, images, audio, ground sensor, and radar data in real-time to maintain a 

fac tual record of events . Acc uracy is ensured by instructing users to adjust the recording equipment to 

increase a video image's resolution or sound quality from a microphone. CBP trains BSS operators to 

properly evaluate and ascertain whi ch data is relevant and necessary to accompl ish CBP's border securing 

mission be fore copy ing data off of a device or archiving an incident. Thi s training ensures that the 

subject of the video or aud io collect ion is within the scope of the defined mission. The alignment of the 

collection act ivity within the scope of the miss ion parameters becomes a critical fac tor fo r determining 

accuracy and relevance because the subject may be determined by an event or circumstance (such as 

presence at a "drop zone") instead of by identity. CBP also fo llows chain of custody procedures to ens ure 

the integrity of the records when records are used as evidence and therefore linked directly to a case or 

person. 
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2.5 Privacy Impact Analysis: Related to Characterization of the 
Information 

Privacy Risk: There is a risk that BSS may capture information about individuals or act ivities 
that are beyond the scope of CSP's authorities. Video cameras can capture individuals entering places or 

engaging in acti vities as they relate to the ir daily li ves because the border incl udes populated areas. For 
example, BSS may collect video of an individual enteri ng a doctor's office, attending publ ic rallies, social 
events or meetings. or associating w ith other individuals. 

Mitigation: Cameras, radar, and other BSS are oriented toward the border and away from 
communities and places of worship and commerce frequented by local residents, when operat ionall y 

feasib le. Whi le BSS records lawful act ivity at or near the border, these recordings are automaticall y 
overwritten unless an authorized BSS user determines the recording is needed for an approved purpose. 
Spec ificall y, CBP copies and retains in fo rmation from BSS onl y when it is relevant to an active case fil e 

for law enfo rcement or border security purposes. Addit ionall y, CBP does not associate the recorded 
video or other data wi th an individual unless the individual is later apprehended or otherwise identified as 
part of a law enforcement investigation. 

Privacv Risk: LETC users may li sten to or record radio frequency communications between 
individuals engaged in activities with no law enforcement nex us. 

Mitigation: CBP intercepts rad io freq uency communications near the border that may incl ude 
communications with no law enforcement nexus; however, CBP is subject to applicable laws, directives, 

and poli cies so that log entries are not created and audio is not retained if the acti vity does not have a law 
enforcement nex us. CBP officers and agents receive trai ning that addresses awareness of sensitivities 
arising in conversati ons, as well as determining associati ons between the topic of a conversat ion and a 

mission purpose. As with any information acquired as part of official responsibi lities, CBP officers and 
agents may not disclose any information collected, unless authorized in accordance with DHS and CBP 

policy, and remain subject to the CBP Code of Conduct and relevant disciplinary procedures for any 
violat ion. 

Section 3.0 Uses of the Information 

The fo llowing questions require a clear description of the project 's use of information. 

3.1 Describe how and why the project uses the information. 

CBP primarily uses information obtained from BSS to enhance border security and interdiction 
operations at the border. BSS users track the movement of individuals and incidents near the border and 

dispatch available Border Patrol Agent s to provide operational support. CB P uses video surveil lance to 
monitor a particular indi vidual or location as part of a law enforcement investigation and may use the 

collected images as evidence in criminal proceedings in the event the individual is arrested. CBP uses 
radar and ground sensor data to detect and interdict persons illegally crossing the border. eBP's Internal 
Affairs uses LMR audio recordings to retrace events when an incident occurs with a Border Patrol Agent. 
LETC users note suspicious radio chatter to detect illegal act ivity at the border. CBP shares BSS 

information with coordinating agencies to assist in an interdiction or operation, as appropriate and 
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described by the routine uses of the respecti ve SORNs th at govern the case fi le or investigative report 
(e.g., TEeS, Automated Targeting System-Target ing Framework, E3/ENFORCE). 

3.2 Does the project use technology to conduct electronic searches, 
queries, or analyses in an electronic database to discover or locate 
a predictive pattern or an anomaly? If so, state how DHS plans to 
use such results. 

No. 

3.3 Are there other components with assigned roles and 
responsibilities within the system? 

No. 

3.4 Privacy Impact Analysis: Related to the Access, Uses, and 
Disclosure of Information 

Mitigation: CBP employees only use BSS in compliance with appl icable laws, policies, and 

directi ves . CBP trai ns users about appropriate collection and use procedures be fore providing access to a 

particular system. Failure to compl y with these guidelines is a violation of CSP's Code of Conduct and 
may subject an employee to disciplinary action, including termi nation of employment or prosecution. 

Risk: There is potenti al risk of unauthori zed access, use, or disclos ure of video or audio 
recordings from BSS. 

Mitieation: Access to BSS is limited to those specific CBP employees that must use the systems 
as part of their assigned duties. Equipment use is tracked and monitored for accountabi lity and authorized 
uscrs and system administrators are the only persons with access to the systems and surveillance data. All 
eq ui pment and archives are stored in secure fac il ities with li mited access. CBP does not share the 
information with any other component or agency unless it becomes evidence in a law enforcement 
investigation. Informat ion sharing is compliant with the routine uses of the respective SORNs. 

Section 4.0 Notice and Consent 
The fo llowing questions seck infom1ation about the project's notice 10 the individual about the information 

collected, the right to consent to uses of said information, and the right to decline to provide information. 

4.1 How does the project provide individuals notice prior to the 
collection of information? If notice is not provided, explain why 
not. 

All persons entering the U.S. at and between the ports of entry are subject to monitoring and data 
collection for operat ional and si tuat ional awareness. CBP posts signs at ports of entry to notify 
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individuals of the monitori ng and in formation collection requirements. CBP conducted an environmental 

assessment process prior to the implementation of the Integrated Fixed Towers that involved public 

hearings 10 raise awareness of the program and give the public an opportuni ty to comment on the location 

of fi xed cameras and their usc. Th is PIA also serves to inform the public generall y of the presence of 

surveil lance devices at the border and the use of these devices to detect and support the apprehension of 

persons crossing the border illegall y. 

CBP does not provide advanced notice for individuals encountered between ports of entry 

because entering the U.S without coming through a port of entry is illegal. II is logisticall y impracticable 

for CBP to give prior notice to persons seeking to cross the border at other than a port of entry; persons 

seeking to cross the border ill egally are in fo rmed that their activities in the border area may be monitored 

and captured for use to cnforce the law through the notice provided in thi s PIA and the associated 

SORNs. 

4.2 Privacy Impact Analysis: Related to Notice 

Risk: There is a risk that collected images or activities at the border either at or between the 

ports of entry may include innocent persons or persons who are compl ying with the law and who have not 

received noti ce or provided consent. 

Mitigation: Notice for persons at the ports of entry is provided at the ports. Notice for persons 

in the border area between the port s of entry is found in this PIA. As described above, CBP conducted 

public meetings before installing the Integrated Fixed Towers to all ow for extended notice and comment 

from persons living in the immediate vic inity of the tower emplacements. 

CBP does not obtain consent to use information pertaining to persons crossing the border as it is 

obliged by statute to ensure the security of the border and to determine the ident ity and cit izenship of all 

persons cross ing the border. C BP signage at the ports of entry informs persons of the video capture and 

its intended use . CBP recogni zes that residents and visitors in areas proxi mate to the ports of entry and 

the border may have their images captured incidentally. CBP mitigates thi s risk by strictly control ling the 

collection, use, and retention of in formation through BSS. Information that is not collected for a law 

enforcement purpose is deleted and is not used. 

4.3 What opportunities are availahle for individuals to consent to 
uses, decline to provide information, or opt out of the project? 

CBP does not provide opportun ities for consen t to monitoring and captu ring an ind ividual's 

image, radio frequency transmissions, or travel in the border areas due to the law enforcement and border 

security nature of the data captured through BSS surve ill ance activiti es at and between the ports of entry. 

In forma tion collected by CBP that does not pertain to a law enforcement acti vity is deleted and is not 

used. 

Section 5.0 Data Retention by the project 
The followi ng questions are intended to outline how long the project retains the information after the initial 

collection. 
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5.1 Explain how long and for what reason the information is retained. 

BSS equipment may temporarily retai n recordings or directly transmit them to an archive. Both 

the device and the archive overwrite data after a set period of time, as described below unless the 
recording is associated wi th a case file. CBP retains recordings assoc iated with a case file for the 
retentio n period of the case tile, including proceedi ngs assoc iated wi th a case tile. The retention schedule 

of the applicable case managemen t system wi ll apply to the associated BSS information once a case has 
been closed. 

Video recordings are slored on the device for varying amounts of time, typically between seven 
and 30 days before being overwritten. eBP copies the video to an archi ve and has proposed retent ion of 
video recordings for 45 days in an archive before be ing purged, unless the video is useful for train ing 
purposes or is assoc iated with a case file. eBP may keep recordings that are useful for training purposes 
for up to one year. 

LMR audio logs are retained for seven days before being overwritten unless it is needed for and 
associated with a law enforcement invest igation or incident. 

Ground sensor data is retained along with incident details according to the leAD SORN 
retent ion period, which is proposed for up to 15 years. 

Radar data are not retained unless they are associated with a case file . 

Radio frequency transmissions are not retained unless they are used in support of ongoing law 
enforcement operations and associated with a case file. 

5.2 Privacy Impact Analysis: Related to Retention 

Risk: There is the risk that surveill ance video and recordings may be retained in BSS for a longer 
period than required by the purpose for which the video and images were coll ected. 

Mith::ation: eBP automat ically overwrites video that is not needed and ident ified for an 
authorized traini ng purpose or for a spec ific law enforcement investigation or incident to mini mize the 
risk of excessive data retention. Videos used for training are marked and purged after one year. All other 
record ings that are not associated with a person will be automaticall y purged with in 45 days. eBP 
identifies and assoc iates recordings with persons to pursue its several law enforcement mi ss ions at the 
border; in these matters the recordings are maintained in association wit h the respective case management 
system holding the associated law enforcement mailer about the person. eBP maintains recordings in 
these instances in accordance with the reten tion period for the respective case management system. 

Section 6.0 Information Sharing 
The following questions are intended to describe the scope of the project information sharing external to 

the Department, External sharing encompasses sharing with other federal, state and local government and private 

sector entities. 
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6.1 Is information shared outside of DHS as part of the normal 
agency operations? If so, identify the organization(s) and how the 
information is accessed and how it is to be used. 

CBP shares non-PH radar data with the DOD as part of the joillt Counter-Narcotics Program. 

When CBP identifies a poss ibly il licit rad io frequency transmiss ion, CBP provides non-Pll notes from the 

transmission (frequency band , lime, date, and locat ion) to the Federal Communications Commission 

(FCC) and the Drug Enforcement Agency (DEA) for their law enfo rcement purposes. 

CBP does not ordinarily share video or audio outside of CBP. Rather, CBP typicall y shares 

information derived from BSS with other law enfo rcement agencies assisting CBP in an interdiction or 

law enforcement operation . For example, a BSS user watching a video camera may relay "three suspects 

are running towards a bl ue truck near the intersection of X and Y" with loca l law enforcement on the 

scene to coordinate the interdiction. CBP provides the video or audio ex tract as part of the case fil e 

shared with federal law enforcement (e.g., Depart ment of Justice) in the cvent surveillance information 

results in an arrest and subsequent prosecution. 

CBP shares audio or video recordings along with other case fil e information from a system of 

records consistent with the Privacy Act of 1974 and the routine uses in the appli cable SORN(s) when an 

audio or video recording from BSS is associated wi th a system of records. CBP documents the disclosure 

on a Form DHS- 19 l when BSS in formation is shared in conjunction with PH from a system of records. 

CBP conditions the disclosure to the receiving agency on: 

I. the receiving agency's use being consistent with the purpose fo r co llection; 

2. the sharing being consistent with a statutory or published routine use; and 

3. the receiving agency's acceptance of the restriction barri ng unauthorized dissemination 

outside the recei ving agency . 

These conditions are stated in the written authorization provided to the receiving agency and 

represent the constraints on the use and d isclosure of the information at the time of the disclosure. 

6.2 Describe how the external sharing noted in 6.1 is compatible with 
the SORN noted in 1.2. 

CBP may di sclose the informati on pursuant to the routine uses outl ined in the appropriate case 

file SORN when BSS in formation is assoc iated with PH in a system of records. For example, video may 

be shared with local law enforcement to assist with a law enforcement investigation if the video is 

associated with a case fi le in: 

• TECS pursuant to routine use G, which states, "T o appropriate Federal, State, loc.d, 

tribal, or foreign governmental agencies or multi lateral governmental organizations 

responsible for investigating or prosec uting the violations of, or for enforc ing or 

implementing, a statute, rule, regul ation, order, license, or treaty where DHS determines 
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that the informat ion would assist in the enforcement of civil or criminallaws." u 

• Internal Affairs pursuant to routine use G, which states, "To an appropriate Federal, 
Slate, tribal, local, international , or foreign law enforcement agency or other appropriate 
authority charged with invest igating or prosecuti ng a violation or enfo rcing or 

implementing a law, ru le, regulation , or order, where a record, either on its face or in 
conjunction with other in formation, indicates a violation or potential violation of law, 
which includes cri minal, civil, or regulatory violations and such disclosure is proper and 
consistent with the official duties of the person making the disclosure.,, 14 

• ENFORCE pursuant to routine use G, which states, "To an appropriate Federal , State, 
tribal, local , international, or foreign law enforcement agency or other appropriate 

authority charged with investigating or prosecuting a violat ion or enforcing or 
implementing a law, rule, regulation , or order, where a record, either on its face or in 
conjunction with other information, ind icates a violation or potential violation of law, 

which includes criminal , civil , or regulatory violations and such disclosure is proper and 
consistent with the official duties of the person making the disclosure." 's 

• AFI16 pursuant to routine use H, which states, "To appropriate federal, state, local, tribal , 

or fore ign governmental agencies or mult il ateral governmental organizations responsible 
for investigating or prosecuting the violations of, or for enforcing or implementing, a 
statute, rule, regulation, order, license, agreement, or treaty where OHS determines that 
the information would assist in the enforcement of civil or criminal laws. This routine use 
applies only to fin ished intell igence productS.,,1 7 

Normally, the requesting agency seeks the information through a Request for Information (RFl), 
to which CBP responds. The terms of this response discuss the need and authori ty ident ified by the 

request ing agency for use of the information; it then relates those terms to the purpose for which CBP 
collected and maintains the information under its specific SORN (for example, a DEA request for 
information pertaining to drug trafficking maintained in a law enforcement case management system). 

The response notes that CBP req uires consultation with respect to further dissemination of the shared 
information beyond the receiving agency so as to ensure accountability for the collected information. 

6.3 Does the project place limitations on re-dissemination? 

Yes. CBP only shares video or audio when the requesting agency has an official need to know 
and agrees to limit re-dissemination by first obtaining approval from CBP, regardless of whether it is 
assoc iated with a system of records. CBP responds to requests fo r informat ion or assistance by providing 

13 DHS/CB P-Ol l U.S. Customs and Border Protection TECS, 73 FR, 77778 (Dec. 19, 2008). 
14 DHS/ALL-020 Department of Homeland Security Internal Affairs 79FR 2336 1 (April 28, 2014). 
15 DHS/ ICE-Oll lmmigration and Enforcement Operational Records System (ENFORCE) 75 FR 23 274 (May 3, 
2010). 
16 DHS/CBP/PIA-OIO Analytical Framework for Intell igence (AFI) PI A, (lvail(lble (11, 

nttp:llwww.dhs.gov/xliorary/assets /privacy/privacy pia cop ati june 2012.pdf. 
17 DHS/CBP-017 Analytical Framework for Intelligence System (AFI) 77 FR 33753 (June 7,2012). 
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6.4 Describe how the project maintains a record of any disclosures 
outside of the Department. 

Video or audio associated with a system of records that is shared outside of the Department is 
tracked through the use of the DHS- 19 1, Accounting of Disclosure Form. The form req uests the date, 

nature, purpose of each d isclosure, and the name and address of the individual agency to which disclosure 

is made . Ad hoc requests not associated wi th information from a system of records must be approved by 

the appropriate Program Director and documented locally. 

6.5 Privacy Impact Analysis: Related to Information Sharing 

Risk: There is the risk that PlI from BSS may be shared inappropriately with ex ternal 

organizations. 

Mitigation: The same limitations on the use o f the information that are in place for CBP and 

DHS also apply to the o utside entity when sharing information with third parties . CBP restricts sharing or 

access to BSS data based on "need to know" criteria, which req uires the receiving entity to demonstrate a 

need for the data that is compatible with the use for which it was originally collected before the video or 

audio is d issemin ated. Li kew ise, the rece iving entity must provide assurances that the data will be 

safeguarded in a manner consistent with CB PIDHS pol icy and practice and that the receiving agency will 

not disclose any shared data without the express prior written permission of CBP. 

CBP does not currentl y have any arrangements to share BSS data associated with an ind ividual in 

an automated fashion. CBP will develop a written arrangement (e.g ., Memoranda o f Understanding 

(MOU) or Informati on Sharing Access Agreement (lSAA)) that would speci fy with parti cularity all terms 

and condit ions that govern the use of the data in the event that such a recurring sharing arrangement is 

contemplated between CBP and an agency outside DHS. CB P would review the written arrangement and 

verify that the outside entity conformed to CBP's use, security, and privacy considerations before 

releasing information . 

Section 7.0 Redress 
The following questions seek information about processes in place fo r individuals to seek redress which 

may include access to records about themselves. ensuring the accuracy of the information collected about them, 
and/or filing complaints. 

7.1 What are the procedures that allow individuals to access their 
information? 

Much of the data in BSS is law enforcement sensitive and generally unavail able for access by the 

public. However, indi viduals may request in formation contained in BSS through procedures provided by 

the Freedom of Information Act (FOIA) (5 U.S.c. § 552) and, when applicable, the access provisions of 

the Privacy Act of 1974 (5 U.S.c. § 552a(d)) . 

Indi viduals seeking notification of, and access to any record contained in BSS, in a system of 
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records containi ng data from BSS, or seeking to contest its content may gai n access by fil ing a FOIA or 

Privacy Act request with CBP at hnps:/lfo ia.cbp.gov/paIMain .aspx , or by mailing a request to: 

U.S. Custo ms and Border Protection 
FOIA Division 

90 K Street NE, 9th Floor 

Washington, D.C ., 20229- 11 8 1 

Fax Number: (202) 325-0230 

Most BSS data is not accessible under the Privacy Act of 1974 because BSS data on the device or 

in an archive is not retrievable by personal identifier. However, CBP provides individuals access to BSS 

data according to the applicable SORN when CBP assoc iates BSS data with an indi vidual by linking it to 

a case tile in a system of records. There may be occasions when BSS information is covered by a SORN 

and DHS exempts the information from individ ual access or amendment provisions o f the Privacy Act. 

This occurs if access to the data could inform the subject o f an investigalion o f the existence of the 

invest igatio n or reveal in vestigat ive interest o n the part of DHS or another agency . Access to the CBP­

held records could also be denied if such access might permit the individual who is the subject of a record 

to impede an in vestigation, tamper with witnesses or evidence, and avoid detection or apprehension . In 

other cases individuals may be able to gain access to the data pertain ing to them. 

e BP reviews all such requests on a case-by-ease basis, notwithstanding the appl icable 

exemptions . e BP may waive the appl icable exemption and provide access to BSS data if it does not 

interfere with or adversely affect the nat ional security of the Uni ted States or activiti es related to any 

investigations associated wi th the BSS data . 

Further, individuals may contest information collected through BSS if it is used as evidence in 

any immigration or cri minal proceedings that result from the encounter. 

7.2 What procedures are in place to allow the suhject individual to 
correct inaccurate or erroneous information? 

Indi vid uals may contest informat ion collected through BSS through any immigration or crimi nal 

proceedings that res ult from the encounter. The individual may fil e a Privacy Act amendment req uest if 

the BSS data is associated with a system of records. 

7.3 How does the project notify individuals ahout the procedures for 
correcting their information? 

eBP is providing notice to the public through this PIA, the appl icable SORNs, and through the 

FOIA section on www.cbp.gov . 

7.4 Privacy Impact Analysis: Related to Redress 

Risk: There is the risk innocent indi viduals may su ffer negative effects if their images are 

erroneously associated with a crime without the abil ity to correct it. 

Mitigation: CBP does not use surveill ance images to identi fy an indi vidual, but instead to detect 
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and interdict suspected criminal acti vity. An individual can only be li nked to an image if the BSS data 

leads to an apprehension, subsequent identificat ion, and associat ion with the case file. The individual 
may contest the association through the subsequent immigration or cri minal proceeding if he or she is 
erroneously associated wi th BSS data. 

Section 8.0 Auditing and Accountability 
The followi ng questions are intended to describe technical and policy based sa feguards and sec urity 

measures. 

8.1 How does the project ensure that the information is used in 
accordance with stated practices in this PIA? 

Handling the information that is collected by the BSS is governed by standard operating 
procedures and policies. Onl y authorized users have the abi lity to extract materials from the systems. 

CBP mitigates the risk of misuse of data collected by, and accessed through BSS by maintaining audit 
trails, including (at a minimum): user name, access date and time, and funct ions and records addressed. 

CBP also requires users to conform to appropriate sec urity and privacy pol icies, fo llow established rules 
of behavior, and receive adequate traini ng regarding the security of the system. 

8.2 Describe what privacy training is provided to users either 
generally or specifically relevant to the project. 

All BSS users undergo init ial security awareness training and complete the DHS onli ne security 
awareness-training course and a pri vacy awareness course on an annual basis . 

8.3 What procedures are in place to determine which users may 
access the information and how does the project determine who 
has access? 

All CBP employees who operate BSS receive traini ng on proper use of the systems and handling 
of any evident iary data that may be extracted from the system. All first time users must take a two-day 

Security Awareness Training provided on the surveill ance systems. Users may only request an access 
account after they have completed the two-day tra in ing. The trained user submits account creation forms 

requiring him or her to provide proof of security awareness training and sign an agreement to abide by the 
system rules of behavior. The system maintains a log of acti vities for audi ting purposes. CBP program 
managers and superv isors must authorize each employee to perform certain functions related to BSS. 
Only authorized personnel are able to delete or add records before or after storage in an archi ve. For 
example, wh ile each mon itoring user has the ability to operate the surveill ance cameras and save eventful 

surveill ance video to the archive server, only the on-duty Video Retent ion Coordinator may delete video 
files. Users may not remove or download data from the archive server without authorization and in 

conjunction with assistance from the a forementioned Video Retention Coordinator. These precautions 
not onl y safeguard the data but also ensure the integrity of the infonnation for when it is necessary to be 

used as evidence. 
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8.4 How does the project review and approve information sharing 
agreements, MOUs, new uses of the information, new access to the 
system by organizations within DHS and outside? 

All information sharing and MOUs concerning the sharing of PH, including those related to BSS, 
are created by the operational owner of the system and are sent to the CBP Privacy Officer and Office of 
Chief Counsel for review and to the DHS Pri vacy Office fo r final concurrence before being approved and 

signed. 

Responsible Officials 

Laurence Castelli 

eBP Privacy Officer 

U. S. Customs and Border Protection 
(202) 344- 1610 

Douglas Harrison 

Associate Chief, Office of Border Patrol 

U.S. Customs and Border Protection 
(202) 344-2050 

Sonia Padilla 
Executive Director, Program Management Office 

U.S. Customs and Border Protection 
Office of Technology Innovation and Acquisition 

(571) 468-7500 

Approval Signature 

Original signed and on fil e with the DHS Privacy Office 

Karen L. Neuman 

Chief Privacy Officer 

Department of Homeland Security 
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With changes in technology over the last several decades, the ability to easi ly and economically 
carry vasl amounts of informat ion in electronic form has ri sen dramatically . The advent of compact, large 
capacity, and inexpensive electronic devices, such as laptop computers, thumb drives, compact di sks 
(CD), digi tal versatile d isks (DVD) , cell phones, subsc riber iden tity modul e (SIM) cards, digital cameras, 
and other devices capable of sioring electronic information (hereinafter "electronic devices") has enabled 

the transportation of large vol umes of information, some of which is highly personal in nature. When 
these devices are carried by a traveler crossing the U.S. border, these and all other belongings are subject 
to search by the U.S. Department of Homeland Security (DHS) to ensure the enforcement at the border of 
immigration, customs, and other federal laws. In particular, U.S. Customs and Border Protection (CBP) 
and U.S. Immigration and Customs Enforcement (lCE) may conduct border searches of such electron ic 
devices as part of CBP's mi ssion to interdict and ICE's mission to investigate violations of federal law at 
and related to the Nation 's borders. CBP Officers and ICE Special Agents conduct border searches of 
electronic dev ices to determine whether a violation of U.S. law has occurred. 

Overview 
There are two basic pri vacy concerns at the heart of DHS searching electronic devices at the 

border. The fi rst is the propriety of the border search, as in whether the search is lawful under U.S. law. 
The legal foundation fo r border searches of any object at the border, regardless of its type, capacity, or 
format , is well -establi shed and is di scussed in detai l below. I 

The second and more central privacy concern is the sheer volume and range of types of 
information available on electronic dev ices as opposed to a more traditional bri efcase or backpack. In the 
past, someone mi ght bring a briefcase or simil ar accessory across the border that contains pi ctures of the ir 
fr iends or fami ly, work materials, personal notes or journals, or any other type of personal information. 
Because of the availabilit y of electron ic information storage and the capaci ty fo r comfortable portabilit y, 
the amount of personal and business information that can be hand-carried by a single individual has 
increased exponentially. Where someone may not feel that the inspection of a briefcase would raise 
signi ficant privacy concerns because the volume of information to be searched is not great, that same 
person may feel that a search of their laptop increases the possibility of privacy risks due 10 the vast 
amount of information potentially available on electronic devices. 

At the same time that indi vidual s seek to lawfull y transport electronic information with no link to 
criminal activity across the border, criminal s attempt to bring merchandise contrary to law into the United 
States using the same technology. The use of electronic devices capable of storing in format ion relati ng to 
criminal activiti es has been established as the latest method for smuggling these materials. As the world 
of information technology evolves, the techniques used by CBP and ICE and other law enforcement 
agencies must also evolve to identi fy, investigate, and prosecute individuals using new technolog ies in the 

I See, e.g .. 19 U.S.c. §§ 482, 146 1, 1496, 1499, 158 1- 1582; see generally United States v. Flores·Mol!lano, 54 1 
U.S. 149 (2004); United States v. MOl!lo),a de Hemandez, 473 U.S. 53 1 (1 985). 
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perpetration of crimes. Failure to do so would create a dangerous loophole for criminals seeking to 

import or export merchandise contrary 10 law. 

Because of the unique privacy concerns rai sed by the border search of electronic dev ices, CBP 

and ICE have conducted this Privacy Impact Assessment (PIA) to enhance public understanding of the 
authorit ies, policies, procedures, and privacy control s related to these searches. This PIA discusses 
DHS 's general border securi ty mission, defin itions of common ly used terms, and the parameters of border 
searches conducted by CBP and ICE. This PIA detail s the border search process as it pertains to 
electronic devices, concentrating on why CBP and ICE conduct searches, how CBP and ICE handle 
electroni c devices, and the policies and procedures in place to protect individuals' pri vacy. This PIA 
concludes with a privacy risk and mi tigation anal ysis of those policies and procedures based on the 
DHS's Fair Information Practice Principles .2 

DHS 's Border Security Mission 

DHS is charged with ensuring compli ance with fede ral laws at the border including those 
preventing contraband, other ill egal goods, and inadmissible persons from entering or ex iting the United 
States. DHS's border authorities permit the inspection , examination, and search of vehicles, persons, 
baggage, and merchandise to determine if the merchandise is subject to duty or being introduced to the 
U.S. contrary to law, and to ensure compliance wi th any law or regulation enforced or administered by 
DHS. Accordingly, all travelers entering the United States must undergo DHS customs and immigration 
inspection to ensure that they are legall y eligible to enter (as a U.S. cit izen or otherwise) and that their 
belongings are not being introduced into the U.S. contrary to law. It is not unt il those processes are 
complete that a traveler, with or without his belongings, is permitted to enter the United States . 

During the immigration process, travelers are subject to an examination to determine ali enage, 
nationality, and admissibility into the United States. During the customs inspection, travelers are subj ect 
to border search for merchandise, regardless of status in the United States. Both the examination and 
search may be conducted wi thout a warrant and without suspic ion. 3 Long-standing customs authorities 
allow for border searches to be performed with or without suspic ion that the merchandise being searched 
may be in violation of U.S. law or may contain ev idence of such a violation.4 Signi ficantly , the 
Executive's plenary authority to conduct border searches deri ves from statutes passed by the First 
Congress .5 The Supreme Court has repeatedly described this authority as havi ng an " impressive 
historical pedigree,,,6 that underscores the inherent right of the sovereign to protect its "territorial 
integrity.,,7 Under DHS authorities to conduct border searches, travelers' electronic devices are equally 

subject to search as any other belongings because the information contained in them may be relevant to 
DHS's customs and imm igration inspection processes and dec isions. While the terms "merchandise" and 
"baggage" are used, the courts have interpreted border search authorit ies to extend to all of a traveler' s 

2 See The Fair illjonnatioll Practice Prillciples: Framework/or Privacy Policy at the Departmel/l 0/ Homelalld 
Secllriry. December 29. 2008 (http://www.dhs.gov/x library/assets/privacy/privacy _policyguide_2008-0 I.pdf). 
3 See Ullited States v. Ralllsey. 43 1 U.S. 606 (1977). See also Act of July 3 1, 1789, en 5, 1 Stat. 29. 
4 See Ullited States v. Ralllsey. 43 1 U.S. 606 (1977). See also Act of July 3 1, 1789, en 5, 1 Stat. 29. 
~ Aet of Aug. 4 , 1790, 1 Stat. 164. 
6 See U.S. v. Vil/alllome-Marquez. 462 U.S. 579, 585 (1983). 
7 See Flores-Mol/lano, 541 U.S. at 153. 
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belongings, including electronic devices and the information in such devices.s In addition to searches 

conducted 10 ensure merchandise is not being introduced into the U.S . contrary to law, the authorities for 
these searches also allow for the review of informalion relati ng 10 the admissibility of persons into the 
United States under federal immigration law. 

DHS 's border search authorities are deri ved from those exercised, prior 10 the homeland security 
reorganization in 2003, by the U.S. Customs Service (USeS) and the Immigration and Naturali zation 
Service (INS). Those agenc ies were merged into DHS and reorgani zed into the Customs Service - later 
renamed CBP, which retained the inspectional and patrol functions of USCS and INS; and ICE, which 
retained the investigati ve component s of USCS and INS. CBP and ICE conti nue to hold the border 
search authorities previously exerci sed by USCS and [NS. CBP, as the interdictory agency, and ICE, as 
the investi gative agency, now work hand-in-hand at the border to set forth a seamless process for the 
international traveler. 

Border Searches ill Support oICB? and ICE Law Enforcement Missiolls 

As the Nation' s law enforcement agencies at the border, CBP interdicts and ICE investigates a 
range of illegal activities such as child pornography; human rights vi olations; smuggl ing of drugs, 
weapons, and other contraband; fi nancial and trade-related crimes; violations of intellectual property 
rights and law (e.g., economic espionage); and violations of immigration law, among many others. CBP 
and ICE also enforce criminal laws relat ing to national security, terrorism, and critical infrastructure 
industri es that are vulnerable to sabotage, attack or exploitation. 

In the course of their dail y practices, CBP Officers and ICE Special Agents may interview 
travelers undergoing inspection at the border and/or conduct border searches of travelers and the ir 
belongings. '1 In some cases, CBP and/or ICE may search a traveler because he is the subj ect of, or 
person-of-interest in, an ongoing law enforcement investigation and was flagged by a law enforcement 
" lookout" in the CBP enforcement system known as TECS. ' O If questions regarding the admissibility of 
an individual or his or her belongings cannot be resolved at the primary inspection station, CBP may elect 
to conduct a more in-depth inspection of the traveler (referred to as "secondary inspection") . At any point 
during the inspection process, CBP may refer the traveler and hi s belongings to ICE for a search, 
questioning, and for possible in vestigation of violations of law. ICE has concurrent border search 
authority with CBP and may join or independently perform a border search at any time. 

In many instances, CBP and ICE conduct border searches of electronic devices with the 
knowledge of the traveler. However, in some situations it is not practicable for law enforcement reasons 
to inform the traveler that hi s electronic device has been searched. 

8 Unired STales v. Amold, 523 F.3d 94 1 (9'" Cir. 2008), cerl. denied, 129 S.Ct. 13 12 (Feb. 23, 2009); Uniled Slales v. 
Ickes, 393 F.3d 501 (4'" Cir. 2005); United Stares v. R OIllIll, 455 F.3d 990 (9th Cir. 2006); and United States v. 
Roberts, 274 F.3d 1007 (5 th Cir. 2001). 
9 Travelers arriving in the United States at a port of entry must go through CBP inspection where CBP has two 
missions, which are often interdependent: (I ) to ensure the traveler is legally admissible to the United States; and 
(2) to ensure all items accompanying the traveler are permitted legal entry into the United States. 
HI See the Privacy Act System of Records Notice, OHS U.S. Customs and Border Protection TECS DHS/CBP-OII 
December 19,2008,73 FR 77778. 
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The following terms are used throughout thi s PIA. 

• A detention occurs when CBP or ICE determines that the devices need to be kept for further 

examination to determine if there is probable cause to seize as ev idence of a crime and/or for 
forfeiture. This is a temporary detention of the device during an ongoing border search. 
Many factors may result in a detention, for example, lime constraints due to connecting 
fli ghts. the large volume of information to be examined, the need to use off-s ite tools and 

expertise during the search (e.g., an ICE forensic lab), or the need for translation or other 

spec ialized services to understand the information on the device. In a detent ion, CBP or ICE 
will keep either the original device (e.g ., the laptop) or an exact duplicate copy of the 
information stored on the device, so as to allow the travel er to proceed with the original 
device. Once the border search has concl uded, the device will be returned to the traveler 
unless there is probable cause to seize the device. Any copies of the information in the 
possess ion of CBP or ICE will be destroyed unless retention of the information is necessary 
for law enforcement purposes and appropriate within CBP or ICE Privacy Act systems of 
records. 

• A seizure occ urs when CBP or ICE determines there is probable cause to believe a violation 
of law enforced by CBP or ICE has occurred based on a rev iew of information in the 
electronic device during the border search or based on other facts and circumstances. 

• A retention occurs when CBP or ICE stores information from a device in any of their 
recordkeeping systems. A retention typically occurs when an electronic device is detained 
and the border search reveals information relevant to immigration, customs, or other laws 
enforced by DHS. For example, the traveler may appear to be permitted legal entry into the 
Uni ted States as a visitor, but a file on hi s laptop may evidence hi s true intent to secure 
employment in the United States, thus making him inadmissible. 

• Computer Forensic Agents (CFAs): CBP Officers and ICE Special Agents may perform 
border searches on electronic devices; however, within ICE, only those Spec ial Agents 
trained by ICE and certified as CFAs are permilted to extract information from electronic 
devices for ICE ev identiary purposes. CFAs are spec ially trained on information technology, 
ev identiary, and legal issues involving the search, analysis, duplication , and seizure of 
electronic information. Within ICE, onl y CFAs are permitted to make duplicate copies of 
electronic devices during a search to ensure secure and accurate duplication of the 
informat ion, and the integrity of the in fo rmat ion (original and copy) and the electronic 
devices . CFAs are also trained in the proper and sec ure destruct ion of electronic information. 

• Demand for Assistance: During a border search, ICE and CBP have specific statutory 
authority to demand assistance from any person or entity . I I For searches of electronic 

devices, CBP or ICE may demand technical assistance, including translation or decryption, or 

I I See 19 U.S.c. § 507. 
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spec ific subj ect matter expertise that may be necessary to allow CBP or ICE to access or 

understand the detained information. 

Travelers arriving at a port of entry must go through primary inspection , where a CBP Officer 
checks the traveler's documentation and determines the traveler' s admissibility to the Uni ted States . 

During primary inspection , the CBP Officer may determine, through his observations or through an al ert 
indicated on the primary inspection computer screen, Ihal the traveler warrants further exami nation and 

thus will refer the traveler to secondary inspection. Travelers are typically referred to secondary 
inspection to resolve immigration, customs, or other law enforcement matters. At secondary inspection, a 
CBP Officer or ICE Special Agent may ask the traveler questions and inspect the traveler's possessions to 
detect violations or evidence of violations of law. This border search may include examinalion of 
documents, books, pamphlets, and other printed material, as well as computers, storage di sks, hard drives, 
phones, personal digital ass istants (PDAs), cameras, and other electroni c devices. Referral s for secondary 
examination may also be the result of a random compliance measurement selection through a system 
referred to as COMPEX. 12 

At every stage after the traveler is referred to secondary in spection, CBP and/or ICE maintain 
records of the examination, detemion, retent ion, or seizure of a traveler's property, including any 
electroni c devices. Addi tionally, as travelers enter the port area, they are informed through the posti ng of 
signage that all vehicles, other conveyances, persons, baggage, packages, or other containers are subj ect 
to detention and search. With the publication of this PIA, CBP will work to amend this signage both to 
state explicitly that electroni c devices are subj ect to detent ion and search, and to include a Privacy Act 
Statement providing notice of DHS's authority to collect information from electronic devices. [See 
Appendix A for the Privacy Act Statement. ] 

Search 

At primary or secondary inspection, a CBP Officer and/or ICE Special Agent may perform a 
quick, cursory search of the electronic device in fron t of the passenger. This may be as simple as turning 
on the device to establi sh that it is a working device, rather than a shell for concealed contraband, 
weapons or explosives . CBP or ICE may direct the traveler to turn on the device to establish that it 
works, or may take the device from the lraveler and perform the task itself. A record of the interaction is 
entered into TECS. ]) Where information found on the electronic device may be relevant to a traveler's 
admissibility under the Immigration and Natural ization Act (8 U.S.C. § 1101 et seq.), a notation may be 
made in the appropriate CBP or ICE records systems, such as ENFORCE. J4 Where a traveler makes a 
request and it is operationally feasible to honor such a request, an examination at secondary inspection 
may take place in a private area, away from other travelers, including traveling companions. If CBP and 
ICE are sati sfied that no further examination is needed, the electronic device is returned to the traveler 

12 For more info nnation about C BP's random examination program, COMPEX, visit: 
http://www .chD. gOY Ixp/cgov lira vel/admissihi li t y/random exams.x ml 
13 See U.S. Customs and Border Protection TECS DHS/CB P-OI I December 19 , 200S, 73 FR 7777S; U.S. 
Immigration and Custo ms Enforcement External Investigations DHSIICE-009 December I I, 2OOS, 73 FR 75452 .. 
14 See Enforcement Operational Immigration Records (ENFORCE/ IDENT) DHSIICE-CBP-CIS-ooI -03, March 20, 
200671 FR 139S7. 
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and he or she is free to proceed. In thi s situation, no receipt to document chain of custody is given to the 
traveler because the device has not been detained or seized. 15 CBP or ICE may also examine the 
information on the electronic device outside of the presence of the traveler. 16 If no fUflher search is 
needed, and the electronic device is not seized, the device is returned to the traveler. There is 110 specific 
receipt given to the traveler if the contents of the device are detai ned for further review , but the device is 

returned 10 the indi vidual. Where CBP performs the search, a supervisor is notifi ed or present fo r the 
search. 17 

Detention of Electronic Devices 

In most cases, when CBP or ICE keeps the device and the traveler leaves the port wi thout it, the 
electronic device is considered "detained.,, 18 For CBP, the detention of devices ordinarily should not 

exceed five (5) days, unless extenuati ng circumstances exist. 19 The CBP Officer or ICE Special Agent 

notes the detention in TECS and provides Customs Form (CF) 605 1 D to the traveler as a receipt. 20 This 

form contai ns contact information for the traveler and the CBP Officer or ICE Special Agent to ensure 

each party can contact the other with questions or for retrieval of the electronic device at the conclusion of 

the border search . The CF 6051 D is kept with the electronic device and records the chain of custody 
between the traveler and CBP and/or ICE until fi nal di sposit ion of the case. 2 1 From the time the 

electroni c device is detai ned to the time it is returned to the traveler, the device is kept in secured fac iliti es 

with restricted access at all times.22 In such instances, CBP will also provide the traveler with a tear sheet 

containing information concerning CBPfDHS 's authority to perform its search, detention, and possi ble 

seizure. [See Appendi x B for tear sheet.] The tear sheet further informs the traveler of redress procedures 
and administrati ve rights concerning privacy and civi l liberties. 23 CB P will work to implement the tear 

sheet at all ports of entry as expeditiously as possible, but no later than 30 days after the implementation 
of the new Directive and the iss uance of thi s PIA. 

When CBP detains an electronic device under its border search authority, the device may be 

shared with ICE or another federal agency for analys is. 24 If there is no evidence of criminal acti vity 
relating to laws enforced by ICE or CB P, or of a violation of law that subjects the device to seizure for 

c ivi l forfeiture , the electronic device is returned to the traveler in its orig inal condition , and any copies of 
the information from the dev ice are destroyed as explained below.25 If CBP determines the device should 

be referred to ICE for any reason , or if ICE is the agency of record on the detention, the chain of custody 

15 See below at "Demands for Assistance" for a discussion of detention of infonnation. 
16 See Auachment I, CBP Directive CD 3340-049, "Border Search of Documents and Electronic Devices 
Containing Infonnation," August 20, 2009. at 3-4 (hereinafter "CBP Directive'"); See Attachment 2, ICE Directi ve 
No. 7-6.1. "Border Searches of Documents and Electronic Devices," August 18, 2009. at 3-4 (hereinafter "ICE 
Directive"). 
17 CBP Directive at 3. 
18 Alternati vely, the item may be "seized" as evidence of a crime. See infra at 10, "Seizure." 
19 CBP Directive at 4. 
2(} CBP Directive at 5; ICE Directive at 4-5. 
21 CBP Directive at 5-6. 
22 CBP Directive at 7-8. 
B CBP Directive at 4-5. 
24 CBP Directive at 5; ICE Directive at 7. 
25 See infra at 10, "Destruction." 
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wi ll reflect th at ICE is in possess ion of the dev ice or information therefrom. Appropriate notations are 

made in CBP systems of records and on the CF 605 1 D 10 reflect the transfer 10 ICE, and ICE assumes 
responsibili ty for the device. 

Instead of detaining the electronic device, CBP or ICE may instead copy the contents of the 
electroni c device for a more in-depth border search at a later time. For CBP, the decision to copy data 
contained on an el ectronic device requi res supervi sory approval. 26 Copying may take place where CBP 
or ICE does not want to alert the traveler that he is under invest igation; where faci lities, lack of training, 
or other circumstances prevent CBP or ICE from performing the search at secondary inspection; or where 
the traveler is un willing or is unable to assist, or it is not prudent to allow the traveler to assist in the 
search (such as providing a password to log on to a laptop). If a copy of data on a traveler's electronic 
device is made on-s ite and the device is returned to the traveler, a notation of the search is recorded in 
TECS.27 The copy is stored on either an ICE external hard drive or computer system, neither of which is 
connected to a shared or remote network; however, notes from the search may be stored in one of the 
systems of records listed below (see "SORNs"). For example, information found on the electronic 
devices that pertains to the traveler's admiss ibility may be noted in ENFORCE.28 

In accordance wi th the Privacy Act, CBP is working to amend signage al ports of entry to state 
ex plic itly that electronic devices are subject to detent ion and search, and to include a Pri vacy Act 
Statement providing notice of CBP's and ICE's authority to retain inforn1ation from electronic devices. 
CBP will also include thi s Privacy Act statement on the tear sheet in instances where the individual 's 
electroni c device has been detai ned or seized. [See Appendi x B for tear sheet. ] CBP will work to 
implement the tear sheet at all ports of entry as expeditiously as poss ible, but no later than 30 days after 
the implementat ion of the new Directive and the issuance of this PIA. 

As federal criminal investigators, ICE Special Agents are empowered to make investigat ive 
decisions based on the particular facts and circumstances of each case. The decision to detain or seize 
electroni c devices or detain, seize, or copy information therefrom is a typical dec ision a Special Agent 
makes as part of his or her basic law enforcement duties. However, although no addit ional permission is 
requi red at thi s stage, Special Agents must comply with precise timeframes and supervisory approvals at 
further stages throughout each border search. The ICE Directive requires that Special Agents complete 
the border search of any detained electronic device or information in a reasonable time, but typically no 
longer than 30 days, depending on the facts and circumstances of the particular search.29 The length of 
detent ion depends on several factors, but primarily the amount of information requiring review and the 
format of that information , which can greatly affect the amount of time necessary to complete a search.30 

If a Special Agent determines there is a need to demand assistance (as described below) fo r any reason, 
this time wi ll likely be extended. ICE policy requires that an y detention exceeding 30 days, including 

26 CBP Directive at 4. 
27 CBP Directive al 3-4. 
28 See Enforcement Operational Immigration Records (ENFORCE/IDENT) DHSIICE-CBP-CIS-001 -03, March 20, 
2006,71 FR 13987. 
2~ ICE Directive at 4-5. 
30 ICE Directi ve at 5. 
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those where assistance is demanded , must be approved by an ICE supervisor, approved again every 15 

days thereafter, and documented in the appropriate ICE record systems.31 

Demands for Assistance 

Where detained information 011 an electronic device cannot be readily understood, CB P and/or 

ICE may demand technical assistance, including translation or decryption , from another person or entity 
without a reasonable articul able suspicion that the data on the electronic device is ev idence of a crime. 32 

Where CBP or ICE has thi s reasonable articulable suspicion , CBP and/or ICE may share the information 

with other federal agenc ies for subject matter assistance.33 When CB P demands assistance, CBP informs 
the assisting party that they must limit the use of the information to the purpose for which it is shared, i.e. , 

decryption, translation, or consistent with providing subj ect maner assistance. Further, all transmined 

information is to be returned to CB P or destroyed with certifi cation provided to CBP within 15 days 
unless: ( 1) the Director Field Operations, Ch ief Patrol Agent, Director, Air Operations, Director, Marine 

Operations, or eq ui valent level manager approves an ex tension in seven-day increments, or (2) the 

receiving agency has a valid basis for its own independent authority to seize or continue retention of the 

transmitted information. 34 If the electronic device is sent to an assisting party, the fact of which is not 
di sclosed to the traveler because of law enforcement or national security concerns, a second chain of 

custody form (CF 605 1D) is created to record the transactio n between CBP and the assisting party. 35 

This additional CF 6051 D is kept with the case file for the electronic device, but is not provided to the 

traveler because di sclosure of transfer to a laboratory or other agency would reveal the exi stence of a 

legitimate investigati on.36 

If ICE is unable to complete the search without the assistance of an o utside entity, it may demand 

assistance for trans lation, decryption, or specific subject matter expertise (e.g., the hard dri ve failed and 
ICE requires the assistance of a recovery fi rm) that may be necessary to allow it to access or understand 

the detained information .37 If ICE requires subj ect matter ex pertise for in formation that is not in a foreign 

language or encrypted, or otherwise requi res techni cal assistance, but nevertheless requires some sort of 

experti se to assist in rev iew (e.g., scientific materials that require an engineer to review), ICE policy 
requires that the Special Agent have a reasonable suspicion of activities in violation of the laws enforced 

by ICE before a demand for assistance may issue.38 In all instances, ICE policy requires that assistance 

be demanded in writing, include sufficient details so the ass isting agency/entity knows what to look for, 

and establi sh timeframes for the responses required by ICE. 39 Demands to ass isting federal agencies also 
include the requirement to return or destroy the information after assistance has been rendered unless the 

agency possesses independent legal authority to retain such information. 40 Demands to non-federal 

31 ICE Directive at 5. 
32 See 19 U.S.c. § 507; CBP Directive at 5-6. 
B CBP Directive at 5. 
34 CBP Directive at 6-8. 
n CBP Directive at 6. 
36 CBP Directive at 6. 
37 ICE Directive at 5-6. 
38 ICE Directive at 6. 
3~ ICE Directive at 6-7. 
40 ICE Directi ve at 8. 
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entities requi re all information be retumed to ICE upon completion of ass istance. 41 The Spec ial Agent is 

required to contact the assisting agency or entity within the firs t 30 days 10 gel a status report and to 
conti nue contact thereafter unt il a fi nal response is received .42 

Seizure 

When ei ther CBP or ICE determines probable cause ex ists to seize the electronic device, the 
seizing Officer or Special Agent completes a chain of custody form (CF 605 1S) 10 reflect the seizure. 43 

A seizure record is also made in the Seized Asset and Case Tracking System (S EACATS) and noted in 
TECS,44 If the original device is seized in the presence of the traveler, the traveler is given a copy of the 
CF 605 1S at the time of seizure. 45 If the original device has been detai ned and referred to ICE, and 
should ICE find probable cause to seize the device, the chain of custody form for the detention (CF 
605 10) is superseded by a seizure form (CF 605 IS). The seizure form is mailed to the traveler in 
accordance wi th applicable laws and regulat ions fo r customs sei zures. 46 Any CBP records and notes are 
turned over to ICE for investigation and prosecution. If CBP or ICE did not detain the original device, 
but instead detained a copy of the data contained on the device, the firs t copy made is known as the "gold 
copy"; the chai n of custody form stays with the gold copy. 

Destruction 

Electronic devices are never destroyed unless they are seized for civil fo rfe iture or as evidence of 
criminal activity, and are subseq uently forfeited to the Governmen t. Electronic devices that are not seized 
are returned to the traveler as exped itiously as possi ble following the conclusion of the border search. 47 

Copies of information from electronic devices are not retai ned by CBP or ICE unless retention is req uired 
for a law enfo rcement purpose and is consistent with the system of records that covers the detained 
information. 48 Detained electronic information that is destroyed is not merely deleted, but forensicall y 
wiped, which entail s writing over the information multipl e times to ensure it cannot be accessed again.49 

Once the electronic copy is forensicall y wiped, a record of the destruct ion is documented in the TECS 
Report of Investigation (ROI), as appropriate. 50 

As stated above under "Detention," CB P or ICE may detain an electronic device or a copy of 
information on a dev ice in order to determine if it has investigative or enforcement value . Should CBP or 
ICE determine there is no value to the in formation copied from the device, that in format ion is destroyed 
as expedi tiously as possible. For CBP and ICE, the destruction must take place no later than seven 

4 1 ICE Directive at 8. 
42 ICE Directive at 7. 
43 ICE Directive at 4. 
44 See Seized Assets and Case Tracking System DHS/CBP-O[ 3 December [9,2008, 73 FR 77764. 
4~ ICE Directive at 4. 
46 See 19 C.F.R. Part 162. 
47 CBP Directive at 4. 
48 Thi s means that if C BP retains the information, CBP retention policy fo r a particular system of records would 
govern. If ICE ultimately retains the information, ICE retention policy for a particular system of records would 
.¥,overn. 
~ CBP Directive at 2. 

50 CBP Directive at4~ ICE Directive at 8. 
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calendar days after such determination S] unless circumstances require additional time. If additional time 

is required, the supervisor must approve and document it in the appropriate CBP or ICE system of 
records. Under no circumstance will the destruction be later than 2 1 calendar days after the determination 
that there is no val ue to the information.52 IfCBP or ICE determines the information should be retained 
because the information is required for law enforcement purposes and is relevant to immigration , 

customs, or other laws enforced by DHS, the information and the record of the retention are recorded in a 
DHS system of records. 53 

Safeguards of Information by CBP 

In addition to the record-keeping requirements ex plained above, including the chain of custody 
protocols and the systems of records notices, CBP has further oversight and auditing procedures to ensure 
the proper management and sec urity of information retained for electronic devices or information 
detained or seized. 

While CBP Officers are respons ible for the examination of electronic devices, onl y Supervisors 
may authorize the copying of the contents of an electronic device. 54 Where an electronic device is to be 
detained or seized by CBP, a CBP Supervisor must approve of the detention or seizure, and the CBP 
Officer must provide a completed CF 6051 D or S, respectively, to the traveler. 55 Where a traveler cl aims 

that the contents of the electronic device contain attorney-client or other pri vi leged material, the CBP 
Officer must consult with the local Associate/Assistant Chief Counsel or United States Attorney's Office 
before conducting the examination. 56 

CBP Supervisors may authorize the sharing of the traveler's information fo r assistance or other 
law enforcement purpose on a case-by-case basis. Materials must be returned within 15 days, unl ess the 
Director Field Operations, Chief Patrol Agent, Director, Air Operations, Director, Marine Operations, or 
equivalent level manager approves an ex tension in seven-day increment s, as described above. 57 

With regard to oversight of the seizure policy, the Commissioner of CBP is the ultimate authority 
concerning any seizures and forms issued to the parties involved. CBP Port Di rectors are required to 
develop, implement, and update any necessary additional port-specific procedures to ensure the proper 
accountability of the property examined, detained , or seized and proper forms are utili zed. The Duty 
Supervisor shall ensure that the Officer completes a thorough inspection and that all notification , 
documentation , and reporting requirements are accompli shed. The appropriate CBP Second Line 
Supervisor shall approve and monitor the status of the detent ion of all documents or electronic devices or 
copies of information contained therein. The appropriate CBP Second Line Supervisor shall approve and 
monitor the status of the transfer of any document or electronic device or copies of information contained 
therein for translation, decryption, or subject matter assistance from another fede ral agency. 5S The Seized 

51 CBP Directive at 4. 
52 ICE Directive at 8. 
53 CBP Directive at 7; ICE Directive at 7. 
54 CBP Directive at 4. 
55 CBP Directive at 5. 
56 CBP Directive al 3-4. 
n CBP Directive at 6. 
58 CBP Directive a19. 
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Property Custodians/Spec ial ists (SPC/SPS ) must ensure preservation , safeguarding, and disposition of all 

properly/evidence released to their custody . 

Appropriate safeguards include keeping material s in locked cabi nets or room s, documenting and 

tracking copies to ensure appropriate disposition, and other safeguards during transmi ssion such as 

password protection or physical protections. Any suspected loss or compromise of information that 

contains personal data retained, copied, or seized must be immediatel y reported to the Port Director, 
Patrol Agent in Charge or equi valent level manager and the CBP Office of Internal Affairs.59 

Safeguards of I"formation by ICE 

ICE handles border searches of electron ic devices with the same caution and care afforded during 

searches of any other personal belongings, includ ing paper documents. In th is regard, ICE does not 
di stinguish between the search of electronic devices and a diary , briefcase, or suitcase; ICE Spec ial 

Agents are req uired to protect all personal items, information, and any sensitive information contained 

therein in the same manner. 

ICE has various safeguards in place to protect electronic dev ices that are detained or seized , or 
information from a device that is detained during a border search. 60 ICE stores all electronic devices, or 

information thereof, in locked cabinets and rooms and mai ntains a chain of custody using appropriate ICE 
form s and systems.6 1 If a copy of information is made from the electronic dev ice to allow the traveler to 

leave the port of entry with his device, the fi rst copy is known as the "gold copy ." The chain of c ustody 

stays with the orig inal or go ld copy so that it may be used as evidence in court, if necessary. A new chain 

of custody form is issued to follow any addi tional copy of the data th at is made; suc h fo rms are tracked by 
ICE Spec ial Agents in the appropriate ICE systems. 

By policy, ICE ' s rev iew of detai ned information is to be completed in a reasonable time and, if 

the ori ginal device has been detained by ICE, the ICE Special Agent must provide a chain of custody 
form to the traveler as a receipt. 62 Special Agents must factor in the time necessary for any ass istance that 

may be required when determi ning "reasonable time.,,63 Once the border search is completed , the 

detained device will either be seized or returned to the traveler and any copy of the data from the device 

wi ll be retai ned fo r law enforcement purposes and in accordance with the establi shed retention periods for 

any system of records in which it is stored or destroyed.64 

As described above, all Spec ial Agents perform border searches on electronic dev ices; however, 

only those trained by ICE and certified as CFAs are permitted to extract information from electronic 

devices for evidentiary purposes. CFAs are specially trai ned on informat ion technology, evident iary, and 

legal issues invo lving the search, analysis, dupl ication, and seizure of electronic infonnation . With in 
ICE, o nl y CFAs are permitted to make copies of data stored on electronic devices duri ng a search to 

ensure secure and accurate duplication of the information, and the integrity of the in forma tion (original 

59 CBP Directive at 8. 
60 ICE Directive at 7. 
6 1 ICE Directive at 7. 
62 ICE Directive at 4. 
63 ICE Directive at 5. 
6-1 ICE Directi ve at 7. 
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and copy) and the electronic devices . (Unless otherwise specified, any reference to ICE Spec ial Agents in 
this PIA also includes CFAs.) CFAs are also trained in the proper and secure destruction of electronic 
information. 

ICE policies and procedures that sa feg uard this information are enforced through a variety of 
oversight mechanisms, including requirements to appropriately document these activit ies in case files, 
documentation required for foren sic examinations, and random and routine inspections of fie ld offices. 
Inspections delve into every aspect of the ICE Special Agent 's responsibilities, ranging from sec urity of 
the hardware and facilit y, to training and recordkeeping. All ICE Special Agents are required to take 
yearly trai ning courses, available through the ICE Virtual University, including annual Information 
Assurance Awareness Training, which stresses the importance of good security and privacy practices, and 
Records Management Training, which stresses agency and individual responsibilities related to record 
creation, maintenance, use, retention and disposition. Additionally, in the coming months, ICE Special 
Agents will be required to complete a new training course specifically focusing on ICE's Directi ve on 
border searches of electronic devices. This training will focus on ICE policies with respect to searches 
involving sensitive information (e.g., privileged material) and other procedural requi rements and 
safeguards . The training is intended to reinforce Spec ial Agents' knowledge of the ICE policy and to 
serve as a reminder to treat such searches with special care. Additionally , CFAs are required to take 
annual conti nuing education classes specific to computer and digital forensics, which may include the 
latest techniques and methods on copying, analyzing, and destroyi ng electronic information. 

ICE recogni zes electronic devices have the capacity to store sensiti ve information , however a 
traveler's claim of pri vilege or statement to an ICE Special Agent that something is personal or business­
related does not preclude the search.65 ICE policy and certain laws, such as the Pri vacy Act and the Trade 
Secrets Act, requires the special handling of some Iypes of sensi ti ve information including allorney-client 
privileged information, proprietary business information, and medical infonnat ion.66 Special Agents 
violating these laws and policies are subject to administrati ve di sc ipline and criminal prosecution. 
Funher, when a Special Agent suspects that the content of electronic devices includes attorney-client 
privileged material that may be relevant to the laws en forced by ICE, ICE policy requires the Special 
Agents to contact the local ICE Chief Counsel 's office or the local U.S. Attorney's Office before 

. . h " contlllUlllg a searc . 

During transmission to other federa l agencies and non-federal entit ies for ass istance, ICE takes 
appropriate measures to safeg uard the in fo rmation, to include, encrypting electronic information where 
appropriate, storing in locked containers, and hand delivery. In addit ion to the demand leiter that is sent 
to assisting agencies and entities, the informat ion and devices sent for analysis is accompanied by a chain 
of custody form . 

When ICE determines that electronic devices or information may not be kept by ICE pursuant to 
it s Directive, any copies of information obtained from such devices are destroyed. 68 The destruct ion 
techniq ue follows ICE pol icies with regard to the part icular form of informat ion, is coordinated with the 

65 ICE Directive at 9. 
66 ICE Directive at 9. 
67 ICE Directive at 9. 
6S ICE Directi ve at 8. 
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United States Attorney's Office in the case of a federal prosecution, is recorded appropriately in ICE 
systems, and requires approval by a Supervisor. The original device, if it has been detained , is returned to 

the traveler as expeditiously as possibl e.w 

In the event that electronic device or information that has been detained, retained, or seized by 

ICE is known or suspected to be lost or compromised, the incident is reported immediately to the ICE 

Computer Security Inc ident Response Center. The loss or compromise of personal information wi ll be 
handled pursuant to the DHS Pri vacy Incident Handl ing Guide,70 

Summary oj Privacy Risks 

This PIA anal yzes how CBP and ICE will handl e the examinat ion, detention, retention, and 
seizure of electronic devices and information .?1 

CBP and ICE have ident ified six pri vacy risks associated with the examinalion, detenlion, 
retention, and/or seizure of a traveler's el ectronic device or information during a border search: (I) 

travelers may need additional informa tion regard ing the authority to conduct border searches; (2) the 

traveler may be unaware of the viewing or detenlion of hi s/her informa tion by CBP and ICE; (3) 

personally idenlifiable information (PU) may be detained where it is not needed; (4) PIl may be misused 

by CBP and ICE office rs; (5) CBP and ICE may di sclose PIT to other agencies that may misuse or 
mishandl e it ; and (6) new privacy ri sks may arise as the technology involved in this activity is ever­

changing. The fi rst risk is disposed o f by the overwhelming precedent in U.S. law which affords CBP 

and ICE lat itude in conduci ng searches of ind ividuals and their belong ings as they cross the United States 

borders. Particular means of mitigating risks two through fi ve are di sc ussed below. The six th risk is 
further mitigated through the ongoi ng involvement of the DHS Privacy Office, and the commitment of 

CBP and ICE to revise and re-issue the applicable C BP and ICE directives, as well as this PIA when 

necessary . 

Fair Information Practice Principles (FIPPs) 

The Pri vacy Act of 1974 articulates concepts o f how the federal government shou ld treat 

ind ividuals and their information and imposes duties upon federal agencies regarding the coll ection, use, 
di ssemination, and maintenance of personally identifiable information. Section 222(2) of the Homeland 

Security Act of 2002 states that the Chief Pri vacy Officer of DHS shall assure that information is handled 

in fu ll compli ance with the fair informat ion practices as set out in the Pri vacy Act of 1974. 

In response to this obligation, the DHS Privacy Office developed a set of Fair Information 

Practice Princi ples (F[PPs) from the underl ying concept s o f the Privacy Act to encompass the full breadth 

and di versity of the informa tion and interactions of DHS. The FIPPs account for the nature and purpose of 
DHS's information collection. 

69 ICE Directive at 4; see also supra at 10, Destruction. 
70 http: //www .dhs.gov / x library /assets/pri vacy /pri vacy -£uide _pihg. pd f. 
71 Thi s assessment does not evaluate the activities of other Federal , State, and local agencies. The Privacy Office 
will work with CB P and ICE to eval uate any policies and procedures which may be proposed in the future and 
update this PI A as necessary. 
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DHS conducts PIAs on Department practices and information technology systems, pursuant to 
the E-Government Act of 2002, Section 208, and the Homeland Security Act of 2002, Section 222. The 
search, detention, seizure, and retention of electronic devices through a border search is a DHS practice; 
as such, th is PIA is conducted as it relates to the DHS construct of the FIPPs. 

1. Principle of Transparency 

Princ iple: DHS should be transparent and provide notice to the individual regarding its 

collection, lise, dissemination, alld maintenance of PI/. Technologies or systems using PII must 
be described in a SORN and PIA, as appropriate. There should be flO system the existence of 
which is a secret. 

When ICE or CBP retain in forma tion from electronic devices, that information may be subject 10 

the requirements of the Pri vacy Act. The Pri vacy Act requires that agencies publ ish a System of Records 
Notice (SORN) in the Federal Register descri bing the nature, purpose, maintenance, use, and sharing of 

the information. This PIA and the several SORNs published by DHS provide notice of the retention of 
PH at the border and the retention of some of the contents of electronic devices . 

CBP has two principal SORNs that provide notice regard ing the border search and seizure of 
electronic devices. First, the TECS SORN,n which covers, among other Ih ings, any records of any 

inspections conducted at the border by CB P, including inspections of electronic devices. Second, CBP's 
SEACATS SORN provides notice regardi ng any seizures, tines , penalties, or forfeitures assoc iated with 

the seizure of electronic devices.73 ICE has several SORNs that prov ide notice regarding the border 
search, detention, seizure, and retention of electron ic devices and information. The ICE Search, Arrest, 

and Seizure Records SORN, 74 covers the information detained and seized by ICE as described in this 

PIA, specifically "sei zed or detained records in both paper and electronic form , includi ng computers, 

computer records, disks, hard drives, flash drives, and other electronic devices and storage devices." 75 

ICE may also maintain the information described in this PIA in one or more recordkeeping systems 

covered by the Alien File and Central Index System SORN 76 and the following ICE SORNs: 
ENFORCElIDENT SORN; 77 ICE Pattern Analysis and In fo rmation Coll ection (ICEPIC) SORN; 78 and 
External Investigations SORN.79 

These SORNs provide overall not ice and descriptions of how CBP and ICE function in these 

c ircumstances, the categories of indiv idual s, the types of records maintai ned, the purposes of the 

examinations, detentions, and seizures, and the reasons for sharing such information. Any third party 

72 See U.S. Customs and Border Protection TECS DHS/CBP-O l l December 19. 2008 , 73 FR 77778. 
13 See Seized Assets and Case Tracking System DHS/CBP-OI3 December 19.2008, 73 FR 77764. 
74 Search, Arrest, and Seizure Records DHS/ICE-008, December 9, 2008, 73 FR 74732. 
75 See Search, Arrest, and Seizure Records DHS/ICE-008, December 9, 2008, 73 FR 74732. 
76 See Alien File (A-Fi le) and Central Index System (CIS) DHS-USCIS-OOI, January 16,2007,72 FR 1755. 
77 See Enforcement Operational Immigration Records (ENFORCE/IDENT) DHSIICE-CBP-CIS-001 -03, March 20, 
2006,7 1 FR 13987. 
78 See ICE Pattern and Analysis and Information Collection (ICEPIC) DHS/ICE-002, August 18,2008, 73 FR 
48226. 
7~ See External Investigations DHS/ICE-009. December II. 2008. 73 FR 75452. 
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information that is retained from an electronic device and maintained in a CBP or ICE system of records 

will be secured and protected in the same manner as all other infonnation in that system. 

CBP Policy Transparency 

To provide additional transparency to the public regarding CBP border search policy, signage is 
posted notifying travelers that all vehicles, other conveyances, persons, baggage, packages, or other 

containers are subject to detention and search . With the publication of this Privacy Impact Assessment, 

CBP will work to amend Ihis signage bOlh 10 stale explicit ly Ihat electronic devices are subject 10 
detention and search, and to include a Privacy Act Statement providing notice of DHS' s authority to 

collect information from electroni c devices. [See Appendi x A fo r Pri vacy Act Statement.] Further, CBP 

is publi shing CBP Directive CD 3340-049, "Border Search of Documents and Electronic Devices 
Containing Information" (August 20, 2(09) in tandem with thi s PIA. [See Attachment I fo r CBP's 

Directive and Attachment 2 for ICE's Directive] Previous ly, CB P also made public a policy 

memorandum of July 16,2008 enti tled "Policy Regarding Border Search of Information. ,,8o CBP has 

also posted information on its websi te regarding the issue of laptop examinations and random searches.81 

Lastly , when CBP detains or seizes an electronic device the traveler will be provided wit h a tear sheet, 
which informs her or him of the Authority for CBPfDHS 's action, and provides notice as to the 

procedures the traveler may fo llow fo r seeking redress. 82 While generally informative, these publications 

do not describe all aspects of the examination and detention of electronic devices because providing 

specifi c transparency to the general public about all aspects of the program could compromise law 
enforcement or nat ional sec urity sensiti ve information. CBP will work to implement the tear sheet at all 

Ports of Entry as expeditiously as possible, but no later than 30 days after the implementation of the new 

Directi ve and the issuance of this PIA. 

ICE Policy Transparency 

ICE 's conduct of border searches of electronic devices is governed by directiveY Safeguards 

included in the ICE directive are described th roughout thi s PIA. ICE is publi shing ICE Directi ve 7-6 .1 , 
"Border Searches of Documents and Electronic Dev ices" as an Attachment to this PIA. [See Attachment 

2 fo r ICE Directi ve ]. If the ICE policy is mod ified, ICE will update this PIA to ensure the public 's 

understanding remains current about the nature and ex tent of these searches, as well as the controls and 
safeguards th at exist to protect the individual' s ri ghts and the in fo rmation bei ng searched . At a minimum, 
this PIA broadens the public's understanding of ICE's role in border searches of electronic devices. 

Informarion Sharing Transparency 

Because notifying the traveler of the sharing of information could impede an investigation or 
other law enforcement or national sec urity efforts, CBP and ICE do not make the information sharing 

process fully transparent to the public. To ensure the protection of personal data without compromising 

80 Available at: http://www .cor .gov/linkhandlerlc gov/travclladmissibility/scarch authorily.ctt!scarch aUlhority.pdf. 
81 Available at: http://www.cor .gov/xplcgov/travclladmissibility/aulhoriIY 10 search.xml, 
hup:/lwww.cop.gov/xp/cgov/travcl/admissibil ity/laolop inspect.xml, and 
hUp:/ Iwww.cop.gov/xp/cgov/travcl/admissibilil y/random cxams.x mi . 
"' S Ad· B "C S· C " 2 ee ppen IX , ustomer ervlce ontaclS p. . 
83 ICE Directi ve at 3. 
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the investigation, CBP and ICE have insti tuted strict oversight and review processes. Generally speaking, 

information, including PlI , will be shared with other agenc ies where CBP and/or ICE require subject 
mailer expeni se, decryption, or translation. Where PlI is disseminalcd 10 other agencies, CBP and ICE 
wi ll ensure the sharing is permissible under the Privacy Act of 1974, including whether (I) the req uesting 

agency has an offic ial need to know the informa tion and (2) an appropri ate routi ne use exists under the 

relevant SORN. 

2. Principle of Individual Participation 

Principle: DHS should involve the individual in Ihe process of using PII. DHS should, to 
the extent practical, seek individual consent for the collection, use, dissemination, and 
maintenance of PJI and should provide mechanisms for appropriate access, correction, and 
redress regarding DHS's use of PI/. 

Indi vidual participation prov ides complementary benefi ts for the public and the government. The 
government is able to maintain the most accurate information about the public, and the public is given 
greater access to the amount and uses of the informat ion maintained by the government. A traditional 
approach to indi vidual participation is not always practical for agencies like CBP and ICE which have law 
enforcement and national security mi ss ions. The U.S . Supreme Court has recog ni zed that presenting 
one's self at the U.S. border seeking to enter has been equated with consent to be searched.84 Allowing 
the traveler to dictate the ex tent of a border search and the detention, seizure, retention, and sharing of the 
information encountered during that search wou ld interfere with U.S. government ' s ability to protect its 
borders and dimini sh the effectiveness of such searches, thereby lessening our overall national security. 
Border searches can impl icate ongoing law enforcement in vestigations, or in volve law enforcement 
techniques and processes that are highly sensit ive. For these reasons, it may not be appropriate to allow 
the individual to be aware of or participate in a border search. Providing individuals of interest access to 
information about them in the contex t of a pending law enfo rcement investigati on may alert them to or 
otherwise compromise the investigation. CBP and ICE wi ll involve the indiv idual in the process to the 
extent practical given the facts and circumstances of the particular border search. 85 Should the border 
search continue away from the traveler, the traveler will be notified if his or her electronic device is 

detained or seized.86 In instances when direct indi vidual participation is inappropriate, well-documented 
processes, well-trained CBP Officers and ICE Special Agents, safeguards, and oversight wi ll help to 
ensure the accuracy and integrity of these processes and informat ion. 

3. Principle of Purpose Specification 

Principle: DHS should specifically articulate the authority which penllits the collection of 

PJI and specifically articulate the purpose or purposes for which the PII is intended to be used. 

The purpose specification principle requires DHS to I) art iculate the authority to retai n the PII in 
question, as well as 2) articulate the purpose(s) for which DHS will use the PI!. 

84 See. e.g., u.s. v. Flores-Montal/o, 541 U.S. 149 (2004), U.s. v. Ralllsey, 431 U.S. 606 (1977). 
85 CBP Directive at 3; ICE Directive at 3-4. 
86 CB P Direct ive at 4-5; ICE Directive at 4. 
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Information is authori zed to be detained, retained, or seized and subsequentl y used by CBP or 

ICE to carry o ul their law enforcement missions under numerous authorities, including: 19 U.S .c. § 482 
(Search of vehicles and persons), 19 U.S.c. § 1461 (Inspection of merchandi se and baggage); 19 U.S.c. § 

1496 (Examin at ion of baggage); 19 U.S.c. § 1499 (Exami nation of merchandi se); 19 U.S.c. § 1582 

(Search of persons and baggage); 19 c.F.R. Part 162 (in spection, Search, and Seizure); 8 V ,S.c. § 1225 

(Inspection by immigration officers; expedited removal of inadmissible arriving aliens; referral fo r 

hearing); and 8 U.S.c. § 1357 (Powers o f immigration officers and employees). 

The authority for border searches is well-established in law. ~7 Allowing the traveler to dictate the 

extent of a border search, the detention and seizure of an electronic device, or retention and sharing of the 

information encountered during that search would interfere with U.S. government 's ability to protect its 
borders and dimi nish the effectiveness of such searches, thereby lessening our overall national security. 

Because CBP and ICE enforce federal law at the border, information may be detained or retained 
from a traveler's electronic device for a wide variety of purposes. CBP may use data contained on 

electronic devices to make admi ssibility determinations or to provide evidence of violations of law, 

includ ing importing obscene material, drug smuggling, other customs violat ions, or terrori sm, among 
others. 88 The information will be used by ICE to conduct investigations into criminal and civil violations 

of laws, and to carry out the immigration laws of the United States. The information may be shared with 

other agencies that are charged with the enforcement of a law or rule if the information is evidence of a 

vio lation o f such law or rule. Consistent with applicable laws and SORNs, information lawfully seized by 

CBP and ICE may be shared with other state, local , federal, and foreign law enforcement agencies in 
furtherance of enforcement of their laws. 

4. Principle of Minimization 

Princ ipl e : DHS should only collect PII that is directly relevant and necessary to 
accomplish the specified purpose(s) and only retain PII for as Long as is necessary to flilfiJi the 
specified purpose(s). PII should be disposed of in accordance with DHS records disposition 
schedules as approved by the National Archives and Records Administration (NARA). 

All CBP and ICE policies and procedures relati ng to border search of electronic devices seek to 
minimi ze the retention of informa tion to that which is relevan t and necessary to carry out the law 

enforcement purpose of the search. When CBP or ICE detain electroni c devices for a border search, each 

agency has established timeframes so as to limit the amount of time PII is detained (unless ultimately 

seized) as much as poss ible. A detai ned device that is not seized is returned to the traveler as 

expedit iously as possibl e and is logged in TECS. For CB P, the detention of devices ordinaril y should not 
exceed five (5) days, unless ex tenuating circumstances exist. 89 The Port Director, Patrol Agent in 

Charge, or other equivalent level manager approval is required to extend any such detention beyond fi ve 
(5) days .9(1 When CBP detains, seizes, or retains electronic devices , or copies o f informat ion there from, 

87 See US. v. Flores-Momal/o, 54 1 U.S. 149 (2004); U.s. v. Ralllsey, 431 U.S. 606 ( 1977). 
88 A morc complete summary of statutes en forced by CB P is available at: 

http://www.chp.gov/linkhandler/cgov/tradellcgal/summary laws en forced/summary laws .ctt/summary laws.doc . 
8~ CBP Directive at 4. 
90 CB P Directive at 4. 
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and turns such over to ICE for analysis and investi gation (with appropriate documentation), ICE policy 

will apply once it is received by ICE.91 

By policy, ICE may only detain the device or information fo r a reasonable time, which is 
dependent on the facls and circumstances of the particular search, but is Iypicall y no more than 30 days.92 

Detentions may not exceed 30 days unless approved by an ICE supervisor, and approved again every 15 
days thereafter. 93 Any such approvals will be documented in appropriate ICE records systems. ""' Any 
information copied in thi s process, once it is determined to be of no value, will be destroyed within seven 
days after such determination unless c ircumstances require additional time, which must be approved by a 
supervisor and documented in appropriate records systems, but no later than 2 1 calendar days after such 
determination .95 

In addition , at any point during a border search, the CBP Officer or ICE Special Agent may make 
a determination to seize the electronic dev ice (for cri mi nal law enforcement purposes) or retain 
information (for immigration , customs, or other law enforcement purposes). An electronic device that has 
been seized is considered evidence and is maintained in accordance with applicable ICE and CBP policies 
and procedures. 96 Generally , seized evidence is retained until final disposition through judicial 
adjudication or criminal, civil , or admini strat ive forfeiture actions. In the case of a judicial proceeding, 
destruction of the evidence, if appropriate, is permitted after all appeal s have been exhausted or when a 
plea agreement includes forfeiture. Retained information is maintained for a period concurrent with the 
DHS systems in which such information is included. 

When demanding assistance for translation, decryption, or subj ect matter expertise, CBP and ICE 
require the demand be made in writing (Le., a demand letter or, in a taskforce scenario, documentation of 
the demand and circumstances in appropriate systems) wi th sufficient detail s of the matter at hand and the 
particular request so that the assisting agency or entity knows what to look for , is aware of the timeframes 
set by CBP or ICE, and the responses required by CBP or ICE.97 Whenever practicable, CBP and ICE 
share only the portion of the information for which ass istance is requi red to mini mize unnecessary sharing 
of information. Demands to assisting federal agencies advi se of the requirement to return or destroy the 
information after ass istance has been rendered unless it possesses independent legal authority to retain 
such information.9s Demands to non-federal entities require all information be returned to ICE upon 
completion of assistance. 99 Ultimately, the responsibility to act in accordance with the CBP or ICE 
directives lies with the Officer or Special Agent demanding assislance. 1oo 

91 CBP Directive at 2. 
91 ICE Directive at 4-5. 
93 ICE Directive at 4-5. 
94 ICE Directive at 4-5. 
95 ICE Directive at 8. 
96 CBP Directive at 7-8; ICE Directi ve at 7-8. 
97 CBP Directive at 5-8; ICE Directive at 6. 
98 CBP Directive at 7-8; ICE Directive at 8. 
9'1 ICE Directive at 8. 
100 CBP Directive at 8-9; ICE Directive at 3-5. 
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Principle: DHS should use PII solely for the purpose(s) specified ill the notice. Sharing 
PII olltside the Departmel1l should be for a purpose compatible willi the purpose for which Ihe 
PII was collected. 

eBP and I CE Sharing of Detained Information 

As a matter of policy, CBP and ICE only copy and detain a traveler's informat ion pursuant 10 the 
border search authority 10 resolve immigration, customs, and/or other law enforcement mailers. Where 
information is shared with an agency outside of eBP, ICE, or DHS for assistance (such as translation , 
decryption, or subject matter expertise), the receiving agency is informed that they must limit the use of 
the information to the purpose of the sharing and return or destroy all information after analysis unless 
they have separate statutory authority 10 retai n it. 10 1 Once the matter has been resolved, such information 
is returned or destroyed, as described above. 102 

With regard to an electronic device that has merely been detained before a conclusion to the 
border search has been made, in limited circumstances ICE or CBP may be required to share certain 
information wi th other federal agencies pursuant to appropriate Presidential Directi ves and Exec utive 
Orders. 

CBP and ICE Sharing of Seized andlor Retained In/ormation 

As federal law enforcement agenc ies, CBP and ICE have broad authority to share lawfull y seized 
and/or retai ned information with other federa l, state, local , and fo reign law enforcement agenc ies in 
furtherance of law enforcement in vestigations, counterterrori sm, and prosecutions.103 To ensure th at a 
traveler's seized and/or retained in fo rmation is used for the proper purpose, all CBP and ICE employees 
wi th access to the information are trained regarding the use, dissemination, and retention of pl]. 
Employees are trained not to access the traveler's information without an official need to know and to 
examine only that information that might pertain to the ir inspection or investigation; access to such 
information is tracked and subject to audit. 

Any such shari ng is pursuant to a publi shed rout ine use and documented in appropriate CBP or 
ICE systems and/or is recorded by those systems' audit functions. 

6. Principle of Data Quality and Integrity 

Principle: DHS should, to the extent practical, ensllre that PII is aCClirate, relevant, 

timely, and complete, within the context 0/ each lise a/the PII. 

CBP Data Quality and Integrity 

CBP anticipates routinely detaining PII in the course of the examination and detent ion of 
electronic devices. Because CBP accesses electronic devices for purposes of law enforcement, 

WI CB P Direct ive at 6-8; ICE Directive at 6, 8-9. 
W2 CB P Directive at 8; ICE Directive at 8. 
W3 See, e.g ., 19 U.s.c. § 1628. 

2018-ICLI -00030 361 

epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt2 000361



Homeland 
Security 

Privacy Impact Assessment 
CB P and ICE Border Searches of Electronic Devices 

August 25, 2009 
Page 2 1 

di screpancies between the information possessed by the traveler and information detai ned by CBP may 

present privacy risks . Inaccurate, irrelevant, untimely, or incomplete in format ion may result in cases 
moving to prosecut ion where none is warranted, or may result in cases being dismissed where a violation 

has occurred. 

To ensure the PlI is accurately recorded, CBP takes forensic precautions to prevent the alteration 
of the information on the electronic device. To ensure the PII is relevan t and timely, CBP detains the 
information from the traveler' s electronic dev ice at the time the traveler attempts to enter the Uni ted 
States. Further, CBP keeps the in forma tion from a traveler's electronic device only until the border 
search or invest igation has reached a concl usion, at which time copies of the information are destroyed, 
unless further retention is appropriate and consistent with the appropriate retention schedul e. 104 

Information entered into TECS, SEACATS, and other systems of records are kept with annotations noting 
the time they were added to the file for contextual relevancy. 

ICE Dara QualifY and IlIIegrily 

As explained in Section 4 above (Minimizati on), ICE 's policies and procedures are targeted 
toward limiting the amount of in fo rmation that is held by ICE to that which is relevant and necessary for a 
law enforcement purpose, such as a criminal or civil investigation , or the admissibility of an alien into the 
United States . Information that is retained or seized by ICE during a border search is actual or pOiemial 
evidence that may be used in a criminal , civi l, or adm ini strative proceeding . Therefore , ICE cannot alter 
the informat ion to correct any inaccuracies without seriously compromising the integrity of the 
investigation and potentiall y violating federal evidentiary rules and rules of civil and criminal procedure. 

To the extent that information that is retained may be inaccurate, untimel y, or incomplete, the 
investigatory process is intended to identify evidence and other in forma tion that may be fl awed or conflict 
wi th other informat ion that is retained during the in vestigation. If the information is used as evidence in a 
c ivil or criminal prosecution, or if an individual is in immigration proceedings, rules of evidence and 
procedure and constituti onal protections enti tle the indi vidual to certain due process protections with 
respect to the use of the in forma tion against him, including the ability to challenge the authenticity of the 
information and to call witnesses to di spute the quality or integrity of the information. These protections 
provide an adequate safeguard against inaccurate, incomplete, or out-of-date information that may be 
included in the information. 

With respect to information integrity and quality issues in the context of the retention, 
duplication, and analysis of the information , ICE uses the most current technology avail able and places 
great importance on training its CFAs in the latest techniques to preserve the quality and integrity of 
information subject 10 search. To ensure the information is accurately recorded, ICE takes precautions to 
prevent the alteration of the information on the electronic device and, if a copy is made, on the copy as 
well. The information is always hand led with concern for its ultimate potential use as evidence in court ; 
as such, ICE Spec ial Agen ts are very careful to preserve the quality and integrity of the information to 
avoid damaging their in vestigation. Any inaccurate in formation is the result of the traveler having 
inaccurate information on hi s or her electronic devices, rather than errors in the copying by the CFA. To 
ensure the information is relevan t, if no relevant information is found, ICE onl y retain s the information 

104 eBP Directive at 7-8; ICE Directi ve at 7-8 . 

2018-ICLI-00030 362 

epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt2 000362



Homeland 
Security 

Privacy Impact Assessment 
CB P and ICE Border Searches of Electronic Devices 

August 25, 2009 
Page 22 

until the border search has reached a concl usion , at which time any originals are retumed to the traveler 
and all copies are destroyed. 105 

Information being brough t across the borders is subject to search, detention, retention , and 

seizure, regardless of the true owner of the information . However, ICE recognizes that persons in 
possession of electronic devices may not always have complete control or ownership over the informat ion 
contained therei n. In such cases, ICE establi shes knowledge and ownership of such information through 
a variety of means, includi ng interviews. further investigation , and a forens ic review of the dev ices. 

7. Principle of Security 

Principle: DHS should protect PII (in all fo rms) through appropriate security safeguards 
against risks such as loss, IInauthorized access or lise, destruction, modification, or unintended 
or inappropriate disclosure. 

Because the examination of an electronic device takes place in the contex t of a traditional border 
search, CBP and ICE have many ex isting procedures in place to safeguard data . For example, CBP and 
ICE personnel must comply with the Privacy Act, the Trade Secrets Act, and the Federal Infonnation 
Security Management Act (F1SMA) and other statutes, Execut ive Orders, and regulations in the 
collection, storage, use, protection, and disclosure of in forma tion collected, retained, or se ized during a 
border search. The protective strategies fo r this informat ion are physical, technical, and administrative in 
nalUre, and provide access control to sensiti ve in formalion, physical access control to DHS fac ilities, 
confidentiality of communications, and personnel screeni ng. 106 

During an examination at secondary inspection, CBP Officers and ICE Special Agents are trained 
to inspect the electronic device in such a way to prevent other travelers, includ ing traveling companions, 
from viewi ng the contents of the electronic dev ice . Further, the examinat ion may be carried out in a 
separate area away from other travelers, if the traveler requests it and fac ilities are available. More in­
depth searches of electronic devices are conducted in sec ure locations wit h restricted access . Detained 
and seized devices are always secure ly mai ntained in a CBP or ICE facility with access li mited to on ly 
authori zed personnel or authorized and escorted visitors. Physical security includes security guards and 
locked facilities requiring badges and passwords for access. To address the risk of a physical security 
intrusion, electronic dev ices will be stored in vault s, safes or locked cabinets accessible only to authorized 
government personnel and contractors who are properly screened, cleared, and trained in information 
security and the protection of privacy information. 107 

All CBP and ICE personne l with access to detained and seized e lectronic dev ices and information 
are screened through background in vestigations commensurate with the level of access requi red to 
perform their duties . Only ICE personnel (CFAs) who are authorized to perfonn the search and analysis 
of electronic devices have access to the computer systems containing thi s informat ion, which are typicall y 
stand-alone systems or li mi ted-access local area networks. IT system safeguards prevent unauthori zed 
access, monitor use, and record all actions taken with respect to a traveler's electronic information. 

105 ICE Directive at 4 , 8. 
106 CB P Direct ive at 7-8; ICE Directive at 7-9. 
107 CBP Directive at 7-8; ICE Directi ve at 7. 
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Electronic devices and informa tion wi ll be maintained in and only access ible from secured systems 

through hardware and software devices protected by appropriate physical and technolog ical safeguards, 
includ ing password protection to prevent unauthorized access . 

Finally, CBP and ICE policies and procedures that safeguard this information are enforced 
through a variety of oversight mechanisms, including requirements to appropriately document these 

acti vi ties in case fil es, documentation required for forensic examinations conducted by ICE CFAs, and 
periodicall y admini stering aud its. 108 Recognizing the inherent law enforcement aspect of these searches, 
to mi tigate the privacy risk of obtaining and storing the information that is contained in a traveler' s 
electronic device without the traveler's direct knowledge, CB P and ICE have strict recordkeeping, 
auditing, and oversight requirements. These measures provide specific guidance about obtaining and 
storing of the contents of a traveler's electronic dev ice to those who implement and oversee the program 
both inside and outside DHS. Clear policies and procedures, in conjunction with reg ular reporting, 
rev iews, and audit s, ensure that personal informat ion is effectively protected without negatively impacting 
the effectiveness of CBP and ICE law enforcement acti vities. 

8. Principle of Accountability and Auditing 

Principle: DHS should be accountable for complying with these principles, providing 
training to all employees and collfractors who lise PII, alld should audit the actual use of PII to 
demonstrate compliance with these principles and all applicable privacy protection 
requirements. 

eBP Accountability and Auditing 

eBP employees must pass a full background in vestigation and be trained regarding the access, 
use, mai ntenance, and dissemination of PH befo re being given access to the system maintaining the 
information. Training material s are routinely updated, and the employees must pass recurring TEeS 
cert ification tests in order to maintai n access. While these procedures generall y prevent employees from 
accessing information without some assurance of security, spec ific security measures are in place to 
prevent unauthorized access, use, or di ssemination for each set of information. Employees must have an 
offici al need to know in order to access the information. This need to know is checked by requiring 
superv isory approval before information is scanned or copied from a traveler's electronic device, and 
before in format ion is shared outside of CBP. 

Records of the examination , copying, maintenance, and sharing of the information are maintained 
to provide constant oversight. Examinations and detentions are recorded in TECS by the CBP Officer or 
ICE Special Agent. lOY When an electronic device is seized, a record is kept in SEA CATS. When eBP or 
ICE shares the information with an agency outside of DHS, a CF 605 1 D or S form is created to log the 
chain of custody. Finally, CB P Management Inspection conducts periodic audits of all systems in order to 
ensure that the border searches are conducted in accordance with CBP policies . 11 0 

HIS CB P Directive at 8-9. 
109 CB P and ICE each use the TECS system and may create and edit entries. 
110 CB P Directive at 9. 
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Effective oversight and recordkeeping provide the means for verifiable accountability and the 

ability 10 be audited. CBP conducts regular self-assessments to verify compliance with its responsibilities. 
The DHS Pri vacy Office will also provide ongoing guidance on all pri vacy issues raised by significant or 
novel legal questions. Finally, the DHS Privacy Office will be pari of the process to make improvements 
as technology changes to make sure that all future technology is implemented consistent with all privacy 

policies, procedures and applicable privacy laws. As the methods and policies of examining and detaining 
electroni c devices evolve, this PIA will be updated, as appropriate. 

ICE Accountability and Auditing 

ICE is held accountable for complying with these principles and its border search of documents 
and electronic devices directive through a variety of oversight mechanisms, including requirements to 
appropriately document these activities in case files, documentat ion requi red for forensic examinations, 
and random and routine inspections of field offices. Inspections delve in to every aspect of the ICE 
Special Agent 's responsibilities, ranging from security of the hardware and facility , to training and 
recordkeeping. All ICE Special Agents are required to take yearly training courses including annual 
Information Assurance Awareness Training, wh ich stresses the importance of good security and privacy 
practices, and Records Management Training which stresses agency and individual responsibi lit ies related 
to record creations, records maintenance and use, and retention and disposition of records. Additionall y, 
in the coming months, ICE Special Agents will be required to complete a new training course specifically 
focusing on ICE's Directive on border searches of electronic dev ices. This training will focus on ICE 
pol icies with respect to searches involving sensit ive information (e.g., privileged material) and other 
procedural requirements and safeguards. The training is intended to reinforce Spec ial Agents' knowledge 
of the ICE Directi ve and to serve as a reminder to treat such searches with special care. 
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Effective oversight and recordkeeping provide the means for verifiable accountabi li ty and abil ity 

to be audited . ICE conducts regular self-assessments to verify compliance with its responsibilities. In 
addition , detentions exceeding 30 days must be approved by an ICE supervisor. II I The DHS and ICE 
Privacy Offices wi ll also provide ongoing guidance on all privacy issues raised by significant or novel 
legal questions. Finall y, the DHS and ICE Pri vacy Offices wi ll participate in future decisions regarding 

technology advances in search techniques 10 ensure implementation is cons istent with all the Fair 
Information Practice Principles, as well as privacy policies, procedures and laws. As the methods and 
pol icies of examining and detaining electronic devices evolve, thi s PIA will be updated, as appropriate. 

Responsible Officials 

Laurence Castel li 
Chief, Privacy Act Policy and Procedures Branch, Reg ulations & Rulings 
Office of International Trade 
U.S. Customs and Border Protecti on, Department of Homeland Security 

Lyn Rahill y 
Privacy Officer 
U.S . Immigration and Customs Enforcement 
Department of Homeland Security 

Approval Signature 

Original signed and on file with the DHS Privacy Office 

Mary Ellen Call ahan 
Chief Privacy Officer 
Department of Homeland Security 

I II ICE Directive at 10. 
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Appendix A 

Privacy Act Statement 

Pursuant to 5 U.S .c. § 552a (e)(3) , th is Privacy Act Statement serves to inform you of the 
following concerning the possibl e collection of information from your electronic device. 

AUTHORITY and PURPOSE: All persons, baggage, and merchandise arriving in , or departing 
from, the United Slates are subject 10 inspection, search and detention. This is because CBP must 
determine the identity and citizenship of all persons seeking entry into the United States, 
determine the admissibility of forei gn national s. and deter the entry of possible terrorists, terrori st 
weapons, controlled substances, and a wide vari ety of other prohibited and restricted items. CBP 
are charged with enforcing various laws that authorize such searches and detention (see, for 
example, 8 U,S,c. §§ 1225 and 1357, 19 U.s,c. §§ 482, 507, 1461 , 1496,1499, 158 1,1582, and 
1595a(d), 22 U.s.c. § 401, and 3 1 U.s.c. § 53 17, as well as the attending regulat ions of U.S . 
Customs and Border Protection promulgated at Titles 8 and 19 of the Code of Federal 
Regulations). 

ROUTINE USES: The subject information may be made available to other agencies for 
investigation and/or for obtaining assistance relating to jurisdictional or subj ect matter expertise, 
or for translat ion, decryption, or other technical assistance. This information may also be made 
available to assist in border security and intelli gence acti vities, domestic law enforcement and the 
enforcement of other crimes of a transnational nature and shared with elements of the federal 
government responsible for analyzi ng terrori st threat information. 

CONSEQUENCES OF FAILURE TO PROVIDE INFORMATION: Collection of thi s 
information is mandatory at the time that CBP seeks to copy information from the electronic 
device. Failure to provide information to assist CBP in the copying of information from the 
electroni c device may result in the detention and/or seizure of the device. 
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Appendix B 

Electronic Devices 

Why You Mav Be Chosen for An Inspection 
You may be subject to an inspection for a variety of reasons, some of which include: your travel 
documents are incomplete or you do not have the proper documents or visa; you have previously violated 
one of the laws CBP enforces; you have a name that matches a person of interest in one of the 
government's enforcement databases; or you have been selected for a random search. If you are subj ect 10 

inspection, you should expect to be treated in a courteous, dignified, and professional manner. If you 
have questions or concern s, you may ask to speak wi th a CBP supervi sor. 

Purpose for and Authority to Search 
All persons, baggage, and merchandi se arriving in , or departing from , the United States are subject to 
inspection , search and detention . This is because CBP officers must determine the identity and citizenship 
of all persons seeking entry into the United States, determine the admissibility of foreign nationals, and 
deter the entry of possi ble terrori sts, terrorist weapons, controlled substances, and a wide variety of other 
prohibited and restricted items. CBP is charged with enforcing various laws thai authorize such searches 
and detention (see, for example, 8 U.S.c. §§ 1225 and 1357, 19 U.S.c. §§ 482, 507, 146 1, 1496, 1499, 
1581, 1582, and I 595a(d), 22 U.S.c. § 40 1, and 31 U.S.c. § 53 17, as well as the attending regulat ions of 
U.S. Customs and Border Protect ion promulgated at Titles 8 and 19 of the Code of Federal Regulat ions) . 

What Happens Now? 
You are receiving this sheet because your electronic device(s) has been detained for further examination, 
which may include copyi ng. The CBP officer who approved the detention wi ll speak with you and 
explain the process. You will receive a written receipt (Form 6051 -0) that detail s what item(s) is being 
detained, who at CBP will be your point of contact, and your contact inform ation (including telephone 
number) to facilitate the return of your property within a reasonable time upon completion of the 
examination. Some airport local ions have dedicated Passenger Service Managers who are available in 
addition to the onsite supervisor 10 address any concerns. 

Return or Seizure of Detained Electronic DevicesCs) 
CBP will contact you by telephone when the examination of the electronic device(s) is complete, to noti fy 
you th aI you may pick-up the item(s) during regular business hours from the location where the item(s) 
was detained. If it is impractical for you to pick up the device, CBP can make arrangements 10 ship the 
device to you at our ex pense. CBP may retain documents or information relating to immigration, 
customs, and other enforcement matters only if such retenti on is consistent with the privacy and data 
protection standards of the system in which such information is retained. Otherwise, if there is no 
probable cause to seize information after review, CBP will not retain any copies . 

If CBP determines that the device is subject to seizure under law - for example, if the device contains 

2018-ICLI-00030 368 

epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt2 000368



Homeland 
Security 

Privacy Impact Assessment 
CB P and ICE Border Searches of Electronic Devices 

August 25, 2009 
Page 28 

evidence of a crime, contraband or other prohibited or restricted items or information - then you will be 
not ified of the sei zure as well as your options to contest it through the local CB P Fines, Penalti es, and 
Forfeitures Office. 

Privacy and Civil Liberties Protection 
In conducting border searches, CBP officers strictl y adhere to all const itutional and statutory 
req uirements, including those that are appl icable to privileged, personal, or business confidential 
information. CBP has strict oversight policies and procedures that implement these constitutional and 
statutory safeguards. Further information on DHS and CBP pri vacy policy can be found at 
www.dhs.gov/privacy. 

The DHS Office for Civil Rights and Civil Liberties investigates complaints allegi ng a violation by DHS 
employees of an indi vidual' s civil rights or civil liberties . Addi tional information about the Office is 
available at www.dhs.gov/civ illiberties . 

Addi tional information on CBP's search authority, including a copy of CBP' s policy on the border search 
of information, can be found at: www.cbp.gov/xp/cgov/travel/admissibility/. 

Customer Service Contacts 

Customer Service Center - Thi s office responds to general or specific questions or concerns about CBP 
exami nations. You may contact us in anyone of three ways: 

Telephone - During the hours of 8:30 a.m. to 5:00 p.m. Eastern Time: 
(877) 227-55 11 (toll -free call for U.S . callers) 
(703) 526-4200 (international call ers) 
(866) 880-6582 (TDD) 

Online through the "Question s" tab at: www.cbp.gov 

Mail address format: 
CBP Customer Service Center (Rosslyn V A) 
1300 Pennsy lvania Avenue NW 
Washington, D.C. 20229 

Please visit the U.S. Customs and Border Protection Website at www.cbp.gov 

Privacy Act Statement 

Pursuant to 5 U.S.c. § 552a (e)(3), thi s Privacy Act Statement serves to inform you of the following concerning the 
possible collection of information fro m your electronic device. 

AUTHORITY and PURPOSE: See above, Purpose for and Authoritv to Search. 

ROUTINE USES: The subject information may be made available to other agencies for investigation and/or for 
obtaining assistance relating to jurisdictional or subject matter expertise, or for translation, decryption, or other 
technical assistance. This infonnation may also be made available to assist in border security and intelligence 
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activ ities, domestic law enfo rcement and the enfo rcement of other crimes of a transnat ional nature , and shared with 

elements of the fcdem] government responsible for analyzing terrorist threat information. 

CONSEQUENCES OF FAILURE TO PROVIDE INFORMATION: Collection of this information is 
mandatory at the time that CB P or ICE seeks to copy information from the electronic dev ice. Failure to provide 
information to assist CB P or ICE in the copy ing of information from the electronic device may result in its detention 
and/or seizure. 
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Attachment 1 

CBP Directive 
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U.S. CUSTOMS AND BORDER PROTECTION 

CBP DIRECTIVE NO. 3340- 049 DATE: August 20 , 2009 

ORIGINATING OFFICE: FO ; TO 
SUPERSEDES: 
REVIEW DATE : August 2012 

SUBJECT: BORDER SEARCH OF ELECTRONIC DEVICES CONTAINING 
INFORMATION 

1 PURPOSE. To provide guidance and standard operating procedures for 
searching , reviewing , retaining, and sharing information contained in computers, disks, 
drives, tapes, mobile phones and other communication devices, cameras, music and 
other media players, and any other electronic or digital devices , encountered by U.S. 
Customs and Border Protection (CBP) at the border, both inbound and outbound , to 
ensure compliance with customs , immigration, and other laws that CBP is authorized to 
enforce. 

These searches are part of GSP's long-standing practice and are essential to enforcing 
the law at the U.S. border. Searches of electronic devices help detect evidence relating 
to terrorism and other national security matters, human and bulk cash smuggling , 
contraband , and child pornography. They can also reveal information about financial 
and commercial crimes, such as those relating to copyright, trademark and export 
control violations. Finally, searches at the border are often integral to a determination of 
admissibility under the immigration laws. 

2 POLICY. 

2.1 CBP will protect the rights of individuals against unreasonable search and 
seizure and ensure privacy protections while accomplishing its enforcement mission. 

2.2 All CBP Officers , Border Patrol Agents, Air Interdiction Agents, Marine 
Interdiction Agents, and other employees authorized by law to perform searches at the 
border, the functional equivalent of the border (FEB), or the extended border shall 
adhere to the policy described in this Directive. 

2.3 This Directive governs border search authority only. It does not limit CBP's 
authority to conduct other lawful searches at the border, e.g. , pursuant to a warrant, 
consent, or incident to an arrest; it does not limit esP's ability to record impressions 
relating to border encounters; it does not restrict the dissemination of information as 
required by applicable statutes and Executive Orders. 

2.4 This Directive does not govern searches of shipments containing commercial 
quantities of electronic devices (e.g., a shipment of hundreds of laptop computers 
transiting from the factory to the distributor) . 

CBP Form 232C (04103) 
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2.5 This Directive does not supersede Restrictions on Importation of Seditious 
Matter, Directive 2210-001A. Seditious materials encountered through a border search 
should continue to be handled pursuant to Directive 2210-001A or any successor 
thereto. 

2.6 This Directive does not supersede Processing Foreign Dip/omatic and Consular 
Officials, Directive 3340-032 . Diplomatic and consular officials encountered at the 
border, the FEB, or extended border should continue to be processed pursuant to 
Directive 3340-032 or any successor thereto. 

2.7 This Directive applies to searches performed by or at the request of CBP. With 
respect to searches performed by U.S. Immigration and Customs Enforcement (ICE), 
ICE Special Agents exercise concurrently-held border search authority that is covered 
by ICE's own policy and procedures. When CBP detains, seizes , or retains electronic 
devices, or copies of information therefrom, and turns such over to ICE for analysis and 
investigation (with appropriate documentation), ICE policy will apply once it is received 
by ICE. 

3 DEFINITIONS. 

3.1 Officer. A Customs and Border Protection Officer, Border Patrol Agent, Air 
Interdiction Agent, Marine Interdiction Agent, Internal Affairs Agent, or any other official 
of CBP authorized to conduct border searches. 

3.2 Electronic Device. Includes any devices that may contain information , such as 
computers, disks, drives, tapes, mobile phones and other communication devices, 
cameras, music and other media players, and any other electronic or digital devices. 

3.3 Destruction . For electronic records, destruction is deleting , overwriting , or 
degaussing in compliance with CBP Information Systems Security Policies and 
Procedures Handbook, CIS HB 1400-05C. 

3.4 Border Search of Information. Excludes actions taken to determine if a device 
functions (e.g., turning an electronic device on and off) , or actions taken to determine if 
contraband is concealed within the device itself. The definition also excludes the review 
of information voluntarily provided by an individual in an electronic format (for example, 
when an individual voluntarily shows an e-ticket on an electronic device to an Officer). 

4 AUTHORITY/REFERENCES. 8 U.S.C. 1225, 1357 and other pertinent 
provisions of the immigration laws and regulations; 19 U.S.C. 482 , 507, 1461 , 1496, 
1581 , 1582, 1595a(d), and other pertinent provisions of customs laws and regulations; 
31 U.S.C. 5317 and other pertinent provisions relating to monetary instruments; 22 
U.S.C. 401 and other laws relating to exports; Guidelines for Detention and Seizures of 
Pornographic Materials, Directive 4410-001B; Disclosure of Business Confidential 
Information to Third Parties, Directive 1450-015; Accountability and Control of Custody 
Receipt for Detained and Seized Property (CF6051) , Directive 5240-005. 
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5 PROCEDURES. 

5.1 Border Searches. 

5.1.1 Border searches may be performed by an Officer or other individual authorized to 
perform or assist in such searches (e.g., under 19 U.S.C. 507) . 

5.1,2 In the course of a border search , with or without individualized suspicion , an 
Officer may examine electronic devices and may review and analyze the information 
encountered at the border, subject to the requirements and limitations provided herein 
and applicable law. 

5.1.3 Searches of electronic devices will be documented in appropriate CBP systems 
of records and should be conducted in the presence of a supervisor. In circumstances 
where operational considerations prevent a supervisor from remaining present for the 
entire search , or where a supervisory presence is not practicable , the examining Officer 
shall, as soon as possible, notify the appropriate supervisor about the search and any 
results thereof. 

5.1.4 Searches of electronic devices should be conducted in the presence of the 
individual whose information is being examined unless there are national security, law 
enforcement, or other operational considerations that make it inappropriate to permit the 
individual to remain present. Permitting an individual to be present in the room during a 
search does not necessarily mean that the individual will be permitted to witness the 
search itself. If permitting an individual to witness the search itself could reveal law 
enforcement techniques or potentially compromise other operational considerations, the 
individual will not be permitted to observe the search itself. 

5.2 Review and Handling of Privileged or Other Sensitive Material. 

5.2.1 Officers may encounter materials that appear to be legal in nature, or an 
individual may assert that certain information is protected by attorney-client or attorney 
work product privilege . Legal materials are not necessarily exempt from a border 
search , but they may be subject to the following special handling procedures: If an 
Officer suspects that the content of such a material may constitute evidence of a crime 
or otherwise pertain to a determination within the jurisdiction of eBP, the Officer must 
seek advice from the CBP Associate/Assistant Chief Counsel before conducting a 
search of the material, and this consultation shall be noted in appropriate CBP systems 
of records. CBP counsel will coordinate with the U.S. Attorney's Office as appropriate. 

5.2.2 Other possibly sensitive information , such as medical records and work-related 
information carried by journalists, shall be handled in accordance with any applicable 
federal law and CBP policy. Questions regarding the review of these materials shall be 
directed to the CBP Associate/Assistant Chief Counsel , and this consultation shall be 
noted in appropriate CBP systems of records. 
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5.2.3 Officers encountering business or commercial information in electronic devices 
shall treat such information as business confidential information and shall protect that 
information from unauthorized disclosure. Depending on the nature of the information 
presented , the Trade Secrets Act, the Privacy Act, and other laws, as well as CBP 
policies, may govern or restrict the handling of the information. Any questions regarding 
the handling of business or commercial information may be directed to the CBP 
Associate/Assistant Chief Counsel. 

5.2.4 Information that is determined to be protected by law as privileged or sensitive will 
only be shared with federal agencies that have mechanisms in place to protect 
appropriately such information. 

5.3 Detention and Review in Continuation of Border Search of Information 

5.3.1 Detention and Review by CBP 

An Officer may detain electronic devices, or copies of information contained therein , for 
a brief, reasonable period of time to perform a thorough border search. The search may 
take place on-site or at an off-site location , and is to be completed as expeditiously as 
possible. Unless extenuating circumstances exist, the detention of devices ordinarily 
should not exceed five (5) days. 

5.3.1.1 Approval of and Time Frames for Detention . Supervisory approval is required 
for detaining electronic devices, or copies of information contained therein, for 
continuation of a border search after an individual's departure from the port or other 
location of detention. Port Director, Patrol Agent in Charge, or other equivalent level 
manager approval is required to extend any such detention beyond five (5) days. 
Extensions of detentions exceeding fifteen (15) days must be approved by the Director 
Field Operations , Chief Patrol Agent, Director, Air Operations, Director, Marine 
Operations, or other equivalent manager, and may be approved and re-approved in 
increments of no more than seven (7) days. Approvals for detention and any extension 
thereof shall be noted in appropriate CBP systems of records. 

5.3.1.2 Destruction. Except as noted in section 5.4 or elsewhere in this Directive, if after 
reviewing the information pursuant to the time frames discussed in section 5.3, there is 
not probable cause to seize it, any copies of the information must be destroyed, and any 
electronic device must be returned. Upon this determination that there is no value to 
the information copied from the device, the copy of the information is destroyed as 
expeditiously as pOSSible, but no later than seven (7) days after such determination 
unless circumstances require additional time, which must be approved by a supervisor 
and documented in an appropriate CBP system of records and which must be no later 
than twenty one (21) days after such determination. The destruction shall be noted in 
appropriate CBP systems of records. 

5.3 .1.3 Notification of Border Search. When a border search of information is 
conducted on an electronic device, and when the fact of conducting this search can be 
disclosed to the individual transporting the device without hampering national security or 
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law enforcement or other operational considerations, the individual may be notified of 
the purpose and authority for these types of searches, how the individual may obtain 
more information on reporting concerns about their search, and how the individual may 
seek redress from the agency if he or she feels aggrieved by a search. 

5.3.1.4 Custody Receipt. If CBP determines it is necessary to detain temporarily an 
electronic device to continue the search , the Officer detaining the device shall issue a 
completed Form 6051D to the individual prior to the individual 's departure. 

5.3.2 Assistance by Other Federal Agencies. 

5.3.2.1 The use of other federal agency analytical resources outside of CBP and ICE, 
such as translation , decryption , and subject matter expertise, may be needed to assist 
CBP in reviewing the information contained in electronic devices or to determine the 
meaning, context, or value of information contained in electronic devices. 

5.3.2.2 Technical Assistance - With or Without Reasonable Suspicion. Officers may 
sometimes have technical difficulties in conducting the search of electronic devices 
such that technical assistance is needed to continue the border search. Also, in some 
cases Officers may encounter information in electronic devices that requires technical 
assistance to determine the meaning of such information, such as, for example , 
information that is in a foreign language and/or encrypted (including information that is 
password protected or otherwise not readily reviewable). In such situations, Officers 
may transmit electronic devices or copies of information contained therein to seek 
technical assistance from other federal agencies. Officers may seek such assistance 
with or without individualized suspicion. 

5.3.2.3 Subject Matter Assistance by Other Federal Agencies - With Reasonable 
Suspicion. In addition to encountering information in electronic devices that is in a 
foreign language, encrypted , or requires technical assistance , Officers may encounter 
information that requires referral to subject matter experts in other federal agencies to 
determine the meaning, context, or value of information contained therein as it relates to 
the laws enforced and administered by CSP. Therefore, Officers may transmit 
electronic devices or copies of information contained therein to other federal agencies 
for the purpose of obtaining subject matter assistance when they have reasonable 
suspicion of activities in violation of the laws enforced by esp. While many factors may 
result in reasonable suspicion , the presence of an individual on a government-operated 
and government-vetted terrorist watch list will be sufficient to create reasonable 
suspicion of activities in violation of the laws enforced by esp. 

5.3.2.4 Approvals for seeking translation , decryption , and subject matter assistance. 
Requests for translation , decryption , and subject matter assistance require supervisory 
approval and shall be properly documented and recorded in CSP systems of records. If 
an electronic device is to be detained after the individual's departure, the Officer 
detaining the device shall execute a Form 6051 D and provide a copy to the individual 

2018-ICLI-00030 376 

epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt2 000376



6 

prior to the individual's departure. All transfers of the custody of the electronic device 
will be recorded on the Form 60510. 

5.3.2.5 Electronic devices should be transmitted only when necessary to render the 
requested translation , decryption , or subject matter assistance. Otherwise, a copy of 
such information should be transmitted in lieu of the device in accord with this Directive. 

5.3.2.6 When information from an electronic device is transmitted to another federal 
agency for translation, decryption , or subject matter assistance, the individual will be 
notified of this transmission unless CBP determines, in consultation with the receiving 
agency or other agency as appropriate, that notification would be contrary to national 
security or law enforcement or other operational interests. If CBP's transmittal seeks 
assistance regarding possible terrorism , or if the individual is on a government-operated 
and government-vetted terrorist watch list, the individual will not be notified of the 
transmittal or his or her presence on a watch list. When notification is made to the 
individual , the Officer will annotate the notification in CBP systems of records and on the 
Form 6051 D. 

5.3.3 Responses and Time for Assistance 

5.3.3.1 Responses Required . Agencies receiving a request for assistance in conducting 
a border search are to provide such assistance as expeditiously as possible . Where 
subject matter assistance is requested , responses should include all appropriate 
findings, observations, and conclusions relating to the laws enforced by CBP. 

5.3.3.2 Time for Assistance. Responses from assisting agencies are expected in an 
expeditious manner so that CBP may complete the border search in a reasonable 
period of time. Unless otherwise approved by the Director Field Operations, Chief 
Patrol Agent, Director, Air Operations, Director, Marine Operations, or equivalent level 
manager, responses from an assisting agency should be received within fifteen (15) 
days. If the assisting agency is unable to respond in that period of time , the Director 
Field Operations, Chief Patrol Agent, Director, Air Operations, Director, Marine 
Operations, or equivalent level manager may permit extensions in increments of seven 
(7) days. 

5.3.3.3 Revocation of a Request for Assistance. If at any time a CBP supervisor 
involved in a request for assistance is not satisfied with the assistance being provided , 
the timeliness of assistance , or any other articulable reason , the request for assistance 
may be revoked , and the CBP supervisor may require the assisting agency to return to 
CBP all electronic devices that had been provided to the assisting agency, and any 
copies thereof, as expeditiously as possible, except as noted in 5.4.2 .3. Any such 
revocation shall be documented in appropriate CBP systems of records. When CBP 
has revoked a request for assistance because of the lack of a timely response, CBP 
may initiate the request with another agency pursuant to the procedures outlined in this 
Directive. 
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5.3.3.4 Destruction. Except as noted in section 5.4.1 below or elsewhere in this 
Directive, if after reviewing information, probable cause to seize the information does 
not exist, cap will retain no copies of the information. 

5.4 Retention and Sharing of Information Found in Border Searches 

5.4.1 Retention and Sharing of Information Found in Border Searches 

5.4.1.1 Retention with Probable Cause. Officers may seize and retain an electronic 
device, or copies of information from the device, when , based on a review of the 
electronic device encountered or on other facts and circumstances, they determine 
there is probable cause to believe that the device, or copy of the contents thereof, 
contains evidence of or is the fruit of a crime that cap is authorized to enforce. 

5.4.1.2 Retention of Information in CBP Privacy Act-Compliant Systems. Without 
probable cause to seize an electronic device or a copy of information contained therein , 
CBP may retain only information relating to immigration , customs, and other 
enforcement matters if such retention is consistent with the privacy and data protection 
standards of the system of records in which such information is retained. For example, 
information collected in the course of immigration processing for the purposes of 
present and future admissibility of an alien may be retained in the A-file , Central Index 
System, TECS, and/or ENFORCE or other systems as may be appropriate and 
consistent with the policies governing such systems. 

5.4.1.3 Sharing Generally. Nothing in this Directive limits the authority of CBP to share 
copies of information contained in electronic devices (or portions thereof), which are 
retained in accordance with this Directive, with federal , state, local , and foreign law 
enforcement agencies to the extent consistent with applicable law and policy. 

5.4.1.4 Sharing of Terrorism Information. Nothing in this Directive is intended to limit 
the sharing of terrorism-related information to the extent the sharing of such information 
is mandated by statute, Presidential Directive, or DHS policy. Consistent with 6 U.S.C. 
122(d)(2) and other applicable law and policy, CBP, as a component of DHS, will 
promptly share any terrorism information encountered in the course of a border search 
with elements of the federal government responsible for analyzing terrorist threat 
information. In the case of such terrorism information sharing , the element receiving the 
information will be responsible for providing CBP with all appropriate findings, 
observations, and conclusions relating to the laws enforced by CBP. The receiving 
entity will be responsible for managing retention and disposition of information it 
receives in accordance with its own legal authorities and responsibilities. 

5.4.1 .5 Safeguarding Data During Storage and Transmission. CBP will appropriately 
safeguard information retained , copied , or seized under this Directive and during 
transmission to another federal agency. Appropriate safeguards include keeping 
materials in locked cabinets or rooms, documenting and tracking copies to ensure 
appropriate disposition, and other safeguards during transmission such as password 
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protection or physical protections . Any suspected loss or compromise of information 
that contains personal data retained , copied, or seized under this Directive must be 
immediately reported to the Port Director, Patrol Agent in Charge or equivalent level 
manager and the CBP Office of Internal Affairs . 

5.4.1.6 Destruction . Except as noted in this section or elsewhere in this Directive, if 
after reviewing information, there exists no probable cause to seize the information, 
CBP will retain no copies of the information. 

5.4.2 Retention by Agencies Providing Translation , Decryption, or Subject Matter 
Assistance 

5.4 .2.1 During Assistance. All electronic devices, or copies of information contained 
therein , provided to an assisting federal agency may be retained by that agency for the 
period of time needed to provide the requested assistance to CBP or in accordance with 
section 5.4.2 .3 below. 

5.4.2.2 Return or Destruction. At the conclusion of the requested assistance, all 
information must be returned to CBP as expeditiously as possible, and the assisting 
agency must advise CBP in accordance with section 5.3.3 above. In addition, the 
assisting federal agency should destroy all copies of the information transferred to that 
agency unless section 5.4.2.3 below applies. In the event that any electronic devices 
are transmitted , they must not be destroyed; they are to be returned to CBP unless 
seized by the assisting agency based on probable cause or retained per 5.4.2 .3. 

5.4.2.3 Retention with Independent Authority. If an assisting federal agency elects to 
continue to retain or seize an electronic device or information contained therein , that 
agency shall assume responsibility for processing the retention or seizure. Copies may 
be retained by an assisting federal agency only if and to the extent that it has the 
independent legal authority to do so-for example , when the information relates to 
terrorism or national security and the assisting agency is authorized by law to receive 
and analyze such information. In such cases, the retaining agency should advise CBP 
of its decision to retain information under its own authority. 

5.5 Reporting Requirements 

5.5.1 The Officer performing the border search of information shall be responsible for 
completing all after-action reporting requirements. This responsibility includes ensuring 
the completion of all applicable documentation such as the Form 6051 D when 
appropriate, and creation and/or updating records in CBP systems. Reports are to be 
created and updated in an accurate, thorough, and timely manner. Reports must 
include all information related to the search through the final disposition including 
supervisory approvals and extensions when appropriate . 

2018-ICLI-00030 379 

epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt2 000379



9 

5.5.2 In instances where an electronic device or copy of information contained therein 
is forwarded within CBP as noted in section 5.3.1 , the receiving Officer is responsible 
for recording all information related to the search from the point of receipt forward 
through the final disposition. 

5.5.3 Reporting requirements for this Directive are in addition to, and do not replace, 
any other applicable reporting requirements. 

5.6 Management Requirements 

5.6.1 The duty supervisor shall ensure that the Officer completes a thorough inspection 
and that all notification , documentation , and reporting requirements are accomplished. 

5.6.2 The appropriate CBP Second line supervisor shall approve and monitor the 
status of the detention of all electronic devices or copies of information contained 
therein. 

5.6.3 The appropriate CBP Second line supervisor shall approve and monitor the 
status of the transfer of any electronic device or copies of information contained therein 
for translation , decryption , or subject matter assistance from another federal agency. 

5.6.4 The Director, Field Operations , Chief Patrol Agent, Director, Air Operations , 
Director, Marine Operations, or equivalent level manager shall establish protocols to 
monitor the proper documentation and recording of searches conducted pursuant to this 
Directive and the detention, transfer, and final disposition of electronic devices or copies 
of information contained therein in order to ensure compliance with the procedures 
outlined in this Directive. 

6 MEASUREMENT. CBP Headquarters will continue to develop and maintain 
appropriate mechanisms to ensure that statistics regarding border searches of 
electronic devices, and the results thereof, can be generated from CBP systems using 
data elements entered by Officers pursuant to this Directive. 

7 AUDIT. CBP Management Inspection will develop and periodically administer an 
auditing mechanism to review whether border searches of electronic devices are being 
conducted in conformity with this Directive. 

8 NO PRIVATE RIGHT CREATED, This Directive is an internal policy statement 
of U.S. Customs and Border Protection and does not create or confer any rights, 
privileges, or benefits on any person or party. 

9 DISCLOSURE. This Directive may be shared with the public. 
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10. SUPERSEDES. Procedures for Border Search/Examination of Documents, 
Paper, and Electronic Information (July 5, 2007) and Policy Regarding Border Search of 
Information (July 16, 2008) to the extent they pertain to electronic devices. 
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DIRECTIVE TITLE: BORDER SEARCHES OF ELECTRONIC DEVICES 

I. PURPOSE and SCOPE. 

1.1. This Directive provides legal guidance and establishes policy and procedures within u.s. 
Immigration and Customs Enforcement (ICE) with regard to border search authority to 
search, detain, seize, retain, and share infonnation contained in electronic devices 
possessed by individuals at the border, the functional equivalent of the border, and the 
extended border to ensure compliance with customs, immigration, and other laws 
enforced by ICE. This Directive applies to searches of electronic devices of all persons 
arriving in, departing from, or transiting through the United States, unless specified 
otherwise. 

1.2. This Directive applies to border search authority only. Nothing in this Directive limits 
the authority ofICE Special Agents to act pursuant to other authorities such as a warrant, 
a search incident to arrest, or a routine inspection of an applicant for admission. 

2. AUTHORITIESIREFERENCES. 8 U.s.c. § 1357 and other pertinent provisions of 
the immigration laws and regulations; 19 USc. §§ 482, 507.1461.1496,1581.1582, 
1589a, 1595a(d), and other pertinent provisions of customs laws and regulations; 
31 U.S.c. § 5317 and other pertinent provisions relating to monetary instruments; 
22 U.S.c. § 401 and other laws relating to exports; and the December 12, 2008, ICE 
Office of Investigations (01) guidance entitled "Recordkeeping Procedures Regarding 
Detentions of Documents and Electronic Devices." 

3. SUPERSEDED/CANCELLED POLICY/SUMMARY OF CHANGES. ICE 
Directive No. 7-6.0 entitled "Border Searches of Documents and Electronic Media" is 
hereby superseded as it relates to electronic devices. Additionally, all other issuances on 
this subject issued by ICE prior to the date of this Directive are hereby superseded as they 
relate to searches of electronic devices, with the exception of the March 5, 2007, 01 
guidance entitled "Field Guidance on Ilandling Detained or Seized Electronic Media 
from Persons of National Security Interest at Ports of Entry" and the December 12, 2008, 
01 guidance entitled "Recordkeeping Procedures Regarding Detentions of Documents 
and Electronic Media." 
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4. BACKGROUND. ICE is responsible for ensuring compliance with customs, 
immigration, and other Federal laws at the border. To that end, Special Agents may 
review and analyze computers, disks, hard drives, and other electronic or digital storage 
devices. These searches are part ofICE's long-standing practice and are essential to 
enforcing the law at the United States border. Searches of electronic devices are a crucial 
tool for detecting infonnation concerning terrorism, narcotics smuggling, and other 
national security matters; alien admissibility; contraband including child pornography; 
laundering monetary instruments; violations of copyright or trademark laws; and 
evidence of embargo violations or other import or export control laws. 

5. DEFINITIONS. The following definitions are provided for the purposes of this 
Directive: 

5.1. Assistance. The use of third party analytic resources such as languagc processing, 
decryption, and subject matter expertise, to assist ICE in viewing the infonnation 
contained in electronic devices or in detennining the meaning, context, or value of 
infonnation contained therein. 

5.2. Electronic Devices. Any item that may contain infonnation, such as computers, disks, 
drives, tapes, mobile phones and other communication devices, cameras, music players, 
and any other electronic or digital devices. 

6. POLICY. 

6.1. ICE Special Agcnts acting under border search authority may search, detain, seize, retain, 
and share elcctronic dcvices, or infonnation contained therein, with or without 
individualized suspicion, consistent with the guidelines and applicable laws set forth 
herein. Assistancc to complete a border search may be sought from other Fcderal 
agencies and non~Fedcral entitics, on a case by case basis, as appropriate. 

6.2. When U.S. Customs and Border Protection (CBP) detains, seizes, or retains electronic 
devices, or copies ofinfonnation therefrom, and turns such over to ICE for analysis and 
investigation (with appropriate documentation), ICE policy will apply once it is rcceived 
by ICE. 

6.3. Nothing in this policy limits the authority of Special Agents to make written notes or 
reports or to document impressions relating to a border encounter in ICE's paper or 
electronic recordkeeping systems. 

7. RESPONSIBILITIES. 

7.1. The Directors of 01, the Office of Professional Responsibility (OPR), and the Office of 
International Affairs (OIA) have oversight over the implementation of the provisions of 
this Directivc. 

7.2. Special Agents in Charge (SACs) and Attaches are responsible for: 
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1) Implementing the provisions of this Directive and ensuring that Special Agents in 
their area of responsibility (AOR) receive a copy of this Directive and are familiar 
with its contents; 

2) Ensuring that Special Agents in their AOR have completed any training programs 
relevant to border searches of electronic devices, including constitutional, privacy, 
civil rights, and civil liberties training related to such searches, as may be required by 
ICE Headquarters; and 

3) Maintaining appropriate mechanisms for internal audit and review of compliance with 
the procedures outlined in this Directive. (See "Recordkeeping Procedures Regarding 
Detentions of Documents and Electronic Devices" memo dated December 12, 2008.) 

7.3. Attaches are responsible for ensuring coordination with their host countries, as 
appropriate, before conducting any such border search outside of the United States. 

7.4. When ICE receives electronic devices, or copies of information therefrom, from CBP for 
analysis and investigation, ICE Special Agents are responsible for advising CDP of the 
status of any such analysis within 10 calendar days, and periodically thereafter, so that 
CBP records may be updated as appropriate. For example, "search ongoing"; "completed 
with negative results"; "returned to traveler"; or "seized as evidence of a crime." 

7.5. Special Agents are responsible for complying with the provisions of this Directive, 
knowing the limits of ICE authority, using this authority judiciously, and ensuring 
comprehension and completion of any training programs relevant to border searches of 
electronic devices as may be required by ICE. 

8. PROCEDURES. 

8.1. Border Searches by ICE Special Agents. 

1) Authorization to Conduct Border Search. Border searches of electronic devices must 
be performed by an ICE Special Agent who meets the definition of "customs officer" 
under 19 U.S.c. § 140 1 (i), or another properly authorized officer with border search 
authority, such as a CBP Officer or Border Patrol Agent, persons cross designated by 
ICE as customs officers, and persons whose assistance to ICE is demanded under 19 
U.S.C. § 507. 

2) Knowledge and Presence of the Traveler. To the extent practicable, border searches 
should be conducted in the presence of, or with the knowledge of, the traveler. When 
not practicable due to law enforcement, national security, or other operational 
concerns, such circumstances are to be noted by the Special Agent in appropriate ICE 
systems. Permitting an individual to be present in the room during a search does not 
necessarily mean that the individual will be permitted to witness the search itself. If 
permitting an individual to witness the search itself could reveal law enforcement 
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techniques or potentially compromise other operational concerns, the individual will 
not be pennitted to observe the search. 

3) Consent Not Needed. At no point during a border search of electronic devices is it 
necessary to ask the traveler for consent to search. 

4) Continuation of the Border Search. At any point during a border search, electronic 
devices, or copies of infonnation therefrom, may be detained for further review either 
on-site at the place of detention or at an off-site location, including a location 
associated with a demand for assistance from an outside agency or entity (see 
Section 8.4). 

5) Originals. In the event electronic devices are detained, the Special Agent should 
consider whether it is appropriate to copy the information therefrom and return the 
device. When appropriate, given the facts and circumstances of the matter, any such 
device should be returned to the traveler as soon as practicable. Consultation with thc 
Office of the Chief Counsel is recommended when determining whether to retain a 
device in an administrative immigration proceeding. Devices will be returned to the 
travelcr as expeditiously as possible at the conclusion of a negative border search. 

8.2. Chain of Custody. 

1) Dett:ntiuns uf electronic devices. Whenever ICE detains electronic devices, or copies 
of information therefrom, the Special Agent will initiate the correct chain of custody 
form or other appropriate documentation. 

2) Seizures of electronic devices for criminal purposes. Whenever ICE seizes electronic 
devices, or copies of information therefrom, the Special Agcnt is to enter the seizure 
into the appropriate ICE systems. Additionally, the seizing agcnt must complete the 
correct chain of custody form or other appropriate documentation. 

3) Retention of electronic devices for administrative immigration purposes. Whenever 
ICE retains electronic devices, or copies of information therefrom, or portions 
thereof, for administrative immigration purposes pursuant to 8 U.S.c. § 1357, the 
Special Agent is to record such retention in appropriate ICE systems and is to inelude 
the location of the retained files, a summary thereof, and the purpose for retention. 

4) Notice to traveler. Whenever ICE detains, seizes, or retains original electronic 
devices, the Special Agent is to provide the traveler with a copy of the applicable 
chain of custody form or other appropriate documentation. 

8.3. Duration of Border Search. 

1) Special Agents are to complete the search of detaincd elcctronic devices, or copies of 
information therefrom, in a reasonable time given the facts and circumstances of the 
particular search. Searches are generally to be completed within 30 calendar days of 
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the date of detention, unless circumstances exist that warrant more time. Such 
circumstances must be documented in the appropriate ICE systems. Any detention 
exceeding 30 calendar days must be approved by a Group Supervisor or equivalent, 
and approved again every 15 calendar days thereafter, and the specific justification 
for additional time documented in the appropriate ICE systems. 

2) Special Agents seeking assistance from other Federal agencies or non-Federal entities 
are responsible for ensuring that the results of the assistance are received in a 
reasonable time (see Section 8.4(5)). 

3) In determining "reasonable time," courts have reviewed the elapsed time between the 
detention and the completion of the border search, taking into account any additional 
facts and circumstances unique to the case. As such, ICE Special Agents are to 
document the progress of their searches, for devices and copies of information 
therefrom, and should consider the following factors: 

a) The amount of information needing review; 

b) Whether the traveler was deprived of his or her property and, if so, whether the 
traveler was given the option of continuing his or her journey with the 
understanding that ICE would return the property once its border search was 
complete or a copy could be made; 

c) Whether assistance was sought and the type of such assistance; 

d) Whether and when ICE followed up with the agency or entity providing 
assistance to ensure a timely review; 

e) Whether the traveler has taken affirmative steps to prevent the search of his or her 
property in a timely fashion; and 

f) Any unanticipated exigency that may arise. 

8.4. Assistance by Other Federal Agencies and Non-Federal Entities. 

1) Translation, Decryption, and Other Technical Assistance. 

a) During a border search, Special Agents may encounter information in electronic 
devices that presents technical difficulties, is in a foreign language, and/or 
encrypted. To assist ICE in conducting a border search or in determining the 
meaning of such information, Special Agents may demand translation, decryption, 
and/or technical assistance from other Federal agencies or non-Federal entities. 

b) Special Agents may demand such assistance absent individualized suspicion. 

c) Special Agents shall document such demands in appropriate ICE systems. 
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2) Subject Matter Assistance. 

a) During a border search, Special Agents may encounter information in electronic 
devices that arc not in a foreign language or encrypted, or that do not require other 
technical assistance, in accordance with Section 8.4{ I), but that nevertheless 
requires referral to subject matter experts to determine whether the information is 
relevant to the laws enforced and administered by ICE. For the purpose of 
obtaining such subject matter expertise, Special Agents may create and transmit a 
copy of such infonnation to other Federal agencies or non-Federal entities. 

b) Special Agents may demand such assistance when they have reasonable suspicion 
of activities in violation of the laws enforced by ICE. 

c) Special Agents shall document such demands in appropriate ICE systems. 

3) Demand Letter. Unless otherwise governed by a Memorandum of Understanding or 
similar mechanism, each demand for assistance is to be in writing (e.g., letter or 
email), approved by a supervisor, and documented in the appropriate ICE systems. 
Demands are to detail the context of the search requested, ICE's legal parameters 
regarding the search, retention, and sharing of any information found during the 
assistance, and relevant timeframes, including those described in this Directive. 

4) Originals. For the purpose of obtaining subject matter assistance, Special Agents may 
create and transmit copies of information to other Federal agencies or non-Federal 
entities. Original electronic devices should be transmitted only when necessary to 
render the demanded assistance. 

5) Time for Assistance and Responses Required. 

a) Assistance is to be accomplished within a reasonable period of time in order to 
preserve the status of the electronic devices and the integrity of the border search. 

b) It is the responsibility of the Special Agent demanding the assistance to ensure 
timely responses from assisting agencies or entities and to act in accord with 
section 8.3 of this Directive. In addition, Special Agents shall: 

i) Inform assisting agencies or entities that they are to provide results of 
assistance as expeditiously as possible; 

ii) Ensure that assisting agencies and entities are aware that responses to ICE 
must include any findings, observations, and conclusions drawn from their 
review that may relate to the laws enforced by ICE; 
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iii) Contact the assisting agency or entity to get a status report on the demand 
within the first 30 calendar days; 

iv) Remain in communication with the assisting agency or entity until results are 
received; 

v) Document all communications and actions in appropriate ICE systems; and 

vi) Consult with a supervisor to determine appropriate action if the timeliness of 
results is a concern. If a demand for assistance is revoked, the Special Agent is 
to ensure all electronic devices are returned to ICE as expeditiously as 
possible. 

8.5. Retention, Sharing, Safeguarding, And Destruction. 

1) By ICE 

a) Seizure and Retention with Probable Cause. When Special Agents determine 
there is probable cause of unlawful activity-based on a review ofinfonnation in 
electronic devices or on other facts and circumstances-they may seize and retain 
the electronic device or copies of information therefrom, or relevant portions 
thereof, as authorized by law. 

b) Retention of Information in ICE Systems. To the extent authorized by law, ICE 
may retain information relevant to immigration, customs, and other law 
enforcement matters in ICE systems if such retention is consistent with the 
privacy and data protection policies of the system in which such information is 
retained. For example, information entered into TECS during the course of an 
investigation will be retained consistent with the policies governing TECS. 

c) Sharing. Copies of information from electronic devices, or portions thereof, 
which are retained in accordance with this section, may be shared by ICE with 
Federal, state, local, and foreign law enforcement agencies in accordance with 
applicable law and policy. Sharing must be in compliance with the Privacy Act 
and applicable ICE privacy policies, such as the ICE Search, Arrest, and Seizure 
System of Records Notice. 

d) Safeguarding Data During Storage and Transmission. ICE will appropriately 
safeguard information detained, copied, retained, or seized under this directive 
while in ICE custody and during transmission to an outside entity. Appropriate 
safeguards include keeping materials in locked cabinets or rooms, documenting 
and tracking originals and copies to ensure appropriate disposition, and 
appropriate safeguards during transmission such as encryption of electronic data 
or physical protections (e.g., locked containers). Any suspected loss or 
compromise ofinformation that contains personal data detained, copied, or seized 
under this directive must be reported immediately to the ICE Service Desk. 
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e) Destruction. Copies of information from electronic devices, or portions thereof, 
determined to be of no relevance to ICE will be destroyed in accordance with ICE 
policy governing the particular form of information. Such destruction must be 
accomplished by the responsible Special Agent within seven business days after 
conclusion of the border search unless circumstances require additional time, 
which must be approved by a supervisor and documented in appropriate ICE 
systems. All destructions must be accomplished no later than 21 calendar days 
after conclusion of the border search. 

2) By Assisting Agencies 

a) Retention during Assistance. All electronic devices, whether originals or copies 
of information therefrom, provided to an assisting Federal agency may be retained 
by that agency for the period of time needed to provide the requested assistance to 
ICE. 

b) Return or Destruction. At the conclusion of the requested assistance, all 
electronic devices and data must be returned to ICE as expeditiously as possible. 
In the alternative, the assisting Federal agency may certify to ICE that any copies 
in its possession have been destroyed or it may advise ICE in accordance with 
Section 8.5(2)(c). In the event that any original electronic devices were 
transmitted, they must not be destroyed; they are to be returned to ICE. 

c) Retention with Independent Authority. Copies may bc rctained by an assisting 
Federal agency only if and to the extent that it has the independent legal authority 
to do so - for example, when the infonnation is of national security or intelligence 
value. In such cases, the retaining agency must advisc ICE of its decision to 
retain certain infonnation on its own authority. In the event that any original 
electronic devices were transmitted, the assisting Federal agency may make a 
eopy of infonnation therefrom for its retention; however, any originals must be 
returned to ICE. 

3) By Non-Federal Entities 

a) ICE may provide copies of infonnation from electronic devices to an assisting 
non-Federal entity, such as a private language translation or data decryption 
service, only for the period of time needed by that entity to render the rcquested 
assistance. 

b) Upon the completion of assistance, all copies of the infonnation in the possession 
of the entity must be returned to ICE as expeditiously as possible. Any latcnt 
copies of the electronic data on the systems of the non-Federal entity must also be 
destroyed so that recovery of the data is impractical. 
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8.6. Review, Handling, and Sharing of Certain Types of Information. 

1) Border Search. All electronic devices crossing U.S. borders are subject to border 
search; a claim of privilege or personal information does not prevent the search of a 
traveler's information at the border. However, the nature of certain types of 
information are subject to special handling by Special Agents, whether through policy 
or laws such as the Privacy Act and the Trade Secrets Act. 

2) Types of Information 

a) Business or Commercial Information. If, in the course of a border search, Special 
Agents encounter business or commercial information, such information is to be 
treated as business confidential information. Depending on the nature of the 
information presented, the Trade Secrets Act, the Privacy Act, and other laws may 
specifically govern or restrict handling of the infonnation, including criminal 
penalties for unauthorized disclosure. 

b) Legal Infonnation. Special Agents may encounter infonnation that appears to be 
legal in nature, or an individual may assert that certain information is protected by 
the attorney-client or attorney work product privilege. If Special Agents suspect 
that the content of such a docwnent may constitute evidence of a crime or 
otherwise pertain to a detennination within the jurisdiction ofICE, the ICE Office 
of the Chief Counsel or the appropriate U.S. Attorney's Office must be contacted 
before beginning or continuing a search of the document and this consultation 
shall be noted in appropriate ICE systems. 

c) Other Sensitive Information. Other possibly sensitive infonnation, such as 
medical records and work-related infonnation carned by journalists shall be 
handled in accordance with all applicable federal law and ICE policy. Although 
there is no Federal legal privilege pertaining to the doctor-patient relationship, the 
inherent nature of medical information warrants special care for such records. 
Questions regarding the review of these materials shall be directed to the ICE 
Office of the Chief Counsel and this consultation shall be noted in appropriate 
ICE systems. 

3) Sharing. Infonnation that is detennined to be protected by law as privileged or 
sensitive is to be handled consistent with the laws and policies governing such 
information. 

8.7 Measurement. ICE Headquarters will develop appropriate mechanisms to ensure that 
statistics regarding border searches of electronic devices, and the results thereof, can be 
generated from ICE systems using data elements entered by Special Agents pursuant to 
this Directive. 

Border Searches of Electronic Devices 

2018-ICLI-00030 391 

epic.org EPIC-17-06-13-ICE-FOIA-20181003-2ndInterim-Production-pt2 000391



10 

8.8 Audit. ICE Headquarters will develop and periodically administer an auditing 
mechanism to review whether border searches of electronic devices are being conducted 
in confonnity with this Directive. 

9. ATTACHMENTS. None. 

10. NO PRIVATE RIGHT STATEMENT. This Directive is an internal policy statement 
of ICE. It is not intended to, and does not create any rights, privileges, or benefits, 
substantive or procedural, enforceable by any party against the United States, its 
departments, agencies, or other entities, its officers or employees; or any other person. 

APproved~ 
John Morton 
Assistant Secretary 
U.S. Immigration and Customs Enforcement 
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