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l(b)(4) 

Palant ir's Erlterprise Operations and Maintenance lO&M) program includes: remote support, omite support, tra ining, rapid turnaround, simple data integration and configuration, analyst support, and program 
management. All of these are detai led in the se~ion "Technica l Support." 

Under Enterprise O&M. onsite and remote engineering support is offered to integrate with third party produ~s, enable interoperabi lity, simple data integration tasks and simple helper development. 

Atthe di,cret ion of Pa lantir, additiona l support may be provided, as a part of the maintenance fee" wh ich wi ll not cause a deduct ion from any app licable vearly onsite ,upport hours 'pecificallv included in appl icab le 
maintenance costs. This level of ,upport sha ll be determined by Pa lantir. 

T« bnln l suppon 

Helpde'k Support 

Technical issues can be ,ubmitted via emailto ithl (7 ){ F I bmail address w ill be distributed widely by Palantir personne l during all group and deskside training interactions 
as the primary resource for resolv ing any and all issues in using Palant ir to support users' work. Palantirpersonnel wi ll staff a shared inbo~ between 9AM and 5PM EST. All requests to the helpdeskwill be pursued 
until resolved Or unti l the users chose to SlOp correspond ing with the helpdesk. The helpdesk will also be used as a communication tool for disseminating re levant information to users On an ad hoc basis. 

Omite Support: 

Under EnterpriseO&M. the e~pl i citlevel of guaranteed support is 30 hours per annum of onsite support percore. Our past deployment e~perience ind icates that this is an adequate level of support given the re lative 
complex ity of larger deployments. Pa lantir requ ires onsite access to accompl ish the included onsitesupport. To secure onsite support, the customer must coordinate with the Palant ir deployment lead. Palantir will 
request the COR's approva l for the personnel supporting this contract. 

Tra ining: 

Palant ir will provide training to ICE agents. speCial agents. group supervisors and any other employee involved in directly supporting a~ive investigations. Training will be pursued on a strategic basis target ing onlv 
users with a clea r. operat ional use for the Palantir system. Trainingschedules will give preference to locations where enti re groups - agents, analvsts and group supervisors - can be tra ined together, ereatingenti re 
units capable of working together in Palantir to contp lete investigations. For this 6 month extension, the re i, no expl icit t rain ing goal by user count. 

Remote Support· 

Palant ir documentation. Palanti r OevZone, and PalantirLabs are avai lable w ithout additional charge as long as Standard O&M is current. 

201 8-ICLI-00009 1667 

001667epic.org EPIC-17-08-14-ICE-FOIA-20180703-4thInterim-Production-pt2



I(b )(6);(b )(7)(C) 

Overview 
DARTTS (Data Analysis and Research for Trade Transparency System) is a web-based system that tracks 

the import and export data between the United States and a variety of countries. Palantir was requested 

to provide an overall assessment of the requirements necessary to integrate the DARTTS database into 

Falcon. 

Planned Capabilities 
(b)(7)(E);(b )(4) 

Hardware Requirements 
• 
• 

Up to 10 (ten) 16-core servers 

Palantir Phoenix on the backend to enable 

dynamic, multi property searches across 

bi ll ions of records 

Tentative Schedule 
l(b)(S) 

The Falcon Workspace enables detailed analysis of 
suspected targets 

Palan!lr Torch is an example of our web visualization tools 

that allow an analyst to quickly identify trends and isolate 
discrepancies 
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g Palantir 
• Platform wi ll be available for testing in a Production 

environment by Monday, September 30th, 2013 

b)(7)(E) 

The Executive Dashboard can highlight recent 

inCIdents and top events in a region, or across the 

country 

(b)(7)(E) 

• System goes live to e nd users befo re 

December 31s" 2013 
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FALCON Tipline App 

Draft HSI Tlpllne Workflow 

b)(5) 

Created byl(b )(6),(b )(7)(C) I 
OS/23/12 
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CASE MANAGEMENT 
HANDBOOK 

C hapter I. PURPOSE AND SCOPE 

The Case Management Handbook establishes the U.S. Immigration and Customs Enforcement 
(ICE) Homeland Security Investigations (HSI) policies and responsibilities fo r the use of ease 
Management by HSI Special Agents (SAs), Task Force Officers (TFOs), and other HSI 
personnel. 

HSI is the principal investigative arm of the U.S. Department of Homeland Security (DHS). The 
miss ion of HSI is to investigate, di srupt, and di smantle terrori st, transnational, and other criminal 
organizations that threaten or seek to exploit U.S. customs and immigration laws. Case 
Management is criti ca l to the accurate and timely tracking of the investigations HSI conducts in 
support of its mission. 

This Handbook outlines the poli cies by which HSI conducts Case Management acti vities and 
refers readers to the online Investigative Case Management (ICM) U .. er Portal and ICM User 
Manual, both found on I-I SINet, and other documents as appropriate. 

1.1 HSI Law Enforcement Systems 

I-I Sluses various law enforcement systems in the execution of Case Management activities. 

ICM (a lso referred to as "Case Management") is the Case Management system used to document 
I-I SI investigations. ICM organizes electronic case files and assoc iated records and documents in 
a sing le accessible location. Authorized HSI personnel may enter, modi fy, and query Case 
Management in fo rmation in ICM. 

The ICM user menu is specifica ll y tailored to a use r's ass igned role(s) . The system authenticates 
users based on their unique network account credentials and does not requi re a separate 
password. Users must be connected to the ICE network to access the system. 

Depending on their role, Case Management users have the ability to query and/or create subject 
records that reference persons, conveyances, businesses, addresses, or organizations. Every 
transaction a user performs is logged for audit purposes. Additionally, source documents, 
enforcement reports, and other data electronica ll y stored in ICM are considered "Law 
Enforcement Sensitive" and must be treated as such. 

The Seized Asset and Case Tracking System (SEACATS) is a system owned by U.S. Customs 
and Border Protection (CBP) that is used by HSI personnel to document all seizures of tangible 
property. SEACATS is not to be used to document arrests in which no property has been se ized. 
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The Enforcement Integrated Database (EID) Arrest Graphical User Interface (GUI) fo r Law 
Enforcement, refe rred to as EAGLE, is an application used to document all arrests. (See HSI 
Directi ve 14·01 entitled, "Mandatory Booking of Arrestees Using EAG LE," dated April 23, 
2014, or as updated) . EAGLE works in conjunction with the Integrated Automated Fingerprint 
Identification System (lA FIS), which automates I O-print process ing by enabling the electronic 
capture of I O-print fingerprints. 

Falcon (not an acronym) is an application that provides search, analytical, geospati al, and 
situational awareness capabilities to enhance investigative and intelligence processes. FALCON 
enables HSI agents and analysts to import and model data; iterati vely define and test hypotheses; 
and search and analyze vo lumes of in fo rmation from multiple data sources to identify and 
visualize indi viduals and other subjects or records that are interrelated. Case data and data from 
other law enforcement systems are available in FALCON. 

1.2 ICM User Portal and User Manual 

The Case Management Handbook is not intended to be a User' s Guide. The [CM User Portal 
and ICM User Manual describe in detail how to use the ICM application. In addition, ICM 
contains context sensitive "tooltips" which appear when perfonning operations in the system. 
HSI personnel should refer to the [e M User Portal and [CM User Manual when specific 
questions ari se regarding Case Management. Additional sources of in formation regarding Case 
Management include HSI supervisors and local System Control Officers (SCOs). Case 
Management questions and issues can also be referred to the National SCO (NSCO) by 
submitting a ticket via the ICE Service Desk. 

1.3 EAGLE User Guide 

The EAGLE User Guide is located on HSINet. It describes in detail how to use EAGLE. 

1.4 Executive and Management Information and Resource Allocation 

Stati stical infonnation deri ved from Case Management supports the information needs of HSI 
senior executives by providing the data necessary to meet the strategic goals of the agency. In 
addition, Case Management provides investigati ve data and stati stical information to other OJ-IS 
components and outside entities, as well as internal and external stakeholders , as appropriate, for 
use as management tools, for agency and management overs ight, for budget allocation, and for 
stati sti ca l analys is. 

HSI managers use Case Management and stati sti ca l information for resource allocation purposes 
in order to make the most effecti ve use of limited resources (e.g., personnel and equipment). HSI 
personnel in all job series and at all levels must be aware of the importance of Case Management 
stati sti cs and how they are used. 

1.5 Requests for Information 
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Frequently, HSI is required to respond to requests for information from a variety of organizations 
and individuals (e .g., Congressional committees, Executive Branch offices, the Government 
Accountability Office, the Office of Management and Budget, and offices within ICE). Case 
Management provides the information necessary to respond to many of these requests, therefore 
the detail and accuracy of the information is critical. All HSllaw enforcement systems 
information must be treated as "Law Enforcement Sensitive." 
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Chapter 2. DEFINITIONS 

The following definitions are provided for the purposes of this Handbook and are not intended to 
be all-inclusive. Some are provided for information only and may not be subsequentl y referenced 
in thi s Handbook. 

2.1 Area of Responsibility 

An area of responsibility (AOR) is a particular geographic region defined as the responsibility of 
a specific HSI office. An AOR encompasses the geographical area of responsibility overseen by 
the Special Agent in Charge (SAC) or Attache. 

2.2 Arrest 

A person is arrested when probable cause ex ists to believe that he or she has committed a crime 
and is taken into custody. Arrests should not be confused with detentions for questioning or 
detentions for the continuation of border search authority. For Case Management purposes , 
arrests can be initial enforcement stati stics. 

2.2.1 Administrative Arrest 

An administrative arrest is the arrest of an al ien for administrati ve immigration charges. 
Administrative charges are normally adjudicated before an Immigration Administrative Law 
Judge. An administrati ve arrest may al so be affected pursuant to the issuance of an 
administrative warrant or based on probable cause. 

2.2.2 Criminal Arrest 

A criminal arrest is the arrest of an individual for criminal charges which are further adjudicated 
before a U.S. District Court Judge; a U.S. Magistrate Judge; or a state or local court judge before 
whom the individual is arraigned and will face criminal charges. A criminal arrest may also be 
effected pursuant to the issuance of a criminal warrant or based on probable cause. 

2.3 Asset Sharing (also known as Equitable Sharing) 

Asset Sharing is the application for the sharing of forfeited proceeds and/or assets. 

For additional infonnation concerning asset sharing, refer to the Department of the Treasury, 
"Guide to Equitable Sharing for Fore ign Countri es and Federal, State, and Local Law 
Enforcement Agencies," dated Apri l 2004, or as updated. 

2.4 Border Search 

In accordance with border search authority pursuant to Title 19, U.S. Code (U.S.c.) § 1582, ICE 
law enforcement personnel may conduct routine stops and searches of merchandise and persons 
at the U.S. border. The use of border search authority must be documented in Case Management. 
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2.5 Case Category 

Investigative activities are divided into various categories based on the types of activities under 
investigation. This categorization assists in the generation and ana lysis of data in Case 
Management. A case category must be based on the predicate (primary) offense under 
investigation. 

2.6 Case File 

The case file refers to the electronic co llection of all infonnation that pertains to a case. This 
includes subject records, Reports of Investigation (ROls), case reviews, as well as other 
documents, hours, stati stics, and select media that are associated with the case. There is no 
requirement to print the information conta ined within the case file. 

2.7 Case Status 

The case status refers to the level of activity in an investigation. Investigations are "draft," 
"open," "pending," or "closed." 

2.7.1 Case Status - Draft 

A case that is in draft status has not yet been approved by a supervisor is cons idered unopened. 

2.7.2 Case Status - Open 

A case may be opened when info rmation is developed which indicates that a vio lation of one or 
more laws enforced by HSI has occurred or will likely be committed by specific individuals, 
organizations, or businesses. In addition, cases are opened to assist other federal, state, local, or 
tribal agenc ies, or foreign governments in enforc ing their laws and regulations. Cases can be 
opened for criminal and/or administrative purposes. 

2.7.3 Case Status - Pending 

A case is placed in a pending status when all appropriate investigative activities have been 
completed but there is still ajudicial or administrative action pending completion. A case is also 
placed in pending status if the subject is a fugitive. 

2.7.4 Case Status - Closed 

A case is closed when all investigative leads have been exhausted, or the predicate offense has 
changed and a new case has opened under a new case category. A case wi ll not be "closed" until 
all judicial and admin istrative proceedings, including property di spositions, have been resolved 
and properly reported in Case Management. 
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The case status is automatically changed to "closed" when the supervisor approves the closing 
ROI , the case stati stics are finalized, and the supervisor has completed a case review. ~ A 
case cannot be closed unless a minimum of I hour has been posted against the case and has been 
approved). 

2.8 Co-Case Agent 

A second case agent, or co-case agent, is often assigned in large, complex criminal 
investigations. For Case Management purposes, a co-case agent is documented in cases and 
receives proper stati stical cred it for hi s/her involvement in an investigation. 

2.9 Collateral I nvestigation 

Collateral investigations are investigations opened in one or more HSI offices based on 
investigati ve information provided by another HSI office where the investigation originated. 

2.10 Consensual Intercepts 

A consensual intercept is the electronic monitoring of private communications with the consent 
of at least one party to the conversation. Consensual intercepts do not require a court order. For 
Case Management purposes, consensual intercepts are case stati stics and are documented via the 
Electronic Surve illance (ELSUR) report . 

2.11 Conviction 

A conviction is the final legal di spos ition of a defendant who has been found guilty. For Case 
Management purposes, convictions are final enforcement stati stics. 

2.12 Country Codes 

Country codes refer to three-character country codes in Case Management. Country codes are 
added to Case Management records in an effort to identi fy the countries that may be involved in 
an ongoing investigation and to inform the appropriate HSI Attaches. 

2.13 Court-Imposed Fines 

Court-imposed fines are monetary penalties imposed by a criminal or civil court subsequent to a 
conviction on criminal or civil charges. 

2.14 Dismissal 

A dismissal is a final legal disposition of a defendant where prosecution has been terminated 
prior to a finding of guilt or innocence. For Case Management purposes, di smissals are final 
enforcement stati stics. 
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2.15 EAGLE 

The Enforcement Integrated Database (EID) Arrest Graphical User Interface (GUl) for Law 
Enforcement, referred to as EAGLE, is an app lication used to document all arrests. EAGLE 
works in conjunction with the Integrated Automated Fingerprint Identification System (lAFIS), 
wh ich automates I O-print process ing by enabl ing the electronic capture of 1 O-print fingerprints. 

2.16 Electronic Device 

An electronic device is any device capable of storing or process ing data. 

2.17 Electronic Evidence 

Electronic evidence is probative infonnation stored or transmitted in digital form that can be 
admiss ible as evidence in a court case. 

2.18 Electronic Surveillance Authorization 

An Electronic Surveillance (ELSUR) authorization is used to request authorizations, grant 
authorizations, and submit reports of use/non-use for consensual electronic surveillances. 

2.19 FALCON 

FALCON is an app lication that provides search, analytical, geospatial, and situational awareness 
capabi lities to enhance investigative and intelligence processes. FALCON enables HSI case 
agents and analysts to import and model data; iteratively define and test hypotheses; and search 
and ana lyze vo lumes of informat ion from multiple data sources to identify and visualize 
individuals and other subjects or records that are interrelated. 

2.20 Forfeiture 

Forfeiture results whenever the title of se ized property is transferred to the U.S. Government 
either through a judicial or an administrative process. Forfeiture can be based on criminal, civi l, 
or administrative statutory authorities. For Case Management purposes, forfeitures are final 
enforcement stati stics. 

2.21 Fugitive 

A fugitive is a defendant who has been charged by an indictment, infonnation, criminal 
complaint, and/or administrative warrant of deportation or removal, and is not yet in custody. A 
fugitive may also be a defendant who was in custody and who has absconded. 

2.22 General Investigative Activity 

Genera l investigative activity is any activity that is not otherwise creditable aga inst any specific 
investigation. 
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2.23 HSI-Sponsored Organized Crime Drug Enforcement Task Force Investigation 

HSI-sponsored Organized Crime Drug Enforcement Task Force (OCDETF) investigations are 
those that have been presented to and approved by an OCDETF Core City Coordination Group 
based on a proposal that was either fo rmally sponsored or co·sponsored by an HSI SA. For Case 
Management purposes, HSI·sponsored or co-sponsored OCDETF investigations are case 
stati sti cs. 

2.24 Indictment/Information 

Indictments and info rmations are legal documents that charge suspects with violations of law. 
Indictments are issued by grand juries, whereas informations are issued by a U.S. Attorney and 
fi led in U.S. District Court. In fonnations are used when a defendant has waived his or her right 
to a grand jury indictment. Both businesses and persons may be the subjects of indictments or 
informations. For Case Management purposes, an indictment /information is an initial or interim 
enforcement stati stic. 

2.25 III Rem Arrests 

In rem arrests occur when tangible property is taken into custody by the U.S. Government during 
the seizure and forfeiture process. In rem arrests are nonnally accomplished using a court order 
or arrest warrant that has been issued by a judge. For Case Management purposes, in rem arrests 
are initial enforcement stati stics. 

2.26 Integrated Automated Fingerprint Identification System 

The Integrated Automated Fingerprint Identification System (lAFIS) is a Federal Bureau of 
Investigation (FB I) system that holds specific fingerprint, biographic, and criminal hi story 
information of those persons who have been apprehended/arrested by various law enforcement 
agencies. All criminal bookings in EAGLE are automatica ll y submitted to IAFIS. 

2.27 Investigation 

An investigation is initiated when it has been determined that one or more violations of law 
enforced by HSI have occurred or are likely to occur. Investigations can be criminal, civil , or 
administrative in nature. 

2.28 Investigative Case Management 

Investigative Case Management (ICM) is the HSI system of record fo r Case Management. All 
HSI Special Agents and TFOs utilize Case Management to document investigati ve cases. 

2.29 Investigative Referral 
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Investigative referrals are used when one HSI offi ce has received or developed information and 
sends it to the appropriate HSI offi ce. lnvestigati ve referral s may be general in nature (unlike 
specific collateral lead requests) and may be categorized primarily as "tips" or general non­
specific case-related leads. Referrals may invo lve genera l for your information (FYI) types of 
information which do not warrant a collateral investigation. 

2.30 Juvenile 

A juvenile is a person who has not reached the age (usually 18) at which one is generally treated 
as an adult by the legal system. 

2.31 Mid-Level Field Manager 

Mid-level field managers include Res ident Agents in Charge (RACs) , Ass istant Special Agents 
in Charge (A SACs), and Deputy Special Agents in Charge (DSACs), who manage supervisors 
overseeing day-to-day operations. 

2.32 Nolle Prosequi (Nolle Pros) 

A nolle pros is a final legal di sposition for a defendant where the prosecutor has decided to 
di scontinue the prosecution. For Case Management purposes, a nolle pros is considered a final 
enforcement stati stic. 

2.33 Non-Consensual Monitoring 

A non-consensual intercept is the electronic monitoring of private communications without the 
consent of any of the parties to the conversation. Typically, thi s requires the issuance of a court 
order. . Applications for non-consensual intercept court orders must be processed through HSI 
Headquarters. For Case Management purposes, non-consensual intercepts are case stati sti cs and 
are captured via an ROt and ELSUR. (Note: For additional information on non-consensual 
monitoring, SAs should consult the Technical Operations Handbook (HSt HB 14-04), dated July 
14, 2014, or as updated). 

2.34 Offers in Compromise 

An offer in compromise occurs when a subject or business voluntarily agrees to pay duties 
and/or penalties, either prior to or after the issuance ofa penalty notice by CBP Office of Field 
Operations (OFO) Director of Field Operations (DFO). Voluntary tenders are reported in Case 
Management as offers in compromise. For Case Management purposes, offe rs in compromise are 
final enforcement stati stics. 

2.35 Participation Code 

Parti cipation refers to the role of an office in relation to an enforcement action such as an arrest 
or se izure. The level of participation in the enforcement action must be measurable in order to 
claim credit for the enforcement action and any subsequent enforcement results. Supervisory 
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personnel must be able to specifically articu late how their office personnel directly participated 
in the enforcement action. 

2.36 Penalty Issued 

A penalty issued refers to instances when a CBP OFO DFO issues a penalty notice for a civil 
vio lation of law. Penalties may also be issued based on CBP referra ls or may be issued by other 
agencies or departments including, but not limited to, DH S, the Department of Commerce, the 
Department of Justi ce, and the Department of the Treasury. Penalties may be issued to 
individuals, businesses, or both. CBP penalties are onl y issued by the DFOs in their respecti ve 
ports. Worksite fines are issued by HSI field offices. Penalties are entered in Case Management 
only by the office that conducted the investigation and referred the case for penalty action. 
Offices that conduct collateral investigations will not report the penalty unless their local fi eld 
office issues the penalty as a result of their co llateral investigation. For Case Management 
purposes, penalties issued are initial enforcement stati stics. 

2.37 Penalty Recovered 

A penalty recovered is a payment to CBP or ICE for the penalties or fines that have been issued 
based on a civil violation of law. Penalties may also be recovered by other agencies or 
departments based on CBP or ICE referral s. There must be a penal ty issued for a penalty to be 
recovered. For Case Management purposes, penalties recovered are final enforcement stati stics. 

2.38 Polygraph Examination 

A Polygraph Examination is a process that involves the monitoring and recording of respiration, 
electrodermal activity, cardiovascular activity, and poss ibly other parameters during which 
questions are presented to the examinee. The physiological recordings are analyzed to determine 
ifspecific and consistent responses are noted that research has identified to be associated with 
deception. For the purposes of Case Management, a Polygraph Examination conducted during 
the course of an HSI investigation is a case stati stic. 

2.39 Pre-Trial Diversion 

A pre-trial di version is a final di sposition of a defendant who has pleaded guilty to one or more 
charges and has been typically placed on a form of probation for a specified period of time. If all 
the conditions of the probation are met, the guilty plea is set aside. For Case Management 
purposes, a pre-trial diversion is a final enforcement stati stic. 

2.40 Principal Headquarters Officers 

The Principal Headquarters Officers (PHOs) are the HSI Executi ve Assoc iate Director, Deputy 
Executive Assoc iate Director, Assistant Directors, and Deputy Ass istant Directors. 

2.41 Program/Project Codes 
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Program/Project codes are used to associate Case Management data (e.g., hours, statistics, 
reports , etc.). with spec ific program/project areas and specific undercover or spec ial operations. 
Several program codes can be entered into one case, providing greater flexibility when querying 
Case Management. Program codes wi ll allow a case to be included in stati stical reports that focus 
on a particular program area. Program Codes should also be used across law enforcement 
systems (e .g. , (CM, EAGLE, SEA CATS, etc.) . 

(Note: The terms "Program" and "Project Codes" are used interchangeably in this document, as 
they are in HSIlaw enforcement systems). 

2.42 Purchase of Information/Purchase of Evidence 

Purchase of Information (POI)/Purchase of Evidence (POE) costs identify the amount of 
POIIPOE expenses for each investigation. (}!ote: For additional information on POI/ POE, SAs 
should consult the Informants Handbook [HSI HB 12-03], dated August 2, 20 12, or as updated). 

2.43 Referral for Prosecution 

A referral for prosecution refers to the date when a case is presented for prosecution. (}!ote: For 
additional information, SAs should consu lt the "ICM User Manual.") 

2.44 Search Warrant 

For the purposes of Case Management, a search warrant is a case statistic when an SA was the 
affiant or co-affiant on the search warrant application, or when the SA was instrumental in 
providing or developing the probable cause that was required to obtain the warrant. 

2.45 Seized Asset and Case Tracking System 

The Seized Asset and Case Tracking System (SEACATS) is the CBP-owned system used to 
document all se izures of tangible property. 

2.46 Seizures 

Seizures are the physical or constructive possession of property, real or personal , which may be 
held for forfeiture, for violation of law, or as evidence. Seizures will normally be claimed by the 
HSI office in whose AOR the seizure was made. For Case Management purposes, se izures are 
initial enforcement statistics. 

2.46.1 Seizure (with no value) 

A se izure with no va lue is a seizure in which the item does not have any monetary va lue. 
Examples of this type of seizure include drugs, photographs, and documents . A lthough these 
items wi ll normally require additional processing, there wi ll not be an automatic updating of the 
se izure disposition from the Fines, Penalties, and Forfeitures (FP&F) system. Final dispositions 
are required in Case Management for se izures of evidence. 
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2.46.2 Seizure (with value) 

A se izure with value is a seizure in which the item has monetary va lue. Examples = include 
currency, monetary instruments, vehicles, real estate, and jewelry. Final di spos itions are required 
in Case Management fo r all seizures with value. 

2.47 Statistics 

2.47.1 Case Statistics 

Case stati sti cs are acti vities and incidents that are attributable to a specific case. These stati stics 
are used by management to evaluate the producti vity of enforcement personnel, offi ces, and 
specific investigations. Case stati sti cs do not require association with final enforcement stati stics, 
but do require closing stati sti cs. 

2.47.2 Collateral Statistics 

Collateral statisti cs are used to account for case work that is conducted based on information 
provided by another HSI offi ce via a collateral case request. Collateral stati stics a llow an office 
to capture enforcement stati stics where the action occurred, in conjunction with the offi ce that 
initiated the case. 

2.47.3 Enforcement Statistics 

Enforcement stati stics can be initial, interim, and/or fina l. Stati stics are used to track activities 
and incidents that are attributable to specific cases. Enforcement stati sti cs are used by 
management to evaluate the producti vity of enforcement personnel, offices, and specific 
investigations. Final enforcement stati sti cs document the ultimate di sposition of initial 
enforcement stati stics. Cases cannot be closed in Case Management unless all initial enforcement 
stati sti cs are assoc iated with final enforcement stati sti cs. 

2.48 Sub-Category 

A sub-category is used to further define the broad investigati ve case categories. Each case 
category has several sub-categories that facilitate the querying of information in Case 
Management. 

2.49 Superseding Indictment 

A superseding indictment is an indictment that is returned by a grand jury subsequent to the 
return of a previous indictment. Superseding indictments are recorded as indictments in Case 
Management. No di stinction is made in Case Management between superseding indictments and 
original indictments. Only additional (new) charges (statutes) and counts will be added in Case 
Management when a superseding indictment is obtained. For the purposes of Case Management, 
an indictment is an initial enforcement stati stic. 
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2.50 Task Force Officer 

A Task Force Officer (TFO) is a law enforcement officer from another federal agency who 
supports HSI investigations, works under the direct supervision of an HSI supervisor, and needs 
access to Case Management. 

2.51 T Ees Portal 

TECS Portal is the information system used by CBP to perform their border security mission . 
TECS Portal interfaces with Case Management so that appropriate infonnation can be shared 
between ICE and CBP. 

2.52 Telecommunications Linking System 

The Telecommunications Linking System (TLS) is an application accessed from within Case 
Managementlhat stores ca~c-rclated telecommunications infomlation derived from investigative 
events. TLS links data with investigations, faci litates collaboration, and shares infonnation with 
other federal law enforcement agencies. TLS data is also accessible from within FALCON. 

2.53 Threat and Assault Investigations 

(b)(5) 
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HSI has the responsibility to investigate certain assault and threat activity as it relates to ICE and i 
CBP employees. t~ote: For further infonnation, sec u.s. Customs Service (USCS) Directive : 
1440-02IA entitled, " Investigation of Threats and Assaults and Protection and/or Relocation of j 
Threatened Employees and Family Members," dated September 13,2000, or as updated.L ________ J 
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Chapter 3. ROLES AND RESPONSIBILITIES 

The utility of e ase Management reli es on the conscientious efforts ofpersonnei at all levels in 
HSI. Each level of user has specific responsibilities with respect to Case Management. The 
fo llowing sections outli ne roles and responsibilities as they pertain to Case Management and 
general offi ce functions. 

3.1 Roles 

The fo llowing are key roles within Case Management. The list is not comprehensive. 

3.1.1 Agent 

The case agent creates cases, documents, and subject records, and performs searches in 
conjunction with investigati ve duties. 

3.1.2 Supervisor 

The "Supervisor" reviews and approves case actions, documents (including ROts), subject 
records, media, and hours reports submitted by hislher di rect subordinates. The supervisor can 
reassign cases between case agents reporting to himlher. 

3.1.3 Referral Manager 

The Referral Manager receives all collateral case requests and investigative referrals and routes 
them to the appropriate supervisor within his or her offi ce. 

3.1.4 SAC Approver 

The "SAC Approver" approves items requiring second-level approval , including specific 
documents, foreign language hours, electronic surveillance (ELSUR) authorizations, and 
sign ificant case reports (SCRs). The head of the office is responsible for designating a "SAC 
Approver" fo r these items. 

3.1.5 Headquarters Approver 

The "Headquarters Approver" approves items that require HSI Headquarters-level approval, 
including ELSUR authorizations and SCRs. 

3.1.6 System Control Officer (SCO) 

The "SCQ" creates , ass igns, and maintains user roles and offi ce profiles in Case Management. 
The SCQ has the ability to activate new users; set user roles in the system; make profile changes 
to users and offices; and transfer agents and cases between offices and supervisors. The SCQ has 
the authority to make changes fo r users within or below his or her assigned office leve l. 
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3.1.7 National System Control Officer (NSCO) 

The "NSCO" holds all sea capabilities for every offi ce across HSI. 

3.2 Responsibilities 

The fo llowing are responsibilities of HSI investigati ve personnel as they pertain to Case 
Management and general office function s. 

3.2.1 Case Agent 

This section will di scuss case agent responsibilities in the following areas: 

• Accuracy of information 
• Timely completion of reports 
• Timely entry of hours and stati stics 
• Completeness of case fil es 
• Proper storage and security of fi les 
• Completeness and maintenance of subject records 

3.2.2 Accuracy of Information 

The case agent is the primary individual responsible for the accuracy of Case Management 
information. This includes case hours, case and enforcement stati stics, and reports entered into 
relevant law enforcement systems. The accuracy of infonnation relating to investigations is of 
critical importance during all phases of a case. 

3.2.3 Timely Completion of Reports 

The case agent is responsible for the timely and accurate completion of case reports. Chapter 4 of 
thi s Handbook, entitled " Investigative Case Files and Reports," identifies specific time limits for 
the completion of reports. Case agents must submit these reports to their supervisor no later than 
the specified times. If a reporting time limit cannot be met, it is the responsibility of the case 
agent to di scuss the delay with the first-line supervisor. If appropriate, the first-line superv isor 
may extend the reporting time limits. 

3.2.4 Timely Entry of Hours and Statistics 

The case agent is responsible for the timely entry of hours and stati stics in Case Management. 
Posting hours and stati stics in an untimely manner will result in those hours and statistics not 
being included in certain management information reports. lnvestigative hours are required to be 
entered no later than the tenth working day of the next month. If thi s time limit cannot be met 
due to unforeseen circumstances, it is the responsibility of the agent to enter the hours as soon as 
poss ible. 
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Case and enforcement stati stics are required to be entered as soon as poss ible but no later than 5 
days after the occurrence of the enforcement activity or immediately upon receiving notification 
of occurrence. If thi s time limit cannot be met due to other investigati ve commitments, it is the 
responsibility of the case agent to di scuss the matter with the first-line supervisor. 

Initial enforcement stati stics include, but are not limited to, arrests (criminal and administrative), 
indictmentslinformations, seizures, and penalties (issued). 

Final enforcement stati sti cs include, but are not limited to, convictions; voluntary returns; turn­
overs to other agencies; court-imposed fines; nolle -pros; acquittals; dismissals; se izures that have 
been forfeited, destroyed, or returned; and penalties or duties that have been collected. 

Case Management will not allow cases to be closed unless all enforcement stati stics have final 
di sposition(s) reported and approved. 

3.2.5 Completeness of Case Files 

The case agent is responsible for ensuring that each case file is complete. This includes attaching 
relevant documents to the media tab of the case in Case Management, such as: 

• Court documents (e.g. , warrants, subpoenas, indictments, court orders, pleadings, etc.) 
• Agency documents (e.g. , immigration documents, customs documents, memoranda, 

letters, custody receipts, inventory sheets, monetary count sheets, etc.) 
• Investigati ve paperwork (e .g. , miscellaneous documents, photographs, fingerprint cards, 

investigati ve notes, photocopies, etc.) 

3.2.6 Proper Storage and Security of Files 

Case agents are responsible for the proper storage and security of all physical and electronic files 
that are in their custody, including case files, A-files, and other working files. All physical files 
must be maintained in a secure location and placed into locked storage when not in active use. 
All electronic files must be stored on approved encrypted media or must be encrypted when 
being transmitted via email or other means. 

Loss of sensitive case infonnation can result in danger to SAs, material witnesses, and 
confidential infonnants. Proper electronic security and media control procedures must be 
employed for files that are kept in an electronic format. (Note: See ICE Directive 4003.2, 
entitled, "Safeguarding Law Enforcement Sensitive Information," dated May 20, 2014, or as 
updated. For additional infonnation, see DHS 4300A, entitled "Sensitive Systems Handbook," 
dated November IS , 20 IS , or as updated). 

3.2.7 Transmission of Contents of Case Files 

Case agents may transmit case file information via email provided that any law enforcement 
sensitive information is encrypted. 
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3.2.8 Completeness and Maintenance of Subject Records 

The case agent who owns a subject record is responsible for ensuring that the subject record is 
complete (see Section 4.1.9). This includes adding all identifiers (i.e., driver ' s li cense numbers, 
FBI numbers, Social Securi ty numbers, etc.), as well as all re lated phone numbers, addresses, 
etc. Subject records must be updated with current and accurate infonnation as it becomes 
available. Whenever practical , the case agent should add a photo of the subject. 

3.3 First-Line Supervisor 

The first-line supervisor's duties are discussed in the following sections: 

• Verify ing adherence to policies and procedures 
• Promptly reviewing and approving/disapproving reports, stati stics, media, and hours 
• Evaluate necess ity of co llateral requests 
• Providing advice and direction 
• Conducting periodic case reviews 
• Assigning an acting supervisor 
• Ensure case hours logged are as accurate as possible 

3.3.1 Verifying Adherence to Policies and Procedures 

First-line supervisors are responsible for ensuring that enforcement personnel under their 
supervision are conducting investigations in compliance with applicable policies and procedures. 
First-line supervisors must ensure continuity of investigations, which includes reass igning open 
and pending cases to another SA in the event of an originating SA's transfer, retirement, or 
resignation. This includes any subject records which have law enforcement or investigative 
value. Any standalone subject records not meeting the above criteria must be archived by the 
owner prior to their departure. 

3.3.2 Promptly Reviewing and Approving/Disapproving Reports, Statistics, and Hours 

First-line supervisors are responsible for entering their own case hours as we ll as for 
reviewing/approving/disapproving reports, statistics, media, and hours in Case Management for 
case agents under their supervision. Supervisors must ensure that reports are well written and in 
compliance with the app licable standards regarding format and content. Supervisors are required 
to perfoml a "quality control" role for the reports and data they review and approve/di sapprove. 
Quality control includes verifying the accuracy and clarity of the data, ensuring that all codes and 
fie lds are entered correctly, excluding reports containing sensitive infonnation that should not be 
entered in Case Management, and vetting assoc iated documents. The review of reports , stati stics, 
and hours must be approved by the first-line supervisor as soon as poss ible, but not to exceed 5 
business days after they are submitted. 
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3.3.3 Evaluate Necessity of Collateral Requests 

First-line supervisors are in the best position to evaluate the necess ity of collateral requests that 
seek assistance from other HSI offices. Supervisors should request collaterals from other offices 
only when the requested action(s) cannot be done in their own office. Because some offices can 
be inundated with collateral requests for assistance, supervisors must exercise good judgment 
when approving collateral requests. Prior to forwarding a collateral request that will result in 
work by another office, the first-line supervisor should contact and di scuss the request with his or 
her counterpart in the receiving office. 

3.3.4 Providing Advice and Direction 

First-line supervisors are responsible for providing advice and direction to the personnel they 
supervise regarding Case Management issues. Depending on their level of experience, case 
agents will require guidance regarding how to establish and achieve investigative goals. Advice 
and direction should be provided through routine oral and written communications and through 
periodic case reviews. Supervisors must also work in concert with more senior SAs to ensure that 
SAs with less experience receive appropriate guidance. 

3.3.5 Conducting Periodic Case Reviews 

First-line supervisors are required to review the case file , including but not limited to case 
openings, modifications, and closings. In addition, first-line supervisors are required to ensure 
that cases are properly updated during case reviews. 

The case review functionality in Case Management assists first-line supervisors during periodic 
case reviews, which are conducted at a minimum every 120 days or more frequently, as needed, 
or as mandated by the SAC. When conducting a case review, the first-line supervisor is required 
to provide narrative comments, recommendations, and/or investigative objectives which will 
provide the case agent with clear guidance and direction on how best to proceed with the 
investigation. Case reviews, to include supervisor comments, are captured in the case index. 

3.3.6 Assigning an Acting Supervisor 

First-line supervisors are required to des ignate an acting supervisor in Case Management when 
they are not able to fulfill Case Management duties due to scheduled leave or other 
circumstances. The acting supervisor must assume the roles, rights, and responsibilities of the 
individual for whom they are acting for a specified period of time. 

In instances in which the supervisor is on extended leave (e.g. , TOY, medical leave, vacancy, 
etc.), the identified long-term acting supervisor should be assigned the supervisor role. This 
includes receiving all direct reports, supervised cases, and supervi sed records from the previous 
supervisor. 

3.4 Mid-level Field Managers 
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The duties of mid-level fie ld managers (e.g., DSACs, ASACs, RACs, and des ignees) are 
di scussed in the following sections: 

• Veri fy ing adherence to policies and procedures 
• Establi shing local offi ce policies 
• Coordinating office and SAC communications 
• Coordinating investigati ve acti vities with other offices 

3.4.1 Verifying Adherence to Policies and Procedures 

Mid-level field managers are responsible for ensuring office adherence to applicable policies and 
procedures. They should not assume that first-li ne supervisors are consistently requiring their 
personnel to adhere to policies and procedures. Small but important detail s can easily be 
overlooked. Periodic spot checks and a vigorous internal controls program can aid mid-level 
field managers in determining adherence to policies and procedures. 

3.4.2 Establishing Local Office Policies 

Mid-level fi eld managers are responsible fo r establishing local office policies and procedures 
that implement the AOR and national policies and procedures. These local policies can be more 
restrictive but not less restrictive than the SAC's AOR policies. Local policies must be clearl y 
documented and access ible to case agents in the offi ce. 

3.4.3 Coordinating Office and SAC Communications 

Mid-level field managers have primary responsibility for coordinating communications between 
the SAC offi ce and sub-offices. Mid-level field managers are responsible for providing routine 
and periodic briefings and updates to their SAC. 

3.4.4 Coordinating Investigative Activities with Other Offices 

As Referral Managers or their des ignee in Case Management, mid-level field managers (or their 
des ignees) are responsible for receiving collateral cases and investigati ve referrals from other 
HSI offices, and routing them to the appropriate supervisors within their offi ces. 

3.5 Special Agents in Charge (SACs) 

The SACs ' duties are discussed in the following sections: 

• Maintaining oversight of policies and procedures 
• Establi shing AOR policies 
• Coordinating headquarters and fi eld communications 

3.5.1 Maintaining Oversight of Policies and Procedures 
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SACs are responsible fo r ensuring oversight and implementation of the policies and procedures 
relating to Case Management. For example, as a SAC Approver in Case Management, the SAC 
or hi s/her designee must ensure that SCRs are routed to the appropriate Headquarters 
Approver(s). 

3.5.2 Establishing AOR Policies 

SACs are responsible for establishing AOR office policies and procedures that implement 
national policies and procedures. These AOR policies can be more restrictive but not less 
restrictive than national policies (e.g., SACs are permitted to establish more restri cti ve time 
frames than those set in thi s Handbook). Local policies must be clearl y documented and 
accessible to case agents in the AOR. 

3.5.3 Coordinating Headquarters and Field Communications 

SACs have primary responsibili ty fo r coordi nating communications between their office and 
Headquarters. Routine and periodic briefings and updates to Headquarters are the responsibili ty 
of the SACs or des ignees. 

3.6 Assistant Director over Case Management (AD) 

The ADs' duties are di scussed in the following sections: 

• Supporting fi eld offi ces 
• Veri fy ing adherence to policies and procedures 
• Monitoring case acti vity 
• Responding to requests for information 

3.6.1 Supporting Field Offices 

ADs are responsible fo r ensuring that SACs receive necessary and appropriate Headquarters­
level support, based on the availability of resources. The most important role of Headquarters is 
to support the SACs. Headquarters personnel also provide fi nal approval of key enforcement 
documentation, such as SCRs, ELSURs, and Assault Threat Reports (ATRs). 

3.6.2 Verifying Adherence to Policies and Procedures 

ADs will maintain a level of oversight to veri fy that SACs are properly complying with national 
policies and procedures. This oversight function by Headquarters is essential to validate that 
SACs are being held accountable fo r adherence to national policies and procedures. 

3.6.3 Monitoring Case Activity 

ADs will maintain a level of oversight to monitor SAC case activity in their AOR. PHOs must be 
aware of sign ificant developments in the major investigations that are be ing conducted by SACs. 
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3.6.4 Responding to Requests for Information 

ADs are responsible for properly responding to various requests for information that are received 
by HSI Headquarters. When appropriate, Case Management is reli ed upon to respond to these 
requests for information. Efforts must be made to coordinate these requests with the field offices. 
Requests for information may be coordinated with the SACs. 

3.7 Case Initiation 

The Case Initiation section will discuss the following areas: 

• Case number assignment 
• Investigati ve case categories 
• Types of investigations 
• Vehicle acc ident investigations 
• Distribution 

3.7.1 Case Number Assignment 

HSI case numbers are normally drafted by case agents and forwarded to fi rst-line supervisors for 
approval. Once the first-line supervisor approves the case number in Case Management, the case 
is ass igned the next sequential case number ava ilable. The case number consists of 14 characters 
as follow s: 

(b)(7)(E) 
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b)(7)(E) 

3.7.2 Types of Investigations 

Case Management primaril y focuses on four types of investigations: 

• Fonnallnvestigations 
• Co llateral Investigations 
• Investigati ve Referrals 
• Umbrella Investigati ve Acti vities 

3.7.2(1) Formal Investigations 

Formal investigations are opened when it has been determined that violations have occurred or 
are likely to occur. 

3.7.2(2) Collateral Investigations 

Collateral investigations are investigations which are opened in more than one HSI offi ce and 
which focus on the same or rel ated investigati ve targets. The HSI office that first opens the 
investigation will assign the originating offi ce case number. It is imperative to the integrity of 
Case Management that non-originating offi ces use the collateral case number generated by the 
ori ginating offi ce's co ll ateral request. Failure to comply with thi s procedure severely limits the 
ability to properl y analyze the information contained in Case Management. 

Examples of Collateral Case Numbers: 

MI070R16NY00090-Collateral Case 
NY070R16NY00090-0riginating Case 

Collateral investigations are used to request spec ific investigati ve case acti vities from another 
HSI office . All co ll ateral investigati ve requests for ass istance must be completed by the receiving 
offi ce in a reasonable and ti mely manner. Offices receiving requests for assistance must be 
responsive within 30 days from the date the originating collateral request was approved. If 
there is a perceived need to have a collateral request for ass istance expedited, the first·Iine 
supervisor who approved the coll ateral request may contact the first· line supervisor in the 
receiving office in an effort to coordinate the expeditious handling of the collateral request. 

Collateral cases are electronica ll y sent from the originating HSI offi ce to the rece iving HSI office 
via Case Management. Care must be taken when selecting the destination offi ce for co ll ateral 
requests in Case Management. Collateral requests cannot be re· routed once they have been 
routed to the rece iving offi ce. 
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It is critical to report collateral case stati stics properly in order to avoid duplicate stati stics. The 
same statistic should not be attributed to more than one investigative case as duplication can 
skew reporting to HSI Headquarters, agency leadership, Congress, and other key stakeholders. 

3.7.2(3) Investigative Referrals 

Investigative referral s are used to forward information received by an HSJ office to another 
appropriate HSI office. Referrals may be general in nature (unlike specific collateral requests) 
and may be categorized primarily as tips or general non-specific case-related leads. Referral s 
may involve a general type of information that do not result in collateral investigations. Unlike 
collateral requests, the receiving office has the di scretion of deciding whether or not an 
investigative lead is actionable. 

3.7.2(4) Umbrella Investigative Activities 

Umbrella investigative activities (e.g. , FY 17 assistance to the state police) are investigative 
activities not associated with a specific investigation. Typically, umbrella investigative activities 
are not specific enough to warra nt the opening of a fonnal investigation. Often, an investigation 
begins as a general investigati ve activity and develops into a formal investigation, which mayor 
may not generate one or more co llateral investigations. 

Case Management contains several investigate categories. These categories are to be utilized in 
the preparation of monthly hours reports that contain umbrella investigative activities. 

Umbrella investigations must be closed in the fi scal year in which they are opened. The inclusion 
of arrests or seizures in umbrella cases should be di scouraged. 

3.7.3 Vehicle Accident Investigations 

Government vehicle accident investigations conducted by HSJ are reported using Case 
Management. Case Management non-suspect subject records will be created only on the non­
DHS individuals involved in the accident, regardless of who is believed to be at fault in the 
acc ident. Under no circumstances will a subject record be created for an agent/officer 
because of involvement in a government vehicle accident. The subject records on the other 
individual(s) involved will be linked to the ROJ that documents the investigation. The primary 
purpose for capturing thi s information is to assist Office of the Principal Legal Advisor attorneys 
who may be required to represent the government in legal proceedings. For more specific 
infonnation, consult the applicable vehicle management and local policies. 
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Chapter 4. INVESTIGATIVE CASE FILES AND REPORTS 

In conducting investigations, HSI case agents are required to record all acti vity and document all 
information using case fil es. Investigative case fil e organization will be di scussed in the 
following sections: 

• Case fil e composition 
• Case fil e security 

4.1 Case File Composition 

The case file refers to the electronic co ll ection of all infonnation that pertains to a case, including 
but not limited to subject record(s) , documents (e .g. , ROI s) , hours, stati stics, and select media 
that is associated with a case. The case file includes documentation from the inception of a case 
to its conclusion. HSI uses case fi les to manage all investigative acti vities, as well as for 
personnel and administrati ve matters. 

Case Management provides the abili ty for HSI case agents to create case documents and submit 
them through an electronic workflow process. Supervisors, reviewers, and others involved in the 
approval process can approve the insertion of documents into the appropriate electronic case 
files . Upon approval , Case Management seri alizes and records the documents as part of the 
offi cial case file. 

While all documents should ex ist in the electronic case file, certain types of documents must al so 
be maintained in their original form in the event that a case is adjudicated. Original documents 
should be kept in a work fil e and archived when the case is closed (See Section 4.2). 

The fo llowing sub-sections prov ide details about the composition of electronic case fil es . 

4.1.1 Case Records (Case Management) 

Electronic case files in Case Management are referred to as case records. Case Management case 
records are used to organize and link all records and documents assoc iated with HSI 
investigations. Every data fie ld must be completed in a case record if the information is known. 
Case agents and supervisors are required to update their case records as necessary. 

First-line supervisors are required to rev iew case openings, modifi cations, and clos ings. In 
addition, first-line supervisors are required to ensure that cases are properl y updated during case 
reviews. The included case title must be as specific as possible (e.g. , a person, business, or 
organization). Cases should not be named after certifi ed undercover operations. General 
statements such as " theft of merchandise," vehicle registration numbers , or vessel names should 
not be used as case titl es. Incomplete case titles must be updated as more specific information is 
developed on the subject(s). 

4.1.1(1) Cases Opened in Error 
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Cases created and approved in error, even when no documents have been created, require a 
"Closing"' ROI and at least one hour posted to the case. 

4.1 .1(2) Time Limits for Opening Case Records 

Cases must be opened in Case Management as soon as possible, but no later than the end of the 
fifth business day after the investigation has been initiated. The first-line supervisor must 
approve any exceptions to this policy. 

4.1.1(3) Automatic Creation of Collat eral Cases 

Case Management automatically sends a draft collateral case to a receiving HSI office. The 
receiving office referral manager is required to assign the collateral request to a first-line 
supervisor. Once the first -line supervisor receives the collateral request, the first-line supervisor 
must open and approve the case within 5 business days. Once the case is approved, it can be 
assigned to a specific case agent. Offices receiving requests for assistance must be responsive 
within 30 days from the date the originating collateral request was approved. (See Section 
3.7.2(2)).All policies pertaining to regular cases in Case Management apply 10 collateral cases. 

4.1 .1(4) U)dating OC DETF Cases 

Once a case is approved by an Organized Crime Drug Enforcement Task Force (OCDETF), the 
specific date of acceptance and the OCDETF assigned case number must be entered in the 
appropriate places in the cases. It is important to update the cases with the OCDETF number 
within 30 days of approval in order to ensure timely reimbursement of investigative expenses 
and statistical recognition for the OCDETF program. iliote: Enforcement statistics and expenses 
for category 13 cases arc applied to the OCDETF program if they occurred after, or 30 days prior 
to, the date of approval by the core-city OCDETF. Enforcement statistics and expenses for 
category 02 and all other case categories arc applied to the OCDETF program if they occurred 
after or up to 90 days prior to the date of acceptance by the OCDETF). 

4.1.1(5) Updating Other Special Interest Fields (Joint Terrorism Task Forces (JITFs), 
Title 21 , etc.) 

In instances where the investigation involves a special interest field, case agents will ensure that 
these cases are properly designated. It is also case agents· responsibility to ensure that cases are 
updated if there arc any changes in case status. 

i 
i 
i 
i 
i 
i 
: 
! 
: 
i 
i 
i 
i 
i 

~ . 1.1 (6) Sign ifica n tim pact Question( ____________________________________________________________________ 1 
Insert language 

4.1.1(7) Case Management Case Review 

The case review assists the first-line supervisor and will be conducted every 120 days at a 
minimum. During or subsequent to the case review, the first -line supervisor is required to 
provide narrative comments, recommendations, and/or investigative objectives in Case 
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Management. These comments provide the case agent with clea r guidance and direction on how 
best to proceed with the investigation. 

4.1.1(8) Case Index 

The case index in Case Management serves as an automated chronology of the actions served on 
the case. Case agents and supervisors can manuall y enter entries in the Case Management case 
index, but are not required to do so. 

4.1.1(9) Access Levels 

Subject records linked to Case Management case records may be restricted by access leve l. 
Access levels on Case Management subject records determine which groups of Case 
Management or extemalusers may view the subject records. In general , the access level of HSt 
subject records must allow as many users as practi ca l to view the records. The access level is 
determined by the sensitivity of the in formation contained in the subject record and by the 
security needs of the investigation. HSI should not arbitrarily restri ct access to subject records. 
HSI has the option of allowing greater access to subject records, while at the same time 
restricting access to their related source documents, such as ROts. All records that have been 
restricted to specific users will be updated to a lower-level of case restriction upon case closure. 

4.1.1(10) Distribution 

Case Management case records allow for the inclusion of country codes in an effort to identi fy 
other HSI offices that may be interested in an ongoing investigation. Country codes are defi ned 
at the offi ce level (e.g. , MEX for Attache Mexico). If a three-character country code is included 
in the appropriate place in aca Case Management case record or document, the case record or 
document will be visible in the di stribution tab for the identi fied offi ce. It should be noted that 
only the record/document in which the country code is applied will be di stributed. This 
procedure allows one HSI office to automatica ll y keep other interested HSt offi ces up to date on 
ongoing investigati ve acti vities. This procedure does not replace the need to properly coordinate 
investigati ve acti vities between offices via other means of communication. 

4.1.1(11) Significant Event Notification System 

Even though they are not a part of Case Management, Signi ficant Event Noti fica tion (SEN) 
records must be included in the case file. (See the applicable ICE policy on SEN for more 
information). Approved SEN reports must be saved as a PDF and uploaded as part of the 
electronic case file in ICM. 

4.1.2 Reports of Investigations (ROIs) 

Case agents and first-line supervi sors must be cognizant of the importance of ensuring that ROts 
are properl y written and provide the most accurate in fo rmation possible. 
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4.1.2(1) Purpose of the ROI 

The ROJ is llsed to document investigative activities, to document results of an investigation, and 
to report on collateral requests to and from other offices. ROt s can be entered against an open or 
pending casco The ROJ provides a narrative description of information received or sign ificant 
action (i.e. , investigati ve findings, surveillance, sea rch warrants etc.). 

4.1.2(2) General Guidelines 

ROts describe the who, what, where, when, how. and why of an investigation. ROts must be 
written in the third person. The author of the ROJ must not lise indeterminate or pass ive 
language. Once approved in l eM, the ROJ generates an electronic signature, which documents 
the date, the case agent, and the approving supervisor. If an acting supervisor approved the ROJ 
in tCM, the name of the acting supervi sor wi ll appear on the ROJ as the approving supervisor. 
As electronic submiss ion by the author and approval by their supervisor denotes approval of the 
ROJ , it is not necessary to have either party phys ically sign a hard copy of the ROJ. A physical 
signature may be required by some United States Attorney Offices 

When writing the ROl, the information should be presented in chronological order according to 
when the activity occurred. Whenever possible, paragraphs should begin with statements such as: 
"On January 21 , 2016, at approximate ly 10: 35 p.m . . .. " The case agent must normally refrain 
from including subjective comments, conclusions, and opinions in ROJ s. The most common 
exception to thi s policy involves Customs Broker License investigations where the investigator is 
required to provide recommendations to CBP based on hi slher investigative findings, ifany. 
(Note: For further information, see U.S. Immigration and Customs Enforcement "Style Guide" 
dated October 2009, or as updated). 

4.1.2(3) Case Statistics-Generating ROls 

Certa in types of ROts generate stati stics towards a case. As with all stati stics, it is imperative that 
case statistics-generating ROts be recorded accurately to support the strategic infonnation needs 
of the agency. ROls that generate stati stics include (codes included): 

• W - Search warrants 
• 6 - Electronic media 
• N - Computer forensics 
• 9 - Title III 
• Q - Grand jury information 
• E - Polygraph examinations 

4.1.2(4) Confidential Informants 

The first page or synopsis of all ROls containing information provided by confidential sources of 
information must be included in the source file. Initial source documentation ROI s must contain 
specific information that has been provided by the source. Every report that refers to a 
documented informant should be referred to by the assigned infonnant number and a copy 
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should be placed in the source file. (For additional information on confidential informants, see 
the lnformants Handbook (HSI HB 12-03), dated August 2, 2012, or as updated.) 

4.1.2(5) Timeliness of Reporting 

The opening ROJ will be written within 20 business days after the case is opened in Case 
Management. Subsequent ROI s which report significant activities must be written as soon as 
practi cal after the conclusion of the investigative activity described in the report . 

Investigati ve activities should be promptly documented in ROJs while the events are clear in the 
memory of the writer. In addition, the same concept should apply to first-line supervisors when 
reviewing and approving submitted reports. Supervisors are required to approve any ROls 
submitted for review and approval as soon as possible. 

Any exceptions to these requirements must be approved by the fi rst-line supervisor. 

4.1.2(6) Synopsis 

The purpose of the synopsis is to provide an overview of the investigation and the purpose of the 
report. 

The first paragraph should make a brief statement concerning the nature of the investigation, 
including the violations, violators, sources of infonnation, time frames, and other agency 
parti cipation. The second paragraph should contain a brief explanation as to the content of the 
parti cular report. 

The synopsis is limited to a maximum of 16 lines. The synopsis may evolve as the case develops. 
If an ROT only includes a synopsis, the synopsis should include case status, whether it be 
ongoing, pending, or closed. 

4.1.2(7) Details of the Investigation 

There is no requirement to enter "Detail s of Investigation" in the body of the ROI tex t. This is 
added automatically from lCM . Lengthy ROJs which attempt to report investigati ve activities 
over several months of the investigation should be avoided. 

Fi rst-li ne supervisors should be cognizant of the importance of ensuring that ROI s are properly 
written and provide the most accurate information poss ible. 

4.1.2(8) Removal ofROls from Case Management 

The removal of ROl s from ICM is conducted only in extreme circumstances, such as those that 
may compromise the integrity of an undercover operation or threaten the life of an agent/officer 
or an informant. With appropriate justi fication, authori zed Headquarters personnel may remove a 
previously-approved ROJ from ICM. 
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In order to request the removal of an ROI , the SAC must send a written request to the 
appropriate AD and/or hi s/her des ignee. The request must state the spec ific reason(s) for 
requesting the removal of the ROJ. 

If the request is approved, the SAC or hislher designee is responsible for ensuring that the 
origina l (approved) copy is maintained by the office. The orig inal approved ROI will not be 
destroyed after the ROI is removed and must be maintained for presentation during the di scovery 
process, if required. The removed ROI number will not be rei ssued to a subsequent ROJ. ROls 
will not be removed due to factual , spelling, or grammatical errors. If approved ROI s contain 
these types of errors, the case agent shall make the necessary corrections and then re-upload the 
ROI as a new ROJ. The new ROI should contain a sentence at the end of the synopsis identifying 
the new ROI as a replacement ofa specifically identified prior ROI that contained errors. 

The removal of an ROI will be decided on a case-by-case basis by the AD or hi s/her des ignee. 

4.1.3 Classified Information and Certain Sensitive Documents 

Class ified infonnation will not be included in any ROI or document within ICM. Case agents 
need to be cognizant of the fact that certa in sensitive documents are not to be included in the case 
file or referenced in ROls (i.e., sensitive HSI, FBI, DEA, and/or DOD, financial documents, 
etc.). 

4.1.4 Grand Jury Material 

Grand Jury Material cannot be stored in the electronic case file. Therefore thi s infonnation will 
not be included in an ROt. To record status, a case agent should document the return of Grand 
Jury Material and an analys is of material within it. Grand Jury Material must be handled in 
accordance with the procedures outlined in Rule 6(e) of the Federal Rules of Criminal Procedure. 

4.1.5 SEACATS S/AIS 

SEACATS is used to document all seizures of tangible property. Enforcement activities that are 
reported as SEACATS S/AIS must also be reported in ROl s. SEACATS S/AIS do not replace the 
need to write ROls. (Note: For detailed infonnation, consult the "Seized Asset Management 
Enforcement Procedures Handbook," dated July 2011 , or as updated.) 

4.1.6 Mandatory Adoption ofCBP-Generated SEACATS S/AIS 

CBP-generated incidents should be adopted within 10 business days . It is inappropriate to adopt 
only a portion of the SEACATS SIAJS. For example, case agents must adopt both the Seizure 
and Arrest. Any exceptions to these requirements must be approved by the first-line supervisor. 

4.1.7 Case Management Incident Reports 

The Case Management incident report is used to document arrests, seizures, and enforcement 
stati stics. They can be entered directly in Case Management or created by importing EAGLE 
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events or adopting SEACA TS incidents. Case Management incident reports must be entered to 
accurately capture enforcement stati stics. 

4.1.8 DHS-J9J Privacy Act Disclosure 

The DHS-1 9 1 Privacy Act Disclosure is used to document the disclosure of information from 
ICM . The disclosure report is associated with the applicable Case Management document. A 
separate ICM disclosure report must be completed fo r each subject ofa Privacy Act di sclosure. If 
a di sclosure which is reportable under the Privacy Act is made, then a Privacy Act Disclosure 
Report must be completed and attached to the media tab of the case in Case Management. The 
DH S- 19 1 Form is ava ilable on HSrNet. 

4.1.9 Subject Records 

Subject records are created in ICM to document HSI interest regarding individuals, entities, or 
items. They may be linked in Case Management to cases or documents such as ROls, ELSURs, 
and Case Management incident reports. Subject records are automatically published to CBP's 
TECS Portal and should be linked to all HSI-initiated SEACATS SINS. 

Case agents are responsible for ensuring the subject records they own are as complete as possible 
fo r Case Management purposes. This includes adding all identi fie rs (i.e., Driver's License 
Numbers, FBI Numbers, Social Security Numbers, etc.), as we ll as all related phone numbers, 
addresses, etc. Whenever practica l, the case agent should also add a photo of the subject. 

Multiple subject records on the same indi vidual, enti ty, or item may be created for a specific 
purpose, but should be avoided whenever poss ible. 

4.1.9(1) Updating and Maintaining Subject Records 

It is the responsibility of the subject record owner to ensure that the most current information 
available is included in subject records. Subject records must be updated with current and 
accurate in fo rmation as it becomes known. 

Appropriate maintenance of subject records includes linking records to a case whenever poss ible. 
Agents should create standalone records for investigated subjects who are not associated with a 
case at the time of creation. 

4.1.9(2) Transferring and Archiving Subject Records 

It is the responsibility of the subject record owner to transfer or archive records prior to leaving 
an offi ce. During offi ce transitions, subject records that are actionable or that still have 
investigati ve value should be transferred to a local owner. Standalone records that are no longer 
actionable or that do not have investigati ve va lue can be archi ved. 

First-line supervisors must ensure that investigations and subject records are reass igned to 
another SA in the event of an originating SA's relocation, retirement, or res ignation. 
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Whi le subject record owners are responsible for transferring or archiving their own records, 
SCOs and supervisors should facil itate the process when necessary. 

4.1.9(3) Access Levels 

Access levels on Case Management subject records detennine which groups of ICM or external 
users may view the subject records. In general , the access level ofHSI subject records should 
allow as many users as practical to view the records. The access level should be determined by 
the sensitivity of the information contained in the subject record and by the security needs of the 
investigation. HSI should not arb itrarily restrict access to subject records. HSI has the option of 
allowing greater access to subject records, while at the same time restricting access to their 
related source documents, such as ROls. All records that have been restricted to specific users 
will be updated to a lower·level of case restriction upon case closure. 

4.1.11 Case Management ELSUR 

The Case Management.generated Electronic Surveillance (ELSUR) is used to request 
authorizations, grant authorizations, and submit reports of use/non·use for consensual electronic 
surveillances. 

The ELSUR is typically initiated by the case agent and subsequent ly submitted for approva l to 
the first· line supervisor and the appropriate SAC and/or Headquarters Approver. The ELSUR, 
like other Case Management documents, is linked to the case and subject records. 

The ELSUR is used for all fonns of electronic surveillance. Prior to conducting nOIHelephonic 
and telephonic consensual electronic surveillances, approva l must be granted by the SAC or their 
designee, and concurrence must be received from a U.S. Attorney. An ELSUR request for 
authorization must be submitted for both exigent and non-exigent consensual non·telephonic 
electronic surveillances. In the cases of exigent circumstances, please refer to the HSI Technical 
Operations Handbook 14·04 (verify) dated July 2 1, 20 14, or as updated. 

Reports of use/non·use for both telephonic and non·telephonic authorizations are initiated by the 
case agent after the authorization time period has expired. The reports of use are submitted for 
approval via Case Management to the first·line supervisor, the SAC or their designee, and 
ultimately the Headquarters Approver. Reports of use In on· use are required to be entered into 
ICM no later than 5 business days after the expiration of the reporting period. 

Recordings or other intercept data generated from ELSUR authorizations are government created 
electronic evidence and have specific storage and safeguard requirements. (See the Technical 
Operations Handbook (HS I HB 14-04), dated July 21,20 14, or as updated .) 

4.1.12 Confidential Source Payment and Benefit Transaction Receipt 
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Payments and benefits to confidential sources shall not be documented in an ROJ. ~ For 
additional information on confidential informants, see the In fonnants Handbook [H SI HB 12-
03], dated August 2, 201 2, or as updated.) 

4.1.13 Investigative Notes 

All investigati ve notes will be retained by the case agent in an envelope labeled "Investigati ve 
Notes" that includes the case number and date of closure. Notes taken by a case agent while 
interviewing a potenti al witness, an informant, a suspect, or a subject of an investigation are 
subject to discovery. Failure to produce these notes, even due to good faith loss or destruction, 
could result in the di smissa l of a criminal case. Case agents must preserve such notes, even if 
their contents have been subsequently documented in an ROT . 

Court decisions require that investigative notes be retained in the same manner as interview 
notes. Therefore, all notes made during investigati ve operations which could contain infonnation 
that may ultimately be included in fo rmal reports or which record events about which 
enforcement personnel may later testi fy must be retained. Court documents, including 
investigati ve notes, should be uploaded as media in the Case Management case record within 20 
business days. 

The notes taken by informants to ass ist in their reporti ng of information to a case agent must be 
preserved. 

4.1.14 Court Documents 

Court documents routinely saved in the case fil e include affidavits, court orders, criminal 
complaints, indictments, search warrants, arrest warrants, subpoenas, and judgment and 
committal orders. Court documents must be uploaded as media to the case fi le within 10 business 
days. Any exceptions to these requirements must be approved by the first-line supervisor. 

4.1.15 Original Documents 

All original documents that are assoc iated with an investigati ve case will be uploaded to the 
Media tab, including Waiver Rights Forms, Suspect Total Lineups, Search Warrant Inventori es, 
Change of Custody Forms, and any other source documents (See Section 3.2.5). The documents 
must be uploaded to the case file within 10 business days. Any exceptions to these requirements 
must be approved by the first-line supervisor. 

4.1.16 Capturing Biometrics 

All subjects arrested by enforcement personnel must be recorded electronically in EAGLE. 
Biometrics may be captured directl y or imported electronically. In no circumstance should an 
arrest not captured in EAGLE be recorded in Case Management. Biometrics must be recorded in 
Case Management within 10 business days of an arrest. Any exceptions to these requirements 
must be approved by the first-line supervisor. 

Case Managemel1l Handbook J2 
FOR OF r .ONL Y 

Augusll. 1017 LA II' ENFORCEMENT SENS 

2018· ICLI·00009 1702 

001702epic.org EPIC-17-08-14-ICE-FOIA-20180703-4thInterim-Production-pt2



4.1.17 Photographs and Video 

Photographs of arrestees, suspects, surve illance photographs, and other photographs of 
evidentiary value will be placed in the electronic case fi le. Photographs should also be attached 
to appropriate subject records and other case documents. Whenever possible, at least two frontal 
and one profil e photographs will be taken of each person arrested. 

When video of evidentiary value is ava ilable, video should also be attached to cases, documents, 
and/or subject records. 

Photographs and videos must be uploaded as media to the case fil e within 10 business days. Any 
exceptions to these requirements must be approved by the first-line supervisor. 

When applicable, photographs and/or videos within the electronic case fil e can be utilized for a 
di scovery package. Under no circumstances will child pornography or other contraband be 
uploaded to the media section. 

4.1.18 Other Media 

Case-specific media is not limited to photographs and/or video. Media should also include 
documents or any other media fo rmat that can be digitally attached to a case, document, and/or 
record. Media must be uploaded to the case fil e within 10 business days. Any exceptions to these 
requirements must be approved by the first-line supervisor. 

(Note: The Media tab is not a repository fo r digital evidence. Case agents are prohibited from 
uploading classified information and child pornography. Digital ev idence will be maintained in 
accordance with existing policies in the following handbooks: 
I) Computer Forensics Handbook (HSI HB 11-01), dated April 27, 2011 , or as updated; 
2) Child Sexual Exploitation Investigations Handbook (HSI HB 12-05), dated November 19, 

201 2, or as updated; 
3) Asset Forfe iture Handbook (H SI HB 10-04), dared June 30, 2010 or as updated); 
4) Cyber Crimes Investigation Handbook (HSI HB 11-03), dated August 9, 2011 , or as 

updated.) 

4.1.19 DHS-59 Fugitive Report 

The DHS-59 Fugitive Report is typically completed on all HSI fugitives by the case agent and 
subsequently approved by the SAC or des ignee. This report must be completed as soon as 
poss ible but no later than the end of the first business day after the need for the report has been 
establi shed. Fugitive reports are completed when efforts to arrest a defendant who has been 
formally charged in an HSI investigation have fa iled. (See Section 2.2 1 for a definiti on of 
"Fugitive.") 

Fugitive reports are completed fo r any of the fo llowing reasons: initial entry, entry modification, 
and entry cancellation. Case agents must ensure that HSI fugitives are entered into the National 
Crime Information Center (NCIC) database. The case agent ensures that copies of the fugitive 
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reports are sent to the SAC Fugitive Coordinator, who distributes copies to the HSI National 
Fugitive Program Manager in Headquarters, and to the Law Enforcement Support Center 
(LESC). The origina l fugitive report wi ll be maintained in the origina l case file. 

Fugitive reports must contain as much identifying information as possible in an effort to facilitate 
the arrest of the subject and to assist law enforcement personnel in properly verify ing whether or 
not a subject in their presence is truly the fugitive being sought. Whenever possible, a 
photograph and a set of fingerprints should be attached to the copy of the fugitive report that is 
sent to the I-ISI National Fugitive Program Manager. 

The I-ISI case agent is responsible for ensuring that Case Management and NCIC fugitive records 
are cancelled whenever appropriate. If the person is no longer a fugitive, for whatever reason, a 
cance llation must be completed. (Note: For more information, consult the Fugitives Handbook 
[HSI HB 15-06], dated November 23, 2015, or as updated). 

4.2 Case File Security 

4.2.1 Work File Storage 

Working files will be stored in an approved storage container in a location designated according 
to local office policy. (Note: Refer to DHS Management Directive I 1030. 1, "Physical Protection 
of the Facilities and Real Property, "dated April 21, 2003, or as updated.) Original case files will 
not be stored at home, vehicles, or other unapproved storage locations, (e.g. , another agency's 
storage location). 

4.2.2 Creation of Work File 

A work file is created to allow the SA the opportunity to reference materials related to the 
investigation whi le working in the field. The work file should conta in only information necessary 
to conduct appropriate field investigative activity. The intention is to prevent the amount of 
information released in the event that the file is compromised. The work file may contain copies 
of documents already uploaded to the case media tab. The work file will not conta in original 
documents and can be destroyed at any time based on need. Appropriate security safeguards 
should be applied to ensure the integrity of the work file. 

4.2.3 Disclosure of Case File 

Any release of investigative case file material conta ining identifying data on a U.S. citizen or a 
legal resident ali en to persons or agencies outside DI-IS (e .g. , to other federal agencies) , whether 
verbal or written, is required to be documented utilizing the DI-IS-191 Privacy Act Disclosure 
Report, in accordance with procedures implemented by ICE under the Privacy Act of 1974. 
There are exceptions for disclosure for law enforcement use and investigative/prosecution 
purpose uuder Title 5, U.S. Code (U.S.c.) § 552a(b)(7) aud a(b)(3). 

Additiona ll y, Title 31, USc., imposes stringent disclosure requirements on data collected on 
financial infonnation forms and in associated computer databases. Disclosure of Currency and 
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Monetary Instrument Reports, Currency Transaction Reports, Foreign Bank Account Records, or 
Casino Report data, whether written or verbal, must comply with the applicable reporting 
requirements or other policy documents written on thi s topic . 

4.2.4 Case File Retention 

Original document retention procedures should be followed in accordance with local office 
policy. In no circumstances will the case file be destroyed prior to completion of 
judicial/administrati ve processes and appeals. 

4.3 Juveniles 

Subjects encountered under the age of 18 should be processed with due diligence and sensitivity. 
Case agents should be cognizant of the need to use di scretion when dealing with juvenile 
subjects encountered during the course of a case. Case agents should rev iew all applicable 
juvenile policies. 

4.3.1 Fingerprints and Photographs 

No subjects under the age of 14 will be fingerprinted or photographed without the approval of 
the SAC or designee. Juveniles above the age of 14 may be fingerprinted and photographed upon 
arrest utilizing EAGLE. 

4.3.2 Subject/Booking Records 

4.3.2(1) Subject Records 

ICM subject records will be created for all individuals over the age of 14 who have been 
criminally charged or are the subject of an j-ISI investigation. At the direction of the SAC, 
subject records may be created for individuals under the age of 14 for the same circumstances_ 

4.3.2(2) Booking Record 

An event will be created in EAGLE for all subjects arrested for an immigration violation 
regardless of age. 
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Chapter 5. EAGLE 

5.1 Purpose 

The Enforcement Integrated Database (EID) Arrest Graphical User Inte rface (GUI) for Law 
Enforcement, referred to as EAGLE, is the mandatory booking system for all subjects arrested by 
HSI. When HSI SAs book a subject in EAGLE, fingerprints wi ll be electronically submitted to 
the Criminal Justice Information Services (el lS) and the Integrated Automated Fingerprint 
Identification System (JAFIS). 

Every arrest conducted by HSI must be entered into EAGLE. The subject's information and 
fingerprints must be entered into EAGLE as soon as possible. HSI does not fingerprint juveniles 
under the age of 14 without SAC approval, but in limited cases juveniles should be booked if 
they have a criminal hi story or are being arrested for criminal charges. Every entry into EAGLE 
must contain a subject's biographical data and biometrics. 

SAs must still enter Incident Reports into Case Management, including administrative and 
criminal arrests. 

5.1.1 User Fcc Investigations 

Case agents should ensure that User Fee lnvestigations are documented appropriately in EAGLE. 
(See 8 U.S.c. § 1356, "Disposition of monies co llected under the provisions of thi s subchapter.") 

5.2 Subject Entries 

All arrests of individuals (excluding juveniles under the age of 14 unless approved by the SAC) 
will be processed using EAGLE. Subjects can be processed either by using a fingerprint 
scanner and digital camera, or by using a flatbed scanner and hard copies of the fingerprint 
cards and photographs. In the event of criminal proceedings, documentation generated in 
EAGLE will be maintained in the case file.(Refer to EAGLE 1.6, User Guide, dated April 12, 
201 3, oras updated.) 

5.3 Interoperability 

All EAGLE event numbers must be included in the ICM Incident Report and may be included 
in SEACATS SINS (if the incident involved seized property) . SAs are responsible for 
ensuring that all related case and event numbers are annotated in the appropriate locations. 
(Refer to EAGLE 1.6, User Guide, dated April 12, 2013, or as updated). 
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Chapter 6. MANAGING HOURS AND STATISTICS 

Law enforcement statistics (e.g. , arrests and seizures) and administrative data (e.g. , agent work 
hours on cases) are used for management and reporting purposes. Accurate reporting of hours 
and stati stics is essential as this information is used for a variety of purposes, including 
evaluating enforcement programs, offices, and individuals; infonning policy and funding 
decisions; and responding to requests for infonnation from external offices. 

6.1 Case Hour Entry into ICM 

Case hours for a previous month will be entered into ICM by the end of the tenth business day of 
the new rnonth. If, due to other casework, some personnel are unable to enter case hours by the 
tenth business day, they must obtain verbal approval from their first-line supervisor to enter their 
hours as soon as practical. 

6.1.1 Responsibility for Entering Hours 

A. HSI SAs, Intelligence Research Specialists, Intelligence Officers, Seized Property 
Speciali sts, Forensic Auditors, Investigati ve Ass istants, Technical Enforcement 
Officers, and other enforcement personnel as instructed by management must post all 
their hours in ICM whether case-re lated or administrative in nature. 

B. HSI personnel occupying support positions, such as Administrative Officers, Miss ion 
Support Specialists, Mission Support Technicians, Student Aids, Management and 
Program Analysts, Management Information Specialists, Management Program 
Technicians, Enforcement Support Specialists, Administrative Ass istants, TFOs etc. , 
are not required to post their hours in ICM. However, HSI personnel may enter hours 
at the di scretion of local management. 

Those HSI personnel who are required to enter their hours in ICM must do so on a monthly 
basis. Personnel must always be accurate when reporting their hours. If applicable, hours will be 
attributed to specific HSI case numbers. If there is no case to credit the hours to, hours wi ll be 
attributed to specific investigative or interdiction program areas. Case Management hours are to 
be reviewed and approved by the first-line supervi sor or acting supervisor by the end of the 
second business day after the hours have been entered into Case Management. 

6.1.2 Programmatic-Specific Hours (i.e., OCDETF, JTTF, etc.) 

Hours worked in support of specific investigations will be attributed to the specific investigation 
case number whenever possible. Non-case specific hours should be attributed to the 
programmatic-specific general case numbers. SACs are required to monitor programmatic­
specific hours on a monthly basis to ensure that all time spent is reflected accurately in ICM. 

6.1.3 Undercover Hours 
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Enforcement personnel who perform in an undercover capacity are required to enter these hours 
in Case Management in the appropriate columns that are identified for undercover use onl y. 
Hours that are reported in the undercover columns are not to be reported in the non-undercover 
hours columns. Hours are either undercover or not undercover; never both . Enforcement 
personnel will report hours as being attributable to undercover work only when they were 
actually in an undercover role. Translating audiotapes of undercover meetings, writing reports on 
undercover activities, and participating in security surveillances of undercover meetings will not 
be reported in Case Management as undercover hours. Supervisors who review the hours of 
undercover personnel must ensure that the number of these hours is reasonable and that they 
were actually spent in an undercover role. 

6.1.4 Foreign Language Hours 

Enforcement personnel who work foreign language hours related to a case should report the 
hours as such. 

6.1.5 Computer Forensic Hours 

Computer forensic agents and analysts should accurately reflect computer fo rensic hours to the 
appropriate case. 

6.1.6 Intelligence Hours 

Enforcement personnel who are performing intelligence work must attribute these hours based 
on the following criteri a: 

• Intelligence hours conducted in support of ongoing criminal investigations must be 
placed to the appropriate criminal case number in ICM. 

• Intelligence acti vities not supporting a criminal case documented in lCM should be 
placed to the appropriate administrati ve category case number in ICM for field or 
Headquarters personnel. 

6.1.7 Review and Approval of Hours 

Fi rst-line supervisors are responsible fo r entering their own case hours as well as fo r 
reviewing/approving/di sapproving hours reports in Case Management for case agents under their 
superviSion. 

6.1.8 Supervisory Hours 

Whenever practical, supervi sors will attribute their hours to specific HSI case numbers. When 
this is not poss ible, supervisors will report their hours to specific program areas whenever 
poss ible. Each case category has a case number designated for general supervisory investigati ve 
acti vities. 

6.1.9 Administrative Hours 
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In addition to case-related hours, administrative hours worked by HSI SAs, Intelligence Research 
Specialists, Intelligence Officers, Seized Property Specialists, Forens ic Auditors, Investigative 
Assistants , Technical Enforcement Officers, and other enforcement personnel should be posted 
in ICM. 

6.1.10 Uncontrollable Overtime: Law Enforcement Availability Pay and Administratively 
Uncontrollable Overtime 

SAs who work Law Enforcement Availability (LEAP) hours or enforcement personnel who 
work Administratively Uncontrollable Overtime (AUO) must enter their hours in the 
Uncontrollab le Overtime (UOT) column in ICM. ~ For add itional information on LEAP 
and AUO, see ICE Policy # : 1040.1 , Premium Pay Guide [Version 2.0] dated May 7, 2015, or as 
updated). 

6.1.11 Designated Availability Hours 

Designated Availability Hours (DAH) hours are off-duty hours during which an SA is given a 
specific start and end time by a superv isor when they are expected to be on stand-by. If the SA is 
not called in, those stand-by hours are recorded in the DAH column. 

(Note: If employees are required to post hours under AUO, their hours cannot be posted under 
DAH. For additional information, consult the applicable policies on LEAP and AUO [see 
Section 6.1.10]). 

6.2 Case Statistics 

The case stati stics section will di scuss the following topics: 

• Who captures stati stics 
• Collateral stati sti cs 
• When stati stics are entered 
• CSP-initiated stati stics 

6.2.1 Who Captures Statistics 

Stati stical information deri ved from Case Management supports the information needs ofHSI 
senior executives by providing the data necessary to meet the strategic goals of the agency. HSI 
personnel in all job series and all leve ls must be aware of the importance of Case Management 
stati stics and how they are used. 

Case agents are responsible for ensuring that stati stics are entered in an accurate and timely 
manner. First-line superv isors are responsible for approv ing stati stics entered by their 
subordinates. 

6.2.2 Collateral Statistics 
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The purpose of collateral statistics is to ensure that stati stics are not recorded twice. The field 
office(s) where the enforcement activity ultimately takes place will be credited and respons ible 
for capturing the stati stics. Any arrests conducted by a fie ld office based on the indictment or 
information of an HSI subject of investigation or fugitive will be credited to the arresting office. 
The office originating the investigation can claim the information/indictment and convictions 
stati sti c, but not the arrest stati sti c. Agents should be mindful not to duplicate incident 
records/stati stics. 

6.2.3 When Statistics Are Entered 

Case and enforcement stati stics are required to be entered as soon as practical after the 
occurrence, but no later than 5 days after the occurrence of the enforcement activity or upon 
being notified by the USAO. The first-line supervisor should approve stati stics as soon as 
poss ible, but not to exceed 5 business days after they are submitted. 

Certain initial stati stics require a corresponding final stati stic. Enforcement personnel are 
required to provide final di spositions for all initial enforcement activities (e.g., arrests, se izures, 
penalties issued , etc.). Each initial enforcement stati stic must have a final di sposition associated 
with it before the case status can be set to "closed" in Case Management. 

6.2.4 CRP-Initiated Statistics 

Enforcement stati stics adopted by HSI must include both the seizure and arrest stati stic if 
present. ICM will automatically attribute CBP-initiated enforcement stati stics to Case 
Management when the appropriate HSI case number and an HSI participation code are entered 
into the CBP-initiated SEACATS SINS. 

6.3 COG NOS 

COG NOS is the Case Management reporting app lication currently used by HSI. COGNOS 
encompasses all migrated legacy case data, seizure data from SEACA TS, and all data created in 
the ICM. 

The information contained in COG NOS reports is deri ved from the hours, stati stics, and reports 
entered ICM . PHOs/SACs and other personnel use management infonnation reports compiled 
from ICM data in COGNOS for a variety of reasons, including evaluating the performance of 
enforcement programs and offices, and responding to requests for information from external 
agenc ies. SACs also use these reports to eva luate the performance of their offices, groups, and 
specific individuals. Information from COGNOS is also used to provide stati stical reports to 
other stakeholders, including Congress. 

6.4 Executive Information Reporting 

The Executive Information Reporting Section (EIRS) of the HSI Data Management and 
Reporting Unit is the primary point of contact for the generation of all executive level stati stical 
reports. All requests for ICE data and/or statistics from agencies or entities external to ICE 
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should be routed to the EIRS in order to ensure consistency, uniformity, and accuracy of 
stati stical data . 

6.5 Disclosure of Report Data and Statistics 

Executive information reports contain sensitive statistics, and should be generated and 
di sseminated in accordance with appl icable Privacy Act di sclosure requirements. If reports are 
requested by any agencies or entities external to ICE, proper di sclosure procedures must be 
fo llowed. 

All HSI stati stics (e.g., arrests, se izures, etc.) must be approved through the appropriate HSI 
PHO prior to being released outside of HSI. 
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Foreword 

The Case Management Handbook provides a single source of policy and responsibilities for 
U.S. Immigration and Customs Enforcement (ICE) Homeland Security Investigations (HSI) 
Special Agents and other HSI personnel when lls ing Case Management to process 
investigative cases. The Case Management Handbook contains policy that will help ensure 
uniformity and consistency at all HSI fi eld offices. Investigative Case Management (IeM) 
is the HSI system of record for Case Management. Guidance on system procedures can be 
found in the online Case Management User Portal and Case Management User Manual. 
Oversight over Case Management resides with the Unit Chief, Operational Systems 
Development and Management (OS OM). 

This Handbook supersedes ICE Office of Investigations (Of) Handbook 08·02, "Case 
Management Handbook," dated February 1,2008, and any other policy documents on case 
management issued by the former 01 or by HSI prior to the date of issuance of thi s 
Handbook. (See Appendix A for a li st of superseded documents.) 

The Case Management Handbook is an internal policy of HSI. It is not intended, does not, 
and may not be relied upon to create any right or benefit, substantive or procedural, 
enforceable at law by any party in any administrative, civil , or criminal matter, nor are any 
limitations hereby placed on otherwise lawful enforcement prerogatives of ICE. This 
Handbook is For Official Use Only (FOUO) - Law Enforcement Sensitive. It is to be 
controlled, stored, handled, transmitted, distributed, and di sposed of in accordance with 
Department of Homeland Security policy relating to FOUO information and the ICE 
Directive on Safeguarding Law Enforcement Sensitive Infonnation. This information sha ll 
not be distributed beyond the original addressees without prior authorization of the 
originator. If disclosure of thi s Handbook or any portion of it is demanded in any judicial or 
administrative proceeding, the HSI Records and Disclosure Unit, as well as the ICE Office 
of the Principal Legal Advisor and/or the appropriate U.S. Attorney 's Office, are to be 
consulted so that measures can be taken to invoke privileges against di sclosure. This 
Handbook contains information which may be exempt from disclosure to the public under 
the Freedom oflnformation Act, Title 5, United States Code, Section 552(b), and protected 
from disclosure in civil di scovery. Any further request for disclosure of thi s Handbook or 
infonnation contained herein should be referred to the HSI Records and Disclosure Unit. 

The HSI Policy Unit is responsible for coordinating the development and issuance of HSI 
policy. All suggested changes or updates to thi s Handbook should be submitted to the HSI 
Policy Unit which will coordinate all needed revi sions with OSDM. 

Peter T. Edge 
Executive Associate Director 
Homeland Security Investigations 
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FALCON User Footprint 

1350 Trained HSI Users 1273 Current Accounts 

>- H51 Tipline: All HSI Tipline (41*) personnel have been formally trained on the FALCON system 

and Tipline workflow application. The Tipline user accounts wil l be activated on the date of 

their official workflow application launch. 

>- Deactivated Accounts: A small percentage (36*) of user accounts were immediately deactivated 
due to separation from the agency. 

·shows variance between trained users and current accounts 

User Numbers by Office 
July 2012 - September 2012 

Office User Numbers 

Washington, DC (HO included) 180 
San Diego 179 
Boston 68 
New York 61 
EI Paso 53 
Houston 52 
Chicago 47 
Miami 46 
Los Angeles 46 
Atlanta 42 
Tucson 41 
San Antonio 38 
Newark 37 
Tampa 36 
Phoenix 33 
Dallas 31 
St. Pau l 29 
San Juan 22 

San Francisco 19 
Detroit 16 
Seattle 15 
New Orleans 14 
Honolulu 14 
Baltimore 13 
Philadelphia 12 
Buffalo 10 
Denver 8 
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FALCON User Footprint 

FALCON Weekly Logins 

Date Unique Users Total Logins 

16 July - 22 July 263 
23 July - 29 July 241 
30 July - 5 August 273 
6 August - 12 August 327 
13 August - 19 August 267 
20 August - 26 August 257 
27 August - 2 September 243 
3 September - 9 September 269 
10 September - 16 September 280 
17 September - 23 September 263 
24 September - 30 September 252 
1 October - 7 October 274 

Monthly Unique Logins 
Month logins 
July 561 
August 607 
September 538 

Breakdown of FALCON User Methods 
Method Type Number of Users 

Search and Link Chart 

Link Chart Only 
Research Only 

Advanced Invest igators'" 

145 
154 
118 
110 

"'use FALCON for daily/weekly cases to conduct complex analysis 

Data Sharing & Collaborative FALCON Metrics 

730 
794 
890 
1107 
858 
889 
590 
752 
787 
748 
724 
788 

Category Totals I 
Number of Records Publ ished 
Collaboration Teams (Number of unique users) 
Number of Special Projects 
Records collaboratively worked by multiple users 

2018-ICLl-00009 1714 

1480 
106 (341) 
60 
1500 

001714epic.org EPIC-17-08-14-ICE-FOIA-20180703-4thInterim-Production-pt2



The current FALCON Operations and Maintenance contract with Palantir, HSCETC-13-F-00030, has a 

period of performance from 6/14/2013 to 9/13/2018 (including the optional 6 month extension). OAQ's 

(b)(5) 
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U.S. 
Immigration 
and Customs 
Enforcement 

U.S. Department of Homeland 
Security 
801 I Street, NW 
Washington, DC 
20536 

Subject: Appointment as a Contracting Officer Representative (COR) 

From: l(b)(6); (b)(7)(C) 

To: !b)(6);(b)(7)(C) 

You are hereby appointed as the Contracting Officer Representative (COR) under Task Order 
HSCETC-I3-F-00030 with Palantir Technologies Inc for FALCON Operations and Maintenance 
(O&M) Support Services. As the COR, your primary duty is to monitor Palantir Technologies 
perfonnance to ensure that all of the requirements under the task order are met by the delivery 
date or within the period of perfonnance, and at the price or within the estimated price stipulated 
in the contract. The duties or authorities in this letter are not delegable; therefore, you must 
advise the Contracting OfficerJ b)(6):(b)f7 )(Ct .. lor the Contract Specialist, kb)(6):(b)(7)(C) 
immediately when you are unable to perform these duties. 

The duties and responsibilities of the COR for this task order are as follows: 

1. Performing surveillance/inspection and acceptance 

a. Perfonn on-site surveillance, as required, in accordance with the surveillance plan. 
b. Document surveillance activities and provide a copy of documentation to the contracting 

officer. 
c. Review technical proficiency and compliance against the technical provisions of the task 

order, and verify the performance of work by the contractor. 
d. Perform surveillance of the performance under the business agreement and conduct 

inspections necessary to assure performance and compliance with the terrns and conditions of the 
agreement. 

e. Assure prompt review of draft reports and approval of final reports to contractor to assist 
with meeting the specified completion date of the task order, and assuring prompt inspection and 
acceptance, or rejection of de1iverables. 

f. Notify the contractor of deficiencies observed during surveillance. 
g. Record and report to the contracting officer all incidents of faulty or nonconforming work, 

delays, or problems which may disrupt or hinder future performance. 
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2. Monitoring activities, cost, and providing input to contractor performance evaluations 
and notifications to the Contracting Officer 

a. Component HCAs are responsible for contractor performance evaluation procedures and 
policies (see HSAM 3042.1500) for ensuring that contractor performance evaluations (interim 
and final) are included in the PPIRS through the Contractor Performance Assessment Reporting 
System (CPARS). The contracting officer has identified and requested that the COR submit 
input of the contractor's performance into CPARS. 

b. Any requests for changes from a contractor. 
c. Potential labor disputes or workforce problems. 
d. Lack of performance which may jeopardize the cost or required schedule. 
e. Monitoring financial management controls with respect to the allocation of appropriated 

dollars under the designated task order. 
f. Possible changes in contractor management and/or key persolUlei. 
g. Disagreements with the contractor regarding performance of performance work statement 

(PWS) requirements or other potential disputes with the contractor about technical or other 
business matters. 

h. Any possible contractor deficiencies or questionable practices so that corrections can be 
made before the problems become significant. 

i. Procurement fraud, waste, abuse, bribery, conflict of interest, or other improper conduct to 
the CO and agency office, such as the 010. 

j. All problems, potential disagreements or controversy, both oral and in writing, regarding 
the status of the contract and performance of its requirements. 

3. Making recommendations for invoices and payments 

a. Report any discrepancies in payment vouchers to the contracting officer. Provide 
documentation to support the representation. 

b. Evaluate progress payment requests based on costs incurred and actual work 
accomplished. 

c. Certify invoices to the contracting officer for payment, using the Federal Financial 
Management System (FFMS) electronic invoicing system. 

d. Reviewing contractor invoices for accuracy of work completed in accordance with 
contract requirements and certifying acceptance or rejection. 

e. Review the contractor's invoices/vouchers for reasonableness and applicability to the 
contract and recommend to the contracting officer your approval, conditional approval, or 
disapproval for payment. The review must be completed within five days after receipt of the 
invoice or voucher. If you cannot meet the required review time, advise the contracting officer 
so that action can be taken to ensure Government compliance with the Prompt Payment Act, 
thereby avoiding the payment of interest penalties to the Contractor. 

f. Review the contactors invoices/vouchers to ensure that they accurately reflect the work 
completed in accordance with the requirements of the contract, and certify acceptance of the 
delivered items. Submit certified invoices/vouchers to the Dallas Finance Center and copies to 
the contracting officer in a timely manner. 
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4. Managing Government Furnished Assets (when required) 

a. You are not authorized to provide any Government-owned (or leased) equipment or 
supplies or use of Government space to the Contractor, other than those specifically identified in 
the business agreement and authorized by the contracting officer. 

b. If applicable, ensure Govenunent-furnished property is made available in a timely 
manner. 

c. Request the contracting officer authorize Government-furnished property and, when 
requested by the contracting officer, provide disposition advice on Government-furnished 
property or contractor-acquired property. 

5. Managing Contractor Employee Access (when required) 

a. Serve as a Federal sponsor for the contractor, by assisting with the agency Security 
process, to include handling, as appropriate, the Contractor Suitability worksheet for contractor 
requiring a DHS PIV card, notification of results of the contractor access submissions, ensuring 
the return of the DHSPIV card, and communication of contractor and employee' s changes in 
status. 

b. Perform oversight of inherently Governmental and critical functions. See HSAM 3007.5 
and DHS Guide on Inherently Governmental and Critical Functions regarding specific 
requirements. 

c. Perform on-going reviews of the functions performed by contractors, especially ways in 
which work is performed, and the manner in which Government personnel are managing services 
acquisitions. Reviews should focus on functions that are closely associated with inherently 
governmental functions and critical functions. In addition, monitor your contract to ensure that 
the relationships between Government personnel and contractors have not evolved into 
unauthorized personal services or inherently governmental functions. Also, provide information 
to the contracting officer in order for them to document the contract file to reflect the results of 
the on-going review. 

6. Non-Delegable Functions and Exclusions 

a. As COR you shall not: 

i. Make or give the appearance of being able to make commitments, modifications, or 
other actions which would commit the Government to a change in price, performance, 
quality, quantity or the delivery schedule; 
ii. Provide guidance to the contractor. either orally or in writing, which might be 
interpreted as a change in the scope or terms of the contract; 
iii . Change or modify any of the terms and conditions, or statement of work of a contract, 
business agreements, or transaction; 
iv. Approve items of cost not specifically authorized or increase dollar limits for the 
contract or business agreement; 
v. Take any action with respect to termination, except to notify the contracting officer 
that action may be necessary and to assist with the process as requested; 
vi . Engage in conduct prejudicial to the Government; 
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vii. Sign contracts or contract modifications; 
vii i. Solicit proposals; 
ix. Direct a contractor (oral or written) to begin work prior to contract award date or 
notice to proceed, or to stop work; 
x. Participate in negotiations with a contractor outside the presence of a contracting 
officer; 
xi. Render a decision on any dispute or question of fact under the Disputes clause of the 
contract; 
xii. Interfere with the contractor's management by supervi sing contractor employees or 
otherwise d irecting their work efforts; 
xiii . Specify limitations and include the admonition that the COR may be personally 
liable for unauthori zed commitments; or 
xiv. Make any agreement with the Contractor relating to the expenditure of Govemment 
funds. 

7. FAR and DHS Authorities/Directives, Government Ethics and Training. October 2009 
HSAM - Appendix W W-3 HSAM Notice 2013-01 

8. FAR and DHS require strict compliance with established standards of conduct and 
conflict of interest rules. 

b. Adherence to applicable requirements fo r ethics (annual training), procurement integrity, 
no conflict of interest, and proper standards of conduct, including the identification of 
regulations (e.g., FAR Part 3, Improper Business Practices and Personal Conflicts of Interests), 
statutes, or agency di rectives governing these topics (e.g., 5 eFR Part 2635 Standards of Conduct 
and Management Directive 0480.1, Ethics! Standards of Conduct (or any successor directive). 

c. Submit di sclosure reports, such as the aGE 450, Confidential Financial Disclosure 
Report, via the appropriate confidential report system. 

d. Use of authori ty for appointment letter is "Pursuant to the Federal Acquisition Regulation 
(FAR) and Homeland Security Acquisition Regulation (HSAR). 

8. Federal Acquisition Certification Requirements 

a. Based on the technical and administrative characteristics of this task order, I have 
detennined that the eaR must possess a Federal Acquisition Certification (F AC) for CaRs 
Level II. Your appoi ntment as COR is based on the training, experience, certification. and other 
qualifications cited in your nomination letter. It is your responsibility to maintain your 
certification and/or qualifications for COR on this task order, incl uding completing continuous 
learning points. If you fail to maintain your FAC COR certification at this level, DHS is 
prohibited by law from paying you for perfonning COR funct ions. 

b. Adherence to DHS Annual Skills Currency to maintain COR certification and any special 
instructions for obtaining training, to include ethics or other relevant training. 

c. The responsibilities and exclusions set forth in this document are not intended to be all 
encompassing. As a COR, you are required to consult with the contracting officer when there 
are questions on your authority. You are not authorized to re-delegate your authority. Violation 
or misuse of your authority could result in abuse of DHS policy and resources at a minimum or 
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monetary loss to the COR or firm involved, disciplinary actions, and other measures, depending 
on the extent of the offense. 

9. Contract File Content and Maintenance 

a. Instruction for contract file content is in accordance with Component and Contracting 
Officer's instructions. 

b. have or problems, please contact the Contract Specialist, kb)(6); (b)(1 

or 202-732-fiill5'lor the Contracting Officer, Kb)(6);(b l 

~~~~================:(o;202:732~ 
10. Appointment Effective Date and Termination Date 

a. Your appointment as the COR under the above numbered task order is effective upon 
receipt of this Appoinunent Letter. The termination date is effective upon receipt of a written 
notice of termination from the Contracting Officer, a successor to the Contracting Officer, or a 

higher level of authority. "b"')("6");("'bV)(7o#i):;;(C")--------, 

/b)(6);(b)(7)(C) 

Contracting Officer Date , 
11. Acknowledgement of Receipt and Acceptance of Appointment 

a. Please acknowledge receipt and acceptance of this appointment by signing and returning 
this acknowledgement section to the Contracting Officer or Contract Specialist. 

h. I understand and accept my appointment as the COR under Task Order HSCETC-13-F-
00030 with Palantir Technologies Inc for FALCON Operations and Maintenance (O&M) 
Support Services as outlined above, 

t bl(61:(bl(7)(cli 

COR Signature Date 
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