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1.0 PROJECT TITLE 

Performance Work Statement m""" Sv'st<,m ~~alion s and Maintenance 
Support Selrv;" es 

2.0 BACKGROUND 

United States Immigration and Customs Enforcement (ICE) is the largest investigative branch of 
the Department of Homeland Security (DHS). As part of ICE, Homeland Security Investigations 

(HSI) is a critical asset in accomplishing the ICE mission and is responsible for investigating a 
wide range of domestic and international activities arising from the illegal movement of people 
and goods into, with in and out of the United States. For this acquisition, the Contractor shall be 
responsible for the overa ll management , planning, development, operation, maintenance, 

coordination, and support of one ofHSI lnfonnation and lnfrastmcture ~~!ll:~~~ (ISIM) 
techn.olo·gy platforms and software assets, FALCON. 
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3.0 SCOPE 
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The additional data sets (this li st is not exhaustive) are listed below. 

b)(7)(E) 
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4.0 APPLICABLE DOCUMENTS 

All ICE systems shall comply with the following guidelines and regulations: 

• DHS Acquis ition Management Directive 102~01 Handbook 
• ICE Enterprise Systems Assurance Plan 
• ICE System Lifecycle Management (SLM) Handbook, Version J.4, January, 2012 
• ICE Technical Architecture Guidebook 
• ICE Technical Reference Model (TRM) (Standards Profile) 

• The Offeror shall identify any hardware, software, and/or licenses 
required for its proposed solution. The Government is prepared to 
provide any hardware and software items that are included within 
the ICE Technical Reference Model (TRM) that would reasonably 
be utilized by Offerors for the system development. Test and 
eva luation tools listed within the TRM are not provided as 
Government Furni shed Equipment (GFE). 

• 4300A DHS Information Security Pol icy 
• 4300A Sensitive Systems Handbook 

The following documents are applicable to understanding the target ICE/HSI systems: 

• 
• 
• 

International Information Systems Security Certification Consortium (ISC2) Standards 
National Industrial Security Program Operating Manual (NISPOM), February 28, 2006 
National Institute of Standards and Technology (NIST) Computer Security Resource 
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Center (CSRC) 
o Guidelines 
o Special Publications 
o Standards 
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• NIST Special Publication 800-37, Guide for the Certification and Accreditation of 
Federal In formation Systems 

• Federal Information Process ing Standard (FIPS) 199 
• Federal In fo rmation Security Management Act (FI SMA), November 22,2002 
• Federal Information Technology Security Assessment Framework (FITSAF), November 

28, 2000 
• Federal OMS Circular A- 130, Management of Federal In fo rmation Resources 
• Federal Privacy Act of 1974 (As Amended) 
• Federal Records Act 
• DHS 4300A, Sensitive Systems Policy Directive, Version 6.1.1 , October 31, 2008 
• DH S Management Directive (MD) 4300.1, Information Technology Systems Security, 

November 03, 2008 
• DHS MD Volume 11000 - Security 
• DJ-IS Office ofChief lnfonnation Officer (OCIO) E-Govemment Act Report 2008 

Please note that if newer versions of these documents are offic ially released, the Contractor sha ll 
comply with the updated versions within the time frame established by the Government. 

5.0 TASKS 

The Contractor shall provide qualified, experienced personnel to deliver support for the continued 
System Maintenance and Services tasks assoc iated with FALCON. This task order purchase 
includes the tasks descri bed in the following sections: 

5.1 Tier 1 - Help Desk Support 

Help Desk Support consists of the following responsibilities: 

-Receiving and recording accurately all inquiries from End Users regarding application 
fun ctionality and services and ass igning tasks as needed to the appropriate 
Software Maintenance Tier 2 or Tier 3 Support group for reso lution; 

- Dealing directly with: 
o simple requests such as password resets and account unlocks 
o bas ic network and application troubleshooting 
o applica tion usage and operational fea ture ques tions and issues; 

- Monitoring the tickets created to ensure users are updated on tickets' status and progress; 
- Providing reports to ICE management and System / Application Program Management as 

required or requested. 

Tier 1 hours of operation shall be from 0900 to 1700 Eastern Time (ET) Monday thru Friday 
with support response times during these hours being immediate for telephonic inquiries and 
within one hour fo r email report s. Non-emergency, off-hours inquiries/ticket submissions will be 
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addressed as soon as is practical and serviced no later than one hour after the commencement of 
normal operating hours. 

At the government's di scretion Tier I - Help Desk Support may be ultimately transitioned to the 
ICE Enterprise Help Desk at the EOC. The contractor will be required to support such a 
transition by providing ' How Tos,' F AQ responses, scripted tutorial s, etc. consistent with the 
provision of this leve l of customer support and problem resolution. 

Tier 2 System Maintenance and Support 

All items that cannot be reso lved at the Tier I Support level shall be automatically turned 
over to Tier 2 System Maintenance and Support; 

• The Contractor shall report the status of the ticket using Atlass ian lira 
tracking software; 

• Typical Tier 2 activities would include patching systems, running script s, 
effect ing minor fixes, etc. ; 

• Tier 2 System Maintenance and Support shall be operat ional in accordance w ith 
the service level agreements (SLA); 

• The Contractor shall respond to all Tier 2 System Maintenance tickets in 
accordance with the SLA; 

• The Contractor shall develop an application feedback loop, whereas systemic 
issues identified during common T ier 1, 2, and 3 esca lation procedures are 
routinely evaluated and reviewed with the appropriate Project Manager to assess 
the need for a System Change Request (SCR) for a future release. 

• If Tier 2 System Maintenance Support cannot reso lve the assigned ticket or 
perform the required tasks then the ticket shall be referred to the T ier 3 - System 
Maintenance and Support. 

Tier 3 - SYstem Maintenance and Support 

The Contractor shall identify and correct software, performance, and implementation failures for 
the application software as well as evaluate and estimate the level of effort associated with requests for 
system modification. Corrective work includes performing System Change Request s (SCRs) that 
reflect a change to requirements or technical specifications, as well as updating and maintaining 
the required Systems Lifecycle Methodology (SLM) documentation as necessary. Contractor staff 
and the COR will come to mutual agreement over which changes to the system constitute SCRs, 
as opposed to every day System Tuning (Section 5.2.3) and System Administration (Section 
5.2.4) actions not requiring the SCR process . 

• All maintenance activities that reach thi s leve l shall have an SCR opened and be 
reported using Atlass ian lira; 

• SCRs will be prioritized and agreed to by the authorized government personnel 
and entered into the ICE approved management tracking tool. SCRs w ill be 
approved in writing by the government; 

• Prior to commencing a system modification, the Contractor and the Office of the 
Chief Information Officer (OCIO) Information Technology (IT) project 
manager shall agree on the degree of the modification as minor, moderate, or 
major (see table below for classification); 
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accordance with service leve l agreements 
• Software changes to applications are upon submiss ion of an SCR, 

and are class ified as minor, moderate, or major changes, where: 

Table I: Change Requests 

Type Change Estimated Effort 
Required 

Minor Change 1-40 Hours 

Moderate Change 1-250 Hours 

Maior Change 51-1000 I-lours 

*Development is any enhancement that is estimated to exceed 250 Hours. 

The Contractor shall provide Software Maintenance Tier 2 and Tier 3 Support. Software 
Maintenance Tier 2 and Tier 3 Support hours of operation shall be Monday through Friday 8am-
6pm, ET, excluding holidays and weekends. 

For emergency situations both during and outside of the nonnal support business hours that 
involve a system outage or a widespread interruption in user access to FALCON, the Contractor 
shall notify the FALCON Program Manager or designate w ithin 30 minutes of occurrence. 
Emergencies will be further defined as part of the Software Tier 3 Support procedures, but in 
genera l an emergency is when the system is down or when multiple users are unable to access 
FALCON. It is anticipated that these ca lls will occur no more than 10 times a year and can most 
likely be addressed via telephone and/or remote access to the FALCON operating infrastructure. 
The Contractor shall document all user problem notifications and solutions. 

For Tier 3 Software Maintenance and Support, the number of antic ipated SCRs is listed in the 
matrix below: 

Estimated Effort 
Estimated number of 

Change Classification 
Required 

SCRs to Be Conducted -
Per Year 

Minor Change 1- 40 Hours 
20 

Moderate Change 41 - 250 I-lours 
12 

Major Change 251 - 1000 Hours 
5 

SCRs for FALCON may include requirements analysis, design, development, integration & 
8 
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ICE reserves the right to request FAR 52.227-14 (Alt IV) for any software 
development/modification/enhancement that is mutually determined a major SCR under thi s 
performance work statement. 

5.2 Operational Support 

The Contractor shall provide Operational Support for the FALCON system. Table 2 and 
Table 3 detail the hardware and software infrastructure currently in place for FALCON. 
The hardware and software listed below is subject to change based on future expansion 
requirements and datacenter moves as requested by FALCON PMO. 

Table 2. FALCON Hardware 

Table 3. FALCON System Software 
ODeratine Information SYstem I Location I Remarks 
b)(7)(E) 
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Operating Information System I Location I Remarks 
b)(7)(E) 

PCN-Potomac Center North, 500 12th St SW, Washington, DC 20536 

Table 4. FALCON System Firmware 
Hardware Device I Firmware I Remarks 

b)(7)(E) 

Operational support shall include the activities below: 

5.2.1 Operational Support -Interfaces and Data Sources 

5.2.2 Operational Support - Database 

5.2.3 Operational Support - System Tuning 
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5.2.4 Operational Support - System Administration 

5.3 Configuration Management 

5.4 Training Support Included in Operations and Maintenance Services 

s.s Optional Classroom Training 

II 
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Contingent upon requests from the FALCON PMO, the Contractor shall arrange for and provide 
classroom training of the types and for the numbers of ICE employees and/or contractors, as well 
as classroom locations, specified in the individual service call. The Contractor shall be 
responsible for collecting all necessary permiss ion forms and feedback forms from attend ing ICE 
employees and returning these forms to the FALCON PMO. 

5.6 Support of FALCON Mobilc Tcchnology 

Contractor shall ensure the support for the FALCON Mobi le system on the Apple iOS operating 
system utilized for the iPhone. This includes the following features: 

5.7 Conversion of Legacy DARTTS to FALCON-DARTTS 
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5.8 Inclusion ofEID Data Set in FALCON during Option Year 1 

5.9 Migration of Telecommunications Linking System from TECS Mainframe to 
FALCON 
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5.10 Addition of Three Enhancements/New Features to FALCON-DARTTS 

The three new features are described below: 

5.10.1 
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5.10.2 
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Contractor shall: 

• 
• 
• 

• 
• 

5.10.3 

Contractor shall: 

• 
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6.0 PERFORMANCE STANDARDS 
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The fo llowing table defines the performance standards to be adhered to for the FALCON System 
Maintenance and Services effort. 1 

1 Any enhancements, corrective maintenance, or other cOf9changes to FALCON should not negatively impact system 
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Tasks 

Tier J - Help Desk 
Support 

Tier J - Help Desk 
Support 

Tier I - Help Desk 
Support 

Tier 2 
Software Support 

Tier 2 
Software Support 
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Table 5 Performance Standards . 
Metric 

Service Level How it will be 
Agreement measured 

Response Time fo r The end of the Time the email is 
incoming email s during current day received in the Help 
business hours M-F Desk Inbox until time 
09:00-1 7:00pm EST the request is accesse 

fo r action. 

Response Time for The end of the Time the email is 
incoming email s after fo llowing day received in the Help 
help desk hours Desk lnbox until time 

the request is accesse 
for action. 

Resolution Time for No More than 24 hours from the 
incoming email s that 24 hours , or time when the email 
have been accessed for when the user is accessed for action 
action during 09:00- stops until it is reso lved or 
17:00pm EST and after responding moved to Tier 2 or 3. 
hOUTS. 

Response time fo r The end of the Time the ticket is 
Tier 2 tickets current day ass igned to T ier 2 
received during until the time the 
defi ned business ticket is accessed fo r 
hours action. 

Average reso lut ion 8 business Time the ticket is 
time of Tier 2 tickets days placed in the Tier 2 

queue for action to 

the time it appears 

as closed or 

referred, system, 

di vided by the total 

number of tickets. 

performance. Specifically, system performance will be baselined at the beginning of the contract and will be re
baselined at the completion of any major releases. This baseline will serve as the minimum for acceptable system 
performance. 20 
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Tier 2 
Software Support 

Tier 2 
Software Support 

Tier 3 Software 
Support 

Tier 3 
Software Support 

Response time for 
Tier 2 tickets, after 
hours 

Average reso lution 
time for Tier 2 
tickets, received 
after defined 
business hours 

Response time for 
Tier 3 tickets during 
specified business 
hours not involv ing a 
system outage or den ial 
of access to substantia l 
numbers of users 

Average reso Jut ion 
time of 
Tier 3 tickets not 
involving a system 
outage or denia l of 
access to substantial 
numbers of users 

FALCON Operations & Maintenance Support 
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The end of the Time the t icket is 
fo llowing day assigned unti l the 

time the ticket is 
picked up for action. 

8 business days Time the ticket is 
placed in the Tier 2 
queue for action to 
the time it appears 
as closed or 
referred, system, 
divided by the total 

number of tickets. 

No more than 4 Time the ticket is 
hours assigned to Tier 3 

until the time the 
ticket is accessed 
for action. 

8 business Time the ticket is 
days placed in the Tier 3 

queue for action to 
the time it appears 
as closed or 
referred, system, 
divided by the total 

number of tickets 

21 
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Tier 3 Response time fo r 

Software Support Emergency tickets, 
either during spec ified 
business hours or after 
hours, that invo lve a 
system outage or 
denial of access to 
substanti al numbers of 
users 

Tier 3 Average reso lut ion 
Software Support time for Emergency 

tickets, e ithe r during 
spec ified business 
hours or after hours 

Tasks Metric 

Operational Uptime Rate -

Support Percentage of time 

that the application is 

ava ilable to users in 

fully-functioning 

model 

Configuration All SCR level changes 

Management will be 

tracked 

Training Training and Training 
Material Delivery 

FALCON Operations & Maintenance Support 
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FALCON Time the ticket is 
Program ass igned as an 

Manager or Emergency until the 
des ignate shall 

time the ticket is be alerted no 
more than 30 picked up for action. 

minutes after 
occurrence 

No more than 8 Time the ticket is 
hours placed in the Tier 3 

queue for action to 

the time it appears 

as closed or 

referred, system, 
divided by the total 

number of tickets 

Service Level How it will be 
Agreement measured 

98% or higher Cumulative uptime 

per month di vided by 

the total time per 

month that FA LCON 

is scheduled 

ava ilable. 

100% No changes w ill be 

made to the base line 
without an associated 

SCR. 

100% on time Deli very date versus 

scheduled de livery 
date. 

2 The uptime rate refers to specific application outages-not external/network issues. Additionally, uptime rate will 
not include outages for scheduled maintenance and enha~ments. 
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Transition Out Trans ition Out Plan 90 calendar days Delivery date 

prior to end of POP 

7.0 DELIVERABLES AND DELIVERY SCHEDULE 

Specific de liverab les re lated to each activity are outlined below. 

7.1 System Lifecycle Management (SLM) Deliverables 

The Contractor sha ll provide SLM deliverables as required for System Maintenance 
Services projects. All appropriate documentation shall be prepared in accordance with the 
guidelines specified by the SLM and the approved Project Tailoring Plan. 

7.2 Quarterly Progress Report 

The Contractor shall prepare a quarterly progress report to be briefed at the Unit Chief level. The 
initial report is due forty-five calendar days after start of the task and shall cover the first calendar 
month of performance. Subsequent report s shall be provided quarterly y within five calendar days 
of the end of each quarter until the last quarter of performance. The final delivery shall occur ten 
days before the end of the final option period and shall summarize performance during the period 
of performance and provide the status of any planned transition activity. The quarterly reports can 
be delivered via email and shall contain the following: 

• Description of work accomplished (Accomplishments) 
• Work planned for the following month (Planned Activities) 
• Deviations from planned act ivities 
• Open ri sks and issues 

7.3 Certification and Accreditation (C&A) Documentation 

The Contractor shall be responsible for maintaining and updating existing C&A artifacts to stay 
current with DHSIICE and Federal requirements. These C&A updates will be required every 
three years unless a major change impacts security. The Contractor shall a lso be responsible for 
supporting the Information Systems Security Officer (ISSO) for any annual C&A activities, 
which may be requested (i.e . se lf-assessments, contingency plan tests, vulnerability scans, etc.). 

7.4 Quality Assurance Surveillance Plan 

The Quality Assurance Surveillance Plan (QASP) is the document used by the Government to 
evaluate Contractor actions wh ile implementing the PWS. It is des igned to provide an effective 
surveillance method of monitoring Contractor performance for each li sted task in the PWS. 

The QASP provides a systematic method to eva luate the services the Contractor is required to 
23 
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furnish. The Contractor, and not the Government, is responsible for management and quality 
control actions to meet the terms of this task order. The role of the Government is quality 
assurance monitoring to ensure that the task order standards are achieved. 

The Contractor shall be required to develop a comprehensive program of inspections and 
monitoring actions. Once the qualit y control program is approved by the Government, carefu l 
application of the process and standards presented in the QASP document will ensure a robust 
qualit y assurance program. The QASP be low was developed by ICE and is indicat ive of the 
type ofmetrics that app ly to the deliverables. The offeror may propose other metrics they 
determine upon the uniqueness and relevance of their own technical approach in meeting the 
task order objectives. The QASP is subject to discussions/negotiations. 

24 
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FALCON Operations and Maintenance (O&M) Support Services Contract Quality Assurance Surveillance Plan (QASP) 

Attachment I 

Tasks Metrics Service Level How it will be Exceptional Very Good Satisfactory Marginal Unsatisfactory 
Agreement measured Rating Rating Rating Rating Rating 

Tier I - Help Response Time he end of the Time the emai l is Meets SLA Meets SLA Meets SLA 90- Meets Meets SLA less 
Desk Support for incoming urrent day received in the 98-100% of 95-97.9% 0 94.9% of SLA 85- than 85% of 

emai ls Help Desk Inbox instances instances instances 89.9% of instances 
until time the instances 
request is accessed 
for act ion. 

Tier 2 Software Response time he end of the Time the ticket is Meets SLA Meets SLA Meets SLA 90- Meets Meets SLA less 
Support for Tier 2 urrent day assigned to Tier 2 98-100% of 95-97.9% 0 94.9% of SLA 85- than 85% of 

until the time the instances instances instances 89.9% of instances 
ticket is accessed instances 
for action. 

Tier 3 Response time No more than Time the ticket is Meets SLA Meets SLA Meets SLA 90- Meets Meets SLA less 
Software SUppOl1 for Tier 3 ticket hours assigned to Tier 3 98-100% of 95-97.9% 0 94.9% of SLA 85- than 85% of 

not involving until the time the instances instances instances 89.9% of instances 
system outage ticket is accessed instances 
or denial of for action. 
service to 
substantial 
numbers of 
users 

2018-ICLI -00009 2203 

002203epic.org EPIC-17-08-14-ICE-FOIA-20180724-5thInterim-Production-pt2



Tasks Metrics fService level 
fAgreement 

Tier 2 and Tier 3 Average 8 business 
Software Support reso lut ion ~ays 

time of Tier 2 
and Tier 3 
tickets 
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How it will be Exceptional Very Good 
measured Rating Rating 

Time the ticket is Average of 5 Average of 
placed in the Tier" or fewer 6 to 7 
or Tier 3 queue for business days business 
action to the time i days 
appears as closed 
or referred, system 
divided by the tota 
number of ti ckets. 

2018-ICLI -00009 2204 

Satisfactory Marginal Unsatisfactory 
Rating Rating Rating 

Meets SLA of Average Average of 
average of 8 of9 to 12 more than 12 
business days business business days 

days 
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Tasks Metrics Service 
Level 

Agreement 
Tier 3 Response time for No more 
Software Support Emergency tickets han 30 

during business minutes 
hours or after 
hours, invo lving 
system outage or 
denial of service 
to substan ti al 
numbers of users 

Tier 3 Average reso lutio No more 
Software Support time for han 8 hours 

Emergency 
tickets, during 
business hours 
or after hours, 
involving 
system outage 
or denial of 
service to 
substantial 
numbers of 
users 

FALCON Operations & Maintenance Support 
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How it will be Exceptional Very Good 
measured Rating Rating 

Time the Meets SLA Meets SLA 
FALCON PM or 98- 100% of 95-97.9% of 
designate is instances instances 
informed of 
situation. 

Time the ticket is Average is Average is 
ass igned as an less than 6.5 6.5 to 7.49 
Emergency until hours hours 
the time the ticket 
is closed. 

2018-ICLI -00009 2205 

Satisfactory Marginal Unsatisfactory 
Rating Rating Rating 

Meets SLA Meets Meets SLA less 
90-94.9% of SLA 85- than 85% of 
instances 89.9% of instances 

instances 

Average is Average is Average is 9. 5 
7.5 to 8.49 8.5 to 9.49 hours or longer 
hours hours 

002205epic.org EPIC-17-08-14-ICE-FOIA-20180724-5thInterim-Production-pt2



Operational Uptime Rate· 

Support Percentage of 

time that the 

application is 

availab le to 

users in fully· 

functioning mode 

Configuration All changes w ill 
Management be tracked 

Training Training and 
Training 
Material 
Delivery 
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8% or higher Cumulat ive uptim 99.5-100% 98.5-99.49% 
per month divided availab le availab le 
by the tota l time 
per month that 
FALCON is 
scheduled as 
available. 

100% No changes will b 100% 98-99.9% 
made to the 
baseline without a 
assoc iated SCR. 

100% on time De livery 99-100% of 95-98.9% of 

date versus instances on instances on 

schedu led 
time time 

delivery 

date. 

2018-ICLI -00009 2206 

97.5-98.49% 96.5- Less than 96.5% 
availab le 97.49% available 

avai lab le 

96-97.9% 94-95.9% Less than 94% 

90-94.9% of 85-89.9% Less than 85% 0 

instances on of instances on time 
time instances 

on time 
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ICE Employee Rating on 
Satisfaction with Feedback Form 
Training Rece ived from 

Trained ICE 
Employees 
Fo llowing 
Training 
(Ratings of 
Very Satisfied, 
Sat isfied, 
Partia lly 
Satisfied, or No 
Satisfied) 
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0% or more of Feedback fonns 98% or more 93-97.9% of 
espondents turned in from of respondents 
eport being ICE employees respondents report be ing 

Satisfied or Very who recei ved report being Satisfied or 
Satisfied classroom or Satisfied or Very 

desk·side Very Satisfied 
training Satisfied 
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88-92.9% of 83-87.9% Less than 83% 0 

respondents of respondents 
report being responde report being 
Satisfied or ts report Satisfied or Very 
Very being Satisfied 
Satisfied Satisfied 
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Satisfied 
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• Measurements wi ll be performed quarterl y. 

• Measurements wi ll be carried out by Contractor. 

• QASP measurement report will be turned in quarterly to the government Contracting Officer's 
Representative (COR) within fifteen calendar days after the end of the quarter under review. 

• An overa ll quarterly QASP Rating wi ll be computed for the Contractor by the COR, according 

to the following methodology: 

o For each of the QASP Tasks listed above, the Contractor will be assigned the following 

number of points: 

• Exceptional: 4 points 

• Very Good: 3.5 points 

• Satisfactory: 2.75 points 

• Marginal: 1.75 points 

• Unsatisfactory: 0 points 

o The points for the 10 QASP Tasks will be averaged (the sum total divided by 10). The 

overall quarterly QASP Rating wi ll be assigned as follows (CPARS is the Contractor 

Performance Assessment Reporting System): 

QASP Rating Point Level Consequence 
Exceptional 3.7 - 4.0 Exceptional rating for quarter 

entered into CPARS at end of 
I performance period 

Very Good 3.2 - 3.69 Very Good rating for quarter 
entered into CPARS at end of 

I performance period 
Satisfactory 2.7-3.19 Satisfactory rating for quarter 

entered into CPARS at end of 
I performance period 

Margina l 1.7 - 2.69 Marg inal rating for quarter 
entered into CPARS at end of 

I performance period. 
Unsatisfactory < 1.7 Unsatisfactory rating for quarter 

entered into CPARS at end of 
I performance period. 

7.5 Deliverables Table 
30 
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The Contractor sha ll provide the fo llowing de liverables via ema il to the COR, unless noted 
otherwise: 

Deliverable Frequency Recip ients 

SLM Deliverables (Doc) & As copy - PM, 
Library Management Sys tem 
(ELMS) 

Software (SW): ICE source 

contro l repos itory (Subversion); 

OCIO representative on 
FALCON PMO (e ither Walter 
Wagner or alternative OCIO 

representative) 

copy -
Deliverable) Contracting Officer 

copy: 
calendar days of the 
end of the quarter 

Officer, CO R 

being reviewed 

Cert ification and As 
Electronic copy: PM, ELMS, 

Accreditation 
Documentation 

COR 

Trans ition In Plan- Final 15 ca lendar days Electro nic copy: PM, Contract ing 

a fter award Officer, CO R 

Trans ition Out Plan 120 ca lendar days 

before the end of the 
Electro nic copy: PM, Contract ing 

POP 
Officer, COR 

copy: 

a fter award Officer, CO R 

7.6 Delivery Instructions 

The Contractor shall provide electronic copies of each deliverable. Electronic copies shall be 
delivered via email attachment. The electronic copies shall be co mpatible with MS Office 2010 
or other applications as appropr iate and mutuall y agreed to by the part ies. The documents shall 
be considered final upon rece iving Government approval. All deliverables shall be deli vered 
electronically (unless a hardcopy is requested) t~ fhe COR. If a hardcopy is requested, it will be 
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delivered to the des ignated COR, not later than 4:00 PM ET on the de liverable's due date. Once 
created, deliverables and work products are considered the property of the Federal Government. 
Any work that deviates from this task order and the approved deliverables listed herein shall not 
be accepted without prior approval from the COR. 

7.7 Draft Deliverables 
The Government will provide writt en acceptance, comments and/o r change requests, if any, 
within 15 working days from receipt by the Government of each dra ft de liverable. 
Upon receipt of the Government comments, the Contractor shall have 15 working days to 
incorporate the Government 's comments and/o r change requests and to resubmit the de li verable 
in its final form. 

7.8 Written Acceptance/Rejection by the Government 

The Government shall provide written notification of acceptance or rejection of all final 
deliverables within fifteen ( 15) ca lendar days. All notifications of rejection will be accompanied 
with an explanation of the specific deficiencies causing the rejection. 

Items must be approved by the COR and/or the appropriate Government authority to be 
considered "accepted." The Government will provide written acceptance, comments, or change 
requests within fi fteen ( 15) ca lendar days from receipt by the Government, of all required 
deliverables. 

7.9 Non-Conforming Products or Services 

Non-conforming products or services will be rejected. The Government will prov ide writt en 
notifi cation of non-conforming products or services within fifteen ( 15) calendar days. 
Deficiencies shall be corrected within 30 days of the rejection notice. If the defic iencies cannot be 
corrected within 30 calendar days, the Contractor shall immediately noti fy the COR of the reason 
for the delay and provide a proposed corrective action plan within ten ( 10) ca lendar days. 

7.10 Notice Regarding Late Delivery 

The Contractor shall noti fy the COR as soon as it becomes apparent to the Contractor that a 
scheduled de livery will be late. The Contractor shall include in the notification the rationale for 
late deli very, the expected date for the delivery, and the impact of the late deli very on the project. 
The COR will review the new schedule with the PM and provide guidance to the Contractor. 

8.0 CONSTRAINTS 

8.1 General Constraints 

The following project constraints are applicable to the FALCON System Maintenance and Services 
task order: 

• 
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• 
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• 

FALCON Operations & Maintenance Support 
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8.2 DHS Enterprise Architecture Compliance 

All solutions and services shall meet DHS Enterprise Arch itecture policies, standards, and 
procedures. Specifically, the contractor shall comply with the following HLS EA requirements: 
• All developed solutions and requirements shall be compliant with the HLS EA. 
• All IT hardware and software shall be compliant with the HLS EA Technical Reference Model 
(TRM) Standards and Products Profile. 
• Description information for all data assets, information exchanges and data standards, whether 
adopted or developed, shall be submitted to the Enterprise Data Management Office (EDMO) for 
review, approva l and insertion into the DHS Data Reference Model and Enterprise Architecture 
lnformation Repository. 
• Development of data assets, information exchanges and data standards will comply with the 
DHS Data Management Policy MD 103-01 and all data-related artifacts will be deve loped and 
validated according to DHS data management architectura l guidel ines. 
• App licability of Internet Protocol Version 6 (IPv6) to DHS-related components (networks, 
infrastructure, and appl ications) spec ific to individual acqu isitions shall be in accordance with 
the DHS Enterprise Architecture (per OMB Memorandum M-05-22, August 2, 2005) regardless 
of whether the acquisition is for modification, upgrade, or replacement. All EA-related 
component acquis itions shall be IPv6 compliant as defined in the U.S. Government Version 6 
(USGv6) Profile National Institute of Standards and Technology (NIST) Special 8 ITAR Quick 
Essentials Guide 20 II v2.0 Publication 500-267) and the corresponding declarations of 
conformance defined in the USGv6 Test Program. 

8.3 Maintenance of Existing FALCON System Functionality 

Contractor shall ensure that all new work performed under thi s contract wi ll adhere to the 
follow ing stipulations. 

33 
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8.3. t Continuation of Existing FALCON System Functionality 

8.3.2 Compatibility of New Work with Existing FALCON Features and Data Sets 
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(b)(7)(E) 

8.4 Level of Service 

FALCON Operations & Maintenance Support 
Pelformance Work Statement 

Contractor shall ensure that the FALCON system shall be able to accommodate the fo llowing 
minimum levels of service, with no diminishment of performance levels from performance levels 
met by the system prior to the initiation of thi s contract. 

Start of Initial Period of Performance 
lndividual Data Records Access ible by FALCON: 
FALCON-SA User Base : 
FALCON-SA Concurrent Users: 
FALCON Web Access User Base: 
FALCON Web Access Concurrent Users: 
FALCON Mobi le User Base: 
FALCON Mobile Concurrent Users: 

Upon Deployment ofFALCON-DARTTS 
lndividual Data Records Access ible by FALCON: 
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FALCON-SA User Base : 
FALCON-SA Concurrent Users: 
FALCON Web Access User Base: 
FALCON Web Access Concurrent Users: 
FALCON Mobi le User Base: 
FALCON Mobi le Concurrent Users: 

FALCON Operations & Maintenance Support 
Pelformance Work Statement 

Upon Deployment ofEID Data Set in Option Year 1 
lndividual Data Records Access ible by FALCON: 
FALCON-SA User Base: 
FALCON-SA Concurrent Users: 
FALCON Web Access User Base: 
FALCON Web Access Concurrent Users: 
FALCON Mobile User Base: 
FALCON Mobile Concurrent Users: 

From the initiation of the contract modification instituting the Gotham Unlimited License, the 
following levels of service will app ly: 

lndividual Data Records Access ible by FALCON: 
FALCON-SA User Base: 
FALCON-SA Concurrent Users: 
FALCON Web Access User Base: 
FALCON Web Access Concurrent Users: 
FALCON Mobile User Base: 
FALCON Mobi le Concurrent Users: 

9.0 GOVERNMENT FURNISHED EQUIPMENT AND INFORMATION 

The Contractor shall keep an inventory of Government-furnished equipment (GFE), wh ich 
shall be made avai lable to the COR, Assistant COR, and Government Call Monitor upon 
request. The Government will provide basic equipment (e.g., laptops, desktops, VPN tokens, 
and aircards) in accordance with the contract. All GFE shall be entered into ICE's Property 
Inven tory System (Sunflower) within 48 hours of receipt. The Contractor shall provide their 
own network connectivity capabi lity with a minimum connection speed of IOMbps. 

Items of GFE which are inventoried and tracked in Sunflower include the following seventeen 
laptops and four i-Phone handheld devices: 

Model Number Serial LaptopNPN/i-Phone 
Number 

b)(7)(E) 
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b)(7)(E) 

10.0 OTHER DIRECT COSTS (ODCs) 

FALCON Operations & Maintenance Support 
Pelformance Work Statement 

Trave l outside the local metropolitan Washington, DC area may be expected during performance 
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of the resulting task order. Therefore, trave l will be undertaken following the General Services 
Administration Field Trave l Regulat ion. Reimbursement for allowable costs will be made. Any 
travel and training expenditures shall be pre-approved by the COR. Costs for transportation, 
lodging, meals and incidental expenses incurred by Contractor personnel on offic ial company 
business are allowable subject to FAR 31.205-46, Travel Costs. These costs will be considered 
to be reasonable and allowable only to the extent that they do not exceed on a dail y bas is the 
maximum per diem rates in effect at the time of travel as set forth in the Federal Trave l 
Regulations. The Contractor will not be reimbursed for trave l and per diem within a 50-mile 
radius of the worksite where a Contractor has an office. Local trave l expenses within the 
Washington Metropolitan area will not be reimbursed (this includes parking) . All trave l outside 
the Washington Metropolitan area must be approved by the COR in advance. No trave l will be 
re imbursed without prior approval from the COR. 

11.0 PLACE OF PERFORMANCE 

Work, meetings, and briefings will be perfo rmed primarily at Contractor fac ilities. Frequent 
trave l to ICE offices located at 801 I Street NW, Washington, D.C., or 500 12th St SW, 
Washington, D.C., or to the Tech Ops fac ility in Lorton, VA will be required. Additionally, 
trave l to the Law Enforcement Support Center (LESC) facility located in Williston, VT may be 
required. Due to regular interaction with a multitude of program stakeholders, the Contractor's 
staff shall be located in the Greater Washington Area (G W A). 

12.0 PERIOD OF PERFORMANCE 

The period of performance of the FALCON System Maintenance and Services contract will 
consist of a base pe ri o d of ni ne (9) months plus four (4) twelve (12) month option periods. A 
FAR 52.2 17-8 6-month optional extension allows for an additional six months' worth of 
Operations and Maintenance Support Services to be purchased afte r the end of Option Year 4. 

13.0 SECURITY 

Contractor personnel performing work under thi s PWS will not be dealing with class ified 
information, but will be Sensitive but Unclass ified (SBU) data. Ifit is determined that a higher 
security class ification is necessary, based on a change to the scope of work of thi s PWS, 
required documentation from the contractor will be requested by the contracting offi cer prior 
to any modi fica tion adding class ified work to thi s task order. 

13.1 Section 508 Compliance 

The DHS Offi ce of Accessible Systems and Technology has determined that fo r the purposes of 
compliance with Section 508 of the Rehabilitation Act (29 U.S.c. 794d), as amended by the 
Workforce Investment Act of 1998 (P.L. 105-220), August 7, 1998, a National Security 
Exception applies. ICE received a National Securi ty Exemption (ICE-20120201-001 ) on 
2/01 /201 2. 
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13.2 General Clause 

To ensure the securi ty of the DHSIICE in fo rmation in their charge, ICE Contractors and Sub
contractors shall adhere to the same computer security niles and regulations as Federal 
Government employees unless an exception to poli cy is agreed to by the prime Contractors, ICE 
Information Systems Security Manager (ISSM) and Contracting Offi ce r and detailed in the 
contract. Non-DHS Federal employees or Contractors who fail to comply with DHSIICE securi ty 
poli cies are subject to having their access to DHS/ICE IT systems and fac ilities tenninated, 
whether or not the fa ilure results in criminal prosecution. The DHS Rules of Behavior document 
applies to DHS/ICE support Contractors and Sub-contractors. 

13.3 Security Policy References Clause 

The fo llowing primary DHSIICE IT Securi ty documents are applicable to ContractorlSub
contractor operations supporting Sensitive But Unclass ified (SBU) based contracts. Additionally, 
ICE and its Contractors shall conform to other DHS Management Directives (MD) (Note: these 
additional MD documents appear on DHS-Online in the Management Directi ves Section. Volume 
11000 "Security and Volume 4000 " IT Systems" are of parti cular importance in the support of 
computer security practices): 
o DHS 4300A, Sensitive Systems Policy Directi ve 
o DHS 4300A, IT Security Sensitive Systems Handbook 
o ICE Directive, IT Securi ty Policy fo r SBU Systems 

13.3.1 
Clause 

Contractor I nformation Systems Security Officer (JSSO) Point of Contact 

The Contractor shall appoint and submit a name to ICE ISSM for approval, via the ICE COR, ofa 
qualified individual to act as ISSO to interact with ICE personnel on any IT security matters. 

13.3.2 Protection of Sensitive Information 

The Contractor shall protect all DHSIICE "sensitive information" to which the Contractor is 
granted phys ical or electronic access by adhering to the specific IT securi ty requirements of thi s 
contract and the DHS/ICE security policies spec ified in the Reference Section above. The 
Contractor shall ensure that their systems containing D1-1SIICE info rmation and data be protected 
from unauthorized access, modification and denial of service. Further, the data shall be protected 
in order to ensure the privacy of indi vidual' s personal in fo rmation. 

13.3.3 Information Technology Security Program 

I f performance of the contract requires that DHS/ICE data be stored or processed on ContraclOr
owned information systems, the Contractor shall establi sh and maintain an IT Security Program. 
This program shall be consistent with the referenced DHS/ICE IT security poli cy documents and 
at a minimum contain and address the fo llowing elements: 

• Handling of DH SIICE sensitive information and IT resources to include media 
39 
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protection, access contro l, auditing, network security, and niles of behavior 
• Certification and Accreditation (C&A) and FISMA compliance of Systems 

containing, process ing or transmitting of DHS/ICE data 
• Training and Awareness fo r Contractor personnel 
• Security Incident Reporting 
• Contingency Planning 
• Security Reviews 
• Contract Closeout Actions 

13.3.4 Handling of Sensitive Information and IT Resources 

The Contractor shall protect DHSIICE sensitive infonnation and all government provided and 
Contractor-owned IT systems used to store or process DH SIICE sensitive information. The 
Contractor shall adhere to the following requirements for handling sensitive information: 

• Media Protection. The Contractor shall ensure that all hardcopy and electronic media 
(including backup and removable media) that contain DHS sensitive in fo rmation are 
appropriately marked and secured when not in use. Any sensitive information stored on 
media to be surplused, transferred to another individual, or returned to the manufacturer 
shall be purged from the media before di sposa l. Disposal shall be performed using 
DH SIICE approved saniti zation methods. The Contractor shall establish and implement 
procedures to ensure sensitive infonnation cannot be accessed or stolen. These 
procedures shall address the handling and protection of paper and electronic outputs 
from systems (computers, printers , faxes, copiers) and the transportation and mailing of 
sensitive media.) 

• Access Control. The Contractor shall control user access to DHS/ICE sensitive 
information based on pos itive user identifi cation, authentication, and authorization 
(Roles and Rules based) mechanisms. Access control measures employed shall provide 
protection from unauthorized alternation, loss, unavailability, or di sclosure of 
information. The Contractor shall ensure its personnel are granted the most restri ctive 
set of access privileges needed for performance of authorized tasks. The Contractor 
shall di vide and separate duties and responsibilities of criti cal IT functions to di ffe rent 
individuals so that no individual has a ll necessary authority or systems access privileges 
needed to di srupt or corrupt a critical process. 

• Auditing. The Contractor shall ensure that it's Contractor-owned IT systems used to 
store or process DI-ISIICE sensitive in formation maintain an audit trail sufficient to 
reconstruct securi ty rel evant events. Audit trails shall include the identi ty of each 
person and device accessing or attempting to access the system, the time and date of the 
access and the log-off time, acti vities that might modify, bypass, or negate security 
safeguards, and security-relevant actions associated with processing. The Contractor 
shall periodica ll y review audit logs and ensure that audit trail s are protected from 
modification, authorized access, or destmction and are retained and regularly backed up. 

• Network Security. The Contractor shall monitor its networks for securi ty events and 
employ intrusion detection systems capable of detecting inappropriate, incorrect, or 
malicious activity. Any interconnections between Contractor-owned IT systems that 
process or store DHSIICE sensitive in fo rmation and IT systems not controlled by 
DHSIICE shall be established through contro ll ed interfaces and documented through 
fonnallnterconnection Security Agreements (ISA). The Contractor shall employ 
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boundary protection devices to enforce access control between networks, including 
Internet and ex tranet access. The Contractor shall ensure its e-mail systems are secure, 
properl y configured, and that network protection mechanisms implemented in 
accordance with DH S/ICE requirements. The Contractor shall conduct peri odic 
vul nerability assessments and tests on its IT systems containing DH S/ICE sensitive 
information to identify security vulnerabilities . The result s, of thi s information, will be 
provided to the ICE DCID for review and to coordi nate remediation plans and actions. 

• DHS employees and Contractors shall not transmit sensitive DHS/ICE information to 
any personal e-mail account that is not authorized to rece ive it. 

• Rules of Behavior. The Contractor shall develop and enforce Rules of Behavior for 
Contractor-owned IT systems that process or store DH S/ICE sensitive information. 
These Rules of Behavior shall meet or exceed the DHS/ICE niles of behavior. 

• The Contractor shall adhere to the policy and guidance contained in the DHS/ICE 
reference documents. 

13.3.5 Training and Awareness 

The Contractor shall ensure that all Contractor personnel (including Sub-contractor personnel) 
who are involved in the management, use, or operation of any IT systems that handle DHS/ICE 
sensitive in fo rmation, receive annual tra ining in security awareness, accepted security practi ces, 
and system niles of behavior. If the Contractor does not use the ICE-provided annual awareness 
training, then they shall submit to the ICE ISSM their awareness training fo r approval. Should 
Contractor Training be approved for use, the Contractor shall prov ide proof of training completed 
to the ICE ISSM when requested. 

The Contractor shall ensure that all Contractor personnel, including Sub-contractor personnel, with 
IT security responsibilities, rece ive specialized DHS/ICE annual training tailored to their specific 
security responsibilities. If the Contractor does not use the ICE-provided spec ial training, then 
they shall submit to the ICE ISSM their awareness training for approval. Should Contractor 
tra ining be approved for use, the Contractor shall prov ide proof of training completed to the ICE 
ISSM when requested. 

Any Contractor personnel who are appointed as ISSO, Assistant ISSOs, or other pos ition with IT 
security responsibilities , i. e., System/LAN Database administrators, system analyst and 
programmers may be required to attend and participate in the annual DHS Security Confe rence. 

13.3.6 Certification and Accreditation (C&A) and FlSMA compliance 

The Contractor shall ensure that any Contractor-owned systems that process, store, transmit or 
access DH S/ICE information shall comply with the DHS/ICE C&A and FI SMA requirements. 

Any work on developing, maintaining or modi fy ing DHS/ICE systems shall be done to ensure that 
DHS/ICE systems are in compliance with the C&A and FISMA requirements. The Contractor 
shall ensure that the necessary C&A and FISMA compliance requirements are being effectively 
met prior to the System or application's re lease into Production (this also includes pilots). The 
Contractor shall use the DJ-IS provided tools fo r C&A and FISMA compliance and reporting 
requirements. 
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The Contractor shall establish and maintain a computer incident response capability that reports all 
incidents to the ICE Computer Security lncident Res ponse Center (CSIRC) in accordance with the 
guidance and procedures contained in the referenced documents. 

13.3.8 Contingency Planning 

If perfo rmance of the contract requires that DHSIICE data be stored or processed on Contractor
owned information systems, the Contractor shall develop and maintain contingency plans to be 
implemented in the event normal operations are di srupted. All Contractor personnel involved with 
contingency planning efforts shall be identified and trained in the procedures and logistics needed 
to implement these plans. The Contractor shall conduct periodic tests to evaluate the effectiveness 
of these contingency plans. The plans shall at a minimum address emergency response, backup 
operations, and post-disaster recovery. 

13.3.9 Security Revie\\' and Reporting 

The Contractor shall include securi ty as an integral element in the management of thi s contract. 
The Contractor shall conduct reviews and report the status of the implementation and enforcement 
of the security requirements contained in thi s contract and identified references. 

The Government may elect to conduct periodic reviews to ensure that the security requirements 
contained in this contract are being implemented and enforced. The Contractor shall afford 
DHS/lCE, including the Office of Inspector General , ICE ISSM, and other government oversight 
organizations, access to the Contractor' s and Sub-contractors ' fac ilities , install ations, operations, 
documentation, databases, and personnel used in the performance of thi s contract. Access shall be 
provided to the extent necessary for the Government to carry out a program of inspection, 
investigation, and audit to safeguard aga inst threats and hazards to the integrity, ava ilability, and 
confidentiality of DH SIICE data or the function of computer systems operated on behalf of 
DH S/lCE, and to preserve evidence of computer crime. 

13.3.10 Use of Government Equipment 

Contractors are not authorized to use Government offi ce equipment (IT systems/computers) fo r 
personal use under any circumstances, unless limited personal use is specifically pennitted by the 
contract. When so authorized, Contractors shall be governed by the limited personal use policies 
in the referenced documents. 

13.3.11 Contract Closeout 

At the expiration of thi s contract, the Contractor shall return all sensitive DHSIICE information 
and IT resources provided during the li fe of this contract. The Contractor shall certi fy that all 
DHS/ICE information has been purged from any Contractor-owned system used to store or 
process DH S/ICE infonnation. Electronic media shall be sanitized (overwritten or degaussed) in 
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accordance with the sanitation guidance and procedures contained in reference documents and 
with DHSfN lSTfNational Securi ty Agency (NSA) approved hardware and software. 

13.3.12 Personnel Security 

DHS/ICE does not permit the use of non U.S. Citizens in the performance of this contract or to 
access DI-IS/ICE systems or information. 

All Contractor personnel (including Sub-contractor personnel) shall have favorably adjudicated 
background investigations commensurate with the sensitivity level of the pos ition he ld before 
being granted access to DHS/ICE sensitive in fo rmation. 

The Contractor shall ensure all Contractor personnel are properl y submitted for appropriate 
clearances. 

The Contractor shall ensure appropriate controls have been implemented to prevent Contractor 
personnel from obtaining access to DHS/ICE sensitive in fo rmation before a favorably adjudicated 
background investigation has been completed and appropriate clearances have been issued. At the 
option of the Government, interim access may be granted pending completion of a pre
employment check. Final access may be granted only upon favorable completion of an 
appropriate background investigation based on the ri sk level ass igned to thi s contract by the 
Contracti ng Officer. 

The Contractor shall ensure its personnel have a validated need to access DHS/ICE sensitive 
information and are granted the most restrictive set of access privileges needed for performance of 
authorized tasks. 

The Contractor shall ensure that its personnel comply with applicable Rules of Behav ior for all 
DHS/ICE and Contractor-owned IT systems to which its personnel have been granted access 
privileges. 

The Contractor sha ll implement procedures to ensure that system access privileges are revoked for 
Contractor personnel whose employment is terminated or who are reassigned to other duties and 
no longer require access to DHS/ICE sensitive information. 

The Contractor shall conduct ex it interviews to ensure that Contractor personnel who no longer 
require access to DHSIICE sensitive information understand their obligation not to di scuss or 
di sclose DHS/ICE sensitive infonnation to which they were granted access under thi s contract. 

13.3.13 Physical Security 

The Contractor shall ensure that access to Contractor buildings, rooms, work areas and spaces, and 
structures that house DHSIICE sensitive information or IT systems through which DHS/ICE 
sensitive in fo rmation can be accessed, is limited to authori zed personnel. The Contractor shall 
ensure that controls are implemented to deter, detect, monitor, restri ct, and regulate access to 
contro lled areas at all times. Controls shall be suffi cient to safeguard IT assets and DHSIICE 
sensitive infonnation against loss, theft, destruction, accidental damage, hazardous conditions, 
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fi re, malicious actions, and natural di sasters . Phys ical security controls shall be implemented in 
accordance with the policy and guidance contained in the referenced documents. 

14.4 CONTRACTOR PERSONNEL SECURITY REQ UIREMENTS 

14.4.1 General 

The United States Immigration and Customs Enforcement (lCE) has detennined that performance 
of the tasks as described in Contract_HSCTE-1 3-F ~OOO I 0 requires that the Contractor, 
subcontractor(s), vendor(s) , etc. (herein known as Contractor) have access to sensitive DHS 
information, and that the Contractor will adhere to the following. 

14.4.2 Fitness Determination 

ICE will exercise full control over granting; denying, withholding or terminating unescorted 
government facility and/or sensitive Government information access fo r Contractor employees, 
based upon the results ofa background investigation. ICE may, as it deems appropriate, authorize 
and make a favorable expedited pre-employment determination based on preliminary security 
checks. The expedited pre-employment determination will allow the employees to commence 
work temporarily prior to the completion of the full investigation. The granting ofa favorable pre

employment determination shall not be considered as assurance that a favorable full employment 
determination will follow as a result thereof. The granting of a favorable pre-employment 
determination or a full employment determination sha ll in no way prevent, preclude, or bar the 
withdrawal or termination of any such access by ICE, at any time during the term of the contract. 
No employee of the Contractor shall be allowed to enter on duty and/or access sensitive 
information or systems without a favorable preliminary fitness determination or final fitness 
determination by the Office of Professional Res ponsibility, Personnel Security Unit (OPR-PSU). 
No employee of the Contractor shall be allowed unescorted access to a Government fac ility 
without a favorable pre-employment determination or fu ll employment determination by the OPR
PSU. Contract employees are processed under the DJ-I S Management Directi ve 6-8.0. The 
contractor shall comply with the pre-screening requirements specified in the DHS Special Security 
Requirement - Contractor Pre-Screening paragraph located in thi s contract, if J-I SA R clauses 
3052.204-70, Security Requirements fo r Unclass ified Information Technology (IT) Resources; 
and/or 3052.204-7 J, Contractor Employee Access are included in the Clause section of thi s 

contract. 

14.4.3 Background Investigations 

Contractor employees (to include applicants, temporaries, part-time and replacement employees) 
under the contract, needing access to sensitive information, shall undergo a pos ition sensitivity 
analysis based on the duties each individual will p'erfonn on the contract. The results of the 
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position sensitivity analysis shall identi fy the appropriate background investigation to be 
conducted. Background investigations will be processed through the Personnel Securi ty Unit. 

Prospecti ve Contractor employees shall submit the following completed forms to the Personnel 
Security Unit through the Contracting Offices Representative (COR), no less than 35 days before 
the starting date of the contract or 5 days prior to the expected entry on duty of any employees, 
whether a replacement, addition, subcontractor employee, or vendor: 

I. Standard Form S5 P (SF S5P) "Questionnaire for Public Trust Pos itions" Form shall 
be submitted via e·QIP (e lectronic Questionnaires for Investigation Process ing) (Original 
and One Copy) 

2. Three signed eQip Signature forms: Signature Page, Release of In formation and 
Release of Medical Information (Originals and One Copy) 

3. Two FD 258, "Fingerpri nt Card" 

4. Foreign National Relatives or Assoc iates Statement (Original and One Copy) 

5. DHS 11000·9, "Disclosure and Authori zation Pertaining to Consumer Reports 

Pursuant to the Fair Credit Reporting Act" (Original and One Copy) 

6. Optional Form 306 Declaration for Federal Employment (applies to contractors as 
well) (Original and One Copy) 

Prospecti ve Contractor employees who currently have an adequate current investigation and 
security clearance issued by the Defense Industrial Security Clearance Office (DI SCO) or by 
another Federal Agency may not be required to submit complete security packages, and the 
investigation will be accepted for adjudication under rec iprocity. 

An adequate and current investigation is one where the investigation is not more than five years 
old and the subject has not had a break in service of more than two years. 

Required forms will be provided by ICE at the ti me of award of the contract. Onl y complete 
packages will be accepted by the OPR·PSU. Specific instructions on submission of packages will 
be provided upon awa rd of the contract. 

Be advised that unless an applicant requiring access to sensitive infonnation has resided in the US 
for three of the past fi ve years, the Government may not be able to complete a sati sfactory 
background investigation. In such cases, DHS retains the right to deem an applicant as ineligible 
due to insuffi cient background information. 
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The use of Non-U.S. citizens, including Lawful Permanent Residents (LPRs), is not permitted in 

the performance of thi s contract for any position that involves access to DHS liCE IT systems and 

the infonnation contained therein, to include, the development and / or maintenance of DHS/ICE 

IT systems; or access to information contained in and I or deri ved from any DHS/ICE IT system. 

14.4.4 Transfers From Other DHS Contracts 

Personnel may transfer from other DHS Contracts provided they have an adequate and current 

investigation (see above). If the prospecti ve employee does not have an adequate and current 

investigation, an eQip Worksheet shall be submitted to the Intake Team to initiate a new 

investigation. 

Transfers will be submitted on the COR Transfer Form, which will be provided by the Dallas PSU 

Office along with other forms and instructions. 

14.4.5 Continued Eligibility 

If a prospective employee is found to be ineligible for access to Government facilities or 

information, the COR will advise the Contractor that the employee shall not continue to work or to 

be ass igned to work under the contract. 

The OPR-PSU may require drug screening for probable cause at any time and! or when the 

contractor independently identifies, circumstances where probable cause ex ists. 

The OPR-PSU may require reinvestigations when derogatory in formation is rece ived and!or every 

5 yea rs. 

ICE reserves the right and prerogative to deny and/ or restrict the fac ility and information access 

of any Contractor employee whose actions are in contlict with the standards of conduct, 5 CFR 

2635 and 5 CFR 3801, or whom ICE determi nes to present a ri sk of compromising sensitive 

Government information to which he or she would have access under thi s contract. 

14.4.6 Required Reports 

The Contractor shall noti fy OPR-PSU of a ll terminationsl resignations within five days of 

occurrence. The Contractor shall return any expired ICE issued identification cards and building 

passes, or those of tenninated employees to the COR. If an identifi cation card or building pass is 

not available to be returned, a report must be submitted to the COR, referencing the pass or card 

number, name of individual to whom issued, the last known location and di spos ition of the pass or 

card. The COR will return the identification cards and building passes to the responsible 10 Unit. 

46 

2018·ICLI ·00009 2224 

002224epic.org EPIC-17-08-14-ICE-FOIA-20180724-5thInterim-Production-pt2



FALCON Operations & Maintenance Support 
Pelformance Work Statement 

The Contractor shall provide, through the COR, a Quarterly Report containing the names of 
personnel who are active, pending hire, have departed within the quarter or have had a legal name 

change (Submitted with documentation). The li st shall include the Name, Position and SSN (Last 
Four) and should be derived from system(s) used for contractor payroll/voucher process ing to 
ensure accuracy. 

Submit reports to the email address
L
I{b_)_(7_)(_E_) __________ ----' 

14.4.7 Employment Eligibility 

The contractor shall agree that each employee working on thi s contract will successfully pass the 
DHS Employment Eligibility Verification (E-Verify) program operated by USCIS to establish 
work authorization. 

The E-Verify system, formerly known as the Basic PiloUEmployment Eligibi li ty verification 
Program, is an Internet-based system operated by DHS USCIS, in partnership with the Social 
Security Administration (SSA) that allows participating employers to electronically verify the 
employment eligib ility of their newly hired employees. E-Verify represents the best means 
available for employers to verify the work authorization of their employees. 

The Contractor shall agree that each employee working on thi s contract will have a Social Security 
Card issued and approved by the Social Security Administration. The Contractor shall be 
responsible to the Government for acts and omissions of hi s own employees and for any 
Subcontractor(s) and their employees. 

Subject to existing law, regulations and! or other provisions of thi s contract, illegal or 
undocumented al iens will not be employed by the Contractor, or with thi s contract. The 
Contractor shall ensure that thi s provision is expressly incorporated into any and all Subcontracts 

or subordinate agreements issued in support of this contract. 

14.4.8 Security Management 

The Contractor shall appoint a senior official to act as the Corporate Security Officer. The 
individual will interface with the OPR-PSU through the COR on all security matters, to include 

physical , personnel, and protection of all Government information and data accessed by the 
Contractor. 

The COR and the OPR-PSU shall have the right to inspect the procedures, methods, and facilities 
utilized by the Contractor in complying with the security requirements under thi s contract. Should 
the COR detennine that the Contractor is not complying with the security requirements of thi s 
contract, the Contractor will be informed in writj.iJg by the Contracting Officer of the proper action 
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to be taken in order to effect compliance with such requirements. 

The fo llowing computer security requirements apply to both Department of Homeland Security 
(DHS) U.S. Immigration and Customs Enforcement (ICE) operations and to the former 
lmmigration and Naturalization Service operations (FINS). These entities are hereafter referred to 
as the Department. 

14.4.9 Information Technology Security Clearance 

When sensitive government information is processed on Department telecommunications and 
automated information systems, the Contractor agrees to provide for the administrati ve control of 
sensitive data being processed and to adhere to the procedures governing such data as outlined in 
DHS IT Security Program Publication DHS MD 4300.Pub. or its replacement. Contractor 
personnel must have favorably adjudicated background investigations commensurate with the 

defined sensitivity level. 

Contractors who fa il to comply with Department security policy are subject to having their access 
to Department IT systems and facilities terminated, whether or not the fa ilure results in criminal 
prosecution. Any person who improperl y discloses sensitive information is subject to criminal and 

civil penalties and sanctions under a variety of laws (e .g., Privacy Act). 

14.4.10 Information Technology Security Training and Oversight 

All contractor employees using Department automated systems or process ing Department 
sensitive data shall be required to receive Security Awareness Training. This training will be 
provided by the appropriate component agency of DHS. 

Contractors invo lved with management, use, or operation of any IT systems that handle sensitive 
information within or under the supervis ion of the Department, shall receive periodic tra ining at 
least annually in security awareness and accepted security practices and systems rules of behavior. 
Department contractors, with signi ficant security responsibili ties, shall receive specialized training 

specific to their securi ty responsibilities annually. The level of training shall be commensurate 
with the indi vidual' s duties and responsibilities and is intended to promote a consistent 

understanding of the principles and concepts of telecommunications and IT systems security. 

All personnel who access Department information systems will be continually evaluated while 

performing these duties. Supervisors should be aware of any unusual or inappropriate behav ior by 
personnel access ing systems. Any unauthorized access, sharing of passwords, or other 
questionable security procedures should be reported to the local Security Office or In fo rmation 
System Security Offi cer (ISSO). 
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Contractors are required to sign DHS IlOOO~6, Attachment 9 - Non-Disclosure Agreement, due to 
access to a sensitive ICE system. Non-Disclosure Agreements shall be provided to the COR and 
CO prior to the commencement of work on thi s task order. 

15.0 LIST OF ACRONYMS 

The list of acronyms in connection to this PWS is attached as Appendix A. 
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AHS 

AD IS 

AIDW 

AJAX 

API 

ATS 

C&A 

CCB 

CCDI 

CFR 

CLAIMS 

CO 

COB 

COR 

COTR 

COTS 

CPIC 

CPU 

CSIRC 

CSRC 

DARTTS 

DC 

DCID 

DHS 

DISCO 

DoJ 

E3 

EA 

EADM 

EARM 

EID 

EIT 

EIU 
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PWS Appendix A: List of Acronyms 

Application Hosting Services 

Arrival and Departure Information System 

Automated Information Data Warehouse 

Asynchronous Java and XML 

Application Programming Interface 

Automated Targeting System 

Certification and Accreditation 

Change Control Board 

Consular Consolidated Database 

Code of Federal Regulation 

Computer Linked Application Information Management System 

Contracting Officer 

Close of Business 

Contracting Officer 's Representative 

Contracting Officer 's Technical Representative (same as COR) 

Commercial Off-The-Shelf 

Capital Planning and Investment Control 

Central Process ing Units 

Computer Security Incident Response Center 

Computer Security Resource Center 

Data Analysis and Research for Trade Transparency System 

District of Columbia 

Director of Central Intelligence Directive 

Department of Homeland Security 

Defense Industrial Security Clearance Office 

Department of Justice 

Next Generation of ENFORCE 

Enterprise Arch itecture 

Enforcement Alien Detention Module 

Enforcement Alien Removal Module 

Enforcement Integrated Database 

Electronic and Information Technology 

Executive Infonnation Unit 
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I", M~ 

ENFORCE 

EOD 

ETL 
E-VERlFY 

FAR 

FINS 

FIPS 

FISMA 

FITSAF 

FRD 

FTR 

GFE 

GFI 

GFP 

GNR 

GOTS 

GWA 

HSI 

HSTC 

12MS 

liCE 

ICEPIC 

ICE/SAC 

ID 

IPT 

IRRIS 

ISA 

IIs8 

ISC2 

ISSM 

ISSO 

IT 

ITCR 
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" ih 

Enforcement Case 

Entry on Duty 

Fxtr::lr't Transfer and Load 
H' Verification 

Federal oi,i 

Former ImmiJ Naturalization Service 

Federal Information Standard 

Federal Information ' M, Act 

Federal Information Te Assessment Framework 
Functional Rp.(lIli Document 

Federal Travel "ion< 

Government Furnished 

Government Furnished Information 

Government Furnished ty 

Global Name 

Government Off-The-Shelf 

Greater W ohi' DC Area 

Homeland 

Human ~m ' " and Center 

Information M~ t S\ 
• M. 

ImmiJ and Customs Enforcement 

ICE Pattern Information Collection Tool 

ICE A 'n' in rh. 

''', ",i, I Card 

Team 

Records Review for Infonnation r;;: 1 'w 

Interconnection A. 

International Info Certification Consortium 

Infonnation , M,n'ne, 

Infonnation Officer 

Infonnation..!. 
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LEISS 
LESC 
LPR 
MCC 
MD 
MS 
NCIC 
NISPOM 
NIST 
NSA 
NSEERs 
O&M 
OAST 
OCIO 
OCONUS 
ODC 
01 

OIT 
OMB 
OPR 

PMP 
POP 
PSU 

RFD 
ROI 
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Law 

Law Enforcement Infonnation 

Law Enforcement Center 

Lawful Permanent Residents 

Mobile Command Center 

Directive 

Microsoft 

National Crime Information Center 

National Industrial 

National Institute of Standards and 

National 

National and Exit 

and Maintenance 

Office on Accessible and 

Office of the Chief Information Officer 

Outside of the Continental United States 

Other Direct Cost 

Office 

Office oflnformation and 

Office and 

Office of Professional 

Professional 

Period of Perfonnance 

Personnel Unit 

Plan 

Assurance Surveillance Plan 

for Deviation 

Records of 
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SBU 

SCI 

SCR 

SDA 

SDD 

SEACATS 

SELC 

SEN 

SEVIS 

SLA 

SLM 

SOP 

SOW 

SRD 

SW 

TAIS 

TLS 

TMP 

TO 

TRM 

TS 

TTU 

UAT 

USCIS 

US· VISIT 

VPN 
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Sensitive But Unclass ified 

Sensitive Compartmented Information 

System Change Request 

System Design Alternative 

Systems Development Division 

Seized Asset and Case Tracking System 

System Enterpri se LifecycJe 

Signifi cant Event Noti fication 

Student Exchange Visitor Information System 

Service Level Agreement 

System LifecycJe Management 

Standard Operating Procedure 

Statement of Work 

System Requirements Document 

Software 

Telecommunications and Automated Information Systems 

Telephone Linking System 

Transition Management Plan 

Task Order 

Technical Reference Model 

Top Secret 

Trade Transparency Unit 

User Acceptance Testing 

United States Citizenship and Immigration Services 

United States Visitor and Immigrant Status Indicator Technology 

Virtual Private Network 
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u.s. Immigration 
and Customs 
Enforcement 
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FALCON System Operations & Maintenance Support Services 
Performance Work Statement 

1.0 PROJECT TITLE 

Performance Work Statement m""" S,'st<,m ~~~Iion s and Maintenance 
Support Serv ices 

2.0 BACKGROUND 

United States Immigration and Customs Enforcement (ICE) is the largest investigative branch of 
the Department of Homeland Security (DHS). As part of ICE, Homeland Security Investigations 

(HSI) is a critical asset in accomplishing the ICE mission and is responsible for investigating a 
wide range of domestic and international activities arising from the illegal movement of people 
and goods into, with in and out of the United States. For this acquisition, the Contractor shall be 
responsible for the overa ll management , planning, development, operation, maintenance, 

coordination, and support of one ofHSI lnfonnation and lnfrastmcture ~~!ll:~~~ (ISIM) 
techn.olo·gy platforms and software assets, FALCON. 

2 

2018-ICLI -00009 2233 

002233epic.org EPIC-17-08-14-ICE-FOIA-20180724-5thInterim-Production-pt2



(b)(7)(E) 

(b)(7)(E) 

FALCON Operations & Maintenance Support 
Pelformance Work Statement 

2018-ICLI-00009 2234 

002234epic.org EPIC-17-08-14-ICE-FOIA-20180724-5thInterim-Production-pt2



b)(7)(E) 
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4.0 APPLICABLE DOCUMENTS 

All ICE systems shall comply with the following guidelines and regulations: 

• DHS Acquis ition Management Directive 102~01 Handbook 
• ICE Enterprise Systems Assurance Plan 
• ICE System Lifecycle Management (SLM) Handbook, Version J.4, January, 2012 
• ICE Technical Architecture Guidebook 
• ICE Technical Reference Model (TRM) (Standards Profile) 

• The Offeror shall identify any hardware, software, and/or licenses 
required for its proposed solution. The Government is prepared to 
provide any hardware and software items that are included within 
the ICE Technical Reference Model (TRM) that would reasonably 
be utilized by Offerors for the system development. Test and 
eva luation tools listed within the TRM are not provided as 
Government Furni shed Equipment (GFE). 

• 4300A DHS Information Security Pol icy 
• 4300A Sensitive Systems Handbook 

The following documents are applicable to understanding the target ICE/HSI systems: 

• 
• 
• 

International Information Systems Security Certification Consortium (ISC2) Standards 
National Industrial Security Program Operating Manual (NISPOM), February 28, 2006 
National Institute of Standards and Technology (NIST) Computer Security Resource 
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o Guidelines 
o Special Publications 
o Standards 
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• NIST Special Publication 800-37, Guide for the Certification and Accreditation of 
Federal In formation Systems 

• Federal Information Process ing Standard (FIPS) 199 
• Federal In fo rmation Security Management Act (FI SMA), November 22,2002 
• Federal Information Technology Security Assessment Framework (FITSAF), November 

28, 2000 
• Federal OMS Circular A- 130, Management of Federal In fo rmation Resources 
• Federal Privacy Act of 1974 (As Amended) 
• Federal Records Act 
• DHS 4300A, Sensitive Systems Policy Directive, Version 6.1.1 , October 31, 2008 
• DH S Management Directive (MD) 4300.1, Information Technology Systems Security, 

November 03, 2008 
• DHS MD Volume 11000 - Security 
• DJ-IS Office ofChief lnfonnation Officer (OCIO) E-Govemment Act Report 2008 

Please note that if newer versions of these documents are offic ially released, the Contractor sha ll 
comply with the updated versions within the time frame established by the Government. 

5.0 TASKS 

The Contractor shall provide qualified, experienced personnel to deliver support for the continued 
System Maintenance and Services tasks assoc iated with FALCON. This task order purchase 
includes the tasks descri bed in the following sections: 

5.1 Tier 1 - Help Desk Support 

Help Desk Support consists of the following responsibilities: 

-Receiving and recording accurately all inquiries from End Users regarding application 
fun ctionality and services and ass igning tasks as needed to the appropriate 
Software Maintenance Tier 2 or Tier 3 Support group for reso lution; 

- Dealing directly with: 
o simple requests such as password resets and account unlocks 
o bas ic network and application troubleshooting 
o applica tion usage and operational fea ture ques tions and issues; 

- Monitoring the tickets created to ensure users are updated on tickets' status and progress; 
- Providing reports to ICE management and System / Application Program Management as 

required or requested. 

Tier 1 hours of operation shall be from 0900 to 1700 Eastern Time (ET) Monday thru Friday 
with support response times during these hours being immediate for telephonic inquiries and 
within one hour fo r email report s. Non-emergency, off-hours inquiries/ticket submissions will be 
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addressed as soon as is practical and serviced no later than one hour after the commencement of 
normal operating hours. 

At the government's di scretion Tier I - Help Desk Support may be ultimately transitioned to the 
ICE Enterprise Help Desk at the EOC. The contractor will be required to support such a 
transition by providing ' How Tos,' F AQ responses, scripted tutorial s, etc. consistent with the 
provision of this leve l of customer support and problem resolution. 

Tier 2 System Maintenance and Support 

All items that cannot be reso lved at the Tier I Support level shall be automatically turned 
over to Tier 2 System Maintenance and Support; 

• The Contractor shall report the status of the ticket using Atlass ian lira 
tracking software; 

• Typical Tier 2 activities would include patching systems, running script s, 
effect ing minor fixes, etc. ; 

• Tier 2 System Maintenance and Support shall be operat ional in accordance w ith 
the service level agreements (SLA); 

• The Contractor shall respond to all Tier 2 System Maintenance tickets in 
accordance with the SLA; 

• The Contractor shall develop an application feedback loop, whereas systemic 
issues identified during common T ier 1, 2, and 3 esca lation procedures are 
routinely evaluated and reviewed with the appropriate Project Manager to assess 
the need for a System Change Request (SCR) for a future release. 

• If Tier 2 System Maintenance Support cannot reso lve the assigned ticket or 
perform the required tasks then the ticket shall be referred to the T ier 3 - System 
Maintenance and Support. 

Tier 3 - SYstem Maintenance and Support 

The Contractor shall identify and correct software, performance, and implementation failures for 
the application software as well as evaluate and estimate the level of effort associated with requests for 
system modification. Corrective work includes performing System Change Request s (SCRs) that 
reflect a change to requirements or technical specifications, as well as updating and maintaining 
the required Systems Lifecycle Methodology (SLM) documentation as necessary. Contractor staff 
and the COR will come to mutual agreement over which changes to the system constitute SCRs, 
as opposed to every day System Tuning (Section 5.2.3) and System Administration (Section 
5.2.4) actions not requiring the SCR process . 

• All maintenance activities that reach thi s leve l shall have an SCR opened and be 
reported using Atlass ian lira; 

• SCRs will be prioritized and agreed to by the authorized government personnel 
and entered into the ICE approved management tracking tool. SCRs w ill be 
approved in writing by the government; 

• Prior to commencing a system modification, the Contractor and the Office of the 
Chief Information Officer (OCIO) Information Technology (IT) project 
manager shall agree on the degree of the modification as minor, moderate, or 
major (see table below for classification); 
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• The Contractor sha ll develop an application feedback loop, whereas systemic 
issues identified during common Tier 1, 2, and 3 escalation procedures are 
routinely evaluated and reviewed with the IT Project Manager to assess the need 
fo r a System Change Request (SCR) in future release. 

• The Contractor sha ll respond to all Tier3 System Maintenance Support tickets in 
accordance with service level agreements (SLA's); 

• Software changes to appl ications are based upon the submiss ion of an SCR, 
and are class ified as minor, moderate, or majo r changes, where: 

Table I: Change Requests 

Type Change Estimated Effort 
Required 

Minor Change 1-40 Hours 

Moderate Change 1-250 Hours 

Maior Change 5 1-1000 I-lours 

*Development is any enhancement that is estimated to exceed 250 Hours. 

The Contractor shall provide Software Maintenance T ier 2 and T ier 3 Support. Software 
Maintenance Tier 2 and Tier 3 Support hours of operation shall be Monday through Friday 8am-
6pm, ET, excluding holidays and weekends. 

For emergency situations both during and outside of the nonnal support business hours that 
involve a system outage or a widespread interruption in user access to FALCON, the Contractor 
shall notify the FA LCON Program Manager or designate w ithin 30 minutes of occurrence. 
Emergenc ies will be further defined as part of the Software Tier 3 Support procedures, but in 
genera l an emergency is when the system is down or when multiple users are unable to access 
FALCON. It is antic ipated that these calls will occur no more than 10 times a year and can most 
like ly be addressed via te lephone and/or remote access to the FALCON operati ng infrastructure. 
The Contractor shall document all user problem notifications and so lutions. 

For T ier 3 Software Maintenance and Support, the number of anticipated SCRs is listed in the 
matrix below: 

Estimated Effort 
Estimated number of 

Change Classification 
Required 

SCRs to Be Conducted -
Per Year 

Minor Change 1- 40 Hours 
20 

Moderate Change 41 - 250 I-lours 
12 

Major Change 25 1 - 1000 Hours 
5 

SCRs for FALCON may include requirements analysis, des ign, development , integrat ion & 
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ICE reserves the right to request FAR 52.227- 14 (Alt IV) for any software 
development/modification/enhancement that is mutually determined a major SCR under thi s 
performance work statement. 

5.2 Operational Support 

The Contractor shall provide Operational Support for the FALCON system. Table 2 and 
Table 3 detail the hardware and software infrastructure current ly in place for FALCON. 
The hardware and software listed below is subject to change based on future expansion 
requirements and datacenter moves as requested by FALCON PMO. 

Table 2. FALCON System Hardware 
H, In. I.oc.';on 

b)(7)(E) 

Table 3. FALCON System Software 
ODeratine Information SYstem I Location I Remarks 
b)(7)(E) 
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Oneratinp' Information Svstem I.ocation Remarks 
b)(7)(E) 

PCN-Potomac Center North, 500 12th St SW, Washington, DC 20536 

Table 4. FALCON System Firmware 

b)(7)(E) 

Operational support shall include the activities below: 

5.2.1 Operational Support -Interfaces and Data Sources 

5.2.2 Operational Support - Database 

5.2.3 Operational Support - System Tuning 
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5.2.4 Operational Support - System Administration 

5.3 Configuration Management 

5.4 Training Support Included in Operations and Maintenance Services 

s.s Optional Classroom Training 

II 
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5.6 Support of FALCON Mobile Technology 

5.7 Inclusion ofEID Data Set in FALCON during Option Year I 

12 
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5.8 Migration of Telecommunications Linking System from TECS Mainframe to 
FALCON 

5.9 Addition of Three Enhancements/New Features to FALCON-DARTTS 
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The three new features are described below: 

5.9.1 

5.9.2 
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Contractor shall: 
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Contractor shall: 

• 
• 
• 

• 
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5.10 Additional Work to Be Performed Under the Gotham Unlimited License During 
Option Years 2-4 and the Optional Six-Month Extension 

(b)(7)(E) 

10 
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b)(7)(E) 
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6.0 PERFORMANCE STANDARDS 

The fo llowing table defines the performance standards to be adhered to for the FALCON System 
Maintenance and Services effort. 1 

Table 5 Performance Standards . 
Tasks Metric 

Service Level How it will be 
Agreement measured 

Tier J - Help Desk Response Time for The end of the Time the email is 
Support incoming email s during current day received in the Help 

business hours M-F Desk Inbox until time 
09:00·1 7:00pm EST the request is accesse 

for action. 

Tier J - Help Desk Response Time for The end of the Time the email is 
Support incoming email s after fo llowing day received in the Help 

help desk hours Desk Inbox until time 
the request is accesse 
for action. 

Tier J - Help Desk Resolution Time for No More than 24 hours from the 
Support incoming emails that 24 hours, or time when the email 

have been accessed for when the user is accessed for action 
action during 09:00- stops until it is resolved or 
I 7:00pm EST and after responding moved to Tier 2 or 3. 
hours. 

1 Any enhancements, corrective maintenance, or other code changes to FALCON should not negatively impact system 
performance. Specifically, system performance will be baselined at the beginning of the contract and will be reo 
baselined at the completion of any major releases. This baseline will serve as the minimum for acceptable system 
performance. 18 
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Tier 2 
Software Support 

Tier 2 
Software Support 

Tier 2 
Software Support 

Tier 2 
Software Support 

Tier 3 Software 
Support 

Response time for 
Tier 2 tickets 
received during 
defined business 
hours 

Average reso lution 
time of Tier 2 tickets 

Response time for 

Tier 2 tickets, after 
hours 

Average reso lution 

time for Tier 2 
tickets, received 
after defined 
business hours 

Response time for 
Tier 3 tickets during 
specified business 
hours not involving a 
system outage or denial 
of access to substantial 
numbers of users 

FALCON Operations & Maintenance Support 
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The end of the Time the ticket is 
current day assigned to Tier 2 

until the time the 
ticket is accessed for 
action. 

8 business Time the ticket is 
days placed in the Tier 2 

queue for action to 
the time it appears 
as closed or 
referred, divided by 

the total number of 
tickets. 

The end of the Time the ticket is 
following day assigned until the 

time the ticket is 
picked up for action. 

8 business days Time the ticket is 

placed in the Tier 2 
queue for action to 
the time it appears 
as closed or 
referred, system, 
divided by the total 
number of tickets. 

No more than 4 Time the ticket is 
hours assigned to Tier 3 

until the time the 
ticket is accessed 
for action. 

19 
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Tier 3 Average reso lut ion 

Software Support time of 
Tier 3 tickets not 
involving a system 
outage or denial of 
access to substantial 
numbers of users 

T ier 3 Response time for 

Software Support Emergency tickets, 
either during spec ified 
business hours or after 
hours, that involve a 
system outage or 
denial of access to 
substantial numbers of 
users 

T ier 3 Average reso lution 

Software Support time fo r Emergency 
tickets, e ither during 
speci fl ed business 
hours or after hours 

Tasks Metric 

Operational Uptime Rate -

Support Percentage of time 

that the applicat ion is 

ava ilable to users in 
fully-functioning 

mode' 

FALCON Operations & Maintenance Support 
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8 business Time the ticket is 
days placed in the Tier 3 

queue for action to 

the time it appears 

as closed or 

referred, system, 
divided by the total 

number of tickets 

FALCON Time the ticket is 
Program ass igned as an 

Manager or Emergency until the 
designate sha ll 

time the ticket is be alerted no 
more than 30 picked up for action. 

minutes after 
occurrence 

No more than 8 Time the ticket is 
hours placed in the Tier 3 

queue for action to 

the time it appears 

as closed or 

referred, system, 

di vided by the total 

number of tickets 

Service Level How it will be 
Agreement measured 

98% or higher Cumulative uptime 

per month di vided by 

the total time per 

month that FALCON 

is scheduled 

ava ilable. 

2 The uptime rate refers to specific application outages-not external/network issues. Additionally, uptime rate wi ll 
not include outages for scheduled maintenance and enha w ments. 
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Configuration All SCR level changes 100% No changes will be 

Management will be made to the base line 
tracked without an assoc iated 

SCR. 

Training Training and Training 100% on time Delivery date versus 
Materia l De livery scheduled delivery 

date. 

Transition Out Transition Out Plan 90 calendar days Delivery date 

prior to end of POP 

7.0 DELIVERABLES AND DELIVERY SCHEDULE 

Specific deliverables related to each activity are outlined below. 

7.1 System Lifecycle Management (SLM) Deliverables 

The Contractor shall provide SLM deliverables as required for System Maintenance 
Services projects. All appropriate documentation shall be prepared in accordance with the 
guidelines specified by the SLM and the approved Project Tailoring Plan. 

7.2 Quarterly Progress Report 

The Contractor shall prepare a quarterly progress report to be briefed at the Un it Chief level. The 
initial report is due forty. five ca lendar days after start of the task and shall cover the first ca lendar 
month of performance. Subsequent report s shall be provided quarterly y within five ca lendar days 
of the end of each quarter until the last quarter of performance. The final delivery shall occur ten 
days before the end of the final option period and shall summar ize performance during the period 
ofperfonnance and provide the status of any planned transition act ivity. The quarterly reports can 
be delivered via email and shall conta in the following: 

• Description of work accomplished (Accompli shments) 
• Work planned for the following month (Planned Activities) 
• Deviations from planned act ivities 
• Open risks and issues 

7.3 Certification and Accreditation (C&A) Documentation 

The Contractor shall be responsible for maintaining and updating existing C&A artifacts to stay 
current with DHSIICE and Federal requirements. These C&A updates wi ll be required every 
three years unless a major change impacts security. The Contractor shall also be responsible for 
supporting the Infonnation Systems Security OfJ1cer (ISSO) for any annual C&A act ivities, 
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which may be requested (i.e . se lf·assessments, contingency plan tests, vu lnerability scans, etc.). 

7.4 Quality Assurance Surveillance Plan 

The Quality Assurance Surveillance Plan (QASP) is the document used by the Government to 
evaluate Contractor actions wh ile implementing the PWS. It is des igned to provide an effective 
surveillance method of monitoring Contractor performance for each listed task in the PWS. 

The QASP provides a systematic method to evaluate the services the Contractor is required to 
furnish. The Contractor, and not the Government, is responsible for management and quality 
control actions to meet the terms of this task order. The role of the Government is quality 
assurance monitoring to ensure that the task order standards are achieved. 

The Contractor shall be required to deve lop a comprehensive program of inspections and 
monitoring actions. Once the quality control program is approved by the Government, carefu l 
application of the process and standards presented in the QASP document will ensure a robust 
quality assurance program. The QASP below was developed by ICE and is indicative of the 
type ofmetrics that apply to the deliverables. The offeror may propose other metrics they 
determine upon the uniqueness and relevance of their own technical approach in meeting the 
task order objectives. The QASP is subject to discuss ions/negotiations. 

22 
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FALCON Operations and Maintenance (O&M) Support Services Contract Quality Assurance Surveillance Plan (QASP) 

Attachment I 

Tasks Metrics Service Level How it will be Exceptional Very Good Satisfactory Marginal Unsatisfactory 
Agreement measured Rating Rating Rating Rating Rating 

Tier I - Help Response Time he end of the Time the emai l is Meets SLA Meets SLA Meets SLA 90- Meets Meets SLA less 
Desk Support for incoming urrent day received in the 98-100% of 95-97.9% 0 94.9% of SLA 85- than 85% of 

emai ls Help Desk Inbox instances instances instances 89.9% of instances 
until time the instances 
request is accessed 
for act ion. 

Tier 2 Software Response time he end of the Time the ticket is Meets SLA Meets SLA Meets SLA 90- Meets Meets SLA less 
Support for Tier 2 urrent day assigned to Tier 2 98-100% of 95-97.9% 0 94.9% of SLA 85- than 85% of 

until the time the instances instances instances 89.9% of instances 
ticket is accessed instances 
for action. 

Tier 3 Response time No more than Time the ticket is Meets SLA Meets SLA Meets SLA 90- Meets Meets SLA less 
Software SUppOl1 for Tier 3 ticket hours assigned to Tier 3 98-100% of 95-97.9% 0 94.9% of SLA 85- than 85% of 

not involving until the time the instances instances instances 89.9% of instances 
system outage ticket is accessed instances 
or denial of for action. 
service to 
substantial 
numbers of 
users 
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Tasks Metrics fService level 
fAgreement 

Tier 2 and Tier 3 Average 8 business 
Software Support reso lut ion ~ays 

time of Tier 2 
and Tier 3 
tickets 

FALCON Operations & Maintenance Support 
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How it will be Exceptional Very Good 
measured Rating Rating 

Time the ticket is Average of 5 Average of 
placed in the Tier" or fewer 6 to 7 
or Tier 3 queue for business days business 
action to the time i days 
appears as closed 
or referred, system 
divided by the tota 
number of ti ckets. 
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Satisfactory Marginal Unsatisfactory 
Rating Rating Rating 

Meets SLA of Average Average of 
average of 8 of9 to 12 more than 12 
business days business business days 

days 
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Tasks Metrics Service 
Level 

Agreement 
Tier 3 Response time for No more 
Software Support Emergency tickets han 30 

during business minutes 
hours or after 
hours, invo lving 
system outage or 
denial of service 
to substan ti al 
numbers of users 

Tier 3 Average reso lutio No more 
Software Support time for han 8 hours 

Emergency 
tickets, during 
business hours 
or after hours, 
involving 
system outage 
or denial of 
service to 
substantial 
numbers of 
users 

FALCON Operations & Maintenance Support 
Pelformance Work Statement 

How it will be Exceptional Very Good 
measured Rating Rating 

Time the Meets SLA Meets SLA 
FALCON PM or 98- 100% of 95-97.9% of 
designate is instances instances 
informed of 
situation. 

Time the ticket is Average is Average is 
ass igned as an less than 6.5 6.5 to 7.49 
Emergency until hours hours 
the time the ticket 
is closed. 
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Satisfactory Marginal Unsatisfactory 
Rating Rating Rating 

Meets SLA Meets Meets SLA less 
90-94.9% of SLA 85- than 85% of 
instances 89.9% of instances 

instances 

Average is Average is Average is 9. 5 
7.5 to 8.49 8.5 to 9.49 hours or longer 
hours hours 
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Operational Uptime Rate· 

Support Percentage of 

time that the 

application is 

availab le to 

users in fully· 

functioning mode 

Configuration All changes w ill 
Management be tracked 

Training Training and 
Training 
Material 
Delivery 

FALCON Operations & Maintenance Support 
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8% or higher Cumulat ive uptim 99.5-100% 98.5-99.49% 
per month divided availab le availab le 
by the tota l time 
per month that 
FALCON is 
scheduled as 
available. 

100% No changes will b 100% 98-99.9% 
made to the 
baseline without a 
assoc iated SCR. 

100% on time De livery 99-100% of 95-98.9% of 

date versus instances on instances on 

schedu led 
time time 

delivery 

date. 

2018-ICLI -00009 2257 

97.5-98.49% 96.5- Less than 96.5% 
availab le 97.49% available 

avai lab le 

96-97.9% 94-95.9% Less than 94% 

90-94.9% of 85-89.9% Less than 85% 0 

instances on of instances on time 
time instances 

on time 
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ICE Employee Rating on 
Satisfaction with Feedback Form 
Training Rece ived from 

Trained ICE 
Employees 
Fo llowing 
Training 
(Ratings of 
Very Satisfied, 
Sat isfied, 
Partia lly 
Satisfied, or No 
Satisfied) 
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0% or more of Feedback fonns 98% or more 93-97.9% of 
espondents turned in from of respondents 
eport being ICE employees respondents report be ing 

Satisfied or Very who recei ved report being Satisfied or 
Satisfied classroom or Satisfied or Very 

desk·side Very Satisfied 
training Satisfied 
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88-92.9% of 83-87.9% Less than 83% 0 

respondents of respondents 
report being responde report being 
Satisfied or ts report Satisfied or Very 
Very being Satisfied 
Satisfied Satisfied 

or Very 
Satisfied 
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• Measurements wi ll be performed quarterl y. 

• Measurements wi ll be carried out by Contractor. 

• QASP measurement report will be turned in quarterly to the government Contracting Officer's 
Representative (COR) within fifteen calendar days after the end of the quarter under review. 

• An overa ll quarterly QASP Rating wi ll be computed for the Contractor by the COR, according 

to the following methodology: 

o For each of the QASP Tasks listed above, the Contractor will be assigned the following 

number of points: 

• Exceptional: 4 points 

• Very Good: 3.5 points 

• Satisfactory: 2.75 points 

• Marginal: 1.75 points 

• Unsatisfactory: 0 points 

o The points for the 10 QASP Tasks will be averaged (the sum total divided by 10). The 

overall quarterly QASP Rating wi ll be assigned as follows (CPARS is the Contractor 

Performance Assessment Reporting System): 

QASP Rating Point Level Consequence 
Exceptional 3.7 - 4.0 Exceptional rating for quarter 

entered into CPARS at end of 
I performance period 

Very Good 3.2 - 3.69 Very Good rating for quarter 
entered into CPARS at end of 

I performance period 
Satisfactory 2.7-3.19 Satisfactory rating for quarter 

entered into CPARS at end of 
I performance period 

Margina l 1.7 - 2.69 Marg inal rating for quarter 
entered into CPARS at end of 

I performance period. 
Unsatisfactory < 1.7 Unsatisfactory rating for quarter 

entered into CPARS at end of 
I performance period. 

7.5 Deliverables Table 
28 
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The Contractor sha ll provide the fo llowing de liverables via ema il to the COR, unless noted 
otherwise: 

De liverable Frequency Recip ients 

copy - PM, 
Library Management Sys tem 
(ELMS) 

Software (SW): ICE source 

contro l repos itory (Subversion); 

OCIO representative on 
FALCON PMO (e ither Walter 
Wagner or alternative OCIO 

representative) 

copy -
Deliverable) Contracting Officer 

copy: 
calendar days of the 
end of the quarter 

Officer, CO R 

being reviewed 

Cert ification and As 
Electronic copy: PM, ELMS, 

Accreditation 
Documentation 

COR 

Trans ition In Plan- Final 15 ca lendar days Electro nic copy: PM, Contract ing 

a fter award Officer, CO R 

Trans ition Out Plan 120 ca lendar days 

before the end of the 
Electro nic copy: PM, Contract ing 

POP 
Officer, COR 

copy: 

a fter award Officer, CO R 

7.6 Delivery Instructions 

The Contractor shall provide electronic copies of each deliverable. Electronic copies shall be 
delivered via email attachment. The electronic copies shall be co mpatible with MS Office 2010 
or other applications as appropr iate and mutuall y agreed to by the part ies. The documents shall 
be considered final upon rece iving Government approval. All deliverables shall be deli vered 
electronically (unless a hardcopy is requested) t~9he COR. If a hardcopy is requested, it will be 
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delivered to the des ignated COR, not later than 4:00 PM ET on the de liverable's due date. Once 
created, deliverables and work products are considered the property of the Federal Government. 
Any work that deviates from this task order and the approved deliverables listed herein shall not 
be accepted without prior approval from the COR. 

7.7 Draft Deliverables 
The Government will provide writt en acceptance, comments and/o r change requests, if any, 
within 15 working days from receipt by the Government of each dra ft de liverable. 
Upon receipt of the Government comments, the Contractor shall have 15 working days to 
incorporate the Government 's comments and/o r change requests and to resubmit the de li verable 
in its final form. 

7.8 Written Acceptance/Rejection by the Government 

The Government shall provide written notification of acceptance or rejection of all final 
deliverables within fifteen ( 15) ca lendar days. All notifications of rejection will be accompanied 
with an explanation of the specific deficiencies causing the rejection. 

Items must be approved by the COR and/or the appropriate Government authority to be 
considered "accepted." The Government will provide written acceptance, comments, or change 
requests within fi fteen ( 15) ca lendar days from receipt by the Government, of all required 
deliverables. 

7.9 Non-Conforming Products or Services 

Non-conforming products or services will be rejected. The Government will prov ide writt en 
notifi cation of non-conforming products or services within fifteen ( 15) calendar days. 
Deficiencies shall be corrected within 30 days of the rejection notice. If the defic iencies cannot be 
corrected within 30 calendar days, the Contractor shall immediately noti fy the COR of the reason 
for the delay and provide a proposed corrective action plan within ten ( 10) ca lendar days. 

7.10 Notice Regarding Late Delivery 

The Contractor shall noti fy the COR as soon as it becomes apparent to the Contractor that a 
scheduled de livery will be late. The Contractor shall include in the notification the rationale for 
late deli very, the expected date for the delivery, and the impact of the late deli very on the project. 
The COR will review the new schedule with the PM and provide guidance to the Contractor. 

8.0 CONSTRAINTS 

8.1 General Constraints 

The following project constraints are applicable to the FALCON System Maintenance and Services 
task order: 

• 
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• 

• 

• 
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8.2 DHS Enterprise Architecture Compliance 

All solutions and services shall meet DHS Enterprise Arch itecture policies, standards, and 
procedures. Specifically, the contractor shall comply with the following HLS EA requirements: 
• All developed solutions and requirements shall be compliant with the HLS EA. 
• All IT hardware and software shall be compliant with the HLS EA Technical Reference Model 
(TRM) Standards and Products Profile. 
• Description information for all data assets, information exchanges and data standards, whether 
adopted or developed, shall be submitted to the Enterprise Data Management Office (EDMO) for 
review, approva l and insertion into the DHS Data Reference Model and Enterprise Architecture 
lnformation Repository. 
• Development of data assets, information exchanges and data standards will comply with the 
DHS Data Management Policy MD 103-01 and all data-related artifacts will be deve loped and 
validated according to DHS data management architectura l guidel ines. 
• App licability of Internet Protocol Version 6 (IPv6) to DHS-related components (networks, 
infrastructure, and appl ications) spec ific to individual acqu isitions shall be in accordance with 
the DHS Enterprise Architecture (per OMB Memorandum M-05-22, August 2, 2005) regardless 
of whether the acquisition is for modification, upgrade, or replacement. All EA-related 
component acquis itions shall be IPv6 compliant as defined in the U.S. Government Version 6 
(USGv6) Profile National Institute of Standards and Technology (NIST) Special 8 ITAR Quick 
Essentials Guide 20 II v2.0 Publication 500-267) and the corresponding declarations of 
conformance defined in the USGv6 Test Program. 

8.3 Maintenance of Existing FALCON System Functionality 

Contractor shall ensure that all new work performed under thi s contract wi ll adhere to the 
follow ing stipulations. 

31 
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• 
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8.3. t Continuation of Existing FALCON System Functionality 

8.3.2 Compatibility of New Work with Existing FALCON Features and Data Sets 
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b)(7)(E) 

8.4 Level of Service 
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Contractor shall ensure that the FALCON system shall be able to accommodate the fo llowing 
minimum levels of service, with no diminishment of performance levels from performance levels 
met by the system prior to the initiation of thi s contract. 

Start of Initial Period of Performance 
lndividual Data Records Access ible by FALCON: 
FALCON-SA User Base : 
FALCON-SA Concurrent Users: 
FALCON Web Access User Base: 
FALCON Web Access Concurrent Users: 
FALCON Mobi le User Base: 
FALCON Mobile Concurrent Users: 

Upon Deployment ofFALCON-DARTTS 
lndividual Data Records Access ible by FALCON: 

33 
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FALCON-SA User Base : 
FALCON-SA Concurrent Users: 
FALCON Web Access User Base: 
FALCON Web Access Concurrent Users: 
FALCON Mobi le User Base: 
FALCON Mobi le Concurrent Users: 

FALCON Operations & Maintenance Support 
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Upon Deployment ofEID Data Set in Option Year 1 
lndividual Data Records Access ible by FALCON: 
FALCON-SA User Base: 
FALCON-SA Concurrent Users: 
FALCON Web Access User Base: 
FALCON Web Access Concurrent Users: 
FALCON Mobile User Base: 
FALCON Mobile Concurrent Users: 

From the initiation of the contract modification instituting the Gotham Unlimited License, the 
following levels of service will app ly: 

lndividual Data Records Access ible by FALCON: 
FALCON-SA User Base: 
FALCON-SA Concurrent Users: 
FALCON Web Access User Base: 
FALCON Web Access Concurrent Users: 
FALCON Mobile User Base: 
FALCON Mobi le Concurrent Users: 

9.0 GOVERNMENT FURNISHED EQUIPMENT AND INFORMATION 

The Contractor shall keep an inventory of Government-furnished equipment (GFE), wh ich 
shall be made avai lable to the COR, Assistant COR, and Government Call Monitor upon 
request. The Government will provide basic equipment (e.g., laptops, desktops, VPN tokens, 
and aircards) in accordance with the contract. All GFE shall be entered into ICE's Property 
Inven tory System (Sunflower) within 48 hours of receipt. The Contractor shall provide their 
own network connectivity capabi lity with a minimum connection speed of IOMbps. 

Items of GFE which are inventoried and tracked in Sunflower include the following seventeen 
laptops and four i-Phone handheld devices: 

Model Number 

b)(7)(E) 
I 

Serial 
Number 

I LaptopNPN/i-Phone 
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Trave l outside the local metropolitan Washington, DC area may be expected during performance 
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of the resulting task order. Therefore, trave l will be undertaken following the General Services 
Administration Field Trave l Regulat ion. Reimbursement for allowable costs will be made. Any 
travel and training expenditures shall be pre-approved by the COR. Costs for transportation, 
lodging, meals and incidental expenses incurred by Contractor personnel on offic ial company 
business are allowable subject to FAR 31.205-46, Travel Costs. These costs will be considered 
to be reasonable and allowable only to the extent that they do not exceed on a dail y bas is the 
maximum per diem rates in effect at the time of travel as set forth in the Federal Trave l 
Regulations. The Contractor will not be reimbursed for trave l and per diem within a 50-mile 
radius of the worksite where a Contractor has an office. Local trave l expenses within the 
Washington Metropolitan area will not be reimbursed (this includes parking) . All trave l outside 
the Washington Metropolitan area must be approved by the COR in advance. No trave l will be 
re imbursed without prior approval from the COR. 

11.0 PLACE OF PERFORMANCE 

Work, meetings, and briefings will be perfo rmed primarily at Contractor fac ilities. Frequent 
trave l to ICE offices located at 801 I Street NW, Washington, D.C., or 500 12th St SW, 
Washington, D.C., or to the Tech Ops fac ility in Lorton, VA will be required. Additionally, 
trave l to the Law Enforcement Support Center (LESC) facility located in Williston, VT may be 
required. Due to regular interaction with a multitude of program stakeholders, the Contractor's 
staff shall be located in the Greater Washington Area (G W A). 

12.0 PERIOD OF PERFORMANCE 

The period of performance of the FALCON System Maintenance and Services contract will 
consist of a base pe ri o d of ni ne (9) months plus four (4) twelve (12) month option periods. A 
FAR 52.2 17-8 6-month optional extension allows for an additional six months' worth of 
Operations and Maintenance Support Services to be purchased afte r the end of Option Year 4. 

13.0 SECURITY 

Contractor personnel performing work under thi s PWS will not be dealing with class ified 
information, but will be Sensitive but Unclass ified (SBU) data. Ifit is determined that a higher 
security class ification is necessary, based on a change to the scope of work of thi s PWS, 
required documentation from the contractor will be requested by the contracting offi cer prior 
to any modi fica tion adding class ified work to thi s task order. 

13.1 Section 508 Compliance 

The DHS Offi ce of Accessible Systems and Technology has determined that fo r the purposes of 
compliance with Section 508 of the Rehabilitation Act (29 U.S.c. 794d), as amended by the 
Workforce Investment Act of 1998 (P.L. 105-220), August 7, 1998, a National Security 
Exception applies. ICE received a National Securi ty Exemption (ICE-20120201-001 ) on 
2/01 /201 2. 
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13.2 General Clause 

To ensure the securi ty of the DHSIICE in fo rmation in their charge, ICE Contractors and Sub
contractors shall adhere to the same computer security niles and regulations as Federal 
Government employees unless an exception to poli cy is agreed to by the prime Contractors, ICE 
Information Systems Security Manager (ISSM) and Contracting Offi ce r and detailed in the 
contract. Non-DHS Federal employees or Contractors who fail to comply with DHSIICE securi ty 
poli cies are subject to having their access to DHS/ICE IT systems and fac ilities tenninated, 
whether or not the fa ilure results in criminal prosecution. The DHS Rules of Behavior document 
applies to DHS/ICE support Contractors and Sub-contractors. 

13.3 Security Policy References Clause 

The fo llowing primary DHSIICE IT Securi ty documents are applicable to ContractorlSub
contractor operations supporting Sensitive But Unclass ified (SBU) based contracts. Additionally, 
ICE and its Contractors shall conform to other DHS Management Directives (MD) (Note: these 
additional MD documents appear on DHS-Online in the Management Directi ves Section. Volume 
11000 "Security and Volume 4000 " IT Systems" are of parti cular importance in the support of 
computer security practices): 
o DHS 4300A, Sensitive Systems Policy Directi ve 
o DHS 4300A, IT Security Sensitive Systems Handbook 
o ICE Directive, IT Securi ty Policy fo r SBU Systems 

13.3.1 
Clause 

Contractor I nformation Systems Security Officer (JSSO) Point of Contact 

The Contractor shall appoint and submit a name to ICE ISSM for approval, via the ICE COR, ofa 
qualified individual to act as ISSO to interact with ICE personnel on any IT security matters. 

13.3.2 Protection of Sensitive Information 

The Contractor shall protect all DHSIICE "sensitive information" to which the Contractor is 
granted phys ical or electronic access by adhering to the specific IT securi ty requirements of thi s 
contract and the DHS/ICE security policies spec ified in the Reference Section above. The 
Contractor shall ensure that their systems containing D1-1SIICE info rmation and data be protected 
from unauthorized access, modification and denial of service. Further, the data shall be protected 
in order to ensure the privacy of indi vidual' s personal in fo rmation. 

13.3.3 Information Technology Security Program 

I f performance of the contract requires that DHS/ICE data be stored or processed on ContraclOr
owned information systems, the Contractor shall establi sh and maintain an IT Security Program. 
This program shall be consistent with the referenced DHS/ICE IT security poli cy documents and 
at a minimum contain and address the fo llowing elements: 

• Handling of DH SIICE sensitive information and IT resources to include media 
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protection, access contro l, auditing, network security, and niles of behavior 
• Certification and Accreditation (C&A) and FISMA compliance of Systems 

containing, process ing or transmitting of DHS/ICE data 
• Training and Awareness fo r Contractor personnel 
• Security Incident Reporting 
• Contingency Planning 
• Security Reviews 
• Contract Closeout Actions 

13.3.4 Handling of Sensitive Information and IT Resources 

The Contractor shall protect DHSIICE sensitive infonnation and all government provided and 
Contractor-owned IT systems used to store or process DH SIICE sensitive information. The 
Contractor shall adhere to the following requirements for handling sensitive information: 

• Media Protection. The Contractor shall ensure that all hardcopy and electronic media 
(including backup and removable media) that contain DHS sensitive in formation are 
appropriately marked and secured when not in use. Any sensitive information stored on 
media to be surplused, transferred to another individual, or returned to the manufacturer 
shall be purged from the media before di sposa l. Disposal shall be performed using 
DH SIICE approved saniti zation methods. The Contractor shall establish and implement 
procedures to ensure sensitive infonnation cannot be accessed or stolen. These 
procedures shall address the handling and protection of paper and electronic outputs 
from systems (computers, printers , faxes, copiers) and the transportation and mailing of 
sensitive media.) 

• Access Control. The Contractor shall control user access to DHS/ICE sensitive 
information based on pos itive user identification, authentication, and authorization 
(Roles and Rules based) mechanisms. Access control measures employed shall provide 
protection from unauthorized alternation, loss, unavailability, or di sclosure of 
information. The Contractor shall ensure its personnel are granted the most restri ctive 
set of access privileges needed for performance of authorized tasks. The Contractor 
shall di vide and separate duties and responsibilities of criti cal IT functions to di ffe rent 
individuals so that no individual has a ll necessary authority or systems access privileges 
needed to di srupt or corrupt a critical process. 

• Auditing. The Contractor shall ensure that it's Contractor-owned IT systems used to 
store or process DI-ISIICE sensitive in formation maintain an audit trail sufficient to 
reconstruct securi ty relevant events. Audit trails shall include the identi ty of each 
person and device accessing or attempting to access the system, the time and date of the 
access and the log-off time, acti vities that might modify, bypass, or negate security 
safeguards, and security-relevant actions associated with processing. The Contractor 
shall periodica ll y review audit logs and ensure that audit trail s are protected from 
modification, authorized access, or destmction and are retained and regularly backed up. 

• Network Security. The Contractor shall monitor its networks for securi ty events and 
employ intrusion detection systems capable of detecting inappropriate, incorrect, or 
malicious activity. Any interconnections between Contractor-owned IT systems that 
process or store DHSIICE sensitive in formation and IT systems not controlled by 
DHSIICE shall be established through contro lled interfaces and documented through 
fonnallnterconnection Security Agreements (ISA). The Contractor shall employ 

38 

2018-ICLI -00009 2269 

002269epic.org EPIC-17-08-14-ICE-FOIA-20180724-5thInterim-Production-pt2



FALCO N Operations & M aintenance Support 
Pelformance Work Statement 

boundary protection devices to enforce access control between networks, including 
Internet and ex tranet access. The Contractor shall ensure its e-mail systems are secure, 
properl y configured, and that network protection mechanisms implemented in 
accordance with DH S/ICE requirements. The Contractor shall conduct peri odic 
vul nerability assessments and tests on its IT systems containing DH S/ICE sensitive 
information to identify security vulnerabilities . The result s, of thi s information, will be 
provided to the ICE DCID for review and to coordi nate remediation plans and actions. 

• DHS employees and Contractors shall not transmit sensitive DHS/ICE information to 
any personal e-mail account that is not authorized to rece ive it. 

• Rules of Behavior. The Contractor shall develop and enforce Rules of Behavior for 
Contractor-owned IT systems that process or store DH S/ICE sensitive information. 
These Rules of Behavior shall meet or exceed the DHS/ICE niles of behavior. 

• The Contractor shall adhere to the policy and guidance contained in the DHS/ICE 
reference documents. 

13.3.5 Training and Awareness 

The Contractor shall ensure that all Contractor personnel (including Sub-contractor personnel) 
who are involved in the management, use, or operation of any IT systems that handle DHS/ICE 
sensitive in fo rmation, receive annual tra ining in security awareness, accepted security practi ces, 
and system niles of behavior. If the Contractor does not use the ICE-provided annual awareness 
training, then they shall submit to the ICE ISSM their awareness training fo r approval. Should 
Contractor Training be approved for use, the Contractor shall prov ide proof of training completed 
to the ICE ISSM when requested. 

The Contractor shall ensure that all Contractor personnel, including Sub-contractor personnel, with 
IT security responsibilities, rece ive specialized DHS/ICE annual training tailored to their specific 
security responsibilities. If the Contractor does not use the ICE-provided spec ial training, then 
they shall submit to the ICE ISSM their awareness training for approval. Should Contractor 
tra ining be approved for use, the Contractor shall prov ide proof of training completed to the ICE 
ISSM when requested. 

Any Contractor personnel who are appointed as ISSO, Assistant ISSOs, or other pos ition with IT 
security responsibilities , i. e., System/LAN Database administrators, system analyst and 
programmers may be required to attend and participate in the annual DHS Security Confe rence. 

13.3.6 Certification and Accreditation (C&A) and FlSMA compliance 

The Contractor shall ensure that any Contractor-owned systems that process, store, transmit or 
access DH S/ICE information shall comply with the DHS/ICE C&A and FI SMA requirements. 

Any work on developing, maintaining or modi fy ing DHS/ICE systems shall be done to ensure that 
DHS/ICE systems are in compliance with the C&A and FISMA requirements. The Contractor 
shall ensure that the necessary C&A and FISMA compliance requirements are being effectively 
met prior to the System or application's re lease into Production (this also includes pilots). The 
Contractor shall use the DJ-IS provided tools fo r C&A and FISMA compliance and reporting 
requirements. 
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The Contractor shall establish and maintain a computer incident response capability that reports all 
incidents to the ICE Computer Security lncident Res ponse Center (CSIRC) in accordance with the 
guidance and procedures contained in the referenced documents. 

13.3.8 Contingency Planning 

If perfo rmance of the contract requires that DHSIICE data be stored or processed on Contractor
owned information systems, the Contractor shall develop and maintain contingency plans to be 
implemented in the event normal operations are di srupted. All Contractor personnel involved with 
contingency planning efforts shall be identified and trained in the procedures and logistics needed 
to implement these plans. The Contractor shall conduct periodic tests to evaluate the effectiveness 
of these contingency plans. The plans shall at a minimum address emergency response, backup 
operations, and post-disaster recovery. 

13.3.9 Security Revie\\' and Reporting 

The Contractor shall include securi ty as an integral element in the management of thi s contract. 
The Contractor shall conduct reviews and report the status of the implementation and enforcement 
of the security requirements contained in thi s contract and identified references. 

The Government may elect to conduct periodic reviews to ensure that the security requirements 
contained in this contract are being implemented and enforced. The Contractor shall afford 
DHS/lCE, including the Office of Inspector General , ICE ISSM, and other government oversight 
organizations, access to the Contractor' s and Sub-contractors ' fac ilities , install ations, operations, 
documentation, databases, and personnel used in the performance of thi s contract. Access shall be 
provided to the extent necessary for the Government to carry out a program of inspection, 
investigation, and audit to safeguard aga inst threats and hazards to the integrity, ava ilability, and 
confidentiality of DH SIICE data or the function of computer systems operated on behalf of 
DH S/lCE, and to preserve evidence of computer crime. 

13.3.10 Use of Government Equipment 

Contractors are not authorized to use Government offi ce equipment (IT systems/computers) fo r 
personal use under any circumstances, unless limited personal use is specifically pennitted by the 
contract. When so authorized, Contractors shall be governed by the limited personal use policies 
in the referenced documents. 

13.3.11 Contract C loseout 

At the expiration of thi s contract, the Contractor shall return all sensitive DHSIICE information 
and IT resources provided during the li fe of this contract. The Contractor shall certi fy that all 
DHS/ICE information has been purged from any Contractor-owned system used to store or 
process DH S/ICE infonnation. Electronic media shall be sanitized (overwritten or degaussed) in 
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accordance with the sanitation guidance and procedures contained in reference documents and 
with DHSfN lSTfNational Securi ty Agency (NSA) approved hardware and software. 

13.3.12 Personnel Security 

DHS/ICE does not permit the use of non U.S. Citizens in the performance of this contract or to 
access DI-IS/ICE systems or information. 

All Contractor personnel (including Sub-contractor personnel) shall have favorably adjudicated 
background investigations commensurate with the sensitivity level of the pos ition he ld before 
being granted access to DHS/ICE sensitive in fo rmation. 

The Contractor shall ensure all Contractor personnel are properl y submitted for appropriate 
clearances. 

The Contractor shall ensure appropriate controls have been implemented to prevent Contractor 
personnel from obtaining access to DHS/ICE sensitive in fo rmation before a favorably adjudicated 
background investigation has been completed and appropriate clearances have been issued. At the 
option of the Government, interim access may be granted pending completion of a pre
employment check. Final access may be granted only upon favorable completion of an 
appropriate background investigation based on the ri sk level ass igned to thi s contract by the 
Contracti ng Officer. 

The Contractor shall ensure its personnel have a validated need to access DHS/ICE sensitive 
information and are granted the most restrictive set of access privileges needed for performance of 
authorized tasks. 

The Contractor shall ensure that its personnel comply with applicable Rules of Behav ior for all 
DHS/ICE and Contractor-owned IT systems to which its personnel have been granted access 
privileges. 

The Contractor sha ll implement procedures to ensure that system access privileges are revoked for 
Contractor personnel whose employment is terminated or who are reassigned to other duties and 
no longer require access to DHS/ICE sensitive information. 

The Contractor shall conduct ex it interviews to ensure that Contractor personnel who no longer 
require access to DHSIICE sensitive information understand their obligation not to di scuss or 
di sclose DHS/ICE sensitive infonnation to which they were granted access under thi s contract. 

13.3.13 Physical Security 

The Contractor shall ensure that access to Contractor buildings, rooms, work areas and spaces, and 
structures that house DHSIICE sensitive information or IT systems through which DHS/ICE 
sensitive in fo rmation can be accessed, is limited to authori zed personnel. The Contractor shall 
ensure that controls are implemented to deter, detect, monitor, restri ct, and regulate access to 
contro lled areas at all times. Controls shall be suffi cient to safeguard IT assets and DHSIICE 
sensitive infonnation against loss, theft, destruction, accidental damage, hazardous conditions, 
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fi re, malicious actions, and natural di sasters . Phys ical security controls shall be implemented in 
accordance with the policy and guidance contained in the referenced documents. 

14.4 CONTRACTOR PERSONNEL SECURITY REQ UIREMENTS 

14.4.1 General 

The United States Immigration and Customs Enforcement (lCE) has detennined that performance 
of the tasks as described in Contract_HSCTE-1 3-F ~OOO I 0 requires that the Contractor, 
subcontractor(s), vendor(s) , etc. (herein known as Contractor) have access to sensitive DHS 
information, and that the Contractor will adhere to the following. 

14.4.2 Fitness Determination 

ICE will exercise full control over granting; denying, withholding or terminating unescorted 
government facility and/or sensitive Government information access fo r Contractor employees, 
based upon the results ofa background investigation. ICE may, as it deems appropriate, authorize 
and make a favorable expedited pre-employment determination based on preliminary security 
checks. The expedited pre-employment determination will allow the employees to commence 
work temporarily prior to the completion of the full investigation. The granting ofa favorable pre

employment determination shall not be considered as assurance that a favorable full employment 
determination will follow as a result thereof. The granting of a favorable pre-employment 
determination or a full employment determination sha ll in no way prevent, preclude, or bar the 
withdrawal or termination of any such access by ICE, at any time during the term of the contract. 
No employee of the Contractor shall be allowed to enter on duty and/or access sensitive 
information or systems without a favorable preliminary fitness determination or final fitness 
determination by the Office of Professional Res ponsibility, Personnel Security Unit (OPR-PSU). 
No employee of the Contractor shall be allowed unescorted access to a Government fac ility 
without a favorable pre-employment determination or fu ll employment determination by the OPR
PSU. Contract employees are processed under the DJ-I S Management Directi ve 6-8.0. The 
contractor shall comply with the pre-screening requirements specified in the DHS Special Security 
Requirement - Contractor Pre-Screening paragraph located in thi s contract, if J-I SA R clauses 
3052.204-70, Security Requirements fo r Unclass ified Information Technology (IT) Resources; 
and/or 3052.204-7 J, Contractor Employee Access are included in the Clause section of thi s 

contract. 

14.4.3 Background Investigations 

Contractor employees (to include applicants, temporaries, part-time and replacement employees) 
under the contract, needing access to sensitive information, shall undergo a pos ition sensitivity 
analysis based on the duties each individual wil~~erfonn on the contract. The results of the 
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position sensitivity analysis shall identi fy the appropriate background investigation to be 
conducted. Background investigations will be processed through the Personnel Securi ty Unit. 

Prospecti ve Contractor employees shall submit the following completed forms to the Personnel 
Security Unit through the Contracting Offices Representative (COR), no less than 35 days before 
the starting date of the contract or 5 days prior to the expected entry on duty of any employees, 
whether a replacement, addition, subcontractor employee, or vendor: 

I. Standard Form S5 P (SF S5P) "Questionnaire for Public Trust Pos itions" Form shall 
be submitted via e·QIP (e lectronic Questionnaires for Investigation Process ing) (Original 
and One Copy) 

2. Three signed eQip Signature forms: Signature Page, Release of In formation and 
Release of Medical Information (Originals and One Copy) 

3. Two FD 258, "Fingerprint Card" 

4. Foreign National Relatives or Assoc iates Statement (Original and One Copy) 

5. DHS 11000·9, "Disclosure and Authori zation Pertaining to Consumer Reports 

Pursuant to the Fair Credit Reporting Act" (Original and One Copy) 

6. Optional Form 306 Declaration for Federal Employment (applies to contractors as 
well) (Original and One Copy) 

Prospecti ve Contractor employees who currently have an adequate current investigation and 
security clearance issued by the Defense Industrial Security Clearance Office (DI SCO) or by 
another Federal Agency may not be required to submit complete security packages, and the 
investigation will be accepted for adjudication under rec iprocity. 

An adequate and current investigation is one where the investigation is not more than five years 
old and the subject has not had a break in service of more than two years. 

Required forms will be provided by ICE at the ti me of award of the contract. Onl y complete 
packages will be accepted by the OPR·PSU. Specific instructions on submission of packages will 
be provided upon award of the contract. 

Be advised that unless an applicant requiring access to sensitive infonnation has resided in the US 
for three of the past fi ve years, the Government may not be able to complete a sati sfactory 
background investigation. In such cases, DHS retains the right to deem an applicant as ineligible 
due to insufficient background information. 
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The use of Non-U.S. citizens, including Lawful Permanent Residents (LPRs), is not permitted in 

the performance of thi s contract for any position that involves access to DHS liCE IT systems and 
the infonnation contained therein, to include, the development and / or maintenance of DHS/ICE 
IT systems; or access to information contained in and I or deri ved from any DHS/ICE IT system. 

14.4.4 Transfers From Other DHS Contracts 

Personnel may transfer from other DHS Contracts provided they have an adequate and current 
investigation (see above). If the prospecti ve employee does not have an adequate and current 
investigation, an eQip Worksheet shall be submitted to the Intake Team to initiate a new 
investigation. 

Transfers will be submitted on the COR Transfer Form, which will be provided by the Dallas PSU 
Office along with other forms and instructions. 

14.4.5 Continued Eligibility 

If a prospective employee is found to be ineligible for access to Government facilities or 
information, the COR will advise the Contractor that the employee shall not continue to work or to 

be ass igned to work under the contract. 

The OPR-PSU may require drug screening for probable cause at any time and! or when the 
contractor independently identifies, circumstances where probable cause exists. 

The OPR-PSU may require reinvestigations when derogatory in formation is received and!or every 
5 yea rs. 

ICE reserves the right and prerogative to deny and/ or restrict the fac ility and information access 
of any Contractor employee whose actions are in contlict with the standards of conduct, 5 CFR 
2635 and 5 CFR 3801, or whom ICE determines to present a ri sk of compromising sensitive 
Government information to which he or she would have access under thi s contract. 

14.4.6 Required Reports 

The Contractor shall noti fy OPR-PSU of a ll terminationsl resignations within five days of 

occurrence. The Contractor shall return any expired ICE issued identifi cation cards and building 
passes, or those of tenninated employees to the COR. If an identification card or building pass is 
not available to be returned, a report must be submitted to the COR, referencing the pass or card 
number, name of individual to whom issued, the last known location and di spos ition of the pass or 
card. The COR will return the identification cards and building passes to the responsible 10 Unit. 
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The Contractor shall provide, through the COR, a Quarterly Report containing the names of 
personnel who are active, pending hire, have departed within the quarter or have had a legal name 

change (Submitted with documentation). The li st shall include the Name, Position and SSN (Last 
Four) and should be derived from system(s) used for contractor payroll/voucher process ing to 
ensure accuracy. 

Submit reports to the email address LI{b_)_(7_)(_E_) __________ -' 

14.4.7 Employment Eligibility 

The contractor shall agree that each employee working on thi s contract will successfully pass the 
DHS Employment Eligibility Verification (E-Verify) program operated by USCIS to establish 
work authorization. 

The E-Verify system, formerly known as the Basic PiloUEmployment Eligibi li ty verification 
Program, is an Internet-based system operated by DHS USCIS, in partnership with the Social 
Security Administration (SSA) that allows participating employers to electronically verify the 
employment eligib ility of their newly hired employees. E-Verify represents the best means 
available for employers to verify the work authorization of their employees. 

The Contractor shall agree that each employee working on thi s contract will have a Social Security 
Card issued and approved by the Social Security Administration. The Contractor shall be 
responsible to the Government for acts and omissions of hi s own employees and for any 
Subcontractor(s) and their employees. 

Subject to existing law, regulations and! or other provisions of thi s contract, illegal or 
undocumented al iens will not be employed by the Contractor, or with thi s contract. The 
Contractor shall ensure that thi s provision is expressly incorporated into any and all Subcontracts 

or subordinate agreements issued in support of this contract. 

14.4.8 Security Management 

The Contractor shall appoint a senior official to act as the Corporate Security Officer. The 
individual will interface with the OPR-PSU through the COR on all security matters, to include 

physical , personnel, and protection of all Government information and data accessed by the 
Contractor. 

The COR and the OPR-PSU shall have the right to inspect the procedures, methods, and facilities 
utilized by the Contractor in complying with the security requirements under thi s contract. Should 
the COR detennine that the Contractor is not complying with the security requirements of thi s 
contract, the Contractor will be informed in writj.~ by the Contracting Officer of the proper action 
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to be taken in order to effect compliance with such requirements. 

The fo llowing computer security requirements apply to both Department of Homeland Security 
(DHS) U.S. Immigration and Customs Enforcement (ICE) operations and to the former 
lmmigration and Naturalization Service operations (FINS). These entities are hereafter referred to 
as the Department. 

14.4.9 Information Technology Security Clearance 

When sensitive government information is processed on Department telecommunications and 
automated information systems, the Contractor agrees to provide for the administrati ve control of 
sensitive data being processed and to adhere to the procedures governing such data as outlined in 
DHS IT Security Program Publication DHS MD 4300.Pub. or its replacement. Contractor 
personnel must have favorably adjudicated background investigations commensurate with the 

defined sensitivity level. 

Contractors who fa il to comply with Department security policy are subject to having their access 
to Department IT systems and facilities terminated, whether or not the fa ilure results in criminal 
prosecution. Any person who improperl y discloses sensitive information is subject to criminal and 

civil penalties and sanctions under a variety of laws (e .g., Privacy Act). 

14.4.10 Information Technology Security Training and Oversight 

All contractor employees using Department automated systems or process ing Department 
sensitive data shall be required to receive Security Awareness Training. This training will be 
provided by the appropriate component agency of DHS. 

Contractors invo lved with management, use, or operation of any IT systems that handle sensitive 
information within or under the supervis ion of the Department, shall receive periodic tra ining at 
least annually in security awareness and accepted security practices and systems rules of behavior. 
Department contractors, with signi ficant security responsibili ties, shall receive specialized training 

specific to their securi ty responsibilities annually. The level of training shall be commensurate 
with the indi vidual' s duties and responsibilities and is intended to promote a consistent 

understanding of the principles and concepts of telecommunications and IT systems security. 

All personnel who access Department information systems will be continually evaluated while 

performing these duties. Supervisors should be aware of any unusual or inappropriate behav ior by 
personnel access ing systems. Any unauthorized access, sharing of passwords, or other 
questionable security procedures should be reported to the local Security Office or In fo rmation 
System Security Offi cer (ISSO). 
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14.4.11 Non-Disclosure Agreement 

FALCON Operations & Maintenance Support 
Pelformance Work Statement 

Contractors are required to sign DHS IlOOO~6, Attachment 9 - Non-Disclosure Agreement, due to 
access to a sensitive ICE system. Non-Disclosure Agreements shall be provided to the COR and 
CO prior to the commencement of work on thi s task order. 

15.0 LIST OF ACRONYMS 

The list of acronyms in connection to this PWS is attached as Appendix A. 
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AHS 

AD IS 

AIDW 

AJAX 

API 

ATS 

C&A 

CCB 

CCDI 

CFR 

CLAIMS 

CO 

COB 

COR 

COTR 

COTS 

CPIC 

CPU 

CSIRC 

CSRC 

DARTTS 

DC 

DCID 

DHS 

DISCO 

DoJ 

E3 

EA 

EADM 

EARM 

EID 

EIT 

EIU 

FALCON Operations & Maintenance Support 
Pelformance Work Statement 

PWS Appendix A: List of Acronyms 

Application Hosting Services 

Arrival and Departure Information System 

Automated Information Data Warehouse 

Asynchronous Java and XML 

Application Programming Interface 

Automated Targeting System 

Certification and Accreditation 

Change Control Board 

Consular Consolidated Database 

Code of Federal Regulation 

Computer Linked Application Information Management System 

Contracting Officer 

Close of Business 

Contracting Officer 's Representative 

Contracting Officer 's Technical Representative (same as COR) 

Commercial Off-The-Shelf 

Capital Planning and Investment Control 

Central Process ing Units 

Computer Security Incident Response Center 

Computer Security Resource Center 

Data Analysis and Research for Trade Transparency System 

District of Columbia 

Director of Central Intelligence Directive 

Department of Homeland Security 

Defense Industrial Security Clearance Office 

Department of Justice 

Next Generation of ENFORCE 

Enterprise Arch itecture 

Enforcement Alien Detention Module 

Enforcement Alien Removal Module 

Enforcement Integrated Database 

Electronic and Information Technology 

Executive Infonnation Unit 
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I", M~ 

ENFORCE 

EOD 

ETL 
E-VERlFY 

FAR 

FINS 

FIPS 

FISMA 

FITSAF 

FRD 

FTR 

GFE 

GFI 

GFP 

GNR 

GOTS 

GWA 

HSI 

HSTC 

12MS 

liCE 

ICEPIC 

ICE/SAC 

ID 

IPT 

IRRIS 

ISA 

IIs8 

ISC2 

ISSM 

ISSO 

IT 

FALCON Operations & Maintenance Support 
Pelformance Work Statement 

" ih 

Enforcement Case 

Entry on Duty 

Fxtr::lr't Transfer and Load 
H' Verification 

Federal oi,i 

Former ImmiJ Naturalization Service 

Federal Information Standard 

Federal Information ' M, Act 

Federal Information Te Assessment Framework 
Functional Rp.(lIli Document 

Federal Travel "ion< 

Government Furnished 

Government Furnished Information 

Government Furnished ty 

Global Name 

Government Off-The-Shelf 

Greater W ohi' DC Area 

Homeland 

Human ~m ' " and Center 

Information M~ t S\ 
• M. 

ImmiJ and Customs Enforcement 

ICE Pattern Information Collection Tool 

ICE A 'n' in rh. 

''', ",i, I Card 

Team 

Records Review for Infonnation r;;: 1 'w 

Interconnection A. 

International Info Certification Consortium 

Infonnation , M,n'ne, 

Infonnation Officer 
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LEISS 
LESC 
LPR 
MCC 
MD 
MS 
NCIC 
NISPOM 
NIST 
NSA 
NSEERs 
O&M 
OAST 
OCIO 
OCONUS 
ODC 
01 

OIT 
OMB 
OPR 

PMP 
POP 
PSU 

RFD 
ROI 

FALCON Operations & Maintenance Support 
Pelformance Work Statement 

Law 

Law Enforcement Infonnation 

Law Enforcement Center 

Lawful Permanent Residents 

Mobile Command Center 

Directive 

Microsoft 

National Crime Information Center 

National Industrial 

National Institute of Standards and 

National 

National and Exit 

and Maintenance 

Office on Accessible and 

Office of the Chief Information Officer 

Outside of the Continental United States 

Other Direct Cost 

Office 

Office oflnformation and 

Office and 

Office of Professional 

Professional 

Period of Perfonnance 

Personnel Unit 

Plan 

Assurance Surveillance Plan 

for Deviation 

Records of 
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SBU 

SCI 

SCR 

SDA 

SDD 

SEACATS 

SELC 

SEN 

SEVIS 

SLA 

SLM 

SOP 

SOW 

SRD 

SW 

TAIS 

TLS 

TMP 

TO 

TRM 

TS 

TTU 

UAT 

USCIS 

US· VISIT 

VPN 

FALCON Operations & Maintenance Support 
Pelformance Work Statement 

Sensitive But Unclass ified 

Sensitive Compartmented Information 

System Change Request 

System Design Alternative 

Systems Development Division 

Seized Asset and Case Tracking System 

System Enterpri se LifecycJe 

Signifi cant Event Noti fication 

Student Exchange Visitor Information System 

Service Level Agreement 

System LifecycJe Management 

Standard Operating Procedure 

Statement of Work 

System Requirements Document 

Software 

Telecommunications and Automated Information Systems 

Telephone Linking System 

Transition Management Plan 

Task Order 

Technical Reference Model 

Top Secret 

Trade Transparency Unit 

User Acceptance Testing 

United States Citizenship and Immigration Services 

United States Visitor and Immigrant Status Indicator Technology 

Virtual Private Network 
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1.0 PROJECT TITLE 

PAl-CON 

2,0 BACKGROUND 

HSI is a critical asset in the ICE mission and is responsible for investigating a wide range of domestic and international activities 
arising from the illegal movement of people and goods into, within and out of the United States, HSI uses its leb>al authority to 
investigate issues such as immigratinn crime; Natinnal security threats, human rights violations, human smuggling and chi ld 
pornography/explnitation; smuggling of narcotics, weapons and other types of contraband; and financial crimes, cyber crime, 
commercial fraud and export enforcement issues, ICE special agents also conduct investib>ations aimed at protecting crirical 
infrastructure industries lhat arc vulnerable to sabotage, attack or exploitation_ 

With ICE investigations covering such a broad range of areas, its agents and analysts require a wholly integrated, consolidated 
platfoml providing search, analytic, geospatial, reporting and situational awareness capabilities that can support these functions across 
a broadly diverse universe of stmcturcd and unstructured law enforcement data residing in various source environments. 

This task wi ll directly support the Department of Homeland Security (D HS), Immigration and Customs Enforcement (ICE)" 
Homeland Security Invcstib>ations (I·ISI), J\-\ission Support (1'>IS), Information Sharing and Infrastructure J\lanagemem (ISIJ\I), 
Information Sharing Support (ISS) which is responsible for deploying (in close cooperation with the Office of thc Chief Information 

3,0 SCOPE OF WORK 

4.0 SPECIFIC TASKS 

Off The Shelf (COTS) platform that provides 
i support of the ICE mission. This effort is 

4.1 Requirements, Maintenance, Operations and Production Support 
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7. 

8. 
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9. Workflow Applications 

b)(5);(b)(7)(E) 

10. 
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(b )(5);(b )(7)(E) 

10.3 

4.2 Training 
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5.0 KEY PERSONNEL 

The Government has determined that the Project Manager and Project Leads are key per;onnel for this Scope of \X'ork. The 
Contractor may designate other positions as necessary as key to the work to be performed under this contract. Key personnel shall be 
located within the greater Washington, D.C. area (GWA) to enable them to interface with client per;onnel on a regular basis. 

The Project l\lanager shall possess the technical and leadership skills necessary for a project of this magnitude. Prior experience 
working with DHS/ICE, IT-related program management experience, experience managing law enforcement and/or enterprise-wide 
sptems is preferred. 

Project Leads shall possess the technical and Ieadcrship skills ncressary for a projcrt of this ma!,'1litudc. Prior experience working with 
OI'IS/ ICE, IT-related program management experience, experience managing law enforcement and/or enterprise-wide systems is 
preferred. 

6.0 PLACE OF PERFORMANCE 

Work shall be performed primarily at ICE Headquarter;, 500 12th Street S.W., Washington O.c. 20536 and Contractor facilities in the 
greater Washington, D.C. area (GWA). 

7.0 HOURS OF OPERATION 

The Contractor shall cover the nomlal operational hours of 9:00 am and 5:00 pm Monday through Friday (Eastern US Time Zone). 
As necessary, the Contractor shall provide support on an on-cal! basis for after normal operational (working) hours. The Contractor 
shall have the capacity to provide resources and support 24x7, 365 dars a rear as required by the Government, including Government 
holidays. 

8.0 PERIOD OF PERFORMANCE 

This rC<juiremem will consist of a three momh base period. 

In addition to compliance with the SLl\I, EA Standards, aod Securit), standards, COTS and Government Off-The-Shelf (GOTS) 
products shall be approved through the IT Change Reqllest (ITCR) process, if required. 

9.0 PRICING 
This 50\'\' hereby incorporates by reference Palantir's July 18, 2012 quote. 

10.0 IT SECURITY REQUIREMENTS 

9.1 General Clause 

To ensure the securit), of the D HS/ICE information in their charge, ICE Contractors and Sub-contractors shall adhcre to 
the samc compllter security rulcs and rcgulations as Fcdeml Govcrnmcnt emplorccs unlcss an exception to policy is agreed 
to by the prime Contractors, ICE Information Systems Sccuritr Manager ([SSM) and Contracting Officer and dctailed in 
the contract. Non-O J·IS Federal employees or Contractors who fai l 10 comply with D HS/ICE security policies are subject 
to having their access to OHS/[CE IT systems and facilities terminated, whether or not the failure results in criminal 
proscrution. '[be OHS Rules of Bchavior documcnt applies to DHS/ICE suPPOrt Comractors and Sub-contractors. 

9.2 Security Policy References Clause 

The follo\\~ng primary D HS/ ICE IT Security documents arc applicable to Contractor/Sub-contractor operations 
supporting Sensitive But Unclassified (SBU) based contracts. Additionally, ICE and its Contractor; shall conform to other 
DHS Management D irectives (l\1J) (Note: these additional MD documents appear on DHS-Online in the l\lanagement 
D irectives Section. Volume I ]()OO "Securit), and Vohlme 4()()() "[T Systems" are of particular importance in the support of 
computer security practices): 

D DHS 4300A, Sensitive S)"Stems Polic)' Directive 
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D D HS 43OOA, IT Security Sensitive Systems Handbook 

D ICE Directive, IT Security Policy for SBU Systems 

Comractor Information Systems Security Officer (ISSO) Point of Comact Clause 

The Contractor shall appoint and submit name to ICE ISSi\1 for approval, via the ICE COTR, of a qualified individual to act as ISSO 
to interact with ICE personnel on an)' IT security matters, 

Protection of Scnsitivc lnfonnation 

The Contra<:tur ,hall prOte<:t all DHS/ICE "sensitive information" to whkh the Contra<:tor is granted physkal or electronic ac<:ess by 
adhering to the spedfic IT security rC<J.uirements of this wntract and the D HS/ICE stturity policies ,pcdfied in the Reference 
Se<:tion above. The Contra<:tur ,hall ensure that thei r sptems <:onraining D HS/ ICE information and data be protected from 
unauthorized ac<:ess, modifi<:ation and denial of service, Further, the data shall be protened in order to ensuTC the privacy of 
individual's personal infomlation, 

Information Te<:hnology Se<:urity Prog ram 

If performance of the contract rC<juires that D HS/ICE dara be stored or processed on Contractor-owned information systems, the 
Contractor shall establish and maintain an IT Security Program. This program shall be consistent with the referenced DHS/ ICE IT 
security policy documents and at a minimum contain and address the following clements: 

• Handling of DHS/ ICE sensitive information and IT resouTCes to inelude media protection, a<:<:ess control, auditing, 
network security, and mles of behavior 

• Certification and Accreditation (C&I\) and F1S,\IA compliance of Srstems containing, processing or transmitting of 
DHS/ ICE data 

• Training and Awareness for Contra<:tur personnel 

• Security Incident Reporting 

• Contingenc), Planning 

• Security Reviews 

• Contract Closeout Actions 

Handling of Sensitive Information and IT Resources 

The Contractor shall protect DHS/IC E sensitive information and all government provided and Contractor-owned IT systems used to 
stnte or process D HS/ ICE sensitive infntmation. The Contractnt shall adhere to the following requirements fnt handling sensitive 
information: 

• Media Protection. The Contractor shall ensure that all hardcop), and elcctronic media (ineluding backup and removable 
media) that contain DHS sensitive information arc appropriately marked and secured when not in usc. Any sensitive 
information stored on media to be surplused, transferred to another individual, or returned to the manufacturer shall be 
purged from the media before disposal. Disposal shall be performed using DHS/ ICE approved sanitization methods. The 
Contractor shall establish and implement procedures to ensure sensitive information cannot be accesscd or stolen. These 
procedurcs shall addrcss the handling and protection of paper and electronic outputs from s)·stems (computers, printers, 
faxes , copiers) and the transportation and mailing of sensitive media.) 

• Access Control. The Contractor shall control user access to DHS/ ICE sensitive infomlation based on positive user 
identification, authentication, and authorization (Roles and Rules based) mechanisms. Access control measures employed 
shall provide protection from unauthorized alternation, loss, unavailability, or disclosure of information. The Contractor 
shall ensure its personnel are granted the most restrictive set of access privileges needed for performance of authorized 
tasks. The Contractor shall divide and separate duties and responsibilities of critical IT functions to difieren! individuals so 
that no individual has all necessary authority or systems access privileges needed to disrupt or cormpt a critical process. 

• Auditing. The Contractor shall ensure that it's Contra<:tor-owned IT Sptems used to ,tore or proce,s DHS/ ICE ,ensitive 
information maintain an audit trail sufficient to rttonstruct ,ecurit)' relevant events. Audit trails shall include the identity of 
each person and device access ing or attempting to access the s)"Stem, the time and date of the access and the log-off time, 
activities that might modify, b)"pass, or negate security safeguards, and security-relevant actions associated with processing. 
The Contractor shall periodicallr review alldit logs and ensure that audit trails are protected from modification, authorized 
access, or destruction and are retained and regularl )' backed up. 
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• Nelwork SecurilY. The Contractor shall monitor its networks for security events and employ intrusion detection s),stems 
capable of detecting inappropriate, incorrect, or malicious activity. Any interconnections between Contractor-owned IT 
systems that process or store OI'IS / ICE sensiti\'e information and IT systems not controlled by OHS/ ICE shall be 
established through <:ontrolled interfa<:es and documented through formal ln te rconne<:tion Se<:urity Agreements (ISA). The 
Contra<:tor shall emplo)' boundary prottttion devkes to enfor<:e a<:<:ess <:ontrol between networks. induding Internet and 
extraneI a<:<:ess. The Contra<:tor shall ensure its e-mail s)'items arc se<:ure. properl)' <:onfib'\ITed, and that network prote<:tion 
mechanisms implemented in accordance with D HS/ICE rC<]uirements. The Contractor shall conduci periodic vulnerability 
assessments and teslS on its IT srstems containing D HS/ICE sensitive information to identify security vulnerabilities. The 
resuits, of this information, will be provided to the ICE O CIO for review and to coordinate remediation plans and actions. 

• OHS employees and Contmctor-s shall not transmit sensiti\'e OHS/ICE information to ani' pcl"Sonal e-mail account that is 
not authorized to rcrei\'e it. 

• Rules of Behavior. The Contra<:tor ,hall develop and enfor<:e Rules of Behavior for Contra<:tor-own,.J IT si'items that 
process or store D HS/ICE sensitive information. These Rules of Behavior shaU meet or exceed the DHS/ ICE rules of 
behavior. 

• The Contractor shall adhere to the policy and guidance contained in the OHS/ICE reference documents. 

T raining and Awaren ess 

• The Contractor shall ensure that all Contractor personnel (ineluding Sub-contractor personnel) who are involved in the 
management, use, or operation of any IT systems that handle D HS/ICE sensitive information, receive annual training in 
security awareness, accepted security practices, and srstem rules of behavior. If the Contractor does not use the ICE
provided annual awareness training, then they shall submit to the ICE 155.\·1 their awareness training for appro\'al. Should 
Contractor Training be approved for use, the Contractor will provide proof of tmining completed to the ICE ISSl'.1 when 
rC<juested. 

• The Contractor shall ensure that aU Contractor personnd, induding Sub-contractor personnel, with IT security 
responsibilities , receive spcrialized DHS/ICE annual training tailored to their specific security responsibilities. If the 
Contractor docs not usc the ICE-provided special lraining, then ther shall submit to the ICE 1551\1 their awareness training 
for approval. Should Contractor training be approved for use, the Contractor will provide proof of training completed to 
the ICE 155M when requested. 

• Any Contmctor pel"Sonncl who arc appointed as 1550, Assistant ISSOs, or other position with IT scrurity responsibilities, 
i.e., Sl'stem/ I.AN Database administrators, system anali'it and programmers mal' be required to attend and pankipate in 
the annual OHS Securitl' Conferen<:e. 

Cerli fi <:at ion and Accredilation (C&A) an d F ISJ\lA <:om pliance 

The Contmctor shall ensure that an)' Contmctor-owned systems that process, SIore, transmit or access OI'IS/ICE information shall 
compli' with the OHS/ ICE C&A and F1SMA requirements. 

Any work on developing, maintaining or modifying D HS/ICE si'items shall be done to ensure that D HS/ ICE sl'stems arc in 
compliance with the C&A and FlSMA requirements. The Contractor shal l ensure that the necessary C&A and FISl\ l1\ compliance 
requirements arc being effectively met prior to the System or application's release into ProdllCtion (this also incllldes pi lots). The 
Contractor shall lIse the D HS provided tools for C&A and FlSl\l1\ compliance and reporting requirements. 

Security Incidelll Reporting 

The Contractor shall establish and maimain a computer incident response capability that reports all incidents to the ICE Computer 
Security Incidem Response Cemer (CS I Rq in accordance with the b'Uidan<:e and pnxedures contained in the referen<:ed documents. 

Contingency Plann ing 

I f performance of the contract requires that DHS/ICE data be stored or processed on Contractor-owned information systems, the 
Contractor shall develop and maintain contingency plans to be implemented in the event nonnal operations are disrupted. All 
Contractor personnel invoh'ed with contingency planning efforts shall be identified and trained in the procedures and logistics needed 
to implement these plans. The Contractor shall conduct periodic tests to evaluate the effcrtiveness of these contingency plans. The 
plans shall at a minimum address emergency response, backup operations, and post-disaster rcroveri" 

Security Review and Reporting 

• The Contractor shall include security as an integral element in the management of Ihis contract. The Contmctor shall 
conduct reviews and report the status of the implementation and enforcement of the securit), requirements contained in this 
contract and identified references. 
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• Thl.' Govl.'rnml.'nt mar elen to conduct pl.'riooic rl.'vil.'ws to ensure that the sl.'curit)' re'luirl.'ments containoo in this contract 
are being impll.'ml.'ntoo and I.'nfofCl.'d. Thl.' Contractor shall afford DHS/ICE, including the OfficI.' of Inspector General, 
ICE ISSl\I, and othl.'r h>(}vernment oversight organintions, accl.'SS to the Contractor's and Sub-contractors' facilitil.'s, 
installations, operations, documentation, databases, and personnel used in the performance of this contracl. Acce» shall be 
provided tu the extent necessary fo r the Government lU carr)" OUt a program of inspection, investigation, and audit to 
safeguard ah",inSt threats and hazards to the integrity, availability, and confidentiality of DHS/ICE data or the function of 
computer systems operated on behalf of DHS/ ICE, and to preserve evidence of computer crime. 

Use ofGovcmment Equipment 

Contractors are not authoriled to usc G overnment office equipment of IT sYStems/computers for personal usc under anl' 
circumstances, unless limited personal use is specifically permitted by the contract. \Vhen so authorized, Contmctors shall be 
,I,'Ovemoo by the limited personal use policies in the referenced documents. 

Contract CloseolH 

At the expiration of this contract, thl.' Contractor shall rerurn all sl.'nsitivl.' DHS/ICE information and IT rl.'sourcl.'s providl.'d during 
thc lifc of this contract. Thc Contractor shall certify that all D HS/ICE information has bcen p urgoo from any Contractor-owncd 
systcm uscd to store or proccss DI'IS/ICE information. Ekctronic mooia shall be sanitizoo (overwritten or degaussed) in accordance 
with the sanitation guidance and procedures contained in reference documents and ,,~th DHS/N IST /National Stturity Agency 
(NSA) approved hardware and software. 

Personnel Securi ty 

• DHS/ICE docs not pennit the USI.' of non U.S. Citizens in the performance of this contract or to access DHS/ICE systcms 
or information 

• All Contractor personnel 0ncluding Sub-contractor personnel) shall have fa"orably adjudicated background investigations 
commensurate with the sensitivity level of the position held before being granted access to DHS/ICE sensitive 
information. 

• The Contractor shall ensure all Contractor personnel are properly submitted for appropriate cll.'arances. 

• The Contractor shall ensurc appropriate controls havc been implemented to prcvent Contractor personnel from obtaining 
access to DHS/ ICE sensitive information before a favorably adjudicated background im·l.'stigation has bel.'n complt'tl.'d and 
appropriate dl.'arances havl.' bl.'l.'n issuoo. At the option of thl.' Government, interim accl.'ss may be grantl.'d pl.'nding 
completion of a prl.'-emplol'ment check. I'inal access may be granted only upon fa"orabiC" completion of an appropriate 
background invl.'stigation basl.'d on the risk level assigned to this contract bl' thl.' Contracting Officer. 

• The Contractor shall ensure its personnel have a validated need to access DHS/ICE sensitive information and are granted 
the most restrictive set of access privileges needed for performance of authorized tasks. 

• The Contractor shall ensure that its personnel comply with applicabk Rules of Bl.'havior for all DHS/ICE and Contractor
ownl.'d IT s)"stl.'ms to which its pl.'rsonnel havl.' bl.'l.'n grantl.'d accl.'ss privill.'h'Cs. 

• The Contractur shall implement procl.'dures to ensure that syStem access privileges arl.' revoked for Contractur personnel 
whose employment is tenninated or who are reassi,l,'lled to other duties and no longer rC<]uire access to DHS/ICE sensitive 
infonnation. 

• The Contractor shall conduct I.'xit interviews to I.'nsure that Contractor personnel who no longer rl.''1uire access to 
D HS/ICE sl.'nsitivl.' infonnation umkrstand thl.'ir obligation not to discuss or diselose D HS/ICE sensitive information to 

which thl.'Y wl.'rl.' grantoo acCI.'SS undl.'r this contract. 

Physical Security 

Thl.' Contractor shall ensure that access to Contractor buildin!,'S, rooms, ,,'ork areas and spaces, and structures that housl.' DHS/ICE 
sensitive information or IT s)"stl.'ms through which D HS/ICE sl.'nsitivl.' information can be aCCI.'SSl.'d, is limitl.'d to authorized 
personnel. The Contractor shall ensure that controls arc implemented to dete r, detect, monitor, restrict, and re!,'Ulate access to 

controlled areas at all times. Controls shall be sufficient to safeguard IT assets and DHS/ICE sensitive information against loss, theft, 
destTU<:tion, a<:cidental damab'C, hazardous conditions, fi re, malicious actions, and natu ral disaste rs. Physical security controls shall be 
implemented in accordance with the policy and h'Uidance contained in the referenced documents. 

11.0 CONTRACTOR PERSONNEL SECU RITY REQU IREMENTS 
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10.1 General 

ICE has determined that performance of this contract requires that the Contractor, Sub.contmctor(s), vendors(s), etc. have 
access to sensitive ICE information which requires DHS 6C position of pllblic trust ad judiGltion. A limited number of 
Contractor support personnel wil l req llire up to Top Secret with SCI caveats and that the Contractor shall adhere to the 
following requirements. 

11 .2 Suitabili ty Determination 

ICE shall have and exercise full control over granting, deoying, withholding, or terminating unescofled Government facility 
and/or sensitive G overnment information access for ContraClUr employees, based ufX'n the results of a background 
investigation. IC E may, as it deems appropriate, authorize and make a favorable EOD decision based on preliminary 
security checks. The favorable EOD decision would allow the employees to commence work temporarily prior to the 
completion of the full investigation. The granting of a fa"orable EOD decision shall not be considered as assurance that a 
full employment suitability authorization will foUow as a result thereof. The granting of a favornble EOO decision or a full 
employment suitability deternl ination shall in no way prevent, preclude, or bar the withdrawal or termination of any such 
access br ICE, at any time during the term of the purchase order. No employee of the Contractor shall be allowed 
unescorted access to a Government facility without a favorable EOD dc.:ision or suitability determination by the Sc.:urity 
Office. Contract employees assigned to the contract not nccding acccss to sensitive ICE information or recurring access to 
ICE facilities will not be subject to security suitability screening. 

11.3 Background Investigation s 

Contract employees (to include applicants , temporaries, part-time and replacement employees) under the contract, needing 
access to sensitive information, shall undergo a position sensitivity analysis based on the dllties each individual wil l perform 
on the contmct. The results of the position sensitivity analysis shaU identify the appropriate background investil,'lltion to be 
conducted. Background investigations will be processed through the OPR-PSU. Prospective Contractor employees with 
adequate securit), clearances issued by the Defense Industrial Security Clearance Office (D ISCO) mal' not be required to 
submit complete security packages, as the clearance issued by D ISCO may be accepted. Prospective Contractor employecs 
without adequate security clearances issued by DISCO shall submit the following completed forms to the OPR-PSU 
th rough the COTR, no less than 35 days before the srarting date of the contract or 35 days prior to the expected entry on 
duty of any employees, whether a replacement, addition, Sub-contractor employee, or vendor: 

• Standard Form 86, "Questionnaire for National Security Positions" 

• Form will be submitted via e-Qip (electronic forms submission). 

• I'D Form 258, "Fingerprint Card" (2 copies) 

• Foreign National Relatives or Associates Statement 

• D I·IS 11000-9, " Disclosure and Authorization Pertaining to Consumer Reports Pursuant to the Fair Credit 
Reporting Act" 

• Optional Form 306 Declaration for Federal Employment (applies IU ContraClUrs as well) 

• Authorization for Release of Medical Information 

Required forms will be provided by DHS at the time of award of the contract. Only complete packages will be accepted by 
the OPR-PSU. Specific instructions on submission of packa!,'es will be provided upon award of the contract. 

Be advised that un less an applicant requiring access to sensiti"e information has resided in the US for three of the past five 
rears, the Government rna)' not be able to complete a satisfactory background investigation. [n such cases, D HS retains the 
right to deem an applicant as ineligible dlle to insufficient background information. 

The use of Non-U.S. Citi~ens, including Lawful Permanent Residents (LPRs), is not permitted in the performance of this 
contract for anr position that involves access to DHS IT srstems and the information contained therein, to include, the 
development and / or maintenance of D HS IT s);stems; or access to information contained in and / or derived from any 
DHS IT system. 

In the interest of limiting access to fX'tentially sensitive information and sptems, ICE will consider only U.S. Citilens. 

11.4 Continued Eligibility 
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If a prospective employee is found to be ineligible for access to Government facilities or information, the COTR will advise 
the Cootra<:tur that the employee shall not <:uotinue to work or tu be assigned to work uoder the <:untra<:t, 

The OPR-PSU may re<juire drug screening for probable cause at any time and/ or when the Contractor independently 
identifies, circumstances where probable cause exists. 

The OPR-PSU mar re<juire reiovestigations when derogatory information is re<:cived and/or every 5 years. 

DHS reserves the right and prerogative to den)' and/ or restrict the facility and infonnation a<:cess of any Contractor 
employee whose actions are in <:onf1i<:t with the standards of conduct, 5 CFR 2635 and 5 CFR 3801 , or whom DHS 
detennines to present a risk of compromising sensitive Government information to which he or she would have access 
under this contract. 

The Contractor will report ani' adven;e information coming to their attention concerning contract employees under the 
contract to the O PR-PSU through the COTR. Reports based on rumor or innuendo should not be made. The subse<juent 
termination of employment of an emploree does not obviate the re<juirement to submit this report. The report shall 
indude the employees' name and social securit)' number, along with the adverse information being reported. 

The OI'R-I'SU shall be notified of all terminations/ resignations within fi,'e dars of oc<:urren<:e. The Contractor will return 
anl' expired DHS issued identification cards and building passes, or those of tenninated employees to the COTR. I f an 
identifi<:ation card or building pass is not available to be returned, a report shall be submitted to the COT R, referencing the 
pass or card number, name of individual to whom issued, the last known location and disposition of the pass or card. The 
COTR will return the identification cards and building passes to the responsible ID Unit. 

11.5 Employment Eligibility 

The Contra<:tur will agree that each employee working on this contract will successfully pass the OHS Employment 
Eligibility Verification (E-Verify) program operated by USCIS to establish work authorization. 

The Contractor shall agree that each employee working on this contract will have a Social Security Card issued and 
approved by the Social Security Administration. '[be Contractor shall be responsible to the Government for acts and 
omissions of his own emplorees and for ani' Sub-contractor(s) and their employees. 

Subject to existing law, regulations and/ or other provisions of this contract, illegal or undocumented aliens will not be 
employed h)' the Contractor, or with this contract. The Contra<:tor will ensure that this provision is expressl)' incorporated 
into any and all Subeontracts or subordinate agreements issued in support of this contract. 

11.6 Securily Management 

The Contractor shall appoint a senior official to act as the Corporate Security Officer. The individual will interface with the 
O PR-PSU through the COTR on all security matten;, to indude physical , personnel, and protection of all Government 
infonnation and data a<:cesscd by the Contra<:tur. 

The COTR and the OPR-PSU shall have the right to inspect the procedures, methods, and facilities utilized by the 
Contractor in complying wilh the security requirements under lhis contraCI. Should the COTR determine that the 
Contractor is not complying with the securitr requirements of this contract, the Contractor will be informed in writing bl' 
the Contracting Ot"jicer of the proper action to be taken in order to effect compliance with such rlXjuirements. 

The following computer seeuritl' requirements apply to both Department of Homeland Seeuritj' (DHS) operations and to 
the former Immigration and Naturalization Service operations (FINS). 'Ibese entities arc hereafter referred to as the 
Department. 

11.7 Information Teclmology Securi ty Clearance 

\Vhen sensitive government infonnation is processed on Department telecommunications and automated information 
srstems, the Contractor agrees 10 provide for the administrati,'e control of sensitive data being processed and to 
adhere 10 the procedures governing such data as outlined in DHS rr Smlrity ProgriJII/ PllbiicatiQ/I DHS AID 4JiXJ.Pllb .. 
Contractor pen;onnel shall have favorably ad judicated background investib>ations commensurate with the defined 
sensitivity level. 

Contractors who fail to comply with Department security policy are subject to having their access to Department IT 
systems and facilities terminated, whether or not the fai lure results in criminal prosecution. Any person who improperly 
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discloses sensitivc information is subjcct to criminal and civil penaltics and sanctions undcr a varict}' oflaws (c.g .. Privacy 
Act). 

11.8 Information Tcchnology Sccurity Training and O\'c rsight 

All Cont"lctor employees using Department automated s)"StemS or processing Department scnsiti\·c data will be re'luired to 
re<:cive Stturitr Awarencss Training. This t"lining will be providcd by thc appropriatc <:umponent agen<:y of D HS. 

Contractors who arc involvcd with management, usc, or operation of an}' IT systems that handle sensitive infonnation 
within or under the supervision of the Department, shall re<:eive periodi<: training at least annuall}' in se<:urity awareness and 
accepted security practi<:es and sptems rules of behavior. Department Contractors, with signifi<:ant scrurit}' 
responsibilities, shall re<:eive speo:ialized training specifi<: to their scrurit)' responsibilities annually. The level of training shall 
be <:ommensurate with the indi\·idual's dutics and rcsponsibilities and is intended to promote a <:onsistent understanding of 
the principlcs and conccpts of telecommunications and IT syStemS security. 

All personncl who access Dcpamncnt infonnation systcms will be continualli' cvaluated while performing these dutics. 
Supervisors should be aware of any unusual or inappropriatc bchavior by personnel a<:<:essing s)"Stcms. Any unauthorized 
a<:cc», sharing of passwords, or other questionable se<:urity procedurcs should be reponed to the local Se<:urity Offke or 
Information SYStem Se<:urity Offi<:er (ISSO). 

12.0 DHS ENTERPRISE ARCHITECTURE COMPLIANCE 

All solurions and services shall meet DHS EA polkies, standards, and procedures as it relates to rhis SO\" 7 and assodated Task 
Orders. Spcdfically, the Conr"l<:tor shall <:omply "\\~th rhe following D HS requirements: 

• All developed solutions and requirements shall be compliant with the D HS EA. 

• AliI"!" hardware or softwarc shall be compliant with the D HS EA Technology Reference J\-todel Standards and Products 
Profile. 

• All data assets, informarion ex<:hanb'Cs and data standards, whether adopted or developed, shall be submitted to the DHS 
Enterprise Data Management Office for review and insertion into the DHS Data Reference "--todel. 

• In compliance with Office of Management and Budget (O"-lB) mandates, all network hardware shall be IPv6 compatible 
without modification, uPb>rade, or replacement. 
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AHS 

AID\X' 

AJAX 

( &A 

ceB 

CO 

COB 

COTR 

CO TS 

( PIC 

CPU 

( SIRe 

(SRe 

oelD 

D HS 

DISCO 

D oJ 

EA 

EAD ,\·I 

EARM 

EIT 

EIU 

EL/o, IS 

EOD 

ETL 

FAR 

FlSMA 

FITSAF 

FRO 

r·TR 

G FE 

G FI 

G FP 

GNR 

GOTI 

G\X'A 

12i\1S 

[I3 J\ ] 

APPENDIX A - LIST OF ACRONYMS 

Application Hosting Services 

Automated Infoollation Data \'('arehouse 

AsynchronousJava and XML 

Certification and Accredi tation 

Chanb>e Control Board 

Contracting O ffice r 

Close of Business 

Contracting O fficer Technical Representative 

Commercial Off-The-Shelf 

Capital Planning and Investment Control 

Central Processing Unit, 

Computer Security Incident Response Center 

Complltcr Security Resource Center 

Director of Ccnt!'al In telligence Directive 

Department of Homeland Security 

Defense Industrial Security Clearance Office 

Department of Justicc 

Enterprise Architectu re 

Enforcement Alien Detention J\kxlule 

Enforcement Alien Removal Module 

Electronic and Information Te<:hnology 

Executive Infonnation Unit 

Electronic l .ibrar)' J\ lanagemcnt System 

Entry o n Duty 

Extract, T ransfer and Load 

Federal Acquisition Regulations 

Federal Information Se<:urity Management Act 

Federal Information Technology Security Assessment Framework 

Functional RC<juirements Document 

Federal T ravel Regulations 

Government Furn ished Equipment 

Governme!ll Furnished Infomlation 

Government Furn ished Property 

Global Name Re<:ognition 

Government Off-The-Shelf 

G reater \,\lashington, DC Area 

Investigative Information Management System 

International l3 usiness J\ lachincs 
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ICE 

[CEP[C 

ICE/ Sf\C 

[RR[S 

[SA 

[SB 

[SO 

ISSM 

[SSO 

ITCR 

LECAD 

LE[SS 

J\ [CC 

' ID 
N[SPOJ\[ 

N[ST 

NSI\ 

0&1'I[ 

OAST 

OCtO 

OCONUS 

ODe 

01 

OIT 

OMB 

OPR 

PMI' 

POP 

PSU 

QCP 

RELRES 

RFD 

ROI 

SCI 

SBU 

SCR 

SDI\ 

SDD 

SELC 

SI ~\ I 

Immigration and Customs Enforccment 

ICE Pattern Analrsis Infonnation Collcrtion Tool 

ICE Special At,'ent in Char!,'" 

Investigation Records Review for Information Sharing 

[ntcrconnection Sccurity Agreements 

[nvcsti!,>ative Systems Branch 

[nternational Info Srstems Security Cenification Consonium 

Information Sp;tems Security J\lanat,'Cr 

Information Systems Security Officer 

Information Technology Changc Rcqucst 

Law Enforccment Centralizcd Access Development 

L'Iw Enforccment Information Sharing Srstcm 

J\ lobile Command Cente r 

l'I lanagement Directive 

National Industrial Security Program Operating Manual 

National Institute of Sland3rds 3nd Technology 

National Security l\gcnc)' 

Operation, and Maintcnance 

Office on Accessible Systems and Tcrhnology 

Office of the Chicf Informarion Officcr 

Outside of the Continent31 United StatCS 

Othcr Direct Cost 

Office of Investigations 

Office of Infonnation and Technology 

Office of Management and Budgct 

Office of Profcssional Responsibility 

Project Management Profcssional 

Period of Performance 

Personnel Security Unit 

Quality Conrrol Plan 

Relationship Rcsolution 

Requcst for Deviation 

Records of Investigation 

Sensitive Companmented Infornlation 

Scnsiti,'c But Unclassified 

Srstem Change- RlXjuest 

Srstcm Dcsign Alternative 

Systcms Development Division 

Srstem Enterprise- Lifecycle-

Sptcm I jfccycle J\ lanagcment 
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SOP 

50\'\' 

SRD 

TAIS 

TLS 

TJ'.'IP 

TO 

TS 

UAT 

Standard Operating Procedure 

Statement of Work 

SpTcm RC'luircrncm> Document 

Telecommunications and Automated Information Srstems 

Telephone [joking System 

T ransition Management Plan 

Task Order 

Top SeCreT 

User Acceptance Testing 
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