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REFERENCE NO OF DOCUMENT BELNG CONTINUED 
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NAME Of OfFEROR OR CONTRIoCTOR 

PALANTIR TECHNOLOGIES INC 

tTEMNO 

,AI 

100B 

SUPPUES/SERVlCES 
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As a result of this modification , the total 
contract value is increased by kh)(41 I from 
kbv41 I 

Exempt Action: N 
Delivery: 30 Days After Award 
Delivery Location Code: ICE/HSI/HO-06 
ICE Hmlnd Sec Inv HO Div . 6 
Immigration and Customs Enforcement 
500 12th Street SW 
washington DC 20024 

Period of Performance : 06/14/2013 to 03/13/2015 

Add Item 100B as follows: 

OPTION PERIOD 1 ; 
PALANTlR GOTHAM FFP LICENSE FLAT RATE FOR 
UNLIMITED CORES 

Period of Performance: 09/30/2014 to 03/13/2015 

All other terms and conditions remain unchanged . 
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Incorporated herein is Palantir's License and Services Agreement ("Agreement"), by and between Contractor 
("Palantir Technologies Inc." or "Palantir") and the ordering entity ("Customer"). This Agreement sets forth 
the tenns and conditions pursuant to which Customer will license certain Palantir software products and 
contract for certain services from Palantir and pursuant to which Palantir will provide such products and 
services to Customer. 

PALANTIR LICENSING TERMS AND CONDITIONS 

1. Certain Definitions. Capitalized tenns will have the 
meaning indicated above unless otherwise specifically 
defined in thcse Tcnns and Conditions or in any Exhibits 
hereto. 

1.1 "Palantir Gotham FFP License" means a license 
to the Products to be used in perpetuity on the ICE Fakon 
enterprise instance of Palantir for an unlimited number of 
server cores on the tenns and subject to the conditions sct 
forth in this Agreement and pursuant to thc applicable 
mutually agreed upon Perfonnance Work Statcmcnt 
("PWS"). For the avoidance of doubt, the PWS takes 
precedence over this agreement with respect to the required 
scope of work. 

1.2 "Product" means Palantir's proprietary 
commercial Palantir Gotham software product(s) specified 
in the Order (and any related purchase orders. statements of 
work, or amendments, in each case incorporated into this 
Agreement) or provided in connection with this Agreement. 

1.3 "Upgrades" mean any helpers, extensions, plug­
ins, and add-ons, in any fonnat, including any 
improvements, modifications, derivative works, patches, 
updates, and upgrades thereto that Palantir provides to 
Customer or that is developed in connection with this 
Agreement. 

2.Grantof Licen~e . Subject to Customer's continued and 
full compliance with at! of thc tcnns and conditions of this 
Agreement, Palantir hereby grants to Customer a non­
transferable, non-exclusive Iiccnse, without any right to 
subliccnsc, to install, execute and use the Products and 
Upgrades solely for its mission-related purposes. and only 
(i) in accordance with the technical specification 
documentation provided to Customer by Palantir 
("Documentation"); and (li) on the ICE FALCON system as 
specified in an annual statement of work to be mutually 
agreed to by the parties and any modifications thereto. The 
annual statements of work will specify any deliverables 
Palantir will provide during the applicable period. For the 
avoidance of doubt, ifthe Customer declines to obtain 
annual support services/Operations and Maintenance 
("O&M") at any time, the Customer shall have a perpetual 
license to the Products (as of the date annual support 
services/O&M terminated) in accordance with the tenns and 
conditions of this Agreement, but Palantir shall have no 
further obligations to provide any additional Upgrades or 

O&M to Customer. Unless otherwise stated in an 
applicable Perfonnance Work Statement, Customer will be 
responsible, at its own cost and expense, for the 
procurement and maintenance of aU necessary hardware, 
including, without limitation, servers needed to fully operate 
and support the Product. Unless otherwise agreed to in 
writing by the parties in an applicable Statement of Work, 
database licenses are not included and Customer will be 
responsible for payment and licensing of any required 
Oracle databa5e licenses. 

3. Ownership. Except for the license rights expressly 
provided herein, Palantir retains all rights, title and intcrcst 
in and to the Products, Upgrades, Documentation, and any 
other related documentation, software, or materials provided 
by Palantir hereunder (including, without limitation, all 
patent, copyright, trademark, trade secret and other 
intellectual or industrial property rights embodied in any of 
the foregoing). Customer acknowledges that it is obtaining 
only a limited right to the Products and Upgrades, 
notwithstanding any reference to the tenns "purchase", 
"customer", or "unlimited" herein. The Products and 
Upgrades are licensed and not sold, and no ownership rights 
are being conveyed to Customer under this Agreement. 
Customer will maintain the copyright notice and any other 
notices or product identifications that appear on or in any 
Products and any associated media. 

4.Restrictions. Customer will not (and will not allow any 
third party to): (i) reverse engineer or attempt to discover 
any source code or underlying ideas or algorithms of any 
Product or Upgrade (except to the extent that applicable law 
expressly prohibits such a reverse engineering restriction); 
(Ii) provide, lease, lend, use for timesharing or service 
bureau purposes or otherwise use or allow others to use a 
Product or Upgrades for the benefit of any third party, who 
is not authorized by the Customer for access to the ICE 
FALCON system; (iii) list or otherwise display or copy any 
object code of any Product or Upgrade; (iv) copy any 
Product or Upgrade (or component thereof), except that 
Customer may make a reasonable number of copies of the 
Products andlor Documentation solely for backup, archival 
or disaster recovery purposes; (v) develop any 
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improvement, modification or derivativc work thereof or 
include a ponion thereof in any othcr equipment or item; 
(vi) allow the transfer, transmission, export, or re-export of 
any Product or Upgrade (or any portion thereof) or any 
Palantir technical data; or (vii) perfonn benchmark tests 
wi thout the prior written consent of Palantir (any results of 
such pennitted benchmark testing shall be deemed 
Confidential Infonnation of Palantir). Notwi thstanding 
these restrictions. nothing shall prevent Customer from 
development of software that interfaces with Palantir 's public 
Application Program Interface ("APls"). All the limitations 
and restrictions on Products in this Agrcemcnt also apply to 
Documentation. 

5. Confidentiality. To the extent allowed under applicable 
law (e.g. The Freedom of Infonnation Act, 5 USC 552), 
Customer shall treat as confi dential all Confi dcntial 
lnfonnation (as defined bclow) of Palantir, and shall not use 
such Confidential Infonnation cxcept to exercise its rights and 
perfonn its obligations herein, and shall not disclose such 
Confidcntial Infonnation to any third party other than 
disclosure on a need to know basis to a party's own 
advisors, attorncys, and/or bankers whom are each subject 
to obligations of confidentiality at least as restrictive as 
those stated herein. Without limiting the forego ing, 
Customer shall use at least the samc degrce of care as it uses 
to prevent the disclosure of its own con fidential infonnation 
of like imponance, but in no event less than reasonable care. 
Customer shall promptly notify Palant ir of any actual or 
suspected misuse or unauthorized disclosure of Palantir's 
Confidential Infonnalion. "Confidential Infonnation" shall 
mean (i) Products and Upgrades, (i i) Documentation and 
(i ii) any other business., technical or engineering 
infonnation provided by Palanti r to Customer, including third 
party infonnat ion, disclosed by Palantir to Customer, in any 
fonn and marked or otherwise designated as "Confidential" or 
"Proprietary" or in any fonn and by the nature of its 
disclosure would be understood by a reasonable person to be 
confidcntial and proprietary. Notwithstanding the foregoing. 
Confidential Infonnation shall not include any information 
that (a) is or becomes pan of the public domain through no 
act or omission of Customer in breach of this Agreement, (b) 
is known to Customer at the timc of disclosure without an 
obligation to kccp it confidential, (c) becomes rightfully 
disclosed to Customer from another source wi thout 
restriction on disclosure or use, or (d) Customer can 
document by written evidence that such infonnation is 
independently developed by Customer without the use of 
or any reference or access to Confid ential Infonnation, by 
pcrsons who did not have access to the rclevant Confidential 
Infonnation. Customcr is responsible for any breaches of 
this Section by its employees and agents. Customer's 
obligations wi th respect to Palantir' s 

Confidential Infonnation survives termination of this 
Agreement for a pcriod of five (5) years; provided, that 
Customer's obligations hereunder shall survive and 
continue in perpetuity after termination with respect to any 
Confidential Infonnation that is a trade secret under applicable 
law. 

6. Paymcnt and Delivery. Customer shall pay Palantir the 
total amount sct forth in the applicable Task Order. Subject 
to the Prompt Payment Act, 5 C.F.R. 13 15, payment shall 
be made in the currency set fonh on the invoice via check or 
wire transfer to an account designated by Palantir and shall 
be due within thirty (30) days after the date of issuance of 
Palantir 's invoice. Products and Upgrades are deemed 
delivered upon Palantir's initial e-mai l communication 
providing Customer with access to Palanti r's electronic 
suppon portal, through which Customer may download 
Products and Documentation , 

7. OoeTations and Mamtenanee ServIces. Subject to 
payment of the applicable Task Order. Palantir shall use 
commercially reasonable efforts to provide Customer wi th 
O&M Services (as providcd for in Attachment A) in 
accordance with and subjcct to Palantir's standard O&M 
services terms and conditions ("O&M Services") for the 
period of timc specified in the applicable Task Ordcr 
("O&M Services Period"). If Customer fails to pay by the 
end of the then-current O&M Period, Customer shall be 
deemed to have cancelled O&M Services and Palantir shall 
no longer provide Customer with O&M Services (including 
Upgrades) and shall have no funher obligations to the 
Customer regarding the Palantir Gotham FFP License. 
Customer may reinstate O&M Services after a period in 
which it was cancelled, provided (i) Palantir then offers 
O&M Services, and (i i) in ordcr to receive Upgrades which 
Customcr had not received due to cancellation, Customcr 
pays Palantir the current year's O&M Services fee and any 
O&M Services fees that would have been payable during 
the period during which O&M Services were cancelled. 

8. Professional Services. In addition 10 the O&M Services 
discussed above, if spcci fied in the applicable task order or 
performance work statemcnt, Palantir may provide 
Customer wi th additional services specified thereon 
("Professional Services"). 

9. Government Matters. The Product, Upgrades, O&M 
Services and Professional Services creatcd by Palanti r are 
"commercial itcms" as defined at 48 C.F,R. 2.101 , 
consisting of commcrcial computer software, commercial 
computer softwarc documentation and commercial services. 
Sincc Customcr or end uscr is a U.S. governmental entity, 
then Customer acknowledges and agrees that its (i) use, 
duplication, reproduction, release, modification, disclosure, 
or transfcr of thc Products, Upgrades and any relatcd 
documentation of any kind, including, without limitation, 
technical data and manuals, will be subject to the tenns and 
conditions of this Agreement in accordance with Federal 
Acquisition Regulation ("FAR") Parts 12.212 and 52.227-
19 as applicable; (ij) the Products. Upgrades and 
documentation were developed fully at private expense and 
(i ii) all other use of thc Products, Upgradcs and 
documentation except in accordance with the license grant 
provided herein is strictly prohibited. 

Pa/allfir Techll%gie~' Illc. 
650.494. / 574 
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10. Terrn and TerminatiQn. This Agreement shall begin on 
the Effective Date and remain in effect for the period of 
time specified as set forth bclow or as otherwise provided 
for in the Order ("Term"), unless otherwise terminated as 
provided herein. 

10. 1 This Agreement will remain in effect in 
perpetuity, including in the event Palant ir is subject to a 
change in ownership through acquisition, merger, or any 
other corporate event, unless otherwise tenninated as 
provided herein. This Agreement may be terminated by 
Customer without cause upon at least thirty (30) days prior 
written notice to Palantir. 

10.2 Terminat ion or expiration does not affect either 
party's rights or obligations that accrued prior to the 
effectivc date of termination or expiration (including 
without limitation, payment obligations). Sections 3, 4, 5 
(but only for the period of time specified therein), 6, 9, 10.2, 
10.3, II , 12.2, 13 and 14 shall survive any termination or 
expiration of this Agreement. Termination is not an 
exclusive remedy and all other remedies will remain 
available. 

11 , Indemnification. Palantir shall indemnify and hold 
harmless Customer from and against damages, costs, and 
attorneys' fees. if any, finally awarded against Customer 
from any claim of infringcment or violation of any U,S. 
patent, copyright, or trademark asserted against Customer 
by a third party based upon Customer's use of the Products 
in accordance with thc tcnns of this Agreement, provided 
that Palantir shall have received from Customer: (i) notice 
of such clai m within twenty (20) days of Customer 
receiving notice of such claim. For the avoidance of 
doubt, the US Government attorneys shall solely 
control any liti gation covered under thi s clause. If 
Customer 's usc of any of the Products are, or in Palantir's 
opinion is likely to be, enjoined due to the type of 
infringement specified above, or if required by settlement, 
Palantir may, in its sole discretion: (a) substitute for the 
Products substantially functionally similar programs and 
documentation; (b) procure for Customcr the right to 
continue using thc Products; or (c) if Palantir 
reasonably determines that options (a) and (b) arc 
commercially impracticable, lenninate this Agrcement and 
refund to Customer for Palantir licenses, the license fee 
paid hereunder by Customer as reduced to reflect a four­
year, straight-line amortization from the date on which 
such Products were first delivered by Palantir, or, Palanlir 
Cloud and Term licenses, refund to Customer a pro-ratcd 
portion of the license fee paid that rcfleets the remaining 
portion of the Tenn at the time of tennination, The 
foregoing indemnification obligation of Palantir shalt not 
apply: (I) if the Products are modified by any party other 
than Palantir, but only to the extent the alleged infringement 
would not have occurred but for such modification; (2) if the 
Products arc modified by Palantir at the request of 
Customer, but only to the extent the alleged infringement 
would not have occurred but fo r such modi fication; (3) if 
the Products are combined with other non-Palantir products 
or processes not authorized by Palantir, but only to the 
extent the alleged infringement would not have oceurred but 
for such combination; (4) to any unauthorized use of the 

Products if the infringement would have been avoided by 
the use of a current rclease of the Products that Palantir has 
provided to Customer prior to the date of the alleged 
infringement; or (6) to any third party software code 
contained within the Products. THIS SECTION SETS 
FORTH PALANTIR'S SOLE LIABILITY AND 
CUSTOMER'S SOLE AND EXCLUSIVE REMEDY 
WITH RESPEcr TO ANY CLAIM OF INTELLECTUAL 
PROPERTY INFRINGEMENT. 

12.PalantirLimited WarrantyandDisclaimer. 

12.1 In addit ion to any warranties or obligations included 
in the PWS, Palantir warrants for a period of one 
hundred twenty days (120) days from the date the initial 
Products were dclivered by Palantir, the Products wilJ 
substantially conform to Palantir's then current 
Documentation for such Products. This warranty covers 
problems reported to Palantir in writing (including a test 
case or procedure that recreates the failure and by fu ll 
documentation of the failure) during the warranty period. 
In the event of a fai lure of the Products to perfonn 
substantially in accordance with the specifications during the 
warranty period ("Defect"), Palantir shall use reasonable 
efforts to correct the Defect or provide a suitable work 
around as soon as reasonably practical after receipt of 
Customer's wrilten notice as specified above. A Defect 
shall not include any defect or failure attributable to 
improper installation, operation, misuse or abuse of the 
Products or any modificat ion thereof by any person other 
than Palantir. If Palantir has not remedied the Defect 
within thirty (30) days of its receipt of Customer's written 
notice, Customer may give Palantir written notice of 
tennination of this Agrecmcnt, which tcnnination will be 
effective ten (1 0) days after Palantir's receipt of the notice, 
unless Palantir is able to remedy the Defect prior to the 
effective date of termination. In the event of the 
tennination of this Agreement pursuant to Customer 's 
exercise of its right under this Section, Customer 
shall be entitled to receive from Palantir, as its sole and 
exclusive remedy, a rcfund of all amounts paid to Palantir 
hereunder. 

12.2 ALL SALES ARE FINAL. NO PURCHASES 
OF PRODUcrs ARE REFUNDABLE, 
EXCHANGEABLE OR OFFSETrABLE EXCEPT AS 
SET FORTJ.J IN SECTION 12.1. EXCEPT AS 
EXPRESSLY SET FORTH IN SECi'ION 12.1 of this 
Agreement, THE PRODUCTS AND SERVICES ARE 
PROVIDED "AS-IS" WITHOUT ANY OTHER 
WARRANTIES OF ANY KIND AND PALAN'IlR AND 
ITS SUPPLIERS HEREBY DISCLAIM ALL 
WARRANTIES, BOTH EXPRESS AND IMPLIED, 
ORAL OR WRITTEN, RELATING TO THE PRODUCi'S 
AND ANY SERVICES PROVIDED HEREUNDER OR 
SUBJECT MATTER OF THIS AGREEMENT, 
INCLUDING BUT NOT LIMITED TO ANY 
WARRANTIES OF NON-INFRINGEMENT, 
MERCHANTABILITY, TITLE OR FITNESS FOR A 
PARTICULAR PURPOSE. 

13, Limitationsofl.iabil ity. 

Products; (5) to any superseded re lease of the 13. 1 EXCEPT FOR ANY AMOUNTS 
Page 3 Po/antic Technologies Inc. GS-35F-0086U 

650,494.157<1 
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AWARDED TO THIRD PARTIES ARISING 
UNDER SECTION II OF THIS AGREEMENT, 
AND EXCEPT FOR BODILY INJURY, TO THE 
MAXIMUM EXTENT PERMITTED BY 
APPLICABLE LAW, PALANTIR SHALL NOT BE 
LIABLE TO CUSTOMER OR TO ANY THIRD 
PARTY WITH RESPECT TO ANY PRODUCT, 
SERVICE OR OTHER SUBJECT MATTER OF 
THIS AGREEMENT FOR ANY INDIRECT, 
SPECIAL, INCIDENTAL, PUNITIVE OR 
CONSEQUENTIAL DAMAGES, INCLUDING 
WITHOUT LIMITATION, LOSS OF USE, LOSS 
OR ALTERATION OF DATA, COST OF 
REPLACEMENT, DELAYS, LOST PROFITS, OR 
SAVINGS ARISING OUT OF PERFORMANCE OR 
BREACH OF THIS AGREEMENT OR THE USE 
OR INABILITY TO USE THE PRODUCTS, OR 
FOR ANY MATTER BEYOND PALANTIR 'S 
REASONABLE CONTROL, EVEN IF SUCH 
PARTY HAS BEEN ADVISED AS TO THE 
POSSIBILITY OF SUCH DAMAGES. This clause 
shall not impair the U.S. Government's right to 
recover for fraud or crimes arising out of or related to 
this Contract under any federal fraud statue, including 
the False Claims Act, 3 1 U.S.C. §§ 3729-3733. 

13.2 EXCEPT FOR ANY AMOUNTS AWARDED 
TO THIRD PARTIES ARISING UNDER SECTION 11 OF 
THIS AGREEMENT, AND EXCEPT FOR BODILY 
INJURY, TO TI-IE MAXIMUM EXTENT PERMITI'ED 
BY APPLICABLE LAW, EACH PARTY AGREES THAT 
THE MAXIMUM AGGREGATE LIABILITY OF 
PALANTIR ON ANY CLAJM OF ANY KIND, 
WHETHER BASED ON CONTRACT, TORT 
(INCLUDING BUT NOT LIMITED TO, STRICT 
LIABILITY, PRODUCT LIABILITY OR NEGLIGENCE) 
OR ANY OTHER LEGAL OR EQUITABLE HIEOR Y 
OR RESULTING FROM THIS AGREEMENT OR ANY 
PRODUCTS OR SERVICES FURNISHED HEREUNDER 
SIMLL NOT EXCEED THE SUMS PAID TO PALANTIR 
BY CUSTOMER HEREUNDER. This clause shall not 
impair the U.S. Government's right to recover for 
fraud or crimes arising out of or related to this 
Contract under any federal fraud statue, including the 
False Claims Act, 3 1 U.S.c. §§ 3729-3733. 

14.Miscellaneous. Neither th is Agreement nor thc licenses 
granted hereunder are assignable or transrerable by 
Customer; any attempt to do so shall be void. Palantir may 
assign this Agreement in whole or in part with not icc to and 
approval or the Customer. Any notice, report, approval or 
consent required or penniued hereunder shall be in writing 
and sent by first class U.S. mail, confinned racsimilc, a U.S. 
government email system with Read Receipt or major 
commercial rapid delivery courier service to the address 
specified in the Order. Ir any provision or this Agreement 
shall be adjudged by any court or competent jurisdiction to 
be unenrorceable or invalid, that provision shall be limited 
or eliminated to the minimum extent necessary so that this 

and be enforceablc. Any and all modifications, waivers or 
amendments must be made by mutual agreement and shall 
be effective only if made in writing and signed by each 
party. No waiver of any breach shall be deemed a waiver of 
any subsequent breach. Customcr's obligations under this 
Agrccment are subject to compliance with all applicable 
cxport control laws and regulations. This Agreement is 
incorporatcd into the Government contract documents. 
Palantir is in no way affil iated with, or endorsed or 
sponsored by. The Saul Zaentz Company d,b.a. Tolkien 
Enterpriscs or the Estate or J.R.R. Tolkien. 

j\Mi~W;'J'eJ»~YJgi~iI'i'k~ remain in full rorce and e~~_35F.0086U 
650.-19-1./57-/ 
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Attacbment A- PALANTIR O&M/sUPPORT SERVICES 

la. For the avoidance of doubt, this Attachment A supplements the PWS O&M requirements. and does not replace it. The 
services referenced herein are provided by Palantir's general technical support team, which supplement the O&'M provided by 
Palantir under the ICE PWS. 

I b . SUPPORT SERVICES. Support Services consist of (a) Error Correction and Technical Support provided to the 
Customer's technical support contact concerning the installation and use of the then-currcnt release: of the applicable Product and 
the Previous Sequential Release: and (b) Product Major Releases that Palanti r in its discretion makes generally available without 
additional charge to a Customer that is up to dale on all fees due under its current License and Services Agreement (any such 
update will be subject to the Agreement as though it were the applicable Product). 

2. ERROR PRIORITY LEVELS. Palantir shall exercise commercially reasonable errorts to correct any Error reported by 
Customer in the current unmodified re lease of Product in accordance with the priority level reasonably assigned to such Error by 
Palantir. 

• PO Errors - Palantir shall promptly commence the fo llowing procedures: (i) assigning Palantir engineers or other 
Palantir-traincd personnel to correct the Error(s); (ii) notifying Palantir managemcnt that such Errors have been reported 
and of steps being taken to correct such Error(s); (iii) providing Customer with periodic reports on the Slatus of the 
corrections; (iv) initiating work to provide Customer with a Hotfix; and (v) if appropriate, providing Palantir engineers 
or othcr trained personnel, on site at Customer's facilit ies. 

• P I Errors - Palantir shall promptly commence the following procedures: (i) assigning Palantir engineers or other 
Palanlir-trained personnel 10 correct the Error; (ii) notifying Palantir management that such Errors have becn reported 
and of steps being taken to correct such Error(s); (iii) providing Customer with periodic reports on the status of the 
corrections; (iv) init iating work to provide Customer wi th a Hottix; and (v) if appropriate, providing Palantir engineers 
or other trained personnel on site at Customer's facilities . 

• P2 Errors - Palantir may include the Fix for the Error in the next Major Release. 
• P] Errors - Palantir may include the Fix for the Error in the next Major Release. 

]. RESPONSE TIMES. Palanti r will use diligent efforts to meet the following responsc times: 

"'" ,., 11\ I(l"' IU" " I "llt 1.1I!!.h,1 H.,,,lull,,,, "'."'" 1 ",,1 
PO 12 dock hours, ]65 days a year Onsite if appropriate within 24 dock hours of issue until 

Error is relolved 
PI 12 Business Hours Onsite if appropriate within 36 businHS hours of luue 

until Error is resolved 
P1 24 Busineunours Error resolved with Ma · or Release 
P3 60 BUliness Hours Error resolved at Palantir', discretion 

4. EXCLUSIONS. Palantir shall have no obligation to support: (i) altered or damaged Product or any portion of a Product 
incorporated with or into other software; (Ii) Product that is not the then-current release or immediately Previous Sequent ial 
Release; (iii) Product problems caused by Customer's negligence, abuse or misapplication, use of Product other than as specified 
in the Palantir's user manual, or other causes beyond the control of Palanti r; (iv) Product insta lled on any hardware that is not 
supported by Palantir; or (v) any Product for which Palantir has released a Hotfix or Major Release that has not been implemented 
by Customer within six (6) months after the date first made available by Palantir. Palantir shall have no liability for any changes in 
Customer's hardware which may be necessary to use Product due to a Workaround or maintenance release. 

5. CUSTOMER OBLIGATIONS. As a prerequiSite to Palantir'S obligations hereunder, Customer agrees to the following 
obligations, 

In addition, this support tcam must be generally available and able to col lect data and report it back to Palantir within 24 to 48 
hours of requests madc by Palantir. 

5.1 Customer will back up Palantir files and associated databases rcgularly. 

5.2 Customer will follow the Upgrade Guide and other instructions provided by Palantir when upgrading Product. 

Palan,ir Technologies In c. 
650,494./574 

GS-35F-0086U 
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S.) Customer will test Major Releases, Minor Releases and Hotfh:cs in a staging environment before deploying the Major 
Release, Minor Release or Ilotfix to a production environment. 

6. DEFINITIONS. 
• "Business Hours" means hours occurring during the period of each day in which Palantir olTers Support Services, 8 

A.M.-4 P.M . Pacific Time. 
• "Error" means an error in a Product that is reproduced by Palantir and which significantly degrades such Product as 

compared to the Palantir's published pcrfonnance specifications. 
• "Error Correction" means thc usc of reasonable commercial efforts to correct Errors. 
• """ix" means the repair or replacement of object or executable code versions of a Product to remedy an Error. 
• "Uotfix" means a single, cumulative package that ineludes one or more files containing Fixes or Workarounds that are 

used to address PO or PI Errors. " Uotfixes" address a speci fi c customer situation and may not be distributed outside the 
customer organi1.alion . 

• "Major Release" means a Product update that represents incremental improved features, functionality, and usability and 
is released during the nonnal course of development. An update is indicated as an increment to the major version 
number in the sonware (version 1.2 can be updated to version 1.3). 

• "Previous Sequential Release" means the re lease of a Product which has been replaced by a subsequent release of the 
same Product. Notwithstanding anything else, a Previous Sequential Release will be supported by Palantir only for a 
period of twelve (12) months after release o f the subsequent rdease. 

• "PO Error" means an Error which renders a Product inoperative or causes such Product to fail catastrophically. 
• "P I Error" means an Error which substantially degrades the performance of a Product or material ly restricts Customer'S 

use of such Product. 
• "P2 Error" means an Error which causes only a minor impact on the Customer's use of Product functionality. 
• "P3 Error" means an Error which causes only a vcry minor impact on the Customer's usc of a Product, such as 

documentation typos or handled error messages. 
• "Support Services" means Palantir support services as described in Section I . 
• "Technical Support" means technical support assistlince provided by Palantir via email, telephone or other means 

provided by Palanti r in its disc rction to the Techn ical Support Contact during Palantir'S normal business hours 
concerning the installation and usc o f the then current release of a Product and the Previous Sequential Rele8SC. 

• "Upgrade Guide" means the documentation provided by Palanti r spccifyi ng appropriate procedure for upgreding 
Product. 

• "Workaround" means a change in the procedures followed or data supplied by Customer to avoid an Error without 
substantially impairing Customer's use of a Product. 

T HESE TERMS AND CONDITIONS CONSTITUTE A SERV ICE CONTRACT AND NOT A PRODUCT WARRANTY. ALL 
PRODUCTS AND MATERJALS RELATED TUERETO ARE SUBJECT EXCLUSIVELY TO THE WARRANTIES SET 
FORTU IN THE AGREEMENT. THIS A'rTACHMENT IS AN ADDITIONAL PART OF THE AGREEMENT AND DOES 
NOT CHANGE O R SUPERSEDE ANY TERM OF TIlE AGREEMENT EXCEPT TO THE EXTENT UNAMBIGUOUSLY 
CONTRARY llIERETO. 

Palantlr T~chnologl~s In c. 
650.494, 1574 

GS-J5F-0086U 
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AMENDMeNT Of SOLICfr 4TIOMIODtFICA TlON OF CONTRACT I" ~, 00' ]P lE 'j PAGES 3 

2. AMENOMENToMOOlflCATIOH NO ~ EFFECTIVE IlATE 4. REOUISlTlOHIF'URctlASE REO NO 15 PROJECT NO (1t~,.) 

POOO07 03/13/2015 192115VHQ6ISIOO07 
51SSUe08V 000' ICE/ITO 1 HlMINlSTERED8YW ___ '} 

""" ICE/Te/IT 
ICE/Information Technoloqy Division ICE/ Info Tech Svs/ IT Services 
Immigration and Customs Enforcement Immigration and ~~~toms Enforcement 
Office of Acquis ition Management Office of Acqu i s i' ion Management 
801 I Street NW, f bl(l;\(hIl7 l1C1 r 801 I Street NW, b)(6).{b)(7)(C) 
Washington DC 20536 Attn: ' ''' )'c ) - 'b)'''v~) r 

Washington DC 2053 6 
II. NAME AND AOOfiESS Of CONT"R.\CTOR tHa. _ _ . __ ~ ~ (xl 91\. AMENDMENT OF sa.ICJTATION NO. 

PALANTIR TECHNOLOGIES INC 
100 HAMILTON AVENUE 96 DATED (SEE ITEM II) 

SUITE 300 
PALO ALTO CA 90011650 

lQ,1, MOO"ICATlOH OF COftTAACT/oRDER NO x GS-35F-0086U 
J-ISCETC- 13-F-00030 
108 DATED (SEE ITEM '-'J 

CO<>< 3621309520000 iFACIJrv COOE 06 /1312013 

~ OThtao.."..,.,... --.acnll.....-.s .. Mlfoo1hirl ..... 14 n.. hour_dill' opocIIId ror~.-orren II .. "",*, :1"-_ 
OIIMI _ "*'-~ ~ .-II'1II ---.. Pf\<II to 1M hour _ cIIIe ~ ill .. 00IIclIIIi0n "' .. ~ bJ _ <111M 1oIlow'IrCI .... 1t!odr. (.) 8, ~ 
_11_ 15. - ...... "*"C! oap.."lr.--...w; (tI) II,~ ~ 01.,.. ...-""_ copy allhe _1Ib!I-. "'~) 11)1 
~ IItW Co' M/ItcIrIlTl _ ~ •• *'_ to "" toIicMIiDfI_ • ..-. .... n...-. fALLiAE OF VOLA ACKNOW..EOGeMENT TO Sf MCElYEO AT 
1M! Pl..ACE OE~TEO FOR THE RECEIPT Of OFFERS PRIOR TO THE HOUR AND DATE SPECIFI£O MAY MSUlT IN REJECTION OF YOUR OFFER N bJ 
vi"U 01 fill ...-.ndmwt I'0Il """" to ctwvt ... oft« .1....,.,. _ 1-. ........ -.g.1M)' 1M ...... bJ IMQrwII or IIIW. ~ -. .....,.« _ ....... ,..,.,..,.... 
to"~_"""_""'_il_priDflOlIw~I'IOut __ ~. 

12 I\CCOUNTINGAHOAPPROPRlATIOfI DATApr~ Net Increase: E )(4) 
See Schedule 

1a. TMIIITtM 0 .. , A~U TO MOQI'9CA11OH OP COfiITMCTIiOIUIEIII. IT MODIFIEI Ttli COfoITAACTIOII~ NO. A. Quemit'D I" miN I ... 

"'- THIS CHANGE OROER II IssueD PURSlWff TO; (S(»dIy ~ THE CHANGES 1fT FORnt I" ITEM 14 ARE MADe IN THe CONTRACT 
ORDiER NO. IH rTEl.! lOA. 

B TIlE ABOVE ...... IIEIU:D COHTRACT.()AOER IS MODIFIED TO REFLECT tHE AOMINISTAA TM CIi.oV>IGES (well .. dwIfIft .. ~yItIg ""'w. 
~_ etc.) SETFOAnl .. rTUI 14. PURSUANfTO TllE AU1l«)RIT""( OF FAR 4).103(b1, 

c : " HIS~ " , 
H ; (SII«Nr type 01 ~.I>QII _ ."'~I 

X FAR 52.212-4(c) Chanqes 
;Jionot. ~1I~to..,.. .... ___ _ 1 

14. OESCRIJ>1lOHOF AMEf/OMEHTlMODIFICATlOH (OtpnU«I or UCI' -. ~ ino:*Io:fn, _MioM:IM/II.:t wO/flGl_' '"'*- _..,..) 
DUNS Number: 362130952 
The purpose of thi s bilateral modification is to hereby e~tend the period of perform3nce 
for one (1) month (03/14/2015 - 04/13/2015 ) . Option Period Two CLINs 2001, 2006 and 2001 
are only e~ercised during this period of performance. 

The Government and vendor reserve the riqht to conti nue se rvices throuqh bilate ra l 
modifications for the remainder of Option Per iod Two. 

~ a res ult of this modification, the obliqated contract value is increased by $483,044.52 

'n,,, c/b..::X..:.' I __________ J 

Continued u __ __ 

3/1 
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REFERENCE NO OF OOCUMENT BEING CONTINUED 

CONTINUATION SHEET GS-35F-OOB6U/HSCETC-13-F-00030/P00007 

NAME OF OFFEROR Oft CONTRACTOR 

PALANTIR TECHNOLOGIES INC 

ITEMHO SUPPlIESJSERVlCES 

IA} IB} 

, N 

Delivery: 30 Days After Award 
Delivery Location Code : ICE/HSI/HQ-D6 
ICE Hm1nd Sec Inv HO Div . 6 
Immigration and Customs Enforcement 
500 12th Street SW 

DC 20024 

Period of Performance: 06/14/2013 to 04/13/2015 

Item 2001 to read as fol1ows(amount shown 
i, t he obligated amount) : 

Year 2 (3/14/15 to 3/13/16) 

2001 TWO: 
Annual Suppor t and Maintenance for 1 Palantir 

License , per server core. 
(Deployed in support of FALCON) 

I~ng Info, 
; IlXE} 

Change Item 2006 to read as follows(amount shown 
is the obligated amount) : 

2006 OPTION TWO: 
Annual Support and Maintenance fo, 1 Palantir 
Gotham License , per server core. 
(Deployed in support of DARTTS . ) 

.; , Info: 

' n " 

Change Item 2007 to read as follows(amount shown 
is the obligated amount) : 

Continued .. , 

2018-IC U-00009 3564 
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REFERENCE NO. OF DOCUMENT BEING CONnNIJEO 

CONTINUATION SHEET GS-35F- 00a 6U/HSCETC-13-F-00030 / P00007 

NAME OF OfFEROR OR CONl'RACTOA 

PALANTIR TECHNOLOGIES INC 

IT'" '" 
(A) 

SIJPPLlESlSERVlCES 

(81 

Annual Support and Maintenance for 1 Palantir 
Gotham License, per server core. 
(Deployed in support of EID.) 

tino Info, 
7XE) 

All other terms and conditions remain unchanged. 

Any questions regarding this modification, 
contact: 
Contracting Officer: kb)(6)~) I 202-7 
COR: fbV6l-1hlOYCl I 202-732 w:@MiJ 
Vendor poc: kb)(6):(b)(7}(C) I 703-270- Yh\{FHI 

2018-ICLl-00009 3565 
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AMENDMENT Of SOLlCtTAT10NJMOOtfICA TtON Of CONTRACT 

ICE/ I nfor«~tion Technology Division 
Immug ra tion and Customs Enforcement 
Office of Acquisition ~Ianag-ement 

801 I Street NW, k"""'/I,'f7"(,,' 
Washing-ton DC 20536 

PALANTIR TECHNOLOGIES INC 
100 HAMILTON AVE~UE 
SUITE 300 
PALO ALTO CA 943011&50 

15VH06ISIOOIC 

ICE/Info Tech Svs/IT Services 
I ~~i gration and CuStO~ Enforcement 
Office o f ACqU1SltlO~ Management 
801 I Street NW, kh\(6\(h\(7\(CI I 
At t n: ktHffiHh't!7l!c) I 

DC 20536 

06/13/2013 

O n._IUII __ ...... __ ... klt!I'I ......... \~ n. ....... _o.t.o.ped..a"" ....... OI011n C ..... .- C .. not .. _ 

Ohtw_~_OI ................. prOtoo .... __ <IIIOooptd'*" on ... __ OI .. _Iil,- ...... "' ............... ~ {aj8YCO'ftI)lM"'II 

_a_'5._~ _"' ... ..,....neno (b} Ir~,_"' ... ~on ...... OOlI\'''' .... _~., 01 (C} By 
HpaoaI. _0Il*~~"" _ nell.W. I ,..,_10 ...... -. .... _....-... .....-. F ..... URE OF YOUA 1oC1t'IO·.·.HOGEldEtflTO DE RECEIVED AT 
THE PlACE DESICNATED FOR THE RECEIPT OF OFFERS PRIOR TO T'ME HOUR AND DAle SPECIFED MAY RES1JI.T IN REJE CTION OF lOUR OFFER "III' 
...... 01 ... __ you-.oo ............ _ a..oy _ . IUCIO ctoon;.ml)' DII "'_111'~"" 0' _ ~ 1HCII1Ngr_ 00'_ ,..... .. , ..... 1Of'CIt 
10 IN ocI.cUt.Gn _ ... -. _ .. __ 10 IN ____ ."..-.,1..., 

12 ACCOUNTINGANOAPPROPRIATIONO.t.TA(lI~J 

See Schedule 
Net Inc rease : 

b)(4) 

1l. THIS ITUI OWl" "'I'1'UES TO NOOIflC.t. T10N Of CONTMCfSIOIIDVtS. 11 _flEa TlU CDNTIU!CTIOItDEIl IOO . ... ' onC_ED IN InM I ... 

A THIS CHolHGE OIIDER IS ISSUED PURSU"'NT TO !$QK>/),...rI'O<l(y) Tl1E CHANGES sn FORTH IN ITl:M ,. ARE IAAOE IN THE CONTRACT 
OfIDER NO IN ITEM lOA 

a THE ABOVE NlMBEREO C()I{J'RACTIORDER IS MOOIFIEO TOREflECl THE IoDMlNlSTAAliVE CHANGES /1<ICI'r .. ~ ... __ • 
___ . 1Ie I SET FOfITl-I IN ITEM I. , PURSUANl TO THE AUTIOOfIITY OF FAA.3 103(11) 

" • " . • . " 
u u'''I:.'' /'>P«>I)'''~OI ___ ...r''''''l11 

X fAR 52.212-4 (c) Changes 
LIMPOIITAN1: c- 0 .. _ !i:.~IO "'II""" __ """'" _.10 ... __ 

,. OESCRlPllOH OF AMENOMENT.t.lODIFICATION (~," .. "b1 VC~.- "1O"I11, ...:I<OIr5' __ '«1 wc,rwc:r m ___ fNJIM} 

DUNS Number: 362130952 
The purpose o f this bilateral r:IOdlfication is to hereby exte nd the period of performance 
for o ne t1 ) mont.h (0 4/ 14 /2015 - 05113/2015) . Option Period Two CLINs 2001 , 2006 and 2001 
are only exercised during th is period of per!orrnance . 

The Government and vendor reserve the r ight to continue se rVl ces through bilatera l 
modifications for the remainder of Option Period T~o. 

As a result of th is modificat ion, the Obliga ted CO:l tract v<1 1ue is lncreased by $483,588.81 
from ¥b)(4) 
~------------~ 

Con tinued 

"'-__ P _ _ lil,-GSA 

FAR ('" CFRI s.l 2<13 
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REFERENCE NO OF DOCUMENT BEING CON'TlNUED 

CONTINUATION SHEET GS-35F-00B6U/HSCETC-13-F-00030/POOOOB 

NAMe OF OFFEROR 0f'I CONTRACTOR 

PALANTIR TECHNOLOGIES INC 

ITEM NO SUPPLIESISERVICES 

(M {B} 

Exempt Action : N 

Delivery : 30 Days After Award 
Delivery Location Code : ICE/HS I/HQ-D6 
ICE Hmlnd Sec Inv HQ Oiv . 6 
IlMligration and Customs Enforcement 
500 12th Street SW 
Washington DC 20024 

Period of Performance : 06/14/2013 to 05/13/2015 

Change Item 2001 to read as fo llows (amount shown 
i, th, obligated amount) : 

Option Year 2 (3/14/15 to 3/13/16) 

2001 OPTION TWO : 
Annual Support and Maintenance Eo, 1 Palantir 
Gotham License , pot server core . 
(Deployed in support of FALCON) 

Accounting Info : 

(b}(4);(b}(7)(E) 
---

---

Change Item 2006 to read " follows (amount shown 
i, th, obligated amount) : 

2006 OPTION TWO: 
Annual Support and Maintenance Eo, 1 Palantir 
Gotham License , pot server core . 
(Deployed in support of DARTTS) 

Tnf' . 
(b}(4);(b}(7)(E) 

Contl.nueCl ... 

QUANTITY 

{e} 

1 

1 

2018-ICLI-00009 3567 

'" UNIT PflICE 

{O} {E} 

A ~b}(4) 

EA rb}(4) 

AMOUNT 

{F} 

OPTIOtW. FORM 336 I • .a!!) 
SpooI_I>fGSA 
FAA(.taCl'RIUl1D 
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REFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET GS - 3 5 ~-OO B 6U /HSCETC-l3- F-OOO 30 /POOOOS 

NAME OF OFFEROR OR CONTRACTOR 

PALANTIR TECHNOLOGIES INC 

ITEM NO 

(A, 

2007 

b)(4);(b}(7)(E) 

SUPPt.IESlSERVlCES 

(8' 

I 
Change Item 2007 to read as follows(amount shown 
is the obligated amount) : 

OPTION TWO : 
Annual Support and Maintenance for 1 Palantir 
Gotham License, per server core . 
(Deployed in support of EID) 

Accounting Info: 
b}(4);(b}(7)(E) 

All other terms and conditions remain unchanged. 

Any questions regarding this modification, 
contact : 
Contractinq Officer : b)(6);(b}(7)(C) 202- 7 32 jij)(6j';( 

COR : b)(6):(b}(7)(C) 202-732 hllRH 

Vendor POC: ]lh liRl-lhII7\ICI L 703-270- iiillIDJI 

NSN 1S<1CJ.O! 152 I0Il1 

aUANTITY~IT 
( C) (0) 

UNIT PRICE 

(E' 

3 

AMOUNT 

(F) 

1 EA rbX4, L-____ ,-________ _ 

OPtIONAl. FORM 331 ( ... ) 
SponaatOll.,. GSA 
FAA (.aCFR)".110 
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AMENDMENT Of SOllCITATIOHIMOOIFICATION OF CONTRACT 

ICE/lnforNtion Technology Divisicn 
Immigr~tion and Customs Enforcement 
Office of AOq",,~ 
801 I Street NW , 
Washlngton DC 20S3€ 

PALANTIR TECHNOLOGIES INC 
100 HAMILTON AVENUE 
SUITE 300 
PALO ALTO CA 943011650 

1:SVHQ6ISIOO:~ 

" 
ICEIInfo Tech Svs/I~ Services 
I~~igration and CJstoms EnIorcement 
Office of Acquisit~on !.janagemfOnt 
801 I Street NW, f hVA1(hV7l1G) I 
Att:l: kbl{fillh}{7l{C1 I 

DC 20536 

3-:-00030 

06/13/201) 

n._ ........ __ .. .........., ..... ,..", ....... 14 'lhe1'lOul.,..,4II.--,*,b'_"'0IW> ... .- ....... ......" 
~_ ~,totIOp1 '" __ """ 10 1M nour.,.., GaI'~"" "IN""""'''''''' '' _..-a. I>! .... "" ... _"'11 ..... _ I' ) 8,wm~ 

:::::::-:;:;:: _"'"._ (D) 8y~_"'I!Wo_on_COI>\'''' ............... _ "'(e) ly 
___ .Ir.*." l.-gr .... ......a. """"' •• ,..,.,"'" Ie>""~"", ""' ............... __ ~""'URE OF YOUR ACKNO'M.fOGfMfWl TO BE. R(CEMO "f 
THE P\.ACE oeSIGN.\TEO ~OR THE RECEIPt OF OFF(RS PRIOR TO f " E IOOUR "NO DIo,fE SP£CIFIEO ...... y RESUlT IN REJECTION OF YOUR OFFER K I>! 
",",," "' .... _ ....... _Ie> ~ .. oIJt< ... .." __ ~ .. .,,..-.- !I'f~""'" _ P'''''''*' __ ."..., Of IMI .. -...-...... "' ... __ .... ~,_ .. _"'al<> ... cpttWl9I'1Ou1.,..,_ ........... 

12 ACCOUNT~...,.D ,.,.PROPR "'TION DATA /If_-clJ Net Increase : 
bX4) 

See Schedule 
II. tHiliTUl ONLY ""lIEiTO MOo.flCATlON OF CON TItACTSIOItOfRS. IT MODIfiES THE CON1ltACTIOIIOER NO. AI OESCltllfO IN ITEM 10. 

II TiffS CI'tAHGE ORDER IS ISSUEDPURSUMIT 10 (Siw::>Iy_1yj THE CI1NfGES S(l FORTH IN ITEM 1. -'AI!' MADE IN THE CONTRACT 
OAOER NO IN ITEM l OA 

B THE AEIOVt NUMIIER£D CONTRAC11OR0ER IS MOOIFIED TO REHfCT TI1f o\OMIHIS'TRATM D;AHGl;S(wdo .. ~ ... "._ on.c. 
'~<»I • . tIC J Sf I FORTH IN rlEM ,. PUIISUANf TO THE AlJlHORITY Of FAA.3 1000o! . " • 

u vltt." {",.,...,.ty"."'~...,,~I) 

X tAR 52 . 212 -4. (c) Changes 

L IfIIIIOIIT~': Conno::Iof .- 1 __ .1<> ..... ~ 011"'" 

,. O£SCMW'TION OF AMENDMENT!I,I()DIFICATlON (~lO<l~y UCF..a..... ~., ~ ___ ....o,.cr ___ ) 

DUNS Nlmber: 362130952 

The purpose of thi~ bilateral modifiC<ltlOn lS to hereby extend the penod of performance 
for twO (2) week~ (OS/HI20B - ~/21!201S) . Opti on Period " .. ·0 eLINs 200L 2006 and 2007 
are only e xercised during thlS perlod ot performance. 

The Goverrur.ent. and vendor reserve the right t" continue serVlces through bilatera: 
modifications for the re~inder of Optlon Period 7wo. 

AS a result o! this noc!itic<ltion. t~~ obligated contract value is increa!led b}" ~b,,X"4-,),-___ -, 

irOJ:l SFbX4) 

Continued 

2018-ICLI-00009 3569 
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REFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET GS- 35f-0086U/HSCETC-13-f-00030/ P00009 

NAME OF OFFEROR OR CONTRACTOR 

PALANTIR TECHNOLOGIES INC 

ITENNQ SUPPLIESlSERVICES 

IA) 151 

Exempt Action ; N 

Delivery ; 30 Days After Award 
Delivery Location Code : ICE/HSI/HQ-D6 
ICE Hmlnd Sec Inv HQ Div . 6 
Immigration and Customs Enforcement 
500 12th Street SW 
Washington DC 20024 

Period of Performance : 06/14/2013 to OS/27/2015 

Change Item 2001 to read as follows (ar:tount shown 
is the obligated amount) : 

Option Year 2 (3/14/15 to 3/13/16) 

2001 OPTION TWO : 
Annual Support and Maintenance fot 1 Palantir 
Gotham License, per server core . 
(Deployed in support of fALCON) 

f"X4);(b)(7XE) 

Change Item 2006 to read as follows(amount shown 
is the obligated amount) : 

2006 OPTION TWO : 
Annual Support and Maintenance fot 1 Palantir 
Gotham License , per server core . 
(Deployed in support of DARTTS) 

Accounting Info : 
b)(4),(b)(7)(E) 

OUAHnTY ~"" 
lei 01 

1 EA 

1 EA 
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REFERENCE NO OF DOCUMENT BEING COHTlHUED 

CONTINUATION SHEET GS- 35F-0086U/HSCETC-13- F-00030/P00009 

NAME OF OFFEROR OR COHlRACTOR 

PALANTIR TECHNOLOGIES INC 

ITEM NO 

[A) 

2007 

I"'X'),{b)(7XE) 

SUPf'LlESlSERVlCES 

,S) 

Change Item 2007 to read as follows(amount shown 
is the obligated amount ) : 

OPTION TWO : 
Annual Support and Maintenance for 1 Palantir 
Gotham License , per server core . 
(Deployed in support of EIO) 

Accounting Info : 
b}(" );(b }(7}(E) 

All other terms and conditions remain unchanged . 

Any questions regarding this modification, 
contact: 
Contracting Officer : kb){6lfWl!Cl L 202-732 -r.Jllffil. 
COR: P hlll'lllhlnlWI I 202-732-~ 
Vendor POC : i b}(6):(b}(7}(C) 1' 03-270- kb}(6l! 

OUANTITY NIT 

[e) [0) 
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UNIT PflICE 

,E) 
AMOUNT 

1') 

OPTlONA1. FOIW lJI (' MI 
~~GSA 
r.ut(08UR}n110 
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SEN -
SLA 
SLM 
SOP 

'SOW 
SRD 
SW 
TArS 
TLS 
TMP 
TO 
TRM 
TS 
liAT 
'usc:rs 
VPN 

FALCON Operatior '~Maintenance Support 
PerjiJrmance Work StaTement 

--
Significant Event Notification 
Service Level Agreement 

System Lifecycle Management 

Standard Operating Procedure 

Statement of Work 

System Requirements Docu~ent 
--~--- -.-.-

Software 

Telecommunications and Automated Information Systems 

Telephone Linking System 
Transition Management Plan 

Task Order 

Tedmical Reference Model 
-~--

Top,Secret 
User Acceptance Testing 

United States Citizenship and Immigration Services 
~-.-.- -.-

Virtual Private Network 

39 
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Special Terms and Conditions 

A. Federal Acquisition Regulation (FAR) clauses that are pertinenlla lhis task order and are 
hereby incorporated by reference. 

FAR 52.202·1 

FAR 52.204-2 

FAR 52.204-4 

FAR 52.204-9 

FAR 52.204-12 

FAR 52.204-13 

FAR 52.212-4 

FAR 52.217-8 

FAR 52.227-19 

FAR 52.228-5 

FAR 52.229-3 

FAR 52.232-1 

FAR 52.232-8 

FAR 52.232-11 

FAR 52.245-1 

FAR 52.245-9 

DEFINITIONS (JAN 2012) 

SECURITY REQUIREMENTS (AUG 1999) 

PRINTED OR COPlED DOUBLE-SIDED ON POSTCONSUMER 
FmER CONTENT PAPER (MAY 2011) 

PERSONAL IDENTITY VERIFICATION OF CONTRACTOR 
PERSONNEL (JAN 2011) 

DATA UNIVERSAL NUMBERING SYSTEM NUMBER 
MAINTENANCE (DEC 2012) 

CENTRAL CONTRACTOR REGISTRATION MAINTENANCE 
(DEC 2012) 

CONTRACT TERMS AND CONDITIONS (FEB 2012) 

OPTION TO EXTEND SERVICES (FEB 2012) 

COMMERCIAL COMPUTER SOFfW ARE LICENSE (DEC 2007) 

INSURANCE-WORK ON GOVERNMENT INST AI,LATION (JAN 
1997) 
FEDERAL, STATE, AND LOCAL TAXES (FEB 2013) 

PAYMENTS (APR 1984) 

DISCOUNTS FOR PROMPT PAYMENT (FEB 2002) 

EXTRAS (APR 1984) 

GOVERNMENT PROPERTY ALTERNATE I (APR 2012) 

USE AND CHARGES (APR 2012) 

The clauses incorporated by reference outlined above are with the same force and effect as if 
they were given in full text. Upon request, the Contracting Officer will make their full text 
available. Also. the fuB Lext of these clauses rna be accessed electronically at 
b)(7)(E) 

immigration and Customs Enforcement: 

Attaclunent 3 
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Special Tenns and Conditions 

B. Federal Acquisition Regulation (FAR) clauses that are pertinent to this task order and are 
provided in full text. 

FAR 52.212-5 CONTRACT TERMS AND CONDITIONS REQUIRED TO 
IMPLEMENT STATUES OR EXECUTIVE ORDERS -
COMMERCIAL ITEMS (JAN 2013) 

(a) The Contractor shall comply with the following Federal Acquisition Regulation (FAR) 
clauses, which are incorporated in this contract by reference, to implement provisions oflaw or 
Executive orders applicable to acquisitions of commercial items: 

(1) 52.222-50, Combating Trafficking in Persons (FEB 2009) (22 U.S.C. 7104(g». 
__ Alternate I (AUG 2007) of52.222-50 (22 U.S.C. 7104(g». 
(2) 52.233-3, Protest After Award (AUG 1996) (31 U.S.C. 3553). 
(3) 52.233-4, Applicable Law for Breach of Contract Claim (OCT 2004) (pub. 1. 108-77, 
108-78). 

(b) The Contractor shall comply with the FAR clauses in this paragraph (b) that the contracting 
officer has indicated as being incorporated in this contract by reference to implement provisions 
oflawor Executive orders applicable to acquisitions of commercial items: 

[Contracting Officer check as appropriate.} 
_X_ (1) 52.203-6, Restrictions on Subcontractor Sales to the Government 
(Sept 2006), with Alternate I (Oct 1995) (41 U.S.C. 253g and 10 U.S.C. 
2402). 
_ X_ (2) 52.203-13, Contractor Code of Business Ethics and Conduct 
(Apr 2010) (Pub. 1. 110-252, Title VI, Chapter 1(41 U.S.C. 251 note». 
_ (3) 52.203-15, Whistlcblower Protections under the American 
Recovery and Reinvestment Act of2009 (Jnn 2010) (Section 1553 of Pub 
L. 111-5) (Applies to contracts funded by the American Recovery and 
Reinvestment Act of 2009). 
_X_ (4) 52.204-10, Reporting Executive compensation and First-Tier 
Subcontract Awards (Aug 2012) (Pub. L. 109-282) (31 U.S.C. 6101 note). 
_ (5) 52.204-11, American Recovery and Reinvestment Act-Reporting 
Requirements (Ju1201 0) (Pub. 1. 111-5). 
_X_ (6) 52.209-6, Protecting the Government' Interest Whcn 
Subcontracting with Contractors Debarred, Suspended, or Proposed for 
Debarment (Dec 2010) (31 U.S.c. 6101 note). 
_X_ (7) 52.209-9, Updates of Publicly Available Infonnation Regarding 
Responsibility Matters (Feb 2012) (41 U.S.c. 2313). 
_ X_ (8) 52.209-10, Prohibition on Contracting with Inverted Domestic 
Corporations (May 2012) (section 738 of Division C of Public Law 112-
74, section 740 of Division C of Pub. L. 111-117, section 743 of Division 
D o[Pub. 1. 111-8, and section 745 of Division D of Pub. 1. 110-161). 
_ (9) 52.219-3, Notice of HUB Zone Set-Aside or Sole-Source Award 
(Nov 2011) (15 U.S.C. 657a). 
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Special Tenns and Conditions 

_ (1 0) 52.219~4, Notice of Price Evaluation Preference for HUBZone 
Small Business Concerns (Jan 2011) (if the offeror elects to waive the 
preference, it shall so indicate in its offer)(15 U.S.C. 657a). 
_ (11) [Reserved] 
_ (12) (i) 52.219-6, Notice ofTotai Small Business Aside (NoY 2011) 
(15 U.S.C. 644). 
_ (ii) Alternate I (NOY 2011). 
_ (iii) Alternate II (Nov 2011). 
_ (13) (i) 52.219-7, Notice o[Partial Small Business Set-Aside (June 
2003) (15 U.S.C. 644). 
_ (ii) Alternate I (Oct 1995) of 52.219-7. 
_ (iii) Alternate II (Mar 2004) of52.219-7. 
_ (14) 52.219-8, Utilization of Small Business Concerns (Jan 2011) (15 
U.S.C. 637(d)(2) and (3)). 
_ (15) (i) 52.219-9. Small Business Subcontracting Plan (Jan 2011) (15 
U.S.C. 637 (d)(4).) 
_ (ii) Alternate I (Oct 2001) of 52.219-9. 
_ (iii) Alternate II (Oct 2001) of52.219-9. 
_(iv) Alternate III (July 2010) of 52.219-9. 
_ (16) 52.219-13, Notice of Set-Aside of Orders (Nov 2011) (15 U.S.C. 
644(r»). 
_ (17) 52.219-14, Limitations on Subcontracting (Nov 2011) (15 U.S.C. 
637(a)(14). 
_ (18) 52.219-16, Liquidated Damages-Subcontracting Plan (Jan 
1999) (15 U.S.C. 637(d)(4)(F)(i). 
_ (19) (i) 52.219-23, Notice of Price Evaluation Adjustment for Small 
Disadvantaged Business Concerns (Oct 2008) (10 U.S.C. 2323) (if the 
offeror elects to waive the adjustment, it shall so indicate in its offer). 
_ (ii) Alternate I (June 2003) of 52.219-23. 
_ (20) 52.219-25, Small Disadvantaged Business Participation 
Program-Disadvantaged Status and Reporting (Dec 2010) (pub. L. 103-
355, section 7102, and 10 U.S.C. 2323). 
_ (21) 52.219-26, Small Disadvantaged Business Participation 
Program-Incentive Subcontracting (Oct 2000) (Pub. L. 103-355, section 
7102, and 10 U.S.c. 2323). 
_ (22) 52.219-27, Notice of Service-Disabled Veteran-Owned Small 
Business Set-Aside (Nov 20 II) (15 U.S.C. 6571). 
_ (23) 52.219-28, Post Award Small Business Program 
Rerepresentation (Apr 2012) (15 U.S.C. 632(a)(2)). 
_ (24) 52.219-29, Notice of Set-Aside for Economically Disadvantaged 
Women-Owned Small Business (EDWOSB) Concerns (Apr 2012) (15 
U.S.C.637(m»). 
_ (25) 52.219-30, Notice of Set-Aside [or Women-Owned Small 
Business (WOSB) Concerns Eligible Under the WOSB Program (Apr 
2012) (15 U.S.C. 637(m). 
_ (26) 52.222-3, Convict Labor (June 2003) (E.O. 11755). 
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Special Terms and Conditions 

_ X_ (27) 52.222-19, Child Labor-Cooperation with Authorities and 
Remedies (Mar 2012) (E.O. 13126). 
_X_ (28) 52.222-21, Prohibition of Segregated Facilities (Feb 1999). 
_X_ (29) 52.222-26, Equal Opportunity (Mar 2007) (E.O. (1246). 
_X_ (30) 52.222-35, Equal Opportunity for Veterans (Sep 2010) (38 
U.S.C.42(2). 
_ X_ (31) 52.222-36, Aflinnative Action for Workers with Disabilities 
(Oct 2010) (29 U.S.C. 793). 
_X __ (32) 52.222-37, Employment Reports 00 Veterans (Sep 2010) (38 
U.S.C.4212). 
_ X_ (33) 52.222-40, Notification of Employee Rights Under the National 
Labor Relations Act (Dec 2010) (B.O. 13496). 
_ (34) 52.222-54, Employment Eligibility Verification (JuI2012). 
(Executive Order 12989). (Not applicable to the acquisition of 
commercially available off-the-shelf items or certain other types of 
commercial items as prescribed in 22.1803.) 
_ (35) 0) 52.223-9, Estimate of Percentage of Recovered Material 
Content for EPA-Designated Items (May 2008) (42 U.S.C. 
6962(c)(3)(A)(ii)). (Not applicable to the acquisition of commercially 
available off-the-shelf items.) 
_ (ii) Alternate I (May 2008) of 52.223-9 (42 U.S.C. 6962(i)(2)(C)). 
(Not applicable to the acquisition of commercially available off-the-shelf 
items.) 
_ (36) 52.223-15, Energy Efficiency in Energy-Consuming Products 
(Dec 2007) (42 U.S.C. 8259b). 
_ (37) (i) 52.223-16, IEEE 1680 Standard for the Environmental 
Assessment of Personal Computer Products (Dec 2007) (E.O. 13423). 
_ (ii) Alternate I (Dec 2007) of 52.223-16. 
_ X_ (38) 52.223-18, Encouraging Contractor Policies to Ban Text 
Messaging while Driving (Aug 2011). 
_ (39) 52.225-1, Buy American Act--Supplies (Feb 2009) (41 U.S.C. 
lOa-IOd). 
_ (40) (i) 52.225-3, Buy American Act--Free Trade Agreemeots--Israeli 
Trade Act (Nov 2012) (41 U.S.C. chapter 83,19 U.S.C. 3301 note, 19 
U.S.C. 2112 note, 19 U.S.C. 3805 note, 19 U.S.C. 4001 note, Pub. L. 103-
182, Pub. L. 108-77_ 108-78, 108-286, 108-302, 109-53, 109-169, 109-
283,110-138,112-41, 112-42, and 112-43). 
_ (ii) Alternate I (Mar 20(2) of 52.225-3. 
_ (iii) Alternate II (Mar 2012) of 52.225-3. 
_ (iv) Alternate III (Nov 2012) of 52.225-3. 
_ (41) 52.225-5, Trade Agreements (Nov 2012) (19 U_S.C. 2501, ef 

seq., 19 U.S.C. 3301 note). 
X (42) 52.225-13, Restrictions on Certain foreign Purchases (lun 

2008) (E.O. '5, proclamations, and statutes administered by the Office of 
Foreign Assets Control of the Department of the Treasury). 
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Special Tenns and Conditions 

~ (43) 52.226-4, Notice of Disaster or Emergency Area Set-Aside (Nov 
2007) (42U.S.C. 5150). 
~ (44) 52.226-5, Restrictions on Subcontracting Outside Disaster or 
Emergency Area (Nov 2007) (42 U.S.C. 5150). 
_ X_ (45) 52.232-29, Terms for Financing of Purchases of Commercial 
Items (Feb 2002) (41 U.S.C. 255(f), 10 U.S.c. 2307(f). 
~ (46) 52.232-30, Installment Payments for Commercial Items (Oct 
1995) (41 U.S.C. 255(f), 10 U.S.C. 2307(f). 
_ X_ (47) 52.232-33, Payment by Electronic Funds Transfer-Central 
Contractor Registration (Oct. 2003) (31 U.S.C. 3332). 
_. (48) 52.232-34, Payment by Electronic Funds Transfer-Other Than 
Central Contractor Registration (May 1999) (31 U.S.C. 3332). 
~ (49) 52.232-36, Payment by Third Party (Feb 2010) (31 U.S.c. 3332). 
_ X_ (50) 52.239-1, Privacy or Security Safeguards (Aug 1996) (5 U.S.C. 
552a). 
~ (51) (i) 52.247-64, Preference for Privately Owncd U.S.-Flag 
Commercial Vessels (Feb 2006) (46 U.S.c. Appx 1241(b) and 10 U.S.C. 
2631). 
~ (ii) Alternate I (Apr 2003) of 52.247-64. 

ec) The Contractor shall comply with the FAR clauses in this paragraph (c), applicable to 
conunercial services, that the Contracting Officer has indicated as being incorporated in this 
contract by reference to implement provisions of law or executive orders applicable to 
acquisitions of commercial items: 

[Contracting Officer check as appropriate.] 
_X_ (I) 52.222-41, Service Contract Act of 1965 (Nov 2007) (41 U.S.C. 
351, ef seq.). 
_ X_ (2) 52.222-42, Statement of Equivalent Rates for Federal Hires 
(May 1989)(29 U.S.c. 206 and 41 U.S.C. 351, ef seq.). 
_ X_ (3) 52.222-43, Fair Labor Standards Act and Service Contract Act -­
Price Adjustment (Multiple Year and Option Contracts) (Sep 2009) (29 
U.S.C.206 and 41 U.S.C. 351, ef seq.). 
~ (4) 52.222-44, Fair Labor Standards Act and Service Contract Act-­
Price Adjustment (Sep 2009) (29 U.S.C. 206 and 41 U.S.C. 351, ef seq.). 
~ (5) 52.222-51, Exemption from Application of the Service Contract 
Act to Contracts for Maintenance, Calibration, or Repair of Certain 
Equipment--Requirements (Nov 2007) (41 U.S.C. 351, of seq.). 
~ (6) 52.222-53, Exemption from Application of the Service Contract 
Act to Contracts for Certain Services--Requirements (Feb 2009) (41 
U.S.C. 351, eL seq.). 
_ X_ (7) 52.222-17, Nondisplacement of Qualified Workers (Jan 2013) 
(E.O. 13495). 
~ (8) 52.226-6, Promoting Excess Food Donation to Nonprofit 
Organizations. (Mar 2009) (Pub. L. 110-247). 
~ (9) 52.237-11, Accepting and Dispensing of$1 Coin (Sep 2008) (31 
U.S.C.5112(P)(l)). 
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Special Tenus and Conditions 

Cd) Comptroller General Examination afRecord The Contractor shall comply with the 
provisions of this paragraph (d) if this contract was awarded using other than sealed bid, is in 
excess of the simplified acquisition threshold, and does not contain the clause at 52.215-2, Audit 
and Records -- Negotiation. 

(e) 

(1) The Comptroller General of the United States, or an authorized representative of the 
Comptroller General, shall have access to and right to examine any of the Contractor's 
directly pertinent records involving transactions related to this contract. 
(2) The Contractor shall make available at its offices at all reasonable times the records, 
materials, and other evidence for examination, audit, or reproduction, until 3 years after 
final payment under this contract or for any shorter period specified in FAR Subpart 4.7, 
Contractor Records Retention, of the other clauses of this contract. Iftms contract is 
completely or partially terminated, the records relating to the work terminated shall be 
made available for 3 years after any resulting fmal tennination settlement. Records 
relating to appeals under the disputes clause or to litigation or the settlement of claims 
arising under or relating to this contract sha1l be made available until such appeals, 
litigation, or claims are finally resolved. 
(3) As used in this clause, records include books, documents, accounting procedures and 
practices, and other data, regardless of type and regardless offonn. This does not require 
the Contractor to create or maintain any record that the Contractor docs not maintain in 
the ordinary eourse of business or pursuant to a provision of law. 

(1) Notwithstanding the rcquirements oIthe clauses in paragraphs (a), (b), (c) and (d) of 
this clause, the Contractor is not required to flow down any FAR clause, other than those 
in this paragraph (e)(l) in a subcontract for commercial items. Unless otherwise indicated 
below, tbe extent of the flow down shall be as required by the clause-

(i) 52.203-13, Contractor Code of Business Ethics and Conduct (Apr 2010) (Pub, 
L. 110-252, Title VI, Chapter 1 (41 U.S.C. 251 note)). 
(ii) 52.219-8, Utilization of Small Business Concerns (Dec 2010) (15 U.S.c. 
637(d)(2) and (3)), in all subcontracts that offer further subcontracting 
opportunities. Iftbe subcontract (except subcontracts to small business concerns) 
exceeds $650,000 ($1.5 million for construction of any public facility), the 
subcontractor must include 52.219-8 in lower tier subcontracts that ofTer 
subcontracting opportunities. 
(iii) 52.222-17, Nondisplacement or Qualified Workers (Jan 2013) (E.O. 13495). 
Flow down required in accordance with paragraph (1) of FAR clause 52.222-1 7. 
(iv) 52.222-26, Equal Opportunity (Mar 2007) (E.O. 11246). 
(v) 52.222-35, Equal Opportunity for Veterans (Sep 2010) (38 U.S.C. 4212). 
(vi) 52.222-36, Affirmative Action for Workers with Disabilities (Oct 2010) (29 
U.S.C. 793). 
(vii) 52.222-40, Notification of Employee Rights Under thc National Labor 
Relations Act (Dec 2010) (C.O. 13496). Flow down required in accordance with 
paragraph (f) off AR clause 52.222-40. 
(viii) 52.222-41, Service Contract Act of 1965, (Nov 2007), (41 U.S.C. 351, et 
seq.) 
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(ix) 52.222-50, Combating Trafficking in Persons (Peb 2009) (22 U.S.C. 
7104(g». 

_ Alternate 1 (Aug 2007) of 52.222-50 (22 U.S.C. 7104(g». 
(x) 52.222-51, Exemption from Application of the Service Contract Act to 
Contracts for Maintenance, Calibration, or Repair of Certain Equipment-­
Requirements (Nov 2007) (41 U.S.C. 351, ef seq.) 
(xi) 52.222-53, Exemption from Application of the Service Contract Act to 
Contracts for Certain Services--Requirements (Feb 2009) (41 U.S.C. 351, ef seq.) 
(xii) 52.222-54, Employment Eligibility Verification (JuI2012). 
(xiii) 52.226-6, Promoting Excess Food Donation to Nonprofit Organizations. 
(Mar 2009) (Pub. L. 110-247). Flow down required in accordance with paragraph 
(e) of PAR clause 52.226-6. 
(xiv) 52.247-64, Preference for Privately-Owned U.S. Flag Commercial Vessels 
(Feb 2006) (46 U.S.C. Appx 1241(b) and 10 U.S.c. 2631). Flow down required in 
accordance withparagrdph (d) of FAR clause 52.247-64. 

(2) While not required, the contractor may include in its subcontracts for commercial 
items a minimal number of additional clauses necessary to satisfy its contractual 
obligations. 

FAR 52.217-8 OPTION TO EXTEND SERVICES (FEB 2012) 

The Government may require continued performance of any services within the limits and at the 
rates specified in the contract. These rates may be adjusted only as a result of revisions to 
prevailing labor rates provided by the Secretary of Labor. The option provision may be exercised 
more than once~ but the total extension of performance hereunder shall not exceed 6 months. The 
Contracting Officer may exercise the option by -written notice to the Contractor 30 calendar 
days prior to the cnd of the current period of performance. 

FAR 52_217-9 OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 
2000) 

(a) The Govenunent may extend the term of this contract by written notice to the Contractor 
within 30 calendar days; provided that the Government gives the Contractor a preliminary 
written notice of its intent to extend at least 60 days before the contract expires. The preliminary 
notice does not commit the Government to an extension. 

(b) If the Government exercises this option, the extended contract shall be considered to include 
this option clause. 

(c) The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed four (4) years and nine (9) months. 
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FAR 52.232-19 A V AlLABILITY OF FUNDS FOR THE NEXT FISCAL YEAR 
(APR 1984) 

Funds are not presently available for perfonnance under this contral-i beyond March 13,2014. 
The Govenunent' s obligation for performance of this contract beyond that date is contingent 
upon the availability of appropriated funds from which payment for contract purposes can be 
made. No legal liability on the part of the Government for any paymcnt may arise for 
perfonnance under this contract beyond March 13, 2014, until funds are made available to the 
Contracting Officer for performance and until the Contractor receives notice of availability, to be 
confirmed in writing by the Contracting Officer. 

C. Homeland Security Acquisition Regulation (HSAR) clauses that are pertinent to this task 
order and are provided in full text. 

HSAR3052.204-70 SECURITY REQUIREMENTS FOR UNCLASSIFIED 
INFORMA TlON TECHNOLOGY RESOURCES (JUN 2006) 

(a) The Contractor shall be responsible for Information Technology (IT) security for all systems 
connected to a DHS network or operated by the Contractor for DHS, regardless oflocation. This 
clause applies to all or any part ofthe contract that includes infonnation technology resources or 
services for which the Contractor must have physical or electronic access to sensitive 
information contained in DHS lUlclassified systems that directly support the agency's mission. 

(b) The Contractor shall provide, implement, and maintain an IT Security Plan. This plan shall 
describe the processes and procedures that will be followed to ensure appropriate security ofn' 
resources that are developed, processed, or used under this contract. 

(1) Within 30 calendar days after contract award, the contractor shall submit for approval its IT 
Security Plan, which shall be consistent with and further detail the approach contained in the 
offeror's proposal. The plan, as approved by the Contracting Officer, shall be incorporated into 
the contract as a compl iance document. 

(2) The Contractor's IT Security Plan shall comply with Federal laws that include, but are not 
limited to, the Computer Security Act of 1987 (40 U.S.C. 1441 et seq.); the Government 
Infonnation Security Rcfonn Act of 2000; and the Fedcrallnfonnation Security Management 
Act of2002; and with Federal policics and procedures that include, but are not limited to, OMB 
Circular A- 130. 

(3) The security plan shall specifically include instructions regarding handling and protecting 
sensitive information at the Contractor's site (including any lnfonnation stored, processed, or 
transmitted using the Contractor's computer systems), and the secure management, operation, 
maintenance, programming, and system administration of computer systems, networks, and 
telecommunications systems. 

(c) Examples of tasks that require security provisions includc--
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Special Tenus and Conditions 

(1) Acquisition, transmission or analysis of data owned by DHS with significant replacement 
cost should the contractor's copy be corrupted; and 

(2) Access to DHS networks or computers at a level beyond that granted the general public (e.g., 
such as bypassing a firewall). 

(d) At the expiration of the contract, the contractor shall return all sensitive DHS information and 
IT resources provided to thc contractor during the contract, and certify that all non-public DRS 
information has been purged from any contractor-owned system. Components shall conduct 
reviews to ensure that thc security requirements in the contract are implemented and enforced. 

(e) Within 6 months after contract award, the contractor shall submit written proof of IT Security 
accreditation to DRS for approval by the DRS Contracting Officer. Accreditation will proceed 
according to the criteria of the DHS Sensitive System Policy Publication, 4300A (Version 2.1, 
July 26,2004) or any replacement publication, which the Contracting Officer will provide upon 
request. This accreditation will include a final security plan, risk assessment, security test and 
evaluation, and disaster recovery plan/continuity of operations plan. This accreditation, when 
accepted by the Contracting Officer, shall be incorporated into the contract as a compliance 
document. The contractor shall comply with the approved accreditation documentation. 

HSAR3052.204-71 CONTRACTOR EMPLOYEE ACCESS - ALTERNATE I (JUN 2006) 

(a) Sensitive Information, as used in this Chapter, means any information, the loss, misuse, 
disclosure, or unauthorized access to or modification of which could adversely affect the national or 
homeland security interest, or the conduct of Federal programs, or the privacy to which individuals 
are entitled under section 552a oftitle 5, United States Code (the Privacy Act), but which has not 
been specifically authorized under criteria established by an Executive Order or an Act of Congress 
to bc kept secret in the interest of national defense, homeland security or foreign policy. This 
definition includes the following categories of information: 

(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure 
Information Act 01'2002 (Title II, Subtitle B, of the Homeland Sccurity Act, Public Law 107-296, 
196 Stat. 2135), as amended, the implementing regulations thereto (Title 6, Code of Federal 
Regulations, Part 29) as amended, thc applicable pcn Procedures Manual, as amended, and any 
supplementary guidance officially communicated by an authorized official of the Department of 
Homeland Security (including the pcn Program Manager or hislher designee); 

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations, Part 
1520, as amended, "Policies and Procedures of Safeguarding and Control ofSSI," as amended, and 
any supplementary guidance officially communicated 

by an authorized official of the Department of Homeland Security (including the Assistant Secretary 
for the Transportation Security Administration or his/her designee); 

(3) Information designated as "For Official Use Only," which is unclassified information of a 
sensitive nature and the unauthorized disclosure of which could adversely impact a person's privacy 
or welfare, the conduct of Federal programs, or other programs or operations essential to the national 
or homeland security interest; and 
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Special Terms and Conditions 

(4) Any information that is designated "sensitive" or subject to other controls, safeguards or 
protections in accordance with subsequently adopted homeland security information handling 
procedures. 
(b) "Information Tcclmology Resources" include, but are not limited to, computer equipment, 
networking equipment. telecommunications equipment, cabling, network drives, computer drives, 
network software, computer software, software programs, intranet sites, and internet sites. 

(c) Contractor employees working on this contract must complete such forms as may be necessary 
for security or other reasons, including the conduct of background investigations to determine 
suitability. Completed forms shall be submitted as directed by the Contracting Officer. Upon the 
Contracting Officer's request, the Contractor's employees shall be fingerprinted, or subject to other 
investigations as required. All contractor employees requiring recurring access to Government 
facilities or access to sensitive information or IT resources are required to have a favorably 
adjudicated background investigation prior to commencing work on this contract unless this 
requirement is waived under Departmental procedures. 

(d) The Contracting Officcr may require the contractor to prohibit individuals irom working on the 
contract if the government deems their initial or continued employment contrary to the public interest 
for any reason, including, but not limited to, carelessness, insubordination, incompetence, or security 
concerns. 

(c) Work under this contract may involve access to sensitive information. Therefore, the Contractor 
shall not disclose, orally or in writing, any sensitive information to any person unless authorized in 
writing by the Contracting Officer. For those contractor employees authorized access to sensitive 
information, the contractor shall ensure that these persons receive training concerning the protection 
and disclosure of sensitive information both during and after contract performance. 

(f) The Contractor shall include the substance of this clause in all subcontracts at any tier where the 
subcontractor may havc access to Government facilities, sensitive information, or resources. 

(g) Before receiving access to IT resources under this contract the individual must receive a security 
briefing, which the Contracting Officer's Technical Representative (COTR) will arrange, and 
complete any nondisclosure agreement furnished by DHS. 

(h) The contmctor shall have access only to those areas ofDHS infonnation technology resources 
explicitly stated in this contract or approved by the COTR in writing as necessary for performance of 
the work under this contract. Any attempts by contractor personnel to gain access to any infonnation 
technology resources not expressly authorized by the statement of work, other terms and conditions 
in this contract, or as approved in writing by the COTR, is strictly prohibited. In the event of 
violation of this provision, DHS will take appropriate actions with regard to the contract and the 
individual(s) involved. 

(i) Contractor access to DHS networks from a remote location is a temporary privilege for mutual 
convenience while the contractor performs business for the DHS Component. It is not a right, a 
guarantee of access, a condition of the contract, or Government Furnished Equipment (GFE). 
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Special Tenus and Conditions 

G) Contractor access will be terminated for unauthorized usc. The contractor agrees to hold and save 
DHS harmless from any unauthorized use and agrees not to request additional time or money under 
the contract for any delays resulting from unauthoriLed use or access. 

(k) Non-U.S. citizens shaH not be authorized to access or assist in the developmcnt, operation, 
management or maintenancc of Department IT systems under the contract, Wlless a waiver has been 
granted by the Head of the Component or designee, with thc concurrence of both the Department's 
Chief Security Officer (CSO) and the ChiefTnformation Officer (CIO) or their designees. Within 
DHS Headquarters, the waiver may be grantcd only with the approval of both the CSO and the CI0 
or their designees. In order for a waiver to be granted: 

(1) The individual must be a legal permanent resident of the U. S. or a citiLen ofIreland, Israel, the 
Republic of the Philippines, or any nation on the Allied Nations List maintained by the Department 
of State; 

(2) There must be a compelling rcason for using this individual as opposed to a U. S. citizen; and 

(3) The waiver must be in the best interest of the Government. 
52-606-01-2006I1SAR 

(1) Contractors shall idcntify in their proposals the names and citizenship of all non-U.S. citizens 
proposed to work under the contract. Any additions or deletions of non-U.S. citizens after contract 
award shall also be reported to the contracting officer. 

HSAR 3052.228-70 INSURANCE (DEC 2003) 

In accordance with the clause entitled "Insurance - Work on a Government Installation" lor 
Insurance - Liability to Third Persons] in Section I, insurance of the following kinds and minimum 
amounts shall be provided and maintained during the period of performance of this contract: 

(a) Worker's compensation and employer'S liability. The contractor shall, as a minimum, meet the 
requiremcnts specified at (FAR) 48 CFR 28.307-2(a). 

(b) General liability. The contractor shall, as a minimum, meet the requirements specified at (FAR) 
48 CFR 28.307-2(b). 

(c) Automobile liability. The contractor shall, as a minimum, meet the requirements specified at 
(FAR) 48 CFR28.307-2(c). 
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AMENDMENT OF SOUCJTATIONIMqDlflCATION OF CONTRACT I" CONTRACT 10 CODE I PAGE -'I PAGES . 1 59 
2. AMENDMENTIMODIFICATION NO. 3. EFFECTIVE DATE .. REQUISITION/PURCHASE REQ. NO. r PROJECT NO. (If ~pp/ir:ab/el 

pQOOOl See Block 16C 1 92113VHQ61S 10Q46 
6. ISSUED BY CODe ICE!TC!I'l' SE!i.VICE. 7. ADMINISTERED BY (lfO/J;,.rtll~n ltem~! CODE IrCE/TC/IT SERVICE~ 

lCJ::/lnfo '.:'e ch Svs/l'l' Serv':'ces ICE/Into Tech Svs/IT Se rv:"ces 
lromi gracion and Customs I:;nforcemer.·~ Immigration and Customs Enfo r c ement 
Office 0: Acquisition Kanagernent Offi ce o f Acquisition Management 
801 I Street NW, kh\IflHh\(7)(G\ I 801 T St.reet Nl~, kh\IflHh\(7)(G\ I 
",o1ashinqton DC 20536 Attn: 1(b )(6):(b )(7}(C) I 

I'lash ington DC 20536 
8. NMIE ANO ADDRESS OF CONTRACTOR (No _ , coUl1!y. stole _ ZJI' Code) (,' 9A AMENDMENT OF SOliCITATION NO. 

P;'.T,ANTIR TECHNOLQGIF.S TNC 
:;'00 HA.'HL'l'ON AVENUE 911. DATED (SEE ITeM II! 

UITE 300 
CA 

s 
p .. \.LO ALTO 9430116.':10 

x lOA MODIFICATION OF CONTRACT/ORDER NO 
GS-35F-0086U 

HSCETC-13-F-00030 
lOB. DATED (SEE ITEM 13) 

CODE 3621309520000 FACILITY CODE 06/13/2013 

un-", aooV"fKJmbered sC>licil:ltll>n " ~mcndod as .et kri1 n Item 1,(. The houra;o:j dale specilied for ,",oo'l't of Oller5 Il .. exlcr>dcd. L IS no! e,t&r:ded, 

QfIe,., must ackl1OWlOOge r"",,;pI <>I this am.;o:jm.nt prior to the hour and date specified n Ihe sol icitation or as amended, by one of lIlt /ollowing methocl5, \~ ) B~ completing 

Hem5 a and 15, M1d r~tum\ng copies of t l>t am.ndm.,t (b) By acl<rovil'd~.g "'''''ipl CII' \his ~m.ndmenl on "'CIl cop-j OUhf offer subm~ted: '" (c) By 
""pa"'t~ letleror telegram _ inchldcs ~ role....,ce to !he solicitation aOO ameOOmerr ""mbe". FAL URE OF YOUR ACKNOVoA.EOGEMENTTO BE RFCEIVED AT 
111E PLACE DESIGNATED FOR TIK RECEI'TOF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIW MAY RESULT IN REJECTION OF YOUR OFFER ffby 
virtue of lIli. ,"TIf""nenC you desR to c.hongc ~Il oIf...- already submitted, such dlwlge may I>e made by telegram or leIler. pro~idad eOlCll talag,,,m cr leiter makes <eferenco 
to the soIicilalion ""d lIl i. I mi rdmenl. and i. re-ceived prior to the open"" hour and date specifllld, 

12, ACCOUNTING AND APPROPRIATION DATA (lfrequired) Net Increase: kb)(4) 
SEE ATTACHMENT A 

13. THIS nEM ONLY APPLIES TO MODIFfCATlON OF CONTRACTs/ORDERS. nMODIFllOS 11110 CONTRACT/ORDER NO.AS DESCRI8ED IN ITEM 1 •. 

CHECK ONE A. b~&.CR~~~ ?~ETh~ ISSUED PURSUANT TO: (Spedfy auff>onty) THE CHANCES SET FOR111 IN ITEM 14 A RE MADE IN THE CONTRACT 

B. 111E ABOVE NUMBERED CONTRACTIOROER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHA NGES (s:lCli nCMngesill paying afflce. 
awropri"'iOfld~le. etc.) SET FORTH IN ITEM 14, PURSUANT TO 111E AUTHORITY OF FAR <I3.103(b). 

HI UP LEMENTAL A E.,H:N I ENTERED INTO PURSUANT Tv A UTHORITY OF: 

X Pursuant to autho!:ity of FAR B.4DS-6(a) (1 ) (i) (B) a nd FAR 8.405-6(b) (::.). 

HE (S{J«ify typtl of mod,ncation . nd authority! 

E.IMPORTANT: Conlrador U is required to ~~ !his docum<ln( and return o 
1,(. DESCRIPTION OF AMENDMENTIMODIFICATION (Org .. rnzed by UCF seaion he1JdlflQ~. IndlJdlflg so~at~~onlcon/rad subject m~lfer wM!e fNsible.) 

DU~S N;Jmber: 362130952 

Exerr.pt Action: N 

This modification obligates funding and purchases additional licenses a"d operations and 

maintenance support: servi ces to t he exist:ing FALCON task order to cov er the base period and 

all option periods. These additional license s, Lo include a ll recommended hardware, wi. .1 1 

p:rovide f or the inclusion of the Or-.RTTS, EID, and other datasets into the FALCON system as 

outli~ed in the revised per f ormance work state~ent and vendor price quote attached hereto 

and made a part of th i s modi fication. See attached. 

L::::ST OF CH..I\NGES: 

Total Amount for th i s Modification: Kkb~)~(4~)L=====J 
Cont'nued ~ ... 
Exc.pl as providoo h~re;". allt. nns Ind conditions of the docurm, nC rnf, renced n Item 9.0. or 1 b)(6);(b)(7)(C) 
15"- NAME AND TITLE OF SIGNER (TypeOf prim) 

. 

;~s. CONTRACTOR/OFFEROR lOC. DATE SIGNED 

O;7:~ /to 
(51_". 0/ P'="" ~.~M '" sign) .3 

NSN 754Q'()1·tS2-S070 (RE,10-aJ) , 

Previous editiQn ~nusabl ~ 
'_(41:1r.;H():>;l.<!~' 
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----------,:";.'",:,,;."':::;:,:..,::co~,c,(,_ .. J' .. O;.'":;;-;,O,:OH(j:;:-;c:O:,:,,,:,0,".:---------­
CONTINUAnON SHEET Gl'; - 35F- COS6U/HSCE'l'C-1 3 " £' -00 0 301 ?OO OO 1 

NAI.«:. OF OFFEROR OR COtfll'W:TOR 

P.I;LANTIR TECHNOLOGIES INC 

ITEMHO. 

(M 

0002 

1006 

1007 

2006 

SLlPPLE SiSERVlCf.S 

IE, 
Ne w To t a l Amount f or thi s Award: $36,780,] 14. ~5 

I ~O~b,'ci,g~a"t~e~d~Am""O,""n~t fer t his Moui f ication: 

I\t~b)~(4)~:W[]jffisfl Ilew T~tal Oblig~ted Amcunt for thi s ~ward : 

fbX' ) I 
Period of ?er f ormancp.: 06/14/2013 t o 03/13/2014 

Add Item OOO/. a s f ol lolis: 

PT -PG- OOCOO::' FC!lant l r Gotham Perpetua l Li c c ;lse, 
pe r se!'Ver c o r Et. No adcitional u se r licenses 
requ i red. I nc :'udes i n i t. i al ye"I 0&14. IJeployed 
i.n suppor.t of DM 'l"i'S . This is III firm-fixed price 
CLIN for 17 6 Palant.; r Gotham Pe r p etual Licenses 
a nd an~ual ~upport and m5 ~ntenance for six ~onths 
::0 s upport. the i nc l usion of t he DAR-TIS r'l.ataset 
from 9/27/20~3 t o 3/13/7.0 14 . 

Add It em 1006 a s fo llows: 

PT- PG- I OOOOI Ann ual Sup? o rt and Ma i ntenance f o r 1 
Pa l ant ir Gotham l i cense , p~r: serve r coce. 
Depl oyec i n support o[ DARTTS . Th i s i s a 
fi rm-fixed price CLIN for annual s upport and 
maintenance ot" 17 6 Pal i\n:: ir Gotham Licenses f:-om 
3!14/?OI4 to 3/ 13/2015 . 
(Opt i on Line :te~} 

Ado I t em 100 7 as f ellows : 

PT -PG-O OCOOI Pa! ant i r Gntham ?erp~t ual Licens e, 
per server co~e . No additi ona l user :iccnses 
re~~ired. I ncJudes i nit ia l yea r O&M. Deployp.d 
in s uppor t of EI C. Th is is a firm- f ixed pr i ce 
CLIN f or 80 Pa lantir Gotham Perpe t ual ~i censcs 

a nd annua l s upport and maintenance f o r the 
inclusion of the EI D data!,; At f r om 3 / 14/2014 to 
3/13/'-0 15 . 
(Option Line I te~ ) 

Add I tem 2006 a s fo l l ows : 

PT - PG- 10000l Annual Support and Naint~nance for 1 
P~ lantir Gotham Licen se , per server core. 
Deployed in support o f DAA1"l'S . This is a 
f irB-fixed price C~IN f or annual support and 
maintenance or 17 6 Pa1ant ir Gotham Licens es from 
3/1 4/ 2 015 t o 3/13/2016. 
(Option ~ine Item) 
Cont i nued .. , 

OlJ.O.rrrITY JINlT 

(e) · OJ 
UNrtrA IC ~ 

( F: ) 

MlOlINT 

( F ) 

176 A fL'b~X'~) ____ -r ____________ -,J 

11 6 EA bX4) 

00 [EA ~b~X~')~~~~~~~~~~~:::J 

176 ~A ~Eb~X'~) ____ -. ______________ -' 

OPTIONAl.. FOII.U _ (4·80> s _ _ oyGSA. 

FM("Cf~)"1I0 
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REFERENCE NO. OF 0,... JMENT BEING CONTINUED 

CONTINUATION SHEET GS-35F-0086U/HSCETC-l 3-F'-D0030/P00001 

NAME OF OFFEROR OR CONTRACT~ 

PALANTIR TECHNOLOGIES TNC 

ITEM NO_ SUPPLIES/SERVICES 

(A} [81 

Add Item 2007 ., £0110''''5 : 

2007 P1'-PG-10aOOl Annual Support and Maintenance 
Palantir GothCim Li.(;~nRe, peT :'\f'!TVP.T cnr<". 

for 1 

Dcp:oyed in support of EID. T;'1i5 is a firm-fixp.d 
p r ice CT.TN for annual support and maintenance 0:: 
80 Palantir Gotham Licenses from 3/14/2015 ro 
3/13/2016. 
(Option Line Item) 

Add Item 3006 as follows: 

3006 P'.:'-PG-10000l Annual Support a:-.d ')1aintenance for 1 
Palantir Gotharr. License, per server core. 
Deployed :'n support of 1'lARTTS. This is a 
fir:n-fixed price CLIN tor annual support and 
I'\8.j n tenance of 176 Pa1antir Gotham Licen:oe:o tr()l;1 
3/14/2016 ro 3/13/20l7. 
(Option Line ILem) 

Add I-.:em 3007 a, follows: 

3007 PT-PG-IOOOOI Annual Support and Maintenance for 1 
PaL:l.lltir Got.harn License, per server core. 
Deployed in support of 1::1D. This i:o a firm-fixed 
price CLIN for annual support and main::enancc of 
80 PalantL::: Gotham Licenses frcm 3/14/2016 ro 
3/13/2017. 
(Opt_ion Line Item) 

Add Item 4006 a, follows: 

4006 PT-PG-IOOOOI Ar'lnua l Support aod Maintenance foe 1 
Palantir Gotham License, per server core. 
Deployed in support of DARTTS. 'rhis is a 
firm-fixed price CLIN for annual support and 
maintenance of 176 Palantir Gotham Licenses f:::orn 
3/14/2017 ro 3/13/2018. 
(Opt;'on 'Line Item) 

Add Item 4007 ao follows: 

4007 PT-PG-100001 .wnual SuppoLL and Maintenance for 1 
Palantir Gotham License, per server co:::-o. 
Deployed in support of EID. This i, a f i rm-fixed 
price CLIN for annual support and maintenance of 
80 Pa1antir Gotham Licenses from 3/14/2017 to 
3/13/2018. 
(Option Line Item) 
Cont.inued ... 

QUANTITY ~NIT UNIT PRICE AMOUNT 

(C) [01 (E) (F) 

80 EA Kb}(4) 

176 EA , bX41 

80 CA Kbl(41 

176 EA Kbl(41 

80 A Kb}(4) 

NSN7540--01·152'-1 OPT~ ~CRU 336 (+811) 
s~.or.<jI>\'G~" 
FAR (.SCFRI ~3.11g 

2018-ICLI-00009 3586 
--~- - --, ( ---~- - , 

59 

I 

I 

I 

I 



epic.org EPIC-17-08-14-ICE-FOIA-20180920-7thInterim-Production-pt4 003587

L 

REFERENCE NO. OF D,-~,JMENT BEING CONTINUED 

CONTINUATION SHEET GS-3~}o'-0086U/B.Scr:'l'C-13-Y-00030/P00001 

NAME Of OFFEROR OR CONTRACTOR 

PALAN'~'lR TECHNOLOGI8S lNC 

ITEM NO 

(A) 

5002 

5003 

SUPPUE$!$ERVICE$ 

(8) 

Add IteB 5002 as follows: 

PT-PG-I00001 Ahnual Support and Ma i ntenance for 1 
Pala:n::ir Gotham l,iccnsc, per :JCL-V8r COLe. 
Deployed in s\J.pport of DAR'l''l'S. 'l'his is c. 
firm-fixed p:L"i<;8 CLIN fo!: annual support and 
maintenance of 176 Palantir Gotham Licenses [Lorn 
3/14/2018 to 9/13/2018. 
(Option Line Item) 

Add Item 5003 as fol l ows: 

PT-PG-10QOQl Annual Support acd MaintenaLcc for 1 
POilantir: Gotba:n License, per server core. 
Deployed in support of EID. This i s 01 firm-fixed 
price CL~N for annual support and mai~tenancc of 
80 Pa l antir Gotham L'..censes from 3/14/20:8 t.O 
9/13/2018. 
(Option Line Item) 

2018-ICLI -00009 3587 

QUANTITY NIT 

(e) D) 

UNITPRICE 

(E) 

~9 

AMOUNT 

IF) 

176 EAi Fb}(4) I L-____ .-________ ~ 

80 EA ~b}(4) I L-__ -. __________ ~ 

OPTIONAL FORM 336 (4-115) 
SpOrlSOreo:Ill1(lSA 
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Contract: GS-35F-0086U (Paiantir 1 ,tlOiogies Inc) 
Task O,der: HSCETC-13-F-00030 

Mod: POOOOI 
Title: FALCON Operations and Maintenance Support Services 

Ceiling and Funding Information 

Prior to this actiotl This action 

Total Task Order Fixed Price $ LJ Total Obligated Funding $ 
Task Order Ceiling wi Options $ 

$ D $ 

$ 

$ 
$ 

$ 

Contracting Officer 

kb)(6Hb)(7)(C) I 

DHSIJCE/ITAD 

801 IStNW 

Washington, DC 20001 

Telephone: 202-732-1LiiifJ 

Email:Kb )(6);(b )(7)(C) 

COR 

Kb)(6);(b)(7)(C) 

Regins 

6/14/2013 

Period of Performance 

Task Order Administration 

Ends 

3113120]4 

Contract S cialist 
(b)(6);(b)(7)(C) 

DHSIICElIT AD 
SOl IStNW 

Washington, DC 20001 

Telephone: 202-732-fiill[] 

Email* b)(6);(b)(7)(C) 

Contracting Officer Representatives (CORIACOR) 
ACOR fb)(6);(b)(7)(C) 

Management and Program Analyst 

DHS - ICE - HSI - 'IS&IM ' 
Management and Program Analyst 

DHS -ICE - HSI -lS&IM 

500 12ili StNW 

Washington, DC 20024 

Telephone: 202-732.j{b)(6)1 

Email: kb )(6):(b )(7)(C) 

Attachment Number 

I 

I 

2 

-- ., - -----,---- . 

500 12th St SW 

Washington, DC 20524 

Telephone: 202-732-:j(b)(61 

Email: Kb )(6);(b )(7)(C) 

List of Attachments and Other Documents 

Attachment Title Date Number of Pages Cross Document Version 

Reference 
Materials 

Contract 9/27/2013 I POOOOI 
Administration 
Revised PWS 9127/2013 46 POOOOt 

Revised Price Quote 9127/2013 6 POOOOl 
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Contract: GS-35f-0086U (Palantir Technologies Inc) 
Task Order: HSCETC-1 3-F-00030 
Mud: POOOOI 
Title: FALCON Operations and Maintenance Support Scnrices 

This modification: 

I. Obligates funding and purchases additional licenses and operations and mainrenance support services to the 
existing FALCON task order to cover the base pltriod and all option periods. These additional licenses will provide 
for the inclusion or the DARn"S, EID, and ottll.'r dutasets into the FALCON system as outlined in the rcviseJ 
perfonnance work statement and revised vendor price quote attached hereto and made a part o rthis modification. 

2 . Invoicing and payment procedures are: 

Invoicing Instructions: 

Contractors shall use tbese procedures when submining an invoice. 

Invoice Submi5sion: 

• Primary method of submission is email. Invoices shall be submitted to: 
@X6),(b)(7XC) I 

Each email shall be in a ~p_df format; contain only one (1) invoice and the subject line of the email will annotate the 
invoice number. 

• Alternate method of submission is fax. Invoices shall be submitted to: 
802·288.~ 
Each fax shall have a cover sheet identifying point of contact, phone number and number of pages. 

Note: The Contractor's Dwm and Bradstreet (0&8) DUNS number must tx: active in the System for Award 
Manab'ement (SAM) 3Ij{b)(7)(E) I 

Content oflnyoices; Each invoice submission shall contain the following information: 

(i) Name and address of the Contractor. The name, address and DUNS nwnber on the invoice ~ match the 
information in both the ConlractiAgreement and the information in the SAM; 
( ii) Dunn and Bradstreet (0&.8) DUNS number; 
(iii) Invoice date and invoice number; 
(iv) Agreement/Contract number, contract line item number W1d. if applicable, the order number; 
(v) Description, quantity, unit of measure, unit price and extended price of the items delivered; 
(vi) Shipping number and date of shipment, including the bill of lading number and weight of shipment if shipped 
on Government bill of lading; 
(vii) Terms of any discount for prompt payment offered; 
(viii) Remit to Address; 
(ix) Name, title, and phone number of person to nOlify in event of defective invoice; 
(x) Whether the invoice is "Interim" or "Final" and 
(xi) ICE program office designated on order/contract/agreement. 

In accordance with Contract Clause, FAR 52.2l 2-4(g){l), Contract Tenus and Conditions - Commercial Items, or 
FAR 52.232-25(a)(3), Prompt Payment, as applicable, the infonnation identified above is required with each invoice 
submission. 

Payment Inquiries: Questions rw arding invoice submission or payment. please contacllC[; Financial Operatioos at 
1·877-491-652 1 or bye-mail al )(6),(b)(7)(C) J 

Atlachment I 
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Palanlir Technologies Inc. 
HSCETE·13-0-OO124 

CUN SIN I Part Number 

0002 PT-PG-OOOOO1 

Tota' for Sase Year: 

---'-- ----- ----

Program Office Code ICE·HSI·DIV 06 LESIM/ISIM 

Price Quote - Base Year (912612013·3/1312014) 

Description Unit Quantity 
GSA Unit Price (6 Total GSA Price (6 

roonths) months) 

Palantir Gotham Perpetual license, per server ":',:-':"C;\'/ . ' ,;;:.", -.:. , 'l; ,'.:;::.,'!'';,. " '.' -', 'c: ," : 

core. No additional user licenses required. 
EACH 

b}(4) 

Indudes initial year O&M. Deployed in s~port 

ofDARTTS. 

Please fill in on the cells that are highlighted in ·'Yellow". The remaining cells will be cak;ulated automatically . 
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Palanlir Technologies Inc. 
HSCETE-13-0 .(10124 

Program Office Code ICE-HSI-DIV 06 LESIMIISIM 

Price Quote Option Year 1 (3/1412014 - 3113/2015) 

-----, 

CU N SIN / Part Number Description Unit Quantity GSA Unit Price I Total GSA Price I GSA ~~)counl l Tot~j~~n~fter 
Annual Support and Maintenanoe for 1 Palantlr b}(4) 

1006 PT-PG-100001 Gotham license, per server core. Deployed in EACH 
support of DARns . 
Parentir Gotham Pefllelual Ucen!>e, per server 

1007 PT-PG-OOOOO1 
core. No additional user licenses required. EACH 
Includes initial year O&M. Deployed in support 
of EIO. 

I Total for Option Year 1: 

Please fill in on the cells that are highlighted in "Yellow '. The remaining cells will be ca lcu lated automatically. 

201 8-leLl-00009 3591 
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Palantir Technologies Inc . 
HSCETE·13-Q-Q0124 

CliN SIN I Part Number 

2008 PT-PG·100001 

2007 PT-PG-100001 

, 

Program Office Code ICE·HSI·DIV 06 LESIM/ISIM 

Price Quote Option Year 2 (311412015 • 3/13/2016) 

Description Unit Q ftyl GSAU 'IP' I T taI OSAP ' IGSA Discount l Total Price Atter uan I I'll rice 0 nce (%) Discount 

Annual Support and Maintenance for 1 Palaotir (bX' ) 
Gotham license, per saNer core . Deployed in EACH 
support of DARnS. 
Annual Support and Maintenance for 1 Palantir 
Gotham license , per seNer core. DeplOyec:l in EACH 
support of EID . 

I Total for Option Year 2: 

Please fill in on the cells that are highlighted in "Yellow", The remaining cells wi!1 be calculated automatically. 
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Palantir Technologies Inc. 
HSCETE·13·Q-OQ124 

Program Office Code ICE-HSI-DIV 06 LESIM/ISIM 

Price Quote Option Year 3 (3/14/2016 - 311312017) 

·. __ ._,_ .. ...... . 

. 

CL.IN SIN I Part Number Description Unit Quantity I GSA Unit Price I Tota! GSA Price I GSA ~~~count I Total Price After 
Discount 

Annual Support and Maintenance for 1 Palantir (b}(4) 
3006 PT-PG-100001 Gotham License, per server core. Deployed in EACH 

lsupport of DARTTS. 
Annual Support and Maintenance for 1 Palantlr 

3007 PT-PG·100001 Gotham License, per server core. Deployed in EACH 
support· of ElD. 

Total for Option Year 3: 

Please fill in on the cells that are highlighted in "Yellow" . The remaining cells will be cak:ulated automatically. 
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Palanlir Technologies Inc. 
HSCETE-13-Q-00124 

CUN SIN I Part Number 

4006 PT-PG-100001 

4007 PT-PG-100001 

Program Office Code ICE-HSI-DIV 06 LESIM/ISIM 

Price Quote Option Year4 (3/14/2017 - 311312018) 

Description Unit Quantity GSA Unit Price Total GSA Price I GSA ~~:\count I 
Annual Support and Maintenance for 1 Palanlir b}(4) 
Gotham License, per server core. Deployed in EACH 
support of DARTTS. 
Annual Support and Maintenance for 1 Palantir 
Gotham license, per server core. Deployed in EACH 
support of EID. 

I Total for Option Year 4: 

Please fill in on the cells that are highlighted in "Yellow", The remaining cells will be calculated automatically. 
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Palant.r Technologies Inc. 
HSCETE-1J...Q·OO124 

-, --------

Program Office Code ICE-HSI-DIV 06 LESIM/ISIM 

Price Quote 6-Month Extension (3/14/201 8 - 911 312018) 

CUN SIN f Part Numbef Descr1Jtioo Unit Quantity GSA Unit Price Total GSA Price 

Annual Support and Maintenance for 1 Palantir 
',, ____ ! , _e. , ." ",,, . ' .'-. 

5002 PT·PG·100001 Gotham license, per server core. Deployed in EACH bX4) 

support of DARTTS. 

Annual Support and Maintenance for 1 Palantir 
5003 PT·PG·100001 Gotham Ucense, per server core. Deployed in EACH 

support of EIO. 

I Total for 6-Month Extension: 
--- -

Please fiU in on the cells that are highlighted in "Yellow" . The remaining cells will be cak:uleted automatically . 
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Palantir Technologies, Inc 
HSCETE-13-Q-00124 

TOTAL Price Quote I 
Base Period b}(4) 

Option Period 1 
Ootion Period 2 
Option Period 3 
Option Period 4 
FAR 52.217-8 Extension 
Total 

!<..O";NVI~-J b 1 'S5ut; 
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FALCON Operatior ~ Maintenance Support 
Pelformance Work Statement 

FALCON System Operations & Maintenance Support Sen'ices 
Performance Work Statement 

1.0 PROJECT TITLE 

Performance Work Statement (PWS) for FALCON System Operations and Maintenance 
Support Services 

2.0 BACKGROUND 

United States Immigration and Customs Enforcement (ICE) is the largest investigative branch of 
the Department of Homeland Security (DHS). As part afleE, Homeland Security Investigations 
(HSI) is a critical asset in accomplishing the ICE mission and is responsible for investigating a 
wide range of domestic and international activities arising from the illegal movement of people 
and goods into~ within and out of the United States. For this acquisition, the Contractor shall be 
responsible for the overall management, planning, development, operation, maintenance, 
coordination, and support of one ofHSI Infonnation Sharing and Infrastructure Management's (lSIM) 

technology platforms and software assets, FALCON. FALCON provides HSI's agents and 
analysts with a key investigative resource: a wholly integrated, consolidated platform performing 
federated search, analytics, geospatial referencing, reporting and situational awareness capabilities 
across a broadly diverse universe of structured and unstructured law enforcement data residing in 

numerous, disparate source environments. 

The FALCON system is comprised of several sub-components. The largest ofthcse is F ALCON­

SA (Search and Analysis), used by the entire community of FALCON users. FALCON also 
provides a hosting environment for several specialized workllow applications, which are limited to 
specific subsets of the user community; these include FALCON-Tip Line (the workflow 
application for cmployees of the HSI Tip Line Unit), FALCON,UC Ops (the workflow 

application for employees of the HSI Undercover Operations Unit), and FALCON,CI (the 
workflow application for employees of the HSI Confidential Informants Unit). 

The base Period of Performance for this contract will entail the integration of a new extension to 
FALCON's existing front,end interface, F ALCON,DARTTS (Data Analysis and Research for 

Trade Transparency System), which will replace a stand-alone, legacy system, DARTTS. 
currently used by the Trade Transparency Unit (TTU) oflCE. This extension ofF ALCON's 
existing front-end interface will support the management and sharing of information regarding 

international trade transactions; operationally support employees of the TTU and their foreign 
partners in analyzing trade and financial data to identify statistically anomalous transactions that 
may warrant investigation tor money laundering or other import-export crimes. HSI Agents and 
analysts assigned to the TTV must understand the relationship between importers and exporters 

2 

2018,ICLI,00009 3598 
.,. ~ ;: ~.-- ~--- \' 



epic.org EPIC-17-08-14-ICE-FOIA-20180920-7thInterim-Production-pt4 003599

FALCON Operatior ~ Maintenance Support 
Performance Work Statement 

and the financing for a set of trade transactions to determine which transactions are suspicious and 
warrant investigation, FALCON-DARTTS will be specifically designed to make this 
investigative process more efficient by automating the analysis and identification of anomalies for 
the investigator. Initially, DARTTS data will reside within the FALCON system. However, 
during Option Year 1 of this contract, DARTTS data mIl be migrated (under a separate 

procurement) to the Authoritative ICE Data Warehouse (AIDV/); at which time the Contractor 
shall ensure that the DARTTS data can be remotely accessed and searched by users of the 
FALCON system, and that end users will not experience any significant degradation of 
performance while searching/manipulating data accessed remotely versus searching/manipulating 
data ingested directly into the FALCON system. 

Option Year 1 of this contract will entail the integration of an additional large data set, the 
Enforcement Integrated Database (EID). EID is an ICE-owned shared common database 

repository for several DHS law enforcement and homeland security applications. EID captures 
and maintains infonnation related to the investigation, arrest, booking. detention, and removal of' 
persons encountered during immigration and criminal law enforcement investigations and 
operations conducted by ICE and U.S. Customs and Border Protection (eBP). This data set 
currently partially resides within the AIDW; Contractor shall ensure that the EID data can be 
accessed and searched by users of the FALCON system. 

Option Years 2-4 of this contract will entail the integration of up to 20 other, smaller data sets, 

each of which ~ust be approved by the FALCON Integrated Program Team (lPT) for inclusion in 
the FALCON system before those data sets may bc made accessible to FALCON users. These 
smaller data sets may reside within the AIDW, within the ICE Big Data Environment (BDE), or 
may be ingested within the FALCON system itsclf. Contractor shall ensure that these data sets, if 

not directly ingested within the FALCON system, can be remotely accessed and searched by users 
oftbe FALCON system. 

A FAR 52.217-8 6-month optional extension allows for an additional six months' worth of 

Operations and Maintenance Support Services to be purchased after the end of Option Year 4. 

3.0 SCOPE 

FALCON is a customized version of a Commercially A vail.ble, Off the Shelf (COTS) product 
sold by Palantir Technologies, Inc., called Palantir Gotham. Current and future releases of 
FALCON are required to have System Maintenance and Services support for the purpose of 
applying adaptive. perfective and corrective maintenance to the application as well as operating 
and maintaining the FALCON infrastructure, authoring and delivering training, supporting the 
end user community and delivering small-to medium-scale enhancements to the existing 
application. 

The TTU examines U.S. and foreign trade data to identity anomalies in trade transactions that 
may indicate trade-based money laundering or other import-export crimes that ICE is responsible 
for investigating. Maintaining the cl.UTent, stan~alone DARTTS, with its trade and financial data 

2018-ICLI-00009 3599 
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separated in its own silo, not accessible to ICE Agents and analysts outside the TTU, impedes the 
effectiveness of other ICE investigations and operations outside the ITU's purview. During the 
base Period of Performance, the Contractor will replicate the functionalities of the existing 
DARTTS in a new F ALCON-DARTTS module, which wiU be an extension of FALCON's 
existing front-end interface. This module will consist of two workflow applications, one 
accessible by ICE employees ofllie TTU, and the other, more limited workflow application 
accessible by the lTU's foreign partners, agencies of foreign governments which are involved in 
the investigation and prosecution of trade-based crime. DARTTS data will initially be stored 
within the FALCON system. Ultimately, however, and subject to a separate procurement, once 
the Authoritative ICE Data Warehouse (AIDW) is fully operational with its Big Data 
Environment this data will reside within it. During the Option Years of this contract, the 
Contractor, should those options be exercised, will extend the functionality of F ALCON­
DARTTS beyond the capabilities inherent in the existing DARTTS, working with managers of 
the TTIJ to identify needed enhancements. F ALCON-DARTTS users shall be able to 
search/manipulate this data, utilize this data for the creation of charts or graphs, or manipulate 
the data utilizing the features of FALCON-SA (Search and Analysis). DARTTS data will also 
be accessible to users of FALCON Mobile. 

During Option Years 1 A of this contract, contingent upon the approval by the FALCON IPT, 
access to the following data sets by the FALCON system will be enabled, in accordance with 
[mutually agreed milestones, schedules, etc.], Contractor shall integrate any or- all ofthe 
following data sets into FALCON such that FALCON users shall be able to search/manipulate 
this data, utilize this data for the creation of charts or graphs, or manipulate the data utilizing the 
features ofF ALCON-SA (Search and Analysis). This data will also be accessible to users of 
FALCON Mobile. Integration of any additional data sets, including the 17 listed data sets, is 
contingent on availability of sufficient existing processing power and hardware. The following 
data sets may, contingent upon the nature of the data and the decisions of the FALCON IPT and 
other ICE oversight bodies. reside within the AIDW, the BDE, or be directly ingested 'Within the 
FALCON system. Contractor shall ensure that these data sets, if not directly ingested withln the 
FALCON system, can be remotely accessed and searched by users of the FALCON system, and 
that end users will not experience any significant degradation of perfonnance while searching 
data accessed remotely versus searching data ingested directly into the FALCON system. This 
performance requirement is subject to limitations imposed by the source system. These data sets 
include, but (at the discretion of the FALCON IPT) may not be limited to, the following: 

L Enforcement Integrated Database (ElD) 
2. Human Smuggling and Trafficking Center (HSTC) data 
3. Student Exchange Visitor Infonnation Systcm (SEVIS) 
4. Law Enforcement Support Center (LESC) data 
S. National Security Entry and Exit Regulation System (NSEERs) 
6. Arrival and Departure Infonnation System (ADIS) 
7. Automated Targeting System (ATS-PIUC) 
8. National Crime Infonnation Center (NCIC) 
9. Border Crossings from Treasury Enforcement Computer System (TECS) 
10. Consular Consolidated Database (CCDI) 
I L Computer Linked Application Information Management Systems (CLAIMS) 
12. TECS Images 4 
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13. lCE Gangs Database 
14. Exodus Accountability Referral System 
15. United States Visitor and Immigrdllt Status Indicator Tcchnology (US-VlSIT) 
16.1-94 data 
17. IDocX data from Intelligence Fusion System (lFS) disposition 

4.0 APPLICABLE DOCUMENTS 

AU ICE systems shall comply with the following guidelines and regulations: 

• 
• 
• 
• 
• 

• 
• 

DRS Acquisition Management Directive 102-01 Handbook 
ICE Enterprise Systems Assurance Plan 
ICE System Lifecycle Management (SLM) Handbook, Version lA, January, 2012 
ICE Technical Architecture Guidebook 
ICE Technical Reference Model (TRM) (Standards Profile) 

• The Offeror shall identify any hardware, software, and/or licenses 
required for its proposed solution. The Government is prepared to 
provide any hardware and software items that are included within 
the ICE Technical Reference Model (TRM) that would reasonably 
be utilized by Offerors for the system development. Test and 
evaluation tools listed within the TRM are not provided as 
Government Furnished Equipment (OFE). 

4300A DHS Information Security Policy 
4300A Sensitive Systems Handbook 

The following documents are applicable to understanding the target ICE/HSI systems: 

• International Information Systems Security Certification Consortium (ISc2) Standards 
• National Industrial Security Program Operating Manual (NISPOM), February 28, 2006 
• National Institute of Standards and Technology (NIST) Computer Security Resource 

Center (CSRC) 
o Guidelines 
o Special Publications 
o Standards 

• NIST Special Publication 800-37, Guide for the Certification and Accreditation of 
Federal Infurmation S ysterns 

• Federal Information Processing Standard (FlPS) 199 
• Federal Information Security Management Act (FISMA), November 22, 2002 
• Federal Information Technology Security Assessment Framework (FITSAF), November 

28,2000 
• Federal OMB Circular A-130, Management of Federal Information Resources 
• Federal Privacy Act of 1974 (As Amended) 
• Federal Records Act 
• DHS 4300A, Sensitive Systems Policy Directive, Version 6.1.1, October 31, 2008 
• DHS Management Directive (MD) 4300.1, Information Technology Systems Security, 

5 
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• mrs MD Volume 11000 - Security 

FALCON Opcratior ~ Maintenance Support 
Performance Work Starement 

• DHS Office of Chiefinfonnation Officer (OClO) E-Govermnent Act Report 2008 

Please notc that if newer versions of these documents are officially released, the Contractor shall 
comply with the updated versions within the time frame established by the Government. 

5.0 TASKS 

The Contractor shall provide qualified, experienced personnel to deliver support for the continued 
System Maintenance and Services tasks associated with FALCON. This General Services 
Administration (GSA) Schedule 70 task order purchase includes the tasks described in the 
following sections: 

5.1 Tier 1 - Help Desk Support 

Hclp Desk Support consists ofthc following responsibilities: 

- Receiving and recording accurately all inquiries from End Uscrs regarding application 
functionality and services and assigning tasks as needed to the appropriate 
Software Maintenance Tier 2 or Tier 3 Support group for resolution; 

-Dealing directly with: 
o simple requests such as password resets and account unlocks 
o bao:;ic network and application troubleshooting 
o application usage and operational feature questions and issues; 

-Monitoring the tickets created to ensure users are updated on tickets' status and progress; 
- Providing reports to ICE management and System / Application Program Management as 

required or requested. 

Tier 1 hours of operation shall be from 0900 to 1700 Eastern Time (ET) Monday thru Friday 
with support response times during these hours being immediate for telephonic inquiries and 
within one hour for email reports. Non-emergency, off-hours inquiries/ticket submissions will be 
addressed as soon as is practical and serviced no later than one hour ailer the commencement of 
normal operating hours. 

At the government's discretion Tier 1 - Help Desk Support may bc ultimately transitioned to the 
ICE Enterprise Help Desk at the EOC. Thc contractor will be required to support such a 
transition by providing 'How Tos,' PAQ responses, scripted tutorials, etc. consistent with the 
provision of this level of customer support and problem resolution. 

Tier 2 System Maintenance and Support 

All items that cannot be resolved at the Tier 1 Support level shall be automatically turned 
over to Tier 2 System Maintenance and Support; 

- The Contractor shall report the status of the ticket using Atlassian lira 
tracking software; 

• Typical Tier 2 activities would include patching systcms, runnmg scripts, 
6 
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Performance Work Starement 

• Tier 2 System Maintenance and Support shall be operational in accordance with 
the service level agreements (SLA); 

• The Contractor shall respond to all Tier 2 System Maintenance tickets in 
accordance with the SLA; 

• The Contra("ior shall develop an application feedback loop, whereas systemic 
issues identified during common Tier 1, 2, and 3 escalation procedures arc 
routinely evaluated and reviewed with the appropriate Project Manager to assess 
the need for a SY~item Change Request (SCR) for a future release. 

• If Tier 2 System Maintenance Support cannot resolve the assigned ticket or 
perform the required tasks then the ticket shall be referred to the Tier 3 - System 
Maintenance and Support. 

Tier 3 - System Maintenance and Support 

The Contractor shall identify and correct software, pertonnance, and implementation failures for 
the application software as well as evaluate and estimate the level of etlort associated with requests for 
system modification. Corrective work includes performing System Change Requests (SCRs) that 
reflect a change to requirements or technical specifications, as well as updating and maintaining 
the required Systems Lifecycle Methodology (SLM) documentation as necessary. Contractor staff 
and the COR will come to mutual agreement over which changes to the system constitute SCRs, 
as opposed to every day System TWling (Section 5.2.3) and System Administration (Section 
5.2.4) actions not requiring the SCR process. 

• All maintenance activities that reach this level shall have an SCR opened and be 
reported using Atlassian Jira; 

• SCRs will he prioritized and agreed to by the authorized government personnel 
and entered into the ICE approved management tracking tool. SCRs will be 
approved in writing by the government; 

• Prior to commencing a system modification, the Contractor and the Office of the 
Chieflnfonnation Officer (OCrO) Information Technology (IT) project 
manager shall agree on the degree of the modification as minor, moderate, or 
major (sec table below for classification); 

• The Contractor shall develop an application feedback loop, whereas systemic 
issues identified during common Tier 1, 2, and 3 escalation procedures are 
routinely evaluated and reviewed with the IT Project Manager to assess the need 
for a System Change Request (SCR) in future release. 

• The Contractor shall respond to all Tier 3 System Maintenance Support tickets in 
accordance with service level agreements (SLA's); 

• Software changes to applications arc based upon the submission of an SCR, 
and are classified as minor, moderate, or major changes, where: 

Table 1: Change Requests 

7 
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oderate Change 

ajor Change 

FALCON Operati01 ~ Maintenance Support 
Performance Work Statement 

~1-250 Hours 

*Development is any enhancement that is estimated to exceed 250 Hours and shall fall under 
Section 5.5 Optional System Enhancement Support. 

The Contractor shall provide Software Maintenance Tier 2 and Tier 3 Support. Soitware 
Maintenance Tier 2 and Tier 3 Support hours of operation shall be Monday through Friday 8am-
6pm, ET, excluding holidays and weekends. 

For emergency situations both during and outside of the nonnal support business hours that 
involve a system outage or a widespread intenuption in uscr access to FALCON, the Contractor 
shall notify the FALCON Program Manager or designate within 30 minutcs of occurrcncc. 
Emergencies will be further defmed as part of the Software Tier 3 Support procedures, but in 
general an emergency is when the system is down or when multiple users are unable to access 
FALCON. It is anticipated that these calls will occur no more than 10 times a year and can most 
likely be addressed via telephone andlor remote access to thc FALCON operating infrastructure. 
The Contractor shall document all user problem notifications and solutions. 

For Tier 3 Software Maintenance and Support, the number of anticipated SCRs is listed in the 
matrix below: 

Minor Change 1 - 40 lIours 20 

12 

2 

SCRs for FALCON may include requirements analysis, design, development, integration & 
tcsting, and implementation, including any updates needed to product documentation. 
Typically, these activities involve the development of helper applications to assist end users 
with automating common, repetitive tasks in the systcm (such as importing and exporting 
various types of data and fonnatting that data), interfacing programs communicating with 
FALCON via the common operating APIs and the mapping and integration of additional 
data sources. 

ICE reserves the right to request FAR 52.227-14 (AI! IV) for any software 
development/modification/enhanccment that is mutually determined a major SCR under this 
performance work statement. 

5.2 Operational Support 

8 
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The Contractor shall provide Operational Support for the FALCON system. Table 2 and Table 
3 detail the hardware and software infrastructure currently in place for FALCON. The 
hardware and software listed below is subject to change based on future expansion 
requirements and datacenter moves as requested by PALCON PMO. 

,-__ ~~ __ ~~ __ ~~~T~a~b~l£e~2~.~FfA~L~C~O~N~S~y,s~te~m~H~a~r~dw~a~re~ __ ~ __ ~ __________ ___ 
Hardware/Operating System I Location I Remarks 

b}(7)(E) 

Table 3. FALCON SYstem Software 
Operatin2 Information System 1 Location I Remarl< 

b}(7)(E) 

PCN-Potomac Center North, 500 12'" St SW, Washington, DC 20536 

Table 4. FALCON System Firmware 
Hardware Device I Firmware I Remarks 

b}(7)(E) 

9 
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5.2.1 Operational Support - Interfaces and Data Sources 

b}(7)(E) 

5.2.2 Operational Support - Database 

b}(7)(E) 

5.2.3 Operational Support - System Tuning 

[bXl)(E) 

5.2.4 Operational Support - System Administration 

b}(7)(E) 

5.3 Configuration Management 
b}(7)(E) 

IU 
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5.4 Tnt-ining Support Included in Operations and Maintenance Services 

The Contractor shall maintain and update training materials to include User Guides, Training 
Plans, and System Administration and Operations Manuals when an enhancement, or other 
significant Software O&M release, occurs. The Contractor shall provide an electronic copy of 
all training material. The Contractor shall also coordinate with and FALCON PMO and IPT to 
insure that all members understand the updates to the application. The Contractor shall provide 
training to Special agents and analyst groups meeting the established, written criteria for 
successful Strategic training classes as approved by the FALCON PMO and agreed to by the 
Contractor, to include such services as classroom training, dcsk~side support of individual ICE 
Agents, Special Agents, Group Supervisors, or other employees involved in directly supporting 
active investigations, or small groups of such employees (6 or fewer), with desk~side support 
training pursued on a strategic basis targeting only users with a clear, operational use for the 
FALCON system. Additionally, Contractor staffwiU work with the Office of Training 
Development (OTD) and Federal Law Enforcement Training Center (FLETC) staff to 
productively include FALCON training in their regular programs as requested. There is no 
explicit training goal by user count. While the abovc specified training is included in O&M, any 
significant expansion beyond the Strategic Training program, or any broad solicitation of new 
training requests across substantially the whole of ICE's organization must be discussed and 
agreed to with the Contractor staff to avoid logistically, or financially prohibitive training 
commitments. 

5.5 Optional Sofnvare Enhancement Support 

In the event that the hour estimate for an individual SCR is identified as exceeding 250 
hours, the Contractor may be tasked to develop additionallT solutions as components of the 
current application via task order modification. This is an optional requirement, not to be 
priced at this time, as the actual requirements for this type of work are not known at this 
time. The Contracting Officer will request a proposal regarding such a SCR when this task is 
utilized. Should a major SCR result in a feature change or enhancement which the 
Contractor \'/ill then offer to othcr customers of their Gotham product as part of Gotham's 
included/core functionality, the Contractor will absorb the cost of this SCR; the government 
will not be charged for the labor hours expended. 

5.6 Optional Classroom Training 

Contingent upon requests from the FALCON PMO, the Contractor shall arrange for and provide 
classroom training of the types and for the numbers ofICE employees and/or contractors, as well 
as classroom locations, specified in the individual service call. The Contractor shall be 
responsible for collecting all necessary pennission forms and feedback forms from attending ICE 
employees and returning these fonns to the FALCON PMO. 

5.7 Support of FALCON Mobile Technology 

Contractor shall ensure the support for the FALCON Mobile system on the Apple iOS operating 
system utilized for the iPhone. During the based period of perfonnancc, this includes the 
following features: 

11 
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• Ability to track team movements on map for operational and officer safety 
• Ability to coordinate movements of entire teams by communicating across mobile 
devices 
• Ability to create charts, structured dossiers with mugshots, and other complex 
intelligence products and relay them directly to mobile devices in the field 
• Ability to plot larget locations to show clusters of activity 
• Simple, quick searches of both ingested and remotely accessible data; searches can be 
perfonned from remote locations 
• Ability to access user-published ad hoc data 
• Decontliction of data elements (persons, places, objects, events) 
• Ability to send text messages and photos to command center 

Regarding the schedule of completion of tasks, contractor shall deliver the features listed above 
on the iOS operating system for testing in a production environment by December 31st, 2013. 
The iOS mobile application with the features listed above will be available for wider 
deployment by January 31st, 20]3, 

5,8 Conversion of Legacy DARTTS to FALCON-DARTTS 

The Contractor sha1l analyze and gain a full understanding of the existing DARTTS (Data 
Analysis and Research for Trade Transparency System), its functionalities, its data sets. and the 
interrelations between these various data sets. During the base Period ofPerfonnance, the 
Contractor shall, at a minimum, replicate the current functionality of the existing DARTIS in a 
new F ALCON-DARTIS module which will be an extension of the existing FALCON front-end 
interface. Regarding the schedule of completion of tasks, Contractor shall per[onn data 
modeling and feature development iteratively in a Staging environment from the date the 
contract amendment authorizing this work is signed through October, 2013. Contractor shaH 
make the F ALCON-DARTTS module available for testing in a Production environment no later 
than October 31st, 2013. Contractor shall ensure that the F ALCON-DARTTS module goes live 
to end users before December 31st, 2013, on the condition that all ICE and DHS approvals have 
been grdflted by that date, 

Contractor shall ensure that the F ALCON-DARTTS module, at minimum, emulates the 
functionality of the existing DARTTS in allowing for the following three types of analyses: 

(1) Intemational Trade Discrepancy Analysis: U.S. and foreign import/export data are 
compared to identify anomalies and discrepancies that warrant further investigation for potential 
fraud or other illegal activity. 

(2) Unit Price Analysis: Trade pricing data are analyzed to identify over- or under 
valuation of goods, which may be an indicator of trade-based money laWldering or other 
iroport-export crimes. 

(3) Financial Data Analysis: Financial reporting data (the import/export of currency, deposits 
of currency in financial institutions, reports of suspicious financial activities, and the identities 

of parties to these transactions) are analyzed tOli:!lentify patterns of activity that may indicate 

2018-ICLI-00009 3608 
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Contractor shall ensure that all forms of data currently ingested by or accessed by the existing 
DARTTS will be made available to users of the new F ALCON-DARTTS module (subject to 
access controls), including Trade Data Forms from the Customs and Border Protection Agency 
and the Department of Commerce and Financial Transaction Forms from the Department of the 
Treasury and the FinCEN system. Contractor shall ensure that the new F ALCON-DARTTS 
module will support the integration of over 1 billion objects consisting of import/export events 
to various countries and that the new module will meet or surpass existing DARTTS analytical 
capabilities. Initially, DARTTS data will be stored within the FALCON system. Ultimately, 
this data will reside within the Authoritative ICE Data Warehouse (AlDW). Once DARTTS 
data has been migrated to AIDW, it shall be indexed, but not stored, on FALCON servers. 

Contractor shall facilitate appropriate access controls, as defined by fcdcrallaws and 
regulations and ICEIDHS policies, for the following categories of users ofF ALCON 
UARTTS: 

(1 ) FALCON -DARTTS ICE/CBP User -- Investigate financial or trade transactions, conduct 
analysis, and generate reports. 

(2) FALCON-DARTIS Foreign Uscr- Investigate trade transactions, conduct analysis, and 
generate reports. 

(3) F ALCON-DARTIS ICE Supervisor - Investigate financial or trade transactions, conduct 
analysis, generate reports, assign user roles. 

(4) FALCON-DARTTS ICE Administrator - Create, activate, revoke and/or remove user 
access and accounts. 

(5) FALCON-DARTTS ICE System Owner - Investigate financial or trade transactions, 
conduct analysis, generate reports, assign user roles and perf ann user and activity auditing. 

Contractor shall modify and extend the existing FALCON front-end interface to implement 
nvo separate FALCON-DARTTS workflow applications: a workflow application for ICE TTU 
employees and their DHS partners working on TTU investigations and operations, which will 
feature seamless integration with the existing FALCON-SA Workspace to perfonn additional 
analysis; and a workflow application for the use of the ITO's partner agencies in foreign 
governments, which will not allow for access to the data contained within FALCON-SA. The 
workflow application for foreign users shall feature FALCON-DARTTS-created extracts of 
U.S. trade data which are provided to partner countries that operate their own trade 
transparency programs and with whom the United States has entered into a Customs Mutual 
Assistance Agreement or other similar infonnation sharing agreement. 

5,9 Optional Inclusion ofEID nata Set in FALCON during Option Year 1 
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The Contractor shall analyze and gain a full understanding of the existing Enforcement 
Integrated Database (EID), its funetionalities, its data sets, and the interrelations between these 
various data sets. Regarding the schedule of completion of tasks, Contractor shall perform 
data modeling and feature development iteratively in a Staging environment from the 
conclusion of work on the initial Production version of the EID data set through May, 2014. 
Contractor shall make the EID data set available for testing in a Production environment no 
later than June 30, 2014. Contractor shall ensure that the EID data set is made available live to 
end users before July 31, 2014, on the condition that all ICE and DHS approvals have been 
granted by that date. 

5.9 OptionallnciusioDS of Other Data Sets io FALCON During Option Years 2-4 

Subject to approved change requests required to allocate additional processing power (Palantir 
Gotham licenses) for expansion, upon approval by the FALCON IPT and at the direction of the 
FALCON PMO. the Contractor shall analyze and gain a full understanding of any or all of the 
following existing law enforcement-related data sets, their functionalities and data elements, 
and the interrelations between these various data elements: 

I. Human Smuggling and Trafficking Ccnter (HSTC) data 
2. Student Exchange Visitor Information System (SEVIS) 
3. I.,aw Enforcement Support Center (LESC) data 
4. National Security Entry and Exit Regulation System (NSEERs) 
5. Arrival and Departure Information System (AD IS) 
6. Automated Targeting System (ATS-P/LlC) 
7. National Crime Information Center (NCIC) 
8. Border Crossings from Treasury Enforcement Computer System (TEeS) 
9. Consular Consolidated Database (CCDI) 
10. Computer Linked Application Information Management Systems (CLAIMS) 
II. TECS Images 
12. ICE Gangs Database 
13. Exodus Accountability Referral System 
14. United States Visitor and Immigrant Status Indicator Technology (US-VISrI) 
15. 1-94 data 
16. IDocX data from Intel1igence Fusion System (IFS) disposition 

The FALCON IPT and FALCON PMO shalI aim to equally disperse the inclusion of these data 
sets between each of Option Years 2A, seeking to have 5-6 data sets included in the FALCON 
system per option year from Option Year 2 to Option Year 4. However, Contractor must be 
cognizant that operational needs may require that the order of the inclusion of these various 
data sets may change, that a larger or smaller number than 5-6 data sets may be included per 
option year, and that modifications to the front-end user interface of the FALCON system may 
be required to accommodate the inclusion of some of these data sets. Contingent upon the 
decisions of the FALCON IPT and other ICE oversight bodies. these data sets may reside 
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within the AlnW, the BDE, or be directly ingested within the FALCON system. Contractor 

shall ensure that these data sets, if not directly ingested within the FALCON system, can be 
remotely accessed and searched by users of the FALCON system, and that end users will not 
experience any significant degradation of performance while searching data accessed remotely 

versus searching data ingested directly into the FALCON systcm. This performance 
requirement is subject to limitations imposed by the source system. All data sets approved by 

the FALCON IPT and FALCON PMO for inclusion within the FALCON system must be made 
accessible to end users in a Production environment by the end of the same contract Option 
Year in which that data set was first approved. 

6.0 PERFORMANCE STANDAIIDS 

The following table defines the performance standards to be adhered to for the FALCON System 
Maintenance and Services effort. 

IS 

received in the Help 
Desk Inbox until 
the request is ac<;esseq 
for action. 

IrT~ie~rl1~-~clP]).~tReSrKm~hTI;elfor---t--~~~'-""---+~~~~~7C<s~-l 
Support incoming emails after following day received in the Help 

Tier 1 - Help 
Support 

help desk hours Desk Inbox until 

incoming emails that 
havc been accessed for 
action during 09:00-
17 :OOpm EST and afler 
hours. 

24 hours, or 
when the user 

stops 
responding 

the reque st is ac<;esseq 
for action. 

time when the email 
is accessed for action 
until it is resolved or 
moved to Tier 2 or 3. 

1 Any enhancements, corrective maintenance, or other code changes to FALCON should not negatively impact system 
performance. Specifically, system performance will be baselined at the beginning ofthe contract and will be reo 
baselined at the completion of any major releases. This baseline will Serve as the minimum for acceptable system 
performance. 15 
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~, 2 TIer 
Software Support 

. 
Tier 2 
Software Support 

Tier 2 
Software Support 

Tier 2 

Software Support 

Tier 3 Software 
Support 

,--, -

Response time for 
Tier 2 tickets 
received during 
defined business 
hours 

. 
. Average resolution 

time of Tier 2 tickets 

, 

Rcsponse time for 
Tier 2 tickets, after 
hours 

Average resolution 
time for Tier 2 
tickets, received 

.. ailer defined 

business hours 

Response time for 
Tier 3 tickets during 
specified business 
hours not involving a 
system outage or denial 
of access to substantial 
numbers of users 

FALCON Operati01 ~ Maintenance Support 
Performance Work Statement 

,I Time the ticket is The end of the 
current day assigned to Tier 2 

until the time the 
ticket is accessed for 
action . 

8 business Time the ticket is 
days placed in the Tier 2 

queue for action to 
the time it appears 
as closed or 

i 

referred, system, 
divided by the total 
number of tickets. 

The end of the Time the ticket is 
following day assigned until the 

time the ticket is 
picked up for action. 

8 business days Time the ticket is 
placed in the Ticr 2 
queue for action to 
the time it appears 
as closed or 

referred, system, 
divided by the total 
number oftickets. 

No more than 4 Time the ticket is 
hours assigned to Tier 3 

until the time the 
ticket is accessed 
for action. 

16 
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Tier 3 
Software Support 

Tier 3 
Software Support 

Tier 3 
Software Support 

Support 

Average resolution 

time of 
Tier 3 tickets not 
involving a system 
outage or denial of 
access to substantial 
numbers of users 

Response time for 
Emergency tickets, 
either during specified 

, business hours or after 
hours, that involve a 
system outage or 
denial of access to 
substantial numbers of 
users 

Average reso lution 
time for Emergency 
tickets, either during 
specified business 
hours or after hours 

Percentage of tUne 

that the application is 

available to users in 
fully-functioning 

mode2 

I 

FALCON Operatior '~ Maintenance Support 
Pelformance Work Statement • 

8 business 
days 

FALCON 
Program 

Manager or 
designate shall 
be alerted no 
more than 30 
minutes after 

occurrence 

No more than 8 
hours 

I Ti~~ the ticket is 
' placed in the Ticr 3 

queue for action to 
the time it appears 

as closed or 

referred, systeIl4 
divided by the total 

number of tickets 

Time the ticket is 
assigned as an 
Emergency until the 

time the ticket is 

picked up for action, 

Time the ticket is 
placed in the Tier 3 
queue for action to 

the time it appears 

as closed or 

referred, system, 

divided by the total 

number of tickets 

per month divided by 

the total time per 

month that FALCON 

is scheduled 

available, 

, 

I , 

l The uptime rate refers to specific application outages-not external/network iSSUeS. Additionally, uptime rate will 
not include outages for scheduled maintenance and enha'1~ments. 
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Configuration All SCR level changes 100% No changes will be 
Management will be made to the baseline 

tracked without an associated 

SCR. 

Training Training and Training I 100% on time Delivery date versus 
Material Delivery scheduled delivery 

date. 

Transition Out Transition Out Plan 90 calendar days Delivery date 
prior to end of POP 

--

7.0 DELIVERABLES AND DELIVERY SCHEDULE 

Specific deliverables related to each activity are outlined below. 

7.1 System Lifecycle Management (SLM) Deliverables 

The Contractor shall provide SLM deliverables as required for System Maintenance 
Services projects. AU appropriate documentation shall be prepared in accordance with the 
guidelines specified by the SLM and the approved Project Tailoring Plan. 

7.2 Quarterly Progress Report 

The Contractor shall prepare a quarterly progress report to be briefed at the Unit Chieflevel. The 
initial report is due [orty-five calendar days after start of the task and shall cover thc first calendar 
month of performance. Subsequent reports shall be provided quarterly y within five calendar days 
of the end of each quarter until the last quarter of performance. The fmal delivery shall occur ten 
days before the end of the final option period and shall summarize per10rmance during the period 
of performance and provide the status of any planned transition activity. The quruterIy reports can 
be delivered via email and shall contain the following: 

• Description of work accomplished (Accomplishments) 
• Work planned for the following month (Planned Activities) 
• Deviations from planned activities 
• Open risks and issues 

7.3 Certification and Accreditation (C&A) Documentation 

The Contractor shall bc responsible for maintaining and updating existing C&A artifacts to stay 
current with DHSIICE and Federal requirements. These C&A updates will be required every 
three years unless a major change impacts security. The Contractor shall also be responsible for 
supporting the Information Systems Security Of{lfer (lSSO) for any annual C&A activities. 

2018-ICLI-00009 3614 
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which may be requested {i.e. self-assessments, contingency plan tests, vulnerability scans, etc.}. 

7.4 Quality Assurance Surveillance Plan 

The Quality Assurance Surveillance Plan (QASP) is the document used by the Government to 
evaluate Contractor actions while implementing the PWS. It is designed to provide an effective 
surveillance method of monitoring Contractor performancc for each listcd task in the PWS. 

The QASP provides a systematic method to evaluate the services the Contractor is required to 
furnish. The Contractor, and not the Government, is responsible for management and quality 
control actions to meet the terms of this task order. The role of the Govenunent is quality 
assurance monitoring to ensure that the task order standards are achieved. 

The Contractor shall be required to develop a comprehensive program of inspections and 
monitoring actions. Once the quality control program is approved by the Government, careful 
application of the process and standards presented in the QASP document will ensure a robust 
quality assurance program The QASP below was developed by ICE and is indicative of the 
type of mctrics that apply to the deliverables. The olIeror may propose other metrics they 
determine upon the uniqueness and relevance of their own technical approach in meeting the 
task order objectives. The QASP is subject to discussions/negotiations. 

19 

2018-ICLI-00009 3615 
~--- " 



ep
ic

.o
rg

E
P

IC
-1

7-
08

-1
4-

IC
E

-F
O

IA
-2

01
80

92
0-

7t
hI

nt
er

im
-P

ro
du

ct
io

n-
pt

4
00

36
16

J 
" 

·1 

, 
i 

.i 

" 
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FALCON Operations and Maintenance (O&M) Support Services Contract Quality Assurance Surveillance 
Plan (QASP) Attachment 1 

"', "'fll'skS""" . ';-"'M.tries'- --- S'I!Hii"ecCh.1 'How'ilwill b. ' ExceptIoitar Very Good satisfactory MargInal -UiisatisfaCtory 
Agreement measured Rating Rating Rating Rating Radng 

. -

Tier 1 - Help Response Time he end of the Time the email is Meets SLA Meets SLA MeetsSLA 90 Meets Meets SLA less 
Desk Support for incoming current day received in the 98-100% of 95-97.9% 0 94.9% of SLA 85- than 85% of 

emails Help Desk Inbox instances instances instances 89.9% of instances 
until time the instances 
request is accesse 
for action. 

-
Tier 2 Software Response time rhe end o[the Time the ticket is Meets SLA Meets SLA Meets SLA 90 Meets Meets SLA less 
Support for Tier 2 urrent day assigned to Tier 2 98-100% or 95-97.9% 0 94.9% of SLA 85- than 85% of 

until the time the instances instances instances 89.9% of instances 
ticket is accessed instances 
for action. 

-~ .~ 
L 

Tier 3 Response time [No more than Time the ticket is 1\'feets SLA Meets SLA Meets SLA 90 Meets Meets SLA less 

Software for Tier 3 ~ hours assigned to Tier 3 98-100% of 95-97.9% 0 94.9% of SLA 85- than 85% of 

Support tickets not until the time the instances instances instances 89.9% of instances 
involving ticket is accessed instances 
system outage for action. 
or denial of 
service to 
substantial 
munbers of 
users 

--"-- --_. 
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-'1"a'sks';:;' ,0: ~-'-. --' : ~:>X ,;-: ';'IVIi!t'r'ics' ,-,.",-' ~h.lic~-lever -" ' 
_ . jAgreement 

i ,);' " . 

-; Tier 2 and Tier 3 Average 8 business 

Software Suppor resolution ays 
time of Tier 2 

,I and Tier 3 
tickets 

j 
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"HbW ifYilil')le' "'Exc~ptlon'al C,- ,lOiyGood 
measured Rating Rating 

I ' , 

-
Time the ticket is Average of 5 Average of 
placed in the Tier or fewer 6 to 7 
2 or Tier 3 queue business days business 
for action to the days 
time it appears as 
closed or referred, 
system, divided by 
the total number 0 

tickets. 

.~ 
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Tier 3 
Software Suppo~1 Emergency 

tickets, during 
business hours or 
after hours, 
involving system 
outage or denial 
of service to 
substantial 
numbers of users 

Tier 3 II Average 
Software Supportj resolution 

time for 
Emergency 
tickets, during 
business hours 
or after hours, 
involving 
system outage 
or denial of 
service to 

substantial 
numbers of 

users 
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FALCON PM or 
designate is 
informed of 
situation. 

IS 

assigned as an 
Emergency until 
the time the ticket 
is closed. 

Rating 

Meets Sr.A 
98-100% of 
instances 

Average 

Rating 

Meets SLA 
95-97.9% of 
instances 

less than 6.5 i 6.5 to 7.49 
hours hours 
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Operational Uptime Rate -
Support Percentage of '~ 

time that the 
application is 

,i available to 
users in fully-
functioning mode 

Configuration All changes will 
') Management be tracked 

Training Training and 
Training 
Material 
Delivery 

--,-' 
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8% or higher Cumulative uptim 99,5-\00% 98,5-99.49% 
per month divided available available 
by the total time 
per month that 
FALCON is 
scheduled as 
available. 

- ,. ., 

100% No changes will b 100% 98-99.9% 
made to the 
baseline without 
an associated SCR 

100% on time Delivery 99-100% of 95-98,9% of 

date versus instances on instances on 

scheduled time time 

delivery 
date. 
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97,5-98.49% 96,5- Less than 96.5% 
available 97.49% available 

available 

96-97,9% 94-95,9% Less than 94% 

90-94.9% of 85-89,9% Less than 85% 
instances on of of instances on 
time instances time 

on time 
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ICE Employee Rating on 
Satisfaction with Feedback Form 
Training Received from 

Trained ICE 

j 
Employees 
Following 
Training 
(Ratings of 
Very Satisfied, 
Satisfied, 

,! 

Partially 
Satisfied, or 
Not Satisfied) 
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0% or more of Feedback forms 98% or more 93-97,9% of 
espondents turned in fTom of respondents 
eport being ICE employees respondents report being 
~atisfied or Very who received report being Satisfied or 
Satisfied clac;sroorn or Satisfied or Very 

desk-side Very Satisfied 
training Satisfied 

-
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Satisfied 
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• Measurements will be performed quarterly. 

FALCON Operation 9-t Maintenance Support 
Performance Work Statement 

• Measurements \-vill be carried out by Contractor. 

• QASP measurement report will be turned in quarterly to the government Contracting Officer's 
Representative (COR) within fifteen calendar days after the end ofthe quarter under review. 

• An overall quarterly QASP Rating will be computed for the Contractor by the COR, according 
to the following methodology: 

o For each ofthc QASP Tasks listed above, the Contractor will be assigned the following 
number of points: 

• Exceptional: 4 points 

• Very Good: 3.5 points 

• Satisfactory: 2.75 points 

• Marginal: 1.75 points 

• Unsatisfactory: 0 points 

o The points for the 10 QASP Tasks will be averaged (the sum total divided by 10). The 
overall quarterly QASP Rating will be assigned as follows (CPARS is the Contractor 

Performance Assessment Reporting System): 

:·;·:b;;;:;\?i~\\s~iBiltw.£!i;::;:;:. ;;;~ . Point:Le'Vel',g:C" 'C'. ..' Conseiiuen~ . 
. 

Exceptional 3.7 -4.0 Exceptional rating for quarter 
entered into CPARS at end of 
perfonnance period 

.-

Very Good 3.2 - 3.69 Very Good rating for quarter 
entered into CPARS at end of 
performance period 

... 

Satisfactory 2.7 3.19 Satisfactory rating for quarter 
entered into CP ARS at end of 

I performance -period 
... 

Marginal 1.7 - 2.69 Marginal rating for quarter 
entered into CP ARS at end of 
performance period. 

Unsatisfactory <1.7 Unsatisfactory rating for quarter 
entered into CP ARS at end of 
perfonnance __ period. 

7.5 Deliverable, Table 
25 
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The Contractor shall provide the following deliverables via email to the COR unless noted 
otherwise: 

Deliver'ables (Doc) & 

Software (SW) (Software 
includes updates/new 
versions of the primary 
Gotham platfonn; new 
workflow applications and 
updated versions of existing 
workflow applications; data 
ingestions; and customized 
versions of Gotham Mobile 
and the Phoenix and Raptor 

Deliverable) 
As 

Electronic copy - PM, EI"ctroniic 
J ,ibrary Management System 
(ELMS) 

Software (SW): ICE source 
control repository (Subversion); 
OCJO representative on 
FALCON PMO (either Waller 
Wagner or alternative OCIO 
representative) 

copy­
Contracting Officer 

IchillrterlY~OWre&SR<RCpmonrt~-r~~~~~~~15:-~E~lc~c~tr:o~n~ic~C~0~P~Y/::IP~M~,COntraCt~~l 
' of the Officer, COR 

Certification 
Accreditation 
Documentation 

Out 

7.6 Delivery Instructions 

end of the quarter 
being reviewed 

15 
after award 

after award 

Electronic copy: PM, Ef.MS, 

COR 

copy: 
Officer, COR 

Electronic copy: PM, Contracting 
Officer, COR 

. copy: PM, Contracting 
Officer, COR 

The Contractor shall provide electronic copies of each deliverable. Electronic copies shall be 
delivered via email attachment. The electronic copies shall be compatible with MS Office 2010 
or othcr applications as appropriate and mutually agreed to by the parties. The documents shall 
be considered fmal upon receiving Government approval. All dcliverables shall be delivered 
electronically (unless a hardcopy is requested) t2tlhe COR, If a hardcopy is requested, it will be 

2018-ICLl-00009 3622 
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delivered to the designated COR, not later than 4:00 PM ET on the deliverable's due date. Once 
created, deliverables and work products are considered the property of the Federal Government. 
Any work that deviates from this task order and the approved deliverables listed herein shall not 
be accepted without prior approval from the COR. 

7.7 Draft Delh:erables 
The Government will provide written acceptance, conunents andlor clmngc requests, if any, 
within 15 working days from receipt by the Government of each draft deliverable. 
Upon receipt of the Government comments, the Contractor shall have 15 working days to 
incorporate the Government's comments and/or change requests and to resubmit the deliverable 
in its final form. 

7.8 Written AcceptancelRejection by the Government 

The Government shall provide written notification of acceptance or rejection of all fmal 
deliverables within fiUeen (15) calendar days. All notifications ofrcjcction will be accompanied 
with an explanation of the specific deficiencies causing the rejection. 

It~ITl5 must be approved by the COR and/or the appropriate Government authority to be 
considered "accepted." The Government will provide writtcn acceptance, commcnts, or change 
requests within fifteen (15) calendar days from receipt by the Government, of all required 
deliverables. 

7.9 Non-Conforming Products or Services 

Non-conforming products or services will be rejected. The Government will provide written 
notification of non-conforming products or services within fifteen (15) calendar days. 
Deficiencies shall be corrected within 30 days of the rejection notice. If the deficiencies cannot be 
corrected within 30 calendar days, the Contractor shall immediately notify the COR of the reason 
for the delay and provide a proposed corrective action plan within ten (10) calendar days. 

7.10 Notice Regarding Late Delivery 

The Contractor shall notify the COR as soon as it becomes apparent to the Contractor that a 
scheduled delivery will be late. The Contractor shall include in the notification the rationale for 
late delivery, the expected date for the delivery, and the impact of the late delivery on the project. 
The COR will review the new schedule with the PM and provide guidance to the Contractor. 

8.0 CONSTRAINTS 

8.1 General Constraints 

The following project constraints are applicable to the FALCON System Maintenance and Services 
task order: 

[bXl)(E) 
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FALCON Operatior o~ Maintenance Support 
Pelformance Work Statement 

8.2 DHS Enterprise Architecture Compliance 

All solutions and services shall meet DHS Enterprise Architecture policies, standards, and 
procedures. Specifically, the contractor shall comply with the following HLS EA requirements: 
• All developed solutions and requirements shall be compliant with the HLS EA. 
• All IT hardware and software shall be compliant with the HLS EA Technical Reference Model 
(TRM) Standards and Products Profile. 
• Description information for all data assets, information exchanges and data standards, whether 
adopted or developed, shall be submitted to the Enterprise Data Management Office (EDMO) for 
review, approval and insertion into the DHS Data Reference Model and Enterprise Architecture 
Information Repository. 
• Development of data assets, infonnation exchanges and data standards will comply with the 
DHS Data Management Policy MD 103-01 and all data-related artifacts will be developed and 
validated according to DI-IS data management architectural guidelines. 
• Applicability of Internet Protocol Version 6 (IPv6) to DIIS-related components (networks, 
infrastructure, and applications) specific to individual acquisitions shall be in accordance with 
the DHS Enterprise Architecture (per OMB Memorandum M~05-22. August 2, 2005) regardless 
of whether the acquisition is for modification, upgradc, or replacement. All EA-related 
component acquisitions shall be IPv6 compliant as defined in the U.S. Government Version 6 
(USGv6) Profile National Institute of Standards and Technology (NIST) Special 8 ITAR Quick 
Essentials Guide 2011 v2.0 Publication 500-267) and the corresponding declarations of 
conformance defined in the USGv6 Test Program. 

8.3 Mainteoance of Existing FALCON System Functionality 

Contractor shaH ensure that all new work perfonned under this contract will adhere to the 
existing FALCON system functionality. 

28 
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8.4 Level of Service 

Contractor shall ensure that the FALCON system shall be able to accommodate the following 
minimum levels of service, with no diminishment of perfonnance levels from performance levels 
met by the system prior to thc initiation of this contract. Additional Palantir Gotham Appliance 
cores may be required to achieve the same levels of perfonnancc as the r ALCON system grows 
according to the following schedule: 

Start of Initial Period of Performance 
Individual Data Records Accessible by FALCON: 
FALCON-SA User Base: 
fALCON-SA Concurrent Users: 
FALCON Web Access User Base: 
FALCON Web Access Concurrent Users: 
FALCON Mobile User Base: 
FALCON Mobile Concurrent Users: 

Upon Deployment of F ALCON-DARTTS 
Individual Data Records Accessible hy FALCON: 
fALCON-SA User Base: 
FALCON-SA Concurrent Users: 
l'ALCON Web Access User Base: 
FALCON Web Access Concurrent Users: 
FALCON Mobile User Base: 
FALCON Mobile Concurrent Users: 

Upon Deployment of Em Data Set in Option Year I 
Individual Data Records Accessible by FALCON: 
FALCON-SA User Base: 
FALCON-SA Concurrent Users: 
FALCON Web Access User Base: 
FALCON Web Access Concurrent Users: 
FALCON Mobile User Base: 
FALCON Mobile Concurrent Users: 

By Close of Option Year 2 
Individual Data Records Accessible by FALCON: 
FALCON-SA User Base: 
FALCON-SA Concurrent Users: 
FALCON Web Access User Base: 
FALCON Web Access Concurrent Users: 
FALCON Mobile User Base: 
FALCON Mobile Concurrent Users: 

29 
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300 million 
2,000 
700 
5,000 
1,000 
NA 
NA 

3.5 billion 
2,500 
1,200 
5,000 
2,000 
50 
30 

3.6 billion 
3,000 
\,500 
5,000 
2,500 
\,000 
250 

3.8 billion 
3,500 
1,750 
5,000 
3,000 
2,000 

500 
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By C)ose ofOptioD Year 3 
Individual Data Records Accessible by FALCON: 
F ALCON·SA User Base: 
F ALCON·SA Concurrent Users: 
FALCON Wcb Ac,",,, User Base: 
FALCON Web Access Concurrent Users: 
FALCON Mobile User Base: 
FALCON Mobile Concurrent Users: 

By CloseofOptioD Yellr4 
Individual Data Records Accessible by FALCON: 
F ALCON· SA User Base: 
F AI .CON·SA Concurrent Users: 
FALCON Web Access User Base: 
FALCON Web Access Concurrent Users: 
FALCON Mobile User Base: 
FALCON Mobile Concurrent Users: 

4.0 billion 
4,000 
2,000 

5.000 
3,000 
2,500 
750 

4.2 billion 
4,500 

2,250 
5,000 

3,000 
3,000 
1,000 

9.0 GOVERNMENT FURNISHED EQUIPMENT AND INFORMATION 

The Contral-tor shall keep an inventory ofGovernmenl -furnished equipment (GFE). which shall 
be made available 10 the COR and Government Call Monitor upon request . The Government 
will provide basic equipment (e.g., laptops, desktops, VPN tokens, and aircards) in accordance 
with the contract. All GFE shall be entered into ICE's Property Inventory System (Sunflower) 
within 48 hours of receipt The Contractor shall provide their own network connectivity 
capability with a minimum connecttcn speed of 10Mbps. 

Items of GFE which are inventoried and tracked in Sunflower include the following twe1ve 
laptops and two Blackberry handheld devices: 

. 
Model Serial Number LaptopNPN 
Number ... 

b)(7XE) 

-

-

-
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10.0 OTHER DIRECT COSTS (ODCs) 

Travel outside the local metroJX)litan Washington, DC area may be expected during performance 
of the resulting task order. Therefore, travel wiIJ be undertaken fo llowing the General Services 
Administration Field Travel Regulation. Reimbursement for allowable costs will be made, Any 
travel and training expenditures shall be pre-approved by the COR. Costs for transportatio~ 
lodging, meal~ and incidental expenses incurred by Contractor personnel on official company 
business are allowable subject to FAR 31.205-46, Travel Costs. These costs will be considered 
to be reasonab le and a llowable only to the extent thal they do not exceed on a daily basis the 
maximum per diem rates in effect at the time of travel as set forth in the Federal Travel 
Regulations. The Contractor will not be reimbursed for travel and per diem within a 50-mile 
radius ofthe wo rksite where a Contractor has an office. Local travel expenses within the 
Washington Metropolitan area will not be reimbursed (this includes parking). A ll travel outside 
the Washington Metropolitan area mu." be approved by the COR in advance. No travel wi ll be 
reimbursed without prior approval from the COR. 

11.0 PLACE OF PERFORMANCE 
31 
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Work, meeting~, and briefmgs wiIl be performed primarily at Contractor facilities. Frequent 
travel to ICE offices located at 801 I Street NW, Washington, D.C., or 500 12th St SW, 
Washington, D.C., or to the Iech Ops facility in Lorton, VA will be required. Additionally, 
travel to the Law Enforcement Support Center (LESC) facility located in Williston, VI may be 
required. Due to regular interaction with a multitude of program stakeholders, the Contractor's 
staff shall be located in the Greater Washington Area (GWA). 

12.0 PERIOD OF PERFORMANCE 

The period of perfonnance of the l''ALCON System Maintenance and Services contract will 
consist of a basc period of nine (9) months plus four (4) twelve (12) month option periods. A 
FAR 52.217-8 6-month optional extension allows for an additional six months' worth of 
Operations and Maintenance Support Services to be purchased after the end of Option Year 4. 

13.0 SECURITY 

Contractor personnel performing work under this PWS will not be dealing with classified 
infonnation, but will be Sensitive but Unclassified (SBU) data. If it is determined that a higher 
security classification is necessary, based on a change to the scope of work of this PWS, 
required documentation from the contractor will be requested by the contracting officer prior 
to any modification adding classified work to this task order. 

13.1 Section 508 Compliance 

The DHS Office of Accessible Systems and Technology has determined that for the purposes of 
compliance with Section 508 of the Rehabilitation Act (29 U.S.c. 794d), as amended by the Workforce 
Investment Act of 1998 (P.l. 105-220), August 7, 1998, a National Security Exception applies. ICE 
received a National Security Exemption (ICE-20120201-001) on 2/01/2012. 

13.2 General Clause 

To ensure the security of the DHSIlCE information in their charge, ICE Contractors and Sub­
contractors shall adhere to the same computer security rules and regulations as Federal 
Government employees unless an exception to policy is agreed to by the prime Contractors, ICE 
Infonnation Systems Security Manager (ISSM) and Contracting Officer and detailed in the 
contract. Non-DHS Federal employees or Contractors who fail to comply with DHS/ICE security 
policies are subject to having their access to DHS/ICE IT systems and facilities tenninated, 
whether or not the failure results in criminal prosecution. The DHS Rules of Behavior document 
applies to DHSIICE support Contractors and Sub-contractors. 

13.3 Security Policy References Clause 

32 
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The following primary DHS/ICE IT Security documents are applicable to ContractorlSub­
contractor operations supporting Sensitive But Unclassified (SHU) based contracts. Additionally, 
ICE and its Contractors shall conform to other DHS Management Directives (MD) (Note: these 
additional MD documents appear on DRS-Online in the Management Directives Section. Volume 
11000 "Security and Volume 4000 "n' Systems" are of particular importance in the support of 
computer security practices): 
J DHS 4300A, Sensitive Systems Policy Directive 
C DHS 4300A, IT Security Sensitive Systems Handbook 
o ICE Directive, IT Security Policy for SBU Systems 

13.3.1 
Clause 

Contractor Information Systems Security Officer (ISSO) Point of Contact 

The Contractor shall appoint and submit a namc to ICE ISSM for approval, via the ICE COR, of a 
qualified individual to act as ISSO to interact with ICE persOllllcl on any IT security matters. 

13.3.2 Protection of Sensitive Information 

The Contractor shall protect all DHS/ICE "sensitive information" to which the Contractor is 
granted physical or electronic access by adhering to the specific IT security requirements of this 
contract and the DHS/ICE security policies specified in the Reference Section above, The 
Contractor shall ensure that their systems containing DHSIICE information and data be protected 
from unauthorized access, modification and denial of servicc, Further, the data shall be protected 
in order to ensure the privacy of individual's personal information. 

13.3.3 Information Technology Security Program 

Ifperformance of the contract requires that DHSIICE data bc stored or processed on Contractor­
owned information systems, the Contractor shall establish and maintain an IT Security Program. 
This program shall be consistent with the referenced DHS/ICE IT security policy documents and 
at a minimum contain and address the following elements: 

13.3.4 

• Handling ofDHS/ICE sensitive information and IT resources to include media 
protection, access control, auditing, network security, and rules ofbchavior 

• Certification and Accreditation (C&A) and rISMA compliance of Systems 
containing, processing or transmitting ofDHS/lCE data 

• Training and Awareness for Contractor personnel 
• Security Incident Reporting 
• Contingency Planning 
• Security Reviews 
• Contract Closeout Actions 

Handling of Sensitive Information and IT Resources 

The Contractor shall protect DHS/ICE sensitive information and all government provided and 
Contractor-owned IT systems used to store or process DHS/ICE sensitive information. The 
Contractor shall adhere to the following requirements for handling sensitive information: 

• Media Proteclion. The Contractor shall ensure that all hardcopy and electronic media 
33 
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(including backup and removable media) that contain DHS sensitive information are 
appropriately marked and secured when not in use. Any sensitive information stored on 
media to be surplused, transferred to another individual, or returned to the manufacturer 
shall be purged from the media before disposal. Disposal shall be performed using 
DHS/ICE approved sanitization methods. The Contractor shall establish and implement 
procedures to ensure sensitive infonnation cannot be accessed or stolen. These 
procedures shall address the handling and protection of paper and electronic outputs 
from systems (computers, printers, faxes, copiers) and the transportation and mailing of 
sensitive media.) 

• Access Control. The Contractor shall control user access to DIIS/ICE sensitive 
infonnation based on positive user identification, authentication, and authorization 
(Roles and Rules based) mechanisms. Access control measures employed shall provide 
protection from unauthorized alternation, loss, unavailability, or disclosure of 
infonnation. The Contractor shall ensure its personnel are granted the most restrictive 
set of access privileges needed for performance of authorized tasks. The Contractor 
shall divide and separate duties and responsibilities of critical IT functions to different 
individuals so that no individual has all necessary authority or systems access privileges 
needed to disrupt or corrupt a critical process. 

• Auditing. The Contractor shall ensure that it's ContractoI-o\\.ned-IT systems used to 
store or process DHSIICE sensitive information maintain an audit trail sufficient to 
reconstruct security relevant events. Audit trails shall include the identity of each 
person and device accessing or attempting to access the system, the time and date of the 
access and the log-offtirne, activities that might modify, bypass, or negate security 
safeguards, and security-relevant actions associated with processing. The Contractor 
shall periodically review audit logs and ensure that audit trails are protected from 
modification, authorized access, or destruction and are retained and regularly backed up. 

• Network Security. The Contractor shall monitor its networks for security events and 
employ intrusion detection systems capable of detecting inappropriate, incorrect, or 
malicious activity. Any interconnections between Contractor-owned IT systems that 
process or store DHSIICE sensitive information and IT systems not controlled by 
DHS/ICE shall be established through controlled interfaces and documented through 
formal Interconnection Security Agreements (lSA). The Contractor shall employ 
boundary protection devices to enforce access control between networks, including 
Internet and extranet access. The Contractor sha1l ensure its e-mail systems are secure, 
properly configured, and that network protection mechanisms implemented in 
accordance vvith DHS/ICE requirements. The Contractor shall conduct periodic 
vulnerability assessments and tests on its IT systems containing DI-IS/ICE sensitive 
infonnation to identify security vulnerabilities. The results, of this information, will be 
provided to the ICE OCIO for review and to coordinate remediation plans and actions. 

• DRS employees and Contractors shall not transmit sensitive DHS/ICE information to 
any personal e-mail account that is not authorized to receive it. 

• Rules of Behavior. The Contractor shall develop and enforce Rules of Behavior for 
Contractor-owned IT systems that process or store DRS/ICE sensitive infonnation. 
These Rules of Behavior shall meet or exceed the DHS/ICE rules of behavior. 

• The Contractor shall adhere to the policy and guidance contained in the DRS/ICE 
reference documents. 

34 
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The Contractor shall ensure that all Contractor personnel (including Sub-contractor personnel) 
who are involved in the management, use, or operation of any IT systems that handle DHS/ICE 
sensitive infonnatioo, receive arulUa} training in security awareness, accepted security practices, 
and system rules of behavior. If the Contractor does not use the ICE-provided annual awareness 
training, then they shall submit to the ICE 155M their awareness training for approval. Should 
Contractor Training be approved for use, the Contractor shall provide proof of training completed 
to the ICE ISSM when requested. 

The Contractor shall ensure that all Contractor personnel, including Sub-contractor personnel, \.Vith 
IT security responsibilities, receive specialized DHS/ICE annual training tailored to their specific 
security responsibilities. If the Contractor does not use the ICE-provided special training, then 
they shall submit to the ICE ISSM their awareness training for approval. Should Contractor 
training be approved for use, the Contractor shall provide proof of training completed to the ICE 
188M when requested. 

Any Contractor personnel who arc appointed as 18S0, Assistant ISSOs, or other position with IT 
security responsibilities, i.e., System/LAN Database administrators, system analyst and 
programmers may be required to attend and participate in the annual DRS Security Conference. 

13.3.6 Certification and Accreditation (C&A) and FISMA compliance 

The Contractor shaU cnsure that any Contractor-owned systems that process, store, transmit or 
access DHS/ICE information shan comply with the DHS/ICE C&A and FISMA requirements. 

Any work on developing, maintaining or modifying DHS/ICE systems shall be done to ensure that 
DRS/ICE systems are in compliance with the C&A and FlSMA requirements. The Contractor 
shall ensure that the necessary C&A and FISMA compliance requirements are being effectively 
met prior to the System or application's release into Production (this also includes pilots). The 
Contractor shall use the DHS provided tools for C&A and FISMA compliance and reporting 
requirements. 

13.3.7 Security Incident Reporting 

The Contractor shall establish and maintain a computer incident response capability that reports all 
incidents to the ICE Computer Security Incident Response Center (CSIRC) in accordance with the 
guidance and procedures contained in the referenced documents. 

13.3.8 Contingency Planning 

Ifperformance of the contract requires that DIISIICE data be stored or processed on Contractor­
owned information systems, the Contractor shall develop and maintain contingency plans to be 
implemented in the event normal operations are disrupted. All Contractor personnel involved with 
contingency planning efforts shall be identified and trained in the procedures and logistics needed 
to implement these plans. The Contractor shall conduct periodic tests to evaluate the effectiveness 
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of these contingency plans. The plans shall at a minimum address emergency response, backup 
operations, and post-disaster recovery. 

13.3.9 Security Review and Reporting 

The Contractor shal1 include security as an integral element in the management of this contract. 
The Contractor shall conduct reviews and report the status of the implementation and enforcement 
of the security requirements contained in this contract and identified references. 

The Government may elect to conduct periodic reviews to ensure that the security requirements 
contained in this contract are being implemented and enforced. The Contractor shall afford 
DHSIICE, including the Office of Inspector General, ICE ISSM, and other government oversight 
organizations, access to the Contractor's and Sub-contractors' facilities, installations, operations, 
documentation, databases, and persoIlllei used in the performance of this contract. Access shall be 
provided to the extent necessary for the Govenunent to carry out a program of inspection, 
investigation, and audit to safeguard against threats and hazards to the integrity, availability, and 
confidentiality of DHS/ICE data or the function of computer systems operated on behalf of 
DHS/ICE, and to preserve evidence of computer crime. 

13.3.10 Use of Government Equipment 

Contractors are not authorized to use Government office equipment (IT systems/computers) for 
personal use under any circumstances, unless limited personal use i~ specifically pennitted by the 
contract. When so authorized, Contractors shall be governed by thc limited personal use policies 
in the referenced docwnents. 

13.3.11 Contract Closeout 

At the expiration of this contract, the Contractor shall return all sensitive DRS/ICE infonnation 
and IT resources provided during the life of this contract. The Contractor shall certify that all 
DHSIICE infonnation has been purged from any Contractor-o\VIled system used to store or 
process DI-ISIICE information. Electronic media shall be sanitized (overn'fitten or degaussed) in 
accordance with the sanitation guidance and procedures contained in reference documents and 
\\-'ith DHSINJSTlNational Security Agency (NSA) approved hardware and software. 

13.3.12 Personnel Security 

DRS/ICE does not pennit the use of non U.S. Cltizens in the perfonnance of this contract or to 
access DHSIICE systems or information. 

All Contractor persoIlllci (including Sub-contractor personnel) shall have favorably adjudicated 
background investigations commensurate with the sensitivity level of the position held before 
being granted access to DHSIICE sensitive information. 

The Contractor shall ensure all Contractor personnel are properly submitted for appropriate 
clearances. 
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The Contractor shall ensure appropriate controls have been implemented to prevent Contractor 
personnel from obtaining access to DHSIICE sensitive information before a favorably adjudicated 
background investigation has been completed and appropriate clearances ·have been issued. At the 
option of the Govenuncnt, interim access may be granted pending completion of a pre­
employment check. Final access may be granted only upon favorable completion of an 
appropriate background investigation based on the risk levcl assigned to this contract by the 
Contracting Officer. 

The Contractor shall ensure its personnel have a validated need to access DHSIICE sensitive 
information and arc granted the most restrictive set of access privileges needed for performance of 
authorized tasks. 

The Contnlctor shall ensure that its personnel comply with applicable Rules of Behavior for all 
DHSnCE and Contractor-owned IT systems to which its personnel have been granted access 
privileges. 

The Contractor shall implement procedures to ensure that system access privileges arc revoked for 
Contractor personnel whose employment is terminated or who are reassigned to other duties and 
no longer require access to DHS/ICE sensitive information. 

The Contractor shall conduct exit interviews to ensure that Contractor persUIUlel who no longer 
rcquire access to DHS/ICE sensitive infonnation understand their obligation not to discuss or 
disclose DHS/ICE sensitive infonnation to which they were granted access under this contract. 

13.3.13 Physical Security 

The Contractor shall ensure that access to Contractor buildings, rooms, work areas and spaces, and 
structures that house DHSIICE sensitive infonnation or IT systems through which DHS/ICE 
sensitive infonnation can be accessed, is limited to authori7.ed personnel. The Contractor shall 
ensure that controls are implemented to deter, detect, monitor, restrict, and regulate access to 
controlled areas at all times. Controls shall be sufficient to safeguard IT assets and DHSIICE 
sensitive information against loss, theft, destruction, accidental damage, hazardous conditions, 
fire, malicious actions, and natural disasters. Physical security controls shall be implemented in 
accordance with the policy and guidance contained in the referenced documents. 

14.4 CONTRACTOR PERSONNEL SECURITY REQUIREMENTS 

14.4.1 General 

The United States Immigration and Customs Enforcement (ICE) has determined that perfOImance 

of the tasks as described in Contrac(HSCTE-13-F-OOOlO requires that the Contractor, 

subcontractor(s), vendor(s), etc. (herein known as Contractor) have access to sensitive DHS 

infonnation, and that the Contractor will adhere to the following. 

14.4.2 Fitness Determination 
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ICE will exercise full control over granting; denying, withholding or tenninating uneseorted 

government facility and/or sensitive Government information access for Contractor employees, 

based upon the results of a background investigation. ICE may, as it deems appropriate, authorize 

and make a favorable expedited pre-employment detemunation bascd on preliminary security 

checks. The expedited pre-employment determination will allow the employees to commence 

work temporarily prior to the completion of the full investigation. The granting of a favorable pre­

employment dctennination shall not be considered as assurance that a favorable full employment 

detennination VoIiIl follow as a result thereof. The granting of a favorable pre-employment 

detennination or a full employment determination shall in no way prevent, preclude, or bar the 

withdrawal or termination of any such access by ICE, at any time during the tenn of the contract. 

No employee of the Contractor shall be allowed to enter on duty andlor access sensitive 

information or systems without a favorable preliminary fitness determination or final fitness 

determination by the Office of Professional Responsibility, Persormel Security Unit (OPR-PSU). 

No employee of the Contractor shall be allowed unescorted access to a Government fdcility 

without a favorable pre-employment determination or full employment determination by the OPR­

PSU. Contmct employees are processed under the DHS Management Directive 6-8.0. The 

contractor shall comply with the pre-scrcening requirements specified in the DHS Special Security 

Requirement - Contractor Pre-Screening paragraph located in this contract, if HSAR clauses 

3052.204-70, Security Requirements for Unclassified Information Technology (IT) Resources; 

and/or 3052.204-71, Contractor Employee Access are included in the Clause section of this 

contract. 

14.4.3 Background Investigations 

Contractor employees (to include applicants, temporaries, part-time and replacement employees) 

under the contract, needing access to sensitive information, shall undergo a position sensitivity 

analysis based on the duties each individual will perform on the contract. The results of the 

position sensitivity analysis shall identify the appropriate background investigation to be 

conducted. Background investigations will be processed through the Personnel Security Unit. 

Prospective Contractor employees shall submit the following completed forms to the Persormel 

Security Unit through the Contracting Offices Representative (COR), no less than 35 days before 

the starting date of the contract or 5 days prior to the expected entry on duty of any employees, 

whether a replacement, addition, subcontractor employee, or vendor: 

---'- --,. 

1. Standard Form 8SP (SF 8SP) "Questionnaire for Public Trust Positions" Form shall 
be submitted via e-QIP (electronic Questionnaires for Investigation Processing) (Original 

and One Copy) 

2. TIrree signed eQip Signature fonns: Signature-Page, Release of Inforrnation and 

Release of Medical Information (Originyd One Copy) 
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3. Two PO 258, "Fingerprint Card" 

4. Foreign National Relatives or Associates Statement (Original and One Copy) 

5. DHS 11000-9, "Disclosure and Authorization Pertaining to Consumer Reports 
Pursuant to the Fair Credit Reporting Act" (Original and One Copy) 

6. Optiona1 Fonn 306 Declaration for Federal Employment (applies to contractors as 
well) (Original and One Copy) 

Prospective Contractor employees who currently have an adequate current investigation and 
security clearance issued by the Defense Industrial Security Clearance Office (DISCO) or by 
another Federal Agency may not be required to submit complete security packages, and the 

investigation will be accepted for adjudication under rcciprocity. 

An adequate and current investigation is one where the investig<ftion is not more than five years 
old and the subject has not had a break in service of more than two years. 

Required fonns will be provided by ICE at the timc of award of the contract. Only complete 
packages will bc accepted by the OPR-PSU. Specific instructions on submission of packages will 
be provided upon award of the contract. 

Be advised that unless an applicant requiring access to sensitive infonnation has resided in the US 
for three of the past five years, the Government may not be able to complete a satisfactory 
background investigation. In such cases, DIIS retains the right to deem an applicant as ineligible 
due to insufficient background infonnation. 

The use of Non-U.S. citizens, including Lawful Pennanent Residents (LPRs). is not pennitted in 
the performance of this contract for any position that involves access to DI-IS lICE IT systems and 
the infonnation contained therein, to include, the development and I or maintenance ofDHS/ICE 
IT systems; or access to infonnation contained in and I or derived from any DHS/ICE IT system. 

14.4.4 Transfers From Other OHS Contracts 

Persormel may transfer from other DHS Contracts provided they have an adequate and current 
investigation (see above). If the prospective employee does not have an adequate and current 
investigation, an eQip Worksheet shall be submitted to the Intake Team to initiate a new 
investigation. 

Transfers will be submitted on the COR Transf"l"forrn, which will be provided by the Dallas PSU 
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Office along with other fonns and instructions. 

14.4.5 Continued Eligibility 

If a prospective employee is found to be ineligible for access to Government facilities or 

information, the COR will advise the Contractor that the employee shall not continue to work or to 

be assigned to work WIder the contract. 

The OPR-PSU may require drug screening for probable cause at any time and! or when the 

contractor independcntly identifies, circumstances where;: probable cause exists. 

The OPR·PSU may require reinvestigations when derogatory infonnation is received and/or every 

5 years. 

ICE reserves th~ right and prerogative to deny and! or restrict the facility and infonnation access 
of any Contractor employee whose actions are in conflict with the standards of conduct,S CFR 
2635 and 5 CFR 3801, or whom ICE dctcnnines to present a risk of compromising sensitive 

Government infonnation to which he or she would have access under this contract. 

14.4.6 Required Reports 

'Inc Contractor shall notify OPR·PSU of all tenninationsl resignations within five days of 

uccurrence. The C..ontractor shall return any expired ICE issued identification cards and building 

passes, or those oftenninated employees to the COR. If an identification card or building pass is 

not available to be returned, a report must be submitted to the COR. referencing the pass or card 

nwnber. name of individual to whom issued, the last known location and disposition of the pass or 

card. The COR will retwn the identification cards and building pas~s to the responsible TD Unit. 

The Contractor shall provide, through the COR, a Quarterly Report containing the names of 

persOlmel who are active, pending hire, have departed within the quarter or have had a legal Dame 

change (Submilted with documentation). The list shall include the Name, Position and SSN (Last 

Four) and should be derived from system(s) used for contractor payroll/voucher processing to 

ensure accuracy. 

Submit report' to the email addressfL::.x6.::l.(b:..:)(7~XC.::l ________ ---, 

14.4.7 Employment Eligibility 

The contractor shall agree that each employee working on trus contract will successfully pass the 

DHS Employment Eligibility Verification (E-Verily) program operated by USCIS to establish 
work authorization. 40 
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The E-Verify system, formerly kno"TI as the Basic PiloVEmployment Eligibility verification 
Program, is an Internet-based system operated by DHS USClS, in partnership with the Social 
Security Administration (SSA) that allows participating employers to electronically verify the 
employment eligibility of their newly hired employees. E-Verify represents the best means 
available for employers to verify the work authorization of their employees. 

lbe Contractor shall agree that eaeh employee working on this contract will have a Social Security 
Card issued and approved by the Social Security Administration. The Contractor shall be 
responsible to the Goverruncnt for acts and omissions of his own employees and for any 

Subcontractor(s) and their employees. 

Subject to existing law, regulations and! or other provisions ofthis contract, illegal or 
undocumented aliens will not be employed by the Contractor, or with this contract. The 
Contractor shall ensure that this provision is expressly incorporated into any and all Subcontracts 

or subordinate agreements issued in support ofthis contract. 

14.4.8 Security Management 

The Contractor shall appoint a senior official to act as the Corporate Security Officer. The 
individual will interface with the OPR-PSU through the COR on all security matters, to include 
physical, personnel, and protection of all Government information and data accessed by the 

Contractor. 

The COR and the OPR-PSU shall have the right to inspect the proccdures, methods, and facilities 

utilized by the Contractor in complying with the security requirements under this contract. Should 
the COR determine that the Contractor is not complying with the security requirements of this 
contract, the Contractor will be informed in writing by the Contracting Officer of the proper action 
to be taken in order to effect compliance with such requirements. 

The following computer security requirements apply to both Department of Homeland Security 

(DHS) U.S. Immigration and Customs Enforcement (ICE) operations and to the fonner 
Immigration and Naturalization Service operations (FINS). These entities are hereafter referred to 

as the Department. 

14.4.9 Information Technology Security Clearance 

'When sensitive government information is processed on Department telecommunications and 
automated information systems, the Contractor agrees to provide for the administrative control of 
sensitive data being processed and to adhere to the procedures governing such data a<; outlined in 

DBS IT Security Program Publication DBS M~1300.Pub. or its replacement. Contractor 
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personnel must have favorably adjudicated background investigations commensurate with the 

defined sensitivity level. 

Contractors who fail to comply with Department security policy are subject to having their access 

to Department IT systems and facilities tenninated, whether or not the failure results in criminal 

prosecution. Any person who improperly discloses sensitive information is subject to criminal and 

civil penalties and sanctions under a variety of laws (e.g., Privacy Act). 

14.4.10 Information Technology Security Training and Oversight 

All contractor employees using Department automated systems or processing Department 

sensitive data shall be required to receive Security Awareness Training. This training will be 

provided by the appropriate component agency of DHS. 

Contractors involved with management, use, or operation of any IT systems that handle sensitive 

infonnation within or under the supervision of the Department, shall receive periodic training at 

least annually in security awareness and accepted security practices and systems rules of behavior. 

Department contractors, with significant security responsibilities, shall receive specialized training 

specific to their security responsibilities annually. The level of training shall be commensurate 

with the individual's duties and responsibilities and is intended to promote a consistent 

understanding of the principles and concepts of telecommunications and IT systems security. 

All personnel who access Department information systems will be continually evaluated while 

performing these duties. Supervisors should be aware of any unusual or inappropriate behavior by 

personnel accessing systems. Any unauthorized access, sharing of passwords, or other 

questionable-security procedures should be reported to the local Security Office or Information 

System Security Officer ([SSO). 

14.4.11 Non-Disclosure Agreement 

Contractors are required to sign DHS 11000-6, Attachment 9 - Non-Disclosure Agreement, due to 

access to a sensitive ICE system. Non-Disclosure Agreements shall be provided to the COR and 

CO prior to the commencement of work on this task order. 

15.0 LIST OF ACRONYMS 

The list of acronyms in connection to this PWS is attached as Appendix A. 
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AHS 

ADIS 

AlDW 

AJAX 

API 

ATS 

~A 
CCB 

CCDI 

CFR 

CLAIMS 

CO 

COB 

COR 

COTR 

COTS 

CPIC 

CPU 

CSIRC 

CSRC 
f---
DARTTS 

DC 

DClD 

DHS 

DISCO 

Dol 

E3 

FA 

EADM 

EARM 

ElD 

EIT 

ElU 

.L'n.LI .... Vl~ \Jl'cl·alJUJ Y nl.alDlenanCe ~uppon 

Pel/ormance Work Starement 

PWS Appendix A: List of Acronyms 

~-

Application Hosting Services 

Arrival and Depart11!e Information System 
-

Automated Information Data Warehouse 
-~ 

Asyncluonous Java and XML 

Application Progran_1ming Interface 

Automated Targeting System 
~-

Certification and Accreditation 

Change Control Board 
._._--

Consular Consolidated Database 
-

Code of Federal Regulation 

Computer Linked Al?plication Information Management System 

Contracting Officer 

Close of Business 

Contracting Officer's Representative 

Contracting Officer's Technical Representative (same as COR) 

Commercial Off-The-Shelf 

Capital Planning and Investment Control 

Central Processing Units 
---

Computer Sec~ity Incident Response Center 

ComplJ.ter Security Resource Center 

Data Analysis and Research for Trade Transparency System 

District of Columbia 
-

Director of Central Intelligence Directive 

Department of Homeland Security 

Defense Industrial Security Clea~~ce Office 

Departmcnt of Justice 

Next Generation of ENFORCE 

Enterprise Architecture 

Enforcement Alien Detention Module 

Enforcement Alien Removal Module 

Enforcement Integrated Database 

Electroni,:.and Information Technolo.~y 

Executive Information Unit 
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. __ . . _- . . 

I 
ELMS E.lectronic Library Management System 
ENFORCE Enforcement Case Tracking System 
EOD Entry on Duty 

~ 

ETL Extract, Transfer and Load 
E·VERIFY Eligibility Verification 
FAR Federal Acquisition Regulations . 
FINS Fonner Immigration Naturalization Service. 
FIPS Federal Infonnation Processing S.!RTIdard 

.-

FISMA Federal Infonnation Security Management Act 
FITSAF Federal Infonnation Technology Security Assessment Framework 
FRD Functional Requirements Document 

FTR Pederal Travel Regulations ... 

8'E Government Furnished Equipment . 
GFI Government Furnished Information 

-

GFP Government Furnished Property 
GNR Global Name Recognition 

--- -

GOTS Government Off-The-Shelf 

GWA Greater Washington, DC Area 

HSI Homeland Security Investigations 
HSTC Human Smuggling and Trafficking Center 
12MS Investigative Infonnation Management System 

IBM International Business Machines 
-

ICE Immigration and Customs Enforcement 
ICEPIC ICE Pattern Analysis Information Collection Tool 
ICE/SAC ICE Special Agent in Charge 

ID Identification Card 
. 

IPT Integrated Project Team 
IRRIS Inve~tigation Records ~eview for Infonnation Sharing 
ISA Interconnection Security Agreements 

.-

ISB Investigative Systems Branch .. 
ISC2 International Info Systems Security Certification Consortium 

ISSM Infonnation Systems Security _!Vfanager 
ISSO Infonnation Systems Security Officer 
IT Infonnation Technology 

ITCR Infonnation Technology Change Request . 
KITE Palantir Data Ingestion 
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I LECAD Law Enforcement Centralized Access Development 

LEISS La~ Enforcement Information Sharing System 
- ~~--

LESC Law Enforcement Support Center 
~--~~ 

LPR Lawful Permanent Residents 
-

MCC Mobile Command Center 

MD 
~ 

Management Directive - ~ 

MS Microsoft 
-

NCIC National Crime Infonnation Center 
-

NISPOM National Industrir~J Security Program Operating Manulll 
NIST National Institute of Standards and Technology 

NSA 
f--

National Security Agency 
NSEERs National Secunty Entry and Exit Registration System 

O&M Operations and Maintenance 
OAST Office on Accessible ~ystems and Technology 

----- -------0 
OCIO omce of the Chief Information Officer I 
OCONUS Outside of the Continental United States 
ODC Other Direct Cost 

~-

01 Office of Investigations - -
OIT Office of Information and Technology 

OMB Office of Management and Budget 
-

OPR Office of Professional Responsibility 

PCN Potomac Center North - -----

PCTS Parole Case Tracking System 
PHOENIX Palantir Big Data Platform 

-

PM Program Manager 
--- --

PMO Program Management Office 

PMP Project Management Professional 

POP Period of Performance 

PSU Personnel Security Unit 

QAP Quality Assurance Plan 
QASP Quality Assurance Surveillance Plan 

QCP Quality Control PIau , 
RAPTOR Palantir Data Index Tool 
RELRES Relationship Resolution 

-

RFD Request for Deviation 

ROI Records of Investigation 
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-
SHV S ensitive But Unclassified 

--

SCI S ensitive Compartment~d Information 

SCR S ystem Change Request 

SOA S ystem Design Alternative 
--------- -

sou S ysterns Development Division 

SEACATS S cized Asset and Case Tracking System 

ystem Enterprise Lifecycle SEI"::"C'---___ ~S 

l"S~E"'N _____ S ignificant Event Notification 

SEVIS S tudent Exchange Visitor Infonnation System 

SLA ____ ~S ervice _Level Agreement --- ,---

SLM S ystem Lifecycle Management 

SOP S tandard Operating Procedure 

SOW S tatement of Work 

SRD S ystem Requirements Docmnent 

SW S oftware 
- - - -----

TAIS T elecommunications and Automated Information Systems 

TLS I 'clephone Linkin~ System 

ransition Management Plan 
-----

TMP ____ --.:..T 

TO T ask Order 

TRM 1 'echnical Reference Model 

--

-

. --

op Secret 
-

TS _____ -'T 

TTU T rade Transparency Unit 

VAT V ser Acceptance Testing 
-----

USCIS V nited States Citizenship and Immigration Services 

US-VISIT ___ ~U nited States :ViSitor and Immigrant Status Indicator Technology 

VPN V irtual Private Network 
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rSI~UI'& of por<OIl 0lJ11><W~ to .s/IJII) 

NSN 7540.()1·152-tlO70 30 (ruJV, 10..ro) 

Previous . ditioo unusable 

" 
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REFERENCE NO. OF DO"JMENT 8EING CONTINUED 

CONTINUATION SHEET GS-35F-0086C/HSCETC-13- F-00030/l'OC002 

NAME OF OFFEROR OR CONTRACTOR 

PALANTIR TECHKCLOGI~S IKe 

ITEM NO 

(A) 

SUPPLIES/SERVICES 

{EI 

Ob:icated Amount 70r this Modi:~cation; 
Kb)(4) I 

[ raN~e'Wl:T=o=t=a==l==O=b=':Jigatcd Amou~t for this Aw~rd: 
lilb)(41 I 

Incz:emenLill Funded Amount changed from $0.00 to 
l(b)(4 ) I 

CHANGES FOR :'.1Ni:; 1'l'I:;tJ: NJMB~R; 1001 

Obligated Amount :or this modi.::""ication: 
Ilb)(41 I 
I Inc::-err.cntal Funded Amount changed from $0.00 Lo 
l(b)(4) I 
I:-,creme::1.-:ally Funded. through date of 08/06/20l4. 
is added 
Exercised option 

CHANGES FOR LIKE ITEM NUMEER: 1006 
Obligated Amoun-: for this modification: 

kb)(4) I 
Incremental FlJnded fI_ffiOllr,t changed fro:n $0. OC to 

kb)(4) 

:ncrementi'.lly Funded through date of 09/26/2014 
:"5 added 
~xcrciscd option 

CHANGES FOR LINE ITEM ~UMEER: :007 
I~ncrementally Funded through date of 03/13/2014 
:"5 added 
~xercised opLlon 
Pu~suant to FAR 52.232-18 (nvai:ability of Funds) 
cla-.;.se 

Period of Perf"or:nar_ce: 06/14/20:'3 Lo 03/13/2015 

Change Item lCOl to read as follows (amount 5ho ... m 
is the ob:igated amount) : 

Option Year 1 (3/:4/14 to 3/13/1,) 

QUANTITY~NIT 

~C} (D) 

UNIT PRICE 

(E) 

AGO 

2 

AMOUNT 

(FI 

! 

100: l32-34-PT-?G-10000l Palantir Operations and 
Maintenance Support Se.cvlces. This is a 
firrn-f i xeci price op~ional CT.TN for annual s;.:pport 
ilod miiiot~nnn'----:A of ."ifi Pilli'mtir Gotnarr 1,i08nSE'8. 
This CLIN includes ?alaLtir Phoenix and Palantir 
Mobile at no additional cost_ to ::he Government. 

56 ~A ~L[b~1I4~1 ____ ,-____________ --" 

2'ully Funded Obliga-:ion Flrno-cmt 1(bX4) 

Incrementally ?unded furtount: kbX4) 
I 

I 
l n r o· 

(b)(4);(b)(7)(E) 

,",5,", 754o.01·15~~67 

2018-ICLI-00009 3644 
~,- . .. -' .. ~-~,- ----~---'-- --.~.--;::- ~-j ~.2;." 

OPTION"'- FORM 3~ (.-..s~> 
Spon. or.d b>J GSA 
FAR (~a C!'R) S3_110 
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REFEIIENCE NO OF COc..J.1ENT e~ING COIiT1NUEO 

CONTINUATION SHEET Gs -3~F-r. nfl6U/HSCE.TC-13-F- O:J 030/P00002 

NME OF OFFEROR OR COfoITRACTOR 

P~LANTIR T:3CHNOLQG TF.S I NC 

oruo NO 

(A ) 

1 0C6 

b}(4 );(b }(7}(E) 

~his Fi um-Fixed Pr i ce CLIN i s i~c ~emental ly 

funde d a s out 1 ',ned a bove anc in Atta chnen L 1 . 
'l'he c on tracto r i s net au::ho rize d to continue Io.'c:::k 
on t h i s CLIN l:>eyonc. 8/6/2 014. If the con tract o:­
c ont i nues wo~ k pas t thi s da t e p r ior to add i t i on a l 
f unding be i n g o l:l J.iga t ed , t h ey do 50 At: the i r own 
r.is k. Funds ',..rill b G o b lig<l Led, when a v a :"_ab l e, 
v i a a separate m(')(! i,fi ca" io;:-, to t h is tas k o r de r 
c:::der . 

Ch a nge I t em lC06 to r l'lad as f o ::' l o...,s(ancunt S::Oloffi 
i s ~hc ob:'igaLed <)lU:.Iunt l : 

Opl i o:: Ye a r 1 (3/14 /:.4 to 3 / 13 / 15) 

P':' - PG-I0 8001 Ann'..:.al Supp o r t ana C1ainten ancc fo ::: 1 
Palantir Go tham Li ce~s e , pe r serve r core. 
Oeployed tn s upport of DARn'S. T~_l .:3 i::l i;a 

f '::'L'm- f ixed p r i ce CLIK' for annual s upport a nd 
maint ena~ce o f 176 Pala n ti r Got han Licenses from 
3/14/2014 to 3/13/?015 . 

J.ou ll y Funded Obligation Amcunnt~""~~'~4~'§§§§5JI 
Inc:rell".entally E".:.ndcd Amoun::; 1(b}(4) I 

Account i ng In£o : 

'T hi s Firm- Fix~d Price CLIN i s iIl(.; r emental ly 
t"unde d as outl ined ahove a nd in A::tach.lIont 1 . 
The C:lntractor is ::ot o:..:.thorized ::0 con t inu e wo r k 
on this CLIN beyond 9/26/20 1 4 . ~ t Lhe contractor 
conLin'.,;.e~ work pa st t h is d a r."'" p r i or to a dd i tL:mal 
f ll~dtng be ing obligated, Lhey d o 50 a t the i r o·..tn 
r i sk . ?unds ·.., i ll be o;,liga t ed , ',.:hem avai l able , 
v ia a sepa r i;lte modif i cation to t his t a lik order 
orde r . 

Change It em 1007 to read a s fol lows (amoun t liho'",n 
is the ob' :l. ga t ed amou nt ) : 
Continu e d .. . 

OUAHTITY NIT 

(C) :)) 

UNIT PRICE 

(E ) 
~""T 

(F, 

7 

17 6 EA rb}(4) I 
'------,------' 

OPTlor..ALFORM WI (4-a\I 
S~O"""dD1 \lSl\ 
fAA IU CfR) ~. 11 0 

2018-ICLI-00009 3645 
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REFERENCE NO OF oc...~...MENT SW,G CONTINUED 

CONTINUATION SHEET GS-35F-008 EU/HSCETC-13- F-00030/P00002 

NAME OF OFFEROR OR CONTRACTOR 

PALnNTIR TECHNOLOCl~S INC 

ITEM NO. SUPPLIES/SERVICES 

(A) (B) 

Option Year 1 (3/14/14 to 3/13/ 1 5) 

1007 ?T-P::;-OOOOOl Pal2.:1t. ir Gotham ?erpetu2. l Li ccnse, 
pee server core. No addi':ional user l icenses 
requ] r e d. I :-.cludes i :-,itial year O&M. Deployed 
in support of EID. This is a ::i rrr.-fixed price 
CLIN foe 80 ~alilnLi:: Got~:a:m Perpe::ua l Licenses 
and annual support ane.. :naintenancc f or the 
inclusio:-_ of -::he EID ciataset from 3/l~/.?:O1<1 to 
3/13/2015. 
fully Funded Ob l '..qat i on Amc)'c:nt jlh\14\ I 
I n c:::cmentally fu::ded Amount: kb}(4) I 
_l':.cco C:llt ing :n10: 

(b}(4);(b}(7)(E) 

This Firm-Fixed Price CLIN i s subject t o Fl'IR 
52.232- 1 8 (AvallabLiLy c:: Funds) c:"ause "' out:"ined abov e and '..n At ::achment 1. Option 
Pe::::"cd 1 i s being exe r c'..sed; howevar, no funds 
ha'Je been made ava i :"able at Lhi.s t i ne. The 
contractor is :'lO~ a'c:thorized to per for:n work 0:1-

this CLIN llut i i. funciing ha, been :nade availah l a 
aDd obligat ed to t hi s CLlN. If Lhe contractor 
performs '",ork on t h is eLI"! p ~ iOT:" to f u r.di ng bei ng 
obligated, they do '0 at their cwn risk. P"c:nds 
will :Oa obl.i gated, when available, via 0 separate 
modl::icatien to th'..s task o r der o r de r . 

QUANTITY ", UNTT PRICE ,.,MOUNT 

(e) D) (~) ( F ) 

80 EA b}(4) 

NSN 704v.ol·,5;1·~CB7 OPTION.4L FOR~ ~iffi (4-00) 

SpooO<Jf<dbyGSA 
F"IH~~CFR) oJ.'N 

2018-ICLI-00009 3646 
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I 

I 

, 

Contract: GS-35F-0086U (Palantir 1. . :ho[ogies Inc) 
Task Order: HSCETC-13-F-00030 
Mod: POOOO2 
Title: FALCON Operations and Maintenance Support Services 

Ceiling and Funding Information 

f tiQ[ tQ this action This action 

Total Task Order Fixed Price $ D Total Obligated Funding $ 

$ 

$ D $ 

$ 

$ . Task Order Ceiling wI Options 

Conuacting Officer 

@X6),(b)(7XC) I 
DHs/ICE/IT AD 

8011 StNW 

Washington, DC 20001 

Telephone: 202-732~ 
Emai l¥ b)(6),(b)(7)(C) 

COR 
I{bX6),(b)(7XC) I 

$ 

Begins 

6/ 1412013 

$ 

Per iod of Performance 

Task Order Administration 

Ends 

3113/2015 

Contract Specialist 

libX6) (b)(7)(C) I 
DHS/ICEIlTAD 

80118tNW 

Washington, DC 2000 I 

Telephone: 202-73~ 

Email: kb)(6);(b)(7}(C) 

Contracting Officer Representatives (COR/AeOR) 
ACOR 

libX6Mb)(?XC) 

Management and Program Analyfit 

DHS - ICE - HSI - IS&IM 

Management and Program Analyst 

DHS - ICE - HSI - IS&lM 

500 12th St NW 

Washington, DC 20024 

Telephone: 202-732i(b)(6),( I 
Email: kb)(6l.(b)(7)(C) 

Attachment Number 

I 

500 12th St SW 
Washington, DC 20524 

Telephone: 201-732kb)(6) I 

Emailkb)(6),(b)(7)(C) 

Li~r of Attachments aDd Otber Documents 

Attachm ent Title Date Number of Pages Cross Document Vrrsion 
Reference 
Materials 

Attachment 1 11612014 2 POOO02 

-_. 
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~ .. 

Contract: GS-35F-0086U (Palantir Technologies Inc) 
Task Order: HSCETC-13-F-00030 
Mod: P00002 
Title: FALCON Operations and Maintenance Support Services 

I. This modification obligates funding and exercises Option Period I as outlined below: 

(a) Contract Line Item Numbers (CLINs) listed below are incrementally funded as shown in the below table. For 
these CLINs, the sum of$llb)14) I of the total Firm-Fixed Price (FFP)ofKb}(4) I is presently available 
for payment and allotted to this task order. These are the only CLINs under Option Period I that will be exercised. 
This funding table will be updated via task order modification when additional funding is provided. 

eLIN CLIN Price I 
Incremcntal I Amount Required I Incrementally I 
Fundin~ to Fullv Fund Funded Through 

1001 b)(4) 

1006 

*1007 

Totals 
. . 

,. Subject to FAR 52.232-18 (Avatlablhty of Funds) clause . 

(b) For CLINs identified in paragraph (a) as not fully funded, the Contractor agrees to perfornl up to the point at 
which the total amount payable by the Government, including reimbursement of authorized tennination costs in the 
event oftennination of those CLINs for the Government's convenience, does not exceed the total amount currently 
allotted to the CLINs not fully funded under the task order. The Contractor is not authorized to continue work on 
those CLINs beyond that date. The total amount payable by the Government in the event of such termination of 
those CLINs identified in paragraph (a) above includes costs, profit, and estimated/negotiated termination settlement 
costs for those CLINs. The Government will not be obligated in any event to reimburse the Contractor in excess of 
the amount allotted to the CLINs of the task order regardless of anything to the contrary in any other clause, such as 
the clause entitled "Tennination for Convenience of the Government" or paragraph (I) entitled ;'Tennination for the 
Government's Convenience" of the clause at FAR 52.212-4, "Commercial Terms and Conditions-Commercial 
Items." 

(c) Notwithstanding paragraph (i) below, the Contractor will notity the Contracting Ofticer in writing at least 30 
days prior to the date when, in the Contractor's best judgment, the work will reach the point at which the total 
amount payable by the Govemment, including any cost for tennination for convenience, is approximate 85 percent 
ofilic total amount then allotted to the contract for perfonnance of the applicable CLINs. The notification will state 
(1) the estimated date when iliat point will be reached and (2) an estimate of additional funding, if any, needed to 
continue performance. The notification will also advise the Contracting Officer of the estimated amount of 
additional funds that will be required for the timely performance of the CLINs funded pursuant to this task order. If 
after such notification additional funds are not allotted by the date identified in the Contractor's- notification, or by 
an ab'Teed substitute date, the Contracting Officer will terminate allY CLINs for which additional funds have not 
been allotted, pursuant to the clause of this contract authorizing tetmination tor the convenience of the government, 
such as the clause entitled "Tennination for Convenience of the Govemment" or paragraph (I) entitled "Termination 
for the Government's Convenience" of the clause at FAR 52.212-4, "Commercial Tenns and Gonditions­
Commercial Items." 

(d) When additional funds are allotted for continued perfonnance oftile CLINs identified in paragraph (a), the 
parties will agree as to the period of contract performance which will be covered by the funds. The provisions of 
paragraphs (b) through (d) will apply in like manner to the additional allotted funds and agreed substitute date, and 
the task order will be modified accordingly. 

(e) The Government may at any time prior to tennination allot additional funds for the performance of the CLINs 
identified in paragraph (a). 

(1) The tennination provisions of paragraphs (a) through (i) do not limit the rights of the Government under the 
clause entitled "Default" or "Tennination for Cause." The provisions of this clause are limited to the work and 

Attachment 1 
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! , 
I , 

Contract: GS-35F-0086U (Palantir Technologie5 Tnc) 
Task Order: I!SCETC-13-F-00030 
Mod: POOOO2 
Title: FALCON Operations and Maintenance Supporl Services 
allotmt!nt offund~ for the CLlNs set forth in paragraph (a). This clause no longer ilpplies om:t: the task order is fully 
funded. 

(g) Nothing in this clause affects the right of the Govenunent to tenninatc this task order pursuant to the clause of 
this task order entitled "Termination for Convenience orlhe Government" or paral;. .... aph (I) entitled "Tennination for 
the Government's Convenience" of the clause at FAR 52.212-4, "Commercial Terms and Conditions-Commercial 
(terns," 

(h) Nothing in this .c lause shall be construed as authorization orvulunlary services whose acceptance is otherwise 
prohibited under 31 U.S.C. 1342. 

(i) The parties contemplate that the Government will allot funds to Ibis task onkr from time to time as the need 
arises and as funds become available. There is no fixed schedule for providing additional funds. 

2. Contractors shall use these procedures when submitting an invoice. 

Invoice Submission: 

• Primary method of submis..<; ion is email. Invoices shall be submitted to: 
I(bX6);(b)(7XC) I 

Each email shall be in 8 .pdffonnal; contain only one (I) invoice and the subject line of the email will annotate the 
invoice number. 

• Alternate method of submission is fax. Invoices shall be submitted to: 
802-288-j(bX6f 

Each fax shall have a cover sheet identifYing point of contact, phone number and number of pages. 

Note: The Contractor's Dunn and Bradstreet (O&B) DUNS number must he Itctive in the System for AWaJ"d 
Management (SAM) a4'h\l7\1Fl L 

f.ontent of Invoices: Each invoice submission shall contain the following infi.mnatiun: 

(i) Name and address of the Contractor. The name, address and DUNS number on the invoice MUST match the 
infonnation in both the Contract/Agreement and the information in the SAM; 
(ii) Dunn and Bradstreet (0&8) DUNS number; 
(iii) Invoicc datc and invoice number; 
(iv) Agreement/Contract number, contract line item number aDd, if applicable, the order number; 
(v) Description, quan.tity, unit ofmeas~ unit price and extended price of tile items delivcred; 
(vi) Shipping number and date of shipment, including the bill oflading number and weight of !<ihipmenl ir shipped 
on GO\'l.!mment bill of lading; 
(vii) Terms of any discount for prompt payment offered; 
(viii) Rcmit to Address; 
(ix) Name, title, and phone number of person to notity in event of defectivc invoicc; 
(x) Whether the invoice is "Interim" or "Final" and 
(xi) TCE program office designated on order/contract/agreement. 

In accordance with Contract Clause, FAR 52.212-4(gX l), Conlract Tcrms and Conditions - Commercial Items, or 
"FAR 52.232-25(aX3), Prompt Payment, as applicable, the informarion identilied above is required with each invoice 
suhmission. 

p."yment Inquiries: Questions regarding invoice submission o r payment, please contact ICE Financial Operations at 

J ·877-491-{)521 or bye-mai l at I(bX6).(b)(7XC) I 

Attachment 1 
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I 
I 

.... NDMENT OF SOLICITAOONJllOOIFICATION OF CONTRACT 

IC!:/ Info Tech Sv~/IT Services 
Immigrat i on and Customs ~nforcernsnt 
Office o f Acquisitio~ Ma~aqement 

!:J OI I Stree:: Nt), kb)(6Hb)(7)(C) J 
Wa.s hington DC 20~36 

PA:~~TIR TECHNOLOGI~S IKC 
~ OO HAMILTON AVENUP. 
SOJ. 'l ':£ 300 
?ALO ALTO 2A 943011650 

3621 30 DOC 

lCE/Info Tech Svs/ IT Senrice.s 
Imni gration and Custo:ns En f'o:!'cemf.!:'.t 
Office o f Ac q ui s,ition Man.!llgerr,ent 
B01 I St reet Nw. kbX61-, XZX P 
At tr'_ : khwn lhY])(Cl _ 

011 .. ,. m .... ~ ...:.~pt d ~~ ..... prior 10 !he III:U' 3M <kite ~ied In .... StIII<I8IIon or as ~ bV _ d Ihtfollow¥lg m~ i~l By ="'pI",*"" 

1t<!nI.811tld 1~ iIL'II:Ira~ ~ oilhollm('n:M-.mt; (bJ8y ~m~ '-plc:4 :tQ.~ .... onead1 copyot lheo:f<it _ ",itIf,d; or(c) BV 

5<I;>aIato __ orh<"IJ"""'...tIet!R:Ion.s. ra!!Irt!'oCe \Q 1M solidllIbOO . r.lamu.1dm .. t_o.n F .... lURE OF YOUR A.CK.<l QW.EOGEJ.!ENTTO Be PoeCENal AT 
n.E I'tACE OESIGNA.TEO FOR T1-E RECEIPT OF OFl"'ERS ~~IOR TO THE HOUR ANO OATE Sf'ECIFED MAY RESULT IN REJECTION OF VOUR OPfER K I>y 
vim» cltr; . arT!9nd,,,,,n()'CIJ oIi;'wrq 10 m""!)" aI1l)hr.lINd!' Sl.t>m itted, wch ct>'~1,Jol m&Y ta mad"Oy leie;J"am or lener, pr(WiOed e..m t""'grem or~" "" ke, refer.nce 
Ie the IJOlicilalion 8r1(!this.m.r.dmer\l, , rod is r_ vQd pric:lO !t1e """ning t ...... and dote &l)eeilled. 

12. ACCOUNTING ... ND APF "-OI' Fi:I ... TION DAT ... (l'",a<Jif8d; Ne t Increase: b)(4) 
Stle Schedul e 

13. nus ITE .. ON LY APPL IES TO lM:)o.~TlON OF COfITRACT$IOftCI(RS.. IT MODIFIES TM' COrfll\ACTIOf«)ER NO. AS CUCI'll8l!D IN ITEI4 14. 

OIECKOtE 

B. THE ABOVE NUr~BERED CONTAACTIOFi:DER IS MODIFIED TO Fi: ERECT THE ADMINISTRATIVE CHANGES (sucll U Cha,V"$ iI'Ip~ylng~. 
~ppropd8~M Clar.!. etc) SET FORTH IN ITEM 14, PURSUANT TO TtE AU TI-I ORITY OF FAR ~3. 103(O), 

U ,,",utd rv .. , 

x 
H"" oU 'L,,~' ''~ , ,,L "bI<E ~,,"NT IS ENTEREu INTO PUR 

Pursuant Lo FAR ~2.2 1 7- 9 (Opt i o~ to Extend the Te rm of th e Contract) c l a use 
IJ. VI M"" I"'~ IrI» at ~ _1'UlIIOIF.'y) 

I:. IWO RTANT: CQI1\reCtoc o copies to 1M .. ~ eff'oel. 

14, DESCRIPTION OF AMENDMENTIMOD IFICATlON (Otpllllztd by UCF :;ectiM ""1IdI"i'. IfI(JW'-ng sOl:cilaiion/coo(rflCI8UOj<Jcl mader .,here re,,,-O/e, ) 
DUNS Numbe~: 36213C952 
Exempt Ac-;:ion : h' 

'i his modification obliga tes f undi ng: and fully [1;11::13 Opt ion Periori 1 Cl. IN5 ~hat we r e 
p r ev i ou.<;ly i llcreme:-;tally :'unded. See attachM_ 

LIST OF' CHANGE:S: 
Reaoon for ~od~fication : Funding Only Actio~ 

Ob.' .. igated M .ount for this MOdificat ~ CJn : ~~i~§~~~~~~======:::J Neloo' Total Obl iga ted .rl.rmunt f or thi s Awa_ni: 
Tnc remental ~~nded Amount chan~ed from 

ContL~ucd ... 
EllcepilS provided he~in, aI term, IItI d conorlic n. of the :IOC..mOnI r..r",oooed in Item 9 ... Of , b)(6),(b)(7)(C) 
1", NAME AND TiTlE OF SIGNER (Type or print) . 

1SB. CONTRACTORIOFFEI'IOFI 15C_ DATE SKlNEO 

;7t;2<t ~"' __ "'''''''iJr1I 
N$N 7~().01 - 1 5:2.acTO I (RE", 10l!l3j 

Pre.:..u..e<tition """.-
C~ , 

~ ,-~. ~.,-' ;'-- - ----.-.-~ ' --- '--- ,_- _. -;·':-i .-----:- , "~ "'1~ l 
_. 

-- -.--.';- - -~ i · 
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REFERENCE NO. OF OOl:utJENT IlEING CO trolNUED 

CONTINUATION SHEET GS - 35F- OOBEU/HSCF,1'C- 13- F- 00030/PQ0003 

NAAlE OF OFFEROR OR COHTAACTOR 

PALANT L .... 'l' I::CHNOLOGI ES INC 

ITEM NO, . SUP~ l I ESISERVlCES QIJANTITY 

IA I IB I le i 

CIlANG!S FOR LINE ITl:Ji NUME&. ... : 1 001 
Ob:"iga~ed Amoun t for t his :nodi =iCil t. i ou : 
kb)(4) I 
I nc !'ement !ll f'unded l\nount ch.anged t rom 

1bX' ) I 
~E~j ACCOUNT: NG COCE ADDED : 
l',ccoun t code : 
b)(4),(b)(7XE) 

---_ .. ---

CHANGES FOR LINE I TEM ~U~3ER : 1 0 :] 6 
Obligat e d Amo'~nt f or thi s rr.odi f icat i on : 

I ncremen ta l Fundec Amount cha nged f rrlm 

~oX') I 
~EW ACCOlJNTIKG CODl'.: A!JCED : 
AC C O '':'Ilt c ede : 
(b)(4);(b}(7}(E) 

--- ---

CHANGES E'OR LI~E ITEM NUII.DER : :'00 7 
Obl :"g ated Amount for t.h ':"s modificat ion : 
Rbl{4l I 
Tncrernenta:!. fu:-:ded AIr.oun": changed f roIT, $0 .00 t o 
b , 

NE_ ACCOUNTING COUi:. ADDED : 
Ac c ou:-.t code: 
S?:E ATTCHMJ:: N'l' A 
Amoun t : kb}(4) I 
Period o f Performa n ce : 06 / 14/2013 ~c 03/ 13/ 201 5 

Change ItA,., 1001 to read os f ol l ows (amou nt: s hown 
is ~he obliga t ed amoun t) : 

Opt.:.on Ye a r 1 (3/ 14 /:"4 to 3 /1 3/15) 

::' 001 132-34-PT- PG-IOO OOl i>1I.1 D.rltir Operat io:-.s a:r.d " Ma int en a n c e Suppor t Se::-v ices . 'n .i :3 is • 
f i rm- fi xed p r i c e opt icn al eLI N for an:-.ual s uppor t 
and l'M:'nt f'!:'lsn c e of 56 PalanLir Go-::ham Licens~!';. 

'l'his CLI N inc l uce s ~s 1.ar.tir ?hocn i x and Pa i antir 
Mobile " no a ddi tional cos t ~o t he Goverrunc:-. t , 
Full y Fund ed Obligation A.",ouil L~b )(4 ) I Cont i :-.ued ... 

N$N 7Mll-Ol·152·SD51 

2018-ICLI-00009 3651 
~-. - ~ ::-.;':. - -~_-·:T_-:-:- ~ . -- . '., 

f'"" UNIT PRICE 

DI lE I 

EA ~b}(4 ) 

.--~ . , 

"" 2 I; 
AMOUNT 

(F) 

OPTIOWIL FOR'" l 3e (,.as) 
S~", ... . ~ <3"" 
FA"! f4f UR) 53.I ID 

~-
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REFERE NCE NO. OF DOCUME NT BEHG CONTINUED 

CONTINUATION SHEET GS-3 ~F-0086U/HSCETC- 13- :.-:J0030/pa0003 
NAME OF OFFEIil:OR OR CO NTRACTOR 

PAL},KTI R TECHNOLOS "'" ES INC -
ITEM NO. 

IA) 
5UPPlIES/SERVlCES 

m: " 

I nc r eme nt a lly Funde d A:no:.;nt : 

Ao .- ' "0 c, . 
b)(4 ),(b)(7)(E) 

4 

Change I:: em 1006 t o .cei:1d a, f cllow$ (amount 
is t h e QCl i-g a t e d amount.> : 

Opt ion Ye.!r 1 (3/14/14 La 3 /1 3/:;..5) 

100 6 PT- PG-1 00 JO l Anm.:.al Support and M8 .in te~ance 

Pa l a nti r Gotham L.; c e:'.se, p e r s erver cor i? o 
Dep .1 oyed i n s u pport o f DARTT S . Thi.s is " 

5ho,",'11 

!:Qr 

::irm- fi xed pri ce CLIl\ [or annu a l suppor t and 
ma i n t e na:-.ce of 176 Pa l ant ir Goth aru ::i c e n ses from 
3/14{:'0 1 4 to 3/:'3!2C15 . 
t ·ully Fund ed Obligat i on M.O un d b}( 4) I 
-:"n creme:-. t al1y Funde d Amn\ln t : kb)(4) I 

Accoun ti n~ I n fo : 
b)(4),(b)(7)(E) 

Chang e Item IG07 t o .r ead "' follows (ac-cunt s hOW:: 
i , t he ob l ':'gll.t.ed amc u Qt) : 

Cption Yea r 1 (3/ :.4/14 to 3/:' .1/1 .5) 

:onti:m cd .. . 

OUJ\NTITY ~" UN'lTPRICE 

(e) 0: (S) 

. 176 • ~bX4) 

'"""~ 
, F ) 

OPTIONAL FORM ~~ (~) 

Spofl5<>H< ~J .. s,o. 
FAR (~ CFRj »'''0 

~, . 

7 

I 

, . . 
~ ·· f 
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.1 

1 

~ ... 

- -------r===" REF EREMCE NO. OF O"'vJME.'::;.C,O::"C,C,G=-=""::::":::'U,,C,;:------------
CONTINUATION SHEET CS-3 5f-CO-S6U /HSCF.'l'C- 13- E"- OOC3'J/POC003 

NAME OF OFFEROR OR CONTRACTOR 

PALA.~TIR 'l' J:;CHNOLOGB S INC 

"'" "'. 
(A' 

SUPPLIE~ERVlCE.S 

' RI 
OUANTlTY NIT 

(C) :Dl 
UNrr Pt«:E 

{E l 
""" .. " 

( F ! 

, 

1007 P'I'-PG- OOOO OI Po,l ant i!: Got~. am Pe rpetuill License, 
per serve r core. No a.ddi t ional user li:::c:,.ses 
required . Includi'lS i:". i tia l year O&M. De ployed 
i n support of .E;·I D. Thi s is r.. f irn- fixed pdc e 
CLIN f or 8 0 Pil lanti:: Got~:.am Perpetua,l. :'icensas 
a nd annual :;upport and maintenancoi! ~o r t he 
i r:c l".:.sio n o f the 1.:1 D dataset f rOIn 3/ 14 / 20H "..0 

3/13 /201': . 

ao EA b)(4) J 
~-----.--------~ 

E"u l l y F .;.nded obligation AmO.J.nH'~V~h}{~4~}§§§§?' 
Incremen7. Ali y Funded Amo unt : Kb}(4) I 

Accoun t i.na 1n-:o: 
b)(4);(b)(7)(E) 

. 

~~ 754M','~~D81 OPTIONAL 'OfIlIA 336 (~ BIlI 
Spor\>ofocl .... cou. 
fAA (4A Cl'R) u no 

2018-ICLl -00009 3653 
. ~.' - ; ~ . 
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-. 

Contract: OS-35F-0086U (Palantir 1 ;nologies Inc) 
Task Order: HSCETC-1 3-F-1l0030 

Mod: PO0003 
Title: F.A.LCON Operations and Maintenance Support Services 

Total Task Order Fixed Price 

Total Obligated Funding 

Task Order Ceiling wI Options 

Contracting Officer 
~b}(6); (b}(7}(C) I 

DHSlICEI!TAD 
801 l SlNW 

Washinf:,.>ton, IX 2000 I 

Telephone: 202-73 2~ 
Emailf b}(6),(b)(7}(C) 

$ 
$ 

$ 

Ceiling and F unding Information 

Prior tg this, ~&tion This actigD 

D s 
S EX') 
$ 

Period of Perf orilla nee 

~ 
6/14120 13 

Task Order Administration 

End.~ 

3/1 3/201 5 

$ 

$ 

$ 

Contract Specialist 
Rb)(6);(b}(7)(C) I 
OHS/TCFJITAD 

&0 1 l SI NW 

Washington, DC 20001 

Telephone: 202-732-f b}(61 
Email: Rb)(6),(b)(7)(C) 

COR 
Contracting-Officer Representatives (COR/A COR) 

ACOR 

Managemenl and Program Analyst 

OilS - ICE - HSI - Is&'IM 

500 12th St NW 

Washington, DC 20024 

Telephone: 202-732~ 

Email: kb)(6),(b){7)(C) 

kb)(6Hb)(7)(C) 

Managemem and Program Analyst 

OHS - ICE - HSI - lS&IM 

500 12lh St S W 

Washin!,rton, DC 20524 

Telephone: 202-732~ 

Ema i 1:I{b)(6),(b){7)(C) 

List of Attachments and Other Documents 

Atuuhm4!nt Number Attachm4!nl Tide ""Ie Number orPagt's Cross Document Version 
Reference 
Materials 

I Attachment 1 3/1912014 2 POOOO3 

2018-ICLI-00009 3654 
-- . -"': ~: ' t - ~~ . .,. -- ----- .. ~"" . , , .-:.--:..... """""" 
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Contract: GS-3SF-OOR6U (palantir Technologies Inc) 
Task Order: HSCETC-13-F-00030 
Mod: POD003 
Title: FALCON Operations and Maintenance Support Services 

I . This modjfi cation obligates the remaining funding to fully fund Oplion Period I as outlined below: 

(<I) Contract Line Item Numbers (CLrNs) listed below are fully funded as shown in the below table. 

CLiN eLIN Price I Previous .Funding I This Funding I Tota l CliN 
Actton Action fundin~ 

1001 " a41 

1006 

1007 

Totals 

2. Contractors shall use these procedures when submitting an invoice. 

'nvoice Submissjon: 

• Primary method of submission is email . Invoices shall be submitted to: 
t bX61;(bX7aCl I 

Each email shall be in a .pdffonD8t; contain only one <I) invoice and the subject line of the email will 2Jlnolatc the 
invoice number. 

• Alternate~od of submission is fax. 
802-288-~ 

Invoices shall be submitted to: 

F.ach fax shall have a cover sheet identifying point of contact, phone number Hnd number of pages. 

Nott:: The Contractor's Dwm and Bradstreet (D&B) DUNS number must be active in the System for Award 
Management (SAM) 3t kbX7)(El L 

Content of Invoices; Each invoice submission sllall contain the following infonnatjon: 

(i) Name and address of the Contractor. The name, address and DUKS number on the invoice Y1UST match the 
infonnation in both the ContractlAgrct:ment and the information in the SAM; 
(ii) Dunn and Bradstreet (D&B) DUNS number; 
(i ii) lnvoice dale and Ul\'oice numbt:r; 
(iv) AgreementiContract number, contract Hne item number and, ifapplieable, the order number; 
(v) Description, quantity, unit ofmcasure, unit price and extended price of thc items delivered; 
(vi) Shipping number and date of shipment, including the bill of lading number and weight of shipment if shipped 
on Government bill of lading; 
(vii) Terms of any discount for prompt payment offered; 
(viii) Remit to Address; 
(ix) Name, title, and phone number of person to notify in event of defective invoice; 
(x) Whether the invoice is "Inter im" or "Final" and 
(xi) ICE program office designated on order/contract/agreement. 

In accordance with Contract C lause, FAR 52.2 12-4(g)( I). Contract Terms and Conditions - Commercial Items, or 
FAR 52.232-25(aX3). Prompt Payment, as applicable, the infonnation identified above is required "';'ith each invoice 
submission. 

~ . ~ .. - . . . 

AUachment 1 

2018-ICLl-00009 3655 
. . 
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'. , 
Contract: GS·35F·0086U (Palantir Technologies Inc) 
Task Order: j-jSCETC·I3·},'()0030 
Mod: POOO03 
Tide: FALCON Operations and Maintenance Support Services 
Payment Inquiries: Questions regarding iilVOit:.: submission or payment, please contact ICE Financial Operations at 
1·877491--6521 or bye-mail at F )(6).(b)(7)(C) I 

Attachment 1 
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