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AWARDICONTRACT I' THIS CONTRACT IS A RATED ORDER ~ IRATING IPAGE OF PAGES 
UNDER DPAS (15 CFR 350) 1 66 

2. CONTRACT (Proc. /nst. /den!.) NO. 3. EFFECTIVE DATE e~ :EQUISITIONIPURCHASE REQUEST/PROJECT NO. 

HSCETC-14-C-00002 See Bloc k 20e 192 11 4CIOPE02CM2 . 2 
5. ISSUED BY coo, ICE/TC/ IT SERVICES 6. ADMINISTERED BY ("other rNon /r<9ffl5) CODE ICE/TCIIT SERVICES 
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I mmi gra tion and Customs Enfor-cement Imrnigr-at ion and Customs Enfor-cement 
Office of Acquisition Management Office of Acquisition Management 
801 I Str-eet NW , k hllRl-lhll7ltrl 1 801 I Str-eet NW , kb)(6l:1b)(7)(C) I 

Washington DC 20536 Attn : Bethany Stut l er-
Washington DC 20536 

7. NAME AND ADDRESS OF CONTRACTOR (No .• Srreet. CitY. Coonlly. State and ZIP GoOO) 8. DELIVERY 

F060RIGIN , OTHER (See below) 

PALANT I R USG 9. DISCOUNT FOR PROMPT PAYMENT 

1660 INTERNATIONAL DR STE 800 
MCLEAN VA 221024853 Ne t 30 

10. SU6MIT INVOICES ITEM 
(4 copies unless otherwise s~ified) ~ TO THE ADDRESS SHOWN IN 

COO, 9673917930000 FACILITY CODE 

11. SHIP TO/MARK FOR CODE I CE/CIO 12. PAYMENT WI LL BE MADE 61' CODE ICE-OCIO-TECS-CM-M 
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13. AUTHORITY FOR USING OTHER THAN FULL AND OPEN COMPETITION: 14. ACCOUNTING AND APPROPRIATION DATA 

10 US.C. 2304 (e) ( ) 41 US.C. 253 (c) ( ) See Schedule 

15A. ITEM NO 156. SUPPLlESJSERVICES , ;<0. ' ;0. lSE. UNIT PRICE 15F AMOUNT 

QUANTITY UNIT 

ont inued 
15G. TOTAL AMOUNT OF CONTRACT ~ I S 12,472,82 1.20 

16. TASlE OF CONTENTS 

,'I SEC. I DESCRIPTION PAGE(S) (X) ISEC. DESCRIPTION 

PART I • THE SCHEDULE PART II • CONTRACT CLAUSES , , SOLICITATION/CONTRACT FORM 1 , I , CONTRACT CLAUSES , , SUPPLIES OR SERVICES AND PRICES/COSTS 11 PART III · LIST OF DOCUMENTS. EXHI61TS AND OTHER ATTACH. , C DESCRIPTION/SPECS.mORK STATEMENT 12 , , LIST OF ATTACHMENTS , 0 PACKAGING AND MARKING 13 PART W· REPRESENTATIONS AND INSTRUCTIONS , , INSPECTION AND ACCEPTANCE 14 , REPRESENTATIONS. CERTIFICATIONS AND , > DELIVERIES OR PERFORMANCE I S OTHER STATEMENTS OF OFFERORS , 
G CONTRACT ADMINISTRATION DATA ,. , INSTRS .• CONDS .• AND NOTICES TO OFFERORS , 
" SPECIAL CONTRACT REQUIREMENTS 22 " EVALUATION FACTORS FOR AWARD 

CONTRACTING OFFICER WILL COMPLETE ITEM 17 OR 18 AS APPLICABLE 
17 X CONTRACTOR'S NEGOTIATED AGREEMENT (Cot1!racror Is f9quired 10 sign rhis 

document and ",/um 1 copies to issuing office.) Contract", ag rees to 

furnis h arl(! <leINe< all items", perform all the services set forth '" otherwise identified 

above and on any conbnWlUoo sheets for the cons;<leration stated herein . The nghts and 

obIigatK>ns of the parties to this contract shall tie subject to and governed by the f" 'owing 

documents : (a) this award/contract , (b) the soIi6tatK>n , if any. and (c) svch proviSK>ns. 
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documents: (a) the Gove<nment"s scMicitation arl(! yoo r o ffer. and (b) th is award/contract. 
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CONTINUATION SHEET 
REFERENCE NO. OF DOCUMENT BEING CONTINUED 

HSCETC-14-C-00002 

NAME OF OFFEROR OR CONTRACTOR 

PALANTIR USG 

ITEM NO. 

(A) 

0001 

0004 

1001 

SUPPLIESISERVICES 

(B) 

DUNS Number : 825284321 
This contract is to provide an Investigative Case 
Ma nageme n t System ( ICMS) in accordance with 
Sections A-J and all attachments . 

The total value of t he task order is 
Kb)(4) I The total obligated 
LL ______ ---'. (Requisition no . 

192114CIOPE02CM2 . 2) 

amount is 

The Con t ract Specialist is i h\IRHh\I7\Ir.\ I 
kb)(6Hb}(7)(C) ~ 2 0 2 - 7 3 2 - 1ililliiIf] 

The Contracting Officer is b)(6);(b}(7)(C) 
h\(fl)-( \17\(;\ 202-732 b)(6):( 

The Contracting Officer ' s Representative (COR) is 

kb)(6Hb)(7)(C) 202-732- b)(6H 
Exempt Action : Y 
FOB : Destination 
Period of Performance : 09/26/2014 to 09/24/2019 

Concept (FFP) (FFP shall not exceed 

Base Period (2 months from date of contract award) 
Product/Service Code : 0307 
Product/Service Description : I T AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Trave l 
Base Period (2 months from date of contract award) 
Not- t o-Exceed (NTE) Amount : 'khC'.(4U'====:J 

Obligated Amount : kh\(4\ I 

Accounting Info : 
TECS08l-00l Y6 80-99-00-000 
23-02-0200-00-00-00-00 GE-3l-l5-00-000000 
00-00-0000-00-00-00-00 

000000 

Labor for Transit ion-In (Two Months) and IOC 
FFP : kh\(4\ I 
SLIN 1001A : Completion of Transition- I n : 
k hliAI (5 % of FFP) 

SLIN 1001B : Phase I - Requiremen ts 
Base l ine Installation : kh\(4\ 

Confirmat i on and 
I (l0 % of FFP) 

SLIN 1001C : Phase 2 - Baseline Gap Ana l ysis : 
kh\(4\ I (10% of FFP) 
SLIN 10010 : Phase 3-Code Freeze for laC : 
Continued . . . 

NSN 7540-01· 152-8Oti7 

QUANTITY UNIT 

(e) (0) 

2018-ICLI-00009 3174 

UNIT PRICE 

(E) 

66 

AMOUNT 

(F) 

~b)(4 ) 

kb)(4) 

OPTIONAL FORM:J.3Il (HI6) 
Sponsored by GSA 
FAA 148 efRI 53. 110 
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CONTINUATION SHEET 
REFERENCE NO. OF DOCUMENT BEING CONTINUED 

HSCE TC-14-C-00002 

NAME OF OFFEROR OR CONTRACTOR 

PALANTIR USG 

ITEM NO. 

(A) 

1002 

1003 

SUPPLIESISERVICES 

(B) 

kb)(4) (25% of FFP) 

SLIN lODl E : Phase 4-IOC Integration and Testing : 
Kb)(4) I (50 % of FFP) 

Obligated Amount : k~btl)(~4I) ==~~==~ 
Product/Se rvice Code : 0307 
Product/Se rvice Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Accounting Info : 
TECS081-001 YS 80-99-00-000 
23-02-0200-00-00-00-00 GE-31-1S-00-000000 
00-00-0000-00-00-00-00 
000000-000000-000000-000000 000000 

Funded: .""!I ••• Accou nting I nfo : 
TECS081-001 Y6 80-99-00-000 
23-02-0200-00-00-00-00 GE-31- 1S-00-000000 
00-00-0000-00-00-00-00 

o 0 0 0 0 0 - ~~:!!.9.!!.!!.!2 ~ - 0 '0 0 Oil 0 000000 
Funded : 

ICM Software License : Enterprise Lice n se for 
10 , 000 users and the scope of wor k described i n 
t he PWS _ 

license to 

mainte na nce, wh ich i nc l udes updates , patches , and 
Upgrades released during the term (Support and 
Mainte na nce) _ 

F F P: k~bQi}(~4 }C::::=:=C:::;:J 
Option Period 1 (10 months) 

ObI i g a ted Arno u n t : !kb~}(~4U}=;::;;::;==::J 
Product/Service Code : 0307 
Product/Service Description : I T AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Accounting Info : 
TECS081-001 YS 80-99-00-000 
23-02-0200-00-00-00-00 GE-31-1S-00-000000 
00-00-0000-00-00-00-00 
000000-
Funded: 

Other Direct Costs (ODCs) 

000000 

NTE Amou n t (Cost - Reimbursabl e) 
Optio n Period 1 ( 1 0 months) 
Product/Service Code : D307 
Product/Service Description : I T AND TELECOM- IT 
STRATEGY AND ARCH ITECTURE 

Continued __ _ 

NSN 7540-01 _152-8Oti7 

QUANTITY UNIT 

(e) (0) 

2018-ICLI -00009 3175 

UNIT PRICE 

(E) 

66 

AMOUNT 

(F) 

kh\(4\ 

OPTIONAL FORM:J.3Il (HI6) 
Sponsored by GSA 
FAA 148 CfRI 53. 1 10 
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CONTINUATION SHEET 
REFERENCE NO. OF DOCUMENT BEING CONTINUED 

HSCE TC- 1 4-C-00002 

NAME OF OFFEROR OR CONTRACTOR 

PALANTI R USG 

ITEM NO. 

(A) 

1004 

2002 

2003 

2004 

2005 

SUPPLIESISERVICES 

(B) 

Trave l 
Option Period 1 (IO months) 
NTE Amount ; kh\(4\ I 
Obligated Amount ; i h)(4) I 

Accounting Info : 
TECS081-001 Y6 80-99-00-000 
23-02-0200-00-00-00-00 GE-31- 1S-00-000000 
00-00-0000-00-00-00-00 

000000 - ~~::r)QQr)(} 0-0 '0 OOlJ 0 
Funded :~ 

000000 

r eM Soft ware License : This annual FFP l icense 
cost includes renewa l o f one year of Produc t 
Support and Ma i nte nance , which includes updates , 
patc hes , and Upgrades released in Option Period 
2 . 
FFP : kb}(4) I 
Option Per i od 2 (12 
Amount : kh\14\ 

09/25/20 15 

mo nths) 
I (Option 

Product/Service Code : D307 

Li ne Item) 

Product/Service Description : I T AND TELECOM- I T 
STRATEGY AND ARCHITECTURE 

Other Direct Costs (ODCs) 
NTE Amount (Cost-Reimbursable) 
Option Period 2 (12 months) 
Amount : ~(Opt ion Line Ite m) 
09/25/20 15 
Produc t/Service Code : 0307 
Product/Service Description : I T AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Travel 
Opt i on Per i od 2 
NTE Amou n t : kb)(4) 

Amou nt : kh\(4\ 

09/25/2015 

(12 months) 

I 
I{ Optio n Line Item) 

O& M (to include Tier 2 and Tier 3 Service Desk 
Support ) 

Mo n t hly FFP : ~0b~)(~4I) ====~1 Tota l FFP : ~kb~}(~4[} ======~1 
Optio n Period 2 (12 month s) 
Amou n t : kb)(4) IOption Line I tem) 

09/25/20 15 
Product/ Service Code : 030 7 
Product/ Service Descr ip tion : IT AND TELECOM- I T 
STRATEGY AND ARCHITECTURE 

Continu ed . . . 

NSN 754()'()1 152..s067 

QUANTITY UNIT 

(e) (0) 

12 MO 

2018-ICLI-00009 3176 

UNIT PRICE 

(E) 

b)(4) 

66 

AMOUNT 

(F) 

kb)(4) 

OPTIONAL FORM:J.3Il (. 86) 
Sponsored by GSA 
FAA 148 CfR) 53. 1 10 
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CONTINUATION SHEET 
REFERENCE NO. OF DOCUMENT BEING CONTINUED 

HSCE TC-14-C-00002 

NAME OF OFFEROR OR CONTRACTOR 

PALANTIR USG 

ITEM NO. 

(A) 

2006 

3002 

SUPPLIESISERVICES 

(B) 

Optio na l System Enhancements for FOe 
Option Period 2 (12 months) 
Labor-Hour (LH)/NTE Amount : 0kh~\~(4U\========~1 
NTE Number of Hours and Hourly Rate for each 
labor category as follows : 

Applications 
Hours, Fh\ld\ 

Applica t ions 
Hours, WhV4\ 

Deve l oper 
I/Hour 

Develope r 
t Hour 

(Associatej- NTE 4 , 800 

(Intermediatej- NTE 7 , 680 

Principal Software Development Manager- NTE 1 , 920 
Hours, IlhllAI I /Hour 

Configuration Management Specialist- NTE 960 
Hours, kh\14\ VHour 

Da t abase Specialis t (I n t ermediate )- NTE 1 , 920 
Ho urs, kb)(4) VHour 

Principal Systems Archi t ect- NTE 1,920 Hours , 

Wh\(4 \ I/ Hour 
I nformation Assura nce (Associa t e)- NTE 960 Hours , 
kh\(4\ IJ Hour 

Project Manager - NTE 1,920 Hours , Wh\(4 \ VHour 
Requ i rements Analyst (Intermed i ate) - NTE 1 , 920 
Hours , k hliAI VHour 

Principal Systems Engineer - NTE 1 , 920 Hours , 
k hliAI I/ Hour 
Technical Writer/Techn ical Editor- NTE 960 Hours , 

Kb}(4) VHour 
Test 
kh\(4 \ 

Test 

kh\(4 \ 

Engineer 
IJ Hour 

Engineer 
VHour 

(Associa te)- NTE 3 , 840 Hours , 

( Intermedia te)- NTE 1 , 920 Hours , 

Amoun t: i h\(4 \ I( Opt ion Line Item) 

09/25/2015 
Product/Service Code : D307 
Product/Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

ICM Soft ware Lice ns e : This annual FFP l ice ns e 
cost includes renewal o f one year of Produc t 
Support and Mainte nance , which includes upda tes , 
patches , and Upgrades released in Option Period 

3 . 

FFP : Kb\(4\ I 
OPtion~;~eriod 3 1 2 m~o:nthS) 
Amount . 

09/25/2 
Product/Service Code : 0307 
Product/Service Description : 
STRATEGY AND ARCHITECTURE 
Continued ... 

Li ne Item) 

I T AND TELECOM- IT 

66 

QUANTITY UNIT UNIT PRICE AMOUNT 

(e) (O) (E) (F) 

NSN 754()'()' '52-8067 OPTIONAL FORM:J.3Il (. 86) 
Sponsored by GSA 
FAA 148 CfR) 53. , 10 

2018-ICLI -00009 3177 
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CONTINUATION SHEET 
REFERENCE NO. OF DOCUMENT BEING CONTINUED 

HSCE TC-14-C-00002 

NAME OF OFFEROR OR CONTRACTOR 

PALANTIR USG 

ITEM NO. 

(A) 

3003 

3004 

3005 

3006 

SUPPLIESISERVICES 

(B) 

Other Direct Costs (ODes) 
NTE Amount (Cos t-Reimbursable) 
Option Period 3 (l2 months) 
Amount ; kb}(4) (Option Line Ite m) 
09/25/2016 
Product/Se rvice Code : 0307 
Product/Service Description : I T AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Travel 
Opt ion Period 3 
NTE Amount : kb)(4) 

Amount: kb)(4) 

09/25/2016 

(l2 months) 

I 
I (Opt ion Li ne Item} 

O&M (to include Ti er 2 a nd Tier 3 Service Desk 

Support) ~ffi:===:::J 
Mo nthly FFP : Kb)(4) ITot al FFP : ~kbil}(~4L} ===JI 
Optio n Period 3 ( l 2 months) 
Amou n t : kb)(4) I{Option L ine Item) 

09/25/2016 
Product/Service Code : D30 7 
Product/Service Description : I T AND TELECOM- I T 
STRATEGY AND ARCH ITECTURE 

Optional System Enhancements 
Option Period 3 (12 months) 
Labor-Ho ur (LH)/NTE Amou n t : Kb)(4) I 
Not-to-E xceed (NTE) Number of Hours a nd Hour ly 
Rate for each labor category as follows : 

App l ica t ions 
Ho urs, ¥b)(4) 

Develope r 
VHour 

(Associate)- NTE 4 , 800 

App l ica t ions Develope r (Intermediate)- NTE 7 , 680 

NSN 754()'()' '52-8067 

QUANTITY UNIT 

(e) (0) 

12 MO 

2018-ICLI-00009 3178 

UNIT PRICE 

(E) 

~b)(4 ) 

66 

AMOUNT 

(F) 

OPTIONAL FORM:J.3Il (. 86) 
Sponsored by GSA 
FAA 148 eFR) 53. , 10 
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CONTINUATION SHEET 
REFERENCE NO. OF DOCUMENT BEING CONTINUED 

HSCE TC-14-C-00002 

NAME OF OFFEROR OR CONTRACTOR 

PALANTIR USG 

ITEM NO. 

(A) 

4002 

4003 

4004 

4005 

SUPPLIESISERVICES 

(B) 

Technical Writer/Techn ical Editor- NTE 960 Hours , 
i b)(4) VHour 

Test Engineer (Associa tej- NTE 3 , 840 Hours , 
kb)(4) IHour 

Test Engineer ( Intermediatej- NTE 1 , 920 Hours , 
kb)(4) I/Hour 

Amoun t: kh\(4\ I (Opt ion Line Item) 

09/25/2016 
Product/Service Code : D307 
Product/Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

reM Software License : This annual FFP l ice ns e 
cost includes renewal o f one year of Produc t 
Support and Ma i nte na nce , which includes updates , 
patches , and Upgrades released in Opt ion Period 
4 . 

FFP : kb)(4) I 
Optio n Period 
Amou n t : kb)(4) 
09/25/2017 

4 (12 months) 
kOption Line Item) 

Product/Service Code : 0307 
Product/Se rvice Description : I T AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Other Direct Costs (ODCs) 
NTE Amount (Cost-Reimbursable) 
Option Period 4 (12 months) 
Amoun t: ~(Option Line I t em) 
09/25/2017 

Product/Service Code : 0307 
Product/Service Description : I T AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Travel 
Opt io n Period 4 
NTE Amo unt : kb)(4) 
Amount: kh\14\ 

09/25/2017 

(12 months) 
I 

i(option Line Item) 

O&M (to i nc l ude Ti er 2 a nd Tier 3 Service Desk 
Support) 
Mo n t hl y FFP : Rh\14 \ I Total FFP : $887 , 040 . 00 
Optio n Period 4 ( 1 2 months) 
Amount : Rh\14 \ HOpt i on Line Item) 
09/25/2017 
Product/Service Code : 0307 
Continued ... 

NSN 754()'()' '52-8067 

QUANTITY UNIT 

(e) (0) 

12 MO 

2018-ICLI-00009 3179 

UNIT PRICE 

(E) 

b)(4) 

66 

AMOUNT 

(F) 

OPTIONAL FORM:J.3Il (. 86) 
Sponsored by GSA 
FAA 148 CfR) 53. , 10 
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CONTINUATION SHEET 
REFERENCE NO. OF DOCUMENT BEING CONTINUED 

HSCE TC-14-C-00002 

NAME OF OFFEROR OR CONTRACTOR 

PALANTIR USG 

ITEM NO. 

(A) 

4006 

5001 

SUPPLIESISERVICES 

(B) 

Product/Service Description : IT AND TELECOM I T 
STRATEGY AND ARCHITECTURE 

Optional System Enhancements 
Option Period 4 (12 months) 
Labor-Ho ur (LH) /NTE Amount : .kh~'""il'=====JI 
Not-ta-E x ceed (NTEl Number of Hours and Hour ly 
Rate fo r each labor category as follows : 

Applica t ions 
Hours, kb)(4) 

Develope r 
t Hour 

(Associatej-NTE 4 , 800 

Applica t ions Develope r (Intermediatej- NTE 7 , 680 
Hours, kh\(4\ lI Hour 

Principal Software Development Ma nager- NTE 1 , 920 
Hours, kb}(4) I/Hour 

Configuration Management Specialist- NTE 960 
Ho urs, kh\14\ VHour 
Da t abase Specialis t (I nt ermediate )- NTE 1 , 920 
Ho urs, kb)(4) I/ Hour 
Principa l Systems Architect - NTE 1, 920 Hours , 

i h\14\ VHour 
Information Assura nce (Associate) - NTE 960 Hours , 
kh\14\ I/ Hour 
Project Manager - NTE 
Requ i rements Analyst 
Hours , Rh\14\ VHour 

1, 920 Hours , 0kh"'"""'==~VHour 
(Intermed i ate) - NTE 1 , 920 

Principal Systems Engineer- NTE 1 , 920 Hours , 
JlhllAI I/Hour 
Technical Writer/Techn ical Editor- NTE 960 Hours , 
kb)(4) Ii Hour 
Test Engineer (Associa tej- NTE 3 , 840 Hours , 

kb}(4) VHour 
Test Engineer (In t ermediatej- NTE 1 , 920 Hours , 
khllAI I/Hour 

Amoun t: @llh"'(;""' ====:::JI(,Opt ion LineItem) 
09/25/2017 
Product/Service Code : 0307 
Product/Service Description : I T AND TELECOM- IT 
STRATEGY AND ARCHITEC TURE 

Labor for two (2) month t ra nsition-ou t per i od 
Monthly FFP : Kb)(41 

Option Period 5 
Amount : i b)(4) IOption Line Item) 
07/25/2019 
Product/Service Code : 0307 
Product/Service Description : I T AND TELECOM- IT 
STRATEGY AND ARCH ITECTURE 

Continued ... 

NSN 754()'()1 152..s067 

QUANTITY UNIT 

(e) (0) 

2 MO 

2018-ICLI -00009 3180 

UNIT PRICE 

(E) 

b)(4) 

66 

AMOUNT 

(F) 

OPTIONAL FORM:J.3Il (. 86) 
Sponsored by GSA 
FAA 148 CfRI 53. 1 10 
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CONTINUATION SHEET 
REFERENCE NO. OF DOCUMENT BEING CONTINUED 

HSCE TC-14-C-00002 

NAME OF OFFEROR OR CONTRACTOR 

PALANTIR USG 

ITEM NO. 

(A) 

5002 

5003 

5004 

5005 

5006 

SUPPLIESISERVICES 

(B) 

reM Software License : This annual FFP license 
cost includes renewal of one year of Product 
Support and Maintenance , which includes upda tes , 
patches , and Upgrades rel e ased in Option Period 
5 . 

F F P : ~kb~X~4 }C:::C::::::;::==~I 
Opt ion Period 5 (ID months) 
Amoun t: kb)(4) I(Opt ion Line Item) 

09/25/2018 
Product/Service Code : D307 
Product/Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Other Di rec t Costs (ODes) 
NTE Amou n t (Cost-Reimbursable) 
Opt io n Period 5 (ID months) 
Amount : ~(Option Li ne I t em) 
09/25/2018 
Product/Service Code : D307 
Product/Service Description : I T AND TELECOM- IT 
STRATEGY AND ARCH ITECTURE 

Trave l 
Optio n Period 5 
NTE Amount : kb)(4) 

Amount : kh\14\ 
09/25/2018 

(l0 months) 

I 
I (Option Line Item) 

O&M (to include Tier 2 and Tier 3 Service Desk 
Support) 
Mo nth ly FFP : kb)(4) I Tot a l FFP : Kb}(4) I 
Opt ion Period 5 (12 months) 
Amoun t: ~b)(4) IOption Line I t em) 
09/25/2018 
Product/Service Code : 0307 
Product/Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Opt ional System Enhancements 
Opt io n Period 5 (10 months) 

Labor-Ho ur (LH) /NTE Amou n t : .kh~'""~'=====JI 
Not- t o-Exceed (NTE) Number of Hours a nd Hourl y 
Rate f or each l abor category as follows : 

Appl i cations 
Hours , kb)(4) 

Appl i cations 
Hours , kb)(4) 

Deve l oper 
I/Hour 

Deve l oper 
II Hour 

(Associate) - NTE 4 , 800 

(Intermediate) - NTE 7 ,680 

Principal Software Development Manager- NTE 1 , 920 
Continued ... 

NSN 754()'()1 152..s067 

2018-ICLI-00009 3181 

QUANTITY UNIT UNIT PRICE 

(e) (0) (E) 

12 MO Kb)(4) 

66 

AMOUNT 

(F) 

OPTIONAL FORM:J.3Il (. 86) 
Sponsored by GSA 
FAA 148 CfR) 53. 1 10 

[bX4} I 
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CONTINUATION SHEET 
REFERENCE NO. OF DOCUMENT BEING CONTINUED 

HSCE TC- 1 4-C-00002 

NAME OF OFFEROR OR CONTRACTOR 

PALANTI R USG 

ITEM NO. 

(A) 

SUPPLIESISERVICES 

(B) 

Hours , kb)(4\ VHour 

Configuration Management Specialist- NTE 960 
Hours , kb)(4) t HoUI: 

Database Specialist ( Intermed iate)- NTE 1 , 920 
Hours , kb)(4) t HoUI: 

Principa l Systems Architect- NTE 1 , 920 Hours , 
~b)(4 ) I /Hour 

I nforma t ion Assurance (Assoc ia t e)- NTE 960 Hours , 
kh\14\ VHour 
Pro j ect Manager- NTE 1 , 920 Hours , kb\(4) VHour 

Requirements Analyst ( I n t ermediate)- NTE 1 , 920 
Ho u rs , kh\14\ VHour 

Principal Systems Engineer- NTE 1 , 920 Ho u rs , 
~h\IA \ V Hour 

Tech n ical Writer/Tec hn ical Editor- NTE 960 Hours , 
kh\(4\ I/ Hour 

Test 
kb}(4) 
Test 

kh\(4\ 

Engineer 
VHour 

Engineer 
I; Hour 

(Assoc i ate)- NTE 3 , 840 Ho u rs , 

( In t ermed i ate)- NTE 1 , 920 Ho u rs , 

Amount : kb\(4\ kOption Li ne Item) 
09/25/20 1 8 
Product/Service Code : D307 
Product/Service Description : I T AND TELECOM- I T 
STRAT EGY AND ARCHITECTURE 

The total a mou n t of award : 0kh"'"(4['==========:J1 The 
obligation for th i s award is s hown i n box 1 5G . 
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• 
HSCETC-14-C-OOOO2 

INVESTIGATIVE CASE MANAGEMENT SYSTEM 
PALANTIR 

SECTION B - SUPPLIES/SERVICES AND PRICES/COSTS 

B. I-TYPE OF CONTRACT 

This contract is a hybrid finn-fixed price (FFP)/labor-hour (LH) contract with FFP, LH , and Cost 
Reimbursement (CR) CUNs; CR type CUNs will onl y be used for Other Direct Costs (ODCs) 
and Travel. 

B.2-CLIN STRUCTURE 

The Offeror shall furnish all personnel , facili ties, equipment, material , supplies, and services 
(except as may be expressly set forth in this contract as furnished by the Government) and 
o therwise do allihings necessary to, or incident to, perfonning the work specified in Attachment 
I-Pcrfonnance Work Statement (PWS) for the ICE Investigative Case Management requirement. 

B.3-TRAVEL 

Travel is not expected under this contract. Any required travel will be reimbursed in accordance 
with the Federal Travel Regulations. Travel Not-to-Exceed (NTE) Amounts have been provided 
in Section A-Schedule and arc sel as follows: 

CU N 0004: bX· t 
CUN 1004: 
CUN 2004: 
CUN 3004: 
CUN 4004: 
CLIN 5004: 

Profit shall not be applied to travel costs. Contractors may apply indirect costs to travel in 
accordance with the Contractor's usual accounting practices consistent with FAR 31.2. 

Travel CLiNs will be invoiced monthly. Travel requires pre-approval from the COR. 

B.4-NA ICS AND PSC 

NAICS Code: 54 151 2 Computer System Design Services, Size Standard: ~ 
PSC Code: 0307 Automated Infonnation Systems Design and Integration Services 
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SECTION C-PERFORMANCE WORK STATEMENT 

See Section J, Attachment I-Pcrfonnance Work Statement 
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SECTION D-PACKAGING AND MARKING 

This section is left intentionally blank. 

Page 13 of66 

2018-ICLI -00009 3185 



epic.org 003784EPIC-17-08-14-ICE-FOIA-20181024-8thInterim-Production-pt1

HSCETC-14-C-OOOO2 
INVESTIGATIVE CASE MANAGEMENT SYSTEM 

PALANTIR 

SECTION E-INSPECTION AND ACCEPTANCE 

E. I-INSPECTION OF SERVICES: CLAUSES INCORPORATED BY REFERENCE 

Clause Descript ioll Date 

52.246-3 Inspection ofSupplies-Cost-Rcimbursement MayO I 

52 .246-4 Inspection of Services-Fixed Price Aug-96 
Inspection-Time and Malerial and Labor-

52.246-6 Hour M.y·O I 
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INVESTIGATIVE CASE MANAGEMENf SYSTEM 

PALANTIR 

SECTION F-DELIVERlES AND PERFORMANCE 

F.I- CLAUSES INCORPORATED BY REFERENCE 

Clause Description Date 

52.242· 15 Stop-Work Order Au.·89 

52.242- 17 Government Delay of Work Apr·84 

F.2·PLACE OF PERFORMANCE 
Work, meetings, and briefings will be perfonncd primarily at the Government sites located at 
801 1St. NW, Washington, D.C and 500 I th St, SW, Washington, D.C. 

Note: For the Base Period (Proof of Concept), the Contractor will perfonn work on the 
Contractor' s site and on the Contractor' s systems. 

F.3·PERIOD OF PERFORMANCE 
The PoP will consist of a base period and fi ve (5) option periods as follows: 
Base Period : September 26, 2014 to November 25, 2014 (Two (2) months from date of award· ) 
Oplion Period I : November 26, 2014 10 Seplember 25, 2015 (len (10) months) 
Option Period 2: Seplember 26, 2015 10 Seplember 25, 2016 (Iwelve (12) monlhs) 
Oplion Period 3: Seplember 26, 201610 Seplember 25, 2017 (twelve (12) monlhs) 
Oplion Period 4: Seplember 26, 2017 10 Seplember 25, 201 8 (twelve (12) monlhs) 
Oplion Period 5: Seplember 26,201 8 10 Seplember 25, 2019 (Iwelve (12) months) 

· The Base Period and Option Period I will be exercised at the lime of award . 

F.4·DELlYERABLES 
See Sect ion J, Attachment I-Perfonnance Work Statement that includes all delivcrables and 
work products. Note: All deliverables that are a "Major System Technical Data Deliverable" or 
"Major System Technical Data Work Product" in the following table (that are al so li sted in the 
PWS) are subject to FAR 52.227-21 , Technical Data Declaration, Revision, and Withholding of 
Paymenl.Major Systems (DEC 07): 

Work ProductIDeliverable Title DeliverablelWork Product 

ICM System Proof of Concept COTS Suite Major System Technical Data Deliverable 
Auachment l -PWS, Dcliverable 3. 1.1 

ICM System Proof of Concept COTS User Documentation Major System Technical Data Deliverable 
Auachment I-PWS, Deliverable 3.1.2 

ICM System Requirements Verification Matrix Major System Technical Data Deliverable 
Attachment l· PWS. Deliverable 3.2. 1 

ICM System Baseline Gap Analysis Major System Technical Data Deliverable 
Attachment I-PWS, Deliverable 3.3.1 
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ICM System Data Migration Plan 
Major System Technical Data Deliverable 

Attachment I-PWS, Deliverable 3.3.3 

ICM System Design Document (DO) 
Major System Technical Data Deliverable 

Attachment I-PWS. Deliverable 3.3.4 

ICM System Design Review Presentation 
Major System Technical Data Deliverable 

Attachment I-PWS, Deliverab le 3.3.5 

Requirements Traceability Matrix Major System Technical Data Work Product 
Attachment I -PWS, Deliverable 3.3.2 

ICM System Data Management Plan 
Major Systcm Technical Data Deliverable 

Attachment l-PWS, Deliverable 3.4.1 

ICM System Deployment Plan 
Major System Technical Data Deliverable 

Attachment I-PWS, Deliverable 3.4.2 

ICM System Development Test Plan 
Major System Teclmical Data Deliverable 

Attachment I-PWS, Deliverable 3.4.3 

ICM System Performance Analysis Plan Major System Technical Data Deliverable 
Attachment I-PWS, Deliverable 3.4.4 

ICM System Training Plans and Materials Major System Technical Data Deliverable 
Attachment I-PWS, Deliverable 3.4.5 

ICM System Version Description Document 
Major System Technical Data Deliverable 

Attachment l-PWS, Deliverable 3.4 .6 

ICM System Software Major System Technical Data Deliverable 
Attachment I-PWS, Deliverable 3.4.1 1 

Contingency Plan (CP) Major System Technical Data Deliverable 
Attachment I-PWS, Deliverable 3.5.6 

Contingency Plan (CP) Test Results 
Major System Technical Data Deliverable 

Attachment l -PWS, Deliverable 3.5.7 

Development Test Analysis Report 
Major System Technical Data Work Product 

Attachment I -PWS, Deliverable 3.5.8 

ICM System User Manuals/Guides 
Major System Technical Data Deliverable 

Attachment I-PWS, Deliverable 3.5. 1 

ICM System Maintenance Manual(s) Major System Technical Data Deliverable 
Attachment I-PWS. Deliverable 3.5.5 

Software Documentation Major System Technical Data Deliverable 
Auachment I-PWS, Deliverable 3.5.4 

ICM System Administration and Operations Manual Major System Technical Data Deliverable 
Attachment l -PWS, Del iverable 3.5.2 

Information Assurance Plan Major System Technical Data Deliverable 
Attachment 1-PWS, Deliverable 3.5.3 

Transition Management Plan Major System Technical Data Deliverable 
Attachment I-PWS. Deliverable 3.9.1 
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Plan for Extraction of ICE Data in the ICM System Major System Technical Data Deliverable 
Attachmem I -PWS, Deliverable 3.9.2 

Final Updated ICM System Documentation Major System Technical Data Delivcrable 
Anachmen\ l -PWS, Deliverable 3.9.3 

F.S-DELIVERY INSTRUCTIONS 
All deliverables shall be submitted in electronic fonnat no later than 4:00 PM on the 
deliverable's due date. All electronic versions of the deliverables shall be submitted in MS 
Office 201 0 or compatible. 

Electronic deliverables shall be submitted to the COR at the following e-mail address: 
1bX6) (bX7XC) I 

items must be approved by the Program Manager (PM) and/or the appropriate Government 
authority to be considered "acceptable." The Government will provide written acceptance, 
comments, or change requests within ten (10) business days from receipt by the Government of 
all required Contract deliverables, with the exception of Software Versions and Releases. 

Upon receipt of the Government comments, the Contractor shall schedule a collaborative session 
with the Government within five (5) business days to review any comments or change requests. 
Aftcr thc collaborative session, the Contractor shall have ten (10) business days to incorporate 
the comments or changes, and resubmit the deliverable to the Government. 

F.6-NOTICE REGARDING LATE DELIVERY 
The Contractor shall notify the COR as soon as it becomes apparent to the Contractor that a 
scheduled deliverable will be late. The Contractor shall include in the notification the rationale 
for late delivery of the deliverable, the expected date for the deliverable, any consideration 
provided by the Contractor, and Ihe impact of the late delivery of the deliverable on the project. 
The COR, Program Manager, and Contracting Officer wi ll review the new schedule and the 
Contracting Officer will provide guidance to the Contractor. 
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~ECTION G-CONTRACT A DM INISTRATION DATA 

G.I-TECHNICA L DIRECTION AND SU RVE ILLANCE 
a) Perfonnance of the work under this contract shall be subject to the surveillance and written 

technical direction of the COR, who shall be specifically appointed by the Contracting 
Officer in writing. Technical direction is defined as a dircctive to the Contractor which 
approves approaches, solutions, designs, or refi nements; fi ll s in detail s or otherwise 
completes the general description of work of documentation items; shifts emphasis among 
work areas or tasks; or otherwise furnishes guidance to the Contractor. Tcchnical direction 
includes Ihe process of conducting inquiries, requesting studies, or transmitting infonnation 
or advice by the COR, regarding matters within the general tasks and requirements in Section 
C of thi s CONTRACT. 

b) The COR does not have the authority to, and shall not, issue any technical direction which: 

I . Constitutes an assignment of additional work outside the PWS; 
2. Consti tutes a change as defined in the contract clause entitled "Changes"; 
3. In any manner causes an increase or decrease in the total price or the time req uired for 

contract perfonnance; 
4. Changes any of the expressed tenns, conditions, or specifications of the 

contract; or 
5. Interferes with the Contractor's righ l lo perfonn the specifications of the 

contract. 

c) All technical di rections shall be issued in writing by the COR via e-mai l. The Contractor shall 
proceed promptly with the perfonnance of technical directions duly issued by the COR. Any 
instruction or direction by the COR which falls within one or more of the categories defined in 
(b)(I) through (5) above, shall fo llow the procedures in FAR 52.243·7. 

G.2-CONTRACTING OFFICER'S REPRESENTATIVE 
The COR for thi s contract is 

Alternate COR for this contract ,,' L-====='-~ 

G.3-INVOIC ING AND PAYMENT PROCEDURES 
Invoicing Instructions 

Service Providers/Contractors shall use these procedures when submitting an invoice. 

I . Invoice Submission: Invoices shall be submitted in a .pdffonnat in accordance with the 
contract tenns and conditions via email to: 

tb)(6Hb)(7)(C) 
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Each email shall contain only (I) invoice and the invoice number shall be indicated on the 
subject line of the email. 

Alternative methods of invoice submission include United States Postal Service (USPS) mail or 
fax . The mailing address of DHS ICE Financial Operations is: 

DHS, ICE 
Financial Operations - Burlington 
P.O. Box 1620 
Williston, VT 05495- 1620 
A TIN: ICEIPEOrrECS 

Note: the Contractor's Dunn and Bradstreet (0&8) DUNS Number must be registered in the 
System for Award Management (SAM) at https://www.sam.govpriortoawardand shall be 
notated on every invoice submitted to ensure prompt payment provisions are met. The ICE 
Program Office identified in the award shall also be notated on every invoice. 

The Contractors Data Universal Numbering System (DUNS) Number must be registered and 
active in the System for Award Management (SAM) at https://www.sam.govpriortoawardand 
shall be notated on every invoice submitted to ensure prompt payment provisions are met. The 
ICE program office identified in the task order/contract shall also be notated on every invoice. 

Alternate method of submission is fax. Invoices shall be submitted to: 
(802)-288-7658 (include a cover sheet with point of contact & # of pages) 

2. Content of Invoices: Each invoice submission shall contain the following infonnation: 
(i) arne and address of the Contractor. The name, address and DUNS number on the 
invoice MUST match the infonnation in both the Contract/Agreement and the 
infonnation in the SAM ; 
(ii) Dunn and Bradstreet (D&B) DUNS number; 
(iii) Invoice date and invoice number; 
(iv) Agreement/Contract number, contract line item number and, if applicable, the order 
number; 
(v) Description, quantity, unit of measure, unit price and extended price of the items 
delivered; 
(vi) Shipping number and date of shipment. including the bill of lading number and 
weight of shipment if shipped on Government bill oflading; 
(vi i) Tenns of any discount for prompt payment offered; 
(viii) Remit to Address; 
(ix) Name, title, and phone number of person to notify in event of defective invoice; 
(x) Whether the invoice is "Interim" or "Final" and 
(xi) ICE program office designated on order/contract/agreement. 

In accordance with Contract Clause, FAR 52.212-4(g)( I), Contract Tenns and Conditions 
Commercial Items, or FAR 52.232-25(a)(3), Prompt Payment, as applicable, the infonnation 
identified above is required with each invoice submission. 
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3. Payment Inquiries: Questions regarding invoice submission or payment, please contact ICE 
Financial Operations at 1-877-491-6521 or bye-mail at OCFO.CustomerSCTVice@ice.dhs.gov 

CLIN 1 OOI-firm-Fixed Price (FFP) shall be invoiced for based on the percentage of each 
Sub-Contract Line item Number (SUN). Once the deliverable for each SLIN is accepted 
by the Government, the Contractor shall submit an invoice for the percentage of FFP 
li sted in the SUN. The FFP percentage allocated to each SLIN is as fo llows: 

SLiN No. Deli \'('rablefPhase Amo unt 

SUN I~Ol A Completion of Transition-In rb)(4) 

I 
SU N 10018 Phase 1: Requirements fOX') 

Confirmation and Baseline 
Installation 

SLlN IOOIC Phase 2: Baseline Gap Analysis fOX' ) 

SLiN 10010 Phase 3: Code Freeze for IOC 

r
bX41 I 

SLI N tOOl E Phase 4: IOC Integration and 
Tcsting 

I fOX' ) 

Labor Hour CLINs: 
Materials on T &M Orders must comply with FAR 52.232-7 Payments Under Time-and­
Materials and Labor Hour Contracts (Aug 2012). 

Cost Reimbursable CL.lN (Other Direct Costs) CLINs: 
The contractor may invoice monthly on the basis of cost incurred for the Other Direct 
Cost (ODC) CLiNs. The invoice shall include the period of perfonnance covered by the 
invoice and the CLIN number and name. In addition, the contractor shall provide the 
following detailed infonnation for each invoice submitted, as applicable in spreadsheet 
fonn : 

Item purchased 
Cost 
Date expensed 
Documentation of prior COR approval 

All cost presentations provided by the Contractor shall also include applicable indirect 
cost. 
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The contractor may invoice monthly on the basis of cost incurred. The invoice shall 
include the period of perf om lance covered by the invoice and the CLIN number and 
name. In addition, the contractor shall provide the following detailed information for 
each invoice submitted, as applicable in spreadsheet form; 

Project Total Travel: This will identify all current and cumulative travel on the project. 

The listing shall include separate columns and totals for the foll owing. at a minimum: 

Date Expensed 
Authorized Travel Event Number 
Days of Travel 
Documentation of COR approval prior to travel 

Travel shall be in accordance with the Federal Travel Regulations (FTR). The contractor 
shall be reimbursed for actual. allowable, and reasonable cost . not to exceed the amount 
shown in the schedule. Profit shall not be applied to travel costs. Contractors may apply 
indirect costs to travel in accordancc with the contractor's usual accounting practices 
consistent with FA R 31.2. 

In order to ensure that an accurate invoice is submitted, the Contractor shall coordinate the 
invoice with the Contracting Officers Representative (COR) before sending the invoice to 
Financial Operations Buri in&rton. 

Payment Inquiries: Questions regarding invoice submission or payment, please contact ICE 
Financial Operations at 1-877-491-6521 or bye-mail at OCFO.CustomerService@ice.dhs.gov 

G.4-PAST PERFORMANCE EVALUATIONS 

Interim past performance evaluations will be completed for this contract after the conclusion of 
each 12·month period. The Government will provide past performance evaluations in the 
Contractor Performance Assessment Reporting System (CPARS) within 90 days of the PoP of 
each 12-month period. CPARS is a web-enabled 1001 for the COR to evaluate the Contractor's 
performance and for the Contracting Officer and Contractor to review. comment on, and approve 
evaluations. The tool can be accessed at http://www.cpars.csd.disa.mil. The Contractor will be 
allowed thirty (30) calendar days to submit comments, rebut statements, or provide additional 
information. Comments, ifany shall be retained as part of the evaluation record . The completed 
evaluation shall not be released 10 other than Government personnel and the Contractor whose 
perfonnance is being evaluated during the period the infonnation may be used to provide source 
selection information. Past performance information will not be retained for longer than three 
years after completion of a contract. 

Page 21 of66 

2018-ICLI-00009 3193 I 



epic.org 003792EPIC-17-08-14-ICE-FOIA-20181024-8thInterim-Production-pt1

1·ISCETC- 14-C-00002 
INVESTIGATIVE CASE MANAGEMENT SYSTEM 

PALANTIR 

SECTION H-SPECIAL. CONTRACT REQUIREMENTS 

H.I-GOVERNMENT FURNISHED INFORMATION 
The Government will provide the following documents as Government Furnished Infonnation 
(GFI) during the contract: 

Dl.'scription of GFI Dall.' GFI Furnishl.'d Datl.' GFI Returned 

PWS Constraint Documents including Provided with Request for nI. 
the following: Proposals (RFP) 

• Ex hibit A: [CElHSI ICM System Updated versions of GFI. 
Requirements (LES) as versions are approved 

• Exhibit B: ICElHSI Business during the contract period 

Process Dcep Dive Diagrams of perfornlance. 

(LES) 

• Exhibit C: Target Data Model for 
Data Migration (LES) 

• Exhibit D: ICE TECS 
Modernization SE LC Tailoring 
Plan 

• Exhibit E: ICE TEeS 
Modernization ORD 

• Exhibit F: lCf}HSI RACI Chart 
(LES) 

• Exhibit G: ICE TECS 
Modernization TEMP 

Finalized, Baseline Requirements Provided to the Contractor nI. 
at the beginning of each 
release. 
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IU-GOVERNMENT FURN ISHED PROPERTY 
The Government will provide the following items as Government Furnished Property (GFP): 
Note: The Government will not provide GFP during the Base Period: Proof of Concept 

Descri ption of GFP Datl.' Grp r urnish('d Datl.' Grp Retu rned 

ICE Vinual Private Network (VPN) Provided as Contractor is Returned once Contractor 
Tokens and Air Cards cleared for service and employee leaves the contract 

laptops are reimaged. (via tennination or 
reassignment) or the contract 
completion. 

Personal Identification Verification Provided as Contractor is Returned once Contractor 
(PIV) card cleared for service employee leaves the contract 

or contract completion. 

Direct-line access to the ICE Intranet Provided once the Contractor Removed upon contract 
and LAN/WAN access facil ity meets Government completion. 

security requirements 

Blackberry Mobile devices (for Provided at request of the Returned at request of the 
personnel selected by the COR) COR COR. 

Other GFP (thumb drives, iPads. etc) Provided al request of the Returned at request of the 
COR COR. 

Desktop Computers/Laptops Provided as Contractor is Returned upon contract 
cleared for service completion. 

Hardware/Software Proposed by the NIA NIA 
Contractor to be provided by OCID 
Engineering (If required) 

Noll.': The Contractor shall keep an accurate inventory ofG FP, which shall be made available to the Government 
upon request. 

H.3-TRAYEL 
Frequent local travel in the greater D.C. area to Immigration and Customs Enforcement (ICE) 
Office of the Chief Information Officer (OCIO) offices located at 801 I Street NW, Washington, 
D.C., or 500 12th St SW, Washington, D.C., may be required. However, local travel (defined as 
within SO miles of the greater Washington, D.C. area) will not be reimbursed. 

Travel requires pre-approval from the COR. Travel shall be in accordance with the Federal 
Travel Regulations (FTR). The Contractor shall be reimbursed for actual, allowable, and 
reasonable costs, not to exceed the amount shown in the schedule. Profit shall not be appl ied to 
travel costs. Contractors may apply indirect costs to travel in accordance with the Contractor's 
usual accounting practices consistent with FAR 31.2. 

H.4-0THER DIRECT COSTS (INCLUDING MATERIALS) 
All ODCs require pre-approval from the COR. The Contractor shall be reimbursed for actual, 
allowable, and reasonable costs, not to exceed the amount shown in the schedule. Profit shall not 
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be applied to ODCs. Contractors may apply indirect costs to DOCs in accordance with the 
Cont ractor's usual accounting practices consistent with FAR 31.2. 

H.S-REQUIRED APPROVALS FOR TRAVEL AND ODCs 
All requests for Travel and Other Direct Costs must be approved in writing by the ICE COR and 
be appropriately funded prior to incurring costs. The Contractor shall not be reimbursed if the 
appropriate documentation is not provided with the invoice or approved in advance. 

H.6- SECURITY REQUIREMENTS 

H.6.I-SECU RITY REQU IREM ENTS FOR BASE PERIOD OF CONTRACT (PROOF OF 
CONCEPTS) 

Contractors shall complete Attachment 5-BAR FORM and fingerprint cards for each individual 
providing seTVices during the Base Period (Proof of Concepts) of the contract. These individuals 
will be screened (or re-screened if they were previously screened as part of Step 2 of the 
solicitation) to ensure they meet the requirements for perfonnance during the Base Period (Proof 
of Concepts) of the contract to include access to LES Infomlation. Offerors shall submit all 
completed BAR FORMS to the COR via e-mail no later than five (5) business days after award 
of the contract. If the Contractor needs fingerprint cards, the Contractor shall submit a request to 
the COR via e-mai l within three (3) business days of contract award. Further instructions on 
how to submit the fingerprint cards will be provided at the time of contract award. ICE reseTVes 
the right and prerogative to deny and/or rest ri ct access to sensitive and/or LES Government 
infonnat ion or deny ability to perfonn on the contract to any individual whose actions are in 
conflict with the mission of ICE, or whom ICE detennines to present a risk of compromising 
sensitive and/or LES Government infonnation to which he or she would have access to under the 
Base Period (Proof of Concepts) of the contract. The Contractor will be notified if there are any 
personnel that shall be denied access to sensitive and/or LES infonnation or denied ability to 
pcrfonn on" the contract. 

H.6.2·CONTRACTOR PERSONNEL REQUIRED SECURITY LANGUAGE FOR 
SENSITIVE /BUT UNCLASSIFED (SBU) CONTRACTS SECURITY REQUIREMENTS 

GENERAL 

The United States Immigration and Customs Enforcement (ICE) has detennined that 
perfonnance of the tasks as described in Contract HSCETC-14-C-00002 requires that the 
Contractor, subcontractor(s), vendor(s), etc. (herein known as Contractor) have access to 
sensitive DHS infonnation, and that the Contractor will adhere to the following. 

PRELIMINARY DETERMINATION 

ICE wi ll exercise fu ll control over bJfanti ng~ denying, withholding or tenninating unescorted 
government facility and/or sensitive Government infoffilation access for Contractor employees, 
based upon the results of a background investigation. ICE may, as it deems appropriate, 
authorize and make a favorable expedited pre-employment detennination based on preliminary 
security checks. The expedited pre-employment detcnnination will allow the employees to 
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commence work temporarily prior to the completion of the full investigation. The granting of a 
favorable pre-employment detennination shall not be considered as assurance that a favorable 
full employment detennination will follow as a result thereof. The granting of a favorable pre­
employment detennination or a full employment detennination shall in no way prevent , 
preclude, or bar the withdrawal or tennination of any such access by ICE, at any time during the 
lenn of the contract. No employee of the Contractor shall be allowed to enter on duty and/or 
access sensitive infonnation or systems without a favorable preliminary fitness detennination or 
final fitness detennination by the Office of Professional Responsibility, Personnel Security Unit 
(OPR-PSU). No employee of the Contractor shall be allowed unescorted access to a 
Government facil ity without a favorable pre-employment detennination or full employment 
detennination by the OPR-PSU. Contract employees are processed under the DHS Management 
Directive 6-8.0. The contractor shall comply with the pre-screening requirements specified in the 
DHS Special Security Requirement - Contractor Pre-Screening paragraph located in this 
contract, if HSAR clauses 3052.204-70, Security Requirements for Unclassified Infonnation 
Technology (IT) Resources; and/or 3052.204-71 , Contractor Employee Access are included in 
the Clause section of this contract. 

BACKGROUND INVESTIGATIONS 

Contract employees (to include applicants, temporaries, part-time and replacement employees) 
under the contract, needing access to sensitive infonnation, shall undergo a position sensitivity 
analysis based on the duties each individual will perfonn on the contract. The results of the 
position sensitivity analysis shall identify the appropriate background investigation to be 
conducted. Background investigations wi ll be processed through the Personnel Security Unit. 
Prospective Contractor employees shall submit the following completed fonns to the Personnel 
Securi ty Unit through the Contracting Offices Representative (COR), no less than 35 days before 
the starting date of the contract or 5 days prior to the expected entry on duty of any employees, 
whether a replacement, addition, subcontractor employee, or vendor: 

1. Standard Fonn S5 P "Questionnaire for Public Trust Positions" Fonn will be 
submi tted via e-QIP (electronic Questionnaires for Investigation Processing) 
(Original and One Copy) 

2. Three signed eQip Signature fonns: Signature Page, Release of Infonnation and 
Release of Medical Infonnation (Originals and One Copy) 

3. Two FD Fonn 258, ··Fingerprint Card·· 

4. Foreign National Relatives or Associates Statement (Original and One Copy) 

5. DHS 11 000-9, "Disclosure and Authorization Pertaining to Consumer Reports 
Pursuant to the Fair Credit Reporting Act"' (Original and One Copy) 

6. Optional Fonn 306 Declaration for Federal Employment (applies 10 contraclors as 
well) (Original and One Copy) 
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Prospective Contractor employees who currently have an adequate current investigation and 
securit y clearance issued by the Department of Defense Central Adjudications Facility (000 
CAF) or by another Federal Agency may not be required to submit complete security packages, 
and the investigation will be accepted for adjudication under reciprocity. 

An adequate and current investigation is one where the investigation is not more than five years 
old and the subject has not had a break in service of more than two years. 

Required fonns will be provided by ICE at the time of award of the contract. Only complete 
packages will be accepted by the OPR-PSU. Specific instructions on submission of packages 
will be provided upon award of the contract. 

Be advised that unless an applicant requiring access to sensitive infonnation has resided in the 
US for three of the past five years, the Government may not be able to complete a satisfactory 
backh'1'Ound investigation. In such cases, DHS retains the right to deem an applicant as ineligible 
due to insufficient background infonnation. 

The usc of Non· U.S. citizens, including Lawful Pennanen! Residents (LPRs), is not pennitted in 
the perfonnance of this contract for any position that involves access to DHS liCE IT systems 
and the infonnation contained therein, to include. the development and I or maintenance of 
DHS/ICE IT systems; or access to infonnation contained in and I or derived from any DHS/ICE 
IT system. 

TRANSFERS FROM OTHER DHS CONTRACTS: 
Personnel may transfer from other DHS Contracts provided they have an adequate and current 
investigation (see above). If the prospective employee does not have an adequate and current 
investigation an eQip Worksheet will be submitted to the Intake Team to initiate a new 
investigation. 

Transfers will be submitted on the COR Transfer Fonn which will be provided by the Dallas 
PSU Office along with other fonns and instructions. 

CONTINUED ELIGIBILITY 
If a prospective employee is found to be ineligible for access to Government faci lities or 
infonnation, the COR will advise the Contractor that the employee shall not continue to work or 
to be assigned to work under the contract. 

The OPR-PSU may require drug screening for probable cause at any time andl or when the 
contractor independently ident ifies, circumstances where probable cause ex ists. 

The OPR·PSU will conduct reinvestigations every 5 years, or when derogatory infonnation is 
received, to evaluate continued eligibility. 

ICE reserves the right and prerogative to deny and/ or restrict the faci lity and infonnation access 
of any Contractor employee whose actions are in conflict with the standards of conduct, S CFR 

Page 26 of66 

2018-ICLI-00009 3198 



epic.org 003797EPIC-17-08-14-ICE-FOIA-20181024-8thInterim-Production-pt1

HSCETC- 14-C-OOOO2 
INVESTIGATIVE CASE MANAGEMENT SYSTEM 

PALANTIR 

2635 and 5 CFR 3801 , or whom ICE detenni nes to present a risk of compromising sensitive 
Govemment infonnation to which he or she would have access under this contract. 

REQUIRED REPORTS : 
The Contractor will notify OPR-PSU of all tenninationsl resignations within five days of 
occurrence. The Contractor wi ll retum any expired ICE issued identification cards and building 
passes, or those oftenninated employees to the COR. Ifan identification card or building pass is 
not available to be returned, a report must be submitted to the COR, referencing the pass or card 
number, name of individual to whom issued, the last known location and disposition of the pass 
or card. The COR will return the identification cards and bui ld ing passes to the responsible 10 
Unit. 

The Contractor will report any adverse information coming to their allention conceming contract 
employees under the contract to the OPR-PSU through the COR, as soon as possible. Reports 
based on TUmor or innuendo should not be made. The subsequent termi nation of employment of 
an employee does not obviate the requirement to submit this report. The report shall include the 
employees' name and social security number, along with the adverse information being reported. 

The Contractor will provide, through the COR a Quarterl y Report containing the names of 
personnel who are act ive, pending hire, have departed within the quarter or have had a legal 
name change (Submitted with documentation) . The li st shall include the Name, Position and 
SSN (Last Four) and should be derived from systcm(s) used for contractor payroll/voucher 
processing to ensure accuracy. 

Submit reports to the email address Fb~x6~).I§(b~)(71ixil:cI:) ========::J 
EMPLOYMENT ELIG IBILITY 
The contractor will agree that each employee working on this contract will successfu lly pass the 
OHS Employment Eligibili ty Verification (E-Verify) program operated by USCIS to establish 
work authori zation. 

The E-Verify system, formerly known as the Basic Pilot/Employment Eligibi lity veri fication 
Program, is an Intemet-based system operated by DHS USCIS, in partnership with the Social 
Security Administration (SSA) that allows participating employers to 
electronically verify the employment eli gibi lity of their newly hired employees. E-Verify 
represents the best means currcntly avai lable for employers to verify the work authorization of 
their employees. 

The Contractor must agree that each employec working on thi s contract will have a Social 
Security Card issued and approved by the Social Security Administration. The Contractor shall 
be responsible to the Government for acts and omissions of his own employees and for any 
Subcontractor(s) and their employees. 

Subject to existing law, regulations and! or other provisions of thi s contract, illegal or 
undocumented aliens wi ll not be employed by the Contractor, or with thi s contract. The 
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Contractor will ensure that thi s provision is expressly incorporated into any and all Subcontracts 
or subordinate agreements issued in support of thi s contract. 

SECURITY MANAGEMENT 

The Contractor shall appoint a senior official to act as the Corporate Security Officer. The 
individual will interface with the OPR-PSU through the COR on all securi ty matters, to include 
physical, personnel , and protection of all Government information and data accessed by the 
Contractor. 

The COR and the OPR-PSU shall have the right to inspect the procedures, methods, and 
facilities ut ili zed by the Contractor in complying with the securi ty requirements under thi s 
contract. Should the COR determine that the Contractor is not complying with the security 
requirements of thi s contract, the Contractor will be infonned in writing by the Contracting 
Officer of the proper action to be taken in order to effect compliance with such requirements. 

The following computer security requirements apply to both Department of Homeland Security 
(DHS) U.S. Immigration and Customs Enforcement (ICE) operations and to the former 
Immigration and Naturali zation Service operations (FINS). These entities are hereafter referred 
to as the Department. 

INfORMATION TECHNOLOGY 

When sensitive government information is processed on Department telecommunications and 
automated information systems, the Cont ractor agrees to provide for the administrative 
control of sensitive data being processed and to adhere to the procedures governing such data 
as outlined in Df-IS IT Security Program Publicatioll DI1S MD 4300.P"b. or its replacement. 
Contractor personnel must have favorably adjudicated background investigations 
commensurate with the defined sensitivity level. 

Contractors who fail to comply with Department security policy are subject to having their 
access to Department IT systems and faci lities terminated, whether or not the failure results in 
criminal prosecution. Any person who improperly di scloses sensitive information is subject to 
criminal and civil penalties and sanctions under a variety oflaws (e.g., Privacy Act). 

INfORMATION TECHNOLOGY SECU RITY TRAINING AND OVERSIGHT 

All contractor employees using Department automated systems or processing Department 
sensitive data will be required to receive Security Awareness Training. This training will be 
provided by the appropriate component agency of DHS. 

Contractors who are involved with management, use, or operation of any IT systems that handle 
sensitive infonnation within or under the supervision of the Department, shall receive periodic 
training at least annually in security awareness and accepted security practices and systems rules 
of behavior. Department contractors, with significant security responsibili ties, shall receive 
specialized training specific to their security responsibili ties annuall y. The level of training shall 
be commensurate with the ind ividual's duties and responsibilities and is intended to promote a 
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consistent understanding of the principles and concepts of telecommunications and IT systems 
security. 

All personnel who access Department infonnat ion systems will be continually evaluated while 
perfonning these duties. Supervisors should be aware of any unusual or inappropriate behavior 
by personnel accessing systems. Any unauthorized access, sharing of passwords, or other 
questionable security procedures should be reported to the local Security Office or Information 
System Security Officer (lSSO). 

H.6.4-IT SECU RITY REQU IREMENTS 

General 
To ensure the security of tile DH S/ICE infonnation in their charge, ICE Contractors and 
Subcontractors must adhere to the same computer security rules and regulations as Federal 
Government employees unless an exception to policy is agreed to by the prime Contractors, ICE 
Information System Security Officer (ISSO) and Contract ing Officer and detai led in the contract. 
Non-DHS Federal employees or Contractors who fa il to comply with DHSIICE security policies 
are subject to having their access to DHS/ICE IT systems and facilities tenninated, whether or 
not the fa ilure results in criminal prosecution. The DHS Rules of Behavior document applies to 
DH S/ICE support Contractors and Subcontractors. 

Access to Unclassified Facilit ies, Information Technology Resources, and Sensitive 
Information 
The assurance of the security of unclassified faci lities, IT resources, and sensi ti ve infonnation 
during the acq uisition process and contract performance are essential to the DH S mission. DHS 
Management Directive (MD) 11042. 1 Safeguarding Sensitive But Unclassified (For Official Use 
On(y) Information, describes how Contractors must handle sensitive but unclassified 
infonnation. DHS MD 4300.1 Information Technology Systems Security and the DHS Sensitive 
Systems Handbook prescribe policies and procedures on securi ty for IT resources. Contractors 
shall comply with these policies and procedures, any replacement publications, or any other 
cUlTent or future DHS policies and procedures coveri ng Contractors specifically for all Contracts 
that require access to DHS facilities, IT resources, or sensitive infonnation. Contractors shall not 
use or redistribute any DHS infonnation processed, stored. or transmitted by the Contractor 
except as specified in the Contract. 

In te rconnection Security Agreements 
Interconnections between DHS and non-DH S IT systems shall be establi shed onl y through 
controlled interfaces and via approved service providers. The controlled interfaces shall be 
accredited at the highest security level of infonnation on the network. Connect ions with other 
Federal agencies shall be documented based on interagency agreements, memoranda of 
understanding, service level agreements or Interconnection Security A!:,'Teements. The 
Contractor shall work with the ICE OCIO Infonnation Assurance Division (lAD) to complete 
the requi red documentation 
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Security Policy References 
The fo llowing primary DHS/ICE IT Security documents are applicable to Contractor/Sub­
contractor operations supporting Sensitive But Unclassified (SBU) based contracts. Addi tionally, 
ICE and its Contractors must conform to other DHS Management Di rectives (M D) (Note: these 
add itional MD documents appear on DHS-Online in the MD Section. Volume I )000 "Security 
and Volume 4000 " IT Systems". All services provided under this Contract must be compliant 
with DHS 4300A, Sensitive Systems Policy Di rective, DHS Infomlation Security Policy for 
SBU Systems, and 4300A Sensiti ve Systems Handbook. 

Contractor Information Systems Security Officer (ISSO) Point of Contact 
The Contractor must appoint and submi t name to ICE ISSO for approval, via the ICE COR, of a 
qualifi ed ind ividual to act as ISSO to interact with ICE personnel on all IT securi ty matters. 

Protection of Sensitive Information 
The Contractor shall protect all DHSIICE "sensitive info rmation" to which the Contractor is 
granted physical or electronic access by adhering to the speci fi c IT securi ty requirements of th is 
contract and the DHS/ICE securi ty policies specified in the Reference Section above. The 
Contractor shall ensure that their systems containing DHS/ICE information and data be protected 
from unauthorized access, modification and denial of service. Further, the data must be protected 
in order to ensure the privacy ofindividuar s personal info rmation. All contractor employees 
must sign DHS 11 000-6, Non-Disclosure Agreement, prior to accessing any sensitive 
information. The signed agreements must be provided to the COR. 

Information T echnology Security Program 
If performance of the contract requi res that DHS/ICE data be stored or processed on Contractor· 
owned information systems, the Contractor shall establish and maintain an IT Security Program. 
This program shall be consistent wi th the referenced DHSIICE IT security po licy documents and 
at a minimum contain and address the following elements: 

• Handling ofDH SIICE sensitive infonnation and IT resources to include media 
protection, access control, auditing, network security, and rules of behavior 

• Certifi cation and Accredi tation and Federal Information Security Management 
Act (FlSMA) compliance (C&A) of Systems containing, processing or 
transmi tting of DHS/ICE data 

• Training and Awareness for Contractor personnel 

• Securi ty Incident Reporting 

• Contingency Planning 

• Security Reviews 

• Contract Closeout Actions 
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Handling of Sensit ive Information and JT Resources 
The Contractor shall protect DHS/ICE sensitive information and all government provided and 
Contractor-owned IT systems used to store or process DHS/ICE sensitive information. The 
Contractor shall adhere to the fo llowing requirements for handling sensitive infonnation: 

• Media Protection . The Contractor shall ensure that all hardcopy and electronic media 
(including backup and removable media) that contain DHS sensitive infonnation are 
appropriately marked and secured when nol in use. Any sensitive information stored on 
media to be surplused, transferred to another individual , or returned to the manufacturer 
shall be purged from the media before di sposal. Disposal shall be performed using 
DHSIICE approved san itizat ion methods. The Contractor shall establish and implement 
procedures to ensure sensitive information cannot be accessed or stolen. These procedures 
shall address the handling and protection of paper and electronic outputs from systems 
(computers, printers, faxes, copiers) and the transportation and mailing of sensitive media.) 

• Access Control. The Contractor shall control user access to DHS/ ICE sensitive info rmation 
based on positive user identification, authenticat ion and authorization (Roles and Rules 
based) mechanisms. Access control measures employed shall provide protection from 
unauthorized alternat ion, loss, unavailabi li ty, or di sclosure of information. The Contractor 
shall ensure its personnel are b'Tanted the most restrictive set of access privileges needed for 
perfonnance of authorized tasks. The Contractor shall divide and separate duties and 
responsibilities of critical IT functions to different individuals so that no individual has all 
necessary authority or systems access privileges needed to di srupt or corrupt a critical 
process. 

• Auditing. The Contractor shall ensure that ir s Contractor-owned IT systems used to store 
or process DHS/ICE sensitive information maintain an audit trail sufficient to reconstruct 
security relevant events. Audit trail s shall include the identity of each person and device 
accessing or attempting to access the system, the time and date of the access and the log-off 
time, activities that might modify, bypass, or negate security safeguards, and security­
relevant actions associated wi th processing. The Contractor shall periodically review audit 
logs and ensure that audit trail s are protected from modification, authorized access, or 
destruction and are retained and regularly backed up. 

• Network Security. The Contractor shall monitor its networks fo r security events and 
employ intrusion detection systems capable of detecting inappropriate, incorrect, or 
malicious activity. Any interconnections between Contractor-owned IT systems that process 
or store DHSIICE sensitive infonnation and IT systems not controlled by DH S/ ICE shall be 
established through controlled interfaces and documented through fonnal Interconnection 
Security Agreements (ISA). The Contractor shall employ boundary protection devices to 
enforce access control between networks, including Internet and extranet access. The 
Contractor shall ensure its e-mail systems are secure, properly confi gured, and that network 
protection mechanisms implemented in accordance with DHSnCE requirements. The 
Contractor shall conduct periodic vu lnerability assessments and tests on it s IT systems 
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containing DHSIICE sensitive infonnation to identify security vulnerabilities. The results, 
of this infonnation, will be provided to the ICE OCIO for review and to coordinate 
remediation plans and actions. 

• DHS employees and Contractors shall not transmit sensitive DHS/ICE infonnation to any 
personal e-mail account that is not authorized to receive it. 

• Rules of Behavior. The Contractor shall develop and enforce Rules of Behavior for 
Contractor-owned IT systems that process or store DHS/ICE sensitive infomlation. These 
Ru les of Behavior must meet or exceed the DHS/ICE rules of behavior. 

• The Contractor shall adhere to the policy and guidance contained in the DHS/ICE reference 
documents. 

Training and Awareness 

• The Contractor shall ensure that all Contractor personnel (including Sub-contractor 
personnel) who are involved in the management, use, or operation of any IT systems that 
handle DHS/ICE sensitive infonllation, receive annual training in security awareness, 
accepted securi ty practices, and system rules of behavior. The Contractor must use the ICE­
provided annual awareness training and submit to the COTR the certificates of training for 
each individual on the contract. 

• The Contractor shall ensure that all Contractor personnel , including Sub-contractor 
personnel, with IT security responsibi lit ies receive specialized DHS/ICE annual training 
tailored to their specific security responsibilities. The Contractor must use the ICE-provided 
special training and provide certificates oftraining to the COTR. 

• Any Contractor personnel who are appointed as ISSO, Assistant ISSOs, or other position 
with IT security responsibilities, i.e., System/ LAN Database administrators, system analyst 
and programmers may be required to attend and participate in the annual DHS Security 
Conference. 

Certification and Accreditation (C&A) and FISMA Compliance 
The Contractor shall ensure that any Contractor-owned systems that process, store, transmit or 
access DHSIICE infonnation shall comply with the DHSIICE C&A and FlSMA requirements. 
Any work on developing, maintaining or modifying DHS/ICE systems must be done to ensure 
that DHS/ICE systems are in compliance with the C&A and FISMA requirements. The 
Contractor must ensure that the necessary C&A and FISMA compliance requirements are being 
effectively met prior to the System or application 's release into Production (this also includes 
pilots). The Contractor shall use the DHS provided tools for C&A and FlSMA compliance and 
reporting requirements. 
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Security Incident Reporting 
The Contractor shall establish and maintain a computer incident response capability that reports 
all incidents to the ICE Computer Security Incident Response Center (CSIRC) in accordance 
with the guidance and procedures contained in the referenced documents. 

Contingency Planning 
Ifperfonnance of the contract requires that DHSIICE data be stored or processed on Contractor­
owned infonnation systems, the Contractor shall develop and maintain contingency plans to be 
implemented in the event nonnal operations are disrupted. All Contractor personnel involved 
with contingency planning efforts shall be identified and trained in the procedures and logistics 
needed to implement these plans. The Contractor shall conduct periodic tests to evaluate the 
effectiveness of these contingency plans. The plans shall at a minimum address emergency 
response, backup operations, and post-disaster recovery. 

Security Review and Reporting 
• The Contractor shall include security as an integral element in the management of this 

contract. The Contractor shall conduct reviews and report the status of the implementation 
and enforcement of the security requirements contained in this contract and identified 
references. 

• The Government may elect to conduct periodic reviews to ensure that the security 
requirements contained in this contract are being implemented and enforced. The Contractor 
shall afford DHS/ ICE, including the Office of Inspector General, ICE ISSO, and other 
Government oversight organizations, access to the Contractor's and subcontractors' facilities, 
installations, operations, documentation, databases, and personnel used in the perfonnance of 
this contract. Access shall be provided to the extent necessary for the Government to carry 
out a program of inspection, investigation, and audit to safeguard against threats and hazards 
to the integrity, availability, and confidentiality of DHSI1CE data or the function of computer 
systems operated on behalf of DHS/ ICE, and to preserve evidence of computer crime. 

Use of Government Equipment 
Contractors are not authorized to use Government office equipment of IT systems/computers for 
personal use under any circumstances, unless limited personal use is specifically pennitted by thc 
contract. Whcn so authorized, Contractors shall be governed by the limited personal use policies 
in the referenced documents. 

Contract Closeout 
At the expiration of this contract, the Contractor shall return all sensitive DHSI1CE information 
and IT resources provided during the life of thi s contract. The Contractor shall certify that all 
DHS/ICE infonnation has been purged from any Contractor-owned system used to store or 
process DHS/ ICE information. Electronic media must be sanitized (overwritten or degaussed) in 
accordance with the sanitation guidance and procedures contained in reference documents and 
with DHSINISTINSA approved hardware and software. 
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• DHSIICE does not pennit the use of non U.S. Citizens in the perfonnance of thi s contract or 
to access DHS/ICE systems or infonnation 

• All Contractor personnel (including Sub-contractor personnel) must have fa vorably 
adjudicated background investigations commensurate with the sensitivity level of the 
posi tion held before being granted access to DHSIICE sensitive infonnation. 

• The Contractor shall ensure all Contractor personnel are properly submitted for appropriate 
clearances. 

• The Contractor shall ensure appropriate controls have been implemented to prevent 
Contractor personnel from obtaining access to DHS/ ICE sensitive infonnation before a 
favorabl y adjudicated background investigation has been completed and appropri ate 
clearances have been issued. At the option of the Government, interim access may be granted 
pending completion of a pre-employment check. Final access may be granted only upon 
favorable completion of an appropriate background investigation based on the risk level 
assigned to thi s contract by the Contracting Officer. 

• The Contractor shall ensure its personnel have a validated need to access DHSIICE sensitive 
infonnation and are granted the most restricti ve set of access privi leges needed for 
perfonnance of authorized tasks. 

• The Contractor shall ensure that its personnel comply with applicable Rules of Behavior (See 
Attachment 4-DHS 4300A Sensitive Systems Handbook, Rules of Behavior that is provided 
as reference only) for all DHSIICE and Contractor-owned IT systems to which its personnel 
have been granted access privileges. 

• The Contractor shall implement procedures to ensure that system access privileges are 
revoked for Contractor personnel whose employment is tenninated or who are reassigned to 
other duties and no longer require access to DHS/ICE sensitive infonnation. 

• The Contractor shall conduct exit interviews to ensure that Cont ractor personnel who no 
longer require access to DHS/ICE sensi tive infonnation understand their obligation not to 
di scuss or disclose DHS/ICE sensi ti ve infonnation to which they were granted access under 
thi s contract. 

PhYSical Security 
The Contractor shall ensure that access to Contractor buildings, rooms, work areas and spaces, 
and structures that house DHS/ICE sensitive infonnation or IT systems through which DH SIICE 
sensitive infonnation can be accessed, is limited to authori zed personnel. The Contractor shall 
ensure that controls are implemented to deter, detect, monitor, restrict , and regulate access to 
controlled areas at all times. Controls shall be sufficient to safeguard IT assets and DHS/ICE 
sensi tive infonnation against loss, theft, destruction, accidental damage, hazardous conditions, 
fire, malicious actions, and natural disasters. Physical security controls shall be implemented in 
accordance with the relevant ICE policies and guidance. The Contractor shall ensure that the 
development faci li ties are approved through the C&A for storing Government infonnation. 
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H.7-PRIVACY CONTROL 

1.0 Privacy Requirements for IT Security Plan 
Personally Identifiable Infonnation is any information that permits the identity of an individual 
to be directly or indirectly inferred, including any other information that is li nked or linkab le to 
that individual regardless of whether the individual is a United States citizen, legal pennanent 
resident, or a visitor to the U.S. 

Sensitive Personally Identifiable Information (PII) is a subset of PII , which iflost, compromised, 
or disclosed without authorization, could result in substantial harm, embarrassment , 
inconvenience, or unfairness to an individual. Complete social security numbers (SSN), alien 
registration numbers (A-number) and biometric identifiers (such as fingerprint, voiceprint, or iri s 
scan) are considered Sensitive PII even if they are not coupled with additional PI!. Additional 
examples include any grouping of information that contains the individual's name or other 
unique identifier plus one or more of the following elements: 

(1) Driver's license number, passport number, or truncated SSN (such as 
last-4 digits) 

(2) Date of birth (month , day, and year) 
(3) Citizenship or immigration status 
(4) Financial information such as account numbers or Electronic Funds 

Transfer information 
(5) Medical information 
(6) System authentication information such as mother's maiden name, 

account passwords or personal identification numbers (PINs) 

The IT Security Plan must address how thi s information will be protected. 
NOTE: Other PII may be "sensitive" depending upon its context, such as a li st of employees 
with less than satisfactory performance ratings or an unlisted home address or phone number. In 
contrast, a business card or a public phone directory ofagency employees contains PII but is not 
sensitive. 

The work to be performed under this contract requires the handling of Sensitive PII in order to 
perform a contract with the Department of Homeland Security (DHS) or one of its components. 
The Contractor shall provide DHS or the DHS component access to and infonnation regarding 
the Contractor's systems when requested by the Department in connection with its efforts to 
ensure compliance with all such security requirements, and shall otherwise cooperate with the 
Department in such efforts. DHS and DHS component access shall include independent 
validation testing of controls, system penetration testing by DHS or DHS component, FISMA 
data reviews, and access by the DHS Office of the Inspector General for its reviews. 

For all systems handling Sensitive PII , the Contractor shall comply with all security requirements 
applicable to DHS systems described in DHS Sensitive System Publication 4300A or any 
replacement publication, and those of the DHS component for which the contract is being 
perfonned. 
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The use of Contractor-owned laptops or other media storage devices to process or store Sensitive 
PII is prohibited. 

2.0 Handling of Personally Identifiable Information 
The Contractor must limit access to the data covered by thi s clause to those employees who need 
the infonnation to perfonn work under thi s contract. Contractor must physicall y secure Sensitive 
PH when not in use and/or under the control of an authorized individual, and ensure it is secured 
when in transit to prevent unauthorized access or loss. If the Contractor is e-mai ling Sensitive 
PH within the OHS network (i.e. from a DHS e-mail account (dhs.gov) to another DH S e-mail 
account), the infonnation can be sent unencrypted. If Sensiti ve PII is being sent outside of the 
DHS network (i.e. e-mailing it from a DHS e-mail address to a non-DHS e-mai l address or vice 
versa), the infonnation must be encrypted. If Sensitive PII is stored on a shared dri ves, access to 
it should be restricted to those with a need to know by pennissions settings or passwords. The 
"Handbook for Safeguard ing Sensitive Personally Identifiable Infonnation at the Department of 
Homeland Security" provides additional guidance for the proper handling of Sensitive PII . 
Sensitive PII shall not be transported overseas without the prior written approval of the CO. 
When Sensitive PH is no longer needed and no longer required to be retained under applicable 
records retention policies, it must be destroyed through means that will make the Sensitive PH 
irretrievablc. 

Contractor may only use Sensi ti ve PII obtained under thi s contract for purposes of the contract, 
and may nol collect or use such infonnation for any other purpose without the prior written 
approval of the CO. At the expiration of the contract, the Contractor shall tum over all Sensitive 
PII obtained under thi s contract that is still in its possession to DHS or DHS component. 

3.0 Privacy Training and Awareness 
The Contractor shall ensure that all Contractor personnel (including Sub-contractor personnel) 
take the annual Culture of Privacy training. 
The Contractor shall ensure that all Contractor personnel (including Sub-contractor personnel) 
take the annual Records Management training. 

4.0 Breach Response 
A breach is defined as the loss of control, compromise, unauthorized disclosure, unauthori zed 
acquisition, unauthori zed access, or any similar tenn referring to situations where persons other 
than authorized users have access or potential access to personally identifiable infonnation, 
whether physical or electronic, without an authorized purpose. 

By acceptance of, or perfonnance on, this contract, the Contractor agrees that in the event of any 
actual or suspected breach of Sensitive PII , the Contractor will immediately (and in no event 
later than within one hour of discovery) report the breach to the CO and contracting officer's 
technical ft:presentative (COR), and the DHS or DH S component infonnation security response 
team. The Contractor is responsible for positively verifying that the notification is received and 
acknowledgcd. 
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If the data breach occurs outside of regular business hours and/or neither the CO nor the COR 
can be reached. the Contractor shall call the DHS or DHS component Computer Emergency 
Readiness Team within one hour of discovery of the breach. The Contractor shall also notify the 
CO as soon as possible during regular business hours. 

5.0 Personally Identifiable Information Notification Requirement 
The Contractor will certify that it has in place procedures and the capabi li ty to promptly notify 
any individual whose Sensitive PI! was, or is reasonably believed to have been, breached. The 
method and content of any notification by the Contractor shall be coordinated with, and be 
subject to the approva l of, OHS or the DHS Component. Notification shall not proceed unless 
DHS or the DHS component has made a detennination that notification is appropriate and would 
not impede a law enforcement investigation or jeopardize nat ional security. 

The method of notification may include letter sent via first class mail , electronic means, or 
general public notice, as approved by DHS or OHS component. As a minimum, the notification 
should include: (1) a brief description of how the breach occurred; (2) a description of the types 
of personal infonnation involved in the breach; (3) a statement as to whether the in fonnation was 
encrypted or protected by other means; (4) steps an individual may take to protect themselves; 
and (5) who affected individuals should contact for more infonnation. 

In the event that a Sensitive PH breach occurs as a result of the violation ofa tenn of this 
contract by the Contractor or its employees, the Contractor shall , when directed by the CO and at 
no cost to the government, take action to correct or mitigate the vio lation, which may include 
providing notification or other identity protection services to affected individuals for a period nOI 
to exceed eighteen months from the discovery of the breach. The Contractor shall be responsible 
for the acts or omissions of its employees that contribute to a Sensit ive PH breach when any such 
employee had access to such PH by virtue of his or her employment by the Contractor. All 
mitigation and corrective measures must be approved by the CO. 

DH S or the DH S component may elect to provide and/or procure notification or identity 
protection services, in which case the Contractor will be responsible for reimbursing DHS or the 
DHS component fo r those costs. 

The requirements set forth in this section apply to all subcontractors who perfonn work in 
connection with this contract. For each subcontractor, the Contractor must certify that it has 
required the subcontractor to adhere to all such requirements. Any breach by a subcontractor of 
any of the provisions set forth in this clause will be attributed to the Contractor. 

Il .S-ACCESSIBILlTY REQUIREMENTS 
Accessibili ty Requirements (Section 508) 

Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of 1998 
(P.L. 105-220) requires that when Federal agencies develop, procure, maintain, or use electronic 
and infonnation technology (EIT), they must ensure that it is accessible to people with 
disabilities. Federal employees and members of the public who have disabil ities must have equal 
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access to and use ofinfonnation and data that is comparable to that enjoyed by non-disabled 
Federal employees and members of the public. 

All ElT deliverables within this work statement shall comply with the applicable technical and 
functional performance criteria of Section 508 unless exempt. Specifically, the following 
applicable ElT accessibility standards have been identified: 

36 CFR 1194.21 Software Applications and Operating Systems, applies to all EIT software 
applications and operating systems procured or developed under this work statement including 
but not limited to GOTS and COTS software. In addition, thi s standard is to be applied to Web­
based applications when needed to fulfill the functional performance criteria. This standard also 
applies to some Web based applications as described within 36 CFR 1194.22. 

36 CFR I J 94.22 Web-based Intranct and Internet Infonnation and Applications, applies to all 
Web-based deliverables, including documentation and reports procured or developed under this 
work statement. When any Web application uses a dynamic (non-static) interface, embeds 
custom user control(s), embeds video or multimedia, uses proprietary or technical approaches 
such as, but not limited to, Flash or Asynchronous Javascript and XML (AJAX) then 1194.21 
Software standards also apply to fulfill functional perfornlancc criteria. 

36 CFR 1194.24 Video and Multimedia Products, applies to all video and multimedia products 
that are procured or developed under this work statement. Any video or multimedia presentation 
shall al so comply with the software standards ( 11 94.2 1) when the presentation is through the use 
of a Web or Software applicat ion interface having user controls avai lable. 

36 CFR I 194.26 Desktop and Portable Computers, applies to all desktop and portable computers, 
including but not limited to laptops and personal data assistants (PDA) that are procured or 
developed under this work statement. 

36 CFR 11 94.31 Functional Perfonnance Criteria, applies to all EIT deliverables regardless of 
delivcry method. All ElT deliverable shall use technical standards, regardless of technology, to 
fulfill the functional performance criteria. 

36 CFR 1194.41 Information Documentation and Support, applies to all documents, reports, as 
well as help and support services. To cnsure that documents and reports fulfill the required 
11 94.31 Functional Perfonllance Criteria, they shall comply with the technical standard 
associated with Web-based Intranet and Internet Information and Applications at a minimum. In 
addition , any help or support provided in thi s work statement that offer telephone support, such 
as, but not limited to, a help desk shall have the abi lity to transmit and receive messages using 
TIY. 

Section 508 Applicable Accessibility Exceptions 
Exceptions for this work statement have been determined by DHS and only the exceptions 
described herein may be applied. Any request for additional exceptions shaH be sent to the 
COTR and determination wi ll be made in accordance with DH S MD 4010.2. DHS has identified 
the following exceptions that may apply: 36 CFR I 194.3(b) Incidental to Contract, all EIT that is 
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exclusively owned and used by the Contractor to fuifillihi s work statement does not require 
compliance with Section 508. This exception does not apply to any EIT deliverable, service or 
item that will be used by any Federal employee(s) or member(s) of the public. This exception 
only applies to those Contractors assigned to fulfill the ob ligations of this work statement and for 
the purposes of this requirement, are not considered members of the public. 

Section 508 Compliance Requirements (Note to OfTerors: The following is a requirement for 
the Government and is provided in the contract for infonnational purposes onl y) 

36 CFR I I 94.2(b) (COTS/GOTS products), When procuring a product, each agency shall 
procure products which comply with the provisions in this part when such products are available 
in the commercial marketplace or when such products are developed in response to a 
Government solicitation. Agencies cannot claim a product as a whole is not commercially 
available because no product in the marketplace meets all the standards. (fproducts are 
commerciall y available that meet some but not all of the standards, the agency must procure the 
product that best meets the standards. When applying this standard , all procurements of EIT shall 
have documentation of market research that identify a li st of products or services that first meet 
the agency business needs, and from that list of products or services, an analysis that the selected 
product met more of the accessibility requirements than the non-selected products as required by 
FAR 39.2. Any selection ofa product or service that meets less accessibil ity standards due 10 a 
significant difficulty or expense shall only be pennitted under an undue burden claim and 
requires authorization from the DHS Office of Accessible Systems and Technology (OAST) in 
accordance with DHS MD 4010.2. 

All tasks for testing of functional andlor technical requirements must include specific testing for 
Section 508 compliance, and must use DHS Office of Accessible Systems and Technology 
approved testing methods and tools. 

H.9-DHS AND ICE ENTERPRISE ARCHITECTURE COMPLIANCE 
All solutions and services shall meet ICE and DHS Enterprise Architecture policies, standards, 
and procedures as it relates to the Perfonnance Work Statement. The Contractor shall comply 
with the following Homeland Security Enterprise Architecture (HLS EA) requirements: 

• All developed solutions and requirements shall be compliant with the ICE and HLS EA. 

• All IT hardware or software shall be compliant with the ICE and HLS EA TRM 
Standards and Products Profile. 

• All data assets, infonnation exchanges and data standards, whether adopted or developed, 
shall be submitted to the DHS Enterprise Data Management Office (EDMO) for review 
and insertion into the DHS Data Reference Model. 

• In compliance with OMS mandates, all network hardware shall be IPv6 compatible 
without modification, upgrade, or replacement. 
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H.\O - LICENSING REQUIREMENTS 

Identification and Assertion of Restrictions 
The Contractor shall not deliver or otherwise provide to the Government any technical data or 
computer software with restrictive markings (or otherwise subject to restrictions on access, usc, 
modification, reproduction , release, perfonnance, display, or di sclosure) unless the technical data 
or computer software are identified in accordance with the following requirements. 

The contractor identified and asserted any restrictions for all commercial computer software, 
including Open Source Software (OSS), and commercial technical data, i.e., technical data 
pertaining to a commercial item, in the following table. 

, 
Technical Souru Contra~tor 

I)lta/Compu Soft ... are. Iklin'ring 

". "",. ComfTlC'r('il 
So'h ... ~ Sour('C' I 
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" ...... 
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• • •• 
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ICM Solution 

"'U 

modil'lrd. I .... ' 
OSS 
n>Odifird b~' 
in«trporllioll 
into I third 
p. rly·, 
soft .... re? ...... 

aJld ~bjttlto 
52.227· 19. use of 
this conunercgl 
$OftlO.1UC is 
subj«t to OIIr 

LSA. which is 
provided as 
All3Chmenl 3 10 

~;~~--~~~~~-iWi\--Tr;~~ 
soflware w pponlissuc ut i ll7~ solely for 
suite. tic~C1t".K'~ing usc by Pabnlir 
including Jinl and during the 
products and documentation support services 
Connu~'nCe management lenn. This is not 

tools 

Post-Award Updates to the Pre-Award Identification and Assertions: The Contractor may 
supplement or revise its pre-award identification and assertion of restri ctions on computer 
software and technical data, if such software or technical data restrictions were not known at the 
time of award and its omission would not have materially affected the source selection. 

Use of Open Source Software Without Delivery: The Government treats Open Source Software 
(OSS) as a category of commercial computer software. If the Contractor proposes to use ass 
while perfonning under this contract, the Contractor shall follow the same rules prescribed in the 
Contract for commercial computer software. Addi tionall y, the Contractor must ensure that its use 
thereof docs not: (i) create, or purport to create, any Government distribution obligations with 
respect to the computer software delivcrables; or (ii) grant, or purport to grant, to any third party 
any righ ts to or immunities under Government intellectual property or Government data rights to 
the Government computer software deliverables. 

Page 40 of66 

2018·ICLI·00009 3212 



epic.org 003811EPIC-17-08-14-ICE-FOIA-20181024-8thInterim-Production-pt1

HSCETC-14-C-00002 
INVESTiGATIVE CASE MANAGEMENT SYSTEM 

PALANTIR 

Contractor Use of Commercial Computer Software, Including Open Source Software 
Contractor Use of Commercial Computer Software, including Open Source Software. Open 
source software is often licensed under tenns that require a user to make user's modifications to 
the open source software or any software that the user combi nes with the open source software 
freely avai lable in source code fonn pursuant to distribution obligations in the li cense. 

In cases where the Contractor proposes to use open source software while perfonning under a 
Government contract, regardless of whether the open source software is delivered , the Contractor 
shall not create, or purport to create, any Government di stribution obligation with respect to 
Government computer software deliverables. 

Prior to using any commercial computer software, the Contractor shall additionally evaluate each 
license for commercial computer software, including open source software which is considered 
commercial computer software, and confinn that each of the following requirements is satisfied : 

a) A license for a particular commercial computer software shall be compatible with all 
li censes for other commercial computer software that are or will be linked to, adapted to, 
integrated, combined or merged with the particular commercial computer software, 
including when the particular commercial computer software and the other commercial 
computer software are used with another computer program; 

b) A license for commercial computer software shall not impose a future Government 
distribution obligation that is foreseeable by the Contractor; 

c) A license for commercial computer software shall not be tenninated by the 
Contractor's use of the commercial computer software in perfonning under the contract; 
and 

d) Contractor's cost to comply with this requirement presents no additional cost to the 
Government. 

The Contractor shall provide a written summary report to the Contracting Officer stating that the 
Contractor has evaluated the commercial computer software use and commercial computer 
software license, and made each detennination identified above and clearly identifies the 
proposed use(s) of the commercial computer software proposed. The Contracting Officer shall 
give the Contractor pennission for the proposed use of the software. 

If the Contractor is unable to satisfy the requirements above for a particular commercial 
computer software license, then the Contractor may not use the commercial computer software 
covered by the particular license without prior approval by the Contracting Officer. If the 
Contractor wants to use the Commercial Computer Software for which the requirements of 
paragraphs a) - d) above, the Contractor shall request approval to use the otherwise prohibited 
subject commercial computer software from the Contracting Officer by providing a written 
noti fi cation addressing the following: (i) the name and version number of the software; (ii) the 
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name of the applicable license(s); (iii) a brief description of the technical use and implementing 
approach; (iv) a ·'yes/no·· indication as to whether the Contractor has made, or will make, any 
modifications to the source code; (v) the software website; and in addition (vi) an identification 
of the reason(s) that the Contractor was unable to make the detenninations in paragraphs a)·d) 
above. Commercial computer software is the same as defined in FAR 2. 10 I. 

Disclosure to Parties Outs ide of the Federal Government 
Before any disclosure of technical data of computer software to ICE service support contractors 
and subcontractors, ICE service support contractors and subcontractors shall be required to sign 
DHS 11000-6. 

License Users 
Authorized users of any licenscd software product shall include any governmcnt employee, 
Federal , Statc, or Local , and ICE' s service support contractors and subcontractors. Should ICE 
transfcr its li cense rights to a DHS component or agency, the authori zed users of the licensed 
software product shall include the sCIVice support contractors and subcontractors of that DH S 
componcnt or agency. 

License T ransfer 
ICE shall have the right, without the prior written consent of the Software Publisher or its 
Authorized RescUers, to assign, reassign, or transfer software li censes or ICE' s rights in the 
software to any othcr component or agency within DHS. Such authori zation includes 
sublicensing. assignment or transfer among or between these users. If the Department or a DH S 
component or agency that has been transferred the license rights is reorganized or restructured 
such that its responsibilities and operations are transferred to another Department or DHS 
componen t or agency. the Department, component or agency shall have the right to assign the 
affected program licenses to a successor. The licensed agency and successor agency agree to be 
bound to the language in section H. 

License Use 
The li cense shall not restrict use of the software to a single computer, specific hardware, mobile 
devices. building or location. 

Warranty 
In addition to the completed Exhibit A· ICElHSI Investigative Case Management System 
Requiremen ts and the statement of affinnation from the Contractor regarding their understand ing 
and intention to fu lfill the full system requirements, thc software shall be guaranteed to meet the 
requirements in the Perfonnancc Work Statement and all Exhibits of the contract after the 
completion of Phase 4: IOC Integration and Testing (See Schedule B: SLiN 1001 D). 

The software vendor warrants from the date of completion of Phase 4 on which the software 
specified in the contract is fi rst used in production by ICE that the software wi ll perfonn in all 
material respects to the functions described in ICE's le M requirements spccified in thi s contract. 
This warranty is effective for each year of the contract. 
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License Rights in Software Modifications 
Any software modifications made to the system under th is cont ract shall be provided to the 
govemment with unlimited ri ghts. Unlimited rights means that the Government has unlimited 
rights to use, di sclose, reproduce, prepare derivative works, distribute copies to the public, and 
perfonn publicly and di splay publicly, in any manner and for any purpose, and to have or penni! 
others to do so as defined in FAR 27.401. ICE shall also obtain unlimited rights in any other data 
fi rst produced in pcrfonnance of this contract, fonn fit , and funct ion data and all other data 
delivered under the contract other than restricted rights in commercial computer software. The 
Contractor shall not incorporate any software modifications made specifically under thi s contract 
into the Contractor's Commercial Computer Soft ware, including Open Source Software, or any 
third party software, without prior written approval from the ICE Contracting Officer IA W FAR 
52.227-17. 

T hird Party Sofhvare 
Contractor has obtained all necessary licenses for ICE to any Third Party Materials (including 
without limitation, all Open Source licenses) provided with each Product. Contractor complies 
with and shall continue to comply with all third party licenses (including, without limitation, all 
Open Source li censes) associated with any Third Party Materials provided with each Product. To 
the extent any Third Party Material s are provided with a Product, ICE's use of such Product as 
provided by the Contractor or Software Publisher and in accordance with contract issued 
hereunder will not be in conflict with any third party license requi rements and will sati sfy all 
conditions on use, modification or distribution of any such Third Party Materials without the 
need for any additional , unanticipated action or li cense fees on ICE"s part ; ICE does not and will 
not need to procure any rights or licenses to any patents or othcr third-party intellectual property 
rights to use as intended in thi s contract hereunder the Product delivered by Softwarc Publisher 
or Contractor, 

Audi t 
In lieu of allY audit provisions in the license agreement , Licensee (ICE) may perfonn an internal 
audit and wi ll use its best efforts to keep fu ll and accurate accounts that may be used to properl y 
ascertain and verify numbers ofl icenses in use. 

Order of Precedence 
The teons and conditions of set forth in section H take precedence over any conflicting Software 
Publisher license tenns and conditions including those found in a Software Publisher or Third 
Party Software Click Wrap license, whether presented in writing or electronically; whether 
presented prior to or subsequent to executing this contract. ICE and its users shall not be bound 
by the teons ofa Click Wrap li cense encountered during installation or at any time thereafter, 
notwithstanding ICE users cl icking 'Accept ' in order to continue using the Software. 

Page 43 of66 

2018-ICLJ-00009 3215 



epic.org 003814EPIC-17-08-14-ICE-FOIA-20181024-8thInterim-Production-pt1

HSCETC·14-C-OOOO2 
INVESTIGATIV E CASE MANAGEMENT SYSTEM 

PALANTIR 

SECTION I-CONTRACT CLAUSES 

I.\-CLAUSES I CORPORA TED BY R EFERENCE 

FAR 52.252-2 CLAUSES INCORPORATED BY REFERENCE (FEB 1998) 

This contract incorporates one or more clauses by reference, with the same force and effect as if 
they were given in fuJI text. Upon request, the Contracting Officer wi ll make their full text 
available. Also, the full text of a clause may be accessed electronically at these addresses: 

Clause 
52.202- 1 

52.203-10 
52.203- 12 

52.203-13 
52.203-3 
52.203-5 
52.203-6 
52.203-7 
52.203-8 

52.203-17 

52.204-4 

52.204-9 

52.204-10 

52.204-13 

52.204-14 

52.209-6 

52.209-9 

https:llwww.acquisition.gov/far/index.html 
https:llwww.acquisition.gov/gsam/gsam.html 

(End of Clause) 

Description 

Definitions 
Price or Fee Adjustment for Illegal or Improper Activity 
Limitation on Payments to Influence Certain Federal Transactions 

Contractor Code of Business Ethics and Conduct 
Gratui ties 
Covenant Against Contingent Fees 
Restrictions on Subcontractor Sales to the Government 
Anti-Kickback Procedures 
Cancellation, Recession, and Recovery of Funds for Illegal or 
Improper Activity 
Contractor Employee Whistlcblower Rights and Requirements to 
Infonn Employees of Whistl eblower Rights. 
Printed or Copied Double-Sided on Postconsumer Fiber Content 
Paper 
Personal Identity Verification of Contractor Personnel 

Reporting Executive Compensation and Firsl·Tier Subcontract 
Awards 
System for Award Management Maintenance 
Service Contract Reporting Requirements 

Protecting the Government's Interest when Subcontracting with 
Contractors Debarred, Suspended, or Proposed for Debannent 
Updates of Publicly Avai lable Infonnation Regarding 
Responsibility Matters 
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Date 

Nov-13 
Jan-97 

OcI-I O 
Aor-IO 
Apr-84 
Apr-84 
Scp-06 
OCI-IO 

Jan-97 

Scp-13 

May-II 

Jan- I I 

Jul-13 

Jul-13 

Jan- 14 

Aug-13 

July 13 
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52.209-10 

52.210-1 

52.215-2 

52.215-8 

52.215-14 
52.219-16 
52.219-28 
52.219-8 
52.222-3 

52.222-17 

52.222-21 
52.222-26 

52.222-35 
52.222-36 
52.222-37 

52.222-40 

52.222-50 
52.223-5 
52.223-6 
52.223-IS 

52.224-1 
52.224-2 
52.225-1 
52.225-13 
52.227-1 

52.227-2 

52.227-3 
52.227-14 
52 .227-16 

52.227-17 
52.227-19 
52.227-21 

52.227-22 
52.22S-5 
52.229-3 
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Prohibition on Contracting with Inverted Domestic Corporations 

Markel Research 

Audit and Records-Negotiation 

Order ofPrecedence-Unifonn Contract Fonnat 

Integrity of Unit Prices 
Liquidated Dama.L'es-Subcontracting Plan 
Post-Award Small Business Program Representation 
Utilization of Small Business Concerns 
Convict Labor 

Nondisplacement of Qualified Workers 
Prohibition ofSe.L,...-egated Facilities 
Equal Opportunity (Provision) 

Equal Opportunity for Veterans 
Affinnative Action for Workers with Disabilities 
Employment Reports on Veterans 
Notification of Employee Rights Under the National Labor 
Relations Act 
Combating Trafficking in Persons 
Pollution Prevention and Right-Io-Know Infonnation 
Drug-Free Workplace 
Contractor Policies to Ban Text Messaging While Driving 
Privacy Act Notification 
Privacy Act 
Buy American Act-Supplies 
Restri ctions on Certain Foreign Purchases 
Authorization and Consent 
Notice and Assistance Regarding Patent and Copyright 
Infringement 
Patent Indemnity 
Rights in Data-General , Alt. III 
Additional Data Requirements 
Rights in Data-Special Works 
Commercial Computer Software License 
Technical Data Declaration, Revision, and Withholding of 
Payment-Major Systems 
Major System-Minimum Rights 
Insurance-Work on a Government Installation 
Federal , State, and Local Taxes 
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MaY-12 

Apr 11 

Oct 10 

Oct-97 
Oct 10 
Jan 99 
Jul-13 
Ju1-1 3 

Jun-03 

Jan 13 
Feb-99 

Mar-07 

Seo-10 
Oct-IO 
Seo-IO 

Dec-10 
Feb-09 

May-II 
May-Ol 
Aug-II 

Aor-S4 
Aor-S4 
Feb-09 
Jun-OS 
Dec-07 

Dec-07 

Aor-S4 
Dec-07 

June 87 
Dec-07 

Dec-07 

Dec 07 

June 87 
Jon-97 
Feb 13 
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52.232-1 
52.232-7 
52.232-8 

52.232- 11 
52.232-17 
52.232-23 

52.232-25 
52.232-33 

52.232-39 

52.232-40 

52.233- 1 

52.233-3 
52.233-4 
52.239-1 
52.242-13 

52.243-1 
52.243-3 
52.243-7 

52.244-6 
52.246-20 
52.246-25 
52.248- 1 

52.249-2 
52.249-8 

Payments 
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Payments under Time-and-Materials and Labor-Hour Contracts 
Discounts for Prompt Payment 
Extras 
Interest 
Assignment of Claims 
Prompt Payment 
Payment by Electronic Funds Transfer-System for Award 
Management 
Unenforceabi li ty of Unauthorized Obligations 
Providing Accelerated Payments to Small Business Subcontractors 

Disputes, Alt . I 
Protest after Award 
Applicable Law for Breach of Contract Claim 
Privacy or Security Safeguards 
Bankruptcy 
Changes-Fixed Price-Ait II 
Changcs-Time-and-Materials or Labor-Hours 
Not ification of Changes 
Subcontracts for Commercial Items. 
Warranty of Services 
Limitat ion of Liability-Services 
Value Engineering 
Tennination for Convenience of the Government (Fixed Price) 
Default (Fixed-Price Supply and Service) 

1_2-FAR CLAUSES IN FULL TEXT 

FAR 52.217-8 Option to Extend Sen'ices (Nov 1999) 

Apr-84 

Aug 12 
Feb-02 
Apr-84 

OCI- IO 
Jan-86 
Jul -13 

Jul-13 
Jun-13 

Dec-13 

Dec91 
Aug-96 

OCI-04 
Aug-96 

Jul-95 
Apr-84 

SCPIOO 
April 84 

Dec 13 
MayO I 

Feb 97 
Ocl lO 
Apr-I 2 
Apr-84 

The Govemment may require continued perfoffilance of an y services within the limits and at the 
rates specified in the contract. These rates may be adjusted only as a result of revisions to 
prevailing labor rates provided by the Secretary of Labor. The option provision may be exercised 
more than once, but the total extension ofperfoffilance hereunder shall not exceed six (6) 
months. The Contracting Officer may exercise the option by written notice to the Contractor at 
least .l..2. days before the contract expires. 

(End of Clause) 
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FAR 52.217-9 Option to Extend the Term of the Contract (Mar 2000) 

(a) The Government may extend the tenn of this contract by written notice to the Contractor 
within 15 days of contract expiration; provided that the Government gives the Contractor a 
preliminary written notice of its intent to extend at least 30 days before the contract expires. The 
preliminary notice does not commit the Government to an extension. 

(b) If the Government exercises this option, the extended contract shall be considered to include 
this option clause. 

(e) The total duration of this contract, including the exercise of any options under this clause, 
shall not exceed five (5) years and six (6) months. 

(End of Clause) 

FAR 52.219·9 Small Business Subcontracting Plan, AU. II (Oct. 01), DEVIATION 2013-
00014 (AUG 2013) 

(a) This clause does not apply 10 small business concerns. 

(b) Definitions. As used in this clause~ 

"Alaska Native Corporation (ANC)" means any Regional Corporation, Village Corporation , 
Urban Corporation, or Group Corporat ion organized under the laws of the State of Alaska in 
accordance with the Alaska Native Claims Settlement Act, as amended (43 U.S.c. 1601 , et seq.) 
and which is considered a minority and economically disadvantaged concern under the criteria at 
43 U.S.c. 1626(e)( I). This definition also includes ANC direct and indirect subsidiary 
corporations, joint ventures, and partnerships that meet the requirements of 43 U.S.C. 1626 
(e)(2). 

"Commercial item" means a product or service that satisfies the definition of commercial item in 
section 2.10 I oflhe Federal Acquisition Regulation, 

"Commercial plan" means a subcontracting plan (including goals) that covers the offeror's fi scal 
year and that appl ies to the entire production of commercial items sold by either the entire 
company or a portion thereof(e.g., division, plant, or product line). 

"Electronic Subcontracting Reporting System (eSRS)" means the Govemmentwide, electronic, 
web·based system for small business subcontract ing program reporting. The eSRS is located at 
http://www.esrs.gov. 

"Indian tribe" means any Indian tribe, band, group, pueblo, or community, including nati ve 
villages and native groups (including corporations organized by Kenai, Juneau, Sitka, and 
Kodiak) as defined in the Alaska Native Claims Sett lement Act (43 U.S.C.A. 160 1 et seq.), that 
is recognized by the Federal Government as eligible for services from the Bureau of Indian 
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Affairs in accordance wi th 25 U.S.c. I 452(c). This definition also includes Indian-owned 
economic enterprises that meet the requirements of25 U.S.C. 1452(e). 

" Individual contract plan" means a subcontracti ng plan that covers the entire contract period 
(including option periods), applies to a specific contract, and has goals that are based on the 
offeror's planned subcontracting in support of the specific contract except that indirect costs 
incurred for common or joint purposes may be allocated on a prorated basis to the contract. 

"Master plan" means a subcontracting plan that contains all the required elements of an 
individual contract plan, except goals, and may be incorporated into individual contract plans, 
provided the master plan has been approved. 

"Subcontract" means any agreement (other than one involving an employer-employee 
relationship) entered into by a Federal Government prime Contractor or subcontractor ca lling for 
supplies or services required for perfonnance of the contract or subcontract. 

(c) Proposals submitted in response to thi s solicitation shall include a subcontracting plan, that 
separately addresses subcontracting with small business, veteran-owned small business, service­
disabled veteran-owned small business, HUBZone small business, small disadvantaged business, 
and women-owned small business concerns. If the offeror is submi tt ing an individual contract 
plan, the plan must separately address subcontracting with small business, veteran-owned small 
business, service-disabled veteran-owned smal l business, HUBZone small business, small 
di sadvantaged business, and women-owned small business concerns with a separate part for the 
basie contract and separate parts for each option (if any}. The plan shall be included in and made 
a part of the resultant contract. The subcontracting plan shall be negotiated within the time 
specified by the Contracting Officer. Failure to submit and negotiate a subcontracting plan shall 
make the offeror ineligible for award of a contract. 

(d) The offeror' s subcontracting plan shall include the following: 

(I) Goals, expressed in tenns of percentages of total planned subcontracting dollars, for 
the use of small business, veteran-owned small business, service-disabled veteran-owned 
small business, HUBZone small business, small disadvantaged business, and women­
owned small business concerns as subcontractors. The offeror shall include all 
subcontracts that contribute to contract perfonnance, and may include a proportionate 
share of products and services that are nonnally allocated as indirect costs. In accordance 
with 43 U.S.C. 1626: 

(i) Subcontracts awarded to an ANC or Indian tribe shall be counted towards the 
subcontracting goals fo r small business and small di sadvantages business (SDB) 
concerns, regardless of the size or Small Business Administration certification 
status of the ANC or Indian tribe. 

(ii ) Where one or more subcontractors are in the subcontract tier between the 
prime contractor and the ANC or Ind ian tri be, the ANC or Indian tribe shall 
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designate the appropriate contractor(s) to count the subcontract towards its small 
business and small disadvantaged business subcontracting goals. 

(A) In most cases, the appropriate Contractor is the Contractor that 
awarded the subcontract to the ANC or Indian tribe. 

(8) If the ANC or Indian tribe designates more than one Contractor to 
count the subcontract toward its goals, the ANC or Indian tribe shall 
designate only a portion of the total subcontract award to each Contractor. 
The sum of the amounts designated to various Contractors cannot exceed 
the total value of the subcontract. 

(C) The ANC or Indian tribe shall give a copy of the written designation to 
the Contracting Officer, the prime Contractor, and the subcontractors in 
between the prime Contractor and the ANC or Indian tribe within 30 days 
of the date of the subcontract award. 

(D) If the Contracting Officer does not receive a copy of the ANC's or the 
Indian tri be's written designation within 30 days of the subcontract award, 
the Contractor that awarded the subcontract to the ANC or Indian tribe 
wi ll be considered the designated Contractor. 

(2) A statement of.-

(i) Total dollars planned to be subcontracted for an individual contract plan; or the 
offeror's total projected sales, expressed in dollars, and the total value of 
projected subcontracts to support the sales for a commercial plan~ 

(ii) Total dollars planned to be subcontracted to small business concerns 
(including ANC and Indian tribes); 

(iii) Total dollars planned to be subcontracted to veteran-owned small business 
concerns; 

(iv) Total dollars planned to be subcontracted to service-disabled veteran-owned 
small business; 

(v) Total dollars planned to be subcontracted to HUBZone small business 
concerns; 

(vi) Total dollars planned to be subcontracted to small disadvantaged business 
concerns (including ANCs and Indian tribes) ; and 

(vii) Total dollars planned to be subcontracted to women-owned small business 
concerns. 
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(3) A description of the principal types of supplies and services to be subcontracted, and 
an identification of the types planned for subcontracting to--

(i) Small business concerns, 

(ii) Veteran-owned small business concerns; 

(iii) Service-disabled veteran-owned small business concerns; 

(iv) HUBZone small business concerns; 
(v) Small di sadvantaged business concerns, and 
(vi) Women-owned small business concerns. 

(4) A description of the method used to develop the subcontracting goals in paragraph 
(d)(I) of this clause. 

(5) A description of the method used to identify potential sources for solicitation 
purposes (e.g., existing company source lists, the System for Award Management (SAM), 
veterans service organizations, the National Minority Purchasing Council Vendor 
Infonnation Service, the Research and Infonnation Division of the Minority Business 
Development Agency in the Department of Commerce, or small, HUBZone, small 
di sadvantaged, and women-owned small business trade associations). A finn may rel y on 
the infonnation contai ned in SAM as an accurate representation ofa concern ' s size and 
ownership characteri stics for the purposes of maintaining a small , veteran-owned small , 
service-disabled veteran-owned small, HUBZone small , small di sadvantaged, and 
women-owned small business source li st. Use of SAM as its source list does not relieve a 
finn of its responsibilities (e.g., outreach, assistance, counseling, or publicizing 
subcontracting opportunities) in this clause. 

(6) A statement as to whether or not the offeror included indirect costs in establishing 
subcontracting goals, and a description of the method used to detennine the proportionate 
share of indirect costs to be incurred with --

(i) Small business concerns (including ANC and Indian tribes); 

(ii) Veteran-owned small business concerns; 

(iii) Service-disabled veteran-owned small business concerns; 

(iv) HUBZone small business concerns; 

(v) Small di sadvantaged business concerns (including ANC and Indian tribes); 
and 

(vi) Women-owned small business concerns. 
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(7) The name of the individual employed by the offeror who will administer the offeror's 
subcontracting program, and a description of the duties of the individual. 

(8) A description of the efforts the offeror will make to assure that small business, 
veteran-owned small business, service-disabled veteran-owned small business, HUBZone 
small business, small disadvantaged business, and women-owned small business 
concerns have an equitable opportunity to compete for subcontracts. 

(9) Assurances that the offeror will include the clause of this contract entitled "Utilization 
of Small Business Concerns" in all subcontracts that offer further subcontracting 
opportunities, and that the offeror will require all subcontractors (except small business 
concerns) that receive subcontracts in excess of $650,000 ($1.5 million for construction 
of any public facility with further subcontracting possibilities) to adopt a plan similar to 
the plan that complies with the requirements of this clause. 

(10) Assurances that the offeror will --

(i) Cooperate in any studies or surveys as may be required; 

(ii) Submit periodic reports so that the Government can detern1ine the extent of 
compliance by the offeror with the subcontracting plan; 

(iii) Submit the Individual Subcontracting Report (ISR) and/or the Summary 
Subcontract Report (SSR), in accordance with the paragraph (1) of this clause 
using the Electronic Subcontracting Reporting System (eSRS) at 
http://www.esrs.gov . The reports shall provide infonnation on subcontract 
awards to small business concerns (including ANCs and Indian tribes that are not 
small businesses), veteran-owned small business concerns, service-disabled 
veteran-owned small business concerns, HUBZone small business concerns, small 
disadvantaged business concerns (including ANCs and Indian tribes that have not 
been certified by the Small Business Administration as small disadvantaged 
businesses), women-owned small business concerns, and Historically Black 
Colleges and Universities and Minority Institutions. Reporting shall be in 
accordance with this clause, or as provided in agency regulations; 

(iv) Ensure that its subcontractors with subcont racting plans agree to submit the 
ISR and/or the SSR using eSRS; 

(v) Provide its prime contract number, its DUNS number, and the e-mail address 
of the offeror's official responsible for acknowledging receipt of or rejecting the 
ISRs, to all first-tier subcontractors with subcontracting plans so they can enter 
this information into the eSRS when submitting their ISRs; and 

(vi) Require that each subcontractor with a subcontracting plan provide the prime 
contract number, its own DUNS number, and the e-mail address of the 
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subcontractor"s offi cial responsible for acknowledging receipt of or rejecting the 
ISRs, to it s subcontractors with subcontracting plans. 

(I I) A description of the types of records that wi ll be maintained concerning procedures 
that have been adopted to comply with the requirements and goals in the plan, including 
establishing source lists; and a description of the offeror's efforts to locate small business, 
veteran-owned small bus iness, service-disabled veteran-owncd small business, HUBZone 
small business, small disadvantaged business, and women-owned small business 
concerns and award subcontracts to them. The records shall include alleast the following 
(on a plant-wide or company-wide basis, unless otherwise indicated): 

(i) Source li sts (e.g., SAM), guides, and other data that identify small business, 
veteran-owned small business, service-disabled veteran-owned small business, 
HUBZone small business, small di sadvantaged business, and women-owned 
small business concerns. 

(ii) Organizations contacted in an attempt to locate sources that are small 
business, veteran-owned small business, service-di sabled veteran-owned small 
business, HUBZone small business, small di sadvantaged business, or women­
owned small business concerns. 

(iii) Records on each subcontract soli ci tation resulting in an award of more than 
$ 150,000, indicating --

(A) Whether small business concerns were solicited and if not, why not; 

(B) Whether veteran-owned small business concerns were solicited and, if 
not, why not; 

(e) Whether service-disabled veteran-owned small business concerns 
were solicited and, ifnot, why not; 

(D) Whether HUBZone small business concerns were solicited and, if not, 
why not; 

(E) Whether small di sadvantaged business concerns were solicited and if 
not, why not ; 

(F) Whether women-owned small business concerns were solicited and if 
not, why not ; and 

(G) If applicable, the reason award was not made to a small business 
concern . 

(iv) Records of any outreach efforts to contact --
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(A) Trade associations; 

(B) Business development organizations; 

(C) Conferences and trade fairs to locate small, HUBZone small , small 
disadvantaged, and women-owned small business sources; and 

(D) Veterans service organizations. 

(v) Records of internal guidance and encouragement provided to buyers through-

(A) Workshops, seminars, training, etc. , and 

(B) Monitoring perfonnance to evaluate compliance with the program 's 
requirements. 

(vi) On a contract-by-contract basis, records to support award data submitted by 
the offeror to the Government, including the name, address, and business size of 
each subcontractor. Contractors having commercial plans need not comply with 
this requirement. 

(e) In order to effectively implement this plan to the extent consistent with efficient contract 
perfonnance, the Contractor shall perfonn the following functions: 

( I) Assist small business, veteran-owned small business, service-disabled veteran-owned 
small business, HUBZone small business, small disadvantaged business, and women­
owned small business concerns by arranging solicitations, time for the preparation of 
bids, quantities, specifications, and del ivery schedules so as to facilitate the participation 
by such concerns. Where the Contractor's lists of potential small business, veteran-owned 
small business, service-disabled veteran-owned small business, HUBZone small 
business, small disadvantaged business, and women-owned small business subcontractors 
are excessively long, reasonable effort shall be made to give all such small business 
concerns an opportunity to compete over a period of time. 

(2) Provide adequate and timely consideration of the potentialities of small business, 
veteran-owned small business, service-disabled veteran-owned small business, HUBZone 
small business, small disadvantaged business, and women-owned small business 
concerns in all "make-or-buy" decisions. 

(3) Counsel and discuss subcontracting opportunities with representatives of small 
business, veteran-owned small business, service-disabled veteran-owned small business, 
HUBZone small business, small disadvantaged business, and women-owned small 
business finns. 
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(4) Confinn that a subcontractor representing itself ns a HUSZone small business 
concern is identified as a certified HUSZone small business concern by accessing the 
SAM database or by contacti ng SSA. 

(5) Provide notice to subcontractors concerning penalties and remedies for 
misrepresentations of business status as small, veteran-owned small business, HUBZone 
small , small di sadvantaged or women-owned small business for the purpose of obtaining 
a subcontract that is to be included as part or all of a goal contained in the Contractor's 
subcontracting plan. 

(6) For all competiti ve subcontracts over the simplified acquisition threshold in which a 
small business concern received a small business preference, upon detennination of the 
successful subcontract offeror, the Contractor must infonn each unsuccessful small 
business subcontract offeror in writing of the name and location of the apparent 
successful offeror prior to award of the contract. 

(f) A master plan on a plant or divi sion-wide basis that contains all the elements required by 
para&'Taph (d) of thi s clause, except goals, may be incorporated by reference as a part of the 
subcontracting plan required of the offeror by thi s clause; provided --

(I) The master plan has been approved; 

(2) The offeror ensures that the master plan is updated as necessary and provides copies 
of the approved master plan, including evidence of its approval , to the Contracting 
Officer; and 

(3) Goals and any deviations from the master plan deemed necessary by the Contracting 
Officer to satisfy the requirements of thi s contract are set forth in the individual 
subcontracting plan. 

(g) A commercial plan is the preferred type of subcontracting plan fo r contractors fu rnishing 
commercial items. The commercial plan shall relate to the offeror's planned subcontracting 
generally, for both commercial and Government business, rather than solely to the Government 
contract. Once the Contractor's commercial plan has been approved, the Government will not 
require another subcontracting plan from the same Contractor while the plan remains in effect, as 
long as the product or service being provided by the Cont ractor continues to meet the definition 
of a commercial item. A contractor with a commercial plan shall comply with the reporting 
requircments stated in paragraph (d)( I 0) of this clause by submitting onc SSR in eSRS for all 
contracts covered by its commercial plan. This report shall be acknowledged or rejected in eSRS 
by the Contracting Officer who approved the plan. This report shall be submitted within 30 days 
after the end of the Government 's fiscal year. 

(h) Prior compliance of the offeror with other such subcontracting plans under previous contracts 
wi ll be considered by thc Contracting Officer in detcnnining the responsibility of the offeror for 
award of the contract. 
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(i) A contract may have no more than one plan. When a modification meets the criteria in 19.702 
for a plan, or an option is exercised, the goals associated with the modification or option shall be 
added to those in Ihe existing subcontract plan. 

(j) Subcontracting plans are not required from subcontractors when the prime contract contains 
the clause at 52.212-5, Contract Terms and Conditions Required to Implement Statutes or 
Executive Orders-Commercial items, or when the subcontractor provides a commercial item 
subject to the clause al 52.244-6, Subcontracts for Commercial Items, under a prime contract. 

(k) The failure of Ihe Contractor or subcontractor to comply in good fa ith with-

( 1) The clause of this contract entitled "Utili zation Of Small Business Concerns;" or 

(2) An approved plan required by this clause, shall be a material breach of the contract. 

(I) The Contractor sha ll submit ISRs and SSRs using the web-based eSRS at 
http://www.esrs.gov. Purchases from a corporation, company, or subdivision that is an affiliate 
of the prime Conlractor or subcontractor are not included in these reports. Subcontract award 
data reported by prime Contractors and subcontractors shall be limi led to awards made to their 
immediate next-tier subcontractors. Credit cannot be taken for awards made to lower tier 
subcontractors unless the Contractor or subcontractor has been designated to receive a small 
business or small disadvantaged business credit from an ANC or Indian tribe. Only subcontracts 
involving perfonnance in the United States or its outl ying areas should be included in these 
reports with the exception of subcontracts under a contract awarded by the State Department or 
any other agency that has statutory or regulatory authority to require subcontracting plans for 
subcontracts perfomled outside the United States and its out lying areas. 

(1) ISR. This report is not required for commercial plans. The report is required for each 
contract containing an individual subcontract plan. 

(i) The report shall be submitted semi-annually during contraCI perfonnance fo r 
the periods ending March 31 and September 30. A report is also required for each 
contract within 30 days of contract completion. Reports are due 30 days after the 
close of each reporting period, unless otherwise directed by the Contracting 
Officer. Reports are required when due, regardless of whether there has been any 
subcontracting activity since the inception of the contract or the previous 
reporting period. 

(ii) When a subcontracting plan contains separate goals for the basic contracl and 
each option, as prescribed by FAR 19.704(c), the dollar goal inserted on this 
report shall be the sum of the base period through the current option; for example, 
for a report submitted after the second option is exercised, the dollar goal would 
be the sum of the goals for the basic contract, the first opt ion, and the second 
option. 
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(iii) The authority to acknowledge receipt or reject the ISR resides-

(2) SSR. 

(A) In the case of the prime Contractor, with the Contracting Officer; and 

(8) In the case of a subcontract with a subcontracting plan, with the entity 
that awarded the subcontract. 

(i) Reports submitted under individual contract plans-

(A) This report encompasses all subcontracting under prime contracts and 
subcontracts with the awarding agency, regardless of the dollar value of 
the subcontracts. 

(B) The report may be submitted on a corporate, company or subdivision 
(e.g. plant or division operating as a separate profit center) basis, unless 
otherwise directed by the agency. 

(e) If a prime contraclQr and/or subcontractor is perfonning work for 
more than one executive agency. a separate report shall be submitted to 
each executive agency covering only that agency' s contracts, provided at 
least one of that agency's contracts is over $650,000 (over $ 1.5 million for 
construction of a public fac ility) and contains a subcontracting plan. For 
000, a consolidated report shall be submitted for all con tracts awarded by 
military departments/agencies and/or subcontracts awarded by 000 prime 
Contractors. 

(D) The consolidated SSR shall be submitted annually for the twelve 
month period ending September 30. The report is due 30 days after the 
close of the reporting period. 

(E) Subcontract awards that are related to work for more than one 
executive agency shall be appropriately allocated. 

(F) The authority to acknowledge or reject SSRs in eSRS, including SSRs 
submitted by subcontractors with subcontracting plans, resides with the 
Government agency awarding the prime contracts unless stated otherwise 
in the contract. 

(ii) Reports submitted under a commercial plan-

(A) The report shall include all subcontract awards under the commercial 
plan in effect during the Government's fiscal year. 
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(8) The repon shall be submitted annually, within thirty days after the end 
of the Government's fiscal year. 

(C) Ifa Contractor has a commercial plan and is performing work for 
more than one executive agency, the Contractor shall specify the 
percentage of dollars attributable to each agency from which contracts for 
commercial items were received. 

(D) The authority to acknowledge or reject SSRs for commercial plans 
resides with the Contracting Officer who approved the commercial plan. 

(iii) All reports submitted al the close of each fiscal year (both individual and 
commercial plans) shall include a Year-End Supplementary Report for Small 
Disadvantaged Businesses. The report shall include subcontract awards, in whole 
dollars, to small disadvantaged business concerns by North American Industry 
Classification System (NAICS) Industry Subsector. If the data are not available 
when the year-end SSR is submitted, the prime Contractor and/or subcontractor 
shall submit the Year-End Supplementary Report for Small Disadvantaged 
Businesses within 90 days of submitting the year-end SSR. For a commercial 
plan, the Contractor may obtain from each of its subcontractors a predominant 
NA ICS Industry Subsector and report all awards to that subcontractor under its 
predominant NAICS Industry Subsector. 

(End of Clause) 

I.3-APPLICABLE "SAM CLAUSES INCORPORATED BY REFERENCE 

Clause Description Date 

3052.203-70 Instructions for Contractor Disclosure of Violations Sep-I 2 

3052.205-70, Advertisements, Publicizing Awards, and Release Sep- 12 
ALT I 

3052.215-70 Key Personnel or Facilities Dec-03 
3052.219-70 Small Business Subcontracting Plan Reporting Jun-06 

3052.219-71 DHS Mentor.Protege Program 1un·06 
3052.228-70 Insurance Dec-03 
3052.242-72 Contracting Officer's Technical Representative Dec-03 
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lA-APPLICABLE HSAM CLAUSES IN FULL TEXT 

HSAR 3052.204-70 SECURITY REQUIREMENTS FOR UNCLASSIFIED 

INFORMA nON TECHNOLOGY RESOURCES (JUN 2006) 

(a) The Contractor shall be responsible for Infonnation Technology (IT) security for all systems 
connected to a DHS network or operated by the Contractor for DHS, regardless of location. This 
clause applies to all or any part of the contract that includes infonnation technology resources or 
services for which the Contractor must have physical or electronic access to sensitive 
infonnation contained in DHS unclassified systems that directly support the agency's mission. 

(b) The Contractor shall provide, implement, and maintain an IT Security Plan. This plan shall 
describe the processes and procedures that will be followed to ensure appropriate security of IT 
resources that are developed, processed, or used under thi s contract. 

(I) Withinl.2. days after contract award, the contractor shall submit for approval 
its IT Security Plan, which shall be consistent with and further detail the approach 
contained in the Offeror's proposal. The plan, as approved by the Contracting 
Officer, shall be incorporated into the contract as a compliance document. 

(2) The Contractor's IT Securit y Plan shall comply with Federal laws that include, 
but are not limited to, the Computer Security Act of 1987 (40 U.S.c. 1441 et 
seq.); the Government lnfonnation Securi ty Refonn Act of 2000; and the Federal 
Infonnation Security Management Act of2002; and with Federal policics and 
procedures that include, but are not limited to, OMB Circular A-130. 

(3) The security plan shall specifically include instructions regarding handling and 
protecting sensitive infonnation at the Contractor's site (including any 
infonnation stored, processed, or transmitted using the Contractor's computer 
systems), and the secure management , operation, maintenance, programming, and 
system administration of computer systems, networks, and telecommunications 
systems. 

(c) Examples of tasks that require security provisions include--

( I) Acquisition, transmission or analysis of data owned by DHS with significant 
replacement cost should the contractor's copy be corrupted; and 

(2) Access to DHS networks or computers at a level beyond that granted the 
general public (e.g., such as bypassing a firewall). 

(d) At the expi rat ion of the contract, the contractor shall return all sensitive DHS infonnation and 
IT resources provided to the contractor during the contract, and certify that all non-public DHS 
infonnation has been purged from any contractor-owned system. Components shall conduct 
reviews to ensure that the securit y requirements in the contract are implemented and enforced. 
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(e) Within 6 months after contract award, the contractor shall submit written proof of IT Security 
accred itation to DH S for approval by the DHS Contracting Officer. Accreditation will proceed 
according to the criteria of the DHS Sensitive System Policy Publication, 4300A (Version 2.1, 
July 26,2004) or any replacement publication, which the Contracting Officer will provide upon 
request. This accreditation will include a final securit y plan, risk assessment, security test and 
evaluation, and disaster recovery plan/continuity of operations plan. This accreditation, when 
accepted by the Contracting Officer, shal l be incorporated into the contract as a compliance 
document. The contractor shall comply with the approved accreditation documentation. 

(End of clause) 

HSAR 3052.204-71 CONTRACTOR EMPLOYEE ACCESS (SEP 2012), ALT I 

(a) Sensirive /II/ormalioll, as used in thi s clause, means any infonnation, which iflost, misused, 
disclosed, or, without authorization is accessed, or modified, could adversely affect the national 
or homeland securit y interest, the conduct of Federal programs, or the privacy to which 
individuals are entitled under section 552a of title 5, United States Code (the Privacy Act) , but 
which has not been specifically authorized under criteria established by an Executive Order or an 
Act of Congress to be kept secret in the interest of national defense, homeland security or foreign 
policy. This definition includes the following categories of information: 

(I) Protected Critical Infrastructure Infonnation (PCII) as set out in the Critical 
Infrastructure Information Act of2002 (Title II , Subtitle S, of the Homeland 
Security Act, Public Law 107-296, 196 Stat. 2135), as amended, the 
implementing regulations thereto (Title 6, Code of Federal Regulations, Part 29) 
as amended, the app licable PCII Procedures Manual , as amended, and any 
supplementary guidance officially communicated by an authorized official of the 
Department of Homeland Security (including the PCII Program Manager or 
hi s/her designee); 

(2) Sensitive Security Infonnation (SSI), as defined in Title 49, Code of Federal 
Regulations, Part 1520, as amended, "Policies and Procedures of Safeguarding 
and Control ofSSI," as amended, and any supplementary guidance officially 
communicated by an authorized official of the Department of Homeland Security 
(including the Assistant Secretary for the Transportation Security Administration 
or hi s/her designee); 

(3) !nfonnation designated as "For Official Use Only," which is unclassified 
infonnation of a sensitive nature and the unauthorized disclosure of which could 
adversely impact a person's privacy or welfare, the conduct of Federal programs, 
or other programs or operations essential to the national or homeland security 
interest; and 
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(4) Any infonnation that is designated "sensitive" or subject to other controls, 
safeguard s or protections in accordance with subsequently adopted homeland 
security information handling procedures. 

(b) " Information Technology Resources" include, but are not limited to, computer equipment, 
networking equipment , telecommunications equipment, cabling, network drives, computer 
drives, network software, computer software, software programs, intranet sites, and internet sites. 

(c) Contractor employees working on this contract must complete such forms as may be 
necessary for security or other reasons, including the conduct of background invest igations to 
determine suitability. Completed forms shall be submitted as directed by the Contracting Officer. 
Upon the Contracting Officer's request, the Contractor's employees shall be fingerprinted, or 
subject to other investigations as required. All Contractor employees requiring recuning access 
to Government facilities or access to sensitive information or IT resources are required to have a 
favorably adjudicated background investigation prior to commencing work on this contract 
unless this requirement is waived under Departmental procedures. 

(d) The Contracting Officer may require the Contractor to prohibit indi viduals from working on 
the contract if the Government deems their initial or continued employment contrary to the 
publ ic interest for any reason, including, but not limited to, carelessness, insubordination, 
incompetence, or security concerns. 

(e) Work under this contract may involve access to sensiti ve information. Therefore, the 
Contractor shall not di sclose, orall y or in wri ling, any sensitive information to any person unless 
authorized in writing by the Contracting Officer. For those Contractor employees authori zed 
access to sensi tive infonnation, the Contractor shall ensure that these persons receive training 
concerning the protection and disclosure of sensitive information both during and after cont ract 
performance. 

(f) The Contractor shall include the substance of thi s clause in all subcontracts at any tier where 
the subcontractor may have access to Government fac ili ties, sensitive information, or resources. 

(g) Before receiving access to IT resources under this contract the individual must receive a 
security briefing, which the Contracting Officer' s Technical Representative (COTR) will 
arrange, and complete any nondisclosure agreement fu rni shed by DHS. 

(h) The Contractor shall have access only to those areas ofDHS information technology 
resources ex.plicitly stated in thi s contract or approved by the COTR in writing as necessary for 
performance of the work under this contract. Any attempts by Contractor personnel to gain 
access to any information technology resources not ex.pressly authorized by the statement of 
work, other terms and conditions in this contract, or as approved in writing by the COTR, is 
stri ctl y prohibited. In the event of violation of this provision, DHS will take appropriate actions 
with regard to the contract and the individual(s) involved. 
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(i) Contractor access to DHS networks from a remote location is a temporary privilege for 
mutual convenience while the Contractor perfonns business for the DHS Component. It is not a 
right, a guarantee of access, a condition of the contract , or Government Furnished Equipment 
(GFE). 

(j) Contractor access wi ll be tenninated for unauthorized use. The Contractor agrees to hold and 
save DHS hannless from any unauthorized use and agrees not to request additional time or 
money under the contract for any delays resulting from unauthorized use or access. 

(k) Non-U.S. citizens shall not be authorized to access or assist in the development, operation, 
management or maintenance of Department IT systems under the contract, unless a waiver has 
been granted by the Head of the Component or designee, with the concurrence of both the 
Department 's Chief Security Officer (CSO) and the Chief lnfonnation Officer (CIO) or their 
designees. Within DHS Headquarters, the waiver may be granted only with the approval of both 
the CSO and the CIO or their designees. In order for a waiver to be granted: 

( I) There must be a compelling reason for using this individual as opposed to a U. 
S. citizen; and 

(2) The waiver must be in the best interest of the Government. 

(I) Contractors shall identify in their proposals the names and citizenship of all non-U.S. citizens 
proposed to work under the contract. Any additions or deletions of non-U.S. citizens after 
contract award shall also be reported to the contracting officer. 

(End of clause) 

HSAM 3052.209-70 PROHIBITION ON CONTRACTS WITH CORPORATE 
EXPATRIATES (JUN 2006) 

(a) Prohibitions. 

Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland 
Security from entering into any contract with a foreign incorporated ent ity which is treated as an 
inverted domestic corporation as defined in this clause, or with any subsid iary of such an entity. 
The Secretary shall waive the prohibition with respect to any specific contract if the Secretary 
detennines that the waiver is required in the interest of nation a! security. 

(b) Definitions. As used in this clause: 

E:tpanded Affiliated Group means an affiliated group as defined in section 1504(a) of the Internal 
Revenue Code of 1986 (without regard to section I504(b) of such Code), except that section 
1504 of such Code shall be applied by substituting 'more than 50 percent' for 'at least 80 percent ' 
each place it appears. 
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Foreign Incorporated Entity means any entity which is, or but for subsection (b) of section 835 
of the Homeland Security Act, 6 U.S.C. 395, would be, treated as a fo reign corporation for 
purposes of tlle Internal Revenue Code of 1986. 

Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an inverted 
domestic corporation if, pursuant to a plan (or a series of related transactions)-

( I) The entity completes the direct or indirect acquisition of substantially all of 
the properties held directl y or indirectly by a domestic corporation or substantially 
all of the propert ies constituting a trade or business of a domestic partnershi p; 

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the 
enti ty is held-

(i) In the case of an acquisition with respect to a domestic 
corporation, by fonner shareholders of the domestic corporation by 
reason of holdi ng stock in the domestic corporation; or 

(ii) In the case of an acq uisition with respect to a domestic 
partnership, by fonner partners of the domestic partnership by 
reason of holding a capital or profits interest in the domestic 
partnershi p; and 

(3) The expanded affiliated group which after the acquisition includes the entity 
does not have substantial business acti vities in the foreign country in which or 
under the law of which the entity is created or organized when compared to the 
total business activit ies of such expanded affiliated b'fouP. 

Person, domestic, and foreign have the meanings given such tenns by paragraphs (1), (4), and 
(5) of sect ion 770 I (a) of the Internal Revenue Code of 1986, respectively. 

(c) Special rules. The following definiti ons and special rules shall apply when detennining 
whether a foreign incorporated entity should be treated as an inverted domestic corporation. 

(1) Certain stock disregarded. For the purpose of treating a foreign incorporated 
entity as an inverted domesti c corporation these shall not be taken into account in 
determining ownership: 

(i) Stock held by members of the expanded affil iated group which 
includes the fore ign incorporated entity; or 

(ii) Stock of such entity which is sold in a public offering rclated to 
an acquisition described in section 835(b)( 1) of the Homeland 
Security Act, 6 U.S.C. 395(b)( J). 
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(2) Plan deemed ill cerlain cases. If a foreign incorporated entity acquires directly 
or indirectly substantially all of the properties of a domestic corporation or 
partnership during the 4-year period beginning on the date which is 2 years before 
the ownership requirements of subsection (b)(2) are met , such actions shall be 
treated as pursuant to a plan. 

(3) Certain transfers disregarded. The transfer ofpropertics or liabilities 
(including by contribution or distribution) shall be disregarded if such transfers 
are part of a plan a principal purpose of which is to avoid the purposes of this 
section. 

(d) Special rule/or related partnerships. For purposes of applying section 835(b) of the 
Homeland Security Act, 6 U.S.C. 395(b) to the acquisition ofa domestic partnership, except as 
provided in regulations, all domestic partnerships which are under common control (within the 
meaning of section 482 of the Internal Revenue Code of 1986) shall be treated as a partnership. 

(e) Treatment of Certain Rights. 

(I) Certain rights shall be treated as stocks to the extent necessary to reflect the 
present value of all equitable interests incident to the transaction, as follows: 

(i) warrants ; 

(ii) options; 

(iii) contracts to acquire stock; 

(iv) convertible debt instruments; and 

(v) others similar interests. 

(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed 
appropriate to do so to reflect the present value of the transaction or to disregard 
transactions whose recognition would defeat the purpose of Section 835. 

(f) Disclosure. The Offeror under this solicitation represents that [Check one]: 

xx it is not a foreign incorporated entity that should be treated as an inverted domestic 
cOl"oration pursuant to the criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003 ; 

_ it is a foreign incorporated entity that should be treated as an inverted domestic corporation 
pun;uant to the criteria of (HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it has 
submitted a request for waiver pursuant to 3009.108-7004, which has not been denied; or 
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~ it is a foreign incorporated entity that should be treated as an inverted domestic corporation 
pursuant to the criteria of(HSAR) 48 CFR 3009.108-7001 through 3009.108-7003, but it plans 
to submit a request for waiver pursuant to 3009.108-7004. 

(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if 
a waiver has been applied for, shall be attached to the bid or proposal. 

(End of clause) 

HSAR 3052.209-73-LlMITATlON OF FUTURE CONTRACTING (JUN 2006) 

(a) The Contracting Officer has detennined that this acquisition may give ri se to a potential 
organizational conflict of interest. Accordingly, the attention of prospective offerors is invited to 
FAR Subpart 9.5--0rganizational Conflicts oflntcrest. 

(b) The nature of thi s conflict is any contractor providing services under the ICM contract may 
have access to infonnation that would prohibit them from assisting in preparing proposals for 
future related acquisitions. 

(c) The restrictions upon future contracting are as follows: 

(1) If the Contractor, under the tenns of thi s contract, or through the perfonnance of tasks 
pursuant to thi s contract, is required to develop specifications or statements of work that 
are to be incorporated into a solicitation, the Contractor shall be ineligible to perfonn the 
work described in that solicitation as a prime or first-tier subcontractor under an ensuing 
DHS contract. This restriction shall remain in effect for a reasonable time, as agreed to by 
the Contracting Officer and the Contractor, sufficient to avoid unfair competitive 
advantage or potential bias (this time shall in no case be less than the duration of the 
initial production contract). DHS shall not unilaterally require the Contractor to prepare 
such specifications or statements of work under thi s contract. 

(2) To the extent that the work under thi s contract requires access to proprietary, business 
confidential, or financial data of other companies, and as long as these data remain 
proprietary or confidential , the Contractor shall protect these data from unauthori zed use 
and di sclosure and agrees not to use them to compete with those other companies. 

(End of clause) 

ADDITIONAL INFORMATION REGARDING ORGANIZATIONAL CONFLICT OF 
INTEREST 

The following paragraphs in this section clarify the responsibilities of the Contractor regarding 
organizational conflict of interest. 
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The contractor agrees that if an actual or potential organizational conflict of interest is di scovered 
after award, the contractor will make a full di sclosure in writing to the Contracting Officer no 
later than three working days after discovery. This disclosure shall include a description of 
actions which the contractor has taken or proposes to take, after consultation with the 
Contracting Officer, to avoid, mitigate, or neutralize the actual or potential conflict. 

The Government may terminate this contract for convenience, in whole or in part, ifit deems 
such termination necessary to avoid an organizational conflict of interest. If the contractor was 
aware, or should have been aware, of a potential organizational conflict of interest prior to 
award, or di scovered an actual or potential conflict after award and did not disclose or 
misrepresented relevant infonnation to the Contracting Officer, the Government may terminate 
the contract for default, debar the contractor from Government contracting, or pursue such other 
remedies as may be permitted by law or this contract. 

The contractor further agrees to insert provisions which shall conform substantially to the 
lanb'Uage of this clause, including this paragraph, in any subcontract or consultant agreement 
hereunder. 
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SECTION J-LJST OF ATTACHMENTS 

Attachment I-Performance Work Statement 

• Exhibit A: ICEIf/Sl llIvestigative Case Management System Requirements-Law 
E'iforcemellt Sellsitive (FINA L AFFIRMA TION OF REQUIREMENTS)-

Attachment 2-Quality Assurance Surveillance Plan 

Attachment 3-Software License Agreement and Related Material 

Attachment 4-Palantir's Response to High Level Capabilities Matrix and Gap Analysis 

Attachment 5-BAR FORM 

Attachment 6-DHS Form 11000-6 

Attachment 7-DHS 4300A Sensitive Systems Handbook Rules of Behavior 

*Note: Exhibit is Law Enforcement Sell ,\·;t;ve 

Note: Attachments I (including the affirmation ofthe requirements in Exhibit A), 2, 3, and 
4 are part of Palantir' s Proposal submitted in .-esponse to HSCETC-14-R-00002 and a.-e 
hereby inco.-po.-ated by reference. The following applies to Attachments 1,2, 3, and 4: 
INCORPORATION OF PROPOSAL PAGES WITH PROPRIETARY MARKINGS: T he 
contractor agrees that the government may duplicate, use and/or disclose inside the 
government, the pages of its proposal which have been incorporated into this contract as 
necessary to implement and administer this contract. Such pages shall retain any 
p.-op.-ietary markings placed thereon by the contractor, and the data which is marked 
proprietary shall not be disclosed outside the government unless (a) required by law, (b) 
agreed to by the contractor, or (c) disclosed to a government support contractor who has 
signed an appropriate non-disclosure agreement and has agreed to adequately protect such 
data. " 
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ITEM NO 

,A) 

1001 

SUPPlIESlSeRVICES 

'B) 

4 . Decrease the total amounts for CLINs 1001 , 
2005, 3005, 4005, and 5005 (see individual CLINs 
for specific amounts). 

AS a result. the total obliga~ed amount is 
increased from kbX4) I to 
tbX4) I The total amount is increased 

!(bX4) I to 

All other terms and conditions remain the same. 
Exempt Action : Y 
Discount Terms : 

Net 30 
fOB : Destination 
Period of Performance: 09/26/2014 to 09/24/2019 

Change It:em 1001 to read as follows (amount shown 
>S 'he obligat:ed amount) : 

POOOO2 : Decrease amount: from b}(4) 
by b}(4) ood re-align 
b ') to CLIN 100? . 

Labor for 
ffP : khV41 

Transition-In (Two Months) and IOC 
I 

SLIN 1001A : Completion of Transition-In: 
kbX41 I (5\ of ffP) 
SLIN 10018 : Phase I-Requirements Confirmation and 
Baseline Installation: t bX4\ I (10% of ffP) 
SLIN 1001C : Phase 2-8aseline Gap Analysis: 
kh)(41 I (l0 ' of FfP) 
SLIN 10010 : Phase 3-Code Freeze for IOC : 
' hl(4\ I (25\ of ffP) 
SLIN 1001E : Phase 4-IOC Integration and Testing : 
ihll41 I (50\ of HP) 
Obligated Amount: ihl/41 I 
Product/Service Code: 0307 
Product/Service Description: IT AND TELECON- IT 
STRATEGY ANO ARCHITECTURE 

Account.ing Info: 
TECS081-001 Y5 80-99-00-000 
23-02-0200-00-00-00-00 GE-31-15-00-000000 
00-00-0000-00-00-00-00 
000000-
funded : 

TECS081-001 Y6 80-99-00-000 
Cont.inued . .. 

000000 

OUANTrTYtJNIT 

(e) 1(0) 

2018-ICLI-00009 3240 

\/NIT PfitICE 

") 

OI'TIOOI01. FORM U. (. te) 
1IjIoo_ ,, 1OSA. 
F4R(" CFR)S) "O 

8 
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REFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET HSCETC-14-C-OOOO2/P00002 

N"'ME OF O!'FEROR OR CQNTFtACTOR 

PALANTl R USG 

ITEtA NO 

(AI 

1007 

1008 

1009 

SUPPlIESlSERV~es 

(B) 

23-02-0200-00-00-00-00 GE-31-1S-0Q-OOOOOO 
00-00-0000-00-00-00-00 
000000-000000-000000-000000 000000 
Funded:_ 

Add Item 1007 as follows : 

Combined GovCloud Instances (252 Servers) 

Not-to-Exceed Amou"n~t~'~'~"~"~"~~~==:J1 
Obligated Amount ; _kb)(4) I 
Product/Service Code : 0307 
Product/Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Accounting Info : 
T£C5081-001 Y6 80-99-00-000 
23-02-0200-00-00-00-00 GE-31-1S-00-000000 
00-00 - 0000- 00-00-00-00 
000000-000000-000000-000000 QCDaaa 
fl.lnded : _ 
Accounting Info : 
TECS08l-00l Y5 80 - 99 - 00-000 
23-02-0200-00-00-00-00 GE-3l-l5-00- ------ --­
QCOOOO 
funded : 

Add Item 1006 as follows : 

Networking and Data Transfer-ffP 
Obligated Amount : kh\14\ I 

Product/Service Code : D307 
Product/Service Description : IT AND TELECOM - IT 
STRATEGY AND ARCHITECTURE 

AccountinQ Info : 
b)(4);(b}(7)(E) 

Add Item 1009 a s follows : 

AWS Standard Support Package 
Not-to-Exceed Amount : Kb)(4) 

Obligated Amount : kb\(4\ I 
Product/Service Code : 0307 
Product/Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Accounting Info : 
Continued ... 

QUANTITY NIT 

(e) O} 

2018-ICLI-00009 3241 

( 

UNIT PRICE 

(E) 

AMOUNT 

(F) 

Kb}(4) 

Kb)(4) 

kb)(4) 

<)PTI(lN.t,L FOIUo! no (0 8&) 
S-_to,GSA 
F""('SCFR)~"O 

8 
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REFERENCE NO OF OOCUME'lT BEING CONTINUED 

CONTINUATION SHEET HSCETC-14 -c-00002/P00002 

NAME OF OFFEROR OR CONTRACTOR 

PALANTIR USG 

n,"'" 
(M 

1010 

2005 

2007 

SUPPLIESlSERVlCES 

(S) 

TECS081-001 Y6 80-99-00-000 
23-02-0200-00-00-00-00 GE-31-1S-00-000000 
00-00-0000-00-00-00-00 
000000-000000-000000 - 000000 OCOOOO 
Funded: __ 
Accounti~ 
TECS081-001 YS 80-99-00-000 
23-02-0200-00-00-00-00 GE-31-1S-00-000000 
00-00-0000-00-00-00-00 

QCOOOO 
Funded : 

Add Item 1010 as follows : 

Software as a Service 

Not - to-Exceed Amou~n~'~'~~~~r=::f"C-
Obligated Amount : ~ 
Product/Service Code : 0307 
Product/Service Description : I T AND TELECQM- IT 
STRATEGY AND ARCHITECTURE 

Accounting Info : 
TECS081-001 Y6 80-99-00-000 
23-02-0200-00-00- 00- 00 GE-31-1S - 00- ------ --­
OCOOOO 

Change Item 2005 to read as follows(amount shown 
is the obligated amount) : 

P00002 : 
by Kb)(4) 

Decrease amount from ~b )(4) 

Support to include Tier 2 and Tier 3 Service Desk 
Support as referenced in Exhibit A, Section 2 . 

Monthly FFP : kb\(4\ Total ffP : ~ib~'~4!I)===:::J 
Option Period 2 (12 months) 
Amount : t b}(4) IOption Line Item) 
09/25/2015 
Product/Service Code : 0307 
Product/Service Description : IT AND TELECOt-I- IT 
STRATEGY AND ARCHITECTURE 

Add Item 2007 as follows : 

Combined GovCloud Instances 
Not-to-Exceed Amount: : Pl}(4) 

(252 Servers) 
I 

Amount:: kb\l4\ 
09/26/2016 
Continued ... 

(Option Line Item) 

QUANTITY Il 

(CJ DJ 

2018-ICLl-00009 3242 

!)Nil PRICE 

(E) 
-~ 

(f) 

OPHO/""l FORM 3H 10·11) 
s.>on_ iI'I' GSA 
F-.R 108 CFFIj 53 tlO 

8 



epic.org 003841EPIC-17-08-14-ICE-FOIA-20181024-8thInterim-Production-pt1

REFERENCE NO OF OOCUMENT BEING CONTINUED 

CONTINUATION SHEET HSCETC-14 -c-00002/P00002 

N1o.ME OF OFfEROR OR CONTRACTOR 

PALANTIR USG 

ITEM NO 

IAI 

2008 

2009 

2010 

3005 

SUPPl IESISERVICES 

IBI 

Product/Service Code : 0307 
Product/Service Description : IT AND TELECOH- IT 
ST~TEGY AND ARCHITECTURE 

Add Item 2008 as follows : 

Networking and 
Amount : kh\(4\ 

09/26/2016 

Data Transfer-FFP 
I(Option Line Iteml 

Product/Service Code : 0307 
Product/Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Add Item 2009 a s follows : 

AWS Standard Support Package 
Not - to-Exceed Amount : f b\14\ I 
A.'!Iount : kh\(4\ IOption Line Item) 
09/26/2016 
Product/Service Code : 0307 
Product/Service Description : IT AND TEL£COH- IT 
STRATEGY AND ARCHITECTURE 

Add Item 2010 as follows : 

Software as a .C;. . 1 

Amount : 
09/26/2016 
Product/Service Code : 0307 

Line I 

Product/Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Change Item 3005 to read as follows(amount shown 
is the obliga t ed amount) : 

Poooa2 : 
by j(b)(4) 

Decrease amount from kb)(4) 

Support to include Tier 2 and Tier 3 Service Desk 
Support as referenced in Exhibit A, Section 2 

Honthly FFP : kb)(4) I Tot al FFP : ~kb~I~I4~I===:::J1 
Option Period 3 (12 months) 
Amount : kb)(4) hOption Line Item) 
09/25/2016 
Product/Service Code : 0307 
Product/Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Cont i nued ... 

QUANTlT'1 UNIT 

(C) D) 

2018-ICLI-00009 3243 

UNIT PRICE 

lEI 
.... MOUNT 

IFI 

8 

0 . 00 

Of'TfONA,L .011 .. 3)5 10.11&1 
Spon_ bj'Ga.. 
FA~(4SCF ~I SJ"O 
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REFERENCE NO OF DOCUMENT BEING CONTINUEO 

CONTINUATION SHEET HSCETC-14-C-00002/P00002 

"""ME OF OHEROR OR CONTRACTOR 

PALANT I R USG 

ITEM NO 

(A) 

3007 

3008 

3009 

3010 

4005 

SUPPlIESISERVICES 

'S) 

Add Item 3007 as follows : 

Combined GovCloud Instances 
Not-to-Exceed Amount : 1(b)(4) 

(252 Servers) 

I 
Amount : kh\(4\ I(Option Line Item} 
09125/2016 
Product/Service Code: 0307 
Product/Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Add Item 3008 as follows : 

Networking and Data Transfer-FFP 
Amount : kh\(4\ I(Option Line I tern) 
09/25/2016 
Product/Service Code : 0307 
Product/Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Add Item 3009 as follows: 

AWS Standard Support Package 
Not-to-Exceed Amount : i h\(4\ I 
Amount : kb)(4) IOption Line Item) 
09/2512016 
Product/Service Code : 0307 
Product/Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Add Item 3010 as follows : 

Software as a Service 

Not-to-E,x~c[e~ec:d==Am==O="=OJt ' 
Amount : .kb)(4) kOption 
09/25(2016 

Line Item} 

Product/Service Code : 0307 
Product/Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Change Item 4005 to read as fol1ows(amount shown 
1S the obligated amount) : 

P00002 : 
by kb)(4) 

Decrease total amount from k0b~)~'4U)======~1 
I 

Support to include Tier 2 and Tier 3 Service Desk 
Support as referenced in Er.hibit A, Section 2 

Monthly Ff'P: kh\14\ I Total FFP : ikb~)~I4U)===::::J1 
Option Period 4 (12 months) 
Continued ... 

OUANTIT'I' NIT 

(e) D) 
UNIT PRICE 

(E) 

"-MOUNT 

'F) 

NStl .~().<), 1~ 101. 0Pl1Ol<M. FOR'" HII (0.Il0l) 

s-.-",GSA 
F ..... I..,CFRl53"~ 

2018-ICLI-00009 3244 

8 
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REfERENCE NO Of DOCUMENT BEING CQIlfINUEO 

CONTINUATION SHEET HSCETC-14-C-00002lP00002 

NAME Of OfFEROR OR CQNTRf<CTOR 

PALANTIR USG 

ITEM NO 

IA) 

4007 

4008 

4009 

4010 

5005 

SUPPlIESlSERVICES 

IE) 

Amount : b)(4 ) Option Line Item) 
09/25/2017 
Product/Service Code : 0307 
Product/Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Add Item 4007 as follows : 

Combined GovCloud Instances 
Not-to-Exceed Amount : kh\f4 \ 

(252 Servers) 
I 

Amount : f h\f4 \ tOption Line Item) 
09/25/2017 
Product/Service Code : 0307 
Product/Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Add Item 400B as follows : 

Networking and Data Transfe r-FFP 
Amount : kti)(4) IOption Line Item) 
09/25/2017 
Product/Service Code : 0307 
Produc t /Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Add Item 4009 as follows : 

AWS Standard Support Package 
Not-to-Exceed Amount : fnV41 I 
Amount : tti)(4) IOption Line Item) 
09/25/2017 
Product/Service Code : 0307 
Product/Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Add Item 4010 as follows : 

Software as a service l~ir::::~~ 
Not-to-Exceed Amount : 
Amount : 0fn~v~.[,===SI( OptiOn Line Item) 
09/25/2017 
Product/Service Code : 0307 
Product/Service Description : IT AND TELECOI-I- IT 
STRATEGY AND ARCHITECTURE 

Change Item 5005 to read as follows(amount shown 
is the obligated amount) : 

Pooaa2 : Decrease 
by khl(4 ) 

total amount fr om t"b~'~'Ll ===:::JI I L!: 

Continued __ _ 

OUANTITY NIT 

Ie) D) 

2018-ICLI-00009 3245 

UNIT PRICE 

IE) 

~oum 

If) 

OPTIOOI,O.l. fOflM '" 10-11$) 

-.~ 'AlI I" CFR) ~, •• 0 

, 
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REFERENCE NO OF DOCUMENT BEING CONTINUED 

CONTINUATION SHEET HSCETC-14-C-00002/P00002 

NAME Of OfFEf< OR OR CONTRACTOR 

PALANTIR USG 

ITEM NO 

IAI 

5007 

5008 

5009 

5010 

SUPPUESlSEf<VIC ES 

'" 
Support to include Tier 2 and Tier 3 Service Desk 
Support as referenced in Exhibit A, Section 2 . 

Monthly FFP ; kh\(4\ ITota1 FFP ; 1,;;"~".'l:' ===:::J1 
Option Period 5 (12 months) 
Amount : kh\(4\ IOption Line Item) 
09/25/2018 
Product/Service Code : 0307 
Product/Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Add Item 5007 as follows : 

Combined GovCloud Instances 
Not-to-Exceed Amount : kb)(4) 

(252 Servers) 

I 
Amount : FhllAI 

09/25/2018 
1 (Option Line It e m) 

Product/Service Code ; D307 
Product/Service Description : IT AND TELECOM - IT 
STRATEGY AND ARCHITECTURE 

Add Item 5008 as follows : 

Ne t working and 
Amoun t : RhllAI 

09/25/20 1 8 

Data Transfer-ffP 
I( Option Line Item) 

Product/Service Code : 0307 
Product/Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

Add Item 5009 as follows : 

AWS St andard Support Package 
Not-to-Exceed Amount : Rb)(4) I 
Amount : kb)(4) I(Option Line Item) 
09/25/2018 
Product/Service Code : 0307 
Product/Service Descript i on : IT AND TELECO~l- IT 
STRATEGY AND ARCHITECTURE 

Add I tem 5010 as follows : 

So f tware as a Service liili<l:::::::(;;;jb-
Not-to-Exceed Amount : i hliAI 1 

Amount : "ikbE,~,,~,E===hOPtion Li ne Item) 
09/25/2018 
Product/Service Code : 0307 
Product/Service Description : IT AND TELECOM- IT 
STRATEGY AND ARCHITECTURE 

aUANTITY~NIT 

(C) 1(0) 

UNIT PRICE 

IE) 
AMOUNT 

'" 

NStll!.Oo)'o,·,52·8Ml OPTIONAL FOIl ... 1M 1< 80!) 

Spon_ " GSA 
FAA (OS CFR) 53 ,,0 

2018-ICLI -00009 3246 
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ADDENIl U" TO LICENSE AND SERVI CES AGREEMENT 

Addendum ("Addendum") is hereby appended 10 the Liccn~ and Services Agreement 
;m:;;,,, September 26. 2014. anachcd as Exhibit A. entered imo pursuant 10 Contract HSCETC. 14-C­

by and between Contractor ("J'a lantir") and U.S. Department of I-lome land Security. Immigration and Customs 
Enforcement (,- IC E" or "Customer" and. collectively Wilh "alanlir. Ihe ·">a rties·'). 

15. Certain Definitions. 4 7 
b}( 4 );(b }(5);(b }(7)(E) 

t b X 4 );(b )(5);(b X7)(E) 

16.2 Authorized U~er Accounts. )(4)-()( H )( 
b)( 4 );(b )(5);(b }(7)(E) 

16. 

b)( 4 );(b )(5);(b }(7)(E) 

2018-ICLI-00009 3247 
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b)( 4 );(b )(5);(b )(7)(E) b)( 4 );(b )(5);(b )(7)(E) 

19. Customer Representations and Warranties. 

b)( 4 );(b )(5);(b )(7)(E) 

18. 

2018-ICLI-00009 3248 
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, 

EXHIBIT A 

License and Services Agreement, dated 26 Sep 2014 (to be attached) 

EXHIBIT B 

AWS Federal Access Policy, GovCloud Addendum and GovCloud Affirmation of Compliance (to 
be attached) (collectively, "AWS Terms"). 

For avoidance of doubt, this contract, including any AWS Terms, will be governed by 
and interpreted and enforced in accordance with the laws of the United Stales of 
America without reference to conflict of laws. 

2018-ICLI -00009 3249 
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AWS Access Policy - Federal 
( v .1-4-2013) 

This AWS Access Policy ("Access Policy") governs your access to and use of the Services (as defined 
below) of Amazon Web Services, Inc. ("AWS") provided to you by your systems integrator, reseller, 
or services provider ("Provider"). It sets out the additional rules, conditions and restrictions that 
apply to you or the entity you represent (~you ") for use of the Services. In this Access Policy, "we", 
· us", or ~our" means AWS and any of its affiliates. Please see Section 8 for definitions of capitalized 
terms. 

1 . Use of the Services. 

1 .1 Generally. You are provided access to the Services by your Provider. Your use of and access to 
the Services are governed by the agreement between you and Provider. This Access Policy 
supplements the terms of such agreement and may be updated by us from time to time. AWS Service 
Level Agreements apply to your use of the Services. Your continued access to and use of the Services 
is conditioned on your compliance with all laws, rules, regulations, policies and instructions applicable 
to your use of the Services, including the Policies. 

1.2 Account Kevs. Provider may provide you with AWS account keys which will allow you to directly 
access the Services via Provider's account(s) . We are not responsible for any activities that occur 
under these account keys, regardless of whether the activities are undertaken by you, Provider or a 
third party (including your employees, contractors or agents) and we are also not responsible for 
unauthorized access to the account. 

1.3 Third Party Materials. Through the use of Provider's AWS account (s), you may have access to 
Third Party Materials, such as software applications provided by third parties, which are made 
available directly to you by other companies or individuals under separate terms and conditions, 
including separate fees and charges. Your use of any Third Party Materials is at your sole risk. 

2. Your Responsibilities 

2.1 Your Materials. You are solely responsible for the development, content, operation, 
maintenance, and use of Your Materials with the Services. For example, you are solely responsible for : 

(a) the technical operation of Your Materials, including ensuring t hat calls you make to any Service are 
compatible with then·current application program interfaces for t hat Service; 

(b) compliance of Your Materials with the Acceptable Use Policy, the other Policies, and the law; 

(c) any claims relating to Your Materials; 

(d) properly handling and processing notices sent to you (or any of your affiliates) by any person 
claiming that Your Materials violate such person's rights, including notices pursuant to the Digital 
Millennium Copyright Act; 

(e) any action that you permit, assist or faci l itate any person or entity to take related to this Access 
Policy, Your Materials or use of the Services; and 

(f) End Users' use of Your Materia ls and the Services and ensuring that End Users comply with your 
obligations under this Access Policy and that the terms of your agreement with each End User are 
consistent with this Access Policy. 

2.2 Other Security and Backup. You or Provider are solely responsible for properly configuring and 
using the Services and taking steps to maintain appropriate security, protection and backup of Your 
Materials, including using encryption technology to protect Your Materials from unauthorized access 
and routinely archiving Your Materials. 
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2.3 End User Violations. If you become aware of any violation of your obligations under this Access 
Policy by an End User, you will immediately terminate such End User's access to Your Materials and 
the Services. 

3. Service Interruption. 

3.1 General. We may suspend the AWS account(s) through which you access the Services 
immediately if we determine your or an End User's use of the Services (i) violates the terms of this 
Access Policy (including the Acceptable Use Policy or Service Terms); (ii) poses a security risk to the 
Services or any other AWS customer, (i i i) may harm our systems or the systems or Materials of any 
other AWS customer; or (iv) may subject us to liability as a result of any of the foregoing. We will 
provide not ice of any suspens ion as soon as practicable to Provider, who is solely responsible for 
providing any notices to you under your agreement with them. 

3.2 Scope of Interruption. To the extent practicable, we will (i) suspend your right to access or use 
only those instances, data, or portions of the Services that caused the suspension, and (ii) limit the 
suspension to those accounts that caused the suspension. I f commercially feasible, access to the 
Services will be restored once the conditions or circumstances giving rise to the suspension have been 
removed or corrected . Nothing in this Section 3 will operate to limit your rights or remedies otherwise 
available to you against Provider under your agreement with them or applicable law. 

4. Proprietary Rights 

4.1 Services. As between you and us, we or our licensors own and reserve all right, title, and interest 
in and to the Services. You have the right to use the Services solely as a licensee of Provider in 
accordance with this Access Policy and the agreement between you and Provider. We have no 
obligation to provide the Service to you under this Access Policy, so you must look exclusively to 
Provider and your agreement with Provider regarding such obligation. Except as expressly provided in 
this Section 4, you obtain no rights to the Services, the AWS Materials or any Th ird Party Materials. 

4 .2 Materials. As a part of the Services, you may have access to AWS Materials and Third Party 
Materials, which may be subject to additional terms and cond itions (including the Terms of Use and 
Apache Software License) . By using those materials, you are subject to such additional terms. You 
are solely responsible for securing any necessary approvals for the download and use of such 
materials. 

4.3 Restrictions. Neither you nor any End User may use the Services in any manner or for any 
purpose other than as expressly permitted by th is Access Policy and the agreement between you and 
Provider. Neither you nor any End User may, or may attempt to, (a) modify, alter, tamper with, 
repair, or otherwise create derivative works of any software included in the Services (except to the 
extent software included in the Services are provided to you under a separate license that expressly 
permits the creation of derivative works), (b) reverse engineer, disassemble, or decompile the 
software included in the Services or apply any other process or procedure to derive the source code of 
any software included in the Services, or (c) access or use the Services in a way intended to avoid 
incurring fees or exceeding usage limits or quotas. All rights and access granted to you with respect 
to the Services are conditioned on your continued compliance with this Access Policy, and you wil l 
immediately discontinue your use of the Services if you cannot comply with th is Access Policy. 

4.4 Suggestions. If you provide any Suggestions to us when using the Services, you hereby grant to 
AWS and its affiliates a perpetual, irrevocable, non-exclusive, worldwide, roya lty-free right and license 
to reproduce, distribute, make derivative works based upon, publicly display, publicly perform, make, 
have made, use, sell, offer for sale, and import the Suggestions, including the r ight to sublicense such 
rights through multiple tiers, alone or in combination. 

4.5 U.S. Government Rights. In accordance wit h Federal Acquisition Regulation (FAR) Sections 
12.211 and 12.212, and Defense Federal Acquisition Regulation Supplement (DFARS) Sections 
227.7202-1 and 227.7202-3, the Services are provided (as applicable) to the U.s. Government as 
"commercial items," "commercial computer software," "commercial computer software 
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documentation," and "technical data" with the same rights and restrictions generally applicable to the 
Services. If you are using the Services on behalf of the U.s. Government and these terms fail to meet 
the U.S. Government's needs or are inconsistent in any respect with federal law, you will immediately 
discontinue your use of the Services (including any AWS Materials). 

5. Representations and Warranties. You represent and warrant that (a) you and your End Users' 
use of the Services (including any use by your employees and personnel) will not violate this Access 
Policy; (b) you or your licensors own all right, title, and interest in and to Your Materials; (c) Your 
Materials (including the use, development, design, production, advertising, or marketing of your 
Materials) or the combination of your Materials with other applications, content or processes, do not 
and will not violate any appl icable laws or infringe or misappropriate any third-party rights; and (d) 
your use of the Services wi l l not cause harm to any End User. 

6. Disclaimers. WE PROVIDE THE SERVICES ON AN "AS IS" BASIS TO PROVIDER. WE AND OUR 
LICENSORS MAKE NO REPRESENTATIONS OR WARRANTIES OF ANY KIND TO YOU, WHETHER 
EXPRESS, IMPLIED, STATUTORY OR OTHERWI SE REGARDING THE SERVICES OR ANY THIRD PARTY 
MATERIALS, INCLUDING ANY WARRANTY THAT THE SERVICES OR THIRD PARTY MATERIALS WILL BE 
UNI NTERRUPTED, ERROR FREE OR FREE OF HARMFUL COMPONENTS, OR THAT ANY MATERIALS, 
INCLUDING YOUR MATERIALS OR THE THIRD PARTY MATERIALS, WILL BE SECURE OR NOT 
OTHERWISE LOST OR DAMAGED. EXCEPT TO THE EXTENT PROHIBITED BY lAW, WE AND OUR 
LICENSORS DI SClAIM ALL WARRANTIES, INCLUDING ANY I MPLIED WARRANTIES OF 
MERCHANTABILITY, SATISFACTORY QUALITY, FITNESS FOR A PARTICUlAR PURPOSE, NON­
INFRINGEMENT, OR QUIET ENJOYMENT, AND ANY WARRANTIES ARISING OUT OF ANY COURSE OF 
DEALING OR USAGE OF TRADE. 

7. limitations of Liability_ YOU MUST LOOK SOLELY TO PROVIDER AND YOUR AGREEMENT WITH 
THEM REGARDING ANY ClAIMS OR DAMAGES RElATED TO THE SERVICES. WE AND OUR AFFILIATES 
OR LICENSORS WILL NOT BE LIABLE TO YOU FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, 
CONSEQUENTIAL OR EXEMPlARY DAMAGES (INCLUDING DAMAGES FOR LOSS OF PROFITS, 
GOODWILL, USE, OR DATA), EVEN I F A PARTY HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH 
DAMAGES. FURTHER, NEITHER WE NOR ANY OF OUR LICENSORS WILL BE RESPONSIBLE FOR ANY 
COMPENSATION, REIMBURSEMENT, OR DAMAGES ARISING IN CONNECTION WITH: (A) YOUR 
INABILITY TO USE THE SERVICES, INCLUDING AS A RESULT OF ANY (I) SUSPENSION OF YOUR USE 
OF OR ACCESS TO THE SERVICES, (II) OUR DISCONTINUATION OF ANY OR ALL OF THE SERVICES, 
OR, (III) ANY UNANTICIPATED OR UNSCHEDULED DOWNTIME OF ALL OR A PORTION OF THE 
SERVICES FOR ANY REASON; OR (8) ANY UNAUTHORIZED ACCESS TO, ALTERATION OF, OR THE 
DELETION, DESTRUCTION, DAMAGE, LOSS OR FAILURE TO STORE ANY OF YOUR MATERIALS OR 
OTHER DATA THAT YOU OR ANY END USER SUBMITS OR USES IN CONNECTION WITH THE SERVICES 
(INCLUDING AS A RESULT OF YOUR OR ANY END USERS' ERRORS, ACTS OR OMISSIONS). 

8. Definitions. 

"Acceptable Use Policy" means the policy cu rrently available at http://aws.amazon.com/aup, as it 
may updated by us from t ime to time. 

"AWS Materials" means Materials we make available in connection with the Services or on the AWS 
Site to allow access to and use of the Services, including WSDLs; Documentation; sample code; 
software libraries; command line tools; and other related technology. AWS Materials does not include 
the Services. 

"AWS Service Level Agreement" means all service level agreements that we offer with respect to 
the Services and post on the AWS Site, as they may be updated by us from time to time. 

"AWS Site" means http://aws.amazon .com and any successor or related site designated by us. 

" Documentation" means the developer guides, getting started guides, user guides, quick reference 
guides, and other technical and operations manuals, instructions and specifications for the Services 
currently located at http://aws.amazon.com/documentation, as such documentation may be updated 
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by us from t ime to time. 

"End User" means any individual or entity that directly or indirectly through another user: (a) 
accesses or uses Your Materials; or (b) otherwise accesses or uses the Services through you. 

"Materials" means software (including machine images), data, text, audio, video, images or other 
content. 

"Policies" means the Acceptable Use Policy, the Terms of Use, the Service Terms, all restrictions 
described in the AWS Materials and on the AWS Site, and any other policy or terms referenced in or 
incorporated into this Access Policy. 

"Services" means, collectively or individually (as applicable), the web services made commercia lly 
avai lable by us to Provider for use under this Access Policy, including (as applicable) those web 
services described in the Service Terms. 

"Service Terms" means the rights and restrictions for particular Services located at 
http://aws.amazon.com/serviceterms, as they may be updated by us from time to t ime. 

"Suggestions" means all suggested improvements to the Services or AWS Materials that you provide 
to us. 

"Terms of Use" means the terms of use located at http://aws.amazon.com/terms/, as they may be 
updated by us from time to time. 

"Third Party Materials" means Materials made available to you by any third party on the AWS Site 
or in conjunction with the Services. 

"Your Materials" means Materials you or any End User (a) run on the Services, (b) cause to 
interface with the Services, or (c) upload to the Services or otherwise t ransfer, process, use or store in 
connection wit h the Services. 
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GovCloud Addendum to AWS Customer License Terms 
The terms of the AWS Access Policy - Federal \' .1-4-2013 (the "Agreement" ) are hereby modified as set 
forth in this Gov(loud Addendum to the AWS Customer license Terms (the "Addendum") . The 
Addendum also amends the GovCloud Affirmation of Compliance (the "Agreement and Notification" ) as 
updated from time to time! Unless otherwise defined in this Addendum, all capitalized terms used in this 
Addendum will have the meanings ascribed to them in the Agreement. The parties agree as follows: 

1. AWS Secu rity. 
Without limiting Section 6 or Customer's obligations under Section 2.2, in accordance with the AWS 
Security Standards AW5 will implement reasonable and appropriate measures for the AWS Network 
designed to: (i) help Customer secure Your Content against accidental or unlawful loss, access or 
disclosure; (ii) implement the in -scope baseline National Institute of Standards and Technology ("NIST") 
Special Publication 800-53 Rev 3 controls for a Federal Information Security Management Act ("FISMA") 
Moderate level system for the AWS Services identified by AWS as FISMA compliant (currently ECl, S3, 
EBS and VPC); and (iii) for the AWS GovCloud (US) region, maintain physical and logical access controls 
to limit access to the AWS Network by AWS personnel, including employees and contractors, to U.S. 
persons, as defined by 22 CFR part 120.15 ("U.S. Persons" ) ((i), (ii) and (iii) collectively the "Security 
Objectives" ). 

2. U.S. Persons Rest ricted Access. 
2.1 The AWS GovCloud (US) region is the only AWS region that has physical and logical access controls 
that limit access to the AWS Network by AWS Personnel to U.S. Persons. Customer represents and 
warrants that it will only access the AWS GovCloud (US) region if: 
(i) Customer is a U.S. Person; 
(ii) Customer, if required by the International Traffic In Arms Regulations ("ITAR" ), has and will maintain 
a valid Directorate of Defense Trade Controls registration; 
(iii) Customer is not subject to export restrictions under U.S. export control laws and regulations (e.g . 
Customer is not a denied or debarred party or otherwise subject to sanctions); and 
(iv) Customer maintains an effective compliance program to ensure compliance with applicable U.S. 
export control laws and regulations, including the ITAR. If requested by AWS, Customer agrees to 
provide AWS with additional documentation and cooperation to verify the accuracy of the 
representations and warranties set forth in this Section. 

2.2 Customer Responsibilities. 
Customer is responsible for all physical and logical access controls beyond the AWS Network including, 
but not limited to, Customer account access, data transmission, encryption, and appropriate storage and 
processing of data within the AWS GovCloud (US) region . Customer is responsible for verifying that all 
End Users accessing Your Content in the AWS GovCloud (US) region are eligible to gain access to Your 
Content. AWS Services may not be used to process or store classified data. If Customer introduces 
classified data into the AWS Network, Customer will be responsible for all sanitization costs incurred by 
AWS. Customer's liability under this provision is exempt from any limitations of liability. 

3. Definitions. 
"AWS Security Standards" means the security standards attached to this Agreement as Attachment B. 
"AWS Network" means AWS' data center facilities, servers, networking equipment, and host software 
systems (e.g., virtual firewalls) that are within AWS' control and are used to provide the Services. 
The definition of " End User" is deleted in its entirety and replaced with the following: 
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"End User" means any entity, person, or United States Federal, State or local Government agency that 
directly or indirectly through another user : (a) accesses or uses Your Content ; or (b) otherwise accesses 
or uses the Service Offerings under a Customer account . The term "End User" does not include 
individuals or entities when they are accessing or using the Services or any Content under their own 
account, rather than a Customer account. 

4. Nondisclosure. 
Customer agrees that the existence and details of this Addendum are not publicly known and constitute 
AWS Confidential Information under the Agreement. 

s. Entire Agreement; Conflict. Except as amended by this Addendum, the Agreement will remain in full 
force and effect. This Addendum, together with the Agreement as amended by this Addendum: (a) is 
intended by the parties as a final, complete and exclusive expression of the terms of their agreement, 
and (b) supersedes all prior agreements and understandings between the parties with respect to the 
subject matter hereof. If there is a conflict between the Agreement, this Addendum or any other 
Addendum or addendum to the Agreement or this Addendum, the document later in time will prevail. 

[Remainder of Page Intentionally left Blank.] 
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ATIACHMENTB 
AWS Security Standards 

Capitalized terms not otherwise defined in this document have the meanings assigned to them in the 
applicable Master Definition list. 

1. Information Security Program. AWS will maintain an information security program (including the 
adoption and enforcement of internal policies and procedures) designed to (a) satisfy the Security 
Objectives, (b) identify reasonably foreseeable internal risks to security and unauthorized access to the 
AWS Network, and (c) minimize security risks, including through risk assessment and regular test ing. 
AWS will designate one or more employees to coordinate and be accountable for the information 
security program. The information security program for the AWS Services indicated as FISMA compliant 
will include the in-scope baseline security controls outlined in the NIST Special Publication ("SP") 800-
S3 Rev 3 for a FISMA Moderate system. The information security program for the AWS GovCloud (US) 
region will include internal policies, procedures and training that implement physical and logical access 
controls limiting access to the AWS Network for that region to U.S. Persons only. The information 
security program for all AWS Services will meet the following measures: 

1.1 Network Security. The AWS Network will be electronically accessible to employees, contractors and 
any other person as necessary to provide the Services. AWS will maintain access controls and po licies to 
manage what access is allowed to the AWS Network from each network connection and user, including 
the use of firewalls or functionally equivalent technology and authentication cont rols. AWS will maintain 
corrective action and incidence response plans to respond to potential security threats. 

1.1.1 Network Security for AWS GovCloud (US). In addition to the secur ity standards set forth in Section 
1.1, AWS will not replicate or transmit Your Content hosted, processed, and/or stored in the AWS 
GovCloud (US) region outside of the United States. AWS limits logical access to AWS's Network for the 
AWS GovCloud (US) region to authorized us. Persons by controlling access credentials, segregating the 
AWS GovCloud (US) region from other AWS systems, and prohibiting access to the AWS GovCloud (US) 
region by AWS personnel from points outside of the United States. 

1.2 Phys ical Security 
1.2.1 Physical Access Control s. Physical components of t he AWS Network are housed in nondescript 
facilities (the "Facilities"). Physical barrier controls are used to prevent unauthorized ent rance to the 
Facilities both at the perimeter and at building access points. Passage through the physica l barriers at 
the Facilities requires either electronic access control validation (e.g., card access systems, etc.) or 
validation by human security personnel (e.g., contract or in-house security guard service, receptionist, 
etc.). Employees and contractors are assigned photo-ID badges that must be worn while the employees 
and contractors are at any of the Facilities. Visitors are required to sign-in with designated personnel, 
must show appropriate identification, are assigned a visitor 10 badge that must be worn whi le the visitor 
is at any of the Facilities, and are continually escorted by authorized employees or contractors while 
visiting the Facilities. 

1.2.2 limited Employee and Contractor Access. AWS provides access to the Facilities to those 
employees and contractors who have a legitimate business need for such access privileges. When an 
employee or contractor no longer has a business need for the access privileges assigned to him/her, the 
access privileges are promptly 
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revoked, even if the employee or contractor continues to be an employee of AWS or its affiliates. 

1.2.3 Physical Security Protect ions. All access points (other than main entry doors) are maintained in a 
secured (locked) state. Access points to the Facilities are monitored by video surveillance cameras 
designed to record all individuals accessing the Faci lities. AWS also maintains electron ic intrusion 
detection systems designed to detect unauthorized access to the Facilities, including monitoring points 
of vulnerability with door contacts, glass breakage devices, interior motion-detection, or other devices 
designed to detect individuals attempting to gain access to the Facilities. All physical access to the 
Facilities by employees and contractors is logged and routinely audited. 

1.2.4 Pre-Employment Screening. AWS conducts criminal background checks, as permitted by 
applicable law, as part of pre-employment screening practices for employees and contractors 
commensurate with the employee's or contractor's posit ion and level of access to the Facilities. AWS 
will not permit an employee or contractor to have access to the non-public Your Content or perform 
materia l aspects of the Services if such employee or contractor has failed to pass such background 
check. 

1.2.5 AWS GovCloud (US) Physical Access Contro ls. All AWS GovCI~ud (US) region servers are located in 
the United States. Access to these machines is limited to U.S. Persons. Foreign nationals, as defined by 
22 CFR part 120.16, including employees, contractors, and visitors, are not permitted in controlled areas 
unless properly escorted at all times. 

2. Continued Evaluation. For the AWS Services iden t ified as FISMA compl iant, AWS in conj unction with 
3rd party independent auditors will conduct annual reviews of the security of its AWS Network and 
adequacy of its information security program as measured against the NIST SP 800-53 security controls. 
AWS will conduct periodic reviews of the security of its AWS Network and adequacy of its information 
security program applicable to all AWS Services as measured against industry security standards as 
determined by AWS and its policies and procedures. AWS will conduct periodic audits of the physical 
and logical access controls for the AWS GovCloud (US) region to verify the adequacy of its information 
security program for the region. AWS will continually eva luate the security of its AWS Network and 
associated Services to determine whether add itiona l or different security measures are req uired to 
respond to new security risks or findings generated by the periodic reviews. 

3. Security Breach Notif ication. If AWS has actual knowledge of a confirmed breach of the security 
measures described in these AWS Security Standards that affects the security of any of Your Content 
that is subject to applicable data breach notification law, AWS will (a) promptly notify the Customer, as 
required by applicable law, and (b) take commercia lly reasonable measures to address the breach in a 
timely manner. The term "breach of security" means the unauthorized access to or acquisition of any 
record containing Your Content in a manner that renders misuse of the information reasonably possible. 
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Attachment C 
Master Definition list 

"Acceptable Use Policy" means the policy currently available at http://aws.amazon.com/aup,asitmay 
be updated by us from time to time. 
"API " means an application program interface. 
"AWS Confidential Information" means all nonpublic information disclosed by us, our affiliates, 
business partners or our or their respective employees, contractors or agents that is designated as 
confidential or that, given the nature of the information or circumstances surrounding its disclosure, 
reasonably should be understood to be confidential. AWS Confidential Information includes: (a) 
nonpublic information relating to our or our affiliates or business partners' technology, customers, 
business plans, promotional and marketing activities, finances and other business affairs; (b) 
third-party information that we are obligated to keep confidential; and (c) the nature, content and 
existence of any discussions or negotiations between you and us or our affiliates. AWS Confidential 
Information does not include any information that: (i) is or becomes publicly available without breach of 
this Agreement; (ii) can be shown by documentation to have been known to you at the time of your 
rece ipt from us; (iii) is received from a third party who did not acquire or disclose the same by a 
wrongful or tortious act; or (iv) can be shown by documentation to have been independently developed 
by you without reference to the AWS Confidential Information. 
"AWS Marks" means any trademarks, service marks, service or trade names, logos, and other 
designations of AWS and its affiliates that we may make available to you in connection with this 
Agreement. 
"AWS Content" means Content we or any of its affiliates make available in connection with the Services 
or on the AWS Site to allow access to and use of the Services, including WSDLs; Documentation; sample 
code; software libraries; command line tools; and other related technology. AWS Content does not 
include t he Services. 
"AWS Premium Support Guidelines" means the guidelines currently avai lable at 
http://aws.amazon.com/premiumsupport/guidelines,asthey may be updated by us from time to time. 
"AWS Site" means http://aws.amazon.com and any successor or related site designated by us. 
" Content" means software (including machine images), data, text, audio, video, images or other 
content. 
"Documentation" means the developer guides, getting started guides, user guides, quick reference 
guides, and other technica l and operations manuals and specifications for the Services located at 
http:!Laws.amazon.com/documentation, as such documentation may be updated by us from time to 
time. 
"End User" means any individual or entity t hat directly or indirectly through another user: (a) accesses 
or uses Your Content; or (b) otherwise accesses or uses the Service Offerings under your account. The 
term "End User" does not include individuals or entities when they are accessing or using the Services or 
any Content under thei r own AWS account, rather than your account. 
"Notice and Procedure for Making Claims of Copyright Infringement" means the procedures currently 
located at 
http://aws.amazo n. com/ter m 5# not ice-a nd-p raced u re-for -ma ki ng -cia i ms-of -co pyrigh t -i n fringe ment, as 
they may be updated by us from time to time. 
"Policies" means the Acceptable Use Policy, the Site Terms, the Service Terms, the Trademark Use 
Guidelines, all restrictions described in the AWS Content and on the AWS Site, and any other policy or 
terms referenced in or incorpora ted into this Agreement. Policies does not include whitepapers or other 
marketing materials referenced on the AWS Site. 
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" Privacy Policy" means the privacy policy currently referenced at http://aws.amazon.com/privacY,asit 
may be updated by us from time to time. 
"Service" means each of t he web services made available by us or our affiliates, including those web 
services described in the Service Terms. 
"Service l evel Agreement" means all service level agreements t hat we offer with respect to the Services 
and post on the AWS Site, as they may be updated by us from time to t ime. The service leve l 
agreements we currently offer with respect to the Services are located at http://aws.amazon.com/ec2· 
sial, http://aws.amazon.com/s3-sla/, and http://aws.amazon.com/cloudfront/sla. 
" Service Offerings" means the Services (including associated APls), the AWS Content, the AWS Marks, 
the AWS Site, and any other product or service provided by us under this Agreement. Service Offerings 
do not include Third Party Content. 
" Service Terms" means t he rights and restrict ions for particular Services located at 
http://aws.amazon.com/serviceterms, asthey maybe updated by us from time to time. 
" Site Terms" means the terms of use located at http://aws.amazon.com/terms/, as they may be 
updated by us from t ime to t ime. 
"Suggestions" means all suggested improvements to the Service Offerings that you provide to us. 
"Trademark Use Guidelines" means the guidel ines and license located at 
http:Uaws.amazon.comltrademarkguideJines/, as t hey may be updated by us from t ime to t ime. 
"Term" means the term of this Agreement described in Section 7.1. 
"Third Party Content" means Content made available to you by any third party on the AWS Site or in 
conjunction wit h the Services. 
"Your Content" means Content you or any End User (a) run on the Services, (b) cause to interface with 
the Services, or (c) upload to the Services under your account or ot herwise t ra nsfer, process, use or 
store in connect ion with your account. 
" Your Submissions" means Content that you post or otherwise submit to developer forums, sample 
code repositories, public data repositories, or similar community-focused areas of the AWS Site or t he 
Services. 
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li SCETC- 14-C-00002 
INVESTIGATIVE CASE MANAGEMENT SYSTEM 

PALANTIR 

SECTION B - SUPPLIES/SERVICES AND PRICES/COSTS 

D.I-TYPE OF CONTRACT 

This contract is a hybrid firm-fixed price (FFP)/ Iabor-hour (LH)/timc and material (T &M) 
contract wi th FFP, LH, T&M and COSI Reimbursement (CR) CLl Ns; CR type CLl Ns will only 
be used for Other Direct Costs (OOCs) and Travel. 

B.2-CLIN STRUCTURE 

The ContractorOf1erer shall furnish all personnel. fac ili ties, equipment, materia l, supplies, and 
services (except as may be expressly set forth in this contract as furnished by the Government) 
and otherwise do all thi ngs necessary to, or incident to, performing the work specified in 
Attachment I-Performance Work Statement (PWS) for the ICE In vest igative Case Management 
requirement. 

D.3-TRAVEL 

Trave l is nOI expected under this contract. Any required travel will be re imbursed in accordance 
with the Federal Travel Regulations. Travel Not-la -Exceed (NTE) Amounts have been prov ided 
in Sect ion A-Schedu le and arc set as fo llows; 

CU N 0004: 
CU N 1004: 
CUN 2004: 
CUN 3004: 
CUN 4004: 
CUN 5004: 

Profit shall not be app li ed to travel costs. Contractors may apply indirect costs to travel in 
accordance with the Contractor's usua l accounting practices consistent with FAR 31.2. 

Travel C Ll Ns wil l be in voiced monthly. Travel requires pre-approval from the COR. 

B.4-NAICS AND PSC 

NAICS Code: 54 1512 Computer System Design Services, Size Standard"":!"""",,, 
PSC Code: D307 Automated Information Systems Des ign and Integration Services 

Page II of79 
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IISCETC- 14-C-OOOO2 
INVESTIGATIVE CASE MANAGEMENT SYSTEM 

PALANTIR 

Plan for Extraction of rCE Data in the rCM System Major Systcm Tcchnical D:lIu Del ivcrable 
Attachmcnt I-PWS. Oc1iverablc 3.9.2 

Final Updatcd ICM S)stcm Documcntation Major S)stcm Tcchnical Data Deli\crablc 
Allachment ]-PWS. Dc1in"fublc 3.9.3 

F.S-DELIVERV INSTRUCTIONS 
All deli verables shall be submined in electronic format no latcr than 4:00 PM on the 
deli verable' s due date. All electronic vers ions of the dcliverables shall be submitted in MS 
Office 20 I 0 or compatible. 

~::.:::~""c:::~:;.;;," at the following e-mail address: 

Items must be approved by the Program Manager (PM) and/or the appropriate Government 
authority to be cons idered "acceptable: ' The Govemment will prov ide written acceptance, 
comments, or change requests with in ten ( 10) business days from receipt by the Government of 
all required Contract deliverables, with the except ion ofSofiware Versions and Releases. 

Upon receipt o f the Government comments, the Contractor shall schedule a col laborati ve sess ion 
with the Government with in five (5) business days to review any comments or change requests. 
After the co ll aborative session, Ihe Contractor shall have ten (10) business days to incorporate 
the comments or changes. and resubmit the deliverable to the Government. 

F.6-NOTICE REGARD ING LATE DELIVERY 
The Contractor shall notify the COR as soon as it becomes apparent to the Contractor that a 
scheduled deliverable will be late. The Contractor shall include in the notificat ion the rationale 
for late delivery of the deliverable. the expected dale for the deliverable, any consideration 
provided by the Contractor. and the impact of the late delivery of the del iverab le on the project. 
The COR, Program Manager. and Contracting Officer wi ll rev iew the new schedule and the 
Contracting Officer wil l provide guidance to the Contractor. 

Page l7 0f79 
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HSCETC- I 4-C-00002 
INVESTIGATI VE CASE MANAGEMENT SYSTEM 

PALANTIR 

SECTION G-CONTRACT ADMINISTRATION DATA 

G.I-TECHNICAL DIRECTION AND SURVEILLANCE 
a) Performance of the work under this contract sha ll be subject to the surve illance and written 

techn ical direction of the COR, who shall be specifica ll y appointed by the Contracting 
Officer in writing_ Technical di rcction is defined as a directive to the Contractor which 
approves approaches, so lutions, designs, or refinements; fill s in detail s or otherwise 
completes the general description of work of documentation items; shifts emphasis among 
work areas or tasks; or otherwise furni shes gu idance to the Contractor. Technical direction 
includes the process of conducting inquiries, requesting studies, or transm itting information 
or adv ice by the COR, regarding matters within the genera l tasks and requirements in Section 
C oflhis CONTRACT. 

b) The COR does not have the authority to, and shall not, issue any technica l direction which: 

I. Constitutes an assignment of addit ional work outside the PWS; 
2. Constitutes a change as defi ned in the contract clause entit led "Changes"; 
3. In any manner causes an increase or decrease in the total price or the time required for 

contract performance; 
4. Changes any of the expressed tenns, condit ions, or specifications of the 

contract ; or 
5. Interferes with the Contractor's right to perform the specifications of the 

contract. 

c) All technical directions shall be issued in writing by the COR via e-mai l. The Contractor sha ll 
proceed promptly with the performance o f technical directions dul y issued by the COR. Any 
instruction or direction by the COR which falls within one or more of the categories defined in 
(b)( l) through (5) above, shall follow the procedures in FAR 52.243-7. 

G.2-CONTRACTING OFFICER'S REPRESENTATIVE 
The COR for thi s contract 

Alternate COR for this contract i;{mimi:mEZll!:D 

G.3-INVOICING AND PAVMENT PROCEDURES 
I",'oicing Instructions 

Service Prov iderS/Contractors shall use these procedures when submitting an invoice. 

1. Invoice Submission: Invoices shall be submitted in a .pdf format in accordance with the 
contract terms and conditions via email to: 

lnvoice.Consolidation@ice.dhs.gov 
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HSCETC·14·C·00002 
INVESTIGATIVE CASE MANAGEM ENT SYSTEM 

PALANTIR 

3. Payment Inquiries: Questions regarding invoice submission or paymenl, please contact ICE 
Financia l Operations at 1-877-491-6521 or bye-mail at OCFO.CustomerService@ice.dhs.gov 

CLiN I OOI-Firm-Fixed Price (FFP) shall be invoiced for based on the percentage of each 
Sub-Contract Line Item Number (SUN). Once the deli verab le for each SLlN is accepted 
by the Governm en t, the Contractor shall submit an invoice for the percentage of FFP 
listed in the SUN. The FFP percentage allocated to each SU N is as fo llows: 

SLiN No. Deliverable/ Phase Amount 

SUN IDOlA Completion of Transition-In 

SUN 10018 Phase I : Requirements 
Confirmation and Baseline 
Installation 

SUN 100IC Phase 2: Baseline Gap Analysis 

SLiN 10010 Phase 3: Code Freeze for IOC 

SLiN IODIE Phasc 4: IOC Integration and 
Testing 

Labor Hour CLlNs: 
Materials on T &M Orders must comply with FAR 52.232-7 Payments Under Time-and­
Materials and Labor Hour Contracts (A ug 2012). 

Cost Reimbursable CLiN (Other Direct Costs) CLlNs: 
The contractor may invoice monthly on the basis of cost incurred for the Other Direct 
Cost (ODC) CLl Ns. The invoice shall include the period of perfonnance covered by the 
invoice and the CLIN number and name. In addition, the contractor shall provide the 
following detail ed information for each invoice submitted, as appl icable in spreadsheet 
form : 

Item purchased 
Cost 
Date expensed 
Documentation of prior COR approval 

All cost presentations prov ided by the Contractor shall also include applicab le indirect 
cost. 
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unlimited rights to all software modifi cat ions as defined above and shal] have the same rights in 
the GOTS solution as the Government previollsly acquired when the GQTS software was 
developed. 

ICE shall reta in ownershi p of any training plans and manuals, all data input in the system, and all 
outputs of the system including all investigative reports created by a User of the system. Outputs 
of the system include both the data and formauing of the outputs. The Offeror shall not attach 
any unauthorized or restricted markings on this material. This material shal l be deli vered IA W 
FAR 52.227-17. 

Implementa tion and Management 

The overa ll ICE TEeS Modernization program will follow structured DHS·approved lifecycle 
implementation processes as out lined in the ICE System Lifecycle Management (SLM) 
Handbook and w ill refer to the ICE Technical Reference Model (TRM) for commercial products 
already approved by ICE. The ICE TRM is provided as Exhibit I to the RFP. T he Contractor 
shall conduct an implementation strategy, in co llaboration with the Government that aligns with 
the ICE SLM Handbook and industry best pract ices for managing programs and projects . Du ring 
ICM system implementat ion and management, the Contractor shal l collaborate c lose ly with the 
Government and other developers on the ICE TECS Modernizat ion program. In particu lar, the 
Contractor sha ll provide the Government with complete visibility and transparency into all 
phases of their implementation and management work on the ICE TECS Modernization 
program, including working co·located with the Govermnent, conducting daily co llaboration 
with Government counterparts, bot h technical and functional , sharing of status on a real·time 
basis via joint Contractor/Government teams. Such collaboration will enab le the Government to 
determine acceptance (or not) of the technology and functionality being development efficiently 
and effectively. 

Development, Test, a nd Deployment Approac h 

L;::;;;lln,e host ing environments are described in the table under Hosting 
Environments to support development, test, and deployment activities for all ICE TECS 
Modernization system components, including the ICM system. 

The Contractor shall use these hosting environments for development, configuration, integration, 
and testing of their so lut ion. The Contractor shall participate in all levels of integration and 
testing as the overall ICE TECS Modernization system progresses to JOC. Specifica lly, the 
Contractor shall assist in analyzing problems discovered during all levels of integrati on and 
testing. The Contractor sha ll correct errors and shortfall s (example of short fa ll is not meeting 
performance requi rements) in the ICM system during all levels of integration and testing. 

Software code changes applied to the Contractor's system to support the ICM system 
requirements shall be developed to be compatible with, and shall not prevent the ability to apply, 
future soflware maintenance upgrades to the Contractor' s product that are made generally 
availab le. In genera l, the Government would prefer that functional extensions or enhancements 
and error corrections developed for the ICM system during all development, test, and 
maintenance activities be in corporated into the code base for the lCM system so that future 
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Delivcrablcs for thi s Task are : 

Dcll\Crdhle Due Oate 
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.' , , - .... . . . ' ~I_~ 
En\mmmcnt Purpose I . • ocatlOn 

Exhibit 25:'-______ -'--'--'-,;",,:,;....;, ______ --01 

Key Performance Parameters and Maintainabi lity 

Key performance parameters (KPPs) arc specified for the ICE TEeS Modernization system in 
the ICE TEeS Modernization System Operational Requirements Docum ent (ORO). wh ich was 
provided as Ex hibit E to the RFP. T hese KPPs arc shown in the table below. As the ovcralilCE 
TEeS Modernization system includes several components, the lCM Contractor shall meet the 
performance requirements re levant to their solution and its key role in the overall ICE TEeS 
Moderni Zaiion system. 

In add it ion to the KPPs found in Table 3, there are other performance requirements (e.g., related 
to maintainability) in the detailed requirements in Exhibit 26. The availab il ity KPP below shall 
drive the ICM system maintainability requirements in terms of mean time to restore service 
(average time to restore service after a failure), mean downtime (t ime that the ICM system is not 
operational due to service incident or preventive maintenance including logi stic and 
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RccciveEvcntNotification Allows leM to be made aware of 
subscribed law enforcement events 

Inbound (from the leM system 
ICE Interface Hub) 

Data Migration 

ilnd information related to cases and/or 
investigative SUbjl'CIS. such as 
seizures. arrests. border crossings, and 
other information. 

Exhibit 28: ICE TEeS Modernization System Inle lface~ .. 
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and ROls) as well as new data created by the lCM system, and return results back in an XML 
file. T he ICE Data Warehouse wi ll have mechanisms to enforce access control and wi ll only 
return resuhs to which requesti ng users have access. The le M system shall render the results 
from the ICE Data Warehouse in MS-Word. PDF. or similar formats. 

Security and Privacy 

The system shall be compliant with all relevant security controls outlined in the Federal 
Infonnation Process ing Standard (F IPS) and the Federa l In format ion Security Management Act 
(FISMA) to include, bu t not limited to, the ability or the federa l government to perform a 
security certification and accreditati on process to obtain an authorization to operate that w ill be 
s igned by the federal principa l without de lay to system deployment. Specific security and 
privacy requirements for the ICM system are specified in the detailed ICM system requirements 
provided as Exhibit A to the RFP. 

DHSIICE has detcnnined that a ll contractors!subcontractor(s) performin g work under the ICE 
TECS Modernization contract will have access to sen~l i ye. b ' !lt 'nc JaSS i fied LS BW,DHS and ICE 
infonnation, whi ch requi res DHS Suitabi lity Clearanc b 5 7 E pos it ion of 
public trust adjudication. 
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has spawned any new risks. The Ri sk Register wi ll be available on-demand in oLlr JIRA 
pona l, and we will regu larly provide ICE stakeho lders with a risk matrix illust rat ing any 
change in risk probability or severi ty. 

We wi ll communicate frequently and openly with ICE s takeholders and within our project 
learn to ensure Ihal we capture and leverage lessons learned-including those from other 
deployments- and that we anticipate ri sks, proactively take action 10 avo id or mitigate them, 
and systematica lly manage the risks that we cannot full y prevent. 

13.0 Risk Mitigation and Avoidance Strategies 

2 

'~ 
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